




















































































































































































































































































































































































































































































































Inte| A UNIX SYSTEM IMPLEMENTATION

I<—-———-— USER SPACE-PRIVILEGE LEVEL 3 ———————————|<—KERNEL SPACE-PRIVILEGE LEVEL 0 —

USER DISPATCHER
PROGRAM (C) READ INTERFACE (ASM) K INTERFACE (ASM)
L] EG
: PUSH REGISTER VARIABLE z # Egﬁg S;LATQEDG:ESSTEVF:'?H
EAX : = READ NUMBER
READ (PARMS) COPY PARMS FROM STACK E E KERNEL DATA SEG
° TO REGS CALL DISPATCHER
. CALL KERNEL GATE RETURN
POP REGISTER VARIABLE —
* RETURN
DISPATCHER (C)
SYA CALL [CALL_NOJ(), —
SWITCH PROCESS IF
NECESSARY
_ | RETURN

READ HANDLER (C)

o
RETURN

WRITE HANDLER (C)

RETURN

G30287

Figure 10-9. U/386 System Call Dispatching

U/386 follows the conventional System V practice of providing a single kernel entry point,
implemented as an 80386 call gate. Table 10-4 shows the attributes of the U/386 system
call gate.

In Figure 10-9, the two key routines are the system call interface (one for each system call)
and the call dispatcher interface. The call interface is the function the linker provides to
satisfy the user program’s reference to a system call. Following normal C practice, at entry
to the call interface, the parameters to be passed to the system function are on the stack.
The call interface pushes any registers that contain C register variables. It then loads EAX
with a number that identifies the system call to the call dispatcher. The call interface then
copies parameters from the stack to registers and issues an intersegment CALL to the kernel’s
call gate. The call gate is initialized to copy 0 doublewords of parameters from the user’s to
the kernel’s stack.
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Table 10-4. U/386 Call Gate Attributes

Attribute Value
Selector (Kernel Code Descriptor in GDT)
Offset (Dispatcher Interface)
Present 1B
Privilege Level 11B
Type 011008
Dword Count 00000B

The intersegment CALL (whose selector operand is a call gate) instruction loads SS and
CS; consequently, the process’s privilege level is changed to 0, and the kernel uses the stack
provided for it in the process’s u p a g e. The dispatcher interface pushes all registers (this
puts the system call parameters and the call number on the kernel’s stack) and loads DS
and ES with the kernel’s data segment selector. Having established addressability and a
calling environment that conforms to C’s calling conventions, the call dispatcher interface
calls the call dispatcher.

The machine-dependent transitions from the user’s environment to the kernel’s is now
complete, and the rest of the system call is handled in C. Using the call number as an index,
the call dispatcher calls the function in the kernel that handles the system call. When the
function returns to the call dispatcher, the call dispatcher checks a flag to see if the call (or
an interrupt) has made a higher priority process ready. If so, the dispatcher calls switch
to switch processes rather than returning via the dispatcher interface and system call inter-
face to the user code. The next time the process runs, control will return to the user by this
route.

10.6 INTERRUPTS AND EXCEPTIONS

System V and the 80386 inevitably handle interrupts and exceptions somewhat differently.
With a small amount of assembly language, however, the 80386 can be tailored to fit the
System V model neatly, as described in this section.

10.6.1 Interrupts

System V dispatches interrupts in much the same way that it dispatches system calls. (Note
that the system call dispatcher and the interrupt dispatcher distribute system calls and inter-
rupts to their respective handlers; these dispatchers are distinct from the dispatcher that
switches processes.) U/386 essentially provides an assembly language interface between the
8259A Programmable Interrupt Controller(s) and the System V interrupt dispatcher.
Figure 10-10 shows this interface. Each interrupt source is associated with a different inter-
rupt gate in the IDT. The interrupt gate points to a short device-specific piece of privilege
level O code that saves the ID of the interrupting device on the kernel stack. (The interrupt
gate is initialized so that an interrupt switches the 80386 to kernel mode just as a call through
a call gate does.) All interrupts go through the remaining dispatcher interface code. The
common code saves all registers on the kernel stack and resets the interrupt controller; exactly
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INTERRUPT — e
DESCRIPTOR DISPATCHER
TABLE INTERFACE (ASM)

8259A PUSH INTERRUPT ID
JUMP COMMON

PUSH INTERRUPT ID

- o JUMP COMMON

t

COMMON:
PUSH ALL REGISTERS
RESET 8259A

ENABLE INTERRUPTS
CALL DISPATCHER (ID)
—»|  POP ALL REGISTERS _ TO INTERRUPTED

IRET PROCESS

DISPATCHER (C)
> CALL HANDLER [ID]

SWITCH PROCESS IF
APPROPRIATE
RETURN

HANDLER 1 (C)

L
RETURN

HANDLER n (C)

RETURN

G30287

Figure 10-10. U/386 Interrupt Dispatching

what “resets” means depends on how many interrupt controllers the system uses and how
they are programmed. Having made the interrupt controller able to pass along the next
interrupt, the common code enables processor interrupts by issuing an STI instruction. It
then calls the interrupt dispatcher, passing the interrupt ID as a parameter.

The interrupt dispatcher is a machine-independent C function that uses the interrupt ID as
an index to the proper interrupt handler (also written in C). After the handler returns, the
interrupt dispatcher switches to a new process if the current process was interrupted in user
mode and if the handler awakened a higher-priority process.

10.6.2 Blocking Interrupts in the Kernel

System V defines a series of machine-independent kernel routines that set the kernel’s prior-
ity level. Priority level 7 is high and is assigned to the clock; block and character devices
have priority levels 6 and 5, respectively. Kernel routines, notably device drivers, call s pln
to return the current priority level and set the priority level to n. For example, a disk device
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driver calls s p 16 to block out all but clock interrupts while it updates data structures that
an interrupt handler might also use.

U/386 implements the s p 1 routines (in assembly language) as follows:

e Save current priority level

* Disable processor interrupts

e Reprogram interrupt controller(s) to block interrupts below new level
e Enable processor interrupts

e Return old priority level

10.6.3 Exceptions

As Table 10-5 shows, the U/386 kernel responds to an 80386 exception differently depend-
ing on whether the exception occurs in user or kernel mode. (The kernel disables interrupts
and changes the IDT on entry to and exit from the kernel.) U/386 transforms most user
mode exceptions into standard UNIX signals. (An exception handler sends a signal by calling
the kernel’s psignal function; psignal finds the addresses of the process’s signal
handlers, if any, in the process’s upage.) Exceptions that occur in the kernel generally
indicate unrecoverable problems and should, except for hardware-related exceptions, never
occur in a debugged kernel. The kernel responds to these fatal exceptions by calling the
System V panic function, which prints a message on the console and halts the system.

The double fault, invalid TSS, and stack fault exceptions occurring in the kernel are handled
by exception tasks. The handlers for these exceptions cannot assume that the context of the
faulting process is valid; therefore, the handlers are implemented as 80386 tasks and are
represented in the IDT by task gates. When one of these exceptions occurs, the 80386 switches

Table 10-5. U/386 Kernel Exception Handling

Number Name User Action Kernel Action
0 Divide Error SIGILL Panic

1 Single Step SIGTRAP Monitor

2 NMI Panic Panic

3 Breakpoint SIGTRAP Monitor

4 Overflow SIGSEGV Panic

5 Bounds SIGSEGV Panic

6 Invalid Opcode SIGILL Panic

7 No Coproc. Emulate Panic

8 Double Fault Panic Panic (task)
9 Coproc. Overrun SIGSEGV Panic

10 Invalid TSS Panic Panic (task)
11 Segment Fault Panic Panic

12 Stack Fault SIGSEGV Panic (task)
13 Protection SIGSEGV Panic

14 Page Fault Get Page Get Page
16 Coproc. Error SIGFPE Panic

other (undefined) SIGILL Panic
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to the interrupt task, which has a known-good context. Because these faults are fatal, no
return occurs, so the task switch can be done by the 80386 without kernel involvement.

10.7 INPUT/OUTPUT

UNIX system device drivers are written in C and are largely processor-independent. U /386
support for device drivers consists of a few assembly language routines (in addition to the
spl routines described earlier) and a convention that provides drivers with the physical
addresses of buffers.

U/386 supports memory-mapped and I/O-mapped devices. Drivers can address memory-
mapped device registers directly; these devices are mapped into the top of the kernel data
segment. To permit drivers to access the 80386 I/O space, the kernel provides a set of
assembly language routines that transfer bytes, words, or dwords to or from I/O ports. These
routines use the various forms of the IN and OUT instructions.

To move data between user areas and kernel buffers, U/386 supplies the copyin and
copyout routines. The heart of these assembly language routines is the MOVS (move
string) instruction. Isolating MOVS in these two routines allows the kernel to determine
whether a fault occurring in the execution of the instruction is caused by a user error or a
kernel bug. A user may pass a bad address or countin a read or wr i te system call. If,
when moving the data across the user/kernel boundary, a general protection fault occurs,
the fault handler can determine if the offending instruction isin copyinor copyout.
If so, it knows the fault is a result of a user error, and it can send a signal to the user process.
If the fault occurs in another routine, it indicates a kernel bug, so the fault handler calls
P anilc.

The standard System V block device interface transfers blocks between kernel buffers and
devices. The DMA controllers incorporated in typical device controllers cannot read or write
these buffers with logical addresses because they have no knowledge of the 80386 descriptor
and page tables. U/386 enables drivers to supply physical addresses to DMA controllers as
follows. During initialization, the kernel allocates a pool of I/O buffers that drivers use for
block transfers. Each of these buffers has a header that the kernel initializes with the physi-
cal address of the actual buffer. When the kernel calls a driver to process an I/O request, it
passes the driver the logical address of a buffer header. The driver can copy the physical
address from the buffer header to the DMA controller without incurring any logical-to-
physical translation overhead. The kernel breaks I/O requests that cross page boundaries
into multiple requests.

10.8 NUMERICS

By default, U/386 lets the 80287 or 80387 numeric coprocessor (or emulator) handle the
errors it discovers. However, nothing prevents an assembly language program from unmask-
ing the errors so they can be handled by the program. Unmasked errors are delivered via
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standard floating point signal (SIGFPE). The program’s signal handler can use the FSTENV
instruction to find out what happened.

10.9 DEBUG SUPPORT

The System V p trace system call allows a debugger to inspect and modify the represen-
tation of the child process it is debugging. The debugger runs such a program as a child and
calls ptrace to set breakpoints, change registers, etc. By making the 80386 breakpoint
registers accessible to p t r ace, just like other registers, the debugger can gain access to
the breakpoint registers.

U/386 debuggers use the INT 3 (1-byte interrupt) instruction to implement instruction
breakpoints. (Because the kernel’s data segment overlaps its text segment, a debugger running
in kernel mode can overwrite code with the INT 3 instruction.) The four breakpoint registers
are used to implement data breakpoints.
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Hamilton/Avnet Electronics
805-A Newtown Circle
Lexington 40511

Tel: (606) 259-1475

FAX: 606-252-3238

MARYLAND

Arrow Electronics, inc.
8300 Guilford Road, Ste. H
Rivers Center
Columbia 21046
Tel: (301) 995-6002

TWX: 710-236-9005
FAX: 301-381-3854

Hamilton/Avnet Electronics
6822 Oak Hall L

Colum

Tel: (sot) 055500

FAX: 301-995-3593

tMesa Technology Corp.
9720 Patuxent Woods Dr.
Columbia 21046

Tel: (301) 720-5020
TWX: 710-828-9702

tPioneer Electronics
9100 Gaither Road
Gaithersburg 20877
Tel: (301) 921-0660
TWX: 710-828-0545

MASSACHUSETTS

+Arrow Electronics, Inc.
1 Arrow Drive

Woburn 01801

Tel: (617) 933-8130
TWX: 710-393-6770

tHamilton/Avnet Electronics
10D Centennial Drive
Peabody 01960

Tel: (Sl;) 532-3701
TWX: 710-393-0382
Kierulff Electronics, Inc.
13 Fortune Dr.

Billerica 01821

Tel: (617) 667-833
TWX: 710-380-1449
FAX: 617-663-1754

Pioneer Northeast Electronics
44 Hartwell Avenue

FAX: 617-863-1547
MICHIGAN

Arrow Electronics, Inc.
755 Phoenix Drive
Ann Arbor 48108

Tel: (313) 971-8220
FAX: 313-971-2633

+Hamilton/Avnet Electronics
32487 Schoolcraft Roa
Livonia

Tel: (313) 522-4700

TWX: 810-242-8775

FAX: 313-522-2624

Hamilton/Avnet Electronics
2215 29th Street S.E
Space A
Grang Rapids 49508
Tel: (616) 243-8805
TWX: 810-273-6921
FAX: 616-243-0028

MICHIGAN (Cont'd.)

Pioneer Electronics

4505 Broadmoor Ave. S.E.
Grand Rapids 49508

Tel: (616) 698-1800

FAX: 616-698-1831

tPioneer Electromcs
13485 Sta

Livonia 481 50

Tel: (313) 525-1800
TWX: 810-242-3271

MINNESOTA

tArrow Electronics, Inc.
5230 W. 73rd Street
Edina 55435

Tel: (612) 830-1800
FAX: 612-830-1856

Harmlton/Avnet Electronics
12400 White Water Drive

FAX: 612-932-0613

tPioneer Electronics
10203 Bren Road East
anetonka 55343

-5444
FAX 612-935-1921
MISSOURI

tArrow Electronics, Inc.

St.
Tel: (314) 567-6888
FAX: 314-567-1164

tHamilton/Avnet Electronics
13743 Shorelme Court East
Earth City 63045

Tel: (314 Y 3441300

FAX: 314-291-8889

Kierulff Electronics, Inc.
|804 Borma Dv

Tel: 1314) 997-4956
FAX: 314-567-0860

NEW HAMPSHIRE

tArrow Electronics, Inc.

3 Perimeter Road

Manchester 0310:

Tel (603) GEB 6958
FAX: 603-668-3484

Hamilton/Avnet Electronics
444 E. Industrial Drive
Manchester 03103

Tel: (603) 624-9400

FAX: 603-624-2402

NEW JERSEY

tArrow Electronics, Inc.
6000 Lincoln Drive East
Mariton Of

Tel: (609) 596-8000
FAX: 609-596-5632

tArrow Electronics, Inc.
6 Century Dnve
Parsipanny 07054

Tel: (201) 538-0900
FAX: 201-538-4962

fHamilton/Avnet Electronics

1 Keystone Ave., Bidg. 36

Cherry Hill 08003

Tel (gos) 424-0110
'10-940-0262

FAX 509»751 -8624

THam|Iton/Avne\ Electronics
10 Industs

Fairfietd 07006

Tel: (201) 575-3390

FAX: 201-575-5839

tPioneer Northeast Electronics
45 Route 46

Pinebrook 07058
Tel: (201) 575-3510
FAX: 201-575-3454

1MTI Systems Sales
37 Kulick Rd.
Falrﬁeld 07006

Tel: (201) 227-5652
FAX: 201-575-6336
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UNITED STATES

Intel Corporation

3065 Bowers Avenue
Santa Clara, CA 95051

JAPAN

Intel Japan K.K.

5-6 Tokodai, Tsukuba-shi
Ibaraki, 300-26

FRANCE

Intel Paris

1 Rue Edison, BP 303

78054 Saint-Quentin-en-Yvelines Cedex

UNITED KINGDOM

Intel Corporation (U.K.) Ltd.
Pipers Way

Swindon

Wiltshire, England SN3 1RJ

WEST GERMANY

Intel Semiconductor GmbH
Seidlstrasse 27

D-8000 Muenchen 2

HONG KONG

Intel Semiconductor Ltd.
1701-3 Connaught Centre
1 Connaught Road

CANADA

Intel Semiconductor of Canada, Ltd.
190 Attwell Drive, Suite 500
Rexdale, Ontario MOW 6H8
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