












































































































































































































































































































































A UNIX SYSTEM IMPLEMENTATION 

The kernel activates the pager process when the number of free frames reaches a "low water 
mark"; the pager runs until it builds the list up to a "high water mark." Ignoring locked 
pages, the pager cycles around the circular allocated frame list, examining each frame's 
accessed bit (that is, the accessed bit of the PTE that maps the frame). If the accessed bit 
is set, the page was used recently; the pager clears the bit and moves to the next allocated 
frame. If the accessed bit is clear, the page has not been used recently (that is, the page has 
not been accessed since the pager last cleared the page's accessed bit). Such a page is a good 
candidate to page out so its frame can be freed. 

Having identified a page to remove from memory, the pager examines the page's dirty bit 
to determine if the page must be written to disk. If the dirty bit is set, the page has been 
updated since it was swapped-in and must be written to disk. If the dirty bit is clear, the 
disk copy of the page is current. (The page fault handler clears the dirty bit when it 
swaps-in a page.) If the page does not need to be written, the pager marks the page not
present and adds the page to the tail of the free list. Otherwise, the pager adds the page to 
a list of pages that must be written to disk. Another system process writes these pages and 
then frees their frames. 

When a process attempts to access a not-present page, the 80386 invokes the page fault 
handler. The U /386 handler is implemented as a procedure that runs in the context of the 
faulting process. The page fault handler uses CR2 and CR3 to find the not-present page 
table entry that caused the fault. To retrieve the page, the handler first searches the free list 
for the page frame. If the handler finds the page on the free list, it reclaims the frame by 
removing it from the free list and adding it to the allocated list; it then marks the PTE 
present and accessed, and returns. If the frame is not on the free list, the page fault handler 
allocates a frame from the head of the free list and calls the page device driver to read the 
page into the frame. The handler puts it process to sleep until the page has been read. When 
awakened, the handler updates the page's PTE with its new frame address, marks the page 
present and accessed (so it will stay in memory for at least one pager cycle), and returns. 

10.4.7 Locking 

A System V process (running with super-user privilege) can prevent itself from being paged 
or swapped out by issuing the p 1 0 c k system call. U /386 locks a process in memory by 
first setting a flag in the process's u p age to mark the process locked. This makes the 
process immune to swapping (process swapping, not page swapping). p 1 0 c k then sets the 
lock bit in all of the process's present pages. Whenever the page fault handler brings in a 
page, it checks the process's lock bit in the u p age. If it is set, the pager marks the page's 
PTE locked to prevent it from being paged out. 

10.5 SYSTEM CALLS 

A typical UNIX system call is made from a high-level language such as C, and is ultimately 
handled by a C function in the kernel. Between the caller and the handler is some assembly 
languge that provides a language-independent interface across the user-kernel protection 
boundary. Figure 10-9 shows how this assembly language is implemented in U /386. 
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Figure 10-9. U/386 System Call Dispatching 
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U /386 follows the conventional System V practice of providing a single kernel entry point, 
implemented as an 80386 call gate. Table 10-4 shows the attributes of the U /386 system 
call gate. 

In Figure 10-9, the two key routines are the system call interface (one for each system call) 
and the call dispatcher interface. The call interface is the function the linker provides to 
satisfy the user program's reference to a system call. Following normal C practice, at entry 
to the call interface, the parameters to be passed to the system function are on the stack. 
The call interface pushes any registers that contain C register variables. It then loads EAX 
with a number that identifies the system call to the call dispatcher. The call interface then 
copies parameters from the stack to registers and issues an intersegment CALL to the kernel's 
call gate. The call gate is initialized to copy 0 doublewords of parameters from the user's to 
the kernel's stack. 
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Table 10-4. U/386 Call Gate Attributes 

Attribute Value 

Selector (Kernel Code Descriptor in GOT) 
Offset (Dispatcher Interface) 
Present 18 
Privilege Level 118 
Type 011008 
Dword Count 000008 

The intersegment CALL (whose selector operand is a call gate) instruction loads SS and 
CS; consequently, the process's privilege level is changed to 0, and the kernel uses the stack 
provided for it in the process's u p a 9 e. The dispatcher interface pushes all registers (this 
puts the system call parameters and the call number on the kernel's stack) and loads DS 
and ES with the kernel's data segment selector. Having established addressability and a 
calling environment that conforms to C's calling conventions, the call dispatcher interface 
calls the call dispatcher. 

The machine-dependent transitions from the user's environment to the kernel's is now 
complete, and the rest of the system call is handled in C. Using the call number as an index, 
the call dispatcher calls the function in the kernel that handles the system call. When the 
function returns to the call dispatcher, the call dispatcher checks a flag to see if the call (or 
an interrupt) has made a higher priority process ready. If so, the dispatcher calls s wit c h 
to switch processes rather than returning via the dispatcher interface and system call inter
face to the user code. The next time the process runs, control will return to the user by this 
route. 

10.6 INTERRUPTS AND EXCEPTIONS 

System V and the 80386 inevitably handle interrupts and exceptions somewhat differently. 
With a small amount of assembly language, however, the 80386 can be tailored to fit the 
System V model neatly, as described in this section. 

10.6.1 Interrupts 

System V dispatches interrupts in much the same way that it dispatches system calls. (Note 
that the system call dispatcher and the interrupt dispatcher distribute system calls and inter
rupts to their respective handlers; these dispatchers are distinct from the dispatcher that 
switches processes.) U /386 essentially provides an assembly language interface between the 
8259A Programmable Interrupt Controller(s) and the System V interrupt dispatcher. 
Figure 10-10 shows this interface. Each interrupt source is associated with a different inter
rupt gate in the IDT. The interrupt gate points to a short device-specific piece of privilege 
level 0 code that saves the ID of the interrupting device on the kernel stack. (The interrupt 
gate is initialized so that an interrupt switches the 80386 to kernel mode just as a call through 
a call gate does.) All interrupts go through the remaining dispatcher interface code. The 
common code saves all registers on the kernel stack and resets the interrupt controller; exactly 
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INTERRUPT 
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TABLE 

• • 
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INTERFACE (ASM) 
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Figure 10-10. U/386 Interrupt Dispatching 
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what "resets" means depends on how many interrupt controllers the system uses and how 
they are programmed. Having made the interrupt controller able to pass along the next 
interrupt, the common code enables processor interrupts by issuing an STI instruction. It 
then calls the interrupt dispatcher, passing the interrupt ID as a parameter. 

The interrupt dispatcher is a machine-independent C function that uses the interrupt ID as 
an index to the proper interrupt handler (also written in C). After the handler returns, the 
interrupt dispatcher switches to a new process if the current process was interrupted in user 
mode and if the handler awakened a higher-priority process. 

10.6.2 Blocking Interrupts in the Kernel 

System V defines a series of machine-independent kernel routines that set the kernel's prior
ity level. Priority level 7 is high and is assigned to the clock; block and character devices 
have priority levels 6 and 5, respectively. Kernel routines, notably device drivers, call 5 pIn 
to return the current priority level and set the priority level to n. For example, a disk device 
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driver calls 5 p 1 6 to block out all but clock interrupts while it updates data structures that 
an interrupt handler might also use. 

U /386 implements the 5 p 1 routines (in assembly language) as follows: 

• Save current priority level 

Disable processor interrupts 

• Reprogram interrupt controller(s) to block interrupts below new level 

• Enable processor interrupts 

• Return old priority level 

10.6.3 Exceptions 

As Table 10-5 shows, the U /386 kernel responds to an 80386 exception differently depend
ing on whether the exception occurs in user or kernel mode. (The kernel disables interrupts 
and changes the IDT on entry to and exit from the kernel.) U /386 transforms most user 
mode exceptions into standard UNIX signals. ·(An exception handler sends a signal by calling 
the kernel's psi 9 n a 1 function; pSi 9 n a 1 finds the addresses of the process's signal 
handlers, if any, in the process's up a 9 e.) Exceptions that occur in the kernel generally 
indicate unrecoverable problems and should, except for hardware-related exceptions, never 
occur in a debugged kernel. The kernel responds to these fatal exceptions by calling the 
System V pan i c function, which prints a message on the console and halts the system. 

The double fault, invalid TSS, and stack fault exceptions occurring in the kernel are handled 
by exception tasks. The handlers for these exceptions cannot assume that the context of the 
faulting process is valid; therefore, the handlers are implemented as 80386 tasks and are 
represented in the IDT by task gates. When one of these exceptions occurs, the 80386 switches 

Table 10-5. U/386 Kernel Exception Handling 

Number Name User Action Kernel Action 

0 Divide Error SIGILL Panic 
1 Single Step SIGTRAP Monitor 
2 NMI Panic Panic 
3 Breakpoint SIGTRAP Monitor 
4 Overflow SIGSEGV Panic 
5 Bounds SIGSEGV Panic 
6 Invalid Opcode SIGILL Panic 
7 No Coproc. Emulate Panic 
8 Double Fault Panic Panic (task) 
9 Coproc. Overrun SIGSEGV Panic 
10 Invalid TSS Panic Panic (taSk) 
11 Segment Fault Panic Panic 
12 Stack Fault SIGSEGV Panic (taSk) 
13 Protection SIGSEGV Panic 
14 Page Fault Get Page Get Page 
16 Coproc. Error SIGFPE Panic 
other (undefined) SIGILL Panic 
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to the interrupt task, which has a known-good context. Because these faults are fatal, no 
return occurs, so the task switch can be done by the 80386 without kernel involvement. 

10.7 INPUT IOUTPUT 

UNIX system device drivers are written in C and are largely processor-independent. U /386 
support for device drivers consists of a few assembly language routines (in addition to the 
5 p 1 routines described earlier) and a convention that provides drivers with the physical 
addresses of buffers. 

U /386 supports memory-mapped and I/O-mapped devices. Drivers can address memory
mapped device registers directly; these devices are mapped into the top of the kernel data 
segment. To permit drivers to access the 80386 I/O space, the kernel provides a set of 
assembly language routines that transfer bytes, words, or dwords to or from I/O ports. These 
routines use the various forms of the IN and OUT instructions. 

To move data between user areas and kernel buffers, U /386 supplies the cop yin and 
cop you t routines. The heart of these assembly language routines is the MOVS (move 
string) instruction. Isolating MOVS in these two routines allows the kernel to determine 
whether a fault occurring in the execution of the instruction is caused by a user error or a 
kernel bug. A user may pass a bad address or count in are a d or 11/ r i t e system call. If, 
when moving the data across the user/kernel boundary, a general protection fault occurs, 
the fault handler can determine if the offending instruction is in cop yin or cop you t. 
If so, it knows the fault is a result of a user error, and it can send a signal to the user process. 
If the fault occurs in another routine, it indicates a kernel bug, so the fault handler calls 
panic. 

The standard System V block device interface transfers blocks between kernel buffers and 
devices. The DMA controllers incorporated in typical device controllers cannot read or write 
these buffers with logical addresses because they have no knowledge of the 80386 descriptor 
and page tables. U /386 enables drivers to supply physical addresses to DMA controllers as 
follows. During initialization, the kernel allocates a pool of I/O buffers that drivers use for 
block transfers. Each of these buffers has a header that the kernel initializes with the physi
cal address of the actual buffer. When the kernel calls a driver to process an I/O request, it 
passes the driver the logical address of a buffer header. The driver can copy the physical 
address from the buffer header to the DMA controller without incurring any logical-to
physical translation overhead. The kernel breaks 1/0 requests that cross page boundaries 
into multiple requests. 

10.8 NUMERICS 

By default, U /386 lets the 80287 or 80387 numeric coprocessor (or emulator) handle the 
errors it discovers. However, nothing prevents an assembly language program from unmask
ing the errors so they can be handled by the program. Unmasked errors are delivered via 
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standard floating point signal (SIGFPE). The program's signal handler can use the FSTENV 
instruction to find out what happened. 

10.9 DEBUG SUPPORT 

The System V p t rae e system call allows a debugger to inspect and modify the represen
tation of the child process it is debugging. The debugger runs such a program as a child and 
calls p t rae e to set breakpoints, change registers, etc. By making the 80386 breakpoint 
registers accessible to p t rae e, just like other registers, the debugger can gain access to 
the breakpoint registers. 

U /386 debuggers use the INT 3 (I-byte interrupt) instruction to implement instruction 
breakpoints. (Because the kernel's data segment overlaps its text segment, a debugger running 
in kernel mode can overwrite code with the INT 3 instruction.) The four breakpoint registers 
are used to implement data breakpoints. 
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FAX: 602-252-9109 Hamllton/Avnet Electronics 805-A Newtown Circle Tel· (612) 935-5444 

tWyle Distribution Group ~~ie~pn~~~~~~9~oulevard i:~T2ci~) 2~~~~ !75 
FAX· 612-935-1921 

Wyle Dlstnbutlon Group 17872 Cowan Avenue 
17855 N. Black Canyon Highway Irvine 92714 Tel. (305) 628-3888 FAX: 606-252-3238 MISSOURI 
PhoeniX 85023 Tel· (714) 863-9953 FAX: 305-628-3888 ext. 40 
Tel: (602) 866-2888 FAX 714-863-0473 MARYLAND tArrow Electronics. Inc 
FAX. 602-866-6937 tPloneer Electronics 2380 Schuetz 

Wyle Distribution Gro.up 337 N Lake Blvd. Ste. 1000 Arrow Electronlcs,lnc St. LoUIS 63146 
CALIFORNIA 11151 Sun Center Dnve ~~Ia (~3~)t~:f-~8~g 32701 

8300 GUilford Road, Ste H ~:~ ~~ ~ ~-~~~ :~~~~ Rancho Cordova 95670 AlversCenter 
Arrow Electronics. Inc Tel (916) 638-5282 TWX: 810-853-0284 Columbia 21046 
19748 Dearborn Street FAX. 916-638-1491 Tel: (301) 990-6002 tHamlltonjAvnet Electronics 
Chatsworth 91311 Pioneer Electromcs TWX: 710·236-9005 13743 Shoreline Court East 
Tel. (818)701-7500 tWy!e Distribution Group 674S. Military Tra!1 FAX· 301-381-3854 Earth City 63045 
FAX: 818-772-8930 9525 ChesapeaKe Drive Deerfield Beach 33442 ~~Ik}~~~-~~~:~~g~ San Diego 92123 Tel: (305) 428-8877 tHamliton/Avnet ElectrOniCS 
Arrow ElectroniCs. Inc. Tel: (619) 565·9171 TWX 510-955-9653 6822 Oak Hall Lane 
9511 Ridgehaven Court TWX· 910,371-9592 Columbia 21045 KlerulffElectronlcs, Inc. 
San Diego 92123 FAX. 619-565-9171 ext 274 GEORGIA Tel· (301) 995-3500 11804 Borman Dr. 
Tel. (619) 565-4800 FAX: 301-995-3593 St LOUIS 63146 
FAX 619-279-0862 tWyle Distnbutlon Group tArrow ElectroniCs, Inc Tel· (314) 997-4956 

3000 Sowers Avenup 3155 Northwoods Parkway ~~2bs~~~;~~~~to~~~;. FAX· 314-567-0860 
tArrow ElectrOnics. Inc Santa Clara 95051 SUite A 
521 Weddell Drive Tel· (408) 727-2500 Norcross 30071 Columbia 21046 NEW HAMPSHIRE 
Sunnyvale 94089 FAX 408-727-5896 Tel (404) 449-8252 Tel. (301) 720-5020 
Tel: (408) 745-6600 FAX 404-242-6827 TWX: 710-828-9702 t Arrow ElectrOfllCS, Inc 
FAX: 408-743-4770 WyleMllltary 3 Perimeter Road 

18910 Teller AVenue HamlllonjAvnet ElectroniCS tP,cneer Electronics Manchester 03103 
Arrow ElectrOnics. Inc Irvlfle92715 5825 D. Peachtree Corners East 9100 Gaither Road Tel. (603) 668-6968 
2961 Dow Avenue Tel (714) 851-9958 Norcross 30092 Gaithersburg 20877 FAX· 603-668-3484 
Tustin 92680 TWX 310-371-9127 Tel (404) 447-7500 Tel: (301) 921-0660 
Tel: (714) 838-5422 FAX. 714-851-8366 TWX- 810-766-0432 TWX. 710-828-0545 Hamlltonj Avnet Electronics 
FAX 714-838-4151 444 E. Industnal Drive 

WyleSystems Pioneer Electrofllcs MASSACHUSETTS Manchester 03103 
tAvnet Electronics 7382 Lampson Avenue 3100 F. Northwoods Place Tel: (603) 624-9400 
350 McCormick Avenue Garden Grove 92641 Norcross 30071 tArrow ElectrOniCS. Inc. FAX: 603-624-2402 
Costa Mesa 92626 Tel (714) 891-1717 Tel: (404) 448-1711 1 Arrow Dnve 
Tel: (714) 754-6051 FAX 714-895-9038 FAX· 404-446-8270 Woburn 01801 NEW JERSEY 
FAX. 714-754-6007 Tel (617) 933-8130 

COLORADO ILLINOIS TWX: 710-393-6770 tArrow ElectrOnics, Inc. 
Hamilton/Avnet ElectrOfllcs 6000 lincoln Drive East 
1175 Bordeaux Drive Arrow Electronics, Inc. tArrow Electronics, Inc tHamdtonjAvnet ElectroniCS Marlton 08053 
Sunnyvale 94089 1390 S Potomac Street 2000 E. AlonqUin Street 100 Centennial Dnve Tel: (609) 596-8000 
Tel (40B) 743-3300 SUite 136 ~~~(~~2~e;~7~~1:g Peabody 01960 FAX: 609-596-5632 
FAX: 408-745-6679 Aurora 80012 Tel. (617) 532-3701 

Tel (303) 696-1111 FAX· 312-397-3550 TWX· 710-393-0382 tArrowElectronics.lnc 
tHamlltonjAvnet ElectroniCs 6 Century Drive 
4545 Vlewndge Avenue tHamllton!Avnet ElectroniCS tHamiltonjAvnet ElectroniCs Klerulff ElectroniCS. Inc ~:~s(go~)n~3~g~cio San D'e~o 92123 8765 E. Orchard Road 1130 Thorndale Avenue 13 Fortune Dr. 
Tel: (619) 571-7500 Suite 708 BensenVille 60106 BlliericCl 01821 rAX: 201-538-4962 
FAX: 619-277-6136 Englewood 80111 Tel. (312) 860-7780 Tel. (617) 667-8331 

Tel (303) 740-1017 TWX: 910-227-0060 TWX: 710-390-1449 tHamilton/Avnet Electronics 
tHamllton/Avnet ElectroniCS TWX· 910·935-0787 FAX: 617-663-1754 1 Keystone Ave .. Bldg. 36 
9650 Desoto Ave Klerulff Electronics, Inc ~~I~(~0~)iI~g~~8:1 0 CI1Clh,w(lrlh91311 tWyle Distribution Group 1140 W. Thorndale Plont'!t'!r Northeast ElectroniCs 
Tel. (818) 700·1222.6500 451 E. 124th Avenue Itasca 60143 44 Hartwell Avenue TWX: 710-940-0262 
FAX: 818-700-6553 Thornton 80241 Tel (312) 250-0500 ~~~I(~lt~) 8~~~~~00 FAX: 609-751-8624 

Tel (303) 457-9953 FAX· 312-250-0916 
tHamlltonjAvnet Electronics TWX. 910-936-0770 FAX: 617-863-1547 tHamiiton/Avnet ElectrOniCs 
4103 Northgate Boulevard MTI Systems Sales 10 Industrial 
Sacramento 95834 COt-iNECTICUT 1100 West Thorndale MICHIGAN Fairfield 07006 
Tel: (916) 920-3150 Itasca 60143 Tel: (201) 575-3390 
FAX. 916-925-3478 tArrow ElectroniCs, Inc Tel· (312) 773-2300 Arrow Electromcs. Inc FAX: 201-575-5839 

12 Beaumont Road 755 PhoeniX Dnve 
tHamlltonjAvnet Electronics f~~I(~O~r~6~~jii 1 

tPloneer ElectrOnics Ann Arbor 48108 tPloneer Northeast Electronics 
3002 G Street 1551 Carmen Dnve Tel· (313) 971-8220 45 Route 46 
Ontano 91311 TWX. 710-476-0162 f~~: ~;?~i 4~~~§~8~0007 FAX· 313-971-2633 Pinebrook 07058 
Tel. (714) 989-9411 Tel' (201)575-3510 
FAX. 714-980-7129 HamiltonjAvnet ElectrOniCs TWX: 910-222-1834 tHamllton/Avnet Electronics FAX. 201-575-3454 

Commerce Industrial Park 32487 Schoolcraft Road 
tHamiltonjAvnpt Elf'ctronlcs Commerce Drive INDIANA livonia 48150 tMTI Systems Sales 
10950 W. Washmgton Blvd Danbury 06810 Tel· (313) 522-4700 37 Kulick Ad. 
CUlver City 90230 Tel· (203) 797-2800 tArrow ElectroniCS, Inc. TWX: 810-242-8775 Fairfield 07006 
Tel: (213) 558-2458 FAX: 203·797-2866 2495 Directors Row. Suite H FAX 313-522·2624 Tel: (201) 227-5552 
FAX· 213-558-2248 IndianapoliS 46241 FAX: 201-575-6336 

tPloneer Nortl1east ElectroniCS Tel· (317) 243-9353 HamlltonjAvnet ElectroniCs 
tHamllton Electro Sales 112 Main Sireet TWX: 810 341-3119 2215 29th StremS E 
3170 Pullman Street Norwalk 06851 Space A5 
Costa Mesa 92626 Tel: (203) 853-1515 Grand Rapids 49508 
Tel. (714) 641-4150 TWX· 710-468-3373 Tel. (616) 243-8805 
FAX· 714-641-4122 TWX· 810-273-6921 

FAX. 616-243-0028 

tMicrocomputer System Technical Dlstnbutor Centers CG-11/30/87 




