






























































and office managers that a certain choice is
wise, reasoned, cost-effective, and appro-
priate.

Considering the difficulty of ordinary
dialogue, the task of presenting logical
arguments for million dollar computer pur-
chases in five-minute commercials to top
management (whose only involvement is io be
sold on and approve this purchase) has to
rank low in chances of success.

The absence of top management involvement
throughout the acquisition process explains
why so many unexpected obstacles are en-
countered at the last minute. Lacking tech-
nical appreciation and never believing that
the issues can be as complex as data process-
ing directors claim them to be, emotional
responses suddenly arise from top management.

Board members who have friendships with
certain vendors may begin to question and
probe. Office managers who detest change
may openly debate your intelligence. Pres-
idents who equate biggest with best may
doubt the capabilities of any vendor smaller
than the biggest.

Management involvement throughout the bid
process is not only critical, it is mandatory
if directors hope to obtain management back-
ing. Without continuous management involve-
ment, bids will be thrown out, debates will
be reopened, new consultants hired, credi-
bility questioned, empire building suspect-
ed and critical acquisition windows will
be lost. '

Use every organizational device and every
available communication medium to keep man-
agement involved through the entire acquisi-
tion period. Let other activities slip, if
necessary, to give priority to this critical,
often-overlooked issue. The quiet detach-
ment of top management during the acquisi-
tion process is the kiss of death. Years of
study and analysis can fall in a minute un-
der the final, superior insights of isolat-
ed top management.

Issue 10: Underestimating the Scope of the Task

The task of professional computer acqui-
sition ought to be a full-time job. It is
a full-time job where buildings and sky-
scrapers are involved. Computer system ar-
chitects who plan the future of their insti-
tution's most valuable asset (its informa-
tion) carry the unpaid titles of planner,
blue-print maker, materials buyer, and sys-

tem designer -- all this while keeping the
data centers running smoothly.

Directors who hope to mastermind acquisi-
tions while sustaining other responsibili-
ties such as personnel, staff work assign-
ments, project management, vendor relations,
down-time sleuthing, and plant management
should consider their legal and personal
vulnerability.

If the institution cannot provide adequate
time and resources to the system architect,
you must consciously decide whether you want
the honor of such responsibility without the
freedom to execute the task professionally.
Recommend outside consultants to guide the
acquisition if the responsibility is greater
than the resources for conducting it honor-
ably.

Some directors, when forced to carry these
responsibilities as a sideline task, retreat
to a safe hiding place. They fix the bid
early to win the system which is safest for
them, rather than best for the institution.
That way, if the project fails and they chose
a credible vendor, there is only a single
jeopardy. After all, if that well-known ven-
dor couldn't do the job, who could have pre-
dicted it? But if it fails and they also
choose an unconventional system, the direct-
or faces double jeopardy -- and a likely
change of employers.

Bid writers who play safe in this way, or
who are motivated by self-concern, should
not write bids. They have already selected
their gear, and they should seek permission
to buy it. Sham bids waste institutional
money.

Consultants also may operate out of self-
concern, but, like architects, their records
can be traced and their neutrality establish-
ed from their past behavior. Check their
track records.

Issue 11: Outside Consultants

Although our normal ego assures us that
we are adequate for all tasks and challenges,
there are some surprising arguments for turn-
ing the whole acquisition process over to an
outsider. The consultant's fee schedule
will, at least, establish your worth or put
the scope of the project into perspective.

A. Larger Viewpoint: The professional
consultant has coordinated acquisi-
tions for many institutions at many
levels. Plans which did not execute
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well will be known and understood as
models to avoid.

B. Industry Experience: The consultant
probably has a broad and personal
knowledge of the computer industry as
well as mainframe integrating experi-
ence. Sources of software, superior
business systems, and future hardware
options will be known to the planner.

C. Cost Avoidance: The fragmented loss
of in-house staff time is avoided.
Committees and special assignments for
individuals reduce their normal pro-
ductivity.

D. Cost Savings: Knowledge of money-
saving strategies often recovers more
than the consultant's fee.

E. Timely Results: Full attention can be
given to the delivery of the published
plan. The task will not drag on for
years; it may be completed in 60 to 90
days.

F. Independent Auditing: Outside view-
points are valuable in the acquisi-
tion process. Parochial habits and
policies are made visible.

G. Priority Arbitration: Conflicting
viewpoints and disputed priorities
can be presented fairly to the con-
sultant for discussion and recommen-
dation.

Issue 12: Conflict of Interest

This is probably the most damaging over-
sight and also the most difficult to admit.
By analogy, architects who own stock in
steel companies might be less likely to re-
commend wooden windows and doors. Similar-
ly, directors of computer sites who manage
six system programmers, for example, are
not likely to order a computer which re-
quires no system programmer.

If your hallmark is '"strong staff of job
control language experts' or ''well known
for expertise in communication and network
programming', then you hardly qualify as an
independent guide for computer acquisition.
The possibility of recommending a computer
which requires none of these skills hovers
near zero. If such conflict exists, admit
it and disqualify yourself.

The problem is that institutions would
vote every time in favor of slightly more

expensive hardware if they could reduce
staff costs in the long run. But only the
bravest or most ethical data processing
director will inform management that such
options exist because it is a vote against
loyal staff, and there always seem to be
too few of them anyway.

For this reason, the vice president of
information systems or whoever is selected
to manage the acquisition process should be
an officer in the institution. Unless this
person shares in the financial well-being
of the institution and cares deeply about
the larger institutional profit line, he or
she will be forced to cast lots in the safe-
ty of the computer shop team, perpetuating
jobs, and the systems which secure that team,
along with their costly ways of doing things.
That's the kind of objectivity an institu-
tion might pay extra to avoid.

Ethically, the goal of the acquisition
manager is to find innovative solutions to
the future information needs of the institu-
tion, solutions which promise greater
throughput across many years with decreasing
staff effort. It is appropriate to compare
the cost of purchased application packages
against in-house program development. Do
highlight the possibilities of reducing
staff, which some computer vendors should be
able to demonstrate.

In Summary

Done honestly, you won't get sued. Done
well, you may resume your old tasks again.
Ask yourself, "If I do a professional job
in leading this acquisition cycle, will some-
one recognize its worth, its effort? Who
will praise this corporate contribution?'.

If the answer is 'mo one', then urge the
hiring of a consultant to manage the acqui-
sition. Avoid setting yourself up for a
thankless task. On the positive side, most
institutions will recognize the enormity of
the task and should support you with sympa-
thy -- or praise. If praise, your window
for promotion is opening wide. Q

CACBOL - Continued from page 2

A mind builds up elaborate defenses to pro-
tect its cherished beliefs.

(Source: Neil Macdonald's notes)
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Cryptography Problems Being Solved
at Sandia National Laboratories

Edmund C. Berkeley
Editor

“Code developers want to use numbers that are probably safe from factoring
by unauthorized persons but numbers not longer than probably necessary.”

This report would not have been possible without the con-
siderable and much appreciated help given me by Dr. Gustavus
J. Simmons, Head, Applied Mathematics Dept., Sandia Nation-
al Laboratories, Albuquerque, NM 87185, and other persons
there. Any misstatements or errors are however entirely due
to me. — ECB

Prime Numbers

Recently, because of modern applications
in cryptography, computer security, and
passwords, there has been a resurgence of
interest in centuries-old problems having to
do with prime numbers and numbers that are
products of two large prime numbers.

A prime number is a whole number that is
not divisible exactly by any other whole
number, except itself and 1. The numbers
1, 25 3,-54 75 11, 13, 17, 19, 23 are 'the
first ten prime numbers. The other numbers,
4,.65 8,9, 10, 12, 14, 15, 16, 18, 20; 21,
22, 24, 25, are the first fifteen composite
numbers. Each composite number can be fac-
tored into primes (not counting 1 or itself)
for example, 18 = 2 x 3 x 3. 2, 3, 6, 9 are
factors of 18. The cofactor of 2 is 9. A
cofactor of 3 is 2.

Factoring

Factoring may not sound hard, and it is
not hard for small numbers and numbers that
are listed in certain tables. In 1913 D. W.
Lehmer published a table of 133 pages list-
ing all prime numbers from 1 to 10,006,721;
this monumental precomputer accomplishment
was reprinted in 1956. But the factoring of
large numbers, aside from easy composite
numbers like 1 with 37 zeroes after it (10
to the 37th power) -- which is approximately
the number of grains of sand if the earth
were all sand -- can be extremely difficult.

If you want to factor a number, say
11,111, and you have a list of prime numbers

in sequence like Lehmer's list, you can try
as a divisor each prime number in the list
one after the other up to 103, (because the
next prime, 107 multiplied by 107 gives
11449). Sure enough, when you reach 41, you
find that 41 divided into 11,111 is exactly
271. So you have factored 11,111. But
clearly the work of successive testing of
many divisors mounts enormously as the number
to be factored becomes large. The difficul-
ty of factoring can be correlated with the
difficulty of deciphering an enciphered
message.

Large Numbers

The factoring of large numbers of 50 and
more digits is of new interest because of
their use in what is called two-key encoding
techniques. These are used in:

- electronic fund transfers;

- automatic bank teller machines;

- smart credit cards;

- access to remote data bases;

- direct debiting sales systems; and
elsewhere.

Code developers want to use numbers that
are long enough to be probably safe from
factoring by unauthorized persons but num-
bers not longer than necessary. Currently
the team at Sandia can factor numbers of
about 75 decimal digits using 10 to the 12th
power basic assembly language operations:
add, shift, XOR (a lcgical masking opera-
tion), etc. A common measure of security
adopted by several large organizations (in
Great Britain, Japan, U.S.A.) is 10 to the
18th power basic operations. Currently 10
to the 12th power operations is roughly a
day's time on a computer of the Cray class.
One organization considers that 10 to the
24th power operations will remain a secure
hurdle for the next dozen years.
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Four World’s Records

New general purpose factoring routines
that take advantage of an extremely fast and
capable computer (the Cray 1-S) have enabled
the Sandia team to set four new world's
records.

(1) In 1983 Dr. James A. Davis and Diane
B. Holdridge set a new world's record for
the longest number factored by a general pur-
pose factoring routine: a number 63 decimal
digits long. This number had been publish-
ed as the '"hard composite cofactor' of 11 to
the 93rd power plus 1.

(2) Then in December 1983, the same two
people factored a 67 digit number. It is
a number that begins with the digits 1164
and is called ''the 9th number' on a certain
list.

(3) Then in Feb. 1984 they factored a
number of 69 digits, which was the 'hard com-
posite cofactor'" of 2 to the power 251 minus
1. The other two factors are 503 and 54217,
which have been known for more than a cen-
tury. The 69 digit number has three prime
factors of length 21 digits, 23 digits, and
26 digits.

(4) Then in March 1984 they found exact-
ly two prime factors of the decimal number
consisting of 71 ones, one 30 digit factor:

24157 31423 93627 67357 69574 39049;
and one 41 digit factor: 45994 81134 78868
46310 22172 88952 23034 301839.

Some Reflections

Now if you, the reader of this short re-
port, will just multiply the first number by
the second, and time yourself, you will find
that a sequence of 71 ones results. Then
you can compare your time with the Cray XMP
computer at Los Alamos National Laboratory,
where the multiplication took about 1/100 of
a second to execute on the central processor.
A fairly easy method for a quick bookkeeper
mind would be to construct by addition a
table of the multiples 1 to 9 of the first
number, and then to select partial products
according to the digits of the second num-
ber, using quadrille ruled paper for align-
ment, and then to add the columns (71 of
them) noting the carries in a separate line.
Certainly, this would take less time than
programming a computer for multiple preci-
sion arithmetical multiplication, if the
program were not already on tap in the soft-
ware library.

Of course, finding in the first place the
two prime factors of the number consisting
of 71 ones was a feat like climbing Mt.
Everest in 1953, something never done before.
And on March 8, 1984, it took 9.5 hours on
the Cray XMP computer at Los Alamos National
Laboratory with the cooperation of the San-
dia group. The updated factoring algorithm
appears not to have a name at this time but
it might be called '"streamlined vector pip-
ing". As Sir John Hunt, leader of the 1953
Everest expedition said, '"To solve a prob-
lem which has long resisted the skill and
persistence of others is an irresistible
magnet in every sphere of human activity."

The Theory of Numbers

Here and there in the world of the natur-
al numbers (which is called the Theory of
Numbers) there exist special methods of fac-
toring large numbers. Hardly anyone would
be impressed however with finding one factor
of the large number consisting of 70 ones or
72 ones: the number 11 would factor both of
them. In the case of a number consisting of
69 ones or 72 ones, the number 111 = 3 x 37
would factor both of them.

The following factors would apply to many
large numbers consisting of only ones:

Number
of
Ones Factors Product
3 33X -3 111
4 11 x 101 I g
5 41 x 271 11111
6 xS x 13 x 37 111111
/. 239 x 4649 1111111
8 11 x 73 x"101 x. 137 11111111
9 53X 3 x 37 x 333667 111111111
10 11 x 41 x 271 x 9091 1111111111

Question: What are the factors of the
number consisting of eleven ones? I can't
investigate it easily on my handheld 8-digit
calculator, which won't give me remainders.
And I don't have access these days to good
libraries, where the answers may be listed
in a table in a journal. And I don't know
enough yet about the programming of my micro-
computer to produce easily a program for
factoring the number consisting of 11 ones.
(I miss my DEC PDP-9 which died at the age
of 12 from a power surge in 1980.)

Observation and Experimenting in Mathematics

D. W. Lehmer made some very interesting
remarks at the end of his introduction to
the table of prime numbers from 1 to

10,006,721. (please turn to page 19)
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Heckel — Continued from page 11

Apple computers sold (at about $3,000 each).
While VisiCalc no longer represents the
state of the art, it was a significant ad-
vance in its time. Like '"Birth of a Nation,"
VisiCalc focuses our attention on the under-
lying principles rather than the latest
techniques.

The reason that VisiCalc (and to a lesser
extent Word-Star) has proved successful is
that its design was '"friendly'" on a funda-
mental level. Things that are done well
tend to be transparent and are not noticed,
while things that are done badly intrude
and are noticed. That is why a generation
of designers have been able to improve Visi-
Calc, but few have been able to since make
a quantum advance anything like it.

Formulas, Assumptions, and Problems

Chance favors only the prepared mind.

—Louis Pasteur

Most of us like a formula that we can
follow to get ensured results. Failing
that, we like a well-defined problem whose
solution we can optimize. This is particu-
larly true for those of us who are engi-
neers. We expect a problem's parameters to
be given. We don't question them. In col-
lege we learn Newton's law and Maxwell's
equations, and find that a few powerful for-
mulas explain mechanics and electronics. In
school we are graded on how well we apply
these laws; in industry we use these and
similar laws to solve a wide variety of prob-
lems. Once we have found the correct way to
solve a type of problem, we rarely look at
such problems in a different way.

Unfortunately, we tend to expect other
things to be explained by unambiguous for-
mulas or recipes -- if only we can find the
right ones. Following this approach, when
we are faced with a complex problem we make
simplifying assumptions to make the problems
manageable. But having done that, we tend
to forget the assumptions, casting the real
problem adrift while we concentrate on solv-
ing the simplified one we created. All too
often we get the right solution to the wrong
problem.

The User’s Knowledge

Sometimes a designer is asked to design
an application that assumes the user knows
nothing. Not only is this unrealistic, it
indicates a basic misunderstanding of the
principles of effective communication. The
good communicator finds out what knowledge

the intended audience possesses and starts
there, leveraging that knowledge to effect
the communication. A writer can only use a
word or image effectively if the reader has
some familiarity with it.

How much knowledge we unconsciously take
for granted is illustrated by something that
happened to a friend of mine. His newspaper
delivery boy rang the bell every time he de-
livered the paper. Annoyed, my friend put
up a sign asking him not to ring the bell;
the paper boy still rang it. My friend put
the sign over the door bell. This time the
paper boy pushed a hole through the sign to
ring the door bell. My friend called the
newspaper company to complain -- only to
find that the delivery boy could not read.

The User’s Environment

The test of a user interface is to get
users to try it. The misunderstandings that
the user has should spur the designer to
change the user interface.

It is easy to fail to recognize a source
of problems. For example, one program used
a standard office filing system as a user
interface metaphor. When a secretary used
it, she destroyed a file she had just made
by making another file and giving it the

same name. ''But,'" she explained, "in my of-
fice I can have two files with the same
name." Q

Newsletter — Continued from page 3

(How stupid can the designers and super-
visors of a computer system get?)

The Air Force junked $700 million in
spare parts in 1983, and a "significant"
amount of those could have been used, ac-
cording to Thomas E. Cooper, assistant sec-
retary of the Air Force for research, devel-
opment and logistics.

"Time and time again, we came across in-
stances that on maybe the 13th month, a re-
quirement for that item came up, and we
would look and the shelf was empty, and we
would have to go reprocure it,'" Lt. Gen. Leo
Marquez, deputy chief of staff for logistics
and engineering, said. "I know it doesn't
make a whole lot of sense, but that is the
way the system works."

In many cases, officials said, salvage
dealers would sell items back to the Air
Force, still in their official boxes or wrap-
pings, at many times the salvage price.

Q
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Advertisement

Everyone from
Commodore to

IBM User Will Want
This Remarkable
Guide to Creating

User-Oriented Software

FAUL HECKEL

(Excerpts from this important book appear in this issue of
Computers and People beginning on page 8.)

Paul Heckel feels that to be “friendly,” software should
be visual, interactive, and above all, communicative. He
first summons up the techniques of the great masters of
communication in film, and of painters like Pablo Picasso
and writers like Mark Twain. He then adds techniques of
his own developed through years of successful software
design, including programs for the Craig Language Trans-
lator and the all-new Viewdex ™ system in association
with Rolodex ™ . The result is a free-wheeling guide
that is as delightful and surprising to read as it is easy
and practical to use.

The Elements of Friendly Software Design explains:

® The thirty principles of friendly software design

® How filmmakers’ communication techniques can be
used to make software design “friendly”

® Visual thinking as a key to design

® Planning for prototyping and revision

® Factors that determine user acceptance

® Examples of excellence — why VisiCalc is so successful
® Seven traps that snag even the most experienced
designers

“Unique and indispensable; by far the most

important and practical book on the subject’’
— Larry Tesler, Manager, User Interface Design, Apple’s Lisa

erback

npany

order for $10.20 in U.S.A. or $12.00
handling) to Dept. PAA-X38-040,

e, New York, NY 10103. Please allow

Berkeley — Continued from page 16

Those who cannot remember the past are con-
demned to repeat it.
— George Santayana, 1906

Negative Feedback -- Appropriate Response.

He who suffers remembers.
— Cicero, 63 B.C.

The burnt child dreads the fire.
— John Ray, 1670

He who has burned his tongue does not forget
to blow on his soup.
— G. Cahier, 1856

Negative Feedback -- Exaggerated Response.

A dog once scalded fears cold water.
— G. Maurier, 1550

He who hath been bitten by a serpent is
afraid of a rope.
— John Ray, 1678

I am'a shipwrecked man who fears every sea.
— Ovid, A.D. 13

Feedback Control.

A stitch in time saves nine.

Better a little chiding than a good deal of
heartache.
— British proverb

An ounce of prevention is worth a pound of
cure.
— T. C. Haliburton, 1843

The burned hand teaches best. After that,
advice about fire goes to the heart.
— J. R. R. Tolkien, c. 1940

A wise man makes a mistake once, a fool many
times.

The faster you learn, the better you do, the
more you gain.

Arguments about Feedback

The principle of feedback as a method of
understanding and solving problems does not
really have arguments against it. A law of
nature is that many processes have the pro-
perty of feedback. It remains for human be-
ings to understand the law of feedback and
take advantage of situations where it can
help, and avoid situations where it can hurt.
In the same way we deal with the law of grav-
Tty

This brings us to the end of Part 1 of
"Problems, Solutions, and Methods of Sol-
ving." We plan that additional parts will
be published in subsequent issues of "Comput-
ers and People'". Q
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Games and Puzzles for Nimble Minds —and Computers

It is fun to use one’s mind, and it is fun to use the
artificial mind of a computer.. Wepublish here a variety
of puzzles and problems, related in one way or another
to computer game playing and computer puzzle solving,

Neil Macdonald
Assistant Editor

or to programming a computer to understand and use
free and unconstrained natural language.

We hope these puzzles will entertain and challenge
the readers of Computers and People.

NAYMANDIDGE

In this kind of puzzle an array of random or pseudo-
random digits (“produced by Nature”) has been subject-
ed to a “definite systematic operation” (“chosen by Na-
ture”). The problem {(“which Man is faced with™) is to
figure out what was Nature’s operation.

A “definite systematic operation” meets the follow-
ing requirements: the operation must be performed on
all the digits of a definite class which can be designated;
the result must display some kind of evident, systematic,
rational order and completely remove some kind of ran-
domness; the operation must be expressible in not more
than four English words. (But Man can use more words
to express the solution and still win.)

NAYMANDIDGE 8409

76113508918217385772
5045352482504053431433
530226601618 159503414
36893028630245529513
0148244954912607051425
28812835118817052254
792435050432310100995
19803420722582922557
098724671820369476050
75583563243101440009)9
MAXIMDIDGE

In this kind of puzzle, a maxim (common saying, prov-
erb, some good advice, etc.) using 14 or fewer different
letters is enciphered (using a simple substitution cipher)
into the 10 decimal digits or equivalent signs, plus a few
more signs. To compress any extra letters into the set
of signs, the encipherer may use puns, minor misspellings,
equivalents (like CS or KS for X), etc. But the spaces
between words are kept.

MAXIMDIDGE 8409

Jvey ve o0
)T s&m VX mSHY

NAVS ® @

NUMBLES

A “numble” is an arithmetical problem in which: dig-
its have been replaced by capital letters; and there are
two messages, one which can be read right away, and a
second one in the digit cipher. The problem is to solve
for the digits. Each capital letter in the arithmetical
problem stands for just one digit 0 to 9. A digit may
be represented by more than one letter. The second
message, expressed in numerical digits, is to be translat-
ed (using the same key) into letters so that it may be
read; but the spelling may use puns or deliberate (but
evident) misspellings, or may be otherwise irregular, to
discourage cryptanalytic methods of deciphering.

NUMBLE 8409

FI RST
g LAY

I SYTLS
LHI LTS
TTYFE]I

= TI FTFGGS

22044 11204 2X4XX 34

Our thanks to the following person for sending us
solutions: T.P. Finn, Indianapolis, IN — Numble 8407,
Maximdidge 8407.

SOLUTIONS 1

MAXIMDIDGE 8407: Hope is as cheap as despair.
NUMBLE 8407: The deaf must trust.
NAYMANDIDGE 8407: Column 16, over 6.

NAYMANDIGE 8407
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