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There are certain mathematical facts you
must know. First: factors aren’t made in
factories. Second: you can now get the
bank’s number. I mean the real number.

hether or not we can factor
very large numbers (of 100
or more digits) might not
seem like a big deal. In fact,
an interest in such a topic might seem
down right eccentric. But to intelligence
agencies, banks, and other big busi-
nesses who depend on the difficulty of
factoring monster numbers, it’s more
than a big deal — it’s their security.

A procedure called the oblivious
transfer lies at the heart of the matter,
and in one variation or another ‘“‘se-
cures” many of the computer data
banks in the world.

Transfers of certified electronic mail
and money, the signings of contracts via
computers, secret exchanges of informa-
tion, and numerous other deals are
made and closed via the oblivious trans-
fer, which, in effect, guarantees both
parties that their messages or funds
have arrived intact.

Simulating A Toss

In its simplest form, the oblivious
transfer could be used for a safe coin
toss.

Suppose you and your ex-partner
(let’s call her Eliza) live in different ci-
ties, and you want to divvy up some
property. Whoever wins the toss gets
first choice.

(Or if you're more sports-minded,
consider two football teams playing a
game on different fields and needing to
toss in order to decide who kicks off.)

In a coin-toss simulation, we assume
that the two tossers distrust each other.
Otherwise, one could toss, the other
could call, and both would accept the
result.

Here's how a toss might work —

Eliza starts by selecting 2 primes:
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say, 7 and 13. (Note: in a real-world sit-
uation, these primes will be very large,
say 60-80 digits.) -

She multiplies them and sends the
product (91) to you, keeping her num-
bers (7 and 13) secret. ‘

You win the toss if you can factor 91.
First, you make sure Eliza isn’t cheating
by checking to see if the number is a
prime (let's assume you have a little
program that does this; i.e., the program
checks for primes).

Now, you randomly (or by some
mysterious formula) pick a number be-
tween 1 and 91, say 11. You square it,
get 121, divide it (using modulo divi-
sion) by 91, and get the remainder (30).
You send 30 to Eliza, keeping your
number (11) secret.

Eliza knows the original number
(91), so she looks for all numbers less
than 91 that generate a remainder of 30
when divided into her number.

She discovers two pairs (11 & +24).
If she sends 11, she wins the toss be-
cause you won't have received any new
information, and thus won’t be able to
factor her number. If she sends 24,
you'll add 11 (your number) to 24, and
get 35. The greatest common divisor of
35 and 91 is 7, so you can now factor
Eliza’s number. You win the toss.

Critical Details

In the high-tech world, the oblivious
transfer depends on two crucial mathe-
matical details —

 that we can determine whether a

large number (of 60 digits or
more) is a prime;

+ and that factoring large numbers

is hard.

Determining whether a large number
is prime (divisible only by itself and by
the number 1) is more or less trivial,
even for large numbers.

Factoring large numbers is hard. You
can prove it to yourself by using “trial
division” or “baby divide” on a small
number (N). Try dividing N by 2, then
3, then 5, then 7, etc., until one of them

. By Gary Entsminger
1912 Haussler Dr.
Davis, CA 95616

divides cleanly. You only have to try
primes (to save time) and you don’t
have to try any prime greater than the
square root of N. Sounds easy? It is. But
only for a small N.

As N reaches 50, 60, or more digits,
the computing time becomes astronomi-
cal. It takes a Cray a day or so to crack
an 80 digit number. And until just re-
cently cracking a 100 digit number had
not been done. The record was 96 digits
— a record banks counted on.

Enter Arjen Lenstra, a computer
scientist at the University of Chicago,
and his cohorts. He organized (and
linked) a team of computers in the U.S.,
Europe, and Australia, from PCs and
workstations to a Cray, and cracked the
first 100 digit number (into factors 41
and 60 digits long) in 26 days.

They did it by using a technique
called distributed processing. They split
the problem into little bits and
processed it in parallel. Then they com-
piled the results on minicomputers at a
Digital Equipment lab in Palo Alto, Cal-
ifornia.

A Cray operating alone would have
taken at least two months to factor a 100
digit number.

The number, by the way, is —
9,412,343,607,359,262,946,971,172,136,
294,514,357,528,981,378,983,082,541,
347,532,211,942,640,121,301,590,698,
634,089,611,468,911,681.

Its factors are —
86,759,222,313,428,390,812,218,077,095,

/850,708,048,977

and
108,488,104,853,637,470,612,961,399,842,
972,948,409,834,611,525,790,577,216,753

The so-called security factor (the im-
possibility of factoring monsters) banks,
etc.,, have counted on seems to no
longer exist. Anyone with a better idea
for securing all that loot could make a
mint.
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LAST CHANCE AT

$99.95

Expires Feb. 1st
Regular price $149.95

WALTER BRIGHT — Programmer

“This is a revolutionary product which
reflects the fact that Walter Bright is one
of the world’s best programmers. 2
Andy Redfern, Personal Computer World

“I find it amazing that Walter
continues to find ways to improve his

| already excellent product.?

ey Scott Robert Ladd, Micro Cornucopia

Cis great!

Performance benchmarks
Benchmark Zortech C Zortech C++ Turbo C1.5 QuickC 1.0
Sieve 20.49 20.54 23.62 22.72
Rsieve 20.49 20.54 23.62 22.03
Infeger’ 1.32 1.38 6.31 6.49
Float 0.17 0.22 52.29 51.03
*Float 32.73 37.74 52.39 51.63
Pointer 171 17.96 1713 16.87
Rpointer 17.79 17.91 17.14 16.64
Loop 3.90 3.90 3.90 3.90
Optimize 0.49 0.60 8.46 8.79
Benchmarks were run on an 80286 based IBM compatible at 6Mhz with no 8087.
*The float benchmark was re-run without optimization. é&

Zortech C++ is the first native-code C-++ compiler for MS-DOS compatible machines. This ,5? YES/

means you don't need to spend a lot of money on a C compiler. In fact, Zortech C++ %

comes with a C++ compiler, a C compiler; a linker, a librarian, a fully integrated editing Rush me

environment, context sensitive help and the fastest graphics library you've ever seen! <? C++ as shown

With Zortech C++ you can mix and match code in C++ C and assembler and link below: %

them all together with a single command! (y O Zortech C++ %

Zortech C++ comes with a complete C++ and C library, including $9995*

compatibility with the ANSI C draft. Unique to Zortech C++ is support

for mice, fast screen writes, re-entrant floating point and speaker o g;;;g*o()k = g’g ; 9C5.t+ Book ZORTECH
support. ; y

Now you can move your Microsoft and Turbo C code over to 49 VISA/MC/COD CHECK ACCEPTED Qt} .

Zortech C++ — we've included compatible library functions! Name \Q}

Also, we have made Zortech C++ compatible with Add

Microsoft’s Codeview debugger! (ﬁ? ress Q\:)
Enter the world of Object Oriented Programming PRONE.cmn Q\ub
(oops) with Zortech C++! (;/) VISA or MC#: EXP. At (::)

Sure, Cis great — but C++ is better!
{//} To: ZORTECH INC. 366 Massachusetts Ave., Arlington, MA 02174, Tel: 617-646-6703. Fax: 617-643-7969. Q

& CALL THE ORDER [HOTLINE 1-800-843-8408

hgl +tinclude shiooi y
‘Qd? Reader Service Number 70 ‘Prices do notinclude shipping M2



VERY HIGH PERFORMANCE

Processors, Memory, and Display Adapters

The X24 High performance processor
e 12 or 16 MHz 80286 with NO WAIT STATES!
e Small size ("XT" height and length) passive bus design
@ 1to4 Mbyte 0 wait state dynamic memory
e Fully "AT" compatible Award BIOS
® Runs DOS versions 2.2 and later, Xenix and OS/2

The X24 combines the best of motherboard and backplane designs in a 100% AT compatible system. Incor-
porating a 16 MHz 80286, the X24 processor is designed to operate with the PC Tech Advanced System Mother- :
board, which contains the peripheral interfaces (hard disk, floppy disk, two serial ports and a paralle! port). The b S T
X24 processor can also be used with other totally passive bus backplanes. Most critical components including 9
the microprocessor and up to 4 megabytes of fast memory are contained on a single PC size plug-in card. This
allows the processor and main system memory to be serviced or upgraded without disturbing other peripherals
such as serial ports and disk drives.

PC Tech X24 and ASMB

The PC Tech Advanced System Motherboard

e Built in "IDE" interface for AT interface type hard drives

e Fully AT compatible floppy disk support for 3.5", 5.25" drives, capacities of 360k, 1.2m and 1.44m
e Two serial ports and one parallel port

e 8 total expansion slots PC/XT/AT compatible (4 slots have 32 bit bus)

The PC Tech Advanced System Motherboard is designed to complement PC Tech's X24 and X32 high performance processor cards. It contains the mass storage interfaces necessary for a complete sys-
tem, plus the basic I/O required in most systems. Extra care has been given to FCC compliance by design.

34010 Monochrome Graphics Adapter Il
e Up to 384k bytes display memory
e Up to 2 Megabytes program memory
e Software is RAM based, allowing complete operating software
replacement and timing re-programming from the host bus
e 34010 program loader included. Assembler, debugger, and C
~ compiler available.
e Full hardware and software CGA, MDA and Hercules emula-
tion
- e Single bit shared memory bit-map with optional resolution up
PC Tech Mono-lI to 2048 x 1536 (736 x 1008 standard)
e Very high resolution COLOR version available

e Custom 34010 software development available

The TMS34010 is a true general purpose graphics processor. PC Tech makes the total processing power of the 34010 available to both programmers and end users. Our 34010 Monochrome Graphics
Adapter is designed to allow programming from the PC/XT/AT host bus. You can completely replace our 34010 software with yours to directly hamess the incredible image processing power of the TMS
34010 for your application. We make a complete set of development tools available, including an assembler, C compiler, program loader, 34010 debugger, and PC interface tracer/debugger. Our stand-
ard product includes support for extended CGA, MDA and Hercules emulation as well as a host addressable graphics bit- map. We also support and recommend the DGIS graphics interface standard (from
Graphic Software Systems) for applications development as an alternative to native 34010 software development. Ready to run drivers are available for most major applications software packages as well.

Custom Designs Available

PC Tech will license most products for non-exclusive manufacture. We will also cus-
tomize any of our designs to better meet your needs on our in-house CAD systems.
All of our standard products are available in private label versions.

About PC Tech

PC Tech has been designing, manufacturing and marketing high performance PC re-
lated products for over three years. Our standard product line includes processor,
memory, and video products. All products are designed, manufactured and sup-
ported in our Lake City, Minnesota facilities.
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Designed, Sold and Serviced By:

High resolution fractal produced
on the PC Tech COLOR 34010

(612) 345-4555 » (612) 345-5514 (FAX) Reader Service Number 3

PC, XT, AT, DGIS, Hercules, and Award BIOS are trademarks or registered trademarks of their respective companies.

907 N. 6th St., Lake City, MN 55041



