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Flexibility

Ease of Change Type of Change
. Cost . Expansion
. Disruption of Service . Reconfiguration

. Is incremental expansion
possible?

- New functionality

. New applications

. Time frame and services

. Temporary Outages

Figure 7—Flexibility variable template

(fail-soft) or hard crash; and undetected error rate. We also
note that the significance of reliability measures is extremely
dependent on the nature of applications being supported. A
single bit error in video conferencing produces snow; in pro-
cess control it’s an outlying reading corrected in a fraction of
a second; and in funds transfer it may be quite expensive.
Depending on the needs of applications, the organization may
take defensive action, including redundant arcs and extra
switches to'prevent loss of a portion of the network.

Acceséibility

Accessibility is related to reliability. It asks not whether the
network is up, but whether can we get on it now. Can we get
on it from here? Likewise, this is related to response time.
Not, whether our message is in queue for transmission, but
whether we are still waiting for log-on.

Security

Some form of security, of course, is essential. We can make
a first, crude distinction between unauthorized receipt of mes-

Quality of Service

sages directed at another party and unauthorized initiation of
transactions. Log-on procedures with authentication are a
necessary first step at restricting unauthorized initiation of
transactions. Physical security, to protect lines, premises, and
passwords also is important. Public key encryption and data
encryption standard (DES) offer some protection against
eavesdropping. Threat monitoring and risk and threat anal-
yses are certainly advisable.

Response time

Response time is the first of our four NDVs related to
performance. Significance of response time depends very
heavily on the nature of the application. When exploiting a
momentary imbalance in foreign exchange rates—which
exists only for several seconds—response must be virtually
immediate. The designer should seek to identify targets or
acceptable ranges for response time, and should seek to make
clear costs and application tradeoffs implied by different
targets.

Throughput

We first need to identify our measures. What are our traffic
volumes and how will they be measured?

1. Telex messages per day

2. CCS/handset (hundred call seconds per telephone)
3. Conversations per day

4. Inquiries per salesman per day

We need to know the accuracy of these volume estimates
(e.g., = 20%) and we need to know how they will change over
time. We need to know where our key bottlenecks are, e.g.,
availability of telex operators; when London market is still
open, availability of (outside) trunk lines.

|

Robustness
|
Reliability  Accessibility  Security
Standard . where . mandatory
measures
. when . application-
. applica- . with specific
tion
ies what
specific . type
measures .
. with . risk/
. what
. protective threat
. delay .
position analysis

. certifica-
tion

Performance
- ]
| Required
Response Time  Throughput  Utilization Bandwidth
targets . measures . peak . system
bandwidth
. bottle- . average
necks . usable
. time~ bandwidth
frame
. user
bandwidth

Figure 8—Quality of service
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Network use

Unfortunately, high network use, which appears good, is
incompatible with low queueing delay, which also would be
good. Phrased another way, a network in which expensive TC
systems are seldom idle is also one that often will be con-
gested, with lengthy queueing delays and other expensive sys-
tems or personnel idle instead. How should capacity, use, and
queueing delay be traded off? Do we build for average, peak,
or irreducible minimum demands?

Some very crude guidelines are possible. When building a
local network, communications are cheap and we may wish
them to be perceived as essentially free. If the network is to
displace physically transporting a memo or physically re-
trieving a colleague’s diskette, queueing delay must be low
and limited network use may be acceptable. In a long-haul
environment, the network is more expensive, physically walk-
ing the memo from Philadelphia to Boston or using the U.S.
mail for same-day delivery is not an option, and we may be
willing to design for greater use rather than for greater speed.

Required bandwidth

Bandwidth is a rough measure of communications channel
capacity. Bandwidth in a communications network is not
really a decision variable; it is determined as a by-product of
evaluating functionality, traffic, delay time, availability, and
reliability. It still seems useful to make some distinctions
among different terms:

1. Bandwidth is the full frequency range that can be carried
by the medium.

2. Eftective bandwidth 1s that portion of the bandwidth
available after network control. In CSMA/CD, for ex-
ample, effective bandwidth may be reduced by about
two thirds.

3. User bandwidth is the portion of effective bandwidth
actually used for user data rather than error control and
retransmission.

Required bandwidth is some multiple of the minimum user
bandwidth required for message volume. Required bandwidth
by application probably varies with time of day. More voice
capacity is needed during business hours; more data may be
moved at night.

REMAINING WORK

Our discussion of the strategic network design template is, for
the present, completed. Clearly, much remains to be done,
both on the SND problem and the template. We divide this
work into three tvpes:

1. Validating and refining the template.

2. Deepening the discussion and analysis within the frame-
work.

3. Extending the framework.

Our purpose in this concluding section is to discuss briefly
each of these three ways of extending the work reported upon
here.

Validating and Refining the Template

To move beyond face validity, the framework needs valida-
tion by more rigorous empirical methods. We see two ways to
do this: The first is to use interviews, surveys, and small group
discussions to gain information about the validity of the SND
template. This is a legitimate and entirely conventional way to
proceed. The main disadvantage of this first way is the great
effort required in terms of time and expense. The second way
of gaining empirical validation of the framework is to perform
a series of content analysis studies on pertinent literature.®
These include published telecommunications literature, re-
quests for proposals (RFPs), requests for bids (RFBs), cor-
porate annual reports, government budget documentation,
trade journals, reports and other documents produced by con-
sulting firms in communications, and so on. We believe that
both the first way (person-directed) and the second way
(document-directed) can lead to important findings for vali-
dating the template, and that the two ways complement each
other. We plan to pursue both.

Deepening the Discussion and Analysis within the
Framework

Our template is intended to be descriptively valid, not in the
sense that it lists what people always do consider when de-
signing a network in light of the firm’s strategic goals, but in
the sense that it lists the things intelligent and informed man-
agers would like to consider had they the time and resources
to do so. To this end, our discussion of the items in the frame-
work can be greatly deepened in every instance. Not only
should more detail be given, but attention should be directed
to the interactions among the various items in the framework
and to ways of measuring and scaling the items. Again, all this
will be the subject of future work.

Extending the Framework

Finally, the tree that is our framework needs to grow down-
ward. That is, we believe that further decomposition would be
most useful. This requires additional field study, and is not
entirely divorced from efforts to validate material already
developed.
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