


























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































dict in the time specified by the caller, the decision is assumed 
to be complete denial of service. The Guardian is notified and 
the caller awakes. This mechanism allows users to produce 
custom-made audit trails via Guardians. 

Once a Guardian is created, it runs as the owner of a file. 
It does not change its identity during the course of execution. 
With Guardians available there is no need for the standard 
UNIX set user and set group identification facilities, much 
less the change user facility. Normally a Guardian is not 
"exed-able," that is, the execl system call will not work and 
the calling process will not be overlaid with the Guardian. The 
only exceptions to this rule occur just prior to the system going 
into multiuser mode or when the Guardian of a terminal line 
gives up its post. When users log in, the post is surrendered to 
give each user a separate Guardian on the line for the remain­
der of the user's time on the system. 

The system provides a number of aids that allow the Guard­
ians to perform their tasks. Guardians must be able to verify 
their environment, control the execution of their children, 
and verify the consistency of a process and its text file. The 
system does not supply any additional process-to-process 
communiction facilities beyond what is available in UNIX 4.2 
BSD. However, sockets have been modified so that a Guard­
ian can support such operations as a seek on a socket (that is, 
connected to a Guardian that supports it). When the system 
goes into a multiuser state the "init" process is allowed to 
execl a number of Guardians. These Guardians protect crit­
ical devices that are accessed by means other than the file 
system (terminal lines via terminal keyboards) or are consid­
ered so important that a Guardian should always be on duty. 

GUARDIANS IN ACTION 

The following are some examples of Guardians in action. 

Act 1 
A Guardian is camped on a terminal line where no one is 
currently logged in. If the Guardian will allow a process to 
read or write to this line which may be connected to a modem 
or printer, a socket with the standard name of the line will be 
provided by the Guardian, case A. If communication to the 
line is not allowed, the configuration is that of case B. 

Dtty : Ddd : Gtty,utty : 
case A 

Dtty : Ddd : Gtty, utty 
case B 

Dtty The terminal, Ddd The device driver. 
Gtty, utty The Guardian of file tty owned by utty, 
: A communication path. 

The Guardian in case A has full responsibility for protecting 
the line from processes in the system on behalf of the line's 
owner, who may not exist. 

Act 2 
The terminal line supports logging in from some remote de­
vice, a terminal or another processing unit. 

Ua : Dtty : Ddd : Gtty,utty 
U a The user a. 

case A 
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If the remote device, depicted as a terminal, is going to send 
or receive critical data, the configuration is first changed to: 

Ua: Dtty :e Ddd :e Gtty, utty case B 
:e A system supported cryptographic communication 
path. 

It is possible the user may provide his own encryption 

case C 

In case B, the encryption of incoming data is performed by the 
routine that services a data-received interrupt. The data are 
transformed just prior to being written to the device register 
(memory mapped machine). 

Act 3 
The terminal line Guardian satisfies itself as to the identity of 
the user (by comparison with a dynamic user profile) and 
determines that the user should be allowed to use this line. 
The terminal line Guardian is replaced by a Guardian of the 
user's choice. 

Ua :Dtty :Ddd :Gtty,utty 
I 

Fprof 

Fprof The Guardian has opened the file Fprof where 
Prof represents the contents of the file. 

When the terminal line Guardian is created, it is given access 
to files that contain the profile information used to verify the 
identify of the user. This profile information is not necessarily 
independent of environmental factors such as the time of day, 
which terminal line is involved, or any other condition the 
Guardian can test. If the Guardian is satisfied, it arranges for 
the creation of a Guardian for the user. The line Guardian 
execls the user Guardian (which itself is guarded) and is re­
placed by it: 

Ua :Dtty :Ddd �:�G�t�t�y�,�u�t�t�y�~�e�x�e�c�l� FS{Guser,a}a 
�~� execl The initiation of the system call exec!. 
FS{Guser,a} The secure file that contains Guser, a , and is 
owned by a. 

If permission to execl F{Guser,a} is granted, the following state 
is reached: 

Ua :Dtty :Ddd :Guser,a 

At this point, or at any time after, if the user wishes to receive 
communications from other processes directly he may instruct 
the user Guardian to put out a socket: 

Ua :Dtty :Ddd :Guser,a : 

The Guardian, perhaps after soliciting advice from the user, 
determines whether it should allow some process to talk to the 
user and whether it should provide a filter against certain 
undesirable messages. 
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Act 4 
The user obtains a command interrupter: 

Va :Dtty :Ddd :Guser,a 

The Guardian forks; its child uses verifiction techniques to 
check that the shell has not been altered "improperly": 

Va :Dtty :Ddd :Guser,a ~ verf F{Pcsh} 

If Guser,a is satisfied it performs the fork and execl: 

Act 5 
The user, having successfully logged in, wishes to alter some 
especially critical information, for example, his password. A 
file containing such critical data is a secure file, so the follow­
ing events ensue: 

Va :Dtty :Ddd :e Guser,a : (Pcsh) 
: P passwd ~ open FS {passwd}pd 

Va :Dtty :Ddd :e Guser,a : (Pcsh) 
: P passwd : G passwd, pd : FS {passwd} pd 

Pcsh A process executing csh. 
(Pcsh) The process Pcsh in a dormant state. 

At this point Guser, a uses an ioctl or a message to the user to 
cryptographically seal as much of the communication channel 
as possible, given available hardware, and then opens the 
password file. The two Guardians use cryptographic protocols 
to set up a secure link between one another. 

Va :Dtty :Ddd :e Guser,a : (Pcsh) 
:E P passwd :E Gpasswd,pd : FS{passwd}Pd 

:E A Guardian supported cryptographic communica­
tion path. 

The file Guardian would write encrypted versions of the pass­
word (for example, the password scheme of UNIX, create a 
checksum for the record, and send this data through to the 
file). It is always possible that the file Guardian may request 
additional user verification before updating the file. 

Act 6 
The user wishes to use a screen editor (called vi) on a secure 
file: 

Va :Dtty :Ddd :Guser,a : (Pcsh) 
: P csh ~ execl F {P vi} 

F{PvJ is not a secure file, so execution proceeds normally 
(subject to any verification): 

Ua :Dtty :Ddd :Guser,a : (Pcsh) 
: Pvi~open FS{data}b 

The Pvi process attempts to open the 'secure file. The file's 
Guardian is invoked. The new Guardian informs G user, a what 
Pvi is doing. Guser,a acknowledges, and in so doing assumes 
responsibility for P v/s actions: 

Va :Dtty :Ddd :Guser,a : (Pcsh) 
: Pvi : Gdata,b :FS{data}b 

Pvi makes a temporary copy of FS{data}b under a secure direc­
tory, uses cryptographic read, and writes: 

Ua :Dtty :Ddd :Guser,a : (Pcsh) 
: Pvi : Gdata,b : p8{data}b 

: F{temp}b 

Ua :Dtty :Ddd :Guser,a : (Pcsh) 
: P vi : F{temp}b 

When the data are written back to p8{data}b a similar set of 
operations is performed. In order for Guser, a to perform its 
supervisory function the kernel provides it with some control 
over its descendants. It can have the kernel seek the Guard­
ian's permission prior to performing selected system calls 
(specifically opens). 

Act 7 
The user wants to read his mail and will send a reply. The mail 
program is called and it in turn opens user a's mail file: 

Ua :Dtty :Ddd :Guser,a : (Pchs) 
: P csh ~ execl F{P mail} 

Ua :Dtty :Ddd :Guser, a : (P csh) 
: Pmail~open FS{a's mailfile}a 

Replace Ua :Dtty :Ddd by {a ... dd} and let user a's mailman 
Guardian be invoked. This Guardian verifies user a's identity 
and then proceeds: 

{a ... dd} :Guser,a : (Pcsh) 
: Pmail : Gmail(a),a : p8{a's mailfile}a 

At this point user a can read the mail. Note that if there is 
something dangerous about the mail that user a is about to 
read, the line Guardian is there to protect the user. If addi­
tional security is required, communication paths can be sealed 
and the mail message itself can be encrypted. Now user a 
would like to reply to the message by sending a letter to user 
b. The mail program opens user b's mail file (not shown) and 
user b's mailman is invoked. This new Guardian verifies the 
sender and screens the incoming mail for letter bombs: 

{a ... dd} :Guser,a : (Pcsh) 
:Pmail : Gmail(a),a : FS{a's mailfile}a 

: Gmail(b),b 
: p8{b's mailfile}b 

KERNEL MODIFICATIONS 

The kernel in this system has been modified to provide sup­
port to the Guardians and not to determine policy. The 
Guardian support facilities include the following: 

1. Creation and termination: When a Guardian is created, 
unlike the case with "normal" UNIX processes, it has no 
parent. The Guardian does not terminate on externally 
generated signals, and its initial set of open files is con-



trolled by the data in the i-node of the file it is guarding 
as well as by the data in its own i-node. 

2. Surveillance of children: A Guardian can arrange to 
"trap" selected system calls of its own descendants (but 
not those of other Guardians). The Guardian can there­
by control the actions of its charges. 

3. Verification of caller: The ability to identify the user of 
a communication line is essential to the proper func­
tioning of a Guardian. Guardians can gain direct access 
to a terminal line and interact with the user for this 
purpose. 

4. Verification of intended child at call (for execution), 
verification of a process during execution (frisking), and 
verification of system identity. The system employs a 
depository of "process" fingerprints under the control of 
a phantom user. A phantom user is one that can run or 
have non-Guardian processes on the system only when 
the system is in single-user mode. The depository is a 
secure file or collection of secure files. 

HARDWARE SUPPORT 

Current hardware configuration consists of a single MC68010 
processor and peripherals. Proposed expansion is to include a 
second· processor with local memory and special-purpose 
cryptographic hardware. The new processor will allow consid­
erable improvements in performance as well as monitoring 
functions that are not practical on a single-CPU system. The 
new processor will implement such cryptographic tools as key 
sharing.8 The National Bureau of Standards data encryption 
standard (implemented in special purpose hardware),9 substi­
tution permutation networks,1O database security,S. 11 and ar­
bitration of cryptographic protocols also will be added to the 
new system. 
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REMARKS 

Most of the elements of security that we have presented can 
and should be implemented in hardware. In particular, pro­
cess management must be implemented in hardware to make 
process suspension and activation safer. 
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Panel: Trends in computer systems technology 

Chair: 
JOHN L. BERG, Sperry Corporation, St. Paul, Minnesota 

Members: 
SHELDON A. BORKIN, IBM Cambridge Scientific Center, Cambridge, Massachusetts 
ALFRED W. DiMARZIO, General Electric, Bridgeport, Connecticut 
JOHN HEFNER, National Bureau of Standards, Washington, D.C. 
EUGENE LOWENTHAL, Microelectronics and Computer Technology Corp., Austin, 

Texas 
REID SMITH, Schlumberger-Doll Research, Ridgefield, Connecticut 

Can the innovations in computer technology over the next 10 years be predicted on 
the basis of the measured trends of the last 10 years? Some analysts say no, citing 
microcomputers/workstations, database/information resource management, LANs, 
artificial intelligence applications, and user interfaces as technologies for which 
extrapolations are not easily made. A panel of industry analysts discusses this issue. 

Panel: Visual languages 

Chair: 
S. K. CHANG, Illinois Institute of Technology, Chicago, Illinois 

Members: 
ADARSH ARORA, Gould Research Center, Rolling Meadows, Illinois 
ROBERT B. GRAFTON, Office of Naval Research, Arlington, Virginia 
MARGARET A. KORFHAGE, Trammel Crow Company, Dallas, Texas 
MOSHE M. ZLOOF, M. M. Zloof, Inc., Dobbs Ferry, New York 

This session focuses on the theme of visuallangauges. Topics to be considered by 
the panelists include visual programming, form-oriented programming visual 
interfaces for information systems, and the design of visual and icon languages. 
Visual languages will grow in popularity because of their emphasis on high 
information density, man-machine communication. The panel also considers the 
future of such languages. 
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Panel: Software engineering directives 

Chair: 
MARIO BARBACCI, Carnegie-Mellon University, Pittsburgh, Pennsylvania 
Members: 
JOSEPH BATZ, The Pentagon, Washington, D.C. 
NICO HABERMAN, Carnegie-Mellon University, Pittsburgh, Pennsylvania 
W. MacDONALD MURRAY, General Dynamics, St. Louis, Missouri 

The Software Engineering Institute (SEI) is being established by Carnegie-Mellon 
University under the sponsorship of the Department of Defense to address the 
problems of software development. The overall objective of SEI is to increase the 
quality and decrease the cost of software by improving the software development 
process. As part of its mission, SEI will endeavor to expedite the transition of new 
software development technology from research into actual practice. 

In this panel session, members of SEI and representatives from government and 
industry describe the goals of the institute, its organization, and the initial set of 
projects. Further discussion focuses on directions for software engineering research 
as envisioned by SEI. 

Panel: Can we make programming tearps succeed? 

Chair: 
ANNELIESE von MAYRHAUSER, Illinois Institute of Technology, Chicago, Illinois 
Members: 
J. DANIEL COUGER, University of Colorado, Colorado Springs, Colorado 
NICHOLAS MARSELOS, AT&T Network Systems, Lisle, Illinois 
CARMA L. McCLURE, McClure Associates, Chicago, Illinois 

Almost since the beginning of programming, the problems programmers were 
involved with were complex enough that they had to organize and work in groups. 
Formally defined programming teams promised a more structured form of 
organization and greater project success. The high expectations these concepts 
generated were shattered when problems with software development persisted in 
spite of these new structures and technologically knowledgeable team members. 

This panel discusses experiences with team concepts, analyzes them, and 
develops reasons why the application of team concepts may have failed, as well as 
suggestions on how to prevent such failure. In particular, motivational theory, task 
design, and team-building strategies are discussed. 



Panel: Decision support systems 

Chair: 
ROBERT W. BLANNING, Vanderbilt University, Nashville, Tennessee 
Members: 
GARY W. DICKSON, University of Minnesota, Minneapolis, Minnesota 
JOHN C. HENDERSON, Massachusetts Institute of Technology, Cambridge, 

Massachusetts 
MILES H. KENNEDY, Case Western Reserve University, Cleveland, Ohio 
BENN R. KONSYNSKI, University of Arizona, Tucson, Arizona 
ANDREW B. WHINSTON, Purdue University, West Lafayette, Indiana 
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This panel discussion focuses on a broad range of topics concerning DSS. Included 
in the discussion will be 

-The state of the art of DSS, including applications and organizational and 
technological issues affecting DSS development 

-Current and projected research issues in DSS, including the potential impact 
on end users 

-The impact of forthcoming technologies-such as more powerful micro­
computers and executive workstations, inexpensive AI (LISP and PROLOG) 
processors, and improved data communication services-on the future of DSS 

Panel: Information system support 
for engineering applications 

Chair: 
PETER DADAM, IBM Heidelberg Science Center, Heidelberg, West Germany 

Members: 
ALEX BUCHMANN, National University of Mexico, Mexico City, Mexico 
KLAUS DITTRICH, University of Karlsruhe, Karlsruhe, West Germany 
RANDY JOHNSON, Boeing Computer Service, Seattle, Washington 
STANLEY SU, University of Florida, Gainesville, Florida 

The use of the computer to aid engineering design such as CAD/CAM and robotics 
has flourished in recent years. However, such design applications have been 
handled as separate processes. Data generated from one application are not easily 
communicable to other processes. With the right enviornment, this need not be the 
case. In particular, integrated information systems supporting the entire process, 
from design to manufacturing to marketing, can be developed. Naturally, 
techniques and knowledge developed from database management systems can be of 
use. 

This panel addresses the problem of defining an information system to support 
engineering applications. The state of the art in this area is briefly discussed. 
Further, the panel considers the problems and requirements of such a system as well 
as some of the proposed solutions. 
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Panel: Software engineering standards­
today and tomorrow 

Chair: 
LAUREL V. KALEDA, IBM, San Jose, California 
Members: 
H. JACK BARNARD, AT&T Information Systems, Denver, Colorado 
DAVID CARGO, Honeywell Inc., Minneapolis, Minnesota 
JOHN HORCH, Teledyne Brown Engineering, Huntsville, Alabama 
PHILIP C. MARRIOTT, NCR Corporation, Dayton, Ohio 
GEORGE D. TICE, JR., Tektronix, Inc., Wilsonville, Oregon 

Current software engineering standards activities are described, especially those 
sponsored by the IEEE Computer Society. Discussion by the panelists focuses on 
such topics as 

-Standards, guides, and practices under development and already approved 
-The development process used for IEEE-sponsored standards 
-The interrelationships of the IEEE Standards/Practices/Guides and other 

software engineering standards, such as Mil-S-S2779A SQA program 
requirements 

-Future directions of these efforts 
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HARVEY FREEMAN, Track Chair 
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SNA directions-a 1985 perspective 

by R. J. SUNDSTROM, J. B. STATON, G. D. SCHULTZ, M. L. HESS, 
G. A. DEATON, L. J. COLE, and R. M. AMY 
IBM Corporation 
Research Triangle Park, North Carolina 

ABSTRACT 

Since its announcement in 1974, SNA has evolved in terms of its functional content, 
configurational flexibility, and network management services. This paper briefly 
traces this progress to the present, and examines the more recent advances in 
greater detail. We then discuss known requirements for enhanced application and 
transaction services, for additional provisions for very large networks, for con­
tinuing exploitation of small-system and transmission media advances, for inclusion 
of additional management capabilities, and for further accommodation of network 
standards, all of which will shape future SNA developments. 
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INTRODUCTION 

IBM's commitment to maintain and extend Systems Network 
Architecture (SNA) as its blueprint for the design of its com­
munication products and for interconnecting them within net­
works has been reaffirmed and widely publicized over the 
years. From time to time, a checkpoint is useful to see where 
we have been and where we are going with SNA. One such 
checkpoint, given in 1980,1 traced the progress of SNA, both 
as an architecture and as a set of products, over its first six 
years. Today, a year after IBM has marked the tenth anniver­
sary of SNA's introduction, it seems appropriate again to 
examine SNA's past and current status, and to consider its 
future. Because the family of SNA products has mushroomed 
to such an extent (both inside and outside IBM), a description 
of implementations would well merit a paper of its own; but 
we confine ourselves here primarily to the architectural as­
pects. 

In looking at the innovations introduced by SNA, two con­
ceptual notions independent of the functions provided stand 
out; both were borrowed from other disciplines within com­
puter science, but were freshly applied together to the net­
working context. 

The first of these was the basic notion of the network archi­
tecture itself. This notion, originating in computer design,z 
resulted in the superimposition of a logical network on the 
underlying physical network. Thus, the interface presented to 
the user by the logical network could hide the actual under­
lying physical realities and provide additional functions not 
provided at the rudimentary physical level. 

The second notion, originating in operating systems prac­
tice,3 was to structure functional offerings in a layered fashion. 
Together, these notions resulted in SNA being structured as a 
set of layered logical networks where the outermost network 
offers an interface for the end user, and each successive inner 
network offers distinct functions for the next higher layered 
network in a well-defined fashion. Changes to one layer need 
affect a higher layer only to the extent that new function is 
offered, not because old functions are achieved internally in a 
different way. The notion of layering continues to be funda­
mental to the orderly evolution of SNA. 

In the next section, we review briefly the highlights of 
SNA's evolution since its introduction. In the ensuing sec­
tions, we discuss the recent advances in more detail, according 
to function. In each case, we examine trends and speculate on 
the future based on new requirements on SNA. 

SNA Directions-A 1985 Perspective 591 

EVOLUTION OF SNA-HIGHLIGHTS AND TRENDS 

In 1974, SNA began as a simple tree-oriented, single-host 
network. Today, it has evolved to support multiple, indepen­
dent, mesh-configured networks separately administered, but 
interconnected by gateways into composite networks. End 
users can freely communicate with application programs any­
where in these composite networks without being aware of the 
network configurations. Some of the major highlights in the 
progress of SNA are shown in Figure l. 

When SNA was introduced in 1974, it was supported by a 
single operating system (DOSNS) running on a single host 
connected to terminals through a front-end communication 
controller. At that time, the only SNA terminals available 
were on the IBM 3600 banking system. Host programs com­
municated with the 3600 controller. 

Within a year, SNA coverage was expanded to include re­
mote communication controllers, the MVS environment, and 
additional supermarket and retail point-of-sale controllers 
and their terminals. Still, SNA remained a leased-line system 
only-a situation that changed in 1976 with the addition of 
dial capability. 
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In 1977, with the release of IBM's Advanced Commu­
nication Function (ACF), more general networking function 
became available. SNA allowed multiple host "trees" to be 
interconnected using single links to connect front-end com­
munication controllers. This capability opened the way for a 
terminal to access application programs in multiple host pro­
cessors. Also in 1977, IBM introduced its initial support for 
the X.25 standard for public packet-switched networks. We 
discuss this in greater detail in a later section. 

With the basic networking in place, it was time for more 
emphasis to be placed on the incorporation of network man­
agement services. This focus, which began in 1979, continues 
to the present. The need for such services is proportional to 
the complexity of network configurations and how critical 
network reliability, availability, and serviceability are to the 
users of the network. With the increasing reliance by busi­
nesses on their network operations and with the widening 
scope of their applications, network management services 
have taken on greater importance as the architecture and 
implementing product set have been extended. 

In 1979, IBM also enhanced session capabilities to allow 
parallel sessions between two application subsystems such as 
CICS and IMS. Another new session feature was the support 
of the NBS Data Encryption Standard (DES) for session cryp­
tography. In addition, SNA capability. to handle non-SNA 
terminals was significantly advanced by the inclusion of the 
NTO software product on NCP in the 3705 communication 
controller. 

In 1980, significant extensions were made to SNA config­
uration flexibility and to its transport services. Improvements 
included multi-routing, parallel links between nodes, priority 
transport, and global congestion control within the network; 
fully meshed connectivity within the backbone transport net­
work was introduced. 

The 1980s have brought several significant advances. 

1. Advanced Program-to-Program Communication (APPC) , 
or LV 6.2, and node-type 2.1 introduced new and more 
general session and peer-oriented capabilities. 

2. Document Interchange Architecture (DIA) and Docu­
ment Content Architecture extended SNA support for 
office-systems applications. 

3. SNA Distribution Services (SNADS) provided a new 
store-and-forward, or asynchronous, distribution service 
to SNA that complements the synchronous delivery sup­
port of sessions between two end users. 

4. SNA Network Interconnection (SNI) and extended net­
work addressing (ENA) enhanced SNA routing and con­
figuration flexibility, particularly for large networks. 

These more recent advances will be discussed in more detail 
in the following sections. 

In summary, some of the major evolutionary trends in SNA 
have been 

1. Increasing configuration flexibility, particularly to ex­
ploit advances in transmission technology; 

2. A burgeoning set of products; 
3. Greater attention to network management services; 

4. Inclusion of network standards, as these have become 
available; 

5. Widening support for non-SNA devices; 
6. Expansion of routing and transport services to keep pace 

with installation of ever larger networks; and 
7. Increasing function available to end users. 

The steady development of SNA has been tempered all 
along by a concern for compatibility of past products with new 
SNA releases. The care taken is manifested by the continued 
operation of the original SNA terminals under the most recent 
releases of SNA. This migration sensitivity is one of the hall­
marks of SNA evolution. 

In the following sections, we discuss how new requirements 
will likely bear on the above trends. Some emerging trends 
will also be discussed; these concern an increased focus on 
continuous (24-hour) operation with a reduction in system­
definition down-time, a greater emphasis on peer commu­
nication independent of the traditional backbone network, 
and exploitation of local-area networking and other state-of­
the-art technology. 

VTAM-NCP TRANSPORT NETWORK 

In our survey of the directions that will shape tomorrow's 
SNA, we start with the VTAM and NCP transport network. 
VTAM and NCP are two of the first three SNA products 
(along with the 3600 banking system); they provide the SNA 
transport network and many of the control and service func­
tions needed to operate SNA networks. 

Recent additions to the VTAM-NCP transport network in­
clude SNA Network Interconnection (SNI) and extended net­
work addressing (ENA). SNI was announced in November 
1983; it provides for the interconnection of autonomous SNA 
networks through gateways, which consist of specialized inter­
connection logic in VTAM and NCP. SNI is appropriate for 
inter-company communication, for companies experiencing 
mergers and acquisitions, and for situations where indepen­
dence of company divisions is needed; it enables two or more 
networks to merge for the purpose of user communication, 
but to be independently managed and controlled. 

To maintain the integrity of the component networks, con­
straints are built into the gateway to prevent one network from 
disrupting an adjacent network or gathering information it 
shouldn't have access to. Flow control prevents one network 
from flooding its neighbors with more traffic than they are 
prepared to handle. Names (e.g., of LUs, discussed later) and 
routing addresses are also independently assigned. To resolve 
potential conflicts in name assignment, Network Commu­
nications Control Facility (NCCF) provides an optional name­
aliasing facility. The SNI extensions to SNA are described in 
detail in other works.4

,5 

Because each of the independent networks can use its full 
SNA address space, SNI can also be used to configure net­
works larger than would otherwise be possible. Each network 
can allocate a pool of addresses available as local aliases for 
destinations in other networks; dynamic assignment can result 



in using them as needed, thereby sharing the pool over a large 
number of destinations in other networks. Thus, SNI provides 
the network interconnection function, and at the same time, 
possible relief from the addressing constraints some custom­
ers were experiencing. This is why SNI was provided prior to 
a more direct solution to the addressing problem (which is our 
next topic). 

As SNA networks gew in size, a requirement arose to ex­
tend the original 16-bit address space. These 16-bit addresses 
were partitioned into two pieces, a subarea address that iden­
tified the destination subarea node (containing VTAM or 
NCP), and an element address that was used by the desti­
nation subarea node for routing, for example, to the correct 
VTAM application program or to the intended terminal. In a 
particular SNA network, the subarea address can be chosen to 
be any size from one to eight bits; the remainder of the 16 bits 
is then used for the element address. In theory, over 64,000 
destinations could be ~ddressed; in practice, this could not be 
achieved because the subarea/element split has to be uniform 
throughout the network, and the optimum split varies from 
node to node. 

In September, 1984, IBM announced extended network 
addressing (ENA) , which provides for 23-bit addresses, there­
by allowing over eight million destinations in a single SNA 
network. The subarea portion is fixed at eight bits (the pre­
vious maximum for subarea addresses), and the element por­
tion is fixed at 15 bits (the previous maximum for element 
addresses). These sizes were chosen because they were al­
ready accommodated by the existing routing tables. 

We view this extension as an interim step, and recognize the 
need to provide much larger subarea addresses. This next step 
will be relatively easy from an addressing perspective because 
space exists for 48-bit addresses in SNA formats, but it will 
raise more serious problems with the routing schemes. Under 
the current SNA routing implementation, generating and 
storing routing tables become increasingly difficult as the net­
work grows in size. This brings us to the next topic, the re­
quirement for dynamic routing in SNA. 

Today, if you have a large SNA network and want to add to 
it, you must first decide where to locate the new addition and 
what links should connect it to the existing network. Then, 
usually with the help of an IBM program such as Routing 
Table Generator (RTG) , you design the routes of the en­
larged network. Once this work is completed, you load the 
new routing tables into the subarea nodes of the network 
through a system definition process. This procedure lends 
itself to very efficient routing, since all the routes are pre­
defined to the network; but, because of definition time and 
complexity, it limits the size of the network that can be prac­
tically supported. 

In addition to supporting very large networks, SNA has a 
requirement to make all networks easier to install and change. 
One of our long-term design directions is to reduce, and wher­
ever possible to completely eliminate, system definition. 

One potential solution is to have the network update itself 
through an exchange of node and link characteristics when­
ever a change occurs in any of these parameters. The network 
could then use the most current topology information to com­
pute the best route between points at the time the route was 

SNA Directions-A 1985 Perspective 593 

requested. This route computation could also consider a class 
of service requested by the user; this is how the user specifies 
to the network whether he needs, for example, the least-cost 
route, the route with the least delay, or the route with the 
greatest bandwith. 

This dynamic routing capability will have a number of bene­
ficial effects on SNA networks. First, larger networks will be 
possible, because the difficulties with the current route gener­
ation process will be eliminated and intermediate nodes will 
have to store routing information only for currently active 
routes, not for all potential routes. Second, networks will be 
easier to install and change by reducing the workload now 
experienced to do coordinated system definition. Third, this 
will be an important step toward continuous operation, be­
cause it will no longer be necessary to bring the network down 
for the purpose of updating routing tables. Further discussions 
of dynamic routing in SNA networks can be found in other 
works. 6,7 

The need for continuous operation runs deep in SNA, and 
is worthy of more discussion here. A number of features cur­
rently available in SNA can be used to increase the availability 
of networks and to insulate its users from outages; these in­
clude the following: 

1. Pause and retry logic in Synchronous Data Link Control 
(SDLC), which allows SDLC links to remain operational 
across periods of transient errors on the links. 

2. Multi-link transmission groups, which allow bundling a 
number of SDLC links into a single logical link. The 
sender schedules data traffic for the first available link in 
a group and the receiver reorders received messages if 
necessary to maintain the FIFO property of the logical 
link. Individual links can be dynamically added or de­
leted from a transmission group without disrupting the 
ongoing flow of information; a transmission group fails 
only when the last operational link in the transmission 
group fails. 

3. Multiple routes. Networks can be configured with multi­
ple pre-defined routes so that if the route serving a ses­
sions fails, that session can be re-established over an 
alternate route. 

4. Parallel sessions. SNA currently allows multiple simulta­
neous (parallel) sessions to be established between host 
application subsystems such as IMS and CICS. These 
sessions can traverse different routes through the net­
work, and where supported comprise a resource pool; 
when a transaction program needs to communicate with 
a partner program at another host, the first available 
session with the desired class of service can be assigned 
from that pool. Should one session fail, other sessions in 
the pool will continue to provide session connectivity 
with the partner subsystem. 

5. Host control-point (SSCP) takeover, which provides 
protocols in the NCPs for detecting failure of controlling 
hosts and informing their backups. 

6. Distributed processing. By moving application programs 
and data closer to the user, the user can often continue 
working uninterrupted by link or node failures in the 
communication network. 
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While SNA today provides numerous functions that can be 
used to configure highly available networks, further require­
ments exist in this area. For example, while SNA provides 
multiple routes, should a route fail, the sessions it carries are 
deactivated prior to possible reactivation over a backup route. 
A possible extension is to have the network perform this route 
switch without disrupting the sessions. 

Highly available systems typically avoid being sensitive to 
the failure of a single component. To eliminate this sensitivity 
in SNA, it would be desirable to attach peripheral nodes to 
the transport network through multiple links to different 
NCPs. This capability exists today by making the peripheral 
node appear to the network as multiple nodes with different 
sets of destinations; comparable support is also necessary in 
order to provide optimal routing when peripheral nodes are 
connected to the network using X.25, local-area networks, or 
other facilities that provide connectivity between large num­
bers of nodes. In these situations, data traffic could be routed 
directly from the peripheral node by the intermediate, high­
connectivity communication facility to the NCP closest to the 
destination. 

To eliminate having a single point of failure, provision will 
also have to be made for backup application subsystems. 
However, just having a backup application subsystem ready to 
start taking over the moment the primary application sub­
system fails will not always be sufficient. Some critical appli­
cation programs can support thousands of simultaneous users. 
It could take a number of minutes for the backup application 
subsystem to re-establish and resynchronize all the user ses­
sions. For these critical applications, a need exists to pre­
establish the backup sessions and have them available for 
immediate use should the primary application subsystem fail. 
For IMS applications, this capability is planned for availability 
in 1986 using the recently announced Extended Recovery Fa­
cility (XRF). 

SMALL SYSTEMS 

Thus far, we have been focusing on the VTAM-NCP transport 
network. We now look at SNA requirements artddirections 
from the perspective of the peripheral nodes of the SNA 
network. In the past, these peripheral nodes have predom­
inantly been display terminals, printers, and remote job entry 
stations. With the steadily decreasing cost of mini- and micro­
processors and storage, more and more of the peripheral 
nodes are small systems, such as personal computers, distrib­
uted processors, intelligent workstations, and office systems, 
which because of their more general nature, have greater 
connectivity requirements than traditional terminal devices. 

One such requirement is more flexible session connectivity. 
Figure 2 shows the sessions connectivity in SNA today. Host 
application subsystems can have sessions with other host ap­
plication subsystems and with outboard terminals and small 
systems. The host-to-host connections can employ parallel 
sessions, which can be used to increase transaction bandwidth 
(each session can serve one active transaction), to provide for 
a distinct class of service selection, and to improve per­
formance and availability by fanning out traffic across differ-
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Figure 2-SNA session capability today 

ent routes between the hosts. Peripheral nodes, on the other 
hand, are currently limited to a single session per LV (a user 
port discussed later), and that session must be with a host 
application subsystem. A requirement exists for small systems 
to enjoy the session connectivity that hosts enjoy today, 
namely the ability to use parallel sessions and to have direct 
session connectivity with any other destination in the net­
work. 

These small systems also have requirements for commu­
nication outside the VTAM-NCP environment. One simple 
but important form of communication is direct peer-ta-peer: 
just two nodes and a link between them. While this is the 
simplest possible configuration, it is increasingly important 
because of the current trend in the communications environ­
ment towards high-connectivity multi-access facilities such as . 
local-area networks, X.25, and ISDN, which are discussed 
later. 

In 1983, a new peripheral node type, 2.1, was introduced 
into SNA to provide this peer-to-peer form of commu­
nication.· ImpleIl1.entatiortsof this new proto-col are now avail~ 
able on the System/36, System/38, IBM 5520 Administrative 
System, Displaywriter, and Scanmaster. Direct peer-to-peer 
communication had been available earlier on IBM SNA prod­
ucts such as 8100/DPPX and previous releases of the 5520. 
The new node type 2.1 protocols provide the capability to 
carry LV 6.2 sessions (including parallel sessions), and pro­
vide the SNA direction for compatible, small-product, peer­
to-peer communication. 

In designing networking solutions for small systems, it is 
important to recognize the differences in operating environ­
ments between large and small systems. Procurement and 
operational decisions for small systems are generally decen­
tralized and dynamic, resulting in frequent change. Yet, tech­
nical support from systems programmers and network oper­
ators is far more limited. Another difference affecting design 
decisions is that small systems typically need not support the 
high-traffic volumes of large systems; on the other hand, small 
systems have more stringent entry-cost requirements. 



Figure 3-Combined network of small and large systems 

We are currently investigating architectural solutions to 
meet the special needs of small-systems networking; further 
discussion on this topic can be found in the work of Baratz, 
et al. 8 Among the approaches being explored is a non­
hierarchical, peer-to-peer scheme that uses dynamic routing 
protocols similar to those discussed earlier for the large­
systems environment. This would support frequent network 
changes without the need for coordinated network definition 
of routes. Dynamic, distributed directories are also envi­
sioned to avoid the need for coordinated network definition of 
the locations of network resources. This topic is discussed in 
more detail later. 

The evolution of small-systems networking can hardly end 
with stand-alone networks; we anticipate a requirement to 
connect these networks to the high-capacity transport net­
works as shown in Figure 3. These connections should allow 
sessions between small-system A, for example, and an appli­
cation in one of the S/370 hosts; they should also allow small 
systems to communicate peer-to-peer across the SNA back­
bone networks (for example, from A to F) and share the 
high-capacity links that are often in place. 

Provisions are also needed for managing networks of small 
systems. These network management techniques should be 
consistent with the network management functions that are in 
place for SNA backbone networks so that when networks of 
small systems are connected to networks of large systems, the 
entire consolidated network can be centrally managed. 

LOGICAL VNITS 

Logical unit (LV) is one of the more abstract terms used in 
SNA, but it has a straightforward role, namely as the inter­
mediary between the transport network and the people, de­
vices, and application programs using or attached to the net­
work. Figure 4 shows the position of the LV in the layered 
structure of SNA. 
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Figure 4-Role of the LV 

To this point, we have discussed functions mainly in the 
transport network, which provides global protocols and ser­
vices such as network-wide flow control and routing. By con­
trast, the LV is concerned primarily with session protocols for 
paired end users. LVs serve as the attachment points for the 
ultimate destinations of data (application programs, data­
bases, and devices) and provide the end-to-end session proto­
cols in support of communication between these network re­
sources. While the transport network provides global flow 
control so that links and intermediate nodes in the network 
are not overloaded, the LV provides end-to-end flow control 
so that, for example, an application program does not send 
data to a printer faster than the printer can handle it. Other 
functions include session cryptography, name-to-address 
translation (using a distributed directory services capability of 
the network), and blocking and subdividing message units for 
network efficiency. 

A number of LV types are defined in SNA, with the earlier 
ones (LV types 1, 2, and 3) optimized for asymmetric host­
application-to-device communication. With today's trend to­
ward personal computers, office workstations, and other 
small systems, new communication requirements exist at the 
LV level as well as at the transport network level. The key 
requirement at the LV level is for general program-to­
program communication. A single set of protocols is needed 
for communication between all types of network nodes, in­
cluding host-to-host, host-to-small-system, and small-system­
to-smaIl-system. It should provide a range of functions suited 
to such products as the IBM Personal Computer and the IBM 
3820 Page Printer at the low end, and CICS and the System/38 
at the high end. The protocols should also provide a new base 
for device support, allowing for ease in function distribution 
to the devices. 

To meet these requirements, a new LV type, 6.2, was intro­
duced in 1982 as Advanced Program-to-Program Commu­
nication. Initial IBM implementations included CICS, 
Systeml36, System/38, Displaywriter, Scanmaster, the IBM 
5520 Administrative System, the IBM 3820 Page Printer, Print 
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Services Facility, and the IBM Local Network PrintManager 
on the IBM PC. 

To support a broad range of distributed applications across 
any set of LU 6.2 products, LU 6.2 defines a set of generic 
commands (verbs) implemented by each LU 6.2 product in its 
own syntax, but with common semantics that application 
transaction programs can issue to communicate, independent 
of the details of the underlying configurations and protocols. 
The services provided by these verbs are defined in an IBM 
reference manual.9 

LU 6.2 was designed to include SNA-defined transaction 
programs such as those for SNADS and DIA (discussed later) 
to serve device- or product-specific transaction programs such 
as those used to communicate with the IBM 3820 Page 
Printer, and to be used by user-written transaction programs. 
Users can provide their own transaction programs on LU 6.2 
implementations such as CICS, System/36, and System/38, 
that provide for customer programmability. Such imple­
mentations are said to have an open application program in­
terface (API); implementations in which the LU 6.2 imple­
mentation is limited to serving only prepackaged transaction 
programs are called closed API products. 

To meet the low entry cost and the high function require­
ments, LU 6.2 has a base set of functions and a limited set of 
options. Every open-API implementation supports the base 
and may also support any of the option sets. One option 
implemented by CICS can synchronize updates to multiple 
databases so that all updates either succeed or fail together as 
an atomic unit of work. Closed API products need provide 
only the functions used by their coupled transaction pro­
grams. 

LU 6.2 has recently been enhanced with the addition of 
option sets for transaction program security. The foundation 
of these protocols is a two-way verification exchange used to 
check the identity of the session partner. This is accomplished 
by having each LU generate and transmit a random number, 
and having the partner return that value encrypted under a 
shared session password. Later, when a transaction program 
initiates a conversation with a remote partner using the ses­
sion, it can include a user ID and another password. Based on 
the trust established in the earlier verification, these fields 
need not be encrypted; they are used by the receiver to verify 
that the conversation initiator has the authority to gain access 
to the requested transaction program. Transaction programs 
with very high security requirements can additionally transmit 
fully-encrypted data throughout their sessions. Further infor­
mation on LU 6.2 can be found in other works. 1

G-12 

In the following sections, we explore the progress in the 
transaction services layer, the top layer of the LU. The basic 
application interface of LU 6.2 is facilitating progress in sev­
eral areas of transaction services. 

SNA DISTRIBUTION SERVICES 

SNA Distribution Services (SNADS), made available in 1984, 
consist of a set of IBM-supplied transaction programs that use 
a network of LU 6.2 sessions to provide a store-and-forward 
distribution capability in an SNA network. The LU 6.2 base 

provides a synchronous, connection-oriented, logically point­
to-point service for application programs, analogous to that of 
a telephone service. SNADS builds on this basic service to 
provide a connectionless, noninteractive distribution service, 
analogous to that of a mail service. 

This service allows users needing to distribute material to 
submit their request to a distribution service unit (DSU), a 
SNADS component, to initiate full delivery. It frees the users 
from further responsibility. A network of DSUs connected by 
LU 6.2 sessions handles the complete distribution process. 
SNADS manages the subsequent distribution, including 
queuing for resources, fanning out the distribution at the ap­
propriate point in the network topology, and notifying users 
or their agent transaction programs at the destinations of the 
distribution's arrival. 

SNADS is particularly appropriate for batch-oriented, one­
way flows found in such applications as document distribu­
tion, file transfer, and job networking. By queuing for re­
sources until they are available, SNADS can transport materi­
al through a network where facilities are not all simulta­
neously active. For example, portions of a network may be 
connected only by switched links that operate at certain times 
of day. SNADS frees the user of concerns about network 
resource availability. 

A SNADS user is referred to by a two-part name, which is 
generally independent of the network topology; user location 
is determined by reference to a directory. SNADS allows this 
directory to be distributed in such a way that the complete 
directory database need not be replicated at every DSU. In­
complete directories have entries that point to DSUs where 
more complete information can be found. 

SNADS allows up to 256 distinctions to be specified for any 
given distribution request. The user's material is transported 
in such a way that only one copy is sent to any distribution 
service unit in the path to a final destination. Copies are made 
only when necessary as paths to the multiple recipients di­
verge. 

SNADS is currently implemented for a number of products 
that will use it primarily for document distribution; these are 
DISOSS/370, System/36, and 5520 Administrative System. 
IBM statements-of direction exist for System/38 , Series 1, and 
8100. Because document distribution is the most common 
application in these first implementations of SNADS, the 
SNADS formats were designed to be compatible with those in 
Document Interchange Architecture (DIA) , one of IBM's 
architectures for the office. Further information about 
SNADS may be found in other works. 13

,14 

ARCHITECTURES FOR THE OFFICE 

To handle situations generic to the automated office, IBM has 
developed two architectures specific to this important applica­
tion, Document Interchange Architecture,15-17 and Document 
Content Architecture. 17-19 

Document Interchange Architecture 

Like SNADS, Document Interchange Architecture (DIA), 
introduced in 1982, is also part of the transaction services 



layer of SNA. It provides a set of protocols that define how 
several common office functions are performed cooperatively 
by IBM products. These include the filing, searching, and 
retrieving of documents and memos as part of DIA's docu­
ment library services. DIA's document distribution services 
provide for the sending and receiving of documents or memos 
via SNADS or the basic LU 6.2 sessions, and include listing 
items pending receipt, canceling or resequencing their deliv­
ery at the recipient's request, and allowing access to software 
mail boxes and files by other authorized users. The formatting 
and processing of documents are defined in application pro­
cessing services. The implementation status of DIA is similar 
to that of SNADS, but also includes IBM PC, Displaywriter, 
and Scanmaster implementations. 

Document Content Architecture 

A vital component of the office architectures is the Docu­
ment Content Architecture, which provides the formats for 
describing the form and meaning of objects that are managed 
by DIA. Currently, two forms are implemented. 

1. Final-form Text provides primitive format controls with­
in a data stream in a generic fashion to allow presenta­
tion fidelity in a device-independent manner. This allows 
the sender of a document to control the formatting and 
print integrity of a document at its final destination with­
out having to know the destination's print device charac­
teristics. 

2. Revisable-form Text allows interchange of draft docu­
ments in a form that is suitable for revision. Text pro­
cessing indicators are included with the text, and may 
themselves be revised. 

While the two current types of Document Content Archi­
tecture are a good beginning, others are needed to describe 
the mixing of information types within a document. Text, 
graphics, image, and voice annotation data are all amenable 
to the same design approach. A Document Content Architec­
ture serving mixed data would allow documents that integrate 
a variety of data types to be exchanged by future office work­
stations. 

DIRECTORY SERVICES 

One of SNA's design goals has been to insulate the user and 
the user's application program from the characteristics of the 
communications network, and to allow users and applications 
to be moved among processors without impacting other users 
and applications that communicate with them. 

To do this, SNA has distinguished between resource names 
and their addresses. A name is a relatively stable identifier 
that users and applications can apply to other users or 
programs. By contrast, an address can vary according to 
operations decisions made in the network. Users and their 
application programs access resourceS by name. The system 

SNA Directions-A 1985 Perspective 597 

uses the name as a key to a directory that provides the current 
address of the requested resource. 

In early SNA networks, the directory tables were defined in 
the system services control point in a System/370 processor. 
The control point acts as a mediator in LU-LU session ini­
tiation, translating names to addresses and checking resource 
availability. The use of a central directory in the control point 
simplified the management of the directory for additions, 
deletions, and changes. 

With the introduction of multiple-host networks in 1977, 
the control points cooperated to provide directory services, 
with each control point being responsible for the detailed 
address information on a subset of the pool of LUs in the 
network; each control point knew all LU names and the asso­
ciated control point that could resolve a specific name to an 
address. Successive designs of the control point have reduced 
the amount of coordinated predefinition of resources by elim­
inating redundancy among the directories in different control 
points. In an SNI environment, a control point can perform a 
trial-and-error search of other control points for LUs not 
found in its own directory; this further reduces the number of 
control points that need to be updated when new LUs are 
brought on-line. 

In SN ADS, a user directory is referenced to determine the 
distribution service unit (address) of an intended recipient. 
SNADS products have implemented their directories, which 
are manually maintained, as part of the DSU, rather than in 
the control point. 

Two trends stress the current design point of manually 
maintained directories; as networks become larger, the fre­
quency of directory updating increases and the number of 
directories that must be consistently maintained grows; fur­
thermore, the trend toward peer connectivity among small 
systems requires that small systems also maintain directories, 
whereas they may have formerly depended upon a large host 
directory. Both trends result in many more directories and 
increased update activity in a network, and point to a growing 
need for the directories to be automatically and dynamically 
maintained. 

Resources such as application programs, files, and LUs 
need to be registered only at their local (home) directories, at 
a minimum. Automatic network-wide searches of the various 
directories eventually results in the finding of the resource if 
an active path to it is available. Replication of directory en­
tries throughout the network can have several benefits: 

1. Performance in finding resources can be improved; 
2. Switched links can be activated in order to complete 

required synchronous connections; and 
3. Asynchronous distributions can be forwarded as far as 

possible into the network when an active path to a desti­
nation is not available. 

To meet the requirement for more dynamically maintained, 
distributed directories in an SNA network, new protocols will 
be needed for resource registration and network searching. 
These protocols will apply between directory users and their 
directory providers and among the directory providers them­
selves. 
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MANAGEMENT SERVICES 

The previous sections of this paper discussed the advances in 
the functional richness and configuration flexibility allowed by 
SNA. Now SNA users can connect multiple SNA networks, 
small systems to large systems, and various other devices, all 
within the same composite network. The actual attachments 
may be over various transmission media (e.g., SDLC tele­
communications links, S/370 channels, and X.25). These en­
hancements exact a price in that they make the network thore 
complex to manage. 

Management services, otherwise known as network man­
agement or communications network management, include 
the monitoring and controlling of the SNA network and its 
associated resources. IBM is integrating management services 
into SNA to address the management problems inherent in 
the ever-increasing complexity of the communication environ­
ment. 

History 

The early releases of SNA provided limited management 
services in VTAM, supplemented in 1977 by the Network 
Operator Support Program (NOSP). In 1979, in the next ma­
jor release after multiple-host support was introduced, the 
Network Communications Control Facility (NCCF), re­
placing NOSP, and the Network Problem Determination Ap­
plication (NPDA) were included. NCCF was created to aid in 
operator control of the multi-host environment; NPDA, to 
help manage problem determination for the many different 
products that could be attached. In 1982, Network Logical 
Data Manager (NLDM) was introduced to help manage the 
logical resources (such as sessions and virtual routes) in SNA. 

The original functions performed by NCCF, NPDA, and 
NLDM were largely on a product-by-product basis rather 
than being general functions defined by SNA. With the con~ 
tinued enrichment of SNA, management services have be­
come a more integral part of that enrichment and go beyond 
the early product-specific design. 

Requirements 

The network owner or the provider of network services 
must be given the tools and resources to provide the reliable, 
high-performing secure services that users require. The net­
work owner must also be able to manage the network config­
uration, effect changes, and monitor the use of network 
resources. The network operator (programmed, or human) 
must be able to invoke these functions from a central site, or 
to distribute control of the functions. Of course, all the func­
tions must be performed in a cost-effective manner. 

Major Categories of Management Services 

The requirements for managing an SNA network fall into 
four major management services categories. 

1. Problem management-the function of managing a 
problem from its detection through its resolution. The 
steps of problem management are: (1) problem deter­
mination, (2) problem diagnosis, (3) problem bypass 
and recovery, (4) problem resolution, and (5) problem 
tracking and control. 

2. Performance and accounting management-the process 
of quantifying, measuring, reporting, and controlling the 
usage, responsiveness, availability, and cost of a net­
work. 

3. Change management-the planning, control, and appli­
cation of changes (additions, deletions, and modifica­
tions) to the resources of a network. 

4. Configuration management-the control of information 
necessary to both logically and physically identify net­
work resources, and to indicate their relationships to one 
another. 

Management Services Components in SNA 

The functions provided by NCCF, NPDA, and NLDM are 
represented in the architecture20 by a management services 
component in the control point, physical unit, * and individual 
layers of SNA. This structure provides a framework by which 
the aforementioned requirements can be satisfied. 

Each layer of SNA (see Figure 4) is responsible for control­
ling the resources associated with that layer. This is accom­
plished through a component called local management 
services. For example, routing information that is used for 
problem management is gathered by the local management 
services component in path control. Oncegathereq, this infor­
mation is sent to the management services component in the 
PU. 

Physical unit management services is responsible for gath­
ering management services information local to its node or 
attached links, performing some services such as reformatting 
and time-stamping the data, and sending the information to 
the control point for processing. Control point management 
services is responsible for collecting management services 
data fromthe_network,_analyzing _the_dala,and taking tbe 
appropriate action based on that analysis. 

Current Management Services Functions 

Alert 

The Alert is a problem management function that is used to 
report a loss or impending loss of availabi.lity of a resource. 
Once an error is detected that requires corrective action by a 
network operator (human, or programmed), the Alert is sent 
to the control point. The Alert contains a general classi­
fication of the problem, a description of the cause of the 
condition, identification of the failing resource, and addi-

* A physical unit (PU) is an addressable entity like the SSCP or LU. One PU 
exists in each node for local control. and to represent the node to a control point 
(SSCP) in a host processor that is currently controlling the PU. 



tional details pertaining to the problem. The management 
services component of the control point analyzes the data and 
reports the condition along with a recommended action to the 
network operator. 

Problem determination statistics 

Statistics are gathered by the data link control layer and are 
sent to the control point when a threshold is reached, or when 
solicited by the network operator. These statistics can be used 
as additional detail in problem management. The statistics 
include counters such as those for total transmit data, transmit 
errors, total receive data, receive errors, and polling informa­
tion. For X.25, counters include statistics pertinent to the 
access links and virtual circuits. 

Modem tests can be performed using the link problem de­
termination aid (LPDA). This function allows the status ofthe 
modems and remote DTE interface and the results of the 
modem tests to be determined. 

The link resource control function allows the network oper­
ator to dynamically change the threshold values of link statis­
tics. It also allows the operator to disable the use of LPDA. 

Response-time monitoring 

Response-time monitoring (RTM) allows the network 
operator to validate certain predetermined end-user service 
levels for specified LV-LV sessions. Response time is mea­
sured by the time elapsed between LV recognition of an end­
user request and reception by the LV of the resulting reply 
from the session-connected partner. The predefined values 
can be changed dynamically by the network operator. The 
response-time values can be sent unsolicited upon threshold 
overflow, or can be solicited by the network operator. 

The network operator can request a summary of the 
response-time data for a specific LV over a user-defined pe­
riod of time, detailed data for a specific session for a single 
collection period, and the long-term trend for a specific LV. 

Managing logical resources 

Because the protocols involve distributed participants, pro­
tocol violations and logical errors in SNA implementations 
can be very difficult to diagnose. Some information about the 
logical resources in an SNA network is captured by the control 
point and used for problem management. 

Data captured by the control point on logical resources 
include session start information, normal session termination 
information, abnormal termination information (e.g., sense 
data), and virtual route information. This information is avail­
able for sessions that were started through the assistance of 
one or multiple control points. 

With the advent of SNA network interconnection, it is pos­
sible to have a session established by a network wherein the 
endpoints of the session reside in different networks. In this 
case, additional session information is required for problem 
management. Retrieval of session information includes the 
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gathering of session control-block information from gateway 
nodes (NCPs) for cross-network sessions. 

Future Considerations 

The requirements for SNA management services increase 
as SNA protocols and telecommunications complexity con­
tinue to advance; management services will need to be an 
integral part of each SNA enhancement. Common solutions 
are sought whether managing small or large systems inter­
connected via SDLC, X.25, or local-area networks. 

A trend in both IBM SNA products and SNA management 
services has been to provide more granular monitoring and 
control of network components. Hence, such products as the 
386x series of modems and the 3710 Network Controller offer 
extensive problem management features integral to their de­
sign. In turn, the architecture allows telecommunication links, 
for example, to be monitored and controlled at the level of 
their most basic subsystems: component adapters, modems, 
line concentrators, and transmission media. This has vastly 
improved problem management in SNA networks. 

In the future, similar attention to management services fea­
tures will be vital, particularly in the local-area networking 
arena. Management services enhancements for managing the 
logical resources would extend the ability to diagnose system­
definition and implementation incompatibilities. The capabil­
ity to trace routes as they are established dynamically, and to 
track users as they switch between sessions would also add to 
the serviceability of SNA networks. 

LOCAL-AREA NETWORKS 

Even as architectural solutions for improved connectivity con­
tinue at the higher layers of SNA, the announcement of the 
IBM Cabling System in 1984 promises major improvements in 
dynamic connections at the physical and data link control 
layers. 

For the immediate future, the IBM Cabling System allows 
an SNA network to be physically reconfigured without run­
ning new coaxial cable to specific locations in a building. By 
using a structured-wire approach and wiring closets to pre­
wire a building with either twisted-pair copper conductors or 
optical fibers, today's workstations can be moved from office 
to office by simply plugging them into a wall and reconfiguring 
at a conveniently located wiring closet. 

Although ease of reconfiguration is a desirable goal, the 
ultimate objective is to eliminate entirely the need for manual 
intervention by a systems professional when moving a work­
station from one office to another. This objective could be 
accomplished by the incorporation of a token-ring local-area 
network (LAN?! on the IBM Cabling System. 

A token-ring LAN would consist of the wiring system, a 
set of communication adapters (stations), and an access proto­
col that controls the sharing of the physical medium by the 
stations attached to the LAN. The token-ring LAN is one of 
several LAN standards currently being developed by the 
IEEE 802 committee for submission to the International Stan­
dards Organization (ISO). (Other standards include one for 
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CSMAlCD on baseband cable and a token-bus standard on 
broadband cable.) A token-ring LAN is unique among these 
in that the nodes are physically connected serially by a trans­
mission medium, such as twisted pairs or optical fiber. Access 
to the transmission medium is controlled through the use of a 
unique bit sequence (token) that is passed from one station to 
the next. When a station has a frame to transmit, it modifies 
the token to a frame by changing the bit pattern of the token 
to a start-of-frame sequence; the frame is then transmitted. 
When the station has completed frame transmission, and after 
appropriate checking for proper operation, it initiates a new 
token so that other stations have an opportunity to gain access 
to the ring. 22 

An important part of the token protocol is the ability of a 
station to reserve the token for use at a specified priority. This 
ensures that the next token issued will be at the highest prior­
ity requested, and allows a station to gain faster access to the 
ring for frame transmission than would otherwise have been 
possible. 

To ensure that a token is always available on the ring, one 
station is elected as the token monitor. The function of the 
token monitor is to detect error conditions in token operation, 
such as a continuously circulating frame or the absence of a 
token on the ring. The capability to be a token monitor resides 
in each station, and is determined by an election process when 
normal token operation is disrupted. 23 

Several advantages exist in choosing a token-ring config­
uration for a LAN; these include the ease of fault isolation, 
performance stability under load, the use of predominantly 
digital rather than analog engineering, and the promise of 
optical fiber technology. 24 

To take full advantage of the peer-to-peer connection capa­
bilities inherent in a shared physical medium, a station on the 
token ring could use the data link control, called a logical link 
control (LLC), as defined by the IEEE 802.2 committee for 
LANs. This LLC employs the Asynchronous Balanced Mode 
of operation (like that in HDLC) when a link connection is 
established, thereby allowing either station to send data link 
commands at any time, and to initiate responses indepen­
dently of the other link station. This provides for a balanced 
type of data transfer between two link stations that operate as 
equals on a logical point-to point link;2s the number of log­
icallinks sharing the same ring equals the number of distinct 
pairs of communicating stations. 

When the ring reaches its capacity either physically, in 
terms of the number of stations it is capable of supporting for 
the required distance, or when the bandwidth is exhausted 
and the performance is not acceptable, a bridge can be added 
to combine two token rings into one logical ring. A bridge is 
a device that copies a frame from one ring and transmits it on 
the other. Bridges can be used to combine a number of small 
rings to preserve the integrated connectivity in an establish­
ment while providing better fault independence and per­
formance. Locating stations on a ring, or on multiple rings 
connected by bridges can be performed dynamically by broad­
casting requests for specific station addresses. Once the sta­
tion is located, routing data through bridges can be done 
efficiently by including the routing information to the desti­
nation station with each frame; this allows bridges to copy 

frames from one ring to another based on routing information 
in the frame format without building, referencing, and main­
taining complex tables. Thus, expansion of the LAN to in­
clude additional rings need affect only the connecting bridge, 
and can be transparent to all other stations. 

Other LANs could be connected to the token ring as well. 
Those that comply with the IEEE 802 standards could be 
connected using bridges similar to those used to connect two 
token rings. Thus, an SNA station implemented on a token 
bus could communicate to an SNA station on a token ring as 
though both were attached to the same LAN. 

One desirable goal is the connection of LANs to the SNA 
backbone network. This could be done by several methods. 
For example, in an SNA network, any SNA node containing 
intermediate (forwarding) path control function could be at­
tached directly to the LAN, thereby allowing SNA stations to 
gain access to the entire SNA network. Special gateways are 
not required because the LAN is providing the functions of 
the physical and data link control layers of SNA, and not 
higher layers such as path control. Connection of the 
intermediate-routing SNA node to the remainder of the back­
bone network could be accomplished either by channel at­
tachment or via a remote communication link using SDLC. 

The effect of the token-ring LAN on SNA would not be 
disruptive. To attach an SNA node to the token ring, very few 
changes would be required. Because SNA is a layered archi­
tecture, supporting a new physical and data link control layer 
has little effect on the rest of the architecture. Thus, path 
control, for example, could remain unchanged, thereby allow­
ing SNA nodes attached to the token-ring LAN to participate 
in an SNA network immediately. 

The long-term effects of LAN attachment could be far 
reaching. Improving dynamic connectivity and reducing sys­
tem generation requirements in SNA products become even 
more important when physical connectivity in an establish­
ment creates the possibility of a "hot pluggable," fully­
meshed network. That is, once an SNA workstation is plugged 
into an office wall, it could have immediate physical access to 
all SNA workstations and other SNA nodes attached to the 
LAN. To translate this physical access into intelligent commu­
nication, a consistent application program interface and a set 
of protocols allowing peer attachment to work stations and 
mainframes, are critical. Thus, LU 6.2 and node type 2.1 
protocols in SNA will become even more important. 

LINK SUBSYSTEMS 

SNA started with terrestrial links and channel attachments, 
and soon added dial capability. Local-area networking was 
discussed in the previous section. A number of other link-level 
options have been or could be accommodated by SNA. Some 
of these such as X.25, satellite technology, and ISDN, are 
described below. 

Recommendation X.25 defines a packet-mode interface for 
attaching data terminal equipment (DTE) such as host com­
puters, communications controllers, and terminals to packet­
switched data networks (PSDNs). The International Tele-



graph and Telephone Consultative Committee (CCITT) intro­
duced X.25 in 1976 and updated it in 1978, 1980, and 1984. 
IBM products that offer X.25 capability comply with the 1980 
version of the interface. A PSDN provides connectivity to 
other DTEs using X.25 virtual circuits. Permanent virtual 
circuits provide fixed connectivity between DTEs, whereas 
switched virtual circuits provide dynamic connectivity using 
virtual call set-up and clearing capabilities. The X.25 interface 
also defines user facilities such as interface parameter nego­
tiation, reverse charging, and closed user groups. 

Having participated in the development of X.25, IBM an­
nounced the capability in 1977 for attachment of several DTE 
products to PSDNs in Canada and France. One of the early 
products was a network interface adapter, a stand-alone unit 
that converts between the link control protocol of SNA nodes 
(SDLC) and the X.25 protocols. This allowed most IBM prod­
ucts that communicate with System/370 hosts to use X.25. 
Initially, the communication controller (IBM 3705) for SNA 
System/370 hosts used a specific software adaptation for X.25. 
In 1980, an X.25 program product for the communication 
controller was introduced, allowing packet-switched commu­
nication with other SNA products and connections with non­
SNA DTEs. 

The IBM direction with respect to X.2526 has been to inte­
grate the interface into SNA products where required, so that 
the customer can choose the most economical communication 
medium. If network tariffs favor X.25, one can choose packet­
switched services; otherwise, traditional leased or switched 
services can be used. By the end of 1984,14 IBM products had 
been announced supporting the X.25 interface in more than 
25 countries. 

All SNA products that offer an X.25 interface conform to 
an IBM-defined specification27 for attachment of SNA prod­
ucts to PSDNs. The most recent enhancement to this specifi­
cation is Enhanced Logical Link Control (ELLC). Some­
times, virtual circuits are interrupted by the PSDN, causing 
inconvenience to the users of certain products. This incon­
venience is reduced with the implementation of ELLC in low­
end computers and terminals that provide a dynamic packet 
error detection and recovery procedure across one or more 
PSDNs between SNA nodes. 

The IBM SNA X.25 interface specification will be updated 
to include aspects of the CCITT 1984 recommendation to be 
supported in SNA. Some of the new functions in the 1984 
recommendation that are candidates for inclusion in the IBM 
SN A specification are 

1. Multiple links between the DTE and the PSD N ; 
2. Forwarding a virtual call by the PSDN from the called 

DTE to an alternate DTE; 
3. Hunt groups that allow the network to assign a call to 

one of several target DTEs; and 
4. A sub addressing capability that allows a DTE on a pri­

vate packet-switched network to call a DTE on a PSDN. 

The SNA nodes discussed above are DTEs that attach to 
packet-switched networks. Some customers need equipment 
from different vendors to communicate with each other over 
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packet-switched networks. If the customer has a mix' of SNA 
and non-SNA traffic, the SNA backbone network could be 
used to carry the non-SNA traffic. Studies are underway to 
determine the requirement to add a PSDN appearance of the 
X.25 interface to SNA. In such a configuration, the SNA 
network would provide X.25 permanent virtual circuit, virtual 
call, and user facility services to using DTEs. 

A key aspect of X.25 is that it is an interface specification, 
not a network architecture. The internal operation below the 
X.25 interface, such as routing, flow control, and manage­
ment services, is not specified by standards. Inclusion of an 
X.25 DCE capability within SNA is a relatively straight­
forward and natural step. 

Some customers find it advantageous to send their SNA 
traffic over satellite circuits. Because most communication 
satellites are in geostationary orbits above the equator at an 
altitude of about 23,000 miles, the delays in sending informa­
tion from one earth station to another are long compared to 
those for a terrestrial circuit that connects the same two points 
on the earth's surface. Consequently, communication proto­
cols must be designed to accommodate the long propagation 
delay of satellite circuits. Detailed studies of SNA 28,29 show 
that interactive and batch applications can use satellite links 
satisfactorily at speeds of up to 19,200 bits per second when 
the satellite link is attached to an SNA peripheral node.The 
IBM 3710 Network Controller provides satisfactory SNA per­
formance over satellite links at speeds of up to 64,000 bits per 
second when the satellite link connects the 3710 to an IBM 
3725 Communications Controller (using SDLC with a modu­
lus of 128). Batch and interactive traffic over a satellite link 
that connects two SNA 3725 communications controllers is 
carried satisfactorily at link speeds of up to 256,000 bits per 
second. A special adaptation is available that allows two SNA 
3725s to communicate over satellite links at speeds of up to 
1.344 million bits per second. 

At satellite speeds above 256,000 bits per second, special 
consideration must be given to the types of protocol and the 
value range of protocol parameters at several architectural 
layers of the system.30

,31 Because high-speed satellite circuits 
are becoming more widely available, a requirement exists to 
enhance SNA to accommodate them. Capabilities such as 
support for larger link-level sequence numbers (an SDLC 
modulus of 128) have been added; selective retransmission of 
information and other protocols optimized to the high-speed, 
long-delay environment are being studied. 

The rapidly approaching feasibility of high-speed digital 
communication (in units of 64,000 bits per second) will' have 
significant impact on both data communication and tele­
phony, and will open possibilities for interactive video appli­
cations in the foreseeable future. The ISDN (Integrated 
Services Digital Network) standardization of the user-to­
network interfaces for these applications has been going on 
for several years with CCITT. 

IBM has consistently represented the needs of data commu­
nication applications in this effort. We continue to actively 
cooperate in the development of a single set of world-wide 
standards. The CCITT Recommendations of 1984 are a sig­
nificant step in the advancement of these new digital trans­
mission services. 
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SNA AND OSI 

IBM recognizes the widespread interest on the part of users 
in interconnecting networks using different communication 
architectures, IBM favors such interconnection and publishes 
extensive information about SNA, including formats and pro­
tocols, which facilitates interconnection by other systems to 
IBM SNA networks. 

Widespread interest also gave rise to the Open System In­
terconnection (OSI) standards projece2 aimed at providing 
communication protocols for interconnecting systems of dif­
ferent communication architectures, such as SNA with systems 
of other architectures. IBM has been involved from the start 
in this work. We have contributed what we have learned about 
layered communication architectures in the past several years, 
and increased our understanding of advances elsewhere in this 
area. Some capability for interconnecting heterogeneous 
systems is clearly desirable. From a vendor's perspective, 
a single international protocol for interconnecting hetero­
geneous systems is preferable to a number of national proto­
cols. 

IBM has stated that for industrial communications, IBM 
supports the National Bureau of Standards specifications for 
OSI Transport Layer Class 4 used over IEEE 802.4 LAN. The 
capability was demonstrated at the National Computer Con­
ference in July, 1984. 

IBM Europe has software under development that will pro­
vide IBM System/370 support for selected functions in the 
OSI4 (Transport) and 5 (Session) layers. Testing in conjunc­
tion with third parties is planned to start during 1985. This 
represents a further step in IBM's commitment to provide 
IBM System/370 products capable of system interconnection 
in conformance with OSI standards. 

OSI protocols could be implemented in SNA using a gate­
way concept; that is, we may transform the SNA protocols to 
and from the OSI protocols through gateway nodes in order 
to allow attachment to other networks. Indeed, IBM Japan, in 
cooperation with Nippon Telephone and Telegraph (NTT) , 
has judged gateways using OSI as intermediate protocols to be 
a viable way to interconnect SNA networks with networks 
that -use the DCNA protocols.33~35 This approach of using 
gateways, as opposed to adopting OSI protocols as internal 
operation protocols for SNA networks, reflects the fact that 
OSI protocols today are intersystem protocols, as opposed to 
network architecture. 

CONCLUSIONS 

SNA, now eleven years old, has evolved continually and will 
do so as long as new technology, applications, and require­
ments unfold. The layered structure of the architecture and of 
the implementing products allows this process to be natural 
and nondisruptive. 

We have cited some of the historical trends. For example, 
configurational flexibility and accommodation of larger net-

works have been ongoing concerns. In addition to the gener­
alized topology and larger address space now available, spe­
cific offerings such as the recent IBM 3710 Network Control­
ler, which offers a new remote link concentration capability, 
have resulted in cost-performance advantages. 

Additional offerings have resulted in the extension of SNA 
capabilities into areas that are important to many customers. 
A recent example is the inclusion of VTAM as an integral 
component of the native VM environment, thereby enhancing 
performance of SNA network operation from the VM view­
point. Another area of traditional concern to customers is 
non-SNA device support. One technique, which uses format 
envelopment, was incorporated into the Non-SNA Inter­
connection (NSI) program product on the NCP; it allows BSC 
remote job entry terminals and BSC network job entry sub­
systems to communicate through an SNA network and share 
the SNA links. Another technique employs protocol con­
version; aside from the long-time NTO support for pre-SNA 
terminals in the NCP, new capabilities such as those of the 
3710 allow concentration of start-stop links onto SDLC links, 
and continue to enhance SNA coverage in this important area. 
The trend in general has been to perform protocol conversion 
to SNA as close to the non-SNA interface as possible in order 
to gain the SNA benefits of resource-sharing and network 
management quickly in the operation. 

Of course, one of the most visible areas of non-SNA proto­
col support is national and international standards. IBM will 
continue to cooperate in the formulation of such standards, 
and include support for such standards in SN A products sub­
ject to appropriate business decisions. 

Network management services have generally been and 
clearly must continue to be integrated into SNA and its imple­
menting products. This commitment increases as the richness 
of the architecture grows; to control problems associated with 
increasing complexity, the pace of extensions in this vital area 
will likely be stepped up. 

Other trends will become more prominent. The need for 
continuous network operation will foster ever more features 
that promote high availability. The Extended Recovery Facil­
ity mentioned earlier in this paper is an archetypal feature in 
this category. Advances in route dynamiCs and distributed 
directories will also playa significant role in meeting require­
ments in this area. The matter of reducing the static nature of 
network definition is an ongoing concern; a long-term goal is 
to eliminate the need for static definition entirely. 

Finally, SNA will continue to exploit advances in tech­
nology as they come along. A known requirement is to extend 
the peer-to-peer operation in SNA. This need follows from 
developments both in processor design, especially in small 
systems, and in different types of transmission technology, 
such as local-area networks, satellites, PSDNs, and ISDN. 
Other developments, not yet evident, will affect future re­
quirements. The process will continue and will undoubtedly 
cause much interesting evolution of SNA for a long time to 
come. 
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Token passing local area networks: 
A success story for standards 
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ABSTRACT 

This paper presents the software architecture and the software development ap­
proach used by Concord Data Systems (CDS) for the development of their IEEE 
802.4 standard token passing local area network products. The paper also describes 
the design goals and features of the CDS implementation of the ISO transport 
protocol. The transport implementation features a flexible interface that supports, 
transparently, both on-board and off-board session entities. Finally, the CDS ser­
vices for network management and Layers 5-7 of the ISO/OSI Reference Model are 
discussed to show the current features and a migration approach for including 
standard protocols for these layers as they mature and become accepted standards. 
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INTRODUCTION 

Beginning with a design commitment to develop token passing 
local area network (LAN) products that are compliant with 
ANSI and ISO standards, Concord Data Systems (CDS) de­
veloped a modular software architecture based on the Inter­
national Standards Organization's Open System Interconnect 
(ISOIOSI) Reference Model. The architecture supports an 
incremental approach to building and integrating standard 
protocols into products, and has worked successfully to pro­
duce a versatile set of high-performance LAN communication 
products. 

Token passing network applications vary from factory con­
trol applications to interactive .computer terminal servers. 
This diversity in applications dictates communication archi­
tecture alternatives for distributing the OSI upper layer soft­
ware across hardware boundaries. These alternatives provide 
both LAN network interface units that serve as front end 
communication processors for an attached host, and LAN 
units that function as end systems for applications such as the 
terminal server. 

This paper presents the software architecture approach that 
CDS has used for developing and integrating standard proto­
cols into its LAN products. It is a building block approach 
with an interface design concept that gives the product set its 
versatility. The development of the OSI Layer 4 transport 
protocol, shown in Figure 1, is used as an example to show 
how the architecture supports independent development test­
ing integration and performance analysis for one of the OSI 
Layer Protocols. 

The role of Layer 5-7 protocols and network management 
software in token passing LAN products, shown in Figure 2, 
is discussed next. Standards are just beginning to evolve for 
these layers. The status of these standards for LANs and an 
evolutionary development strategy for them are presented. 

A BASIC ARCHITECTURE FOR LOCAL AREA 
NETWORKING SYSTEMS 

The CDS architecture approach was required to offer stan­
dard IEEE 802.4 high-performance networking products that 
meet a variety of application requirements. To achieve this, 
the CDS design focused on interfaces, a modular architecture 
based on the OSI Reference Model, the use of standard pro­
tocols, and performance. 

Interface considerations are important to satisfy a wide va­
riety of application requirements. LAN interface units can 
encompass a range of products, from simple access units 
where Layers 3-7 are provided by a host computer, to stand 
alone devices where all seven layers of the ISO/OSI model 
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reside in the LAN unit. An attractive division of functions is 
one where the LAN unit is truly a communications processor 
with the communication layers 1-4 in the LAN unit and the 
application related layers 5-7 in the host (Figure 1). Off­
board interfaces to the network layer or possibly network 
sublayers are other interface possibilities. There are applica­
tions to support all of these physical architectures, but to do 
this effectively in a product line requires well defined and 
flexible interfaces. The interfaces must be such that the trans­
port layer can service both on-board and off-board session 
entities. 

With a modular design where interfaces are designed cor­
rectly for the first release, upgrades to the modules them­
selves can be made without making interface changes, giving 
plug-compatible software module versions. Then, with a 
download capability, product maintenance becomes reason­
able. Products can be maintained by downloading new ver­
sions of the upgraded modules. This approach was taken with 
the design of the LLC code in the CDS LAN unit, and worked 
successfully. The code supports an HDLI (the General Mo­
tor's Manufacturing Automation Protocol (MAP) data link 
protocol that has a flow control option along with the standard 
HDLC LAP B protocol) interface to provide host access to 
the LLC module as well as the on-board network and trans­
port interfaces to LLC. 

Along with well-designed interfaces, modularity is another 
critical design requirement necessary to make this architec­
ture work. The OSI Reference Model, with its layering con­
cept, forces a basic modular architecture. Within the layers, 
the code design must also be modular. To help realize this 
modularity in the CDS software design, Pascal was the chosen 
implementation language. Because of its data typing features, 
Pascal constructs can be used in a design specification and fold 
directly into an implementation. The First Systems Pascal (by 
First Systems Corp., Manhattan Beach, CA) that was used by 
CDS offers ADA-like concepts, such as an equivalent to the 
ADA Package, and facilitates large project developments. 
The philosophy was to develop a modular implementation 
in Pascal that would give a tight, maintainable, and self­
documented code architecture. This could then be used to 
selectively do assembly recodings of small modules where 
performance was critical. 

The incorporation of standards in the CDS architecture 
closely followed the developments in the standards communi­
ties. With LANs, the first standards to evolve were for Layers 
1 and 2, and were driven by the IEEE 802 committees. The 
medium access (MAC) sublayer and physical specifications 
for CSMAICD, Token Passing Bus, and Token Ring networks 
were specified by IEEE 802.3,802.4, and 802.5, respectively. 
The logical link (LLC) sublayer of the OSI data link layer was 
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specified by IEEE 802.2. These early standards for the lower 
layers of the ISO/OSI Model allowed LAN developers to 
build their network interface units on a standard Layer 1 and 
2 base. 

The Layer 4 Transport service matured at about the same 
time as the lower layer standards. While the military and the 
ARPANET community have adopted TCP as their transport 
protocol (with IP as its internetworking companion for Layer 
3 services), the rest of the LAN world seems to be a mixture 
of TCP, OSI Transport, and XNS (the Xerox Protocols). The 
acceptance of the OSI protocols by General Motors and NBS 
in the MAP development and the bandwagon they have gath­
ered as a result of their sponsorship of the Multivendor Dem­
onstration at NCC '84 have focused vendor development at 
least in manufacturing applications on the OSI protocols. 

These developments in the standards community allowed 
the CDS architecture to evolve from an initial prototype prod­
uct with standards at only Layers 1 and 2, to the product 
shown in Figure 2. The current producf supports the IEEE 
standard protocols at Layers 1 and 2, a null Layer 3, the ISO 
transport at Layer 4 and a Serial Port Application at the 
higher layers. An awareness of and strong participation in the 
standards work was beneficial to the design phase of the prod­
uct. ISO Internet and the Connectionless ISO transport, for 
example, were anticipated, and the design allowed for the 
eventual support of these protocols. The same is true for the 
standards work in Network Management where the company 
has been active in the work of the IEEE 802.1 committee. 

The LAN interface units as communications processors or 
end systems must offer both high performance and low cost. 
The cost requirement dictates microprocessor architectures. 
The high performance requirement dictates tight designs that 
are performance driven. In some cases, the overhead of the 
multilayers of the OSI model and its large protocols (trans­
port, for example) add an extra and often controversial bur­
den to the performance (throughput) goals. With a good basic 

modular design, performance enhancements can be gained 
from the distribution of selected functions to hardware, firm­
ware, or assembler modules. There is also enough richness in 
the different classes of transport and LLC services to deter­
mine, through performance analysis, an optimal configuration 
given the underlying network's reliability and its application 
requirements. 

To realize the high speeds offered by the LAN access units, 
the higher layer communication software must also offer high 
performance. An efficient real-time executive (exec) is an 
essential ingredient for providing this performance. The CDS 
exec is a small multi-tasking exec based on MTOS, the Multi­
Tasking Operating System. The exec has a simple task sched­
uling algorithm and service primitives that allow tasks to 
disable the scheduling mechanism during critical sections of 
code. 

THE CDS TRANSPORT SERVICE 

The CDS Transport Features 

The primary design goals for the CDS transport implemen­
tation, like those for other CDS modules, were modularity, 
ease-of-use, maintainable interfaces, testability, and perfor­
mance. Adhering to the OSI Transport Standard, and provid­
ing configuration options and counters for network manage­
ment were critical functional requirements of the design. 

The CDS transport implementation is a conformant super­
set of the ISO DIS 8073 Transport Specification. It offers both 
the ISO standard connection-oriented service and a connec­
tionless datagram service. The connection-oriented transport 
classes 2, 3, and 4 are offered in the CDS transport implemen­
tation and are fully compatible with the ISO specification. In 
addition, this transport implementation offers compatibility 
with the NBS based but ISO compatible MAP transport 
specification. 

The connection oriented transport services provide trans­
parent and reliable data transfer between two transport users. 
Transport provides a neg()tiated quality of service by matching 
the requirements of the user application to the characteristics 
of the underlying network and providing enhancements, 
where required, to the network service. The enhancement 
levels are associated with the transport classes. Five classes, 0 
through 4, provide minimal (Class 0) enhancement to in­
creasing levels of error detection and recovery with increasing 
Class. number. 
. The CDS connection oriented transport implementation 

supports connection negotiation and expedited data for trans­
port classes 3 and 4, as required by the standard. Connection 
negotiation allows the transport users to negotiate character­
istics such as the transport class, the maximum transport 
frame size and the use or non use of check sums for their 
connection. Expedited data allows short messages, up to 16 
bytes, to bypass the normal flow control mechanisms of trans­
port and to be delivered ahead of any other non-expedited 
messages in the transport queues. 



The connectionless transport datagram service provides an 
efficient, low overhead data transport service. The datagram 
service is not a reliable one because messages are subject to 
loss and duplication and are not flow controlled at the trans­
mitter. The underlying 802.4 data link services are reliable, 
however, so that the service is a reliable one from the user's 
point of view. It is particularly useful for group broadcast 
services like those required by a name service. The CDS data­
gram service is based on the current work in the standards 
community on the connectionless transport service. The 
implementation will migrate, where necessary, to full com­
patibility with the ISO connectionless transport service when 
it reaches a standard status. 

The CDS Transport Interface 

The interface between the LAN transport layer and the 
application transport user is called the Communication­
Application Interface. It is designed to provide a communica­
tions path between cooperating applications at one or more 
locations. The key design feature of the interface is its ability 
to commonly support both applications that reside on the 
same board as transport and applications that reside offboard. 
This gives a shared memory transport interface to support 
host-based applications. The transport service interface can 
also be ported to a host and carried via an external interface 
to the LAN unit. 

The Communication-Application interface is a shared-data 
interface whose primary data structures are communications 
control blocks (CCBs) and request control blocks (RCBs). 
These structures are linked together on queues that are con­
nected by a CCB base which, together with an event flag 
mechanism, provide the interface backbone. A set of service 
routines for control block initialization queue handling and 
flow control between transport and the application are the 
tools required to manage this interface. 

The design has a flexible buffer allocation strategy that 
allows the transport user to allocate its buffers to transport 
according to the session requirements. At the time the CCB 
is initialized, the transport user allocates buffers to the CCB's 
free-queue and indicates how these should be used by trans­
port by issuing credits for its receive queues. There are sepa­
rate queues associated with each CCB for expedited data 
items and for normal data and control items, and for transport 
to return issued requests with their status. 

Flow control is based on receiver allocation of buffers. The 
transport layer provides a credit based service that allows 
transmission over a virtual circuit only if buffers are available 
at the receiver. A quota field that is shared between transport 
and the transport user (in ISO, the session layer) is part of the 
CCB. It provides the credits to the communication layers for 
received data blocks and is used by transport for credit 
computations on flow controlled connections. The quota is 
decremented by transport each time a block is removed from 
the CCB's free-data queues for a received data frame. The 
application initializes this field and increments this quota each 
time a data block is returned to the free-data queue. 
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Transport Performance Considerations 

Extensive performance analysis, down to the module level, 
was done on the CDS transport implementation. The effort 
identified unreasonable module activity and demonstrated the 
task dynamics. Assembler recodings of selected modules and 
adjustments of relative task priorities gave significant per­
formance enhancements. Optimizing transport's use of the 
exec services also helped to raise the level of the transport 
performance. 

The question of the appropriate transport class and the set 
of options within a class for LANs, particularly single-hop 
LANs with no internetworking, has been addressed from a 
performance point of view. LANs generally offer a communi­
cations media characterized by high speeds and low error 
rates, so the extensive error detection and recovery features of 
Class 4 Transport may be excessive for some applications. 
Transport check sums, for example, are costly in terms of 
performance, and we have demonstrated that they are not 
necessary to provide reliable end-to-end transport connec­
tions on a single-hop LAN. CDS is currently evaluating the 
performance characteristics of transport with the various 
classes and options. 

Layers 5-7 and Network Management in LANs 

The CDS port application, called SPA, offers session and 
presentation services to a terminal user as seen in Figure 2. It 
interfaces directly to the transport layer and was designed so 
that the session services in particular could be replaced by a 
standard session protocol. The SPA session service supports a 
variety of session types, including fixed or switched circuits, 
and point-to-point or multipoint connections. Both asyn­
chronous and transparent synchronous data transfers are sup­
ported. SPA provides session negotiation and has a rotary 

ISO LAYERS 

7 APPLICATION 
6. PRESENTATION 
5. SESSION 

II. TRANSpORT 

3 NETWORK 

2. DATA LINK 

1. PHYSICAL 

CDS MODULES 

Serial I 
Port I 

Applioation - SPA I 
I I 
I Session I PAD I Name INetl 
I Mgt. I Mgt. IServioe I Mgt I 
I I I IInrl 
---------------------------

ISO 
Transport 

I Null or ISO Conneotioiiiessi 
I Internet I 
I 

IEEE 802.2 
Logioal Link 

• IEEE 802.11 
Medium Aooess 

Sublqers 

LAN Physioal Layer 

HARDWARE BOONl>ARIES 

I 
I 
I 
I 
I 
I 
I 

N I 
E I 
T I 

I 
M I CONTRCL 
A I UNIT 
N I 
A I 
G I 
E I 
M I 
E I 
N I 
T I 

I 
I 
I -
I I 
I I ACCESS 
I _I UNIT 
I 

I I I MODEM 
I_I _I 

Figure 2-CDS "Terminal server" architecture 



610 National Computer Conference, 1985 

function that selects the best port for a given call request. In 
addition to the session service, SPA offers a name service that 
allows remote ports to be addresses by configurable names. 
The name service uses the datagram service of the transport 
protocol. A station management component supports the net­
work management entities' access to internal port application 
configuration parameters and counters. As an application, 
SPA can be considered to be a packet assembler/disassembler 
(PAD) with features similar to those of an X.3 PAD. 

The network management facility of the CDS architecture 
features both local and remote reading and configuration of 
the parameters of the network interface units. A CDS net­
work control center (NCC), an IBM XT based system, exe­
cutes the remote procedures with cooperation from the re­
mote station management entities for each software layer, and 
maintains the network management database with a relational 
database system. The network management architecture was 
designed along the guidelines of the IEEE 802.1 work, and 
will eventually use the management protocols that are being 
developed in 802.1. Both local load of software and the 802.1 
remote load will be supported. The interface, like the trans­
port interface, will be a shared data queued structure for the 
management transactions. 

Activity in the standards community is now focusing on 
layers 5-7 and network management. It is likely that stan­
dards for these layers will emerge and become accepted within 
the next few years. The need for application support drove 
early LAN implementations so that an evolutionary plan is 
required to have LAN products that incorporate standards for 
the upper layers as they become accepted. Again, a product 
architecture based on the OSI Model proved to be a wise 
choice, as early products with non-standard layer implementa­
tions can be replaced by standard protocols-thus ultimately 

achieving a standard product within the original product 
architecture. 

SUMMARY AND CONCLUSION 

By adopting a software architecture based on the ISO/OSI 
Reference Model, an incremental and modular approach to 
the development of LAN products can be taken. The payoff ' 
is products whose base components meet accepted standards, 
offer interoperability with other vendors' standard products, 
and provide an evolutionary path for the development of 
completely standard products as the standards emerge for 
the higher layers. The architecture then becomes a frame 
into which the building blocks can be inserted as they are 
developed. 

CDS has used this approach successfully to develop the 
software architecture for its product base. The ISO transport 
protocol implementation is one of the standard building 
blocks that has been incorporated into the original product 
that was based on the standard IEEE 802.4 token bus access 
protocols. The approach also provides an evolutionary path 
for the incorporation of the standard network session and 
network management protocols. 
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Protocol implementation strategies in local area network 
access units 

by WENDELL TURNER 
TRW Information Networks Division 
Torrance, California 

ABSTRACT 

Local area networks are implemented with microprocessor-based access units that 
not only establish and maintain virtual connections over a shared medium but also 
provide the person-machine interface to the network and its services. The protocols 
implemented are built to take advantage of the topology and underlying data 
transfer mechanisms. The transport layer is not needed during data transfer over a 
virtual connection because of the point-to-point nature of the network and its 
inherent differences from store and forward networks. Net management may be 
accomplished either by session-level datagrams or by a virtual connection to an 
application layer task. 
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INTRODUCTION 

This paper will discuss higher-layer protocols and their imple­
mentation in local area networks. These networks are differ­
ent in many respects from other networks, and the protocols 
designed can take advantage of this difference to make their 
implementation easier and their operation efficient. First dis­
cussed will be some of the differences in these networks and 
the advantages that can be realized from these differences. 
The higher-layer protocols of the ISO Reference Modell will 
be examined along with some possible implementations. 

SOME BASIC PROPERTIES OF LOCAL AREA 
NETWORKS 

Local area networks, or LANs, are confined to a small geo­
graphic region, usually less than 10 miles in diameter. This 
allows a topology that directly covers the region; the most 
common topologies are the bus and the ring. With either one 
of these topologies every network access unit has a direct 
connection with every other unit. The point-to-point nature of 
the network allows the protocols certain liberties with the way 
they handle messages; this topic will be discussed later. There 
are currently no store-and-forward LANs, and, although one 
may be developed, these LANs will not be addressed here. 
Some local networks do contain repeaters, but these repeaters 
have storage for no more than a few bits and perform no 
routing function. 

Local area networks are owned and operated by a single 
organization. They are not public networks and are not regu­
lated by any government agency, and thus they do not neces­
sarily have to be open systems allowing interconnection at all 
levels. Some of the requirements put on the protocols can be 
relaxed so that they can be more suited to the applications. 

The network will be used for office automation, data pro­
cessing, and manufacturing control. Some LANs also transmit 
packetized voice and video. There will be significant bursty 
interactive traffic and some file transfer or host-to-host activ­
ity. The most common access to the network will be through 
a network access unit (NAU). The NAU connects a com­
puting device or a peripheral to the network and implements 
all protocols used on it. The NAU is a microprocessor-based 
control unit that can perform input-output operations to a 
terminal port (via RS-232, current loop, or other type of 
terminal protocol) and the network, performing either carrier 
sense multiple access (CSMA), token bus, or token ring ac­
cess to it. A terminal can be connected to the NAU and, with 
the appropriate commands, can set up a virtual connection to 
any other port on the network. 

The easiest way to connect the network to the host com­
puter is through a NAU connected to the host as if it were a 
local terminal. The implementation of this connection often 
amounts to a rack of NAUs connected to the host's multi­
plexor through a bundle of RS-232 cables. Because of the 
physical appearance of such connections, this is called the 
"milking machine" approach to computer networking. 2 It al­
lows remote access and remote login to the host computer, but 
other possibilities are limited by the host's software. It is 
sometimes difficult if not impossible in this arrangement to 
have the host initiate the transferring of a file or the sending 
of mail, so the host is limited in what it can do with the 
network. 

Another method of host connection is a front-end processor 
that understands both the network protocol and the host com­
puter's internal channel or bus. This allows for a much faster 
interface and does away with the need for a multiplexor. 
However, to do this the NAU would have to be much faster 
and larger than a terminal NAU and would have to be inte­
grated intimately with the host software and hardware. This 
may not be feasible in many applications, so the "milking 
machine" approach is often used. 

Network access units are sold in a highly competitive mar­
ketplace. They are designed to be a low-cost device, and 
therefore they do not have an excess of processing capability 
or memory. The services and functions that each protocol 
layer provides must be integrated with the other layers, re­
sulting in a cohesive and minimally redundant set of services 
that is efficient and cost effective to implement. 

The following sections discuss the transport, session, pres­
entation, and application layers and their implementation in a 
typical LAN. Discussion here will be restricted to the net­
works as defined; the special properties of bridges, gateways, 
and internetting will not be addressed. 

Transport Layer 

Consider first the functions of the transport layer. The 
transport layer protocol is responsible for naming and ad­
dressing, connection establishment and termination, flow 
control, buffering, multiplexing, and error recovery.3 Some 
local network protocols make use of the transport's datagram 
services for data transmissions that require the reliability of a 
virtual connection.4 The transport layer described in Refer­
ence 4 provides a datagram service that depends on some of 
the unique properties of local network topologies. Discussed 
here is an alternative implementation strategy that shows that 
the lower protocol layers already provide the reliability 
needed for virtual connection and datagram traffic; the trans­
port layer is responsible for managing the connections. 
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The transport protocol must provide a set of transport ad­
dresses or sockets for the higher layers to use. These socket 
identifiers form a networkwide unique name space. Other 
protocol processes can request that one transport socket be 
connected to another transport socket, forming a transport 
connection between the two. This service is provided by con­
nect, listen, close, send, and receive primitives. The connect, 
listen, and close primitives are used for connection mainte­
nance, the send and receive primitives to send data over the 
connection. As will be described, the transport layer's virtual 
connection functions are duplicated at other layers and the 
transport task can be passed by for traffic over the connection, 
saving several context switches and data copying operations 
for each message that traverses the internal data path. The 
transport layer's services are needed only to establish the call 
or to terminate it. 

Positive acknowledgment and retransmission of data frames 
are provided by the transport layer if the subnet is unreliable. 
Because of the topology of these networks there is no storing 
and forwarding of packets, and thus NAU-to-NAU acknowl­
edgments are end-to-end acknowledgments. (An acknowl­
edgment in a CSMAlCD system, for instance, is the collision­
free transmission of a packet.) In addition, there can be no 
loss or duplication of packets between transport programs, 
because the programs reside in the same "host" as the lower­
layer software. With guaranteed delivery by the lower-layer 
software, the transport layer is relieved of this responsibility. 

Emerging standards for link-level protocols employ func­
tion codes that indicate the buffer availability of the receiver. 5 

The function codes provide flow control from one NAU to 
another. Since there is no buffering in store-and-forward 
nodes, the only buffering takes place in the source or desti­
nation access units. Assuming that buffer control internal to 
a NAU is not a problem and can be handled easily, end-to-end 
flow control is not a problem; therefore the lower layer's flow 
control will suffice. . 

The Reference Model allows the transport layer to multi­
plex data from several internal locations into the same net­
work packet for transmission. This conserves bandwidth and 
channel access times, but due to the nature of local networks, 
bandwidth is relatively cheap and-does not need to -be con­
served in such a manner. Also, multiplexing data in packets 
requires some copying, which is not efficient for every packet 
on such a small processor. The processing speed and buffer 
memory may not allow layers to copy data to new buffers; 
therefore each layer can add its header. In this way the data 
format will be integrated vertically throughout the access unit; 
it is not completely independent for each layer. 

The transport layer must also provide error recovery for 
data. A cyclic redundancy check, or other checksum--one 
means of detecting damaged packets-is computed for each 
packet of data. Since multiplexing has already been· discarded, 
the checksum is computed on a single user's data. But the data 
link layer computes checksums on all packets; and, given the 
point-to-point nature of these networks, the checksulll com­
puted by the transport layer is not needed as a check on 
network transmission validity. 

Given the unique nature of LANs, the transport layer can 
be optimized as has been shown. With either the bus or ring 

topologies, the network access units can access others on a 
point-to-point basis, eliminating many of the transport layer 
functions in providing a reliable end-to-end service. With re­
liable data transfer now established, the rest of this discussion 
will concentrate on the higher layers of protocols and their 
roles in connection establishment and network management. 

Session Layer 

The main purpose of the session layer is to add user­
oriented services to the transport layer. Using the facilities 
provided by the lower layers, this layer adds to them functions 
that will make network use and maintenance easier. In addi­
tion to maintaining virtual connections, it also provides trans­
lation of names known by the source application program into 
networkwide unique addresses of processes or ports; and it 
provides useful and timely network management features, in­
cluding status monitoring and software reconfiguration. Some 
of the session layer functions will not directly involve proto­
cols sent over the network but will be useful in the manage­
ment of network operation. 

The most common function of the session layer is to estab­
lish and terminate virtual connections. It must accept a con­
nect request from the application layer programs, reformat it 
if necessary, query the resources on the net, acquire the de­
sired resource, and establish the internal connection between 
the lower-layer software protocol entities and the application 
program that requested the connection. From this point on, 
the session layer does not participate in moving traffic over the 
virtual connection. When the application program has fin­
ished using the connection, it will signal the session task that 
the connection should be removed. The session task then 
signals the peer process in the other NAU that the connection 
is to be removed. Both session tasks perform the necessary 
processing to remove the connection and internally restore 
data paths and process states to their original condition. Fig­
ure 1 shows an example of the data connections established by 
the session layer during a virtual connection. 

Obviously, the session layer must be receptive not only to 
requests for network activity from application programs re­
sidinginthesame-NAU, but also to unsolicited incoming 
requests for connections and for other session services. There 
is a routine in the session layer, called a session service agent, 
that will constantly listen for unsolicited requests from other 
session layers. In the particular case of a connection request, 
the incoming connection request, if honored, causes the re­
source identified to be marked as busy if it is a physical re­
source (I/O port), and causes a process activation if it is to a 
software resource. In either case the proper response is for­
matted by the session service agent and returned to the caller, 
and internal connections are established that route data re­
ceived over the network to the identified entity. 

Integrated into the call placing and answering is a logical 
name-to-physical-address translation. It would be useless to 
try to keep an internal list of the logical name and physical 
addresses of all the connectable entities on the network, be­
cause it would consume too much internal memory and need 
constant updating. A dynamic approach is taken to resolve 
this problem. 
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Figure I-Data flow over a virtual connection 

An internal query operation using broadcast datagrams will 
return the status and network-unique name of a resource 
identified by a given character string. The query operation 
performed by the destination session service agent in response 
to a query operation is built with a "rotary" feature, similar 
to a conventional office telephone. In trying to establish a 
connection to one of the 16 ports on a host computer's multi­
plexor, for example, anyone of the 16 will do, but each has 
a unique address. The rotary feature gets around this by al­
lowing a connection to the first available port. In this way 
similar resources can be logically grouped together. 

The response to the name query will be the full name of the 
resource, its status, and its physical network address. The 
session layer sending the query then receives the responses, 
filters out the one needed, and processes it for the connection. 
Flooding is one of several techniques used successfully in im­
plementing this sort of dynamic approach to networkwide 
query operations. After the entity to connect with is identi­
fied, the connection request is sent to the selected session 
service agent. 

During this process the session service agent must check 
many items before allowing the connection. Certainly, if the 
requested port is busy, then the request must be denied; but 
passwords and privilege levels may also cause denial. Internal 
memory and processing capabilities may allow a maximum 
number of software resources to be running simultaneously; 
the first few requests will be honored, and the others will be 
denied. 

The session services relating to virtual connections and their 
maintenance have been discussed. Network management and 
the functions and operations involved will now be discussed. 

Each network access unit has many associated parameters. 
Terminal port parameters such as baud rate and stop bits, as 

well as port names, must be configured for each unit. Each 
layer of the protocol hierarchy must be properly configured, 
and each has statistics of its activity to report. There are many 
ways to read and set these parameters on the access units; two 
methods will be described here. The first, which uses the 
session service agent, is called remote operations. The second, 
which makes use of the connection abilities of the application 
layer, is called remote command processing. Remote com­
mand processing will be described in the section on the appli­
cation layer. 

In the remote operations scheme, the command entered is 
parsed by the local application command processor. A query 
or datagram request is then built, depending on the particular 
command, and sent to another session service agent. It is 
referred to as remote operations because the packet contain­
ing the command is sent to a remote NAU to perform the 
operation. 

ISO Draft Recommendation X.4096 has formally defined a 
structure for the internal representation of tables needed by 
the various protocol entities in a NAU. This format, if used, 
rigorously structures all tables inside the NAU. With all tables 
in an identical format it is relatively easy to define operations 
to access and manipulate those tables. 

ISO Draft Recommendation X.4107 defines a structure for 
defining the operations on those tables. It includes the oper­
ation definition, its parameters, and its status return code 
definitions. The X.410 protocol works in conjunction with the 
X.409 structure definition to manipulate elements in any layer 
in any NAU. 

To assist in the overall view of the effect of this kind of 
structuring, the parameters in the tables belonging to an 
access unit can be conceptualized as tuples in a relational 
database. The session task then provides query retrieval, up­
dating, and partitioning operations on the network. The ses­
sion task residing in the same NAU as the requestor will 
format the request into a transport datagram and send it to 
another session service agent. 

The session service agent receives the query and examines 
its own internal data as if those data were a single tuple in a 
database. The service agent formats the responses according 
to the X.410 Recommendation and reports them to the re­
questor. Note that this is a distributed processing event in that 
every tuple of the database has its own processor. The local 
session service can request information either explicitly or 
generally. An explicit request identifies a particular NAU and 
solicits information from it. A general information request is 
sent via a broadcast datagram or group address datagram, and 
each session service agent receives the request and responds 
to it only if the request can be satisfied. If an explicit request 
is made that spans more than one NAU, the local session 
service breaks down the request into an explicit request for 
each affected session service agent. This makes it easy to, say, 
set all ports that have the logical name "host 1" to a baud rate 
of 9600, or display the names of all ports to which a connection 
can be established. Figure 2 shows the data flow during a 
typical operation of this kind. 

Through logical naming and password protection the net­
work can be logically partitioned into groups, allowing some 
users limited access to all the resources on the network and 
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Figure 2-Data flow during remote operations 

thereby protecting sensitive portions of the network from ma­
licious users. 

Another service that is useful for a session program is estab­
lishing and maintaining an array of transport sockets to which 
connections have been established. This is one of the features 
of the session layer that does not use the network protocol. 
The use and manipulation of the array is internal to the local 
network access unit, causing no network traffic, and is trans­
parent to the resources at the other end of the connection. 
While the connection is active, the application resource is 
internally connected to the lower-layer protocol entity and 
sends and receives data over that connection. When the con­
nection is interrupted or broken, the pertinent information 
about that connection is saved in the array. Another con-
-nection may then be established. This one may also be-saved 
and the first one resumed. This would give the effect of 
putting one connection on hold while performing processing 
on another connection. An independent disconnect request 
would cause the transport connection actually to terminate. 

An elaborate session layer protocol that is typical of this 
genre of networks represents a more production-oriented 
approach than is used in long-haul and in experimental 
networks. 

Presentation Layer 

The presentation layer is concerned with presenting the 
data to the user terminal in an acceptable format. Most of the 
processing needed is performed by the device driver of the 
output port or by a common set of library subroutines in order 
to minimize context switching inside the network access unit. 

The presentation layer will have its own validations to per­
form during the connection process. If the pr~sentation layer 
is not able to convert from one data stream to another, the 

connection will be disallowed. For example, some of the re­
quests to convert an input stream using hardware flow control 
lines to one using x-on, x-off flow control characters may not 
be possible because of inability to map out-of-band signaling 
methods to other signaling methods. 

The presentation layer is also used to scan the data stream 
for a break sequence. The occurrence of the break sequence 
causes the presentation layer to signal the session layer to 
switch the internal data stream from the network back to the 
local command processor. The break sequence, either a spe­
cial character sequence or hardware control line change, will 
cause the session task to save the connection in its array and 
internally connect the port to the application program. 

Application Layer 

The application layer task in LAN access units accepts char­
acter string input from a user terminal and interprets it as a 
command. The simpler programs that implement this function 
are menu processors that accept single letter commands with 
few parameters. These commands each cause a single particu­
lar action such as a connect or disconnect. Elaborate applica­
tion programs interpret the input character string, perform 
line editing as necessary (such as delete character), and then 
parse the command according to syntax tables. These tables 
tell how to interpret the parameters and which routines to run. 
The tables also indicate required parameters that must be 
supplied and give default values for those not supplied. In 
addition to its interface to session services, the application 
layer should be able to gather statistics from the other layers 
inside the NAU and display them in a meaningful format. It 
should also be able to show and set the local parameters inside 
the access unit. 

Previously discussed was one method of affecting parame-
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Figure 3-Data flow during remote command processing 
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ters on other access units, the session layer approach called 
remote operations. Now to be discussed is another method of 
accomplishing the same thing, called remote command pro­
cessing. Figure 3 shows the data flow during this operation. 

The application layer command processor is constructed to 
accept a command stream from sundry internal points. The 
session layer can then establish a virtual connection between 
a local terminal port and a remote application layer command 
processor. The characters entered are sent across the connec­
tion, assembled as a command by the remote access unit, and 
then executed. The parameters are updated or the display 
format generated as if the command came from a local device. 
In this way the access units can all be configured from a single 
place; there is no need to go to every unit in order to set up 
its parameters. This does not require the elaborate and rig­
orous table structures of X.409, because all requests to modify 
parameters are local to the NAU; they do not appear to be 
coming from over the network. In addition, the order and 
sequence of updates may be controlled locally; information 
transfers may be a continuous data stream and not limited to 
the size of a datagram. 

SUMMARY 

Local area networks are unique in their size and topology; this 
allows certain advantages to the protocol designer. Redun-

dant operations are eliminated because processing capabilities 
do not allow duplicated services. The transport protocol de­
signer can make use of the underlying layers, choosing what 
routines are needed to provide the services required. Network 
management may be performed in several ways, depending on 
the chosen layering and the expected use of the network. 
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OpenNET: A network architecture for 
connecting different operating systems 

by LEONARD H. MAGNUSON and MICHAEL SZABADOS 
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ABSTRACT 

A major goal of local area networks is the connection of different systems. This 
paper discusses Intel's OpenNET, which provides transparent interoperation of 
different operating systems on the same network, based on industry standard pro­
tocols. OpenNET encompasses all seven layers of the OSI network model. The 
focus of this paper is on the upper-layer software, which implements the network 
file access capability. 
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A major goal of local area networks is connecting different 
systems. Intel's OpenNET family of products is the first to 
provide transparent interoperation of different operating sys­
tems on the same network, based on industry standard proto­
cols. OpenNET is compatible with IBM's PC Networking 
Software and Microsoft Networks (MS-NET) and also sup­
ports Xenix and iRMX 86. OpenNET's implementation of the 
OSI model offers a high degree of design flexibility for system 
integrators and system users. 

The OpenNET architecture allows transparent, hetero­
geneous interoperation between PC-DOS, MS-DOS, Xenix, 
iRMX 86, and other operating systems from vendors imple­
menting the protocols, making possible a wide range of 
diverse local-area network (LAN) applications in manu­
facturing, transaction processing, and office automation 
environments. Unlike many available LAN systems, Open­
NET makes use of existing file access systems, so the user's 
existing applications software can be used without change on 
the network. 

The OpenNET product family consists of products that 
encompass all seven layers of the OSI network model. Based 
on Intel's advanced VLSI LAN technology, the key elements 
in the system are board and system-level hardware for Ether­
net, transport layer software, and software that supports OSI 
Layers 5 through 7. Specific products in the OpenNET family 
include SMX 552 Multibus Transport Engine; the 186/51 Mul­
tibus COMMputer Board; iNA 960 transport layer software; 
and Intel's RMX Networking Software and the Xenix Net­
working Software, developed in a partnership between Intel 
and Microsoft. 

The lower four layers in the PC environment are supported 
by the Ungerman Bass Personal NIU running a preconfigured 
version of the iNA 960 transport software. The upper layers 
for DOS operating systems are implemented by MS-NET. 
The products provide a set of flexible network building blocks 
that can be used to link different microcomputers, work sta­
tions, PCs, and peripherals. (See Figure 1.) 

The focus of this paper is on the upper-layer software imple­
menting the novel heterogeneous network file access capabil­
ity on top of an ISO 8073 compatible transport capability. 

The upper-layer protocols are implemented in software ini­
tially configured to run on the host processor. Layer 5 pro­
vides a logical, name-based connection capability; so systems 
and users can be accessed at all times, regardless of their 
physical location on the network. Layers 6 and 7 provide 
network file service. These two capabilities combine to offer 
transparent file access to the user from any remote or local 
node. 
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Figure 1-How EthernetiOpenNET connects different systems on the same 
network 

SESSION LAYER 

Layer 5, the session layer, will translate the symbolic name 
supplied by the user into a physical address and will then use 
the transport layer to establish a virtual circuit between the 
requestor and the target system. Names are assigned by the 
user so that nodes can be easily accessed with familiar 
commands. 

PRESENTATION AND APPLICATION LAYERS 

The network file access (NFA) protocol lets users read, write, 
open, close, and otherwise manipulate files from a remote 
location and thus implements true transparent remote file 
access, as opposed to the disk-sharing and file transfer meth­
ods used by other networks. This transparency permits users 
to continue working with existing applications software and 
lets them make the transition from a stand-alone to a network 
environment without having to learn a new interface. On the 
network, each node is either a server or a consumer or both. 
The consumer at a given node transmits the user's commands 
across the LAN to the server at the access node, which exe­
cutes them. Unlike file transfer (a separate capability that is 
not transparent to the network user), network file access gen­
erally eliminates the need to move entire files before working 
with the data. Network file access thus results in less move­
ment of data along the network and higher overall network 
performance. 



622 National Computer Conference, 1985 

• THE FILE ACCESS PROTOCOLS PROVIDE FOR A CONSISTENT VIEW 
OF FILES THROUGHOUT THE NET 

THE LOCAL DIRECTORIES ARE EXTENDED ACROSS THE NET 

Figure 2-The network hierarchical file system 

File access control is another feature of NFA. Different 
operating systems naturally have different protection models, 
and NFA honors the protection schemes specified by every 
type of server for its files. NFA resolves the differences be­
tween server protection models, however; so the consumer 
system will always see these access permissions expressed in 
its own operating system's format. 

FILE SYSTEM 

The protocols support a network hierarchical file structure, as 
illustrated in Figure 2. The hierarchy has been extended "up­
wards" through the addition of a network root (indicated by 
a double slash, either / / or " " to the file name space. The file 
names are prefixed with the name of the system on which they 
reside within the network. This scheme-a logical extension 
of the file systems used by DOS, Xenix, and iRMX 86-
ensures that file names are both unique and consistent 
throughout the network. 

User applications access remote files through the same sys­
tem call interface used to access local devices. Since this inter­
face is not modified by the network, applications transparency 
for remote file access is ensured. Because most services are 
based on the file system, many of them will work across the 
network with little or no change. For example, Xenix mail can 
exchange mail with Xenix users anywhere on the network, 
and the "at" command can be used to initiate batch jobs on 
other Xenix network systems. 

EXPANDABLE PROTOCOLS 

The OpenNET file access protocols were jointly developed 
with Microsoft and are compatible with the protocols used by 
IBM in PC-NET. The application layer protocol sets are ex­
pandable to provide transparent file access among transparent 
interoperation between MS DOS and PC DOS systems. The 
extended protocols allow Xenix and iRMX-based systems to 
interoperate transparently. As illustrated in Figure 3, the ex­
tended protocols are a superset of the core protocols. 

IMPLEMENTATIONS 

The network service software consists of separate server and 
consumer modules. The iRMX, Xenix, and PC DOS imple-

• THE PROTOCOLS ARE EXPANDABLE 

A 
\8) 

THE CORE PROTOCOLS SUPPORT OOS-TO-oOS 
INTEROPERATION 

THE EXTENDED PROTOCOLS SUPPORT MORE SOptHSTICATED 
FILE SYSTEMS (E.G. XENlX, RMX) 

Figure 3-Protocol set and heterogeneous interoperation 

mentations permit every node to be a server, a consumer, or 
both. MS DOS nodes can be either a consumer or a server. 

Implementation Under PC DOS 

A PC DOS or MS DOS consumer can access iRMX, DOS, 
or Xenix remote files as well as remote printers connected to 
DOS or Xenix servers. A DOS user who wants to access a 
remote file or printer first connects to the file server with a 
NET USE command. This command equates the remote di­
rectory with a local drive identifier. Any subsequent reference 
to that drive identifier will automatically be routed to the 
redirector. A command to equate a drive identifier with a 
remote directory would take this form: 

NET USE c: //System A/Directory Name 

Once this connection is established, the user can access the 
remote directory by simply specifying drive c. 

Implementation Under Xenix 

A Xenix system may perform concurrently as both a net­
work file consumer and a network file server. The Xenix 
consumer implementation offers complete file access trans­
parency when accessing Xenix or iRMX 86 servers. Existing 
Xenix (or Unix) applications can generally use the network 
file system without change. The consumer software is em­
bedded in the Xenix kernel and automatically directs file ac­
cesses to the appropriate local device or remote system. 

The Xenix file server provides full, transparent access to PC 
DOS, MS DOS, iRMX 86, and Xenix systems. The server 
software consists of a number of kernel processes. A process 
is created for each remote process that makes network acces­
ses to the server. These processes are transitory and are termi­
nated when the remote process terminates. 

Implementation Under iRMX 

Like Xenix, an iRMX 86 may be configured as a file server, 
a file consumer, or both. When configured as an OpenNET 
consumer, an iRMX system may transparently access files 
residing on both iRMX and Xenix servers. As noted before, 
this implies that many iRMX applications may operate on 
remote files without change. If configured as an OpenNET 



server, an iRMX system can service PC DOS, MS DOS, 
Xenix, and iRMX 86 consumers. 

Implementation Under Other Operating Systems 

OEMs and system integrators using other operating sys­
tems and system backplanes will need customized implemen­
tations of the hardware and protocols in order to connect onto 
an Ethernet OpenNET LAN. The task can be considerably 
simplified by using the original equipment manufacturer 
(OEM) building blocks available from Intel. 
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To implement the lower four ISO layers for non-Multibus 
environments the OEM can develop a transport engine based 
on Intel's 82586, 82501,and 80186 VLSI components and the 
iNA 960 software. 

The upper-layer software can be developed from scratch on 
the basis of the file access protocols, which will be published 
by Microsoft. In most cases, however, OEMs will save devel­
opment time and resources by acquiring the source code (writ­
ten in PLM for iRMX and in C for Xenix) and porting it over 
to their operating systems. 
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ABSTRACT 

For the past 20 to 30 years, the Private Branch Exchange (PBX) has provided an 
efficient and effective means of communicating in the office environment. One of 
the major reasons that PBXs and the interconnecting voice-oriented network are 
Ubiquitous, of high quality, and implementable by many vendors is the existence of 
technical standards defining the interface specifications between the nodes of the 
network. OMI is a newly proposed standard for data communications that has the 
potential to create for data what the existing standards have done for voice commu­
nications. In fact, much of this potential can be immediately realized, since the 
physical level of the OMI protocol uses the standard OSl bit rate (1.544 Mb/s) and 
it is directly compatible with the high-speed Tl digital facilities existing in North 
America. In other words, there are billions of dollars in network facilities that OMI 
can leverage on immediately. 

The PBX is ideally positioned to enable OMI to solve many data networking 
problems. The office environment is the hub of most data networking. The PBX, 
because of the office's voice needs, is already central to an office's voice communi­
cations network. Therefore, the digital PBX has the opportunity to efficiently solve 
both voice and data networking problems. For the data component, OMI is able to 
provide a cost-effective, high-speed interface, interconnecting terminals to hosts, 
and hosts to hosts on the customer's premises. In addition, the PBX is able to 
improve dramatically this data connectivity by extending it over a large geographic 
area. That is, individual 64 Kb/s OMI channels can be switched through the PBX 
and onto standard long-haul digital facilities. The local area network provided by 
OMI and the PBX can then become a wide area network that can access not only 
an entire country but potentially the world. 
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ROLE OF THE PBX 

For the past 20 to 30 years, the private branch exchange 
(PBX) has provided an efficient and effective means of com­
municating in the office environment. The term PBX refers to 
a switching system (exchange) located on a customer's prem­
ises (private branch) that provides interconnection among ter­
minals and facilitates access to the external network. The 
PBX's counterparts in the local and long-distance network are 
the central office switch and the toll trunk switcher. These 
switches, together with the interconnecting facilities, have 
created a network in the U.S. that is not only a technological 
marvel but the envy of the world. From any PBX network 
terminal a high-quality, voice-oriented connection can be set 
up instantly to more than 200 million end points anywhere in 
the country. 

The network, which has been optimized for voice connec­
tions, also has been used extensively to transport data be­
tween terminals and hosts as well as between hosts. Modems 
are used to convert the per-channel digital bit streams from 
these devices to analog signals that permit the transmission of 
the data onto a connection that would normally carry voice. 
However, with the rapid growth of PBX data end points in 
recent years, and the limitations created with modems, it is 
desirable to transmit the digital bit streams between the termi­
nal and host end points transparently within the PBX. It is . 
also desirable to access the network directly with the digital bit 
streams. Digital PBXs have made this possible. 

A digital PBX uses a digital network fabric. That is, it 
performs its connection function by switching the digital bit 
stream received directly from each originating end point to 
each terminating end point. Digital switching in the PBX has 
many advantages, including the ability to increase the trans­
mission rates between the end points dramatically and cost 
effectively. The latter also applies to the network access 
interface. 

EFFECT OF STANDARDS ON THE 
VOICE NETWORK 

One major reason that the existing voice-oriented network is 
widespread, of high quality, and implementable by many ven­
dors is the existence of technical standards that define the 
interface specifications between the nodes of the network. 
AT&T has had a history of creating network technical stan­
dards and making them available to all so that there can be 
one network. In particular, the United States Independent 
Telephone Association (USITA) and AT&T have collec­
tively contributed over the years to the "Notes on Distance 
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Dialing," which have provided technical data required by de­
signers and engineers to design and plan the existing network 
in areas such as the numbering plan, the switching plan, 
equipment, signaling, and in network management, transmis­
sion, and maintenance. 

DMI DATA NETWORKING STANDARD 

The digital multiplexed interface (DMI) is a proposed stan­
dard for data communications that has the potential to create 
for data what the existing standards have done for voice com­
munications. In fact, much of this potential can be realized 
immediately, because the physical level of the DMI protocol 
uses the standard DSl bit rate (1.544 Mb/s) and it is directly 
compatible with North American high-speed Tl digital facili­
ties. In other words, there are billions of dollars' worth of net­
work facilities that DMI can use immediately. 

DMI also is consistent with international standards; the 
North American standard is used in Japan. The international 
telecommunications organization, CCITT, is actively consid­
ering the Integrated Services Digital Network (ISDN) stan­
dards proposals. DMI has incorporated the ISDN standards 
wherever possible. At the physical level, DMI supports both 
North American (1.544 Mb/s) and European (2.048 Mb/s) 
high-speed digital facility line rates. This provides 24 and 32 
64-Kb/s channels, respectively. For the message base control 
channel the protocol is the same as the CCITT standard, and 
it is hoped that CCITT will adopt the DMI mode 3 protocol 
for the ISDN data channels. 

The PBX is ideally positioned to enable DMI to solve many 
data networking problems. That is, the office environment is 
the hub of most data networking. The PBX, because of the 
office's voice needs, is already central to most office commu­
nications networks. Therefore, the digital PBX has the oppor­
tunity to solve both voice and data networking problems. For 
the data component, DMI is able to provide a cost-effective, 
high-speed interface, connecting terminals to hosts and hosts 
to hosts on the customer's premises. In addition, the PBX is 
able to improve dramatically this data connection by extend­
ing it over a large geographic area. That is, individual 64-Kb/s 
DMI channels can be switched through the PBX and onto 
standard long-haul digital facilities. The local area network 
provided by DMI and the PBX can then become a wide area 
network that can access not only an entire country but poten­
tially the world. For the existing voice implementation of the 
network, the features and capabilities are already well estab­
lished. With the PBX providing the networking for data as 
well as voice, several significant benefits can also be realized 
including a common network and control structure providing 
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common maintenance and administration, a common access 
to both the work station and the network, and the opportunity 
to provide integrated voice-data services (because simulta­
neous access is available to both). 

PBX ARCHITECTURE 

The PBX provides a reliable, easily configurable switching 
network fabric that enables interconnection of voice or data 
terminals within the office. It also permits the interconnection 
of PBX end points to the network. The PBX makes the inter­
connections by setting up a two-way circuit for the duration of 
a call between the two end points involved. Up until a few 
years ago, the circuit switch connection transmitted the analog 
representation of the voice or data connection. Today, the 
PBX uses a digital representation of the signal from the end 
points. The switch fabric therefore transmits a digital bit 
stream. For voice-oriented end points the analog signal is 
sampled at 8 KHz and each sample is represented by an 8-bit 
code. It therefore takes 64 Kb/s to represent a voice connec­
tion. For data end points, a 64-Kb/s switched data channel is 
not only a basic switchable channel but it is easy to implement. 
The PBX digital swtich fabric also can be configured for simul­
taneous switching of very high bandwidth channels that are 
multiples of 64-Kb/s channels (i.e., 384 Kb/s or 1.544 Mb/s). 
Each physical end point in a PBX environment normally has 
two terminals, one for voice and one for data. It is therefore 
advantageous to have at least 128 Kb/s and a control channel 
at every end point. 

Data networking with DMI therefore has a major advan­
tage to draw on, the PBX itself. The modern PBX can im­
prove the implementation of a cost-effective, widespread, and 

reliable data network for the office. It also can provide con­
nection to the rest of the world. The following sections outline 
some of the attributes of a modern PBX and the design tech­
nology that should enable the PBX and its DMI interface to 
achieve the attributes stated above. 

PBX Switching Technology 

PBX switching systems have a rich design base and a history 
of using the most up-to-date hardware and software to create 
automated and reconfigurable networks that connect thou­
sands of end points. These systems operate in real time, are 
capable of high performance, often are fault tolerant, and are 
designed to meet the needs of the office environment. AT&T 
Information Systems' System 85 implements several capabili­
ties (Figure 1). 

The system uses a high-performance, bit-sliced, common 
control processor (501 CC) that can be duplicated for reli­
ability. The duplicated processor, a cache memory, many 
megawords of random access memory, and a nonvolatile bulk 
storage subsystem all have built-in error detection and, in 
some cases, error correction. The processor and its subsys­
tems can be reconfigured automatically in real time, without 
loss of service. In addition, the entire system can be diagnosed 
to the circuit pack (replaceable entity) level, again without 
service interruption. The entire duplicated system has a down­
time objective of three minutes per year. 

The switching network consists of two basic building blocks: 
a time slot interchange (TSI) module and a center-stage time 
multiplex switch (TMS). The TSI switches digital bit streams 
arriving from terminal end points by reordering the time se­
quence of the bit streams received. The reordered digital bit 
streams are then sequenced onto the digital highways to 
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return to the appropriate terminal end points. The TMS 
connects modules with one another and performs a space­
switching function by directly connecting up to 31 TSI mod­
ules at any given time. Because this space-switching function 
is multiplexed, the TMS is reconfigured millions of times each 
second. 

Individual terminals are connected by twisted pair cables to 
port circuits in a TSI module that can be 5000 feet away. For 
normal digital end points these twisted pair cables carry data 
at 160 Kb/s. Port circuits format the digital bit streams and 
place them on the high-speed digital highways terminating on 
the TSI. The TSI has a switching capacity of 65 Mb/s. The 
capacity of the TMS is 1024 Mb/s. The TSIs are connected to 
the TMS by a 32-Mb/s fiber optic link that can be 13,000 feet 
long. 

The digital switching network fabric has the same fault­
tolerant capabilities as the processor complex. All the TSIs, 
the TMS, and their interconnecting fiber optic links can be 
duplicated. Built-in error detection, error recovery, and diag­
nostics permit automatic reconfiguration under error condi­
tions. They also allow easy location and replacement of failing 
circuit entities. For routine maintenance of redundant units, 
the system is even able to switch from the on-line to off-line 
network modules without missing a single bit passing through 
the network. 

In addition to the 32-Mb/s fiber optic links, the system takes 
advantage of the latest in high-speed logic and both custom 
and off-the-shelf VLSI devices. For example, 256-K memory 
parts are used in the common control, custom VLSI in the 
port circuits, and high-speed ECL logic in the TMS. 

BENEFITS OF PBX VOICE-DATA INTEGRATON 

Because the PBX has a large installed base that currently 
implements a multiplicity of voice functions it provides an 
opportunity not only to leverage data implementations from 
the existing voice network but also to develop synergies be­
tween voice and data functions on the PBX. 

Installed PBX Base 

Digital PBXs are being installed at a rapid rate, about 
10,000 systems in 1985 in the U.S. alone. DMI allows efficient 
connection of host computers to these PBXs and in tum to the 
many terminal end points attached to these same PBXs. 

Common Access to Long-Distance Network 

The PBX provides an efficient means of connection to the 
long-distance network. PBXs are directly attached to the net­
work, often with digital facilities. This access and the trans­
mission over long distances is expensive. DMI data channels 
can share access and transmission costs with the digitized 
voice channels that traverse this interface. 

Installed Network Facility Base 

The long-distance network is rapidly becoming digital. DMI 
is directly compatible with this vast resource because the phys-
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icallayer of the DMI protocol is identical to the North Amer­
ican T1 digital facility standard. 

Installed Building Wiring Base 

In most offices, huge investments have already been made 
in twisted pair copper wire that connects telephone station 
sets to PBXs, both old and new. This same twisted pair wire 
can be used to transmit high-speed digital signals from work 
stations to the PBX. 

Voice-Data Feature Integration 

The ability to use shared resources for voice and data also 
offers the opportunity to develop features that take advantage 
of the simultaneous access to voice and data information. 

ISDN Directions 

DMI is directly compatible with the ISDN standards. In 
addition, it should not be long before ISDN network stan­
dards are accepted for PBX-to-PBX and PBX-to-network in­
terfaces, not only in the U.S., but worldwide. When this hap­
pens, DMI's advantages will multiply for many of the reasons 
outlined above. 

DMI ARCHITECTURE AND DESIGN IN THE PBX 

To outline the architecture of the DMI interface in a PBX, the 
implementation of System 85 will be highlighted. System 75's 
implementation is similar. Figure 2 shows a system level view 
of the connection between terminal end points and host com­
puters and between one host computer and another. It also 
illustrates the interface to the network. 

PBX to Host Computer 

DMI defines the PBX-to-host-computer interface. For do­
mestic implementation, the physical level is a 1.544-Mb/s bit 
stream that uses the standard North American T1 framing 
formats and provides 23 64-Kb/s data channels and one 
64-Kb/s common signaling channel. The output of a DMI port 
on either the PBX or the host computer can interface directly 
to external facilities (no digital channel banks), providing an 
ability to use this interface easily at long distances (thousands 
of miles) over digital facilities. 

For a direct interface to the external network, the FCC 
requires the use of a network channel terminating equipment 
(NCTE) device. The NCTE terminates the repeatered T1 
line, provides T1 maintenance capabilities, and provides a 
DS1-compatible interface to the PBX or host computer. The 
maximum distance from the NCTE to the PBX or the host 
is 655 feet over twisted pair cable. A special twisted pair 
shielded cable is required for this interface. 

For use in an office, the DS1 metallic interface can extend 
1310 feet between the PBX and the host. Again, the special 
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Figure 2-System level view 

twisted pair shielded cable is required. A fiber optic interface 
option from the DMI port will permit DMI to extend 2-km for 
large buildings or complexes. 

Figure 3 is a detailed block diagram of the DMI port design 
in the PBX. The entire interface is contained on a single, 8-
by 14-inch circuit pack. The major sections of the DMI inter­
face are the DS11.544-Mb/s line interface (implemented with 
transformers and a VLSI DS1 chip set), the fiber optic link 
interface, the interface to the high-speed digital . bit stream 
highways that connect the DMI port to the TSI switch entity, 
the interface to common control of the digital switch fabric, 
and a microprocessor control complex to provide a variety of 
functions on the DMI port. The microprocessor functions 
include processing the signaling information in the 24th chan­
nel, providing the per-channel control association with each 
data channel, initiating start-up, and setting default parame­
ters for the port. The microprocessor also performs error 
monitoring and maintenance testing both in real time and on 
demand for many functions both on this port and on the 
connected facilities. 

For the metallic implementation, the DMI 1.544-Mb/s bit 
stream arrives at the receive input. Passing through the re­
ceive transformer, it then encounters in sequence the receive 
converter, the framer, and the receive synchronizer. These 
devices convert the T1 alternate mark inversion (AMI) signal 
into a parallel data format, recover clock from the incoming 
bit stream, and identify the DS1 frame boundaries. These 

devices also double-buffer the incoming data streams to elim­
inate any loss of data that might occur because of phase jitter 
between the DS1 line clock and the PBX network clock. In 
addition, they provide a 32, 64-Kb/s-channel format for the 
data that are transmitted to the switch network. The 32-
channel interface to the switch allows the same basic design to 
be used both for domestic (24) and for international (32) 
facility interfaces. In the transmit direction the inverse func­
tions are performed-. The ma.lntenance buffer device provides 
an 8-bit microprocessor bus on one side and a serial channel 
interface to the DS1 chip set on the other. The serial channel 
provides the access and the capability to run both in-serivce 
and out-of-service error detection and maintenance routines 
on the DMI port. The maintenance buffer also monitors in­
service facility alarms and records the number of misframes 
and slips on the DMI facility. 

The fiber optic interface operates in the same manner as the 
metallic interface except that a fiber optic transmitter and 
receiver replace the transformers and the transmitter and re­
ceive converters, respectively. 

In the DMI interface at the PBX, the level two and level 
three functions of the DMI protocol are not performed. The 
HDLC data streams are transmitted directly through the DMI 
port and the switching network to the terminal or host com­
puter end points, where these levels of the protocol are termi­
nated. For PBX terminals that are not compatible with DMI 
protocols, an adapter or protocol converter is needed. This 
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adapter can be put in series with the DMI interface or it can 
be pooled and switched into DMI connections as shown in 
Figure 4. 

interfaces to the network, except for the firmware that con­
trols the details of the network signaling and sequencing 
patterns. 

PBX to Network 

The same physical interface described for the D MI host 
port in the PBX· can also be used for the PBX port that 

PBX 

64 KBIT 
TRANSPARENT 

CONY. OMI 

PBX to Terminal 

The PBX-to-terminal interface probably will be a little dif­
ferent for each PBX vendor. However, there will typically be 
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some areas of commonality: one or two 64-Kb/s data channels 
for each work station, a moderate speed control channel (8- or 
16-Kb/s) and a physical line interface that allows these chan­
nels and direct current power to be multiplexed onto twisted 
pair copper wires and transmitted thousands of feet from the 
PBX switch. 

In System 75/85, the digital terminal line interface is defined 
with a protocol called DCP (digital communications proto­
col), which initially was chosen to be compatible with the 
ISDN terminal interface. It is therefore similar to the ISDN 
standard, but in the interval since the DCP design was com­
pleteda few years ago, the ISDN standards have been modi­
fied. The DCP line rate is 160 Kb/s; two 64-Kb/s channels (one 
for voice and one for data), 8 Kb/s for control, with the re­
maining bandwidth for framing. The DCP line can support 
digital end points up to 5000 feet from the PBX. DCP sup­
ports only. point-to-point line terminations. 

COST IS THE BENEFIT 

The multiplexed nature of the DMI interface between the 
PBX and the host computer will provide a major cost im­
provement compared with current methods of interconnec­
tion. Individual lines and the associated interface hardware 
now are required for every connection, both at the PBX and 
at the host end. Typically it will be more cost effective to use 
a 23-channel DMI link rather than four or five individual links 
using modems and per-channel hardware. Therefore, the im­
plementation of large numbers of terminals or personal com­
puters connecting to a host will be cost efficient. 

DMI also has many feature attributes that will greatly en­
hance the utility of the interface: 

1. OMI offers a direct interface to standard T1 facilities, 
which "remote" the PBX-to-host multiplexed connec­
tion. 

2. DMI also provides the ability to connect equipment 
from several vendors to one standard interface. 

3. DMI protocol options offer a range of HDLC­
compatible alternatives for transmition of high-speed 
digital data over a large embedded base of digital facili­
ties. DMI mode 3 will be particularly attractive because 
of its error detection and error correction capability, its 
ability to implement statistical multiplexing on DMI 
links, and the simplicity and cost effectiveness of termi­
nating the protocol at terminal end points. 

SUMMARY 

DMI has been proposed by AT&T Information Systems as a 
standard to help create a universal interface that will allow 
efficient networking of computers through PBXs. The large 
embedded base of digital PBXs and the vast long-distance 
network to which PBXs have access, make the PBX an ex­
tremelypowerful networking vehicle. Today's PBX can rou­
tinely switch 64-Kb/s channels; many can switch Mb/s chan­
nels if so required. 

AT&T Information Systems and Hewlett-Packard have 
been working together for the past year to ensure a DMI 
interface that can be implemented universally. This has in­
cluded working with Rockwell International and AT&T Tech­
nologies to ensure the availability of VLSI support to facilitate 
a straightforward and cost-effective design of the DMI inter­
faces both at the PBX and the host computer. Design 
implementation details and VLSI descriptions are provided to 
all DMI licensees at the DMI User's Group Meetings held 
every few months. It is expected that the availability, the 
technical content, and the many capabilities of the DMI 
specification, together with VLSI device support and the 
implementation details provided, will enable DMI to become 
a universal data communications standard. This standard 
should benefit all PBX and host computer vendors. Most 
important, it should soon provide the users with a class of data 
service that rivals the voice services offered today by the PBX 
and the long-distance network. 
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ABSTRACT 

The Digital Multiplexed Interface provides cost-effective data connectivity between 
PBX-based terminals and host computers. DMI uses high-speed digital transmis­
sion facilities, common channel signaling, and four data transport modes to provide 
data connectivity at rates up to 64 Kbps for 23 (30 in the European version) data 
channels over a single 4-wire interface. DMI is consistent with both the existing and 
evolving standards for the Integrated Services Digital Network and is probably the 
first practical example of implementation of an ISDN interface. Since DMI was 
initially announced in November 1983, over 60 companies have licensed the right to 
build DMI, and many host and PBX vendors are currently implementing the inter­
face. DMI licensees are aided in their implementations through participation in the 
DMI Users Group. The Users Group includes detailed information and discussion 
on DMI implementation, in addition to information on standards activity related to 
DMI and discussions of plans for continued DMI evolution. DMI's capabilities were 
demonstrated between an AT&T Information Systems PBX and a Hewlett-Packard 
3000 host computer at Interface '85 in Atlanta. PBX and host equipment with DMI 
interfaces will begin being shipped to customer locations in the second half of 1985. 
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INTRODUCfION 

The Digital Multiplexed Interface (DMI) was defined to pro­
vide cost-effective, high-speed interconnection between ter­
minals and host computers in a PBX environment. The DMI 
definition maintains a balance between maximum use of 
existing technologies to facilitate early implementations and 
compatibility with emerging international standards for the 
Integrated Services Digital Network. DMI takes advantage of 
existing high-speed digital carrier systems (1.544 Mbps in 
North America and Japan; 2.048 Mbps in Europe) to provide 
multiple (23 or 30) 64-Kbps data communications channels 
over a single physical interface. To provide a smooth evolution 
to ISDN, DMI uses existing AT&T Information Systems algo­
rithms for data transport over a 64-Kbps channel and confines 
signaling to a single common channel. 

The initial public announcement of support for OMI was 
made jointly by AT&T Information Systems, Hewlett­
Packard Company, and Wang Laboratories in October 1983. 
Since that time many additional vendors have licensed for the 
right to develop DMI on their products. This group of li­
censees includes most of the significant vendors in today's 
voice/data communications marketplace. 

PRE-DMI DATA CONNECTIVITY 

Without a DMI-like interface, data communication between a 
PBX and host computer is limited in several respects. The 
most common arrangement requires separate wire pairs, a 
physical termination, and a pair of modems for each data 
channel. In addition to the obvious cost burdens of this 
arrangement, functionality is limited by a maximum data rate 
of 19.2 Kbps. 

The economic burden can be eased in some applications 
through the use of statistical multiplexers to achieve more 
efficient use of the physical connections. The maximum data 
rates can be increased through the use of product specific data 
modules rather than modems. However, none of the existing 
arrangements provide an efficient means for high-speed multi­
plexed data transport between a PBX and a host. 

Figure 1 shows three alternatives for data transport between 
a PBX and host: (1) the use of modems on a per-channel 
basis, (2) product-specific data modules that provide two 
64-Kbps data channels per termination, and (3) DMI. Figure 
2 shows a relative cost comparison for one example of an 
intrapremise implementation of each of the three alternatives. 
As shown in the figure, DMI is more cost-effective than the 
2-channel digital interface when three or more data channels 
are required. Similarly, when compared to the per-channel 
data modem alternative, DMI is economically attractive when 
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Figure I-Data connectivity alternatives 

five or more data channels are required. Thus, DMI is an 
attractive solution even when relatively modest levels of data 
connectivity are required between PBX-based terminals and 
the host. 

DMI DESCRIPTION 

Overview 

The North American version of DMI is based on use of the 
standard DS1 (T-carrier) interface. The DS1 interface is 
4-wire and supports a 1.544-Mbps digital signal. The 1.544-
Mbps signal is channelized into 24 64-Kbps channels plus one 
8-Kbps channel for framing. Channels 1 through 23 are used 
as information channels; channel 24 is a common signaling 
channel. Each of the information channels can support stan­
dard data rates up to 64 Kbps. In initial applications, the 
common signaling channel will make use of multiplexed 
A -bits to indicate on and off hook and dial pulse information. 
Present plans call for implementation of a message-oriented 
signaling protocol, which is a subset of the protocol defined by 
the CCITT for customer access to the Integrated Services 
Digital Network approximately one year after the initial re­
lease of DMI. 
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The European version of DMI is based on the CEPT stan­
dard 2.048-Mbps digital interface. This interface is divided 
into 32 64-Kbps channels: 30 information channels, a common 
signaling channel, and a framing channel. Data transport for­
mats are identical for European and North American versions 
of DMI. The common signaling channel in initial implementa­
tions uses the CEPT standard for multiplexed A-bits in chan­
ne116. Later versions will use the CCITT standard message­
oriented signaling. 

Connectivity 

The use of standard digital interfaces permits almost un­
limited flexibility in the distances over which DMI can be 
used. For local applications, DMI can operate at distances up 
to 1300 feet between the PBX and host computer without 
signal regeneration. For distances greater than 1300 feet, DMI 
makes use of the standard T-carrier repeater line, or a fiber 
optic option. The T-carrier facility might be installed on a 
private basis or leased from a communications provider for 
long-haul applications. Thus, DMI could be used to link a 
PBX and host computer located as close as the same equip­
ment room or as far as opposite coasts of the United States. 

In addition to the essentially unlimited distance capability 
of DMI, the use of standard 64-Kbps channels permits the 
additional flexibility of switching the individual data channels 
from one interface to another within a digital PBX. Thus, for 
PBXs interconnected by DSI facilities, a DMI host at one 
location can establish a direct 64-Kbps path through its PBX 
to a terminal or host at a different location. An example con­
figuration is shown in Figure 3. In this example, if the termi­
nals and hosts support common DMI data transport modes 
and the PBXs support common channel signaling on the inter­
PBX links, full connectivity between any pair of terminals and 
hosts is possible with no intermediate protocol conversions 
required. 

. Physical Interface 

The DMI physical interface is based completely on North 
American, European, and CCITT standards for the use of 
digital transmission facilities at 1.544 and 2.048 Mbps. Imple-
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mentation of the physical interface is identical to implementa­
tions on existing digital switching equipment. 

Key characteristics of the physical interface are listed in 
Table 1. Also shown is the identification of the CCITT recom­
mendation which defines each of the characteristics. 

Signaling 

To facilitate early implementations, DMI will support two 
types of common channel signaling. For initial implementa­
tions, and situations in which a sophisticated signaling capabil­
ity is not required, bit-oriented signaling (BOS) will be used. 
With BOS, a single bit (A-bit) is assigned to each data chan­
nel. The A-bit is used to indicate the state (on hook, A = 0; 
off hook, A = 1) of its corresponding data channel, and to 
convey address information. The A-bits are multiplexed in the 
common channel by assigning the A-bits for consecutive chan­
nels to successive frames of the digital signal. In the simplest 

. application of the North American interface, the A-bits for 
each channel are updated once every 24 frames. 

In order to support increased functionality and to establish 
a clear evolution to ISDN, the initial release of DMI will be 
closely followed by a version with Message Oriented Signaling 
(MOS). DMI's message-oriented signaling is a fully com­
patible subset of CCITT recommendations 1.440/0.921 and 
1.450/0.931. These recommendations define the Layer-2 and 
-3 signaling protocols for customer access to ISDN. A few 
examples of enhancements provided by message oriented sig­
naling are faster call setup, calling number identification, and 
the ability to send user-to-user information. 

Data Transport 

Four modes, .0, 1, 2, and 3, have been defined for data 
transport on DMI. Mode 0 is for clear 64-Kbps data transport; . 
in this case, the end user defines the higher layers of the data 
transport protocols. When defining mode-O protocols for 
applications which may include transmission over North 
American T-carrier facilities, care must be taken to ensure 
that the data channels meet T-carrier 1's density constraints. 

Mode 1. defines unconstrained use_of a 56-Kbps data chan­
nel. Mode 1 is· included in DMI to provide compatibility with 
Digital Data Service facilities. 

Mode 2 is defined to provide transport of synchronous and 
asynchronous data at standard rates up to 19.2 Kbps. Mode 
2's principal application is support of existing terminal equip-

TABLE I-DMI Physical Interface 

NORTH AMERICA/JAPAN EUROPE 

RATE 1.544 MBPS 2.048 MBPS 

NUMBER DATA 
CHANNELS 23 30 

FRAMING CCITT G.733 CCITT G.734 
(i.e. 04 AND Fe) 

ELECTRICAL 
CHARACTERISTICS CCITT G.703 CCITT G.703 

CLEAR CHANNEL B8ZS HOB3 
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ment using RS232- or V.24-type interfaces. Mode 2 uses an 
HDLC-based frame approach to rate-adapt the existing data 
rates to 64 Kbps. The Mode 2 definition also includes a hand­
shaking procedure at call initiation to establish various param­
eters such as speed, full/half duplex, and timing options. 
Mode 2 also includes an update message which indicates the 
status of the interface control leads at the remote interface. 

DMI Mode 3 provides for statistical multiplexing of multi­
ple data channels onto a single 64-Kbps channel. In addition, 
each of the multiplexed channels provides reliable data trans­
mission because link layer procedures for sequencing, retrans­
mission, and flow control have been defined. Mode 3 is based 
on CCITT recommendation 1.440/0.921, which was defined 
to provide link layer multiplexing of signaling and low-speed 
data on the ISDN signaling (D) channel. 

DMI SPECIFICATION 

The DMI specification contains a detailed description of the 
interface. The specification is separated into four basic parts: 
(1) an overview/introduction, (2) the physical interface de­
scription, (3) the common channel signaling protocols, and (4) 
the data transport formats. Issue 1.0 of the specification was 
made available to the general public at the March 13, 1984, 
meeting of the Electronic Industries Association TR41.1. Is­
sue 1.0 was incomplete in that the message-oriented signaling 
protocols were not fully specified and the Mode 3 data trans­
port format had not yet been introduced. Since the release of 
Issue 1.0, the DMI specification has been significantly en­
hanced through the introduction of new technical material 
and the addition of clarifying text. The present issue of the 
specification, Issue 3.0, presents a mature view of the inter­
face. No significant changes to the existing sections of Issue 
3.0 are anticipated. However, additions to the specification 
may be made to introduce enhancements which are a natural 
part of any evolving interface. 

IMPLEMENTATION SUPPORT 

DMI licensees are supported in their development of the in­
terface by the availability of devices for DMI implementation 
and by membership in the DMI users group. Both Rockwell 
International and AT&T Technologies provide devices for 
implementation of the DS1 physical interface, and for the 
per-channel HDLC handling that is required for implementa­
tion of Mode 2 and Mode 3 data transport. The Rockwell DS1 
devices are part of their standard DS1 chip set and are cur­
rently available. The Rockwell per-channel HDLC device, 
called the Highly Integrated HDLC Interface (HIHI), is un­
der development. HIHI will provide 24 or 30 HDLC inter­
faces on a single chip. It is being developed specifically for 
DMI implementation. Initial availability is expected by the 
end of 1985. 

The AT&T Technologies DS1 chip set is also currently 
available for DMI implementation. The AT&T Technologies 
HDLC device is called the Spyder. It is a general-purpose 
HDLC device with eight channels per chip. First availability 
of Spyder is also expected by the end of 1985. 

The DMI user group was initiated to aid licensees in their 
implementation of DMI. A typical user group meeting will 
provide licensees with a status report regarding latest develop­
ments on the interface, explain technical details of the DMI 
specification, discuss implementation issues ranging from de­
vices to certification testing, and answer any licensee ques­
tions. User group meetings have been held approximately 
every 4 months and have received a very favorable reaction 
from the licensees. 

ISDN STANDARDS 

DMI has been proposed as an industry standard for PBX to 
host data communication. In defining DMI, care was taken to 
ensure that DMI is consistent with the evolving standards for 
the Integrated Services Digital Network. The first set of for­
mal recommendations for ISDN were approved at the CCITT 
Plenary Assembly in October 1984. The aspects of ISDN 
included in DMI are the primary interface rate, the DS1 phys­
ical interface, message-oriented common channel signaling, 
and the support of 64-Kbps clear channels. As such, DMI is 
a member of the ISDN interface family, and implementation 
of DMI is both consistent and compatible with the support of 
ISDN interfaces to both public and private networks. 

In addition to adopting appropriate CCITT Recommen­
dations in DMI, various aspects of the interface have been 
discussed within the Electronic Industries Association and the 
European Computer Manufacturers Association. Examples 
of ongoing activity of significance to DMI includes an ECMA 
effort to establish ISDN-based standards for interfaces be­
tween Data Processing Equipment and Private Circuit 
Switched Networks and CCITT efforts to establish a packet­
oriented data transport protocol for use on ISDN bearer chan­
nels. The EeMA draft standard for a 0.931-based signaling 
interface is essentially equivalent to Message Oriented Signal­
ing on DMI. Because of its outgrowth from the ISDN 
D-channel protocol (LAPD), one candidate for packet mode 
transport on ISDN bearer channels is a generalization of DMI 
Mode 3. 

SUMMARY 

DMI provides a cost-effective interface for multiplexed PBX 
to host data communication. Because it is based on the use of 
standard T -carrier facilities and 64-Kbps transmission and 
switching, applications of DMI can provide data connectivity 
over geographically dispersed private networks. DMI has 
been defined to provide an implementable interface for to­
day's applications and to be consistent with the evolving stan­
dards for the Integrated Services Digital Network. 

Many major suppliers in the voice/data communications 
marketplace have licensed DMI and are building the interface 
on their forward-looking products. Implementation support is 
provided to these vendors by encouraging the availability of 
appropriate devices and through formation of the DMI Users 
Group. Implementation of DMI is an opportunity to provide 
a cost-effective interface providing a clear path for product 
evolution toward ISDN. 
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ABSTRACT 

The CCITT's Integrated Services Digital Network standards are the foundation for 
a new generation of PBX data networking products. Hewlett-Packard Company, 
AT&T Information Systems, and other leading computer and PBX manufacturers 
have taken the first step toward economical ISDN interfacing through the develop­
ment of products based on the Digital Multiplexed Interface specification (DMI). 
DMI has a two-phase architecture that allows development of an ISDN-compatible, 
high-bandwidth, multichannel computer-to-PBX interface using Tl or CEPT 
carriers. 
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INTRODUCTION 

Moving data communications onto telephone networks is be­
coming increasingly important to office automation. The large 
installed base of telephone lines, the rising cost of installing 
new cable, and the growing importance of data communica­
tions for business are inspiring computer manufacturers to 
build new interface products. These products are inexpensive, 
standard interfaces that connect computers to PBX and other 
telephone switching equipment. Applying these interfaces to 
office automation equipment will change the role of digital 
PBX in the office by making it the workhorse for most data 
communication. The international telecommunication organi­
zation, International Consultive Committee for Telephone 
and Telegraph (CCITT) recently approved Integrated Ser­
vices Digital network (ISDN) standards. This is an interna­
tional acknowledgment of the growing importance of moving 
data onto telephone networks through the development of a 
standard set of interfaces and services. The ISDN recommen­
dations provide an architecture that manufacturers in the 
PBX and computer industries can use as a basis for develop­
ment of systems to meet the need for open-system architec­
ture. 

AT&T Information Systems (AT&TIS), Hewlett-Packard 
Company (HP), Wang Laboratories, and other leading com­
puter and PBX system manufacturers have taken the first step 
toward ISDN networking through the development of prod­
ucts based on AT&T's digital multiplexed interface (DMI) 
specification. Founded on the ISDN Primary Rate interface 
standard, DMI was developed by AT&TIS as an open inter­
face for connecting host computers to PBXs over a T1 (or 
CEPT, in Europe) carrier. DMI has a two-phase architecture: 
The first phase specifies the development of an interface that 
is similar to the ISDN Primary Rate but simpler to implement; 
the second specifies exact implementation of the Primary 
Rate. This approach was taken because the ISDN standards 
were evolving and there was an immediate need for an interim 
interface to provide substantial savings over existing PBX­
based solutions. Another reason for this approach was to find 
a system that could migrate smoothly and economically to 
ISDN compatibility. 

Hewlett-Packard's development of DMI and the impor­
tance of DMI as a starting point for the development of ISDN­
compatible interfaces will be considered in this paper. Manu­
facturers implementing the DMI specification will replace the 
individual single-channel data lines and data modules that are 
currently used for PBX networking with the high-bandwidth, 
multichannel DMI interface (Figure 1). Our initial DMI prod­
uct attaches the HP 3000 computer to AT&T's System 75/85 
PBX and to the systems of other PBX manufacturers-this 

implements the first phase. We chose to use DMI because the 
interface was close enough to the ISDN Primary Rate stan­
dard that we believed the product could be built with the 
capability of being upgraded to ISDN conformance via firm­
ware. Since we began development, DMI has gained consid­
erable support from many PBX and computer manufacturers, 
reaffirming our belief that it is an excellent initial approach to 
ISDN networking. 

SETTING DEVELOPMENT GOALS 

The HP DMI development effort concentrated on modu­
htrity, leveraging our experience with other serial interface 
products, existing integrated circuits, and flexibility in proto­
col handling. Modularity and foresight in drawing the bound­
ary between hardware and software implementation were im­
portant to building in a smooth upgrade capability. Applying 
our experience with terminal multiplexing products and exist­
ing integrated circuits allowed us to begin implementation . 
quickly and to target a cost that allowed the product to be 
priced attractively. Our target was to provide an approxi­
mately 25% reduction in cost for customers (using average 
industry prices) compared with the price of several single­
channel lines and proprietary data modules at the host inter­
face. Our goal, flexibility in protocol handling, was necessary 
because there are different formats used by ISDN for trans­
porting data. 

Our initial product is an implementation of the first phase 
of the DMI specification; the fixed, simplified version of the 
ISDN Primary Rate interface standard. The product is a 24-

Integrated voice and 
data workstation 

Private 
Branch 

Exchange 
(PBX) 

L Data-Access Module ~ 

Private 
Branch 

Exchange 
(PBX) 

DMI 

Primary rate-access 
interface 

Figure l-PBX 

Host 
Computer 

(A) 

Host 
Computer 

(B) 

Manufacturers implementing DMI and applying the CCnT's ISDN standards 
will replace expensive data modules (A) with less expensive, highe~­

performance Basic Access and Primary Rate Interfaces (B). 



642 National Computer Conference, 1985 

(A) 

16 

Flag Header Data or Control CAC Flag 

Mode 2 Frame 

(8) 

16 Bor 16 16 

Flag Address Control Data CAC Flag 

Mode 3 Frame 

N = negotiable system parameter 

Figure 2-Service 
DMI offers several protocols for transporting user data: (A), Mode 2 is a simple 
HDLC-based protocol optimized for supporting terminals connecting to a PBX 
over RS-232. (B), Mode 3 is the ISDN LAP-D protocol applied to the B­
channel to support data rates approaching 64 Kb/s and statistical multiplexing. 

channel T1 interface using D4 or Fe framing (DS1), common­
channel bit-oriented signaling, and an HDLC packet protocol 
for transporting user data. The channels are 64 Kb/s; of the 
24,23 are used for carrying user data (ISDN B channels) and 
one is used for common-channel signaling (ISDN D channel). 

(A) 

In addition to specifying the interface, which provides the 
23 Band 1 D channels (or 30 Band 1 D for CEPT), the DMI 
specification includes four formats, referred to as modes, for 
transporting user information. Each mode facilitates the use 
of the interface for a particular function. We chose to imple­
ment DMI's Mode 2-a simple HDLC protocol-because it is 
suitable for supporting devices that connect to the PBX net­
work through RS-232 interfaces at speeds of 19.2 Kb/s or less 
(Figure 2). 

Work on the interface began early in 1984 with the objective 
of releasing a product by late 1985. Close cooperation be­
tween HP and AT&TIS throughout development, testing, and 
support planning was possible because of AT&TIS commit­
ment to DMI as an open interface. HP, as a DMI licensee and 
participant in the DMI Users' Group, was able to take advan­
tage of substantial material support provided by AT &TIS in 
the form of integrated circuits for handling the DS1 data 
stream and a communication system test switch with T1 capa­
bility. The Users' Group is an independent organization of 
licensees that was started by AT &TIS to catalyze the develop­
ment of DMI products by computer and PBX firms licensing 
the specification. 

(B) (C) 

Repeat This Block 
r-------------------------~ 

I 
I 
I 

OMI I 
OS-1 Level 1 MUX/ uP BUS Data uP BUS Interface Host 

Chip r-- OEMUX USART Channel to Bus 
Set Controller Processor 

r-
Host Bus 

• 
M S Firmware 1 
A E • t-- ROM I A 
N I 
T A • E L 
N 
A 0 
N A 
C T 
E A I--- USART RAM I 

B I A 
I 

U I N I 
F I 0 I 
F I I 
E L.C --------------

_________ .J 

A 0 
N 

L T 
I A 
N 0 

uP BUS 
Signaling 

K L '--- USART Channel I---
Processor 

TIMER Firmware 2 
ROM 

RAM 

Figure ~verview 
Three basic elements from the DMI interface: (A), the front end, which handles the Tl data stream; (B), processor modules operating on the full-duplex, 64 

Kb/s channels; and (C), interface to the host processor. 



Digital Multiplexed Interface: A Host Side Implementation 643 

Testing the interface during development and in the field 
was of major concern. We adopted a test strategy based on 
extensive built-in self-tests using a series of loopbacks that 
extended outward from the host to the T1 connector. This 
simplified the process of locating errors in the field. Develop­
ment testing was done with a communication system test 
switch provided by AT&TIS. Once the product is completed 
and released it will be supported in the field by HP and 
AT&TIS under the terms of a certification agreement. 

MAKING IT REAL 

An overview of the interface (Figure 3) shows its three basic 
elements: the front end, which accepts and transmits the DS1 
data stream and multiplexes and demultiplexes it into 24 chan­
nels; a center section, which consists of parallel processing 
modules for the data streams; and the interface to the host 
computer's backplane. 

The decision about which functions to execute using firm­
ware and which would depend on hardware was important to 
reaching our objective of smoothly upgrading the product to 
ISDN compatibility (Figure 4). Because much ofthe CCnT's 
ISDN network is based on existing standards, such as T1 and 
HDLC, we determined that the physical layer functions would 
not be changed in the ISDN standards and should be imple­
mented using LSI-VLSI hardware available from AT&T and 
other vendors. 

A line was drawn between hardware and firmware imple­
mentation where we got into the USARTs that would accept 
HDLC packets containing user data. ISDN specifies a link 
access protocol (LAP-D) for use in signaling on the D chan­
nel. Although we did not implement this initially, we targeted 
it as an objective for future upgrade. We also saw many rea­
sons for eventually using the LAP-D protocol as the data link 
layer for transporting user information on the B channels 
(DMI Mode 3). LAP-D is similar to the LAP-B used by X.25 
but contains an additional 8-bit address field in the frame's 
header. This difference and our desire to support a variety of 
protocols including DMI's Mode 3 were sufficient to warrant 
the use of Universal Synchronous/Asynchronous Receiver/ 
Transmitter (USART) chips that would be flexible at the bit 
level. Software that runs on a microprocessor controlling the 
USART will take care of all of the protocol's high-layer 
functions. 

AT&T DSI integrated circuits provided the necessary DSI 
physical layer functions in the frpnt end of the interface. 
These include transmission and reception, line coding, frame 

Hardware Functions 

T1 Interface Hardware 

• DS-1 transmission/reception 
• Line coding and synchronization 
• Frame generation/recognition 
• Channel multiplexing/demultiplexing 

Data Channel Hardware 

• Flag search and insertion 
• Address field recognition 
• CRC generation and checking 
• Abort sequence generation/checking 
• Interrupt capability 

Firmware Functions 

Data Channel Firmware 

• Programming of HDLC usarts 
• Control message handshaking 

Processing and updating 
• Data transfer to and from usart 
• Data metering 
• Terminal character processing 
• Frame sequencing, acknowledgement 

and retransmisSion 
• Communication with backplane processor 

Signaling Channel Firmware 

• Common channel signaling 
• Diagnostic of DS-1 chips 
• Communication with data channel 

Processor 

Figure 4-Implementation 

recognition and generation, and synchronization. Channel 
multiplexing and demultiplexing were done in hardware using 
a design we developed (Figure 5). 

We chose a Zilog Z80 linked to RAM, ROM, and a Zilog 
USART to implement the modules we used for handling mul­
tiple data streams from the DSI front end. Low risk, flexibil­
ity, and design experience were the dominant factors leading 
to this choice. A single-state machine for the Mode 2 protocol 
was stored in memory and used by the microprocessor to run 
the protocol on multiple channels. This timesharing arrange­
ment reduced the requirement for memory because the pro­
gram size in memory was considerably larger than the mem­
ory necessary to store the context variables for each of the 
individual channels. 

DMI's Mode 2 protocol was our choice for initial imple­
mentation because it is the most suitable for supporting termi­
nals that attach to the PBX (usually through a data module) 
using an RS-232 interface. By using a cyclic redundancy 
checksum (CRC) as part of each frame, Mode 2 provides 
end-to-end error detection for user information as it passes 
through the PBX from a data module to the host. RS-232 lead 
information is transported by Mode 2 in special control 
frames, allowing the use of dial-in modems at the terminal 
interface. 

The Z80 microprocessor module design used for the B 
channels also was used on the D channel. For signaling, a 
simple bit-oriented protocol based on the use of A and B bits 
was implemented. Unlike the traditional robbed-bit signaling, 
which periodically writes signaling information for a given 
channel onto the channel's data stream (requiring the use of 
a special format that restricts 64-Kb/s channels to 56 Kb/s) , all 
signaling across the DMI interface is restricted to the common 
D channel. 

UPGRADING THE INTERFACE: 
LEVERAGING A MODULAR DESIGN 

We have focused on the implementation of our initial DMI 
product, but it is important to consider the enhanced capabil­
ities provided by upgrading the product via firmware and the 
effect of VLSI device support. Many of the benefits of ISDN 
for data communications customers depend on a standard, 
strict interpretation fo the ISDN standards and on the ability 
of manufacturers to build onto the facilities provided in an 
ISDN interface. Common-channel message-oriented signal­
ing as specified by the ISDN standards is a good example. 
With this dramatic improvement over the bit-robbed signaling 
that has been used traditionally, a new basis for improved 
communication between network resources is provided. Im­
proved communication in turn provides a facility for better 
network management (maintenance and security, for exam­
pie). This capability will be added to our existing product 
through firmware upgrade. 

With the advent of inexpensive standard ISDN basic access 
interfaces for terminal products (Advanced Micro Devices has 
announced that integrated circuits implementing this interface 
will be available in 1985) there will be an increased need to 
handle user data rates that approach 64 Kb/s. This need can 
be met by changing the protocol supported on our product 
from DMI Mode 2, which is limited to RS-232 data rates, to 
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DMI Mode 3, which uses the LAP-D protocol. One of several 
important advantages of LAP-D is its ability to allow several 
different data links to exist on a single, circuit-switched con­
nection. Applying this to a DMI interface allows the use of a 
packet switch either on the terminal side of the PBX or within 
the PBX itself to concentrate the traffic from multiple termi­
nal devices onto a single DMI B channel. If the terminal 
devices have an RS-232 connection to the packet switch (or 
the PBX, if it contains the packet switch) then several low­
spe_ed terminals caD_be _accommodated within_a single 64-Kb/s 
B channel. This will provide substantial increase in the use of 
the interface. 

VLSI device support for DMI (Rockwell and other inte­
grated circuit vendors have announced products for 1985) is 
focused on integrating the processing elements used to handle 
the simultaneous streams of HOLC packets on different B 
channels. In addition to performing normal HDLC functions, 
these devices will have built-in DMA capability. A substantial 
decrease in the board space required will be possible using 
these devices instead of the microprocessor module archi­
tecture we have implemented using off-the-shelf integrated 
circuits. 

ECONOMICAL OFFICE NETWORKING 

HP's decision to implement DMI resulted from our awareness 
of the increasing importance of the PBX in office automation. 
We also considered the importance of ISDN in providing a 

standard solution that would be supported well by the PBX 
and computer industries. The DMI specification provided an 
open-interface architecture that we could develop immedi­
ately and that later could migrate smoothly and economically 
to ISDN compatibility while providing substantial cost advan­
tages over existing products. 

Close cooperation between HP and AT&TIS through the 
DMI User's Group was instrumental in allowing the success­
ful development of HP's OMI product. This cooperation 
stemmed fromJhecommitment hothcompanies have madeto 
ISDN and in particular from the AT&TIS commitment to 
DMI as an open interface. Design aids and information on 
device support were readily accessible through the DMI 
User's Group. 

Immediate implementation of the DMI and the ability to 
upgrade to ISDN compatibility via firmware were important 
objectives that were balanced against the need to make the 
product inexpensive enough to provide substantial cost advan­
tages over existing PBX-based solutions. Achieving these ob­
jectives was possible because good approaches to design were 
taken using existing integrated circuits. Strong support from 
AT&TIS also was important. 

Our initial DMI product provides a stepping-stone to fur­
ther ISDN interface development and more economical office 
networking. The commitment of manufacturers to work to­
gether will continue to grow in importance for customers, who 
increasingly value compatibility among vendors, and for man­
ufacturers, who will reap the benefits of increased market 
size. 
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RAYMOND DONNELLY, AT&T Information Systems, Morristown, New Jersey 
MARK HAHN, Corvus Systems, Inc., San Jose, California 
PHIL WHITE, SR., Altos Computer Systems, San Jose, California 

Innovation and standards: Is there room for both in the local area network market? 
This panel brings together leaders in local area network technology, who discuss the 
most pressing issues they face today. Panelists address alternatives to networking, 
the future of some of the more popular LANs, and the race to endorse a standard 
solution. Other issues are the economic aspects of networks: connection costs, and 
buying technology versus designing it in house. 

Panel: The arrival of LAN operating systems 

Chair: 
NOEL E. SCHMIDT, Architecture Technology Corporation, Minneapolis, Minnesota 
Members: 
CRAIG BURTON, Novell, Inc., Orem, Utah 
MICHAEL LOFTUS, Digital Research, Monterey, California 
GERALD POPEK, Locus Computing Corp., Santa Monica, California 
JOHN ROW, Applied Intelligence, Mountain View, California 

By providing general-purpose resource sharing and communications services to 
application developers, LAN operating systems are facilitating user acceptance of 
LAN products. Details of topology, protocols, node addressing, and heterogeneous 
devices are effectively masked from the user. This session's panelists speak to issues 
relevant to selecting LAN operating systems, including security, logical naming, 
access privileges, and network communications. They also address characteristics of 
products available in the marketplace. 
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Panel: Fiber optics in local area networks 

Chair: 
JAMES Y. BRYCE, Netserv, Inc., Austin, Texas 
Members: 
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MICHAEL SEE, IBM, Research Triangle Park, North Carolina 
FRED WEST, Hewlett-Packard, Richardson, Texas 

The benefits of fiber optics-wide bandwidth, freedom from EMI, low error rate, 
safety, and absence of grounding problems, among others-are still not fully 
appreciated. Telephone communication is rapidly adopting fiber; local area 
networks will soon follow. Greater flexibility in topology and the implementation 
of existing networks on such de facto standards as the IBM cabling system will be 
heightened by introduction of fiber optics. This introduction will occur more rapidly 
than many people now realize. The panel explores the possibilities of fibers, 
markets, and products available for use in local area networks. 

Panel: Networks in the factory 

Chair: 
DANIEL E. GAHLON, Interactive Systems/3M, St. Paul, Minnesota 
Members: 
GARY HENKEL, Harris Corporation, Melbourne, Florida 
RON KEIL, GMC GM Technical Center, Warren, Michigan 
STEVE LaPORTE, Medtronic, Inc., Fridley, Minnesota 

This panel discussion features the experiences of several users of large broadband 
local area networks. The presentations focus on current applications and future 
requirements. Included in ~the discussions are informationonstandardsrequire~ 
ments in hybrid networks. Of special interest in the presentations is discussion of 
manufacturing applications, with a particular slant toward the IEEE 802.4 and 
MAP specifications. 
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Personal computers now are being used in a variety of environments: stand-alone 
applications in the home and office, workgroup applications in small businesses and 
corporations, and workstation applications as part of a large corporate network. 
The speakers on this panel present their views on the requirements of these 
different applications, as well as the products that their companies market to 
address these requirements. 

Panel: Impact of the IBM PC network 

Chair: 
GREGORY ENNIS, Sytek Corp., Mountain View, California 
Members: 
DAVE MELIN, Microsoft, Bellevue, Washington 
WILLIAM OSBORNE, IBM-ESD, Delray Beach, Florida 
SIGNE OSTBY, Software Publishing, Mountain View, California 

Does the IBM PC network, with its rich set of network services, mark a new 
opportunity for applications and application writers? Panelists discuss their 
perspectives on the impact of the IBM PC network and PC networking in general 
and their visions of where PC applications are headed. 
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Panel: Future of networking 

Chair: 
NORMAN F. SCHNEIDEWIND, Naval Postgraduate School, Monterey, California 
Members: 
GARY S. CHRISTENSEN, Network Systems Corporation, Minneapolis, Minnesota 
PHIL EDHOLM, Sytek, Mountain View, California 
DENNIS KING, Tandem Computers, Inc., Cupertino, California 

The future of computer networking is examined by executive and product planners 
from three vendors. The panelists project future products and services in the areas 
of supernetworks, network software, user area wiring and workstations, bridges and 
gateways between networks, intelligent networks and user productivity. 
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