


































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































A PROTOCOL FOR FAILURE AND RECOVERY DETECTION TO SUPPORT 
PARTITIONED OPERATION IN DISTRIBUTED DATABASE SYSTEMS 

Jung K. Kim and Geneva G. Belford 
Department of Computer8cience 

University of Illinois at Urbana-Champaign 

ABSTRACT 

Data replication in distributed database systems is designed to 
achieve high reliability and availability. In case of network 
partitioning, the mutual consistency of data may become 
doubtful unless the transaction processing mechanism puts 
appropriate limits on its operation. To achieve high availabil­
ity, transactions must be processed despite failures. An 
optimistic approach allows transactions to be executed in each 
partition and the database is reconciled when the partitions 
are merged. To coordinate the partition merge process 
correctly, the system must know the partitioning and merging 
points. This paper presents a new protocol for failure and 
recovery detection, which correctly supports partitioned opera­
tion and subsequent merging. 

1. Introduction 

To achieve high reliability in a distributed database sys­
tem, component failures must be tolerated. Since unexpected 
failures may occur at any time, the transaction processing 
mechanism must be robust against them. In a distributed 
database system, concurrent accesses to a data object must be 
synchronized and recovery from failure has to preserve the 
consistency and integrity of the database. If data is replicated, 
an update to a data object must be atomic; i.e., it should be 
performed on all copies or none. Also, transactions should not 
be delayed indefinitely in the face of failure. It is therefore 
important that failures and recoveries are detected accurately 
and efficiently. 

When failure occurs it is possible that one group of sites 
cannot communicate with another group. This type of failure 
is called network partitioning. If network partitioning occurs, 
the mutual consistency of data items may become doubtful 
unless the transaction processing mechanism appropriately 
limits its operation. When data redundancy is used in order to 
increase the availability of data, transactions must be pro­
cessed despite failure. Several approaches to operation in the 
face of network partitioning have been proposed. One 
approach allows all transactions to be processed, p.nd later, 
when partitions are merged, any data inconsistency is resolved. 
(See [1], [12], [9], etc.) This approach is called optimistic, since 
it is efficient only when there are few inconsistencies to be 
resolved after the partitions are merged. 

In order to support partitioned operation, a mechanism 
to detect changes in the status of the network is necessary. 
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Recently, a number of protocols for failure and recovery detec­
tion have been proposed (e.g., [5], [10], [11], [4], [6]). Most of 
these protocols are based upon periodic checking of the system 
status, which requires considerable overhead. Even when the 
system is lightly loaded or idle, the status of the network is 
periodically checked. This paper presents a new failure and 
recovery detection algorithm, which may be used to support 
optimistic partitioned operation. In this algorithm, each site 
monitors other sites only when necessary. Specifically, if a 
transaction includes operations to be carried out at remote 
sites, its home site then checks the status of the other sites. A 
Status Monitor (SM) resides in each site to detect status 
changes (failure or recovery) of other sites and to coordinate 
the construction of a consistent view of the membership of a 
partition. In addition, our protocol handles the problem of 
synchronizing multiple failure/recovery detection in a particu­
larly robust way. This protocol consists of two sub protocols -
the Failure and Recovery Detection Protocol (FRDP) and the 
Status Change Protocol (SCP). 

In section 2, background material, basic assumptions 
about communication facilities, and the system model are 
presented. The transaction management mechanism is briefly 
described in section 3. Section 4 presents the detailed descrip­
tion of the FRDP and the SCP. Section 5 discusses the feasi­
bility of our protocols and gives arguments that they work 
correctly. Finally, our conclusions are in section 6. 

2. Background 

A transaction is defined here as a process that manages a 
sequence of read and write actions to be executed atomically 
for one application. A maximal subset of sites which can com­
municate with each, other forms a partition group (or parti­
tion, for short). In the optimistic approach, while the network 
is partitioned, the system processes all transactions, but com­
mitment becomes temporary until partitions are merged, even 
though actual copies of data items are updated. This means 
that some transactions may have to be rolled back after parti­
tions are merged. Logical merging of the transactions 
processed in different partitions must be done in such a way 
that the resulting transaction schedule is serializable. Serial­
izability means that concurrent transactions are executed in a 
manner equivalent to a serial execution [8]. To enforce serial­
izability, a transaction that reads a copy of a data item in one 
partition must logically precede a transaction that updates the 
same data item in another partition. A serializability conflict 
is defined as a situation that occurs when a transaction reads 
or updates the copy of a data item in one partition and 



another transaction updates the copy in another partition. 
Thus, if an update to the same data item occurs in more than 
one partition, there is a serializability conflict. 

In Davidson's protocol [1] for recovery after partitions 
are merged, possible inconsistencies among data item values 
are detected by using a precedence graph, which checks for the 
serializabiIity of the executions of transactions across parti­
tions. A concurrency control mechanism is assumed to 
guarantee the serializability of the execution of transactions in 
each partition. A transaction is assumed to read a data item 
before updating it. This assumption facilitates serializability 
conflict detection in the precedence graph, since the graph can 
be reduced considerably. It is also assumed that each partition 
has a unique coordinator. When partitions are merged, the 
coordinator in each partition is notified and local transaction 
executions in each partition are stopped. The coordinator then 
derives the total ordering of the transaction execution history 
in its partition. Then a global precedence graph is generated 
from these histories. Conflicting transactions are detected as a 
cycle in the precedence graph. If there is such a cycle, 
conflicting transactions are rolled back until the cycle is elim­
inated. Then the remaining transactions are executed at sites 
that have not yet executed them yielding a consistent data­
base. A new coordinator of the merged partition is then 
elected. 

To coordinate such a partition merge process, the system 
must know when the partitioning occurred and when the 
merge process is initiated. (By "when" we mean not clock time, 
but the point within the execution schedule of transactions.) 
Thus, some surveillance mechanism which sees the status 
changes is necessary. The only way to detect a status change 
is to send messages and use timeouts, because a global 
snapshot of the network status is not possible. A site may 
periodically send messages to check for network status changes 
or the status may be checked only when necessary. If a sur­
veillance mechanism which operates only as needed is adequate 
to support partitioned operation, then we can save on 

overhead. Essentially, we only need to know about status 
changes that can affect the consistency of the database. If the 
system is partitioned but the transactions can be processed 
without any problem (i.e., there is no conflict), we do not need 
to know that partitioning has occurred. Our protocol provides 
only those network status change points that are needed to 
restore the database to a consistent state after the partitions 
are merged. 

Site failures and communication link failures are con­
sidered in our protocol. A site failure occurs when a site in the 
network goes down, and a communication link failure occurs 
due to a transmission medium fault. Generally, it is not possi­
ble to distinguish between a site crash and a partitioning. 
Therefore, when it is not possible to communicate with a site, 
network partitioning is assumed. When a site failure occurs, it 
is assumed to be pure, meaning that the processor simply 
stops running and no garbage messages are produced. 

Since our protocol does not detect all network statuB 
changes, it is necessary to define a view of a partition. A logi­
cal partition view (or just view) at a site is defined as being 
the subset of sites with which communication is thought to be 

possible [7]. A site may think that it cannot communicate with 
certain other sites even if they are available. Similarly, a site 
may be unavailable when it is thought to be available. But, if 
communication is needed with such a site, our protocol will 
detect the status change. Thus, a site's view of the network 
may be updated only when knowing the status of the network 
is necessary. A site Sj is considered to be UP at site Sj if Sj 

and Sj are in the same logical partition in S/s view. Other­
wise, it is considered to be DOWN. A site status table is 
maintained by each site to maintain its current view. 

In order to detect conflicts and to resolve them after par­
titions are merged, each partition is assumed to have a unique 
coordinator. Garcia-Molina discussed elections of a coordina­
tor in a distributed system [3]. To avoid the question of elect­
ing a coordinator in a partition, an ordering of the sites is 
assumed. For example, the sites may be numbered 1, ... n, and 
we assume 8 1 < 8 2 < ... < 8n • The site which is lowest in 
order becomes the coordinator when a new partition is 
created. This ordering need not be related to the physical 
topology of the network. 

Data items are assumed to be partially replicated, so that 
some sites may have copies of a data item while other sites 
may not. It is assumed that transactions follow the 2-Phase 
locking protocol [2]; also that a write operation requires that 
all copies be locked and a read operation requires that the 
copy read be locked. This guarantees that serializability 
within a partition is not violated. Furthermore, the following 
are assumed. 

- All messages are delivered to their destinations in the order 
in which they are sent. 

- Message delivery is not guaranteed. The sender only knows 
of the delivery of its message by an explicit acknowledge­
ment. 
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- The maximum and minimum network message transmission 
delay, T MAX and T MIN' can be defined. 

- The relation 'can communicate with' is symmetric and tran­
sitive. 

8. Transaction Management while the Network is Parti­
tioned 

The system is assumed to be running an optimistic algo­
rithm such as Davidson's protocol [I]. When a transaction 
reads or updates data items and all copies of those items are 
not in the same partition, then its commitment is temporary 
until the sites that have the other copies join the partition. 
After temporary commitment, the transaction sends its execu­
tion history to the coordinator of the partition. And the coor­
dinator sends an acknowledgement to the transaction. (This 
allows the transaction to recognize when the coordinator has 
failed or a partitioning has cut it off from the coordinator. See 
section 5.) The coordinator uses these transaction execution 
histories to produce a totally ordered transaction execution 
history within the partition, so that conflicting updates can be 
resolved when partitions are merged. 



Even a read -only transaction may be involved in a seri­
alizability conflict, if it is processed in a partition which does 
not have all copi~s of the data items read by it. Therefore a 
site executing any transaction involving data items with copies 
in other partitions has to monitor the status of other sites that 
have copies of the data items used until commitment of the 
transaction becomes permanent. 

Whenever the transaction performs an action (read or 
write), it references a data dictionary to get the identifiers of 
the sites which have copies of the data items used. Then: 
- For all of those sites marked UP in the current view, the 
transaction sends a watch request to the SM. The SM then 
begins monitoring the sites for failure. The transaction sends 
a watch-release to the SM when it completes (temporary com­
mitment). 
- If not all of those sites are marked UP, then the transaction 
requests a watch for recovery of the sites marked DOWN and 
does not release those watch requests until its commitment 
becomes permanent. In this way, recovery of the sites in the 
other partitions is detected. 

If a status change is detected by the SM, transaction pro­
cessing is stopped and updating of the network view is carried 
out. 

4. The Protocol Description 

In this section, a detailed description of the proposed pro­
tocol is presented. Our protocol consists of two subprotocols -
the Failure and Recovery Detection Protocol (FRDP), and the 
Status Change Protocol (SCP). Before presenting the FRDP 
and the SCP, we describe the messages and data structures 
needed. 

4.1 Messages and Data Structures 

To facilitate the operation of the FRDP and the SCP, the 
following messages are used. 
"' The site status checking message (CHECK) - This message is 
used to check the status of a site during normal FRDP opera­
tion. 
• The status response message (RESPONSE) - This message is 
used to respond to the CHECK. 
• The network status checking message (NETCHECK) - This 
message is used to determine the status of the network after a 
site status change is detected. 
• The network status response message (NETRESPONSE) -
This message is used to respond to the NETCHECK. 
• The status inconsistency report message (ALERT) - This 
message is used to alert sites to the problem that inconsistent 
view vectors might be generated in the partition during SCP 
execution. 
• The message to acknowledge the ALERT (ACK) 
• The message carrying the view vector, V_vector;, which con­
tains the partition view at site i-Component k of V_vector;, 
V_vector;(k), represents the status of site k, UP or DOWN, as 
viewed by site i. 

• The message to acknowledge that the view vector was 
received (VIEW ACK) 
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In order to handle arriving messages, the following 
queues are maintained by the SM: 
• The C-queue - This queue is used to receive the CHECKs 
and the NETCHECKs. 
• The R-queue - This queue is used to receive the 
RESPONSEs, the ALERTs, and the NETRESPONSEs. 
• The T -queue - This queue is used to receive requests from 
local transactions. 

To maintain a current, consistent view of a partition and 
to support the exchange of status messages, each site main­
tains a Site Status Table (SST). The SST is shared with local 
transactions but is updated only by the SM. Each entry in the 
SST represents a site (8;) in the network and has four fields: 

1) Request...,Set: The set of local transactions requesting mes­
sage exchange with site 8; 

2) SentYlag: Set when a CHECK is sent to site 8; 

3) ReceivedYlag : Set when a RESPONSE is received from 
site 8; 

4) Status: UP if 8; is available, DOWN if not 

In order to detect failures, two timers are used: 
• BROADCAST - This timer is used by the FRDP and the 
SCP. 
• VCHECK - This timer is used by the SCP for robustness. 
In order that a consistent timeout period be used throughout 
the network, it is assumed that each site owns a physical clock 
and that all clocks run at dose enough to the same rate so 
that there is no discernible difference between timeout periods. 

The following variables are used by the SCP protocol at 
each site . 
.. LID - is used to synchronize multiple detections of a status 
change. 
• DVAL - is used to store the values carried by ALERTs and 
NETRESPONSEs. 
• D..Record - is used to keep track of possible problem sites. 
• ST (State variable) - is used to keep track of the state of the 
protocol execution: The state can be "Normal", 
"IniLCollection", "ParLCollection", or ''View...,Sent''. When 
the SM is executing the FRDP protocol, ST is set to "Normal". 
When the SM initiates the SCP to collect the current status 
~nformation for partition reconfiguration, ST is set to 
"IniLCollection". ST = "ParLCollection" means that the SM 
is participating in a collection. When a new view vector is 
sent by the SM, ST is set to "View...,Sent". 

4.2 Description of the Failure and Recovery Detection 
Protocol 

When a transaction sends a request (Read or Write 
request) to remote sites, it sends a request for a watch on the 
sites involved to the SM. When the SM receives a watch 
request from a local transaction, it puts the transaction 
identifier (TRj ) into the Request...,Sets of the sites from which 
that transaction is requesting service: 
SST.Request...,Set[8i J = SST.Request...,Set[8i l U TRj" 



While a local transaction is waiting for service from remote 
sites, its SM periodically sends CHECKs to the sites involved 
and receives RESPONSEs from those sites. After the transac­
tion receives its service from all remote sites that are UP, it 
sends a watch release to the SM to indicate that it does not 
need to check the status of those sites any more. The SM then 
deletes this transaction identifier (TRj ) from the RequestJ3ets 
of the sites: 
SST.RequestJ3et[Sil = SST.RequestJ3et[Sil- TRj' 

When the SM sends out a CHECK, the timer BROAD­
CAST is restarted. The ReceivedYlags of all sites in the SST 
are reset and the SentYlags for those sites to which the 
CHECK is sent are set. When a RESPONSE is received, the 
SM sets the ReceivedYlag of the source site entry in the SST. 
The SM responds with a RESPONSE as rapidly as possible 
upon receiving a' CHECK. When BROADCAST expires, the 
SM checks whether the sites with set SentYlags responded. If 
all sites marked UP responded and none marked DOWN 
responded, then the SM generates the next CHECK and sends 
it to the sites. If any site marked DOWN responded or any site 
marked UP did not respond, then: a status change is detected 
and the SCP is executed. While the SM is waiting for 
BROADCAST to expire, it may receive CHECKs as well as 
RESPONSEs from remote sites. These are handled as 
described above. 

If a CHECK is received after BROADCAST expires but 
before the next CHECK is generated, the SM cannot respond 
with a RESPONSE immediately, but must wait until after the 
next CHECK is generated. Then, in order for the SM to 
respond quickly, before it sends out the CHECK it processes 
the C-queue. Let Tchtc/c and T m,g denote the times needed to 
check the site responses and to generate the next CHECK, 
respectively. And let TCq be the maximum time to process the 
C-queue. (Note that the actual time is proportional to the 
length of the C-queue.) Let T GEN = Tchee/c + T m.g + Teq' 

Thus, the timeout period of BROADCAST must be set to at 
least 2 T MAX + T GEN in order to ensure that responses from 
normally operating sites will be received before BROADCAST 

. times out. 

The actions of ·the SM during normal FRDP operation 
may be then summarized as follows. 

• Event: timer BROADCAST expires. 

1. The SM checks the SST to see whether all sites to which 
CHECKs were sent have responded. If all sites marked UP 
responded and all sites marked DOWN did not, go to step 2. 
(Otherwise, a status change is suspected and normal FRDP 
operation stops. The SCP is then executed.) 
2. The next CHECK is generated if there is ,a site in the SST 
with a non-empty RequestJ3et. 
3. The C-queue is processed. At this time, the SM responds 
with RESPONSEs to all CHECKs received after BROAD­
CAST expired. 
4. If a CHECK has been generated, the SM sends this message 
to all sites with non-empty RequestJ3et and restarts BROAD­
CAST. 
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.. Event: Receipt of a watch request 

The SM puts the transaction identifier into the RequestJ3et of 
each of the sites for which a watch was requested. If the SM is 
not currently sending CHECKs to any sites, then CHECKs are 
sent to the sites with non-empty RequestJ3et and BROAD­
CAST is restarted. 

.. Event: Receipt of a watch release. 

The SM deletes the transaction identifier from the 
RequestJ3ets of the sites. 

.. Event: Receipt of a CHECK 

The SM responds with a RESPONSE to the source site. 

.. Event: Receipt of.a RESPONSE 

The SM sets the ReceivedYlag of the source site entry in the 
SST. 

• Event: Receipt of a NETCHECK 

FRDP operation stops. See SCP discussion for details. 

4.3 Description of the Status Change Protocol 

In summary, the SCP works as follows. When the SM 
detects failure or recovery, it suspends the locally executing 
transactions and broadcasts a NETCHECK to collect up-to­
date status information from all sites. After collecting the 
responses (NETRESPONSEs) from the sites, it creates a new 
view vector and sends it to all sites in the new partition. 

An SM which detects failure or recovery becomes a sys­
tem reconfiguration initiator (SRI) for the SCP, and the SM's 
of other sites become cohorts. (Notice that the SRI is not the 
database merge coordinator, but only an initiator for system 
reconfiguration. The site with the lowest rank in the logical 
partition which is' formed after system reconfiguration is 
automatically assigned as the coordinator.) Many sites can 
simultaneously be SRI's, because status changes may be 
detected nearly simultaneously 'by different sites and each site 
that detects a status change executes the SCP., Therefore, 
multiple executions of the SCP must be synchronized. To 
accomplish this, the SM of each site tries to be a cohort of the 
SCP execution that was initiated' by the SRI at the site of the 
lowest rank among the SRI's in the partition. 

Unless some messages can be lost during the execution of 
the SCP, SRI's with higher site rank will abort their execu­
tions upon receiving the NETCHECK from the SRI of lower 
site rank. But it is quite possible that inconsistent view vec­
tors can be delivered to different sites if some messages are 
lost. 

. [Example 4.11 Let us suppose the following situation. Two 
sites, i and j, become SRI's nearly simultaneously and the 
rank of i is lower than that of j . . Site j broadcasts a 
NETCHECK and then site i broadcasts a NETCHECK. All 



cohorts except site i receive the NETCHECK from site j, 
but the NETCHECK sent to site i from site j is lost. 
Before the NETCHECK from site i reaches the cohorts, all 
cohorts respond to site j. They all accept site j as the 
proper SRI. The NETCHECK from site i then arrives at all 
cohorts except site j, while the NETCHECK sent to site j 
from site i has been lost. All cohorts realize that the rank 
of site i is lower than that of site j and they now accept site 
i as the proper SRI. Site j generates a new view vector 
which has site i marked DOWN and sends it to the cohorts. 
Site i generates a new view vector which has site j marked 
DOWN and sends it to the cohorts. Now two inconsistent 
view vectors have been sent by two different SRI's. All sites 
except site j accept the new view vector from site i, but site 
1's view vector is different from that of the others. This is 
an undesirable,situation since two different views which are 
not disjoint make partition management difficult and the 
error will soon be detected and need to be rectified. 0 

Therefore, the SCP protocol must satisfy the following 
condition to guarantee consistency of views. 
[Condition 4.1] For any two sites Si and Sj with ST = "Nor­
mal", if S. is marked UP in V_vectorj' then Sj must be marked 

1 
UP in V_vector. and vice versa. 0 

Condition 4.1 ~uarantees that a site is marked UP in only one 
partition view at anyone time; that is, the sets of sit~s marked 
UP in any two views are either identical or disjoint. In order 
to enforce this condition, when a cohort receives NETCHECKs 
from the SRI's as in example 4.1, it sends ALERTs to the 
SRI's that may initiate different views informing them of the 
problem, so that the SRI with higher rank aborts its SCP exe­
cution; that is, if the SRI with higher rank did not receive a 
NETCHECK from the SRI with lower rank,. then it aborts its 
SCP execution upon receiving an ALERT. When the SRI 
sends out a new view vector it waits for acknowledgements 
from cohorts. If all cohorts acknowledge, then the SRI sets its 
state to "Normal". While the SRI is waiting for acknowledge.., 
ments,· if it receives a NETCHECK, then it assumes that the 
network status has changed or inconsistency has been 
detected. It then participates in the execution of SCP by the 
site that sent the NETCHECK. This mechanism enforces con­
dition 4.1. (See Chapter 5 for proof.) 

Since the SRI can fail during the execution of the SCP, 
the protocol must be robust against this possibility. That is, 
the protocol must guarantee that its execution will finish suc­
cessfully despite SRI failure. The timer VCHECK is used to 
detect SRI failure and to support the resolution of inconsistent 
views. 

The actions of the SM during SCP execution are 
described as follows. 

" Event: A status change is detected by site running the 
FRDP. 

1) The SM stops FRDP execution, sets ST to "IniLCollection", 
and stores its site rank in LID' 
2) The SM initializes each component of V_vectorj to DOWN. 
3) The SM then broadcasts a NETCHECK to all sites in the 
network and starts the timer BROADCAST to 2 T MAX + 
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T GEN' (It is assumed that T GEN' although derived from 
FRDP event timings, is more than adequate time for the gen­
eration. of a NETRESPONSE.) Normal FRDP operation is 
resumed after the successful execution of the the SCP. 

• Event: Receipt of a NETCHECK at site i from site k. 

For simplicity, let k be the rank of site k. Upon receiving a 
NETCHECK, the SM performs different operations depending 
on its state: 
(~.) Case 1: ST = "IniLCollection" - The SM has initialized 
the collection of status information. 

1) The SM compares k with LID' its site rank, and takes 
appropriate action: 
(~) Case 1.1: k < LID 

The SM stores k in LID' and aborts its SRI activity by 
setting ST to "ParLCollection". Now it considers itself 
participating in the collection initiated· by the site k. 
The SM starts the timer VCHE.CK. The timeout period of 
VCHECK is 3 T MAX + 2 T GEN - T MIN' (See chapter 5 for 
the justification of this timeout period.) 

(,) Case 1.2: k > LID 
The SM sets V_vectorj(k) = UP. 

2) The SM then sends site k a NETRESPONSE with param­
eter DYAL set to LID' The inclusion of parameter DYAL 

causes site k to abort its SCP execution in case 1.2 .. 
:~) Case 2: ST = "ParLCollection" - The 'SM is participating 
in the collection initiated by another SRI. 

The SM compares k with LID' the lowest SRI site rank seen 
thus far. 
!~) Case 2.1: k < LID 

In this case, inconsistency may occur as described in 
Example 4.1. 
The SM sends an ALERT to site k with parameter DYAL 

set to LID' and an ALERT to the site whose rank is equal 
to LID with parameter DYAL set to k. The ALERT causes 
the site with higher rank to abort its SCP execution if it 
had not received a NETCHECK from site k i and causes 
site k to mark the site with higher rank UP in case site k 
did not receive a NETCHECK from that site. 
The SM stores LID in D-Record. The entry for the site 
with rank equal to Lm in D-Record will be removed if the 
SM receives an ACK from that site. 
The SM stores k in LID' 
The SM starts the timer VCHECK. 

C) Case 2.2: k > LID 

The SM sends site k a NETRESPONSE with parameter 
DYAL set to LID' Receipt of the parameter DYAL causes 
site k to abort its SCP execution. 

Case 3: ST = "Normal" - The SM is not executing the 
SCP. 

1) The SM stops its normal FRDP operation. 
2) The SM stores k in LID 
3) ST is set to "ParLCollection". 
4) The SM sends site k a NETRESPONSE with parameter 
DYAL set to LID' 
5) The SM starts VCHECK. 

(~) Case 4: ST = "View...,Sent" - The SM sent a new view vec­
tor to cohorts and is waiting for their acknowledgements. 

In this case, receipt of a NETCHECK means that the net­
work status has changed or inconsistency has been detected 



by a cohort. 
1) The SM stores k in LID' 

2) ST is set to "ParLCollection" .. 
3) The SM sends site k a NETRESPONSE with parameter 
DVAL set to LID' 
4) The SM starts VCHECK. 

• Event: Receipt of a NETRESPONSE at site i from site k. 

o Case 1: ST = "IniLCollection" 
1) The SM compares DVAL with LID 
o Case 1.1: DVAL = LID 

The SM sets V_vectorj(k) = UP. 
Case 1.2: DVAL < LID - Another SRI with a lower site 

rank is executing the SCP. 
The SM aborts its SCP execution by setting ST to 
"P arLCollection". 
The SM stores D VAL in LID' 
The SM starts the timer VCHECK. 

() Case 2: ST = "ParLCollection" 
TheSM just discards the NETRESPONSE. 

• Even,t: Receipt of an ALERT from site k. 

c) Case 1: ST = "IniLCollection" 
The SM compares DVAL with LID' 

o Case 1.1: DVAL < LID - The SM did not receive a 
The SM aborts its SCP execution by setting ST to 
"P art_Collection". 
The SM stores DVAL in LiD 
The SM starts the timer VCHECK. 
The 8M sends an ACK to site k. 

o Case 1.2: DVAL > LID - The SM did not receive a 
NETCHECK from the SRI with higher rank. 

The SM sets the view vector entries for site DVAL and site 
k to UP. 

(j Case 2: ST = "ParLCollection" - The SM already received 
;; NETCHECK from the SRI with lower rank. 

1) The SM just discards the ALERT. 
2) The SM sends an ACK to site k. 

• Event: BROADCAST expires. 

(') Case 1. ST = "IniLCollection" - Normal case 
'- 1) The SM generates a new view vector according to the 

responses from the cohorts. 
2) The SM sends V_vector j to all sites UP in its view. 
3) The SM sets ST = "View.J3ent". 
4) The SM starts BROADCAST. 

o Case 2. ST = "ParLCollection" - The SM has aborted the 
execution of the SCP. 

The SM ignores the signal from BROADCAST and waits for 
a new view vector. 

C) Case 3. ST = "View.J3ent" - The SM has sent a new view 
vector to cohorts. 

If the SM did not receive VIEWACKs from all sites marked 
UP in its view, it assumes that there has been a problem 
and initiates the SCP again. 
If the SM received VIEWACKs from all sites marked UP in 
its view, it sets ST = "Normal" and returns to FRDP 
operation. 

• Event: Receipt of a new view vector from site k. 

o Case 1: ST = "ParLCollection" 
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C) Case 1.1: k ::;6 LID - The SM realizes there is an incon­
sistency. 

The SM resets all necessary data structures and initiates 
the SCP. 

o Case 1.2: k = LID 
The SM checks D...Record to see if there is a possibility of 
inconsistency. If D...Record is empty then the SM updates 
its Site Status Table (SST) with the new view vector, sets 
ST = "Normal", sends a VIEWACK to site k, and 
resumes FRDP execution. Otherwise, it assumes that 
there has been a inconsistency problem and initiates the 
SCP. 

C> Case 2: ST = "Normal" or "Init_Collection" 
The SM discards the new view vector received. 

() Case 3: ST = "View.J3ent" - This can only happen if an 
ALERT to this SM notifying it of a lower ranked SRI was lost. 

The SM accepts the new view vector, sends a VIEWACK to 
the sender, sets ST = "Normal", and resumes FRDP execu­
tion . 

• Event: VCHECK expires. - The SM has been waiting for a 
new view vector. 

(~) Case 1: ST = "ParLCollection" 
The SM assumes that the SRI has failed, resets all necessary 
data structures, and executes the SCP as when a status 
change is detected. 

(~) Case 2: ST = "Normal" 
The SM just discards the signal from VCHECK. 

• Event: Receipt of an ACK from site k. 

1=) Case 1: ST = "ParLCollectlon" 
The SM deletes site k's entry from D...Record. 

() Case 2: ST = "Normal" or "IniLCollection" 
The SM just discards the ACK. 

• Event: Receipt of a VIEW ACK. 

The SM records the acknowledgement from the sender. 

• Event: Receipt of a CHECK or RESPONSE used by the 
FRDP. 

The SM just discards them. 

4.4 Starting or Restarting sites 

Since both recovery from a crash and partition merging 
are treated as partition merging, a site just coming on line or 
recovering after a crash executes the SCP, informing all sites 
with which it can communicate of its recovery. When a siLl' 

rejoins the network, it must execute the network merge pIO­

cess since it does not know whether it becomes a member of 
the same partition which it was in before the failure. 



5. Discussion 

We believe that implementation of our protocol is quite 
feasible for support of the optimistic approach to partitioned 
operation. Since our protocol provides the necessary network 
status change points, a partition merge process to restore the 
database to a consistent state can be done correctly. 

Before we prove properties of our protocol, a justification 
of the timeout period of the timer VCHECK, which is used by 
the SCP to detect failure of the SRI, is presented. The 
timeout period of VCHECK must safely allow enough time for 
the proper operation of the protocol, so that false failure 
detection is avoided. 
[Assertion 5.1] The timeout period of VCHECK is safe. 
[Proof] The timer VCHECK is used in four cases. 
Case 1. (VCHECK is started after sending a NETRESPONSE 
to the SRI.) -
Suppose that site i becomes a cohort of the SCP initiated by 
site j when i receives a NETCHECK. Site i responds with a 
NETRESPONSE to the NETCHECK and starts VCHECK. 
Site i expects to receive a new view vector from site j before 
VCHECK expires. Suppose that site j sends out the 
NETCHECK to sites and starts the timer BROADCAST at 
time t}" Site i receives the NETCHECK at time t 2• The 
minimum time period between tl and t2 is T MIN" Thus, the 
NETCHECK is received at site i no earlier than tl + T MIN" 

Therefore, tl + T MIN ~ t2 ~ tl + T MAX' Site j's timer 
BROADCAST expires at tl + 2T MAX + T GEN = t3' There­
fore, the maximum time between t2 and t3 is 
2 T MAX + T GEN - T MIN' After BROADCAST expires, site j 
takes at most T GEN to generate the view vector and the view 
vector is delivered within T MAX to site i. Therefore, under 
normal operation the new view vector must be received at site 
i before t2 + 3TMAX + 2TGEN - T MIN . 

Case 2. (VCHECK is started after sending an ALERT to the 
sites which may be involved in the generation of inconsistent 
view vectors.) 
Suppose that ALERTs are sent to site i and j from site k at 
time t 1, and i < j. Site j is expected to take at most T GEN to 
generate an ACK and the ACK takes at most T MAX to be 
delivered to site k before time tl + 2 T MAX + T GEN = t2• The 
new view vector from site i will be delivered at site k before tl 

+ 3T MAX + 2T GEN - T MIN = t3 as in Case 1. Since T MAX + 
T GEN - T MIN > 0, t3 > t 2• Thus, the new view vector and 
ACK must be received at site k before 
tl + 3TMAX + 2TGEN - TMIN" 

Case 3. (VCHECK is started when a site j receives a 
NETRESPONSE which indicates that another SRI with a 
lower site rank is executing the SCP.) 
Suppose site i is the SRI with the lower site rank and a 
NETRESPONSE arrives at site j from sitek at t2• If site i 
sent out a NETCHECK at t1' then it must arrive at all 
cohorts before tl + T MAX' By assuming that NETCHECK 
from i to k took T MIN and the NETRESPONSE from k took 
T MIN' the new view vector from site i must be received at site 
j by t2 + 2TMAX + TGEN - 2TMIN + TGEN +TMAX = 3TMAX 
+ 2TGEN - 2TMIN · 

Case 4. (VCHECK is started when an ALERT is received.) 
Suppose that site i sent a NETCHECK at time tl and site k 
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sent an ALERT at time t 2• If the NETCHECK took T MIN 

and the ALERT took T MIN to be delivered, then site i's 
BROADCAST will expire at some time before t2 + 2TMAX + 

T GEN - 2 T.MIN" Site i will take at most T GEN to generate the 
new view vector and the new view vector will take at most 
T MAX to be delivered. Therefore, the new view vector must 
arrive before t2 + 3T MAX + 2T GEN - 2T MIN· 

Therefore, the timeout period of VCHECK is safe for all four 
cases. 0 

Next, we demonstrate the property -of our protocol that 
all sites in a newly formed partition have a consistent view. 
[Assertion 5.2] The Status Change Protocol satisfies condi­
tion 4.1 
[proof] Suppose condition 4.1 is violated. Since views are 
only created by SRI's, there must be two different SRI's, 8 1 
and 8 2, 8 1 < 8 2, each of which assumed the other was 
DOWN. Furthermore, they both received acknowledgements 
successfully from all of their cohorts after they sent out the 
new view vectors. In this case, (a) there must be a site 8" 
which responded to both SRI's with NETRESPONSEs, or (b) 
ALERTs that were sent to the SRI's were lost so that the 
SRI's were not aware of the problem. From the SCP 
specification, if the SM of 8" receives a NETCHECK from 8 2 
when it had already received a NETCHECK from 81, then it 
sends an ALERT to both 8 1 . and 8 2, Therefore, case (a) is 
impossible. Assuming case (b), the SM which sent ALERTs 
initiates the SCP upon receiving a view vector from 8 2 before 
it receives a new view vector from 81, and 81 will receive a 
NETCHECK from the SM before its BROADCAST expires. If 
the NETCHECK was lost, 8 1 would execute the SCP again 
since it did not receive acknowledgements from all of its 
cohorts. If the SM which sent ALERTs receives a new vector 
from 8 1 before it receives a new vector from 8 2, then it checks 
whether an ACK from 8 2 is received already and if not it ini­
tiates the SCP. Also, 8 2 will not set its ST = "Normal" unless 

it receives acknowledgements from all of its cohorts. There­
fore, the assumption contradicts the specification of the SCP. 
o 

Let us elaborate on our comment that our protocol pro­
vides the necessary status change points. The problem is that 
when partitions are merged, the merge algorithm must know 
when partitioning occurred in terms of transaction history. 

For simplicity, let partitioning be pairwise, meaning par­
titioning subdivides one old partition PIc into two subparti­
tions - Pi which contains the coordinator of PIc' and Pi" 
Definition 5.1 A partitioning point for the site 8;, LT,,(8;), 
8; E PIc' is the last transaction processed at site 8; in PIc 
before PIc is partitioned. 
Definition 5.2 A partitioning point I: of partition Pi' which 
was formed when PIc was partitioned, is the set of LT,,(8;), for 
all 8; in Pi. 
When P - and P - are merged to re-form P L, the coordinator of 

I " 1 '" P; sends I; to the coordinator of Pi (i.e. of PIc) so that 
conflicting transactions may be serialized beginning at that 
point~ 



[Assertion 5.3] If partition Pk is subdivided into subparti­
tions p. and P. as defined above,then the FRDP and the SCP 

I J k k 
correctly determine Ii and Ii' 
[Informal Proof] We must show that when partitioning 
occurs and there is a possibility of a serializability conflict, the 
partitioning is detected by our protocol and the coordinator 
obtains the necessary partitioning point information. To see 
this, there are four possible cases to consider, depending upon 
whether or not possibly conflicting transactions are processed 
in the partitions while Pk is partitioned: 
Case I; Transactions are processed in both Pi and Pi' 
When a transaction in either partition executes an action on a 
data item having a copy at a remote site (in the other parti­
tion), it sends a watch to the SM. If a site fails, the FRDP 
then detects it, transactions are halted, and the SCP updates 
the network view. The coordinators of both partitions are 
elected and they collect the partitioning points, I; and I: from 
the sites. 
Case 2. Transactions are processed in Pi but not in Pi' 
P. notices the partitioning, and the coordinator of Pi is elected 
a~d it collects l from the sites in P. as above. When PI' and 

. I I 

Pi are merged, the coordinator of Pi requests the execution 
history from Pi and no conflicts need to be resolved. 
Case 3. Transactions are processed in Pi but not in Pi' 
P; notices the partitioning and its coordinator collects I;. The 

coordinator of Pk ' which is the same as the coordinator of Pi' 
does not know about the partitioning since no transactions 
involving sites in P. are processed. When Pi and Pi are 
merged the coordin~tor of p. sends I~ to the coordinator of , J J 

Pi' The coordinator of Pi gets the partitioning point by 
checking the history of the transactions processed in Pk 
against I;. It finds that there has been no possibility of a seri­
alization conflict. 
Case 4. No transactions are processed in Pi and Pi' 
The coordinator of the merged partition will recognize that 
there was no possibility of serialization conflict.D 

6. Conclusion 

We have presented a new protocol which supports 
optimistic partitioned operation by detecting failures and 
recoveries. We believe that our protocol is adequate to sup­
port optimistic partitioned operation. 

Protocols based on periodic status checking require con­
siderable overhead. Even when the system is lightly loaded or 
idle, the status of the network is periodically checked. There­
fore, the system may unnecessarily work to detect failures and 
to reconfigure the system. 

With our protocol, a status change may not be detected 
right after a site crashes or the network partitions, but it is 
detected later and system reconfiguration is initiated when the 
cooperation of that site is needed by a transaction. However, 
the whole system does not have to pay the cost of periodic 
checking. 

In addition, our protocol handles the problem of syn­
chronizing multiple failure/recovery detection in a particularly 
robust way. 
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Abstract 

Two different methods for replicating objects 
were implemented on the Eden local area network. 
One was at the object level, and it provided easier 
implementation and maintenance at some cost in 
performance. The other, at the kernel level, gave 
better transparency and performance from the 
client's view but was more difficult to implement. 
Both approaches maintained object availability in 
spite of crashes. Their implementation gave insight 
in to the conflict between performance and trans- . 
parency, the cost of naming replicated resources, 
and some inescapable effects on system users who 
do not want replication. 

1. Introduction 
In a distributed system that supports applications 

using multiple machines, the probability of failure­
free execution is the product of the probabilities of 
success for the related sub-tasks running on the in­
dividual machines. Two approaches may be taken 
to increase the chance of success for a distributed 
application; either increase the reliability of the 
nodes or provide replicas of crucial resources. This 
paper is concerned with the latter approach, for 
which the following are the design goals: 

1. The loss of copies of replicated resources 
should not prevent operation. 

2. The use of replicas should not alter the 

--rhis work was supported in part by the National Science 
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client interface. 

3. There should be minimum performance 
penalty for users of replication and none 
for non-users. 

1.1. Background 
Hardware replication has been an accepted de­

sign approach for a long time, but software repli­
cation is more recent. A non-exhaustive list of 
early efforts on software replication in distributed 
systems includes one that led to a commercial 
product, Tandeml , which added replication of 
processes to its replicated hardware structure. 
Bernstein and colleagues2, in an early design paper 
on the SDD-l System, made use of distributed a­
tomic transactions for updating replicas, using 
methods that depended upon a global clock. 
Lampson and Sturgis3 introduced the concept of st­
able storage, using replicas of unreliable disk files 
in a careful manner to provide reliable storage, 
which was used to support atomic transactions. 
These ideas were incorporated in XDFS, the Xerox 
Distributed File System4, where replicas were 
cached for ~erformance reasons. The Cambridge 
File System used backup replicas on disk, with 
transactions for atomic update, but the design was 
so conservative in its attempts to cause no penalty 
for non-users of replication that it was restricted to 
single-site transaction, a limitation later removed. 
An interesting comparison of CFS and XDFS is 
given by Mitchell and Dion6• 

Distributed INGRES provided replicas for data­
bases as an add-on feature. The design is de­
scribed by Stonebraker7• LOCUS8, another com­
mercially available system, supported replication of 
Unix™ files with a primary-copy update transaction 



mechanism. Walker, et aI., reported that concur­
rency control in their transactions was made more 
complicated by replication because the primary 
storage site no longer knew about all the activity 
for a given file. 

Since the early experiments, many proposals and 
analyses of schemes for concurrency con trol and 
crash recovery have appeared in the literature, in­
cluding some survey articles2,9. One of the trends 
developing for such work has been the adaptation 
of distributed database tools for atomic transactions 
and their availability as part of the operating sys­
tem. Several new designs and prototype implemen­
tations are being explored in which the resources 
for control of distributed transactions, replication 
and crash recovery are, to varying degrees, being 
built into the underlying systemslo. 11, f2, 13, but at 
this poin t few observed results have been reported. 
It is in this context that our experience with repli­
cation in the Eden system is of interest. 

1.2. The Experiments and Summary of 
Observations 

The Eden distribu ted system, wh ich began 
operating in April 1983, has provided a means to 
implement and test various schemes for the control 
and use of replication. This paper reports on the 
observations from two such experiments. One ap­
proach, described previouslyl4, implemented repli­
cation at the object level. Another lS was done at 
the level of the, kernel which creates and supports 
Eden's object environment. These experiments 
arose through curiosity about the two approaches 
and were not initially conceived as a comparison, 
hence they differ in detail. Nonetheless they do 
provide an opportunity in retrospect to contrast 
some of their features. 

With either approach, two features must be 
added to the non-replicated system: First, where 
formerly one object was dealt with, now a set of 
names of the copies of an object must be recog­
nized and handled. Secondly, a mapping must ex­
ist between this set of names and a single name 
used by the client; without this level of indirection 
any change in the number or identity of replicas 
would require notifying all clients of the change. 
When these two functions, mapping and the use of 
multiple names, are implemented at object-level we 
mean that they are accomplished by objects without 

changing the underlying kernel or its in terface. 
Alternatively, both functions may be embedded 
within the kernel, hence the term kernel-level im­
plementation. These approaches differ in the de­
gree of transparency to the user of replication, in 
the cost of programming the replication system and 
the execution cost for users and nonusers of the 
facilities. 

We shall first state the main observations that 
result from the experiments. More complete dis­
cussions appear in the following sections of the 
paper. 
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• Both approaches succeeded: objects were 
made available in spite of crashes. 

• The kernel-level implementation was more 
difficult and required more programming 
effort. 

• The object-level implementation was 
easier due to modularization, location­
independent invocations and high-level 
language support, but it requires some de­
gree of kernel support beyond the initial 
Eden design. 

• The kernel-level replication gave more 
transparency from the client's view. 

• Kernel size was increased about 20% by 
including replication control. 

• In a test case requiring writing to two disk 
copies, both implementations allowed rep­
licated data to be read and written in less 
than twice the tim:e required for ordin ary 
non-replicated objects, due to concurrency 
in the updates. 

Our experience led us to believe: 

• There is an inescapable cost to the non­
user of replication, although careful de­
sign can keep it small. 

• Transparency and performance are in con­
, flict. 

• If the underlying network operating sys­
tem cannot deal with network partitions, 
it is difficult but not impossible to do so in 
replication systems that are added. 

• Naming of replicated resources has a cost: 
Either the clients must hold names of mul­
tiple access routes, or some form of 



dynamic binding, such as broadcast, must 
be used. 

• One need not implement transaction 
management especially for the purpose of 
replication; specialized use of a general 
transaction tool can handle it.·· 

1.3. Structure of the paper 
Having declared our principal findings above, we 

shall describe the evidence that led us to these con­
clusions. Some understanding of the Eden system 
is needed in order to proceed; this information is 
provided in Section 2. Section 3 describes the 
kernel-level approach, and section 4 summarizes 
the object-level approach. Section 5 provides 
detailed reasoning behind our observations. Sec­
tion 6 seeks to relate our findings to what we un­
derstand about the "new-wave" of systems that are 
incorporating replication or transaction-control 
mechanisms. Section 7 summarizes the paper. 

2. The Eden System 
Eden is a distributed system used as a test-bed 

for experimental research on implementation of 
distributed computer systems and the construction 
of distribu ted applications. Many of its technical 
features have been described 16, and recently as­
sessed17• The implementation on which the experi­
ments were run consisted of sixteen Sun worksta­
tions, of which four are disk servers that provide 
virtual disk to the other twelve. 

2.1. Logical features of Eden 
Eden objects encapsulate data, the procedures 

that operate upon them, and active processes. Ob­
jects are defined by the user rather than being 
restricted to a few system defined types. All ob­
jects are named by system-wide unique identifiers 
called capabilities. All communication between ob­
jects is through invocation, a form of remote proce-

*"Note that this says nothing about the use of general trans­
action mechanisms for all applications, as opposed to taking 
advantage of application semantics. That distinction requires 
further research. 

dure call, with the same syntax used for local and 
remote in vocations . 

A high level Eden Programming Language (EPL) 
18 is used for defining Eden objects. EPL is based 
on Concurrent Euclid 19 with extensions to handle 
capabilities and to deal with sending and receiving 
in voca tions. It provides "light-weigh t" processes 
and monitors that the application programmer may 
use to control concurrency. 

Invocations are location independent and objects 
are mobile. Objects may move from one node to 
another or they may be fixed to specific locations, 
under the control of kernel calls. Eden objects al­
ways appear active from the viewpoint of the in­
voking object. To achieve this, Eden objects have 
two forms: the active form and the passive 
representation. The former is in volatile memory 
with a virtual processor assigned to it; the latter is 
the long term state of the object, recorded on disk. 
Creation of a new object establishes an active form 
which, at the discretion of the designer of the ob­
ject, can checkpoint itself (i.e., record its passive 
representation on disk). This checkpoint to disk is 
the only atomic action that is built into the Eden 
kernel. It is implemented so that it either succeeds 
or has no effect. The object designer may also 
make checkpoint available as an invocation so that 
other objects may request the active form to check­
point itself. The active form may vanish due either 
to a crash or to deliberate deactivation. A sub­
sequent invocation of the object will cause the ker­
nel to fail to find the active form and therefore to 
search for the passive representation and create a 
new active form which then responds to the invoca­
tion. Thus an object always appears active from 
the viewpoint of the invoker, but the response time 
may vary depending upon whether or not reactiva­
tion had to take place. As originally designed, 
each object instance could have at most one active 
form and one passive representation. This is the 
feature that becomes changed by replication, as 
subsequent sections will show. Replects, in the 
kernel-level implementation, provide a single active 
form and multiple passive representations; R2D2 
replicates both the active forms and passive 
represen tations. 
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2.2. Implementation features of Eden 
The kernel of the Eden distributed operating sys­

tem is composed of two sets of cooperating 
processes. Running on each node is a process 
called the Host that is responsible for creating ob­
jects, protecting capabilities from forgery, locating 
objects, and passing invocation messages among ob­
jects. The second .type of process is the permanent 
object database (POD), a copy of which may run on 
any node, although it makes most sense to run 
them on the nodes attached to physical disks. The 
normal Eden' POD stores the passive represen­
tations, ensures that at most one active form and 
passive representation exists, and cooperates with 
the Hosts to .create an active form for an invoked 
object if, none exists. 

Eden objects may be thought of as values of 
abstract types. They will perform certain actions in 
response to invocations, as well as internal actions. 
The code implementing these abstract types, i.e., 
the concrete types, is encapsulated in TypeStore 
objects and this code may be "replugged" (e.g. to 
provide a faster implementation) as long as the ex­
ternally available invocations are preserved. Type­
Store objects have all the features of ordinary Eden 
objects but in addition, their data consists of ex­
ecutable code. Every object includes a capability 
for the TypeStore that contains its code. In prin­
ciple, all objects of the same type share the.Type­
Store object; in practice, for implementation 
reasons, one copy of the code in a TypeStore is 
cached on each node that contains one or more ob­
jects of that type. Obviously, if instances of Eden 
objects are replicated, the TypeStore must also be 
replicated' in order to protect against-crashes, and 
updates should be automatically handled -by the 
same mechanism. 

3. Kernel-Level Replication: Replects 
The Replect approach, the kernel-level imple­

mentation of replication in Eden, seeks to over­
come the loss of passive representations stored in 
unavailable PODs. This is done by creating mul­
tiple passive representations on separate machines, 
thus increasing the probability that a passive 
representation will be available for activation if an 
object is invoked. From the viewpoint. of the- client 
there is no visible change between invoking a Rep­
lect or an ordinary Eden object; .at most one active 
form exists and it is invoked using one capability. 
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The difference is visible, of course, to the client 
that creates the Replect; the number of copies is 
under its control. TypeStore replication is 
straightforward; a TypeStore object is just another 
Replect. 

3.1. Replect implementation 
The Replect approach required changes to the 

kernel; a few to the Host and an almost complete 
rewrite of the POD. 

When a Replect is to be altered, the update must 
be treated as a distributed transaction in order to 
allow competing actions (activations, checkpoints, 
typestore reads) to take place without mutual inter­
ference and in order to protect against crashes that 
might leave inconsistent copies. Similarly, transac­
tions are required during activation to ensure that 
only one active form is produced. In both cases, 
one POD is selected to act as the transaction man­
ager. During update the transaction manager locks 
the other participating POD's passive represen­
tations, writes a commit record, causes participat­
ing PODs to write shadow copies and/or writes in­
place entries in the headers for the copies (with an 
''undo'' log for crash recovery). It then uses a two­
phase commit protocol to complete the transaction. 
If the transaction manager crashes when the slaves 
are in the ready-to,;,commit state, the slaves are 
blocked until the transaction. manager recovers. 

Gifford's voting scheme20 is used both for activa­
tion and for updating. Given a number of copies 
of an object, Gifford's voting method makes use of 
a read-quorum and a write-quorum chosen so that 
their sum exceeds the total number of copies. This 
overlap ensures that when a read .. quorum is read, 
at least one copy of the latest version is found .. 
There are minor differences between the scheme 
actually used and the approach described by Gif­
ford, but no major change in the concepts. 

Gifford assumed an underlying general transac­
tion mechanism. The Replect implementation did 
not have one to draw upon and provision of it ac­
counted for a fairly large part of.the implemen­
tation effort. However, by not exporting a general 
transaction tool to Eden users, shortcu ts in the 
Replect implementation were possible. The· trans­
action manager code is in a POD with no interface 
to objects .and the transaction deals only with single-



objects that are replicated. In contrast, a generally 
usable transaction tool would have to deal with a 
list of objects involved in the transaction. "Instead, 
the kernel code within the POD .deals only with a 
list of all the PODS that have copies for a given 
Replect. 

Very few changes were made in the Host kernel 
code, involving only about a one or two percent in­
crease in the total amount of Host code. POD 
code, however, had to be extensively rewritten and 
its size increased by about 20%. The Replect ap­
proach took a graduate student the better part of a 
year elapsed time in order to become acquainted 
with the problem, and define the implementation, 
followed by. about six months of coding, debugging, 
and testing. 

3.2. Replect system performance 
To assess performance of Replects, measure­

ments were made under three different conditions: 

1. The Eden object case: With the standard 
Eden system, not modified for Replects. 

2. The l-copy Replectcase: With the Rep­
lect system, using single-copy Replects. 
This assessed the penalty for using Rep­
lect kernel code for accessing non­
replicated objects, rather than branching 
to standard code. 

3. The mUlti-copy case: With the Replect 
system, using three copies of the passive 
representation, with read quorum and 
write quorum equal to two. (n = 3; nr = 
nw = 2). TypeStore used n = 3, nr = 1 
and nw = 3. 

Multiple measurements were made, to provide 
:data at a confidence level of 98% with the con­
fidence interval varying for the different cases, but 
in the neighborhood of plus or minus 10%. The 
measures of in terestwere the elapsed times for ac­
tivation, read invocation and write invocation in­
'volving ,checkpoint of the modified objects. Byte­
Store objects 'containing 1000 bytes of data were 
used. 

Activation of Replects required 10% to 13% 
more than activation of a standard Eden object. 
This was· for the most favorable activation case in 
which current copies of the passive representation 
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and TypeStore were located at the host where the 
ByteStore was to be activated. The standard Eden 
object required a mean .time of 1.94 seconds; the 
single-copy Replect took 2.13 ,seconds; the multi­
copy case required 2.20 seconds. 

In the very unfavorable activation case, in which 
neither the passive representation'nor the Type­
Store were on the· host where activation was to oc­
cur, activation time was 'much longer; 32.5 seconds 
for the Eden object case and 34.4 seconds for the 
mUlti-copy Replect. This involved locating the 
TypeStore, having· a copy. sent .over the. network, 
running the activation protocol, finding ,and copy­
ing the remote passive representation. 

Remote read invocation of an active object 
should be, and was, no greater for the Replect case 
than for the single Eden object. A "do-nothing" 
invocation requires 0.084 .seconds. The test invoca­
tion read 1000 bytes. The Eden object mean invo­
cation time· for reading was 0.237 seconds at 98% 
confidence level with, in this case, a .confidence in­
terval of plus or minus 2%. ·The mean times"for 
the single and multiple Replect invocations fell 
within this range. 

A write invocation to .active objects r.equired 13% 
more time for a single-copy Replect and 27% more 
for the multi-copy case compared to the standard 
Eden object. The Eden object required 1.81 
seconds; the single-copy ·Replect took 2.05 seconds 
and the mUlti-copy Replect used, 2.30 seconds. 
Concurrent writing of the two copies of the passive 
represen uition kept· the elapsed time well below 
double the. single object figure. 

4. Object-Level Replication 
A:;previous paper2l descr.ibes an Eden object lev­

elimplementation of replication. The emphasis in 
that report is on the Regeneration method of in­
creasing availability, and its advantages and dis­
advantages relative to other data replication 
methods. For example, Regeneration differs from 
Voting in the number of replicas necessary for each 
access. 'To read or update a resource replicated 
with Regeneration, one copy is. sufficient. If copies 
are inaccessible, new and· .up-to.;date copies are 
created elsewhere to substitute the .inaccessible 
ones. 



At the heart of the object level replication is a 
replicated directory, described in section 4.1. In 
the replicated directory, the user may specify the 
number of copies for each resource; the copies are 
placed on machines with independent failure 
modes, with user over-ride. Replication of general 
objects is described in section 4.2. Implementation 
effort and performance are summarized in section 
4.3. 

4.1. The Replicated Directory 
As we have mentioned in section 1.2, a mapping 

must exist between a single resource name used by 
the client and the set of copies. In the Replect im­
plementation (section 3.1), the mapping is stored in 
each POD containing a copy, and a broadcast 
mech anism is used to find them. Since there is no 
such broadcast mechanism at the object level, a 
mapping must be constructed. Furthermore, the 
mapping must be itself replicated for availability; 
otherwise a replicated resource would be as avail­
able as a non-replicated mapping. For object-level 
replication, the Eden Replicated Resource Distrib­
uted Database (R2D2) was designed and imple­
mented to serve as the replicated mapping. 

R2D2 maps pathnames (character strings similar 
to Unix pathnames) into sets of capabilities. Each 
level in the path corresponds to a directory, which 
may be replicated with several copies. Each copy 
of a replicated directory is unaware of its siblings; 
a specialized transaction manager main tains the 
consistency of replicas despite concurrent access 
and crashes. Since pathnames are organized in a 
hierarchy, R2D2 has a tree structure with repli­
cated nodes. 

R2D2 supports typical operations on a mapping 
such as Lookup, Add, Replace, and Delete. Each 
request is handed on to the R2D2 transaction man­
ager, which traverses the tree and finds the ap­
propriate directory on which the operation must be 
performed. For example, 
Lookup("users/alice/testfile"} is a read operation ser­
viced by one copy of the directory named 
"users/alice". In contrast, a write operation like 
Add is sent to all copies. If any of the set is un­
available, it is replaced by Regeneration, which 
creates new copies on operable machines to replace 
the missing ones. This ensures that the transaction 
never fails due to crashes, as long as sufficient 

machine resources remain to handle the required 
number of copies. 

If a missing copy of the lowest directory is rep­
laced this requires altering the next higher direc­
tory, to eliminate the capability of the missing copy 
and replace it with the newly created one. This 
approach proceeds recursively up to the root of the 
addressing structure. Note, however, that protec­
tion against a crash of the root must be handled in 
some other way. The manner in which 
"hardening" the root against crashes is done 
depends upon other requirements that one might 
wish to meet, such as performance or transparency 
at the client interface. One might give clients a 
fixed set of capabilities, with enough copies of the 
root to give a satisfactory level of availability with­
out regeneration, but that requires all clients to in­
clude code to deal with the set of capabilities. Al­
ternatively, one might arrange to broadcast for ac­
cess to a copy of the root, or to use the Replect 
scheme. These alternatives were not explored in 
the R2D2 implementation, and a Replect was used 
for the root. 
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The root directory receives all R2D2 requests 
and forwards them to R2D2 transaction managers 
for processing. A centralized lock manager in the 
root synchronizes concurrent updates. At the time 
R2D2 transaction manager receives an update re­
quest, it is given an implicit lock on the name be­
ing updated. To avoid deadlocks, conflicting up­
dates are returned to clients for later resubmission. 

4.2. Eden Resource Management System 
Although R2D2 provides transparent access to 

replicated directories, other invocations to client­
defined objects are not directly supported by R2D2 
transaction manager. The Eden Resource Manage­
ment System (ERMS)14, has been designed and im­
plemented to provide atomic object access within 
nested transactions. Here, we delineate ERMS 
transaction features concentrating on its client ac­
cess to replicated resources. 

From within transactions, ERMS clients access 
their resources, which are controlled by a transac­
tion manager. The ERMS transaction manager is 
more general than the R2D2 transaction manager, 
since ERMS handles groups of objects of any type. 
ERMS has adopted locking concurrency control, 



and a lock manager (separate from the R2D2 lock 
manager which handles single replicated objects) 
synchronizes resource access. 

For update atomicity, ERMS uses R2D2 as the 
authoritative mapping; only committed versions of 
resources are stored in R2D2. At the beginning of 
a resource update, the ERMS transaction manager 
creates a new version, which is a single object 
directly invoked by the client. At commit time, 
the ERMS transaction manager creates the neces­
sary number of copies, co-located with the old ver­
sion if possible, and installs the new copies in 
R2D2, substituting the old versions. 

4.3. Discussion 
The design of R2D2 took about the same time as 

for Replects. The coding and debugging took ap­
proximately three man months. Additional design 
and implementation effort was dedicated to ERMS. 
Significant code sharing between R2D2 and ERMS, 
such as the locking concurrency control, brought 
ERMS online in another three months. 

ERMS provides other functions beyond handling 
client access to replicated resources. For example, 
ERMS . nested transactions are implemen ted with 
nested concurrency control and crash recovery, 
both independent of replication. Also, ERMS uses 
one transaction manager per transaction to simplify 
implementation, introducing some additional com­
munication cost. Consequently, ERMS resource 
access time is dominated by features unrelated to 
replication. 

In this paper, we use R2D2 as an example of ob­
ject level replication, and compare R2D2 perfor­
mance measurements with those of a non­
replicated directory with the same tree structure. 
Multiple measurements were made to provide data 
at a confidence level of 98%, with the confidence 
interval at plus or minus 4%. For the read case, a 
mean value of 0.23 seconds was obtained for the 
non-replicated directory and 0.42 seconds for the 
replicated resource. The increase is due to the ex­
tra invocations to the R2D2 root and its transaction 
manager. This could be decreased by combining 
these two objects into one, but it would be done at 
the cost of decreased modularity and probably 

. more difficulty in debugging and maintaining 
R2D2. 
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For updates in which no regeneration of missing 
copies was necessary, the two-copy resource re­
quired more time than for the non-replicated direc­
tory by a factor of 1.5. The single directory re­
quired 1.43 seconds and R2D2 needed 2.18 seconds 
to update two copies. 

5. Observations Based on the 
Implementations 

Availability, transparency, and performance were 
affected by the level at which replication was im­
plemented, by the concurrency control and crash 
recovery methods used, and by features of the un­
derlying Eden systems. Implementation problems 
also were affected by these factors. The following 
sections comment on these facets. 

5.1. Availability 
Both implementations succeeded in making ob­

jects available in spite of crashes of nodes in the 
network. In the object-level case, the dis­
appearance of one of the file-servers in the Sun 
network for several days had no noticeable effect 
on the objects replicated through use of R2D2; the 
resources were automatically regenerated on sur­
viving file-servers. In the Replect case, PODs were 
deliberately switched on and off without decreasing 
availability of the replicated resources. (An advan­
tage of the Eden system is that logically separate 
experimental versions of the kernels can be run 
simultaneously with the "official" version, interact­
ing only through competition for memory, Ethernet 
time, and CPU cycles.) 

To measure the change in availability due to rep­
lication would require either long-term obser­
vations with natural system loads, or use of syn­
thetic loads chosen to represent particular classes 
of system use. Such studies are important for an 
understanding of policies for use of replication, to 
answer questions such as the number of copies to 
use, how they should be distributed and which ob­
jects should be replicated. We restricted our con­
cerns to the mechanisms for replication, and made 
no attempt to make quantitative measurements of 
availability. A separate simulation study to ex­
amine availability and policy questions have been 
conducted and recently reported22 • 



5.2. Transparency 
The issues of transparency and performance are 

in conflict. From the transparency standpoint one 
would like to keep a consistent, single-name, user 
interface for replicated and non-replicated objects. 
One way to do this, whether working at object lev­
el or kernel level, is to treat the non-replicated 
case as a single-copy replicated case, but this im­
plies burdening the non-replicated applications 
with the overhead of the replication mechanism. 
Another way is to use another layer of indirection 
that allows the system to differentiate between rep­
licated and non-replicated objects and branch to 
code specialized for each case, while keeping the 
interface to the client uniform. This, too, intro­
duces extra overhead. We can see ways to min­
imize this extra cost, but not to eliminate it; hence 
there remains some trade-off between transparency 
and performance. 

We found this to be a more difficult trade-off at 
the object level than at the kernel level and while 
we would not yet claim that this is a general effect, 
we would suggest that the designer be wary. For 
example, in our object implementation, the client 
invokes the root of the R2D2 addressing system to 
translate a string name into a set of capabilities and 
to set up a transaction manager which deals with 
the required number of copies. In Eden, these ex­
tra invocations can cost around 0.2 seconds. In 
Eden without replication, a client accesses a direc­
tory with a string name to get a single capability 
for the desired object, thus avoiding the extra over­
head of dealing with the transaction manager. 
Transaction control is not needed, since exclusive 
access to a single object can be handled by 
monitors within the object. 

Using Replects, which give transparency because 
the client deals with a single capability for the 
resource, there still is a price to be paid: The ker­
nel must keep track of the set of passive represen­
tations, and select one from which to create the ac­
tive form that represents the replicated passive 
representations. One might assume that the user of 
a non-replicated Eden object could totally bypass 
this Replect overhead, but subtleties are involved: 
One would have to forbid conversion of a Replect 
to a single Eden object while the system was being 
used. Suppose access to a Replect was attempted 
just as it was being converted back to a non­
replicated object. Suppose further that the conver-

sion failed, in which case the object reverts to be­
ing a Replect, but in the meanwhile the object had 
been accessed and some action was taken on the as­
sumption it was a non-replicated object. To avoid 
this one obviously would make the conversion un­
der control of a transaction, but that implies that 
all activations of single objects would in some way 
have to be aware of this transaction mechanism, 
hence incurring some extra overhead. One could 
keep a flag on each passive representation, denot­
ing it either a single object or a member of a Rep­
lect. The cost to a non-user of replication to check 
this flag could be kept small but it is still some 
finite amount of overhead. 

More generally, replication requires binding mul­
tiple objects to a single name known to the clients 
and this implies a cost. Whether replication is 
defined at the parent level, as in R2D2, or the 
sibling level, as in Replects, a price must be paid 
for maintaining single-name transparency and 
preventing loss of the resource due to a single 
crash. 

5.3. Performance 
We believe that replication can be implemented 

at either kernel or object level without creating 
performance penalties for non-users of replication 
much beyond the normal competition for memory, 
transmission time, and CPU cycles incurred in any 
application or system facility. However as noted in 
the section above, this may call for giving up some 
aspects of transparency to the client, in the object­
level case. 

y./e restrict our conclusions drawn from the rela­
tive performance of the two implementations since 
for many reasons, as pointed out in preceding sec­
tions, they are not strictly comparable. Our object­
level replicated directory was slower than the non­
replicated directory during query operations by 

- around 80%, but we believe this difference could 
be reduced to less than 10% by restructuring the 
R2D2 design. We do not see this difference as in­
herent between object-level and kernel-level imple­
mentations. 
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Some differences were observed in the updating 
case, with the object-level response time for two 
copies being longer by 50% than the non-replicated 
directory. More work is being done to understand 



the reasons for this delay despite concurrent updat­
ing of the two copies. Some of the difference may 
decrease for updates larger than the lK bytes that 
were used, since the existence of multiple active 
forms in R2D2 provides an advantage over the 
Replect single active form during checkpoint. (For 
lK bytes the contention for access to the single 
Replect active form by the multiple PODs writing 
to disk is negligible). The R2D2 performance may 
be affected not only by the extra invocations to the 
root and the transaction manager; their mere 
presence may be causing more paging since Eden 
.objects are large. If that is the case there could be 
an inherent disadvantage in implementing at 
object-level in our existing Eden environment, but 
we would not suggest that this would be the case in 
object-oriented systems in general. 

5.4. Implementation Experience 
One of the important motivations for our studies 

in replication was to assess the strengths and 
weaknesses of the Eden system, a motivation 
shared with most of the applications programmed 
in the Eden environment. For replication at the 
object-level it was useful to have invocation be lo­
cation independent, but to be able to bind objects 
to locations so that nodes with independent failure 
modes could be used. This is a feature that was 
not included in the original Eden implementation 
but was added shortly after its birth. In connec­
tion with this, the uniform use of capabilities for 
naming PODS, Hosts, and objects was useful in 
binding objects to particular parts of the distrib­
uted system. We had positive experience with 
other features of Eden such as object mobility, 
which was useful when the system configuration 
changed. The Eden Programming Language18, and 
the fact that object structuring made it easy to 
define modules that seemed natural in the design 
of R 202, both proved to be u sefu 1. Black made a 
good assessment of Eden features 17, and our ex­
perience generally supports his conclusions. 
Similarly, the slowness of the checkpoint operation, 
the lack of incremental logging to stable storage 
and the isolation from the disk that was imposed by 
building Eden on top of Unix caused high over­
head in the replicated resources. 

If the underlying system cannot handle par­
titions, it is difficult but not impossible to do so 
with replication systems built on top, by using 

voting to restrict updates to one portion, or using a 
version comparison mechanism during combination 
of partitions. The Eden system was not designed 
to handle partitions. If for a given Eden object the 
active form and the passive representation end up 
on separate sub-networks, the active form cannot 
transfer data to the passive representation to 
checkpoint. However, the passive representation 
(after suitable timeouts) can create a second active 
form. When the partitioned sub-nets are merged, 
the two active forms have to be dealt with. This is 
not a serious problem within a single Ethernet, due 
to the small probability of partitions, bu t can be­
come a problem with gateways or with other types 
of communication hardware. 

The two approaches to replication that we imple­
mented vary in their ability to compensate for this 
inability to deal with partitions. This is due to in­
teracting factors that are best discussed separately. 
First consider the general effect of the recovery 
method on a replicated system's response to par­
titioning. Using Regeneration, all partitions that 
contain a copy will be able to continue to operate if 
the partition contains an adequate number of 
operable machines. Then one would need methods 
to adjudicate among competing versions when par­
titions merge. If one uses voting methods, the par­
tition that contained the required quorum would 
be able to operate, whereas the others would not. 
This would allow simple recombination of par­
titions. A second factor has to do with caching, 
represented in Eden by the object's active form. 
This does not affect the above description of par­
titioning using Regeneration. With Replects, using 
voting, it is possible that a partition might contain a 
quorum of passive representations but if the active 
form is gone it is not possible to tell if it is dead or 
in another partition. To be safe, one would not go 
ahead and create another active form without also 
having merging techniques to handle competing 
versions, since the isolated active form might be 
updated with no attempt to checkpoint. With 
R2D2, on the other hand, if one were to use voting 
methods the system would allow a partition con­
taining a quorum to go ahead and operate since 
each of the replicas can have its individual active 
form as well as its passive representation. 
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Implemen tation at kernel level was more difficult 
than at object level. Again, no quantitative state­
ment can be made, because two different imple-



mentations by two different persons working in dif­
ferent programming environments give no statis­
tically significant data. However, the modularity, 
uniformity of invocation, and object location inde­
pendence made· the object-level implementation 
distinctly easier. Design efforts were comparable. 

One would like not to implement transaction 
management twice in the system, once for replica­
tion and once as a general tool, and indeed our ex­
perience has shown that it is not necessary. Both 
of our replication implementations used concur­
rency control methods that were specializations of 
a more general approach, although only in the 
R2D2 case was this more general facility exported 
to the user level. This specialization allowed 
bypassing of the features necessary for user inter­
face. In the Replect case further simplifications 
came about because of dealing only with replicas of 
a single object rather than keeping track of a list of 
objects. 

We recommend prOVISIon of a general transac­
tion manager tool with componen ts of it specialized 
for use for replication control. However, the 
generally available tool should have user override 
so that application programmers have the option of 
either using the general tool or experimenting with 
special transaction techniques, making use of the 
semantics of the application. 

In summary, kernel level implementation of rep­
lication appears preferable to object level if the fol­
lowing conditions hold: 

1. Transparency to the client is important. 

2. Upward compatibility is important. Ap­
plications might be written without repli­
cation followed by a later decision to rep­
licate some or all of the objects involved, 
in which case one would like to do it 
with no change to the application's ob­
jects. 

3. Kernel size is not an overriding issue. 

4. System programming staff is available to 
deal with the additional complexity in 
writing the kernel. 

Object level implementation of replication is 
preferable to kernel level if: 

1. Kernel programmers are scarce compared 

to object programmers. 

2. Faster implementation and easier mainte­
nan ce are im portan t. (A 11 poin ts re la ted 
to programming are heavily in fluenced by 
the availability of a high level program­
ming language for object programming. 
In the Eden case EPL provided a con­
siderable advantage at object level com­
pared to the use of C at the kernel level.) 

3. Increased kernel size cannot be tolerated. 

6. Observations on Related Work 
Relative to the "new-wave" of object-oriented 

systems being designed and developed that incor­
porate various features of replication, crash 
recovery and transaction control, our experience 
leads us to commen t on several of the efforts, to 
the extent we understand the work, much of which 
is just emerging in reports and papers. 
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The ISIS project 10 is designing replication and 
crash-recovery into the layers that provide and 
maintain the object level - i.e., what we have called 
the kernel-level approach. Apparently the client is 
not offered the option of not using these built-in 
fault tolerant features in order to improve perfor­
mance. Similarly, the client is restricted to the 
built-in nested transaction mechanisms, although 
concurrent updating of replicated data (when using 
pessimistic concurrency control, gathering locks in 
advance) is provided to improve transaction perfor­
mance. As noted above, we would vote for provid­
ing options in these areas, to encourage experimen­
tation with transaction control mechanisms that 
take ad van tage of application seman tics. 

For replication of procedures, rather than of ob­
jects containing both data and code, Cooper's 
replicated procedure call mechanism23 calls several 
replicated servers when one replicated procedure 
call is made; the call succeeds if just one of the ser­
vers remains functional. In the Eden case, objects 
include data and code. Both Replects and R2D2 
provide a special case of replicated procedure call, 
the one-to-many call. For example, if a copy of 
R2D2 directory is inaccessible, the R2D2 transac­
tion manager simply invokes the next copy in line. 
Cooper also supports many-to-many calls, in which 
several client processes make the same replicated 
procedure call. 



The Clouds project 13 is building atomic transac­
tion control into the kernel and developing a high 
level language (Aeolus) to make them available to 
users. The users will have the option of selecting 
the kernel's synchronization and recovery tech­
niques or to develop their own, to take advantage 
of the semantics of the application. The emphasis 
in Clouds appears to be on reliability of results, in 
the go/no-go sense of atomic transactions, rather 
than availability in spite of crashes. The reference 
implies that studies of replication at a level above 
the kernel are being made. 

There are several projects building sup~ort for 
transactions, such as Argus24, TABS 1, and 
PROFEM0 12• Argus implements nested transactions 
(as defined by MOss2S) on top of Unix. TABS is 
built on Accent Kernel and supports distributed 
transactions. PROFEMO will build nested transac­
tions into the operating system level, which will 
have hardware support for object management, 
crash recovery, and concurrency control. These 
systems do not support replication in the kernel, 
but provide powerful primitives to build replicated 
resources. For example, a replicated directory ob­
ject is being built as an application server in TABS. 

In summary, the results of our experiments in 
the Eden environment lead us to favor many of the 
features we see being included in this new wave of 
object-oriented designs and implementations, al­
though as far as we have seen, no one of them en­
compasses all the features we feel are desirable. 
Our "wish list" for such features is the following: 

1. Kernel support of replication, or support 
of primitives that make replication easy 
at object level. These include location­
independent invocation, ability to pin an 
object to a location, mapping of a 
resource name into a set of object names, 
and a concurrency control method. 

2. User choice of replication, including 
none at all. 

3. Uniform in terface to the system for the 
use of single or replicated objects. 

4. Minimum performance penalty for users 
of replication. 

5. Very little performance degradation for 
non-users. 
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6.' Provision of high-level language for ap­
plications programming, including easy 
control of what is replicated and where 
copies are placed. 

7. Export of a general-purpose transaction 
mechanism for use at the applications 
level. 

8. Export of the underlying atomic actions 
that allow users to build their own trans­
action mechanisms to take advantage of 
application semantics. 

7. Summary and Conclusions 
The Eden distributed system has provided the 

means to implement two different approaches to 
object replication, one at the object level, and one 
in the kernel that supports the object environment. 
Both implementations succeeded in making 
resources available in spite of network node 
crashes. 

The implementation at the kernel level was more 
difficult than at the object level, which also ap­
pears to be easier to maintain. Modularity and the 
programming environment seem responsible for 
this. A number of Eden features were very helpful 
at the object level; the nature of the objects, in­
cluding the fact that they contain active processes; 
the high level language for programming objects; 
location-independent invocation; object mobility, 
and uniform naming of objects, Hosts and disk 
repositories. 

Eden also had some shortcomings for our pur­
poses. The slowness of checkpointing, and the lack 
of incremental logging to stable storage were hand­
icaps at the object level, although logging was used 
at kernel level. The Eden system was not designed 
to handle partitions, and neither of the implemen­
tations overcame this limitation, although the ex­
perience shows us ways to do so. An R2D2 imple­
mentation using voting would allow a majority par­
tition to operate; means for detecting and resolving 
updates on separate partitions would allow more 
general solutions. 

There are trade-offs between performance and 
the transparency of access obtained by using a 
single name for a replicated resource. Problems 
arise in retaining single-name access, forcing either 



the use of a layer of indirection, or the system to 
broadcast to locate a copy. To hide such problems 
from the client and provide uniformity of access 
for either replicated or .non-replicated resources 
implies a performance cost. 

The choice of object or kernel level implemen-
. tation depends on the relative importance of trans­

parency, performance,implementation time, kernel 
complexity and size, as well as the relative ease of 
programming and the languages used at the two 
levels. We believe that replication can be imple­
mented at either level with small and comparable 
performance penalties for the client not wishing to 

.,. use replication. Our experiments lead us to favor 
inclusion of more functions in the kernel than 
Eden provides; either complete kernel.support of 
replication or provision of a number of' primitives 
that aid implementation of replication at the 
object-level. 
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Abstract 

Changes in the user population continues the 
trend to more simplicity for the user and 
increased sophistication of the computer systems. 
In addition, advances in data storage technology 
have enforced the growth and creation of 
incomplete data files. A growing number of users 
require information from the database which 
cannot be obtained through the operators found in 
traditional query languages. Such needs have 
increased the expectation that a system should be 
able to assist the user in gathering and 
interpreting the appropriate data. The recent 
discussion of null values and maybe 
algebra is an attempt in this direction. 
However, the current literature has not addressed 
the practical issues of such theoretical concepts. 
This presentation examines the inclusion of the 
maybe algebra operators in a database machine. 
In addition, modifications designed to increase 
the time and space efficiency of the maybe 
algebra operators as well as the quality of the 
results are discussed. 

1. Introduction 
Incomplete information continues to be a 

problem for systems involved in information 
utilization. The problem of how to handle 
missing information has been studied by a number 
of researchers [5,6,8,9,16,17,18,26,27]. The 
current discussion of the use of the universal 
relation assumption (URA) [7,13,14,20,22,25], 
has increased the interest of dealing with null 
values. 

A number of different uses for null 
values have been given in [1,22], but the 
problem of unknown data value represents the most 
common usage of null values. Codd o [6] introduced 
a comprehensive extension to relational algebra 
that allows the user to examine potentially 
interesting data relationships based in part on 
unknown (incomplete) data. The theoretical 
foundations of Coddls new maybe algebra have been 
examined by Biskup [2]. 

While these works have developed a strong 
theoretical basis for maybe algebra, they 
have not taken into consideration the practical 
impact of such operations. In addition, recent 
developments in technology have led researchers 
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to seek a hardware solution to the design of 
database systems, nameiy, the database 
machines [3]. Such machines have been 
developed with the purpose of improving the 
per formance of the database operations. However, 
designers of such systems have not addressed many 
of the current issues that have surfaced recently 
in relational database design theory. 

This presentation is an attempt to 
incorporate the concepts of null values and maybe 
algebra into the design of a relational database 
machine to extend its usefulness to the user 
population. Some practical restrictions of such 
an approach are also discussed. The database 
machine used as the basis of our discussion is 
the Associative search Language Machine (ASLM) 
[12]. The choice of ASLM stems from the fact 
that ASLM is highly parallel, and in many cases, 
the tuple search time is almost the same as 
relation search time (Associative Search). 

The architecture of ASLM is briefly 
overviewed in Section 2. 0 The basic concepts of 
maybe algebra are investigated in Section 3. The 
issues and practical considerations of 
implementing maybe algebra on ASLM are examined 
in Sections 4 and 5. 

2. Database Machines 
Several different classifications of 

database machines have been proposed. Rosenthal 
[23] has classified these machines as large 
backend, distributed network data node, and smart 
peripheral systems. Champine [4] has a similar 
classification using four classes: backend 
system, storage hierarchy, intelligent 
controllers and database computers. Su et. ale 
[24] have classified database machines as 
cellular logic systems, backend computers, 
integrated database machines and high speed 
associative memory systems. These 
classifications are similar in that for the most 
part they are based on how the database machine 
will be used. Bray and Freeman [3] have proposed 
a classification based on the concept of 
parallelism and the location where the data is 
searched. Based on this criteria, we have the 
following five groups: single processor indirect 
search, single processor direct search, multiple 
processor direct search, multiple processor 
indirect search and multiple processor combined 
search. 



These classifications suffer from the fact 
that there is some overlap between the categories. 
For example. there is no clear way to determine 
when a smart peripheral system becomes a back end 
computer as functions are moved from the host to 
the peripheral system. 

However. one common feature of such 
classifications is the existence of a special 
purpose hardware system designed to manipulate 
the database. This approach is based on the need 
to remove the database functions from the host 
machine. The hardware specification of the 
database operations in the backend computer. the 
ability to overlap operations between the host 
and the backend. and elimination of the problems 
associated with the 90-10% rule [11] have made 
the backend approach more promising than the 
other categories. In the remainder of this 
section. the design of a backend database 
machine. ASLM. is discussed. 

2.1 ASLM - a backend database machine 
ASLM (Associative Search Language Machine) 

is a backend database machine [12]. The system 
is composed of a general purpose frontend machine 
supported by ASLM (Figure 1). The frontend 
system acts as the interface between the user and 
the backend machine. Security validation of the 
user and the user's query. translation of the 
user's query into ASL primitives and transmission 
of the final results to the user are the major 
functions of the frontend system. 

Reducing the semantic gap and alleviating 
the transportation problem have been the general 
motivations behind the design of ASLM. Semantic 
gap reduction has been achieved through: i) the 
one to one relationship between the set 
operations and associative operations. ii) 
hardware implementation of the basic relational 
operations and iii) elimination of the address 
accessability of the data. The transportation 
problem has been resolved by screening the data 
close to the secondary storage. Solving these 
problems has determined the organization of ASLM. 

ASLM is composed of four modules: 1) 
controller. ii) secondary storage interface. iii) 
an array of preprocessors. and iv) a database 
processor. 

Controller: The controller is a 
microprogrammable control unit. The contents of 
the writable control memory will be determined by 
the user's program. More specifically the 
controller: i) stores the ASL microinstructions 
generated by the ASL compiler. ii) decodes the 
ASL microinstructions. and iii) propagates the 
control sequences to the appropriate modules in 
the backend. The simplicity of the controller is 
primarily due to the use of associative hardware 
for the execution of the ASL primitives. since 
there is no need for address generation and the 
majority of the operations are strictly 
sequential. 
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Secondary Storage Interface: The 
secondary storage interface is a collection of 
random access memory modules. augmented by some 
hardware facilities. This module is an interface 
between secondary storage and ASLM. It accesses 
blocks of data from secondary storage and 
distributes them in a tuplewise fashion among the 
preprocessors. 

Preprocessors: Because of the practical 
limitation on the size of the associative memory. 
it may not be possible to store all available 
data in the associative memory in order to 
perform an operation on the data items. Due to 
this restriction. all the systems proposed 
earlier based on fully associative memory, are 
not capable of handling large databases. In 
contrast. the design of ASLM overcomes this 
problem through consideration of two points. 
First. queries almost always refer to a subset of 
attributes in the tuples. Second. in each query, 
a small subset of tuples will satisfy the search 
cr iter i a [11]. 

The preprocessors act as a filter which 
screens the data. selecting the valid data. The 
valid data is then placed in an associative stack 
in the database processor. In addition, the 
preprocessors perform a projection over the 
relevant attributes. In a database operation 
the attributes of a relation can be classified 
into three groups: i) members of the search 
ar gumen t (SA). i i) members of the ou tpu t set 
(OS). and iii) the remaining attributes. It is 
the task of the preprocessors to validate tuples. 
on the basis of the SA attributes and to project 
them over the as attributes. 

The module is composed of an array of 
identical and independent processors which 
communicate with the database processor and the 
secondary storage interface. The preprocessors 
are initialized by the controller according to 
the query. After the preprocessors have been 
initialized. they perform operations on the 
tuples independent of any direct supervision from 
the controller. 

Database Processor: The database 
processor is composed of a set of associative 
stacks enhanced by some hardware capabilities for 
direct implementation of the relational operators. 
The result of the operations of the array of 
preprocessors on a relation r with relation 
scheme R is a relation rs with relation scheme 
RSt which is stored in an associative stack. 

RS i Rand V-ts e: r s 3 t e: r such that 

ts = t[OS] and t[SA] ; search criteria. 

The associative stacks act as intermediate 
storage which holds part of the relation in order 
to perform the required relational operations on 
it. The database processor receives the database 
operations from the controller and performs them 
on the data stored in the appropriate associative 
stacks. At the end of the operations defined by 
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Figure l: Overall Architecture of ASLM. 

the query, the result is transferred to the 
general purpose computer. 

The module is a set of identical and 
independent associative stacks of size w*d (where 
w is the width and d is the depth) augmented by 
some hardware circuits. The associative stacks 
can be linked together to make a memory size 
(K*w)*d (1 ~ K ~ n, where n is the number of 
associative modules) capable of holding d tuples 
of size K*w bits, or they could be linked to form 
a memory of size w*(K*d) capable of holding K*d 
tuples of size w bits. Because of the generality 
of the tuple sizes in a database, this facility 
enables the system to adjust the available memory 
modules based on the length of the tuples and the 
cardinality of the relation. In addition, this 
increases the space efficiency of the database 
processor. The independence of the associative 
modules enhances the modularity and as such the 
fault tolerance of the system. 

Database processor is enhanced by a group of 
small special purpose modules to facilitate the 
direct implementation of the relational operators. 
One of these modules is used to reformat and 
realign tuples in the associative stacks. Such 
an action is necessary during some operations 
such as join, where the join attributes in the 
source tuples should be organized according to 
the position of join attribute(s) in the target 
tuples. The reformat unit is capable of 
performing basic logic operations on a collection 
of shift registers (4 units). The function of 
this unit will be discussed in more detail in 
Section 5. 

ASLM is based on the concept of variable 
length tuples, where tuples and attribute fields 
are separated from each other by tuple separator 
markers and attribute separator markers, 
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respectively. The null value is represented in 
this format as two adjacent attribute separator 
markers. The fields of a tuple t defined by 
t[OS] are expanded by the preprocessors to their 
predefined size in the normal manner. Fields 
containing null values are expanded to their 
appropriate size with don't care symbols. 

The ASLM architecture is used in Section 4 
to examine the implementation issues of Codd's 
maybe algebra [6J. The basic concepts of maybe 
algebra are examined in the next section. 

3. Maybe Algebra 
A great deal has been written about the 

relational mopel in recent years. We will assume 
that the reader has examined the basic concepts, 
in Rarticular, relational algebra at the level of 
[26]. We will adopt Maier's notation [19] for 
partial information in the relational model. A 
partial tuple is one that contains zero or 
more null values (1). A tuple t is said to be 
total if it contains no null values. A tuple 
t whose scheme includes attribute A is 
definite on A (written t(A)~) if t has a 
non-null value for A. We write t(X)~ when t(A)~ 
VA e: X and t~ when t is total. If t e: r, where r 
is a relation defined by the relation scheme R 
then DEF(t) '" {A I A e: R and t(A)~}. A tuple ~ 
subsumes a tuple u (t~u) if u(A)~ implies 
u(A)",t(A). If t> u and t~, then t is an 
extension of u (t~~u). 

These concepts can be directly extended to 
relations as well. A relation r is total (r~) 

if all of its tuples are total. A relation r 
subsumes a relation s (r ~ s) if for every 
ts e: s there is a tuple tr e: r such that tr > ts' 
A relation r is an extension of s if r > s 
and r is total. If r can be obtained from s-by 
changing some null values in s to data values 
then r augments s (r;::'" s). A relation r is ~ 
completion of s if r;:::"" sand r ~. 



Missing information presents a problem for 
any data model and as the relational model has 
matured, researchers have examined the question 
of how to handle missing data. Codd [6] 
developed an extension to relational algebra that 
allows a user to retrieve information based on 
partial results. Such a capability allows the 
user to probe the database for potential data 
relationships that might be useful to the user, 
but cannot be retrieved directly br true 
relational algebra. Recently, Biskup 2] has 
made maybe algebra more appealing by establishing 
its theoretical foundations. 

A number of different inter~retations of 
null values are possible [,,22J, but maybe 
algebra is only concerned with missing or unknown 
data. Using this interpretation of null values, 
Codd [6] defines a 3-valued logic where 

T - condition is true, 
F - condition is false, and 
w - maybe - data values are unknown. 

The truth tables for the boolean operations are 
given as: 
AND T w F OR T w F m T T w F T T T T T F 

w w w F w T w w w w 
F F F F F T w F F T 

The null substitution principle [6] then 
can be stated as: 

A truth-valued expression has the value 
w if and only if both of the following 
conditions hold: 

1) Each occurrence of a null value in 
the expression can be replaced by a 
non-null value so as to yield the 
truth value T for the expression. 

2) Each occurrence of a null value in 
the expression can be replaced by a 
non-null value so as to yield the 
truth value F for the expression. 

Relational operators using a search condition to 
select tuples will base the search on a set of 
attributes, say X, that fall within a single 
relation scheme. Clearly, the selection of a 
tuple (t) based on a given condition will depend 
on the state of the values for t(X). If there 
exists A £ X such that t(A)~ and teA) disagrees 
with the search condition, then the truth value 
associated with t is false (F). A truth value of 
true (T) would be generated for t if t(X)~ and 
t(X) matches the search argument. The truth 
value maybe (w) is assigned if ~A £ X such that 
t(A)~, the values teA) match the search condition 
and there exists at least one element of X, say 
B, such that t(B) = 1. 

Two operators that make use of a search 
condition to manipulate a relation are the select 
and join. The following examples illustrate the 
maybe and true relational algebra select, join 
and division operations. 
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r(R) A B C 
a, b, , 
a2 b21 
a3 b3 2 

a) True select r 
where C=' 

A B C 

a, b, 

c) True join of 
rand s over C 

A B C C D 
a, b, , , d, 

Maybe division 
manner as shown by the 

r(R) A B C 
a, b, c, 
a2 b, c1 
a, b2 c2 
a2 b21 

a) True division 
(r+s) 

s(S) C D 
-,---cr; 
1 d2 

b) maybe select r 
where C=' 

A B C 

a2 b2 1 

d) maybe join of 
rand s over C 

A B C C D 
a, b, 1 d2 
a2 b2 1 d2 
a3 b3 2 d2 
a2 b2 1 dl 

is treated in a similar 
following example. 

Mal' be division 
(r. w s) 

A somewhat different view of the null value 
is taken for the remaining relational algebra 
operators. For these operations, null values in 
different tuples are interpreted as being 
equivalent. As such, we have no change in these 
operations over their use in traditional 
relational algebra. The following example 
illustrates this interpretation for the project 
operator. 

Project r over A and B 
A B 
a;-r 
a2 b2 
a3 b3 

Codd [6] has also addressed the issue of 
using null values to bring the so called dangling 
tuples into the join process and to make 
relations union compatable. The outer theta 
join [6] will be used here to motivate the 
concept. Similar join operations have been 
proposed by Merrett [2'], Zanilo [29] and LaCroix 
and Pirotte [15]. 

The outer theta join (denoted,by @) for 
r(A,B) and s(C,D) over BeC (i.e., Band Care 
defined over the same domain and e is the test 
condition) is defined by Codd as: 



T = the true join of Rand S over BaC 
R I = r ~ T (AB ) S I = s - T ( CD ) • 

(where a is equality) 

r A B 
a;-t>1 
a2 b2 
a3 b3 

A B 
~3 

s C D 
b'1d1 
b2 d2 
b4 d3 

C D 

b4 d3 

T ABC D 
a1 b1 b1 d1 
a2 b2 b2 d2 

If we think of the traditional relational 
algebra as true (T) algebra, then we can view 
Codd's maybe algebra as retrieving tuples with 
unknown critical values. The search conditions 
for such tuples evaluate to maybe (til). Since the 
subset of the search condition attributes that is 
definite matches the search criteria and the l 
remainder are null, it is unclear whether or not 
such tuples are of use to the user. Maybe 
algebra gives the user the opportunity to 
investigate the set of tuples and draw his/her 
own conclusions. The impact of implementing the 
maybe algebra operators in the ASLM environment 
is examined in Section 4. 

4. Implementing Maybe Algebra in ASLM 
In this section, the ASLM implementation of 

maybe algebra is examined. We ignore the obvious 
changes required to the query language and 
concentrate on the compilation process and the 
architectural changes required to add the maybe 
algebra operators to ASLM. 

i) The null value is simply taken as a data 
value by relational operators such as 
union, intersection, difference and 
projection. Such an interpretation of 
null values means there is no change in 
the implementation of the operators over 
traditional relational algebra. The 
details of these operators can be found 
in [12]. 

ii) The result of a maybe select operation 
is the set of tuples that yield the 
maybe truth value for the select 
condition under Codd's null value 
substitution principle [6]. A query of 
the form: 

maybe select from r where 
A = "a" AND B = "b" AND C = "c" 
can be written as 

select from r where 
(A = "a" OR A = 1) AND (B = "b" OR B = 1) 
AND (C = "c" OR C = 1) AND (A = 1 OR B = 1 
OR C = 1). 
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In the event the condition is defined 
over a single attribute, the result in 
ASLM can be determined by an equality 
search against 1. For more general 
search conditions, the maybe select can 
be implemented in the database 
processor as a sequence of 2d~1 select 
operations, where d is the number of 
definite attributes used in the search 
condition. The sequence of operations 
will be determined by the compiler and 
hence will be passed to the database 
processor prior to execution. The 
results of the selects are placed 
together on the resultant associative 
stack. The operation 

Maybe select from r where a<1 AND b>2 
would require 

select from r where a<1 AND b=l; 
select from r where a=± AND b>2; 
select from r where a= AND b=l· 

Such an approach means that the maybe 
select operator can be implemented 
directly in the current design of ASLM. 
No architectural changes are required to 
implement the operator. Since the 
search condition is introduced into the 
process by the user's query, the 2d-1 
select conditions required can be 
generated directly by the compiler. 
Naturally, an increase on the number of 
searches reduces the performance of the 
maybe select operator. However, since 
no changes have been introduced into the 
design of ASLM, no degradation of 
performance of the true algebra 
operators will be experienced. 

iii) The maybe join-operation places a tuple 
in the result relation when the test for 
a join between two tuples results in a 
maybe truth value. For each tuple in rl 
(source relation), the relation r2 
(target relation) is search 2d:", times, 
where d is the number of definite 
attributes in the join set.' As in the 
maybe select, the searches are looking 
for tuples in r2 with different 
combinations of the definite attributes 
of the join set that contain one or more 
null values. 

In the ASLM design, the join of relations rl 
and r2 is initiated by loading the relevant data 
from each relation into two associative stacks. 
The tuples from the source relation are popped 
one at a time and passed to the reformat module. 
The reformat module realigns the join set 
attributes to conform to the positions they have 
in the target relation. Then, for each 
reformatted set of attribute values the target 
relation is searched in associative fashion. In 
our new environment, compiler distinguishes the 
true join and the maybe join during the 



compilation. For true join, additional select 
operations will be initiated to exclude all the 
tuples in the source and target relations which 
have at least one null value in their join set 
attributes. For the maybe join, the reformat 
module is triggered to enumerate all possible 
permutations of the join set attributes in the 
source relation tuple (i.e. 2d~l cases as above). 
This enhancement to the reformat module is the 
only hardware overhead of the maybe algebra over 
the original design of the system. 

maybe join r1 and r2 (A1 = A2 and B1 = B2) 

r1 (A] B] C) r2 (A2 B2 D) and r2 
a, I c, a, b, d, D 
a2 b2 C2 a2 1 d2 C1 d, 

a2 b2 d3 C1 d4 
1 b2 d4 C2 d2 

C2 d4 

Maybe join has the potential to have drastic 
effects on the resource utilization and the 
performance of a database system. For example, 
if we wish to use the maybe join to join r1 and 
r2 over A = B, where R, and R2 are the respective 
schemes and A E R, and B E R2, then we get one 
copy of r2 for each tuple t1 in r1 where t1 (A) is 
null. Similarly, we get a copy of r, for each 
tuple t2 in r2 where t2(B) is null. We can find 
the size of the maybe join result for this 
example by: 

m*n1 + n*m1 I- m1 *n1 
where· 

In = I r1 I , n = I r2 I and 
n1 the number of nulls in r2 for B 
ml = the number of nulls in r1 for A. 

The potential for drastic loss of 
performance is apparent from the following 
example. 

Example: Suppose m=n=1000 
with 1% nulls for A and B 
1000*10 + 1000*10 - 10*10 = 19,900 
tuples in the maybe join result. 

with 5% nulls for A and B 
1000*50 + 100*50 ~ 50*50 = 97,500 tuples 
in the maybe join result. 

with 10% nulls for A and B 
1000*100 + 100*100 ~ 100*100 = 190,000 
tuples in the maybe join result. 

Interestingly, the loss in physical 
performance is paralleled by a loss in logical 
performance. The value of such an operator must 
be rated by its ability to supply a "useable" set 
of tuples which the user can examine to see the 
potential relationships between data values. The 
relation sizes suggested by the previous example 
fall beyond the useable category. Zaniolo's 
generalized join removes the join over two nulls, 
but still has the potential to produce extremely 
large relations [29J. 

1215 

If we consider the probability of a 
relationship appearing in the maybe join result, 
given that one or more of the join set attributes 
are unknown, we can consider the information 
content of the operation by· using Shannon's 
formula [lOJ 

where Pi is the probability of a configuration's 
occurence. 

Consider the case where the join set is a 
singleton attribute. When a tuple from one of 
the relations has a null value in the join 
attribute, we have a probability of one that the 
tuple will be joined to all of the tuples in the 
second relation. Using the interpretation from 
information theory, we can say that it is 
possible to guess the set of relationships 
produced by the maybe join and as such the 
information value of the operation is zero. From 
the database point of view, this means that we 
can use other operators that require 
significantly less resources to produce the same 
result. 

Based on this discussion, we present a 
practical restriction on the maybe join operator. 
In its current form, the operator will likely 
cause stack overflow in ASLM when either the 
number of attributes in the join set is small or 
the two relations have a high percentage of null 
values for the join attributes. To deal with 
this problem, two solutions are being 
incorporated into the ASLM design. 

a) Maybe join over a single attribute is 
detected by the ASL compiler and ignored. 
The user is notified that such an 
operation is expected to result in a low 
information result. 

b) During the maybe Join operation on two 
or more attributes, the system will be 
able to detect that a large percentage 
of nulls are resulting in a large number 
of maybe joined tuples. When the stack 
containing t~e maybe join result reaches 
a predefined load density, the operation 
is terminated and the user is notified 
of the low information quality of the 
data. By using the relative sizes of 
the two relations involved in the join, 
the system can set the predefined load 
density for the stack in question. 

The use of these two restrictions will 
result in higher information value results. The 
first decision can be made during the compilation 
while the second de6ision is determined during 
the execution time. This can be done by the 
reformat module which controls the sequence of 
the maybe join operations. 



iv) The maybe division operator can be 
implemented using the operators 
previously defined. The following 
algorithm provides the sequences of 
operations for r(R) maybe + s(S) in 
ASLM: 

Algorithm maybe divide; 
begin 
(maybe join r(R) and {tl € s(S)}) U (join r(R) 
and {tl € s(S)}); 

place result in stack S,; 
project S, over R-S; 

i=2 ; 
while there is an unprocessed tuple in s do 
begin 
(maybe join r(R) and {ti € s(S)}) U (join r(R) 
and {ti € s(S)}); 

place result in stack S2; 
project S2 over R-S; 
intersect S, and S2 placing the result in S, ; 
i:=i+' 

end 
Place r+s on stack S2; 
Place Sl-S2 on stack Sl 
end. 

Example 

Stack Sl 
after 
projection 
over R-S 

Stack S2 
r+s 

rCA B C) 
a, b, I 
a2 b2 C2 
a, b2 C2 
a2 b, c, 
a3 b, c, 

al Stack S2 a, 
a2 after a2 
a3 proj ection 

over· R .... S 

The maybe divide operation is extremely 
slow, but does not require any additional 
hardware changes beyond the changes required to 
implement the maybe join operator. As such, it 
offers no further degradation of the performance 
of the true algebra operators. 

v. The outer join operation is designed to 
bring the so called dangling tuples into 
the join process. When the relations r, 
and r2 are joined with the outer join, 
we have each dangling tuple of r, 
extended with null values for the 
attributes defined for r2 that do not 
appear in r,. Similarly, the dangling 
tuples from rZ are extended with null 

values to make them union compatible 
with r, .DQ r2. 

In ASLM, the outer join can be performed by 
testing both relations. In the traditional join 
operation, dangling tuples in r, are encountered 
by the process when the tuples are tested for a 
match in r2. The outer join simply requires 
extending the tuples and placing them in the 
appropriate stack. On the other hand, the 
dangling tuples in r2 are not located by the 
present join operation. To do this, it requires 
using the tuples of r2 to test whether or not a 
tuple is a dangling tuple. When a dangling tuple 
is encountered, it is extended with null values 
and placed in the stack. 

rl (A B C) a, b, c, 
a2 1 C2 
a3 b3 c3 
using the outer join of r, and r2 in ASLM, 

we have 

Searching the result for a2 @ @ d2 e2 (where 
@ means the fields are masked out on the search), 
a match tells us that the tuple participated 
in the join. On the other hand, searching for 
a4 @ @ d4 e4, we find that the tuple needs to be 
extended and added to the stack. The final 
result of the outer join would be 
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5. Maintaining the database 
The use of null values in a database system 

increases the complexity of the insertion policy 
(i.e., concepts such as tuple subsumption and 
null replacement as well as traditional concerns 
like duplicates must be considered). Recent 
literature has addressed a wide variety of such 
techniques ['9]. Creating an insertion policy 
from the available techniques requires 
establishing the assumptions on how the system 
will be used. Our approach is to use somewhat of 
a compromise of the available techniques based on 
the following assumptions: 

i) A new tuple can be inserted into an ASLM 
relation if it is not already subsumed 
by a current tuple. 

11) There are no hard violations of the 
database semanties in the current copy 
of the database. 



The first assumption means that if a tuple 
such as t1 = < a1 1 1 1 e1 > currently exists in 
an ASLM relation with scheme {A, B, C, D, E} then 
the insertion of a new tuple t2 = < a1 ± C1 1 

e1 > means that the tuple t1 = < a1 1 e1 > 
is no longer needed since t2 ~ t1' Let s = {t I 
t £ rand t2 ~ t}, the relation s can be found by 
applying a variation of the maybe select over the 
relation scheme for t2' For example, the query 
for t2 would be: 

Select from r where 
(A = a1 or A = ±) AND (B = 1) AND (C - c1 OR 
C = 1) AND (D = ) AND (E - e1 OR E = 1). 
The resulting relation, r' = (r-s) U {t2}' 

subsumes the relation r. The relation r does 
have a larger possibility set, but the 
completions of r' will all appear in the 
possibility set of r. 

The second assumption allows the tuples in 
the current relation to be used to determine the 
true value of null values in the insert tuple, 
based on the existing set of functional 
dependencies. For example, given the existence 
of the functional dependency A.a, a query such 
as: 

Select from r where A = a1 

would generate the set of tuples with the same A 
value. The system can then test the resulting 
set of tuples for a non-null value of B. Based 
on assumption ii) if such a value exists, there 
should be only one such value (ignoring null 
values 'whi~ch are considered soft violations). If 
such a non-null value exists, the backend system 
can ,,then use the value to replace the null value 
in t2 for the attribute B. 

Null value replacement as discussed can be 
extended beyond just changing insertion tuple. 
The ,.:definite values of the insertion tuple can be 
used to replace null values in the tuples of the 
current relation. Such a policy is clearly more 
time conauming, since, first it requires that the 
use,r interface generates test conditions for all 
functional dependencies for which the left side 
attrihutes of the insertion tuple are definite 
and then the definite right side attributes in 
the insertion tuple are used to replace nulls in 
the tuples of the current relation. The policy 
rests on the assumption that the insertion tuple 
is valid. Notice that such an assumption is 
consistent wit.h assumption (11). Inserting a 
tuple that has an incorrect data value will 
result in an incorrect relation. 

The null replacement policy used in ASLM 
will not provide replacement of all of the nulls 
that might be replaced under a more comprehensive 
replacement policy_such as the one described by 
Maier [19]. The more comprehensive replacement 
algorithms, such ,as the one described by Maier, 
make use of marked (indexed) null values to 
increase the situations where nulls can be 
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replaced. In considering the overall performance 
of ASLM, the use of marked nulls does not seem to 
offer sufficient advantages to offset the 
increased cost. 

6. Conclusion 
The inclusion of the maybe algebra operators 

into the design of the Associative Search 
Language ~achine (ASLM) has been examined. It'is 
shown that the system can be upgraded to include 
the operators with only modest changes. 
Practical restrictions for the implementation of 
the maybe join have been given. 

The primary concern in adapting ~SLM to 
include the maybe algebra operators, is that any 
required changes should not degrade the 
performance of the traditional relational algebra 
operators. To this end, the implementation of 
maybe algebra is slow. Current work centers 
around attempts to solve this problem. 
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Abstract 

Recently, several proposals have been made to integrate the well-known 
notion of transaction into operating systems. A general transaetion 
service could serve as a common basis for various client types, ineluding 
data base systems. In this paper, benefits as well as drawbacks of such 
an operating system facility are discussed. A major contribution is to 
investigate the suitability of three basic kinds of DBS server concepts 
with regard to the utilization of OS transactions. To overcome some of 
the problems of building DBS transactions on top of OS transactions, 
we propose a multi-level transaction methodology. Single DBS requests 
are handled as transactions by the OS layer. Management of entire 
DBS transactions is done in the DBS supported by basic OS services. 
This multi-level transaction management method seems to have certain 
performance advantages over pure OS transactions. 

1. The Notion of Transaction In Operating Systems 

The notion of transaction has proven to be one of the key concepts 
of modern data base systems (DBS). It enables application program­
mers to overlook all effeets of multi-user mode as well as the possibil­
ity of certain classes of failures including a system crash. The DBS 
transaction manager guarantees that each transaction appears isolated 
from concurrent executions and ensures atomicity and persistence of 
transaetions 1211. Application programs simply have to indicate begin 
and end of a transaction, usually denoted BOT, standing for 'Begin 
of Transaction', and EOT, standing for 'End of Transaction', or RBT, 
standing for 'Rollback Transaction', in the case of a deliberate abort. 
Thus, transactions are an easy to use concept for fault tolerance in a 
multi-user environment 1151. 

At the moment, many people believe that transactions need not nec­
essarily be tied to the framework of data base systems, but could be 
useful for other types of applications too 1361. This idea has given rise to 
various approaches aiming at a general transaction management service 
within the operating system (OS) as a common basis for all kinds of 
applications. A number of projects on this issue, both in the context of 
commereialsystems (e.g. 1381,1411, 1461,1511) and focussing on research 
prototypes (e.g. 181, 1271, 1281, 1321, 1371), are in an advanced stage or 
have already been finished. Basically, all designs suggest an architec­
ture similar to that of figure 1. Besides a DBS, possible clients of the 
OS transaction manager could be a DC-System managing a network 
of terminals (el. 1191, 1451), file servers in a distributed environment 
1431 or even mail service as a component of advanced office information 
systems Inl. 
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DC-System DBS File Server Mail System 

r------------------------------------, t t 

: Transaction Manager : L ____________________________________ ~ 

OS 

Flg.l: System architecture based on OS transactions 

The above architecture seems to be a very promising direction for fu­
ture OS development. On the other side, today's DBSs often ignore 
OS services or even circumvent the OS interface because of perfor­
mance reasons, thus reimplementing functions like buffer management 
and scheduling 1391. Sometimes DBSs even use special channel pro­
grams to optimize critical I/O requests 1291. Usually, the argument is 
that general-purpose OS facilities cannot meet the requirements of a 
DBS, which for example has to schedule thousands of transactions in 
a very short time without the overhead of OS processes. The crucial 
question arising here is whether an OS transaction management ser­
vice is suitable for DBSs, also w.r.t. performance. To be more precise, 
we actually should ask whether there is a good chance to implement 
OS transactions efficiently enough without semantic knowledge about 
data and DBS operations. In the case of a negative answer, DBSs are 
likely to ignore OS functions once more, keeping their own transaction 
mechanisms (cf. 1411). 

This paper discusses benefits of as well as objections to OS transactions 
from a DBS point of view. One major issue is the correlation between 
transactions and the DBS process strueture. Since, in most proposals, a 
process can run OS transactions only one after the other, difficulties to 
utilize this new OS feature arise when a single DBS process or a small 
group of DBS server processes performs the scheduling of transactions. 
On the other side, having done all the scheduling by the OS would 
require one DBS process per transaction which seems not to be feasible 
in common OSs due to high process management costs. We point out 
an efficient solution based on a multi-level approach. 

The paper is structured as follows. Section 2 considers basic OS ser­
vices supporting DBS transactions. The emphasis of section 3 is on 
drawbacks of a direct mapping of DBS transactions to OS transac­
tions. A different kind of mapping is presented in seetion 4 taking into 
consideration the process structure of a DBS. Design considerations 
for the proposed multi-level transaction approach as well as prelimi­
nary performance estimations are given in section 5. We conclude with 
the recommendation of a revised system architecture on the basis of 
figure 1. 



2. Operating System Services for DBS Transactions 

A first step towards an OS transaction management service would be 
to provide at the OS level basic functions for both compoments of 
a DBS transaction manager, concurrency control and recovery. As 
concurrency control is mostly implemented by locking and recovery 
is usually based on logging or shadow storage, this means that two 
kinds of services should be offered: lock management and a facility 
to backout and redo actions. Implications of such OS functions for a 
DBS transaction manager are discussed in this section. We make no 
attempt to give an exhaustive survey on various systems or proposals, 
which usually are very hard to compare with each other, but restrict 
ourselves to a discussion of typical issues. 

2.1 Locking Services 

State-of-the-art OSs provide functions that allow processes to operate 
on global resources in a synchronized way (e.g. 191). These functions 
are: 

LOCK < re80urce name> < mode> 
UNLOCK < re60urce name> < mode> 

At least two lock modes, shared access and exclusive access, should be 
supported. Additionally, special modes may be useful for hierarchical 
locking protocols 1131. When a process wants to acquire a lock on a 
resource that is already locked by a different process in an incompatible 
mode, the process is enqueued on a FIFO waiting list and deactivated. 
It is made dispatchable again as soon as the lock can be granted. 

All this is essentially the very same as in DBS concurrency control. 
At a second glance, however, some subtle differences become appar­
ent. as lockable resources must have a unique name upon which all 
processes agree. In a DBS, most resources have unique names such as 
page numbers or tuple identifiers, but also proposals have been made 
to lock predicates or key values and key intervals in an index (e.g. 
151). If, for example, a reader scans the key interval 110,3001, then, 
in order to achieve serializability, a writer inserting key 120 must be 
prevented from running concurrently. To recognize such a situation, 
both the interval and the single key have to be mapped to the same 
resource name. Thus, besides the as locking service such a DBS would 
need some table management of its own. However, as most DBSs use 
page locking, this seems not to be really a serious disadvantage of as 
lock management. Even the widely discussed phantom problem can be 
handled properly by page locking, since predicate oriented operations 
are inevitably transformed into either an index scan or some kind of 
relation scan on an implementation level (d. 121). 

More serious is that building upon OS locking solely requires an as 
kernel call, i.e. an SVC in the common /370 architecture, for each 
LOCK operation, even in the nowaiting case. If instead locks were 
managed in a common memory pool by the DBS itself, this overhead 
can be avoided whenever a lock request is granted immediately. As far 
as we know, no figures about this specific SVC overhead have ever been 
published. We are convinced, however, that, by microcoding frequent 
instruction sequences or with a better design of hardware, the costs of 
as locking service functions can be reduced by an order of magnitude 
compared with today's figures (d. 1231, 1311). In the common case 
of (virtual memory) page locking, special hardware support has been 
suggested 1401. The proposed hardware automatically marks a virtual 
memory page as locked on the first machine instruction referencing 
this page, either in exclusive or shared mode depending on the kind of 
reference. This method seems to be practicable provided that locked 
pages remain in virtual memory, i.e. the as has a 'one-level storage' 
file system 1441, 'this is what the method originally was proposed for, 
or locked pages always could be pinned to the DBS buffer pool. Please 
note that this approach would require an explicit as kernel call only 
for UNLOCK operations. 

as locking services can be used by DBSs in two ways. Most DBSs need 
a small number of semaphores (sometimes called 'latches') to synchro­
nize access to common adminstration pools such as the lock table or 

the buffer pool LRU chain. These semaphores are typically acquired 
very often and released again after some hundred machine instructions. 
When a DBS process is deactivated by the as scheduler, e.g. due to 
time-slice runout, while holding such a semaphore, all other processes 
soon enqueue on this semaphore, thus forming a kind of convoy. It 
has been observed that convois are a lasting phenomenon and hence 
have a very negative influence on the overall performance 131. If DBS 
semaphores were known to the as, the as scheduler could easily avoid 
deactivating a process that would block other processes. Semaphores 
should be implemented by the as locking service therefore. 

The second way to use as locking is for data items. This seems to 
be the method of the relational system INGRES to implement page 
locking 1301. We have already discussed inherent limitations of this 
approach above. On the other side, two advantages over DBS locking 
can be imagined. As the as has knowledge about CPU utilization, it 
could try to run a deadlock detection 'demon', i.e. to check for cycles 
in a waiting-graph, whenever the CPU would be idle otherwise. Such 
an approach, of course, is not feasible for a DBS, that would have to 
start deadlock detection in regular intervals, or, even worse, at each 
lock wait. In addition to this, we observe that global deadlocks, e.g. 
involving data base locks and file locks, can be easily detected if resource 
locking is performed entirely in one subsystem, viz. the as. 

Another benefit of as locking is simplification and potential perfor­
mance improvement of resource unlocking. When the DBS executes 
an EaT operation, it has to release all locks held by the committed 
transaction, and has to notify all transactions that have been waiting 
for one of these locks and are now ready to run. The second step usu­
ally is a costly event, since all DBS processes acting on behalf of these 
transactions must be signaled via as kernel calls. This requires as 
many interprocess messages as there are waiting processes. Probably, 
it would be much more efficient, if a process committing a transaction 
calls the as locking service once, leaving it to the as to make wait­
ing processes dispatchable again. We would simply have to extend the 
UNLOCK operation to release a set of resources in one call. 

It seems that as locking would not only be far from being a bottleneck 
for DBS transactions, but could really improve the overall performance. 

2.2 Recovery Services 

The purpose of an as recovery service is twofold. First, it provides 
clients with the facility to go back deliberately to a previous system 
state, either by reconstructing the state of all objects that have been 
changed since then or by compensating all update operations through 
their inverses. The second task is to secure object states, i.e. to protect 
them against crashes by forcing all necessary data to stable storage. 

These two facilities are called UNDO and REDO functions in DBS 
terms. As in DBSs, rollback need not be expected to any previous 
state nor need resiliency be guaranteed for every single action. For 
most clients it seems to be sufficient, if states to be secured and backup 
states must be indicated explicitly. A special form of this facility is the 
notion of a 'recovery sphere' which is a unit of work with the properties 
of atomicity and persistence. Recovery spheres enable a client to go 
back to a single previous state, marked by a 'BRU' call denoting 'Begin 
of Recovery Unit', until it reaches a commit point, marked by an 'ERU' 
call denoting 'End of Recovery Unit' 1461. Only committed states are 
secured. 

Recovery spheres closely resemble the notion of transaction. The differ­
ence is that the former need not be synchronized with each other. Thus, 
recovery spheres plus strict two-phase locking provide an os transac­
tion service. In the following, we exclude nested recovery spheres 126, 
271 from our discussion. 

Obviously, an as service providing recovery spheres can adopt DBS 
recovery techniques which mostly are based on shadow storage or log­
ging. The basic idea of shadow storage is to map updated pages, i.e. 
current but not yet committed page versions, to disk blocks different 
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from those of the original, i.e. old page versions which become so­
called 'shadow pages' [441. This mapping usually is done through two 
versions of a translation table. The necessity of additional I/Os for 
these page tables has been considered as a main bottleneck of shadow 
storage mechanisms [141. 

Integration of shadow storage into a virtual memory OS could help to 
reduce the table management overhead drastically. As virtual address 
spaces typically are based on a page-to-disk block mapping too, it seems 
very advantageous to combine both kinds of tables (e.g. [81). Please 
note, however, that this would require a complete file to be bound in 
virtual memory, which is the basic idea of 'one-level storage' systems 
(cf. [441). No DBS buffer pool is necessary in such an approach, as 
alII/Os are done via virtual memory paging. Thus, the problem of 
double-page faults [101 is resolved incidentally. One point of criticism of 
this technique has been that virtual memory replacement algorithms, 
usually LRU-like, are not suitable for DBS page reference patterns 
[391. We leave it to the reader's judgement whether this issue could be 
remedied or rather is a persistent objection. 

Even with a more conventional file system in mind, the OS could de­
crease shadow storage table overhead combining it with the mapping 
of extents, i.e. collections of consecutive disk blocks, to disk addresses. 
This would at least help to shorten page table entries, and consequently 
saves I/Os (cf. [241, [321). 

The other main approach to recovery - logging - requires an UNDO log 
record to be written each time before updating a disk page in place and 
REDO log records to be written before committing a transaction 1131. 
The first kind of I/Os due to the write-ahead log principle often can be 
avoided when buffer pools are large enough to fix updated pages until 
they are committed. This is the idea of the 'Cache/Safe' strategy [111 
and is termed a NO-STEAL buffer policy in [211. So, as UNDO log 
records can be kept in main memory until they are no longer needed, 
forcing REDO log records to disk during the commit phase of transac­
tions remains the major bottleneck of log-based recovery techniques. 

The I/O time to write REDO log records of a transaction can be de­
creased considerably through the use of special channel facilities, e.g. 
'chained I/O' (cf. 1111). In fact, some DBSs have implemented highly 
sophisticated channel programs (e.g. (291). It is our strong opinion that 
low-levell/O driver routines are the responsibility ofthe OS kernel and 
actually should not be executed directly by a non-trusted process like a 
DBS normally is. So the natural place for optimizing REDO loggging 
I/Os is in the OS. 

An even higher performance enhancement is achievable through a 
method called 'group commit' [71. When a client of the OS recovery 
service requests to commit, it could be deferred until a certain number 
of clients is ready to commit. Then, REDO log records of these clients 
are altogether written to disk in one chained I/O operation, thus dras­
tically decreasing I/O costs. DBSs have already utilized this technique 
too [12,221. The overall performance gain could be still higher yet in 
an OS recovery service, as not only DBS processes but also clients such 
as DC system processes and file servers (cf. fig.l) participate in group 
commit. 

Recovery services in the OS kernel seem to be very attractive because 
of possible optimization due to its closeness to hardware. In addition 
to special I/O drivers, non-conventional disk architectures such as as­
sociative search disks (cf. (321) or non-volatile semi-conductor disks 
(cf. (341) will have an impact on recovery performance and maybe even 
recovery algorithms. It has been a traditional task of OSs to provide 
device independence for user processes. We think that this should hold 
for DBSs too, also in view of novel device types. 
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3. Drawbaeks of OS Transaetions 

To summarize the results of the last section, we consider OS locking 
service and OS recovery service as a basis that is well-suited for DBS 
transaction management. Since both services are complementary to 
each other, they can be integrated to provide a complete OS transaction 
facility. Clients of such a service, particularly DBS processes, only have 
to issue BOT and EOT or RBT operations. The OS transaction service 
acquires all necessary locks automatically, and is fully responsible for 
recovery measures. 

However, any OS transaction concept can only comprise objects and 
operations that a.re known to it. As a consequence of this, each client 
operation on an OS object such as a file must have associated an explicit 
OS kernel call in order to inform the OS transaction manager about 
it. DBSs usually refer to pages, i.e. fixed-size (typically 2K or 4K) 
blocks of a primitive file, as OS objects. This means that each request 
to fix or unfix a page has to be treated as an OS kernel call, whether it 
causes an I/O or not. Under these circumstances it seems reasonable 
to delegate buffer management to the OS too. As we mentioned before, 
it is not clear whether OS buffer replacement algorithms can achieve 
results nearly as good as a DBS would. Certainly, the OS has no 
semantic knowledge about DBS page reference patterns, but it seems 
that most DBSs essentially use a rather simple LRU policy [101. 

Two further consequences are derived from the page orientation of the 
DBS-to-OS interface. If transaction management is in the OS, then 
[401: 

• page level locking is performed for all types of data, and 

• page level recovery is performed for all types of data. 

The first item does not take into consideration 'hot spot' data, i.e. 
data with a high rate of congestion. Whole pages are even locked when 
catalog information such as tuple counters are accessed, although the 
DBS only uses this data for query optimization and thus could tolerate 
inaccuracies 1411. Similar considerations appear to be valid for recovery. 
Page logging usually means that full before images and after images are 
recorded, even if only a few bytes have been changed [401. We will revise 
this point in the next section. 

[411 proposes a solution to these drawbacks. It recommends that the 
OS transaction service could be informed to relinquish locking and 
recovery measures for certain objects. Moreover, it should allow clients 
to record application-specific events of their own in the log. We suggest 
a different approach called 'multi-level transactions' that remedies the 
above mentioned disadvantages and yet tries to pro6tfrom the OS 
transaction service as much as possible. Basically, its idea is to deal 
with OS transactions as they are, building a higher-level notion of DBS 
transaction upon them. 

As we will show in the next section, multi-level transactions also pro­
vide a clean concept to cope with another difficulty of pure OS trans­
actions. The OS has to identify a client for each active transaction by 
some unique criterion. From an OS point of view, it seems very natural 
to use process IDs for this purpose (e.g. [271, (461), as a transaction 
is always executed in the context of a particular process, or possibly a 
tree of processes in a distributed system. In order to avoid confusion 
about transaction clients, this process cannot issue a BOT request for 
a second transaction unless the one it is executing is terminated first, 
either by EOT or by RBT. Note that in the nested transaction case, 
this condition still holds for transaction roots. Thus, in many propos­
als, client processes are tied to at most one OS transaction for each 
period of time. Conversely, when a process issues a BOT operation, 
all subsequent actions of this transaction must be invoked directly, or 
indirectly in the case of a process tree, from the original process. Im­
plications of this binding scheme are discussed in detail in the following 
section 4. 



4. Mapping of DBS Tranaadlon. to OS Transactlons 

As we indicated at the end of the last chapter, the realization of DBS 
transactions by OS transactions depends on the DBS process structure. 
This correlation has its origin in a one-to-one binding scheme between 
OS transactions and processes. The following three basic types of DBS 
process structures are used in practice 118,201. 

In a symmetric server proces. approach, each DBS transaction is 
run as its own DBS process. Either the DBS code is executed directly in 
the application process, or because of code protection a separate DBS 
process is spawned dynamically and destroyed after the transaction is 
finished. The first method seems to be implemented in DB2 1171, the 
second one is followed by INGRES 1301 for example. In either case, 
scheduling is fully delegated to the OS. 

At the opposite end of the range of possibilities, a single server pro­
cess method has been successfully implemented e.g. in SQL/DS 141. 
One DBS process, permanently running in the background, performs 
the requests of all transactions. To achieve satisfactory throughput 
results, such a server must do asynchronous I/Os. It cannot afford 
being blocked by a request that runs into a lock wait, as the blocking 
transaction can make progress and eventually release the lock only if 
this single DBS process is executed further. Hence the DBS has to do 
some fairly complicated scheduler tasks, e.g. saving context informa.­
tion of interrupted request-processing 'agents'. On the other side, this 
approach has the virtue of low costs due to process management. 

To simplify scheduling and to allow for a multi-processor environment, 
multlple server processee (e.g. 1351) could be installed at system 
boot time. These processes need not necessarily perform asynchronous 
I/Os. They could do without internal multitasking, simply deactivating 
a process in case of a lock wait. Typically, the number of concurrent 
transactions is higher than the number of DBS processes by a factor of 
2 to 5 (d. 1201). So a good and yet simple strategy for such a server 
type could be to process any DBS operation request to its end in one 
of the server processes before this process accepts another request. At 
each point of time, every DBS process acts on behalf of at most one 
transaction. 

We are now going to investigate the suitability of these various server 
types with regard to OS transactions. In a symmetric server process 
system, each DBS transaction can be mapped one-to-one onto an OS 
transaction running in the DBS process assigned to it. The following 
example demonstrates a possible process structure. 

T1 T2 Ts 

I'+~ .. I.~- ..... . -", ~~ ........ ~ ~ 
121 " : 1s1~'-! 122 ~~. IS2: 

~-t ....... ~ .......... -1 . .-~ ----- - : , : ~'" ---- . , : • -<. ... • , 
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Flg.21 Transactions in a symmetric server process system 

The figure shows transactions 7i issuing several DBS tuple operations 
Iii which in turn result in a number of OS page operations aii". Trans­
actions T1, T2 and Ts are processed in three different DBS servers cre­
ated dynamically. The execution order of actions has to be read from 
left to right in the above figure. Due to index maintenance, one DBS 
tuple operation usually corresponds to more than one page operation. 
Separation of application programs and DBS code in distinct processes 
is indicated byexe1uding transaction roots from servers. 

Each DBS server can initiate a (page level) OS transaction in this 
approach. For the scenario of figure 2 the transactions would be: 

Tf .. < g111.g112 > in the solid process 
T~ .. < 0211 .0221 .(/222 > in the dashed process 
T~ .. < gSl1 • gS12 • gS21 > in the dotted process 

Clearly, the notion of OS transactions fits nicely with a symmetric 
server process scheme. 

In a single server approach there is no possibility to assign a unique 
process ID to DBS actions, since all requests are handled in the same 
process. Therefore, OS transactions are not attractive at all for such 
an environment, as one process would have to act as a client for more 
than one OS transaction at a time. Actually this is not even surprising, 
as a single server DBS nearly is an operating system in itself, ignoring 
most OS functions as e.g. scheduling. For this type of server it would 
probably be better to run on a small special-purpose OS kernel that 
only provides most rudimentary facilities and therefore incurs little 
overhead (d. 1421). However, this is in sharp contrast to our.overall 
philosophy as indicated in section 1. 

In the case of a multiple server process structure we could have a sce­
nario like that of figure 3. 

Flg.3: Transactions in a multiple server process system 

Obviously, the one-to-one mapping of DBS transactions onto OS trans­
actions, that has worked for the symmetric server type, is not feasible 
here. Requests of three different transactions are executed in the con­
text of two DBS processes, which are drawn in the above figure with 
solid lines and dashes respectively. Assignment of requests to servers 
could be according to some load balancing scheme. Since transaction 
T2 migrates from the dashed process to the solid one, treating its page 
action sequence < 0211,0221,0222 > as an OS transaction would vio­
late the principle that OS transactions are always bound to one single 
process. 

This binding rule is yet fulflned by page level actions of each DBS op­
eration request. Therefore, we could treat these requests as OS trans­
actions obtaining: 

Tf1 .. < g111 .g112 > in the solid process 
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T~t .. < 0211 > in the dashed process 
T~2 .. < 0221 .0222 > in the solid process 
T~t .. < gS11.gS12 > in the dashed process 
T~2 .. < gnt > in the dashed process 

But is this actually of any value to a DBS? Fortunately, the answer is 
yes, as we are going to show now. Our idea is to apply a multi-level 
transaction methodology 148,491 with two layers here. The OS trans­
action manager guarantees that single DBS operations appear isolated 
from concurrent requests and are resilient w.r.t. certain failure cate­
gories. From the view of an additional DBS transaction manager this 
means that single DBS operations can be treated as atomic actions. 
Hence it is valid for a DBS to use tuple locking without the need to 
care about interferences on the page level. DBS transactions thus are: 

T1 < 111 > 
T2 < 121./22 > 
Ts .. < 1st ./s2 > 



It has been shown elsewhere [1.50) that level-by-Ievel serializability is 
sufficient for a multi-level concurrency control method to be sound. The 
DBS transaction manager yields serializability of DBS transactions. 
and the OS transaction manager ensures serializability of single DBS 
operations. i.e. OS transactions. Transaction T3 • for example. then 
actually looks like: 

Flg.4: Two-level transactions based on OS transactions 

Details of this kind of transaction management are discussed in the 
next section 5. The multi-level transaction approach is also applicable 
in the symmetric server process ease. We are getting into difficulties. 
however. with the multiple server type. when DBS processes perform 
internal multitasking. e.g. to avoid becoming deactivated in ease of a 
lock wait (e.g. UDS [35]). The problem is illustrated in the following 
figure. 

Flg.5: Transactions in a multiple server process system 
with internal multitasking 

In this scenario even a single DBS operation. viz. hi, migrates from the 
dashed process to the solid one. Therefore, the multi-level transaction 
methodology is rendered impracticable in this ease. 

5. Multi-Level Transaction Management 

Multi-level transactions not only overcome the problem of binding OS 
transactions to processes. but have another major virtue. Page locks are 
released at the end of each OS transaction, i.e. at the end of each DBS 
tuple operation. Only tuple locks must be held until EOT of the DBS 
transaction. In most cases this results in increased parallelism. One of 
the major objections to OS transactions (see chapter 3), viz. pure page 
locking, is remedied this way. However, it is still not possible to use 
special locking techniques for special DBS-like data structures within 
the OS, e.g. a B-tree locking protocol, unless the OS has semantic 
knowledge about these structures. On the other hand, such protocols 
are hardly used in real DBSs today, since for recovery reasons one has 
to keep locks on updated tree nodes until EOT anyway (d. 133]). We 
claim that also our multi-level locking protocol prevents B-tree. roots 
from becoming 'hot spots', just by releasing page locks at the end of 
each DBS tuple operation. 

Log space may be saved by recording tuple changes only instead of 
whole pages (d. [16]). However, as tuple actions are in turn made 
resilient by page logging, effectively reducing the log size requires some 
more refined technique than straightforward multi-level recovery. We 
will not discuss this issue further here. 
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To be fair, disadvantages of our multi-level transaction approach should 
not be withhold. As page locks are released prematurely, UNDO of 
an unfinished DBS transaction through OS page level recovery, i.e. 
restoring page before images for example, could result in anomalies 
such as lost updates. Instead DBS operations have to be compensated 
by their inverses. Undoing an 'INSERT' operation means to execute a 
'DELETE' operation on the inserted·tuple (d. [uD. Admittedly, this 
is a costly method, but as transaction UNDOs, e.g. due to deadlocks, 
normally are infrequent events, we do not consider this as a serious 
drawback and are willing to accept this price in return for enhanced 
concurrency. 

Another objection could be that the DBS transaction manager needs 
its own locking and recovery services (41). This is true for locking, but, 
apart from certain restrictions mentioned in section 2.1, the OS lock 
manager could be 'used for this purpose if it is made available as an 
independent OS service. DBS operation logging could be performed 
within OS transactions like any other page level operation. A DBS op­
eration inserting a tuple' into a page p and causing index maintenance 
operations on pages q and r would look like: 

< BOT, read(p) , wrile(p), read(q), read(r), wrile(r), wrile(,),EOT > 

where, is a log page containing an entry for the inverse DBS operation, 
viz. 'DELETE I'. Atomicity and persistence of OS transactions ensure 
that after a crash this UNDO entry will be contained in the DBS op­
eration log if and only if tuple I has really been inserted and all indices 
have successfully been updated. Thus, log management functions of 
the OS transaction service need not be duplicated in the DBS. 

However, building DBS logging into OS transactions also has disadvan­
tages. As the OS does not distinguish between data pages and DBS 
log pages, it enforces page locking on the DBS log too. Fortunately, 
potential lock waits on a log page are very short, because DBS log 
records are always written as the very last action of an OS transaction. 
By splitting the DBS log into n separate logs, where n is the maximum 
number of concurrent OS transactions, contention on this ressource 
could be totally eliminated, but, on the other hand, this would not 
allow for packing log records of several processes into a single page. In 
either ease, in a rigorous realization of our multi-level transaction ap­
proach, twoDBS processes cannot write their DBS log records together 
using only one single I/O. 

An essential drawback of our multi-level transaction scheme is that 
it will pretty surely increase I/O rates due to REDO logging. Our 
approach splits one DBS transaction into a number of short OS trans­
actions. Each time such an OS transaction commits, page level REDO 
log records must be forced to disk. These I/O costs are inevitable and 
can only be reduced to a certain degree. A clever technique based on 
the 'Cache/Safe' strategy of [U) could be to record only changed byte 
strings (d. [25]) instead of whole page after images in a log buffer. 
Such a log entry can be computed without knowing anytaing about 
the DBS update operation that has caused the page modification, sim­
ply by comparing the page with its before image at commit time. This 
comparison causes no additional I/O since in the Cache/Safe approach 
before images are kept in the buffer pool throughout the duration of a 
transaction. Please note that such a NO-STEAL strategy (21) is more 
likely to be practicable when page level transactions are rather short 
as is the case in our multi-level scheme. Then, using group commit and 
sequential chained I/O for the REDO log buffer might reduce EOT 
costs to a tolerable rate. 

In order to get quantitative results about the trade-offs of the proposed 
multi-level transaction approach, a number of simulation experiments 
have been performed. Since we have no OS offering transactions avail­
able, we misused a DBS for page level locking and recovery as well 
as for mapping tuple operations into sequences of page I/Os. On top 
of this layer, tuple level locking and logging has been implemented as 
sketched above. Measurements were performed with a mix of DBS 
transactions from a real-world application against a 130 MB data base 
of real-world data. As underlying process structure we used a variant 



of the symmetric server concept, combining it with a simple load gener­
ating mechanism. More technical details about this performance study 
are contained in [6}. 

In the experiments, two basic techniques were applied and compared 
with ea:ch other: using page level transactions directly for application 
transactions vs. our multi-level transaction approach. A series of mea­

.surements has given rise to the following key observations: 

• On the average, multi-level transaction management increased the 
throughput of.application transactions by 12 percent. 

• Pure page level locking resulted, in an unexpectedly high number of 
deadlocks, whereas the multi-level technique hardly suffered from 
deadlocks at all. Obviously, for short-lived subtransactions the dan­
ger of a page level deadlock is extremely low, and usually only few 
deadlocks occur due to tuple level waiting situations. 

• With pure page locking, the lock wait probability, i.e. the frequency 
of lock requests resulting in a lock wait, was fairly low, viz. about 
1 percent. This result, however, was clearly outperformed by the 
multi-level locking protocol which achieved less than 0.2 percent on 
pages, just by, releasing locks early. Of course, in the latter case 
one has to consider the lock wait probability on the tuple level too, 
which ranged from 1 to 2 percent. However, as the absolute number 
of lock waits on tuples was extremely low, compared with lock waits 
on pages, the crucial performance impact seems to arise from page 
conflicts. 

• The inherent increase of I/Os for the multi-level technique was even 
worse than expected. Our measurements indicated a factor of 3 per 
application transaction. In particular, the number of I/Os caused 
indirectly by tuple level logging was tremendous. Basically, this 
had,two reasons: The underlying page level recovery system forced 
before-images to disk before modifying pages in the buffer, and 
flushed committed.pages to the permanent data base immediately 
at EOT. Therefore, each tuple level log record caused two additional 
I/Os. 

Our simulation results have been very encouraging so far. Although 
the underlying page level recovery method actually has been totally 
unsuitable for short (sub-) transactions, the multi-level technique was 
the winner w.r.t. throughput. The next step will be to investigate 
potential performance gains of implementation techniques such as the 
Cache/Safe approach and the group commit mechanism. These con­
,cepts are supposed' to reduce the I/O bottleneck substantially. 

6.Coneiuslon 

Several consequences might be concluded. from our discussion of bene­
fits.and drawbacks of OS transactions in the various DBS server process 
structures. 

• A first 'conclusion could be that process management costs have to 
become much lower in next generation OSs. Under this precondi­
tion, .the symmetric server architecture would certainly appear most 
favourable, as it is easy to implement, delegates all scheduling tasks 

, to the OS, and seems to fit best with the concept of OS transactions. 

;;. If a very. high number of concurrent processes still causes intolerable 
overhead, a multiple server solution would probably yield better 
performance results,especially in combination with a DC system 
(d. [191). This approach, however, should be implemented without 
internal multitasking, in order to allow for the utilization of OS 
transactions according to our multi-level transaction methodology. 
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• As pointed out in chapter 4, the trouble with OS transactions and 
DBS servers primarily comes from binding OS transactions to pro­
cesses. If instead each BOT operation returns a system-wide unique 
transaction 10, this 10 could be used as a client identification in all 
subsequent service calls that refer to the same transaction. Thus, 
clients could migrate from one process to another without interfering 
with OS transaction management, and, on the other hand, a DBS 
server process would be allowed to act on behalf of more than one 
OS transaction in an arbitrarily interleaved way. 

Of course, we vote for the first two conclusions, whereas the third one 
is debatable. Our personal opinion is, that from an OS point of view, 
binding service functions, like OS transactions are, to processes seems 
to be the most natural and manageable approach as long as processes 
themselves are considered a suitable concept to structure program ex­
ecutions in a multi-user OS. Therefore, it is likely that future OSs will 
indeed expect transactions to be bound to processes. DBSs, like any 
other client, will have to make the best of it. 

Altogether, OS transactions seem to be a really useful service for var­
ious kinds of clients. Whether DBSs in particular will accept this fa­
cility, will probably depend on performance issues. As we have argued 
mostly qualitatively in this paper, more::efforts should be taken to gain 
quantitative results. 

Our own"work will concentrate on the promising direction of multi-level 
transactions. For this method, the architecture of figure 1 has to be 
expanded slightly. In addition to ,the transaction service, the OS should 
offer locking as a common service to be used by higher layers. A void­
ing reimplementation offunctions in different subsystems'certainly out­
weighs minor performance issues in this case. Furthermore, to reduce 
the costs of DBS logging in the multi-level transaction framework, it 
could be advantageous to allow direct use of the OS logging service 
from the DBS level too, though this actually violates the spirit of the 
multi-level transaction approach to some extent. The main conclusion 
is that to improve the overall performance of multi-level transactions, 
an OS transaction kernel should be oriented towards a high number of 
short-lived (sub-) transactions rather than handling DBS transactions 
entirely. 
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ABSTRACT 

The idea of having entire databases reside in main 
memory, or main memory databases (MMDB), has re­
cently been an active research topic. It is recognized 
that in this framework the issues concerned with 
efficient database recovery are more complex than in 
traditional DBMS systems. While several authors have 
looked at different methods for MMDB recovery, an ex" 
amination of MMDB recovery functions and how they 
differ from traditional DBMS recovery has not been per­
formed. This paper examines MMDB recovery, 
identifies differences from traditional DBMS recovery, 
composes a "wish list" of MMDB recovery require­
ments, describes why previously proposed techniques do 
not satisfy these requirements, and proposes a new 
MMDB recovery technique which does. 

Introduction 

The declining cost of main memory and need for 
high performance database systems have recently 
inspired research into systems with massive amounts of 
memory and the ability to store complete databases in 
main memory 1,3,8. The use of memory resident data­
bases, or main memory databases (MMDB), can achieve 
significant performance improvements over conventional 
database systems by eliminating the need for I/O to 
perform database applications. 

Database recovery techniques are used to ensure 
that any erroneous database state due to transaction, 
system, or media failure can be repaired and restored 
into a usable state from which normal processing can 
resume 2,9,11,18. Due to the volatility of main memory, 
MMDBs complicate database recovery issues. This 
problem has been recognized and several new techniques 
for MMDB recovery have been proposed 3,5,6,15. The 
objectives of this paper are to examine recovery require­
ments in a MMDB environment, provide a survey of 
proposed techniques, and then propose a new MMpB 
recovery technique which better meets these reqUIre­
ments than previous methods. 

The approach used in this paper is different than 
that in previous papers on MMDB recovery. Prior to 
defining a technique, we investigate what is meant by 
MMDB recovery. With MMDBs, the primary database 
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copy is memory resident. This change in perspective 
from secondary storage to main memory not only causes 
problems with the recovery operations, but also changes 
some of the accepted methods for recovering from vari­
ous failures. In the next section we identify the MMDB 
model to be used throughout the paper, defining the 
various database components used. Section 3 then uses 
this model to define MMDB recovery and compare it's 
requirements for recovery to those in traditional data­
base systems. From this evaluation, we construct a 
"wish list" of MMDB recovery requirements which we 
feel a MMDB recovery technique should satisfy. Section 
4 reviews existing MMDB recovery proposals and shows 
that none meet all requirements on the wish list. 
Finally, in section 5 we propose a new recovery tech­
nique which does satisfy the wish list items. 

MMDB Model 

The DBMS model under evaluation is one where 
entire databases being accessed reside in main memory. 
Although only recently receiving much research interest, 
the concept is certainly not new. IMS has supported 
main memory databases, Main Storage Data Bases, for 
quite some time 12. Unlike the IBM approach, how­
ever, we assume no practical limitation on the size or 
structure of a main memory database. 

Figure 1 shows the MMDB model used throughout 
this paper. Sometime prior to access, a database must 
be loaded into main memory. To achieve this purpose, 
an Archive Database exists on secondary storage. The 
archive database is a complete image of some prior 
database state and is used solely for loading main 
memory. Since no access of the archive is made during 
database processing, the organization of this file should 
be for efficient loading of memory. Due to the volatility 
of main memory, all updates to main memory must be 
recorded on a Log located in some stable memory. 
Figure 1 shows the log on a secondary storage device, 
but it may actually exist in a nonvolatile main memory 
supported by a backup power supply, or in a combina­
tion of the two. During recovery processing, the log can 
be used to achieve UNDO and REDO processing and 
thus may contain be/ore Images (BFIM) and/or ajter 
images (AFIM) of modified data 11. Together, the 
archive and log provide the ability to recover from a 



main memory failure. In actual use the archive data­
base may be updated directly from data in main 
memory or from data in the log. 
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Fig. 1. - MMDB Model 

This view of a MMDB may seem almost identical 
to that of a conventional database. However, there 
exist several major differences: 

1. Main memory is assumed to be large enough 
to hold all databases currently being accessed. 

2. Any recovery schemes must deal with restor­
ing the MMDB not data on secondary storage. 

3. No database access can be performed against 
the archive database. It's use is strictly as a 
backup to the main memory database. 

There are several advantages to the use of 
MMDBs. Obviously, processing time and throughput 
rates should improve <lue to the elimination of I/O 
overhead. It has been suggested that the improved per­
formance can eliminate the need for concurrency control 
bl allowing the serial execution of MMDB transactions 

. While we don't agree with this observation, it is cer­
tainly conceivable t.hat. concurrency cont.rol mechanisms 
specifically designed for the MMDB environment can 
reduce the overhead and complexity usually associated 
with concurrency control techniques 3. 

Some problems not existing in conventional DBMS 
systems are introduced in the MMDB environment. 
The major problem deals with the volatility of main 
memory. To reduce the impact of this problem, it has 
been proposed that a small stable main memory be used 
to support recovery processing 3,6. If a stable memory 
is assumed, its size must be large enough to contain all 
updates of active transactions. Another major problem 
is the excessive overhead needed to initially load a data­
base into memory for processing. This procedure 
requires merging data on the archive database and the 
log to obtain data needed to recover to the most recent 
consistent state. To reduce the time, archives should be 
created very frequently and could be distributed across 
several secondary storage devices. Additional concerns 
center around the increase in the number of main 
memory components and the resulting reliability prob­
lems and increase in access time. A unique architecture 
is currently under investigation at Princeton to address 
these issues 7. We are currently only addressing what 
appears to be the major problem: MMDB recovery. 

1227 

MMDB Recoyery Defined 

The issues concerning traditional database recovery 
are well known and understood 2,9,11,18. The purpose 
of this section is to examine aspects concerning data­
base recovery under the M~1DB assumption. We inves­
tigate the various types of failures effecting database 
processing, describe recovery operations necessary for 
MMDBs, and conclude by listing the desired features a 
MMDB recovery technique should possess. 

When discussing MMDB recovery, it is important 
to realize that the objective is that of recovering data in 
main memory. With conventional databases, the current 
database state exists partly in main memory and partly 
in the secondary storage. With MMDBs, the current 
state completely exists in main memory. Secondary 
storage is used solely for recovery purposes. Since 
MMDB processing incurs no I/O, any I/O required to 
ensure recoverability can have a significant impact on 
system performance and become the major bottleneck 
during processing. 

As with traditional database processing, a trans­
action is assumed to be the unit of recovery and con­
sistency, and the failures which must be anticipated are 
transaction, system, and media failures. The differences 
between conventional DBMS recovery and MMDB 
recovery are introduced when the specific operations 
required to accomplish recovery are examined. TABLE 
1 shows the operations needed to recover from the three 
failure types in both the tradtional and MMDB environ­
ments. 

TABLE 1 
DAT ABASE RECOVERY OPERATIONS 

Failure Type Recovery Operations Required 
Traditional DBMS MMDB 

Transaction Failure Transaction UNDO Transaction UNDO 

System Failure Global UNDO Global REDO 
Partial REDO 

Media Failure Global REDO Global REDO 
Partial REDO 

Transaction failure occurs when a transaction does 
not successfully commit.' This type of failure occurs 
more often than the other two, and thus efficient 
recovery from it is essential. A rule of thumb is that 
recovery should occur in a similar time frame to that of 
successful completion of the transaction 10,11. The nor­
mal procedure for recovery after a transaction failure is 
a Transaction UNDO. This implies that all effects the 
aborted transaction has had on the primary database 
copy must be removed. The major concern existing 
with transaction UNDO in a MMDB environment is 
that it be done with as little I/O as possible. If the rule 
of thumb is to be achieved, no I/O should be required 



to accomplish transaction UNDO. Additional processing 
during transaction UNDO involves the removal of any 
dirty data from the log or archive database. These 
would also like to be performed with no I/O. 

Recovery from a system failure is quite different 
with MMDBs than with traditional DBMSs. Tradition­
ally, the effects of any interrupted t.ransactions must be 
undone, Global UNDO, and any completed transactions 
which have not had updates reflected in the database 
need to be redone, Partial REDO. When a system 
failure occurs, the entire MMDB contents are lost. 
MMDB recovery must therefore perform a Global 
REDO by completely reloading all databases in main 
memory. The archive database is used to reload the 
databases to some prior state and then any committed 
transactions reflected in the log are redone. The Global 
REDO operation is required in conventional systems 
only after a media failure causes the loss of the primary 
database copy on secondary storage. 

System failures occur less often than transaction 
failures and more often media failures 11. A goal for 
system failure recovery is that it be accomplished in a 
time comparable to that required for successful comple­
tion of all active transactions. With MMDBs, a Global 
REDO requires I/O from the archive database, and thus 
it seems impossible to achieve this goal. One way to 
reload the MMDBs as quickly as possible is to ensure as 
much of recent database updates as possible are 
reBected in the archive database. This implies that log 
data must be frequently Bushed to the archive database. 

In traditional database systems a checkpoint is 
often used to reduce the work needed to recover from 
system failures 2,g,Il,18. We view a MMDB Checkpoint 
as recording all data concerning a prior database state 
into the archive database and writing a corresponding 
checkpoint record on the log. These checkpoints should 
be done with as little impact on transaction processing 
as possible. Frequent Bushing to the archive database 
th~s requires frequent checkpointing. 

Global REDO loads MMDBs into main memory. 
However, not all transactions require all data, therefore 
transactions can begin processing as soon as some of the 
data they need is available. This problem is similar to 
the fetching strategies associated with virtual memory 
management. At least four possibilities exist when 
loading databases into main memory: 

1. Database Prefetching - Loading an entire 
database into main memory prior to schedul­
ing any transactions accessing it. 

2. Page Prefetching - Prefetch some subset of 
database pages and allow transactions to begin 
access of them as the remainder· of the data­
base is loaded. 

3. Demand Loading - Only load a database when 
some transaction first accesses it. 

4. Demand Paging - Load database pages after 
first access to them. 

More research is needed to determine which of these 
provides the best performance for Global REDO. The 
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method to be used depends on such factors as database 
storage structure, access methods used, storage location 
on disk, and whether any transactions have immediate 
need of the data. 

Although media failure may only occur once or 
twice a year, the impact on recovery of traditional data­
bases can be severe ll. A memory failure with MMDBs 
can be treated as a system failure and a Global REDO 
performed. However, if the specific location of the 
failure can be identified, a Partial REDO of only the 
effected area would be warranted. This indicates that 
the archive database should be physically structured to 
correspond with memory addresses. Perhaps partition­
ing of memory and archive databases and the ability to 
recover by these partitions is needed. Future research 
will examine this idea of partitioning for partial redos. 
Media failures can effect the archive database or log. 
Restoring these files creates similar problems for con­
ventional and MMDB systems. Differences do exist in 
that the archive database may be needed more fre­
quently than in conventional DBMSs and thus it's quick 
recovery is more important with ~1MDBs. With the 
existence of prior archive databases and corresponding 
log data, recreation of archives simply requires redoing 
checkpoint processing. 

Authors have ignored the problems associated with 
failure of stable memories. The use of stable memories 
does imply that overhead for recovery from system 
failures is greatly reduced, however, there is really no 
such thing as a "forever stable" memory. Thus any 
reliable recovery technique must prepare for the failure 
of stable memory. This implies that any MMDB 
recovery technique needs to provide the facilities for 
Global and/or Partial REDO of all of memory - stable 
and non-stable. 

Another issue concerning MMDB recovery is when 
log I/O operations occur. It is important that any I/O 
needed be performed asynchronously to normal data­
base processing. This implies that log I/O not occur 
only at commit time, but that it be performed 
throughout transaction processing. Transaction pro­
cessing should not be dependent on or held up by I/O 
to the log. 

We close this section by summarizing the major 
requirements for MMDB recovery in the following wish 
list: 

1. No I/O required to accomplish transaction 
UNDO. 

2. Frequent checkpoints performed with 
minimum impact on transaction processing. 

3. Asynchronous processing of log I/O and trans­
action processing. 

Certainly an additional requirement be that a minimum 
amount of redundant data be used. For example, the 
use of before images on the log should be avoided if 
possible. 



PreyjQUS MMDB Recovery Techniques 

Prior to introducing the new MMDB recovery 
method, we examine previously proposed techniques and 
compare their processing to the items on the wish list. 

As stated earlier, IBM has as imr:lemented MMDBs 
in the IMS/VS Fast Path Feature 2,13. At initializa­
tion of IMS, the MMDBs are loaded into main memory. 
Updates are performed in special database buffers and 
MMDB pages are not modified until commit time. 
Commit processing ensures that all after images are 
written to the log prior to updating the MMDB. S~stem 
wide transaction-consistent checkpoints (TCC) 1 are 
accomplished by an asynchronous IMS task running in 
parallel with MMDB processing. The major disadvan­
tages of this scheme are that log I/O is only performed 
at commit time and entire MMDBs must be read to per­
form checkpoints. 

The Massive Memory Machine (MMM) project at 
Princeton University has described an architecture 
specifically designed to support massive amounts of pri­
mary storage 7,8,17. Associated with this project is the 
design of a MMDB recovery scheme based upon a 
hardware logging device, HALO 6. HALO intercepts 
all MMDB operations and creates BFIM and AFIM log 
data initially written to a nonvolatile main memory, 
and as time permits written out to the log on disk. The 
use of the stable main memory implies that commit 
processing need not wait until the log buffers have been 
flushed. The BFIM log data is needed to accomplish 
transaction UNDO. Continuous action-consistent 
checkpoints (ACC) 11 of log data to the archive data­
base is made. The asynchronous updating of the log and 
parallel, continuous updating of the archive database 
are certainly advantages of this scheme. However the 
requirements for specialized hardware and stable main 
memory, the interception of all database calls, and the 
requirement for BFIM log data to accomplish trans­
action UNDOs are disadvantages. 

Researchers at the University of California at 
Berkeley, have investigated some of the implementation 
concerns for a MMDB 3. Their recovery scheme 
assumes the use of a log with BFIM and AFIM plus fre­
quent checkpointing. The notion of a pre-committed 
transaction is used to achieve asynchronous logging and 
database processing. \Vhen a transaction commits, the 
commit record is placed in the log buffer and other 
conflicting transactions are allowed to progress even 
though the log buffers have not been flushed to disk. 
The transaction completes commit processing only when 
this is done. ACC check pointing occurs continously 
and in parallel with transaction processing by reading 
the entire MMDB and identifying modified pages. 
Although not specifically discussed, it appears that an 
entire database must be loaded into main memory prior 
to access. 

The concept of a Database Cache has been pro­
posed for database systems with large amounts of main 
memory 5 It is assumed that there is sufficient 
memory space to store all dirty pages plus some other 
pages which have been fixed for reading. The database 
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cache and disk database together represent the current 
database just as with traditional DBMS systems. Even 
though this approach is not strictly a MMDB, an 
unusual recovery scheme appropriate to MMDBs is pro­
posed. This apftroach recognizes that "shadow" main 
memory pages 6 can be used to eliminate the need for 
transaction UNDO. To avoid the overhead of loading 
entire databases, a demand paging technique is used to 
bring pages into main memory. No log is used, rather a 
safe 10caLed in nonvalatile memory containing data 
needed to reconstruct part of the cache after failure is 
maintained. As a minimum, the safe contains all pages 
not currently residing on the disk database. When 
memory pages are to be modified, a main memory sha­
dow page is used for updating if the disk database does 
not contain a copy of the page to be modified. In the 
event of transaction failure, these shadow pages are 
simply deleted in the cache. Subsequent transactions 
will either access the other page in the cache or incur a 
page fault to bring in a new copy of the page. To com­
mit a transaction all modified pages are written to the 
safe. Novel procedures are used to limit the number of 
records on the safe and to determine the exact state of 
each page in main memory. Only when a page is tar­
geted for replacement is it written back to the disk 
database. 

Design for a MMDB including data structure 
representation and recovery technique has been propsed 
at IBM 1. It is assumed that a MMDB relation is 
loaded into main memory at the first reference and, if 
modified, written to disk at commit time. All recovery 
overhead is restricted to the commit operation achieving 
a type of transaction-oriented checkpoint (TOe) 1. No 
separate log is suggested, rather the use of shadow 
pages on the archive database. At commit time, all 
modified relations are written to shadow areas on the 
archive database. Once this has been accomplished the 
new directory structure is updated and old database 
areas released. 

Design for a MMDB system, MM-DBMS, is 
currently under way at the University of Wisconsin­
Madison 14,15. This study includes the design of an 
architecture, query processing, data structures, and 
recovery technique for a MMDB. Recovery processing 
uses a stable log buffer as well as a special log processor 
to perform checkpointing. Further details concerning 
the recovery strategy used are not yet available. 

TABLE 2 summarizes the different MMDB· 
recovery techniques ·described. Although some unique 
recovery ideas are introduced, none of the techniques 
satisfies all items on our wish list. The Fast Path 
Feature, DB Cache, and Ammann techniques don't 
meet the asynchronous log I/O and transaction process­
ing requirement because all log I/O overhead occurs at 
transaction commit. The MMM and Berkeley methods 
require BFIM and AFIM log data and must have log 
I/O operations to accomplish a transaction UNDO. 
The information shown in the last row of TABLE 2 
describes the type of checkpointing performed by the 
various techniques. Part of this data indicates whether 
checkpointing is accomplished by reading the MMDB or 
log data. Checkpoints for the Fast Path and Berkeley 



TABLE 2 
COMPARISON OF PREVIOUS MMDB RECOVERY TECHNIQUES 

Recovery 
Oneration Fast Path HALO 
Loading DB Preretch DB Preretch 
(Global REDO) 
Shadow Yes No 
Log I/O Commit Asynchronous 

Checkpoint TCC ACC 
Parallel Parallel 

Continuous 
MMDB LoJ!!: 

techniques require exammmg all MMDB pages and 
therefore must impact transaction processing when 
checkpointing occurs. 

A Better Technique 

In this section we describe preliminary results con­
cerning a new MMDB recovery technique which better 
satisfies the requirements identified in section 3 than 
previously proposed methods. The highlights of this 
new method are: 

1. Main memory shadow pages 

2. Pre-committed transactions 
3. Automatic checkpointing 
4. Recovery processor 

Each of these is discussed in the following paragraphs. 
A followup paper will define this technique in more 
detail as well as provide simulation results examining its 
performance. We assume that no stable main memory 
exists, but note any changes which would be needed in 
the event nonvolatile main memory were available. The 
impact of concurrency control is not included in this 
discussion. It may be assumed that transactions are 
either run serially or that two-phase locking at the page 
level is used. 

Main memory shadow pages (similar to that pro­
posed for the DB Cache 5) are used to achieve the goal 
of no I/O for transaction UNDO. Duplicate copies are 
made of any pages updated by a transaction and all 
mod~fications occur on these pages. As pages are 
modIfied, AFI~ records are written into the log buffer 
for output to dIsk. At commit time, a commit record is 
also . w~itten in t~e buffer for output. Subsequent 
conflIctmg transactIons can begin processing as soon as 
this ~ccurs. They will use the data in the dirty pages 
and, If ne~ded, crea~e new co~ies for their updating. If 
a transac.tlOn commIts (commIt record written to disk), 
the prevIOus clean pages are released and the dirty 
pages become the new clean ones. When a transaction 
abnormally terminates, the dirty pages are released. 

Recovery Technique 
Berkelev DB Cache Ammann 

DB Preretch Demand Paging Demand Loading 

No Yes No 
Asynchronous Commit Commit 
Pre-Commit 

ACC Page Replacement TOC 
Parallel 

Continuous 
MMDB MMDB MMDB 
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To accomplish asynchronous log I/O and trans­
action processing, the pre-commitment technique is 
used. As explained above, transactions need not wait 
until a conflicting transaction has completely commited 
prior to beginning execution. Also, log I/O is performed 
throughout a transaction execution rather than just at 
commit time. Indeed, a transaction can not commit 
until all log buffers are written to disk, but without a 
stable main memory for the buffer this can not be 
avoided. If stable main memory were available, the 
pre-commitment technique would not be necessary and 
completely independent log I/O and transaction pro­
cessing would be possible. 

The log contains Begin_Transaction (BT), 
Commit_Transaction ( CT), Abort_Transaction (AT), 
Checkpoint, and AFIM records. All log records except 
the checkpoint contain the ID of the corresponding 
transaction. The BT record contains a flag that indi­
cates the state of the corresponding transaction. It is 
initially written with an indication that the transaction 
is active, when commited or aborted it is appropriately 
modified. This random access to the log implies that a 
random access device must be used. As explained 
below, this flag is used during check pointing to avoid 
flushing dirty data to the archive database. It also 
eliminates the need for removing this dirty data during 
transaction UNDO. 

To accomplish automatic checkpointing, the logger 
keeps track of the state of the log. Assuming an initial 
state of 0, state transitions occur when BT, CT or AT 
records are written to the log. The BT record incre­
ments the state value by 1, while the CT and AT decre­
ment it by 1. A state value of 0 indicates that a TCC 
state exists on the disk. When the logger detects a 
state value of 0, a checkpoint record is written out to 
the disk before any other r~cords already in the buffer. 
To find the most recent checkpoint record on the log, 
the logger also notes the address of this checkpoint 
record and records it along with its unique checkpoint 
ID in a predefined fixed disk address. Performing this 
automatic checkpointing only requires two additional 
I/O operations and is performed independently of trans­
action processing. To ensure that TCC checkpoints 
occur, the logger may need to periodically force check-



points even though the checkpoint state has not 
occurred. To accomplish this, the logger must write all 
log records for actively executing transactions to be 
written to the log, before allowing any new transactions 
to begin writing to the log. Unlike the techniqu~s use.d 
in current database systems where processmg IS 

quiesced to reach a TCC, this technique has no impact 
on executing transactions. 

Actual checkpointing to the archive database is 
accomplished by a separate Recovery Processor (RP). 
Checkpointing is a two step process: creating a new 
copy of the archive database and then applying log 
AFIM records for committed transactions to bring the 
new archive database state up to that indicated by the 
latest checkpoint on the log. When an archive database 
is first created, the checkpoint ID and associated 
address of the latest log checkpoint record are written 
into a predefined location on the archive database. All 
AFIM records for successfully committed transactions 
(as identified by the BT log record) between the check­
point address on the previous archive database and the 
address of the latest checkpoint are applied to the 
archive. If a checkpoint is attempted, but the check­
point ID on log is the same as that on the prior archive, 
then the RP must wait until a new checkpoint is taken. 
To avoid the overhead of copying the entire archive, 
many checkpoints could be applied to the same copy 
and at periodic time intervals request the creation of a 
new archive database. 

Figure 2 shows the model of the M:MDB recovery 
system proposed. The use of main memory shadow 
pages ensures that only AFIMs are needed on the log 
and that no I/O is required for transaction UNDO. 
Checkpoint records are automatically written to the log, 
and continous checkpointing to the archive database is 
performed by the RP. Both of these operations are per­
formed in parallel with and asynchronously to MMDB 
transaction processing. Without stable main memory, 
pre-commitment of transactions and continous writing 
to the log buffer provide asynchronous log I/O and 
transaction processing. With the use of stable memory, 
a nonvolatile log buffer removes the need for pre­
commitment but achieves a true asynchronous opera­
tion of log I/O and transaction execution. 
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Fig. 2. - Model of Proposed M1v1DB Recovery System 
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Summary and Future Research 

After defining MMDB recovery, identifying its 
requirements, and surveying the literature, we have pro­
posed a new MMDB recovery technique which better 
meets these requirements than previous methods. Our 
technique requires no transaction UNDO processing 
after a transaction failure, uses asynchronous I/O and 
transaction processing to reduce recovery overhead dur­
ing transaction processing, and_ provides continuous 
system checkpoints in parallel with yet no impact on 
transaction processing. Recent M:MDB recovery perfor­
mance studies have shown that the major factor con­
cerning efficient recovery is the use of stable memory 
4,17. Next to stable memory, the use of additional log­

ging and checkpoin ting processors can also impact per­
formance 4. This is the only known technique propos­
ing the use of a special checkpoint processor. 

Many areas for future research remain. A major 
area of study will address the issue of efficient loading 
for MMDBs including the idea of partitioning. This will 
examine methods for distributing log and archive data­
base information across multiple secondary storage dev­
ices. Along this line we also intend to evaluate various 
storage techniques to be used for the archive databases. 

Currently, a simulation study is being performed to 
more accurately compare the proposed technique to pre­
vious ones. A future paper will more precisely define 
our proposed technique and present the results of the 
simulation experiments. 
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Abstract 

When we try to implement a relational database 
system on a conventional von-Neumann computer, we 
face the gap between the relational model and the 
computer architecture. 

This paper presents a relational database 
machine organization for the execution of relational 
algebra operations. The proposed database machine is 
composed of several processing modules and an 
interconnection network. The processing module is a 
special unit .and can efficiently execute any relational 
algebra operation except selection on a uniform 
architecture. For given queries, several processing 
modules are connected to each other through the 
interconnection network. Queries are then executed in 
a parallel pipelined fashion by going through these 
processing modules. 

The effectiveness of the ~system has been proved 
through a simulation. The evaluation results are also 
given. 

This proposed system shows sufficient flexibility 
to be able to cope with the enormous increase in 
demand for the development of large-scale database 
machines anticipated in the future. It can also be said 
that the system organization is relevant from the 
viewpoint of cost-effectiveness when the recent 
progress of hardware technologies is considered. 

1. Introduction 

As the social demand for database utilization 
expands, implementation of database systems 
becomes more and more important. When we try to 
implement a relational . database system on a 
conventional von-Neumann computer, however, we 
face the gap between the relational model and the 
computer architecture. This has been accelerating 
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development of special hardware for database 
manipulations [11, [2]. 

Database machines developed at an earlier stage, 
RAP [3) and CASSM [4} for example, execute relational 
operations directly on the disk by attaching a logic to 
each disk head. Although these machines contributed 
to an improvement in execution performance of 
simple relational operations such as selection, still 
the performance of complex operations such as join 
and projection was not satisfactory. Recent 
approaches toward finding a breakthrough are DIRECT 
in which relational operations are processed on the 
internal memory by means of multiple general 
purpose processors [51, and some special modules for 
the execution of relational operations [6)-[8]. 

Meanwhile, the necessity of improving improve 
the execution performance of relational operations 
increases as database applications expand. The 
extension of a relational database system so that it can 
handle a semantic aspect of data, for example, 
requires that it is able to execute relational operations 
efficiently [91, (10]. 

The authors have proposed a special module 
which executes join efficiently in a parallel fashion 
[11 If and have investigated a processing module for 
the execution of all other relational algebra operations, 
and an organization of a relational database machine 
as the next step. 

This paper presents a relational database 
machine organization for the execution of relational 
algebra operations. The database machine we propose 
is composed of processing modules and an 
interconnection network. Each of the processing 
modules can efficiently· execute. any relational algebra 
operation except selection on a uniform architecture. 
The reason that ·selection is excepted is that each 
tuple can be processed independently of the others, so 
an improvement in the execution performance of 
selection should therefore be achieved in connection 



with secondary storage devices. 
For a given query, the system translates it in a 

form of the relational algebra tree, and after that 
several processing modules are connected to each 
other through the interconnection network according 
to the generated tree. Queries are then executed in a 
parallel pipelined fashion by going through these 
processing modules. 

In Chapter 2, the organization of the database 
machine is presented. The architecture of the 
processing module and algorithms embodied in it for 
performing relational algebra operations are described 
in Chapter 3. In Chapter 4, the execution management 
of the system is described. Finally, in Chapter 5, the 
evaluation of the system performance is given. 

2. System OrganiZation 

The organization of the database machine we 
propose is shown in Fig. 1. The system is composed of 
multiple processing modules, multiple 1/0 and 
overfJow buffers, a set of staging buffers, and an 
interconnection network. Each of the two input lines 
of the processing module for the input of the operand 
relations can be connected to any buffer via the 
interconnection network, and each of the two output 
lines are directly connected to the 110 and overflow 
buffers. 

Staging buffers 

Processing modules 

I 110 buffer II Staging buffer 

~ Overfl ow buffer 

Figure 1 System Organization 

The processing module is a special unit and 
executes relational algebra operations except 
selection, that is, join, projection, division, union, 
intersection, difference, and Cartesian producl 
on a uniform architecture. The reason that the 
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execution of selection has been left out of our 
investigation is that selection can be carried out 
directly on secondary storage devices. The attachment 
of a logic to disk heads or the use of indices effectively 
improves the performance of selection [1 I, [121. This 
also contributes to a reduction in the volume of data 
to be transferred into the staging buffer for 
processing. 

The interconnection network is constructed by 
2x2 switching elements in a multistage organization. 
Each switching elements enables the connection of 
either one-to-one or one-to-two correspondency 
between input and output ports. Therefore, it takes 
one of the four states [131 shown in Fig. 2 . 

Straight 

Upper 

Broadcast 

Exchange 

Lower 
Broadcast 

Figure 2 States of Switching Element 

Relations to be manipulated are stored in the 
staging buffer through the cash memory after 
~~election has been fully evaluated. In parallel to the 
evaluation of selection, the reduction of attributes 
which will not be used any more in the following 
database manipulation is also carried out to reduce 
the amount of disk 110. And the resultant relations 
are fed into the processing modules through the 
interconnection network. The 110 buffer is used to 
route the resultant relation of an operation to other 
processing modules. The overfJow buffer is used 
when memory overflow has occurred. A memory 
overflow handling scheme will be given in 4.2. 

The advantages of the proposed database 
machine are as follows: 
(1) The system is easily constructed, and can easily be 
extended. There is no need to worry about the 
correspondency between the processing modules and 
the specific operations required for the execution of a 
query in advance. What we have to take into 
consideration is the number of processing modules 



needed in order to get a satisfactory processing 
performance. Furthermore, the system can easily be 
extended by attaching additional processing modules. 
(2) The unified processing module is functionally 
flexible and is efficient. Thus, the system shows fairly 
good adaptability in the execution of arbitrary 
queries, and can process any type of query efficiently. 

3. Dedicated Hardware Module 

The processing module is a special unit which is 
designed to execute seven relational algebra 
operations, that is, join, projection, diyision, union, 
intersection, difference, and {'/irtesian product 
Parallel comparison of the condition enables the 
processing module to execute relational algebra 
operations efficiently. 

3.1 Architecture 
Figure 3 shows an organization of the processing 

module. The processing module consists of S-memory, 
T -memory and Comparator. Both S-memory and 
T -memory are divided into n segments. Here, 
S-memory is random -access memory and T -memory 
is shift-register memory. Two operand relations are 
input independently to S-memory and T -memory, 
which will hereafter be referred source relation and 
target relation, respectively. Each tuple in a relation is 
stored in a segment, and n segment pairs of 
S-memory and T -memory are compared by means of 
.11 comparators in parallel. 

f-f--+------tgt-------+--i ~ 

~+-----___4<J 3 

~~ ______ ~<J n 
O-flag S-memory T-memorY 

S-flag Comparator T-flag 

Figure 3 Organization of Processing Module 

Furthermore, three flags, that is, S-flag. T -flag, 
and a-flag are provided for each memory segment 
pair. S-flag and T -flag are used for the duplication 
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removal of tuples during the execution of projection, 
union, dil'ference, and diyision. If the flag is on, 
the same tuple as the tuple indicated must have 
already existed. a-flag is used to indicate the result of 
comparison. If the condition of the comparison is 
satisfied, the corresponding a-flag is set on and the 
resultant tuple is output. 

3.2 Algorithms 
In this section, we describe a hardware 

algorithm provided for the processing module. Before 
giving details of the algorithm of each relational 
algebra operation, we will explain a basic algorithm 
applicable to all relational algebra operations. Let S 
denote source relation which has an attribute A, and T 
denote target relation which has an attribute B. 

The basic algorithm is listed below: 
STEP 0: INITIALIZATION. 

Initialize the processing module. 
STEP I: INPUT. 

Input tuples of Sand T to the segments of 
S-memory and T -memory in the following 
way: For any .fth input cycle, the .fth tuple 
of S is input to the .fth segment of 
S-memory, and the .fth tuple of T is always 
input to the I st segment of T -memory. 

STEP 2: COMPARISON. 
Compare n memory segment pairs by 

means of n comparators in parallel. 
According to the results of the comparison, 
S-flag and T -flag are changed depending on 
their preceding states. If the result of 
comparison meets the output condition. the 
corresponding a-flag is set on. 

STEP 3: OUTPUT. 
Output the resultant tuples from the 

segments of S-memory and/or T -memory 
whose corresponding a-flag are set on. 
a-flags are set off immediately after the 
tuples are output. 

STEP 4: SHIFTING. 
Shift the whole contents of both T -memory 

and T-flag. 
STEP 5: CONDITION for ITERATION. 

Return to STEP 1 when there are still 
tuples to be input. 

STEP 6: CONDITION for TERMINATION. 
Return to STEP 2 when there are still 

tuples to be compared. Figure 4 shows the 
final state when termination will occur. 

STEP 7: TERAIINATION. 
End algorithm. 



2 
1--------1 

1--------1 3 

'-___ ---'0 

S-memory Comparator T-memory 

\:::::::::j a segment filled with a tuple 

Figure 4 Final state of Processing Module 

In the algorithm given above. initialization at 
STEP 0. operand relations to be served to S-memory 
and T -memory at STEP I. and state transition of flags 
in STEP 2 differ depending upon each operation. In 
STEP 3. when several a-flags are set on 
simultaneously. tuples corresponding to the a-flags 
are output in sequence. However. if the output buffer 
is large enough to store tuples temporarily. there is no 
degradation of execution performance. The details of 
each relational algebra operation are as follows: 
( 1) Projection: S[AI 

In projectioo. S is served to both S-memory 
and T -memory. Each tuple of S is input to both 
S-memory and T -memory in STEP 1. In STEP 2. the 
comparison is made for every pair of segments of 
S-memory and T -memory. partially on the contents 
specified by the attribute A under the condition "=". 

If the condition is satisfied, S-flag. T -flag and a-flag 
change their states as shown in Table I depending on 
their preceding states. The tuple is output only when 
a-flag is set on. The state transition specified above 
pr~Y~l!!~_5fupli_cation of the same tuple output. 

Table 1 Transition of Flag States in Projection 

S-flag T -nag O-flag S-flag T -flag O-flag 

0 0 0 ~ 1 1 
0 0 ~ 0 

0 1 0 ~ 0 0 
1 1 0 ~ 1 0 
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(2) Join: S[A e BI T 
In joio, Sand T are served to S-memory and 

T -memory. respectively. Each tuple of Sand T is 
input to S-memory and T -memory respectively in 
STEP 1. In STEP 2, the comparison is made for every 
pair of segments of S-memory and T -memory, 
partially on the contents specified by the attributes A 
and B under the condition e ("=", ":;to", ''>'', "2", "<", or "{'). 
If the condition is satisfied, O-flag is set on. In STEP 3, 
tuple pairs whose O-flags are set on are output. 
(3) Union: SI.'T 

{Inion is regarded as projection. where Sand T 
are combined into a single relation and served to both 
S-memory and T -memory. 
(4) Difference: S - T 

Oifference is regarded as projection, where 
all tuples of T are input to S-memory by setting the 
corresponding S-flag on in STEP O. After that, in STEP 
1. S is served to both S-memory and T -memory. 
(5) Intersection: SlIT 

Intersection is regarded as join under the 
condition that the values of all corresponding 
attributes are equal to each other. 
(6) C6rtesi6n product: S x T 

Cartesian product is considered as join with 
no condition for comparison. 
(7) DiYision: S[A -:- BJ T 

Oivision is carried out in two phases, requiring 
two modules for the processing. In Phase-1, dividend 
relation S is grouped according to the value of 
attribute B of divisor relation T. In Phase-2, 
intersection among groups of the relation derived 
from Phase-1 is performed. This process is illustrated 
in Fig. 5. 

The details of the process can be explained as 
follows: 
Phase-l (grouping) 

All tuples of dividend relation S are input to 
S-memory in STEP O. In STEP 1, one tuple of relation 
T is input to the 1 st segment of T -memory. and copied 
for all segments of T -memory. The comparison is 
made for every pair of segments of S-memory and 
T -memory under the condition "=". in STEP 2. In STEP 
3. the tuples which satisfy the condition are output. 
STEP 1 through STEP 3 are repeated OJ times by 
inputing an individual tuple of T at each cycle. where 
OJ is the cardinality of T. Furthermore. at each end of 
STEP 3. a special symbol is output as a separator. 
Phase-2 (intersection) 

In STEP 1. a tuple of the first group of the relation 
derived from Phase-l is input to S-memory by setting 
the corresponding a-flag on. and a tuple of the 



S Al A2 

T I ~1 A 4 
B 2 
C 1 
A 2 
C 2 
A 3 
B 3 
c 3 
D 1 
E 2 

phase- IlJ grouping 

S' Al A2 

A 4 
group A A 2 

A 3 
------ ------
group B B 2 

B 3 
------ ------

C 1 
group C C 2 

C 3 

phase- 2lJ intersection 

Figure 5 Processing Scheme of J)JvJsit?n 

remains (from second to the last groups) of the 
relation derived from Phase-l is input to T -memory. 
At the comparison in STEP 2. change of the flag states 
differs depending on whether or not the content of the 
segments is the separator derived from Phase-I. If it 
is the separator. the state of the flag changes as shown 
in Table 2 (a). If not. for the segment pair which 
satisfies the condition "=". the state changes as shown 
in Table 2 (b). Meanwhile. STEP 3 is skipped while 
there are still tuples to be compared. The output is 
generated only once at the end of the repetition. 
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Table 2 Transition of Flag States in .lJivision 

S-flag O-flag S-flag O-flag 

0 0 ~ 0 0 
1 0 ~ 0 0 
0 ~ 0 0 

~ 0 

(a) For separator 

S-flag T-flag S-flag T-flag 

0 0 ~ 1 
1 0 ~ 1 
0 ~ 0 

~ 

(b) For tuple of intermediate relation 

4. Query EIecution Management 

4.1 Parallel pipelined eIecution of queries 
In the system. a given query is translated into a 

form of the relational algebra tree and put into an 
execution waiting list. If there are enough processing 
modules not in use. some of them are assigned for the 
execution of the query. Here it is assumed that at 
least one processing module is available for the 
execution of each relational algebra operation of the 
relational algebra tree representing the query. 
Moreover. selection is not taken into account in the 
process of module assignment because the execution 
of selection could be achieved directly in connection 
with secondary storage devices. 

After that. read requests are sent to secondary 
storage devices for obtaining the relations needed. 
The relations are transferred to staging buffers page 
by page. If the query includes selection. it is 
assumed that the ~~election is completed while the 
transference of the relations is carried out. 

During the execution of a query. processing 
modules are connected to each other through the 
interconnection network according to the relational 
algebra tree representing the query. Each processing 
module gets tuples from the 110 buffer or the staging 
buffer which is connected to it through the 
interconnection network. and transfers the resultant 
tuples to the I/O buffer which is directly connected to 
it. 



The following is an example to explain the 
management of the query execution. Figure 6 shows a 
sample query Ql in a form of .the relational algebra 
tree. Figure 7 explains the process of executing the 
query in Fig. 6. Here it is assumed that processing 
modules PM 1. PM2. and PM3 are assigned for the 
execution of joins J 1 and J2. and projection Pl. 
respectively. Furthermore. staging buffers SB 1. SB2. 
and SB3 are assigned for relations Rl. R2. and R3. 
respectively. 

Relations R 1. R2. and R3 get into to the staging 
buffers SB 1. SB2. and SB3. respectively. after 
selection of R I and R3 has been fully evaluated. 
The processing module PM I gets tuples from SB 1 and 
SB2. and outputs resultant tuples of Jl to the I/O 
buffer B 1. The processing module PM2 gets tuples 
from Bland SB3. and outputs resultant tuples of J2 to 
the I/O buffer B2. And the processing module PM3 
gets tuples from BZ. and outputs resultant tuples of PI 
to the 1/0 buffer B3. which shows the final result for 
the given query. 

In this way. the processing modules execute a 
query in a pipelined fashion by transferring tuples 
through the I/O buffers. Furthermore. the system can 
process several queries in parallel. Accordingly. 
queries are executed in a parallel pipelined fashion by 
means of multiple processing modules. 

PI i 
C\ 
J2 i 
C><J 

J1~ ~ 
SI /' \ D 
D R2 t 

R3 

t 
Rl 

Figure 6 An Example of Query - Q1 
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U 
t 

1::::::::::::-:1 1:::;;;:::;:;::1 1:::;:;:;:;:;:;1 

SB3 SB2 SBl 

Figure 7 Process of Executing the Query in Fig.6 

4.2 Overflow handling 
The segment size of a processing module is 

generally not large enough to contain a whole operand 
relation. and therefore a countermeasure is required 
to cope with it. The system offers two types of 
overflow handling algorithm as follows. 

When the cardinality of an operand relation 
exceeds the number of memory segments. a memory 
overflow occurs. Here the consideration will be 
limited to the case of S-memory because the tuples 
which are shifted out from T -memory must already 
have been compared with all tuples of S-memory. In 
the case of a memory overflow, two or more 
processing modules work together for the execution of 
a single operation. The tuples in a source relation are 
sequentially distributed among processing modules 
with n tuples as a unit. and the tuples in an entire 
target relation are transferred to all processing 
modules. Here n is assumed to be the number of 
segments in a processing module. The processing is 
carried out in the internal memory. 

Suppose that the number of processing modules 
necessary for the execution of an operation exceeds 
the number of available processing modules. We call 
it a module overflow. In the case of a module 
overflow, the processing is carried out by limiting the 
number of tuples in a source relation to the size of 
S-memories of the processing modules, and the same 
process is repeated for the remaining source relation. 
The algorithm described above works externally. 



In the following, we explain the memory 
overflow handling algorithm in detail. 

When memory overflow occurs, tuples which 
have overflowed from T -memory are temporarily 
stored in the overflow buffer, and connections inside 
the interconnection network are changed in order to 
newly utilize an unused processing module. The 
overflow buffer is used to transfer the overflowed 
tuples to the additional processing module through the 
interconnection network. The process of memory 
overflow handling is described formaHy as foHows 
(se~ Fig. 8). 

! I J! 
for ~-memory for T-memory 

I 

Processing 
Module A 

~ - __ ;_ - __ I 

I 

• -- - - 1 

Processing 
Module B 

I 

V V 

to the next module 
or outputl ine 

I 

V 

before overflow 

after overf low 

Figure 8 Overflow Handling 

The I/O buffer which is connected to the input 
line for S-memory of the overflowed processing 
module A will be switched to that of the additional 
processing module B, and the overflow buffer which is 
connected directly to the overflowed processing 
module A will be connected to the input line for 
T -memory of the additional processing module B. In 
the overflowed processing module A. only tuples of a 
target relation are input to T -memory, and the 
execution continues. Tuples which are shifted out 
from T -memory are transferred to the overflow 
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buffer. On the other hand, in the additional processing 
module B, tuples of a source relation and tuples in the 
overflow buffer are input to S-memory and 
T -memory, respectively. The execution of the 
processing is then carried out. 

When memory overflow occurs again, the same 
procedure is invoked. The operation can be executed 
without any degradation of the execution performance 
even though the memory overflow occurs, since each 
processing module executes the operation 
independently of others. Furthermore, it is possible to 
manipulate a large relation as long as there are 
unused processing modules. 

The two algorithms described above guarantee 
the consistency and flexibility of the system in the 
manipulation of very large databases. Finally, the 
resultant relation is split into several I/O buffers 
when the me mory overflow occurs, since each 
processing module transfers the results to its 
corresponding I/O buffers. This requires the 
interconnection network to manage recombining of 
several independent resultant relations into a single 
relation. 

5. Analysis 

5.1 Analysis criteria 
In this chapter, we will analyze system 

performance in terms of execution time. The 
following are the parameters needed for the 
evaluation. 

tcb page transfer time from cache to buffer 

tde page transfer time from disk to cache 

tmc: message communication time for disk I/O 

operation 
hr cache hit ratio (read) 

~ cache hit ratio (write) 

tm time to move a tuple between buffer and 

processing module 
tc time to compare a pair of tuples 

ts time to shift tuples 

CS cardinality of source relation 
CT cardinality of target relation 
CR cardinality of resultant relation 
ns number of segments in a module 

nt number of tuples in a page 

sp page size 



-Then ns' is defined by ns multiplied by the 

number of processing modules used for the execution 
of a single operation. It is noted that the operation 
can be executed without any degradation of the 
execution performance if ns' is greater than or equal 

toCS. 
The basic tasks used in evaluating the 

performance of the system are the 1/0 time, the 
communication time, and the CPU time. 
(1) 110 time 

A read request moves a page into a staging 
buffer from the cache. When the required page is not 
in the cache, it must be fetched first from a disk. The 
average cost, T R' to read a page in the staging buffer is 

estimated by assuming a cache hit ratio hr [141. 

T R = hr*tcb +(1-hr )*(tcb +tdc) 

Similarly T w' the average cost to write a page, is 

TW = hv*tcb +( l-fL.,)*(tcb +tdc)' 

where hw is a probability for the existence of an 

available page frame in the cache during a write 
operation. 
(2) Communication time 

Page transfer is regarded as 110 operation. 
Therefore, we take the cost for communicating 110 
related (page request and reply) messages into 
account. This message communication cost, tmc' is 

added to the 110 cost. Thus, T R is replaced by 

TR+2*tmc' and Tw by TW+2*tmc' 

(3) CPU time 
Execution costs of each relational algebra 

operation are formulated as shown in Appendix I. For 
a _ query containing several relational '- algebra 
operations, however,'it is difficult to formulate the 
costs for executing it because dynamic aspects of the 
behavior of the system must be taken into 
consideration. Therefore, we have implemented a 
simulation system on a minicomputer. Execution costs 
of the query are estimated by using it. 

5.2 Results 
Parameter values which we assume here for the 

evaluation are as follows: tcb=S[msJ, tdc=2S[msJ. 

tmc=10Ims), hr=0.8S, hw=O.3S, tm-64h.ls), tc=1281)J.sl, 

ts~0.7()J.sJ, ns= I 024, nt'=2S6, and sp = 16k[byte). 

Table 3 summarizes the execution costs of each 
relational algebra operation. The sizes of the source 
.and target relations and the size of the resultant 
relation are .changed depending on the operation. In 
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the table, the first row shows the costs for the cas~ 
that ns' is large enough to contain a whole relation of 

S. The second row shows the costs for the case that ns' 

is limited to 4096. CS 1 in -Phase-2 of division 

denotes the number of tuples of the first group of the 
relation derived from Phase-I. 

Tabel 3 Execution Times (seconds) of 

Relational Algebra Operations 

Projection Join UnIon Difference 

CS = 10000 CS = CT = 10000 CS = CT = 10000 CS = CT = 10000 
CR = 7000 CR = 10000 CR = 17000 CR = 7000 

_. --1-----'- -- '-
n';' 2CS 57 91 12.0 7.5 

ns = 1096 1)0 11,6 115 2H 

In1ersection Cartesian D1V1sion DivislOn 
Product (Phese-l ) (Phese-2) ...... -........... . __ ............... -"'cs':ioejoej" "'CS':-5000'" 

CS=CT=10000 CS=CT=1000 CT=20 CSI =250 
CR = 3000 CR = 1000000 CR = JDOD CR = 25 

ns lCS 6.0 392.1 43.3 15 

ns = 4096 11.2 392.1 433 2.1 

In particular, the execution costs of join are 
shown in Fig. 9, varying the operand relation sizes. 
The sizes of two operand relations are assumed to be 
the same i.e., CS=CT, and' the size of the resultant 
relation, CR, is assumed to be the same as CS (and CTt 
Three curves in the figure show the costs for three 
different numbers of processing modules. It appears 
that the costs are proportional to the ,sizes of the 
operand relations when the relation sizes are smaller 
than ns'. 

Next we :odescribe the evaluation result of the 
performance in executing a query .. Each query can be 
executed independently from others, and hence the 
evaluation is limited to a single query in the following 
experiment. 

We assume the same query 01 used in Fig. 6 
again for the evaluation, which contains two joins 
and one projection. The sizes of the relations served 
to those two joins are assumed to be the same Le., 
CS=CT. The sizes of ' the resultant relations of joins 
are assumed to be the -same as CS (and CT), and the 
size of the resultant relation 'of projection is 
assumed to be O.7*CS. The configuration of the system 
comprises 10 processing modules. 
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Our result is illustrated in Fig. 10. A solid line 
curve in the figure shows the cost for the query. A 
dotted line curve shows the cost, when pipelined 
execution capability is not assumed, and the query Ql 
is executed in a sequence of J1. J2, and PI by using all 
10 processing modules for each operation. We would 
say that pipelined execution is superior when the 
relation size is smaller than about 10240. This critical 
value can be estimated in terms of the segment size 
(1024) multiplied by the number of available 
processing modules (10). If the relation size is larger 
than the critical value, the costs based on those- two 
strategies become almost the same because 110 costs 
significantly influence the total processing costs. 

Furthermore, in order to prove the effectiveness 
of parallel pipelined processing, we compare the 
execution performance of the query Ql used in Fig~ 6 
with that of the query Q2 in Fig. 11 which contains 
three joins and one projection. In Q2, join J3 is 
added to Q1. Parameters are assumed to be the same 
as used in the previous example. 

The result of this comparison is shown in Fig. 12. 
It shows that the performances of the two queries are 
almost equal to each other, if the cardinality of input 
relations is smaller than 10000 (almost the total 
number of segments of the processing modules). 
Moreover, even though the cardinality of the Telations 
exceeds the total. number of segments, it could be said 
that the system provides relatively good performance 
by means of parallel pipelined execution. 

Rl R2 R3 R4 

Figure 11 An Example of Query - Q2 
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5.3 Consideration 
In this section. we discuss the comparison of the 

performance for computing equi-join operation in the 
proposed system and a conventional database 
management system. Here the conventional system is 
assumed to use a hashing algorithm. The reason we 
choose a hashing algorithm is that it is the most 
suitable when a main memory is large enough to 
perform the operation l1 SJ. 

The hashing algorithm used in the conventional 
system is explained as follows: First. a hash table is 
constructed by applying a hash function to every 
tuple of a source relation S independently. S is then 
partitioned into m subsets in such a way that any 
tuples which have the same hash values lie in the 
same subset. After the completion of the partition. 
each tuple of a target relation T is hashed and 
compared with tuples in the corresponding subset of S 
by using the hash table. If the comparison is satisfied. 
pairs of tuples are moved to an output buffer. The 
cost of this algorithm is shown in Appendix II. 

The estimation result is shown in Table 4. It 
could be said that the proposed system is better than 
software hash-join method when the number of 
segments available for the operation is larger than 
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Table 4 Estimation results 

CS = CT = CR = 10000 

th~sh = 40 [J,1S ) 

proposed system 

Os /cs 

1 1/2 1/3 

94 11.2 la.3 
[s) [s) (s) 

hash-j ion 
m 

10000 aooo 

12.9 133 
(s) (s) 

5000 

14.2 

Is) 

aproximately half the cardinality of S. In the 
estimation. however. hardware costs are not taken 
into account. When hardware costs are considered. 
the software hash-join method may be reasonably 
acceptable for equi-join operations. 

However. the application of a hashing technique 
is limited to equi-join operations. The use of a 
hashing technique does not effectively reduce the 
execution cost for non-equi-join operations. In our 
system. on the other hand. non-equi-join operations 
can also be processed efficiently. 

Furthermore. the system capability could be 
extended by applying a hashing technique. Both 
source and target relations are partitioned into m 
disjoint subsets by using a hash function. Each pair of 
subsets which have tuples with the same hash value is 
assigned to a processing module. and processed in it. 
Then an operand can be executed in parallel in 
cooperation with m processing modules. We can 
improve the performance without preventing the 
execution in a parallel pipelined fashion. 

6. Conclusion 

In this paper. the authors have presented a 
relational database machine which is composed of 
multiple processing modules and an interconnection 
network. 

The processing module is.a special unit for the 
execution of relational algebra operations. Relational 
algebra operations except selection can be executed 
efficiently on a uniform architecture. The reason that 
selection has been excepted here is that an 
improvement in execution efficiency of selection 
should be achieved in connection with secondary 
storage devices. 

For a given query. the system translates it in a 
form of the relational algebra tree, and after that, 
several processing modules are connected to each 



other through the interconnection network according 
to the tree. The query is executed in a pipelined 
fashion by going through the processing modules. 
Furthermore, multiple queries are executed in 
parallel. Queries can then be executed in a parallel 
pipelined fashion. When a memory overflow occurs, 
the system changes the connection of the 
interconnection network so as to combine two or more 
processing modules for the execution of a single 
operation. 

Furthermore, the effectiveness of the system is 
proved through a simulation. Pipelined execution 
capability'greatly con-trIbutes to the improvement of 
the execution performance of the query. 

The problems which will remain the future 
investigation are the scheme of an external storage 
device management to support efficient data transfer 
and a mechanism which functions for cases in which 
the tuple size is greater than the size of the memory 
segment. 

In conclusion, the proposed system shows 
sufficient flexibility to be able to cope with the 
enormous increase in demand for the development of 
large-scale database machines anticipated in the 
future. It can also be said that the system 
organization is relevant from the viewpoint of 
cost-effectiveness when the recent progress of 
hardware technologies is considered. 
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Appendix I 

We formulate the execution costs of each 
relational algebra operation as follows: 

T· g xTR.CSx tm+2xCSxtc.CRxtm+ ~ xTv. 2xCSxt n t n
t 

S 

T' .. r~lxCSxt .2xcs-n~ xTR• rcs _11 xcs - n
'$- n'xT]I 

ns m n, n~ n, 

+ r
g 1" cs x t • n' "t • CR x t • ~ "Tv n's c scm n, 

r
Cs 1 rCS 1 cs - n' - n + - x Csx t • n' x t • - - 1 x $ txT v 
n~ s s s n~ n, 

JQl.H 

T. CS+CTx T]I+maz(CS,CT)xtm"(CS+CT)" tc. 2 xCR x tm n t 

+ ~ x Tv+(CS+CT)xt n t s 

.. rCS+~lX(CS+CT)xt +n' xt )C:S+CT_~ x(CS+CT)-n~- n t xTv 
ns s s s I' n~ 11 n t 

DIffERENCE 

T" CT xT]I.CTxt .9. xT]I+CSxtm'2xCSxtc n, m n t 

• CR x t m• ~ "T v • 2" CS x t n t S 

• rCS+~Tlx CSx t + n' x t • rCS•CT - 11 x cs - n's- n t x T 
ns s s s n~ n t v 

INTER SECT I ON 

T .. CS~CT xT]I+maz(CS.CT)x tm+(CS+CT)xtc+CR x t • ~ xTv·(CS+CT)x ts 
t m n t 

T' .. rc~l)(max(n~.CT»)(tm+ n~·CT )(TR+rc~ _~xSEG(CT.n's+nt»)(T 
ns n t I"ns 'I n t ]I 

• rc~l)(max(n~.cT)x tc+min(n~.CT) x tc+CRx t m+ ~ xTv 
ns ' 

+ rcsl)(n~ xt + min(n~.CT)xts. rCS - ~x SEG(CT.n's+nt»)( Tv 
n~ s I"n~ 11 n t 
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CARTESIAN PRODUCT 

T· CSn"CT "T]I+max(CS.CT)x tm+(CS.CT)xt .. 2 x CR x t 
t c m 

+ 2 ~CR xTv+(CS+CT)xts t 

T~rc~lxmax(n~.cT)xtm+ n~"CT xTR+rc~ _~)(SEG(CT.n~+nt)x TR 
ns n, I-ns 'I n t 

.. rCn~lxmax(n~.cT)x tc+min(n~.CT) x tc. 2 xCR x t m+ 2 ~ CRxT v 
s ' 

.. rc~lxn'sxts+min(n's.cT)xts. rc~ _~xSEG(CT.n's·nt)xTv 
ns I"ns 'I n t 

DIYISION (~). 

T.~xTR+(CS.CT)xtm+(CS.J)xCTxt +CTxtc+CRxtm·~ xTv n, s n, 

T:' (CT-l) x (CS-n.-n I )· (CS-CT) xTR • (CS+J)xCTxt • (CS-I)x CTx t 
n, m s 

• (CT-Ox(CS-nsn I > xT", 
n, 

DIYISION (PHASE-2>. 

T.9.XTR·CSxtm+2xCSxtc· CRxtm+ ~ xTv. 2xCSxt n, n, 

+ r~l xCSx t + n' xt + rCS+CT - 11 xcs - n~- n, x T 
n~ s s s n~ n, v 

Here let T and T' be the execution costs for 
CS < ns' and CS > ns', respectively. SEG(x, y) is the 

function taking a value either x - y for x > y or 0 for 
other cases. CS I in Phase-2 of division denotes the 

number of tuples of the first group of the relation 
derived from Phase-I. 

Appendix II 

We formulate the execution costs of software 
hash-join algorithm. Here, we take the following 
parameters for the estimation. 

m the number of subsets of the relation 
which is partitioned by a hash function 

thash : time to hash a tuple 

The cost formulates as follows: 

CS+CT 
T· -n

t
- x T]I+ (CS+CT) x tha.h+2x(CS+CT)xtm 

.. ( li x CT ) x.mx t _ 2xCR x T 
m m c n

t 
", 

f 
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