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Manual History

Revision Description

A Manual released; reflects NOS 2.3 at PSR level 617. Features include
(12-31-84) all NOS multi-level security options.

B Revised to reflect NOS 2.5.3 at PSR level 688.

(9-23-87)

This revision adds descriptions for Personal Identification, Password
Masking, and Preventing Multiple Concurrent Logins to CDC Security
Solutions in section 1. Section 2 includes a Security Needs Assessment
Questionnaire, and discussions on Defining Site Security Requirements
and Physical Security Requirements.

Section 3 now includes recommendations for System Maintenance and
recommendations for User Support. The following permission identifiers
have been added to the AW parameter of the MODVAL directive:
CNRD, COPR, CLTD, COPI, and CACA.

An installation procedure for computer systems that have not run NOS
has been added to section 4. Appendix F has been added to describe
the Security Audit Reduction Tool.

Due to extensive changes, change bars are not used, and all pages
reflect the latest revision level. This edition obsoletes all previous
editions.
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All rights reserved.
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About This Manual

This manual describes security features, both standard features for unsecured systems
and multi-level security (MLS) features for secured systems, available under the
Network Operating System (NOS). A secured NOS system enforces strict mandatory
security controls in addition to the security controls present in unsecured NOS systems.
A secured NOS system operates on the following CDC systems.

CDC® CYBER 180 Computer Systems
Models 810, 830, 835, 840, 845, 850, 855, 860, 870, 990, and 995

CDC CYBER 170 Computer Systems

Models 171, 172, 173, 174, 175, 176, 720, 730, 740, 750, 760, 815, 825, 835, 845,
855, 865, and 875

CDC CYBER 70 Computer Systems
Models 71, 72, 73, and 74

CDC 6000 Computer Systems

Audience and Organization

This manual is a guidebook for the computer site personnel responsible for
management and administration of site data security. This manual is organized in the
following manner.

Section 1

Section 2

Section 3

Section 4

Appendix A

Appendix B
Appendix C

Appendix D

Appendix E

Appendix F

Revision B

Describes Control Data’s security solutions—the hardware and software
features that make our system an all-purpose, trusted computing
facility.

Describes the responsibilities of the site security administrator:
assessing site security needs, defining site security requirements, and
establishing site security practices.

Contains recommendations for the operation and maintenance of a
secured site.

Describes the installation options for setting up a secured site.

The glossary contains definitions of all terms associated with NOS 2
security features.

Lists the user validations necessary for a secured site.

Lists the operator commands and utilities that require security
administrator privileges.

Lists the maintenance commands and utilities that contain parameters
for dealing with ranges of file access levels on a secured system.

Details the user commands and macros available on a secured system.

Describes a security audit reduction tool used to assist the security
administrator in auditing security-related user activities.
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Submitting Comments

There is a comment sheet at the back of this manual. You can use it to give us your
opinion of the manual’s usability, to suggest specific improvements, and to report
errors. If the comment sheet has already been used, mail your comments to:

Control Data Corporation

Technology and Publications Division ARH219
4201 North Lexington Avenue

St. Paul, Minnesota 55126-6198

Please indicate whether you would like a response.

If you have access to SOLVER, the Control Data online facility for reporting problems,
you can use it to submit comments about the manual. When entering your comments,
use NS2 as the product identifier. Include the name and publication number of the
manual.

If you have questions about the packaging and/or distribution of a printed manual,
write to:

Control Data Corporation
Literature and Distribution Services
308 North Dale Street

St. Paul, Minnesota 55103

Or call (612) 292-2101. If you are a Control Data employee, call (612) 292-2100.

CYBER Software Support Hotline

Control Data’s CYBER Software Support maintains a hotline to assist you if you have
trouble using our products. If you need help not provided in the documentation, or find
the product does not perform as described, call one of the following numbers. A support
analyst will work with you.

From the USA and Canada: (800) 345-9903

From other countries: (612) 851-4131
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Related Publications

The following manuals describe in greater detail certain topics covered in this manual.

Publication

Control Data Publication Number
CYBER Initialization Package User’s Handbook 60457180
Network Access Method Version 1 60480000
Network Definition Language Reference Manual

NOS Version 2 Administration Handbook 60459840
NOS Version 2 Analysis Handbook 60459300
NOS Version 2 Installation Handbook 60459320
NOS Version 2 Operations Handbook 60459310
NOS Version 2 Reference Set, Volume 3 60459680
System Commands

NOS Version 2 Reference Set, Volume 4 60459690
Program Interface

NOS Version 2 System Programmer’s Instant 60459370

Control Data manuals are available through Control Data Sales offices or Control Data
Literature and Distribution Services (308 North Dale Street, Saint Paul, Minnesota
55103).

Disclaimer
This product is intended for use only as described in this document. Control Data

cannot be responsible for the proper functioning of undescribed functions or undefined
parameters.
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CDC Security Solutions 1

Control Data has long been involved with developing solutions to the ever-growing
problems of computer security. The Network Operating System (NOS) and the CYBER
170 and 180 series computers represent a culmination of our design expertise and our
experience with security-sensitive data processing sites. Our system—both the hardware
and the software—incorporates the fundamental security controls necessary for a
trusted computing facility. These security controls can be tailored to protect your users’
data in a wide variety of time-sharing environments.

The CYBER hardware physically separates most system and user processing. NOS
takes full advantage of the separation of functions inherent in the CYBER architecture.
In addition, NOS offers a wide range of discretionary and mandatory access controls
that allow you to set up a computer security system that is exactly suited to your
site’s needs.

For example, when NOS is installed as released, it automatically controls access to
host computers and protects the privacy of both user data and system resources. If your
site handles information which can or must be marked according to its security
sensitivity and you need to enforce mandatory access controls for this information, you
can install NOS to run in secured mode. When NOS runs in secured mode, it enforces
strict multi-level mandatory security controls on all system activities. These multi-level
access controls are designed to meet security requirements typically associated with the
handling of classified information, but can also be used in a wide range of
environments.

This section describes Control Data’s security solutions in more detail: system integrity,
software controls, NOS standard security features, and NOS multi-level security.
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System Integrity

System Integrity

Control Data CYBER 170 and 180 hardware incorporates numerous features to detect
and correct errors that ensure the integrity of data and the accuracy of results. These
features are known as Reliability, Availability, and Maintainability (RAM).

The unique architecture of the CYBER 170 and 180 computers physically separates the
central processor unit (CPU) and central memory from the peripheral processors (PPs)
and data channels.

CENTRAL
PROCESSOR
UNIT

CENTRAL MEMORY

PERIPHERAL PROCESSOR

I/0 CHANNEL MATRIX

Figure 1-1. CYBER 170 and 180 Architecture

The CPU is designed primarily to provide high-speed computation and manipulation of
data in central memory. It has no I/O capabilities and must request this and other
services from PPs via requests stored in central memory. PPs, which have limited
computational capabilities, perform a wide variety of I/O and system services.

The CYBER supports up to 22 independent processors—up to 2 CPUs and up to 20
PPs. Only PPs can perform I/0, and they have the power to deny I/O requests and to
abort jobs. Also, the PPs execute only system software modules. The primary system
monitor, called MTR, and the console operator interface, called DSD, execute in
dedicated PPs which cannot be interrupted or overloaded by user actions. Although the
EXEC modules in central memory participate in the process of managing the system,
MTR is the primary controller of the system. This means that in the CYBER
machines, the CPU is a high-speed slave to the physically isolated and dedicated PPs.
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System Integrity

CENTRAL CENTRAL MEMORY PERIPHERAL
PROCESSOR PROCESSORS
UNIT
TABLES MTR
CPU
EXEC DSD
[ ]
SUBSYSTEMS .
USER PROGRAMS

Figure 1-2. System Layout

Because the system software consists primarily of PP modules and PPs cannot execute
user programs, the hardware design physically prevents users from subverting system
software. User programs, which execute in central memory only, are separated and
protected from one another by the CYBER memory protection hardware and the NOS
system design, which does not permit the sharing of memory between independent
processes. )

The memory protection mechanism uses hardware registers to store the boundaries of
central memory and extended memory assigned to each user job and does not permit a
job to access memory outside of the established boundaries. Because these registers are
inaccessible to CPU programs and are managed entirely by system modules, CPU
programs are completely isolated from one another.

NOS builds on the CYBER hardware-based job isolation to ensure that jobs cannot
interact except via system-mediated mechanisms. In fact, unless a user job specifically
requests communication with another cooperating job (or common resource subsystem),
there is no direct inter-job communication.
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Software Controls

Software Controls

In addition to supporting the hardware mechanisms that separate system and user
programs, NOS system design also provides security features that meet the
requirements of these fundamental security principles:

¢ Identification and Accountability
® Access Controls
® Auditability and Surveillance

® Security Countermeasures

Identification and Accountability

Every action in a NOS system is traceable and attributable to an individual who is
accountable for that action. Before being granted access to the computer, each user
must enter a user name and a password. The user name uniquely identifies the user to
the system, and that user name is associated with all processes initiated by, or on
behalf of, that user. The user password is protected by an internal one-way data
encryption mechanism.

Access Controls

Each user on the system is associated with a comprehensive set of authorizations.
These authorizations control user access to system capabilities, resources, and
privileges. When properly set, these authorizations prevent users from creating
denial-of-service or deadlock situations.

Further access controls are provided by the NOS Permanent File (PF) system. The
NOS PF system allows users to control access to their files by using discretionary file
access controls. For example, a user can grant another user permission to access a file
by explicitly identifying the user by user name. When a file owner grants another user
permission to access a file, the owner can also specify the mode of access, such as read
or write mode. The file owner can further protect files by assigning file passwords.

If your site requires additional access controls, you can enable the NOS multi-level
security (MLS) feature during installation. When MLS is enabled, NOS imposes strict
access controls on users, information, and devices. The access controls are based on
hierarchical access levels and discrete access categories. To gain access to data or a
process, the user must be authorized for the security level of the object. The user must
also be assigned the same or a superset of the object’s security categories.
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Software Controls

Auditability and Surveillance

Each access, resource, or privilege control is based on user authorizations. Thus, when
a control decision is made, it is recorded along with the identification of the
responsible user. NOS automatically collects and records an audit trail of all control
decisions, along with resource usage, system statistics, and other security-related data.
This audit trail and other system logs are protected by the system and may be audited
on-line via the system console or off-line via text editors or programs. The SECART
utility, described in appendix F, can be used to help in the audit process.

Security Countermeasures

There are a number of automatic countermeasures embedded in user access controls.
For example, the system keeps track of the number of times a user attempts to
perform an action that would violate system security. Each attempt decrements the
user’s security count. When the user’s security count is zero, the user is denied access
to the system. In addition, the system aborts any job that attempts to perform an
action that would result in a security conflict.

As a further countermeasure, NOS limits the number of invalid login attempts per
terminal and the frequency of system-wide illegal login attempts to prevent brute-force
penetration methods. The site security administrator can intervene with an executing
batch job or user terminal session and can take remedial action by performing on-line
modifications to user identifications, passwords, and authorizations, if needed.
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NOS Standard Security Features

NOS Standard Security Features

The standard NOS system offers the following security features:

Control of Access to Host Computer
Privacy of User Data

Protection of System Resources

Control of Access to Host Computer

NOS controls access to the host computer by means of a user name and password
validation system. Each user must enter a valid user name and password before
accessing the host computer. The user name uniquely identifies each user to the
system; the password authenticates the user identification. Thus, the user password is
the key to user authorizations and must be protected to ensure user privacy and
accountability. NOS protects user passwords using several mechanisms:

Password Encryption

All user passwords are stored on the system validation file VALIDUS in encrypted
form. Whenever a user’s password is examined by NOS, it is processed by a
one-way encryption algorithm and compared with the encrypted form on the
validation file. Thus, the system does not store users’ passwords in plain text
anywhere in the computer.

Secure Login Feature

You can enable the secure login feature to protect user login information from
masquerade programs. (Masquerade programs execute at a terminal and imitate the
system login dialogue. In this manner, the masquerade program intercepts the
user’s login information.) When this feature is enabled, a terminal user can enter a
secure login character sequence to ensure a connection to the network login
program and thus terminate any potential masquerade program.

Personal Identification

During installation, you can assign certain user names a personal identifier. These
users must enter their personal identifier in addition to their family name, user
name, and password in order to access the system.

Separate Batch and Interactive Passwords

During installation, you can select an option to provide separate user login
passwords for batch and interactive jobs. The batch password is used for all batch
jobs, including jobs initiated with the Remote Host Facility (RHF); the interactive
password is used only during interactive login.

User Password Expiration Dates

You can enter a password expiration date for a given user’s batch password,
interactive password, or both. Thus, certain users (for example, students of a
computer class) can be validated to use computer resources for only a specific period
of time. Users may also be granted permission to set their own password expiration
dates. The system automatically issues a password expiration warning message to
the user dayfile of all interactive and batch jobs. This message is also displayed on
the screen of interactive users at login time.
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NOS Standard Security Features

¢ Changing Passwords

If you grant a user permission to do so, that user may change his or her user
password. The user may change batch, interactive, or both passwords at any time.

® Password Masking

To ensure the security of a user password during interactive login, all fields in the
line containing the password are masked. For example, on a single line login the
mask overwrites the family name, user name, password, personal identifier, and
application. If each value is entered following its respective prompt, only the
password line is overwritten.

® Preventing Multiple Concurrent Logins

You can prevent certain user names from logging into more than one terminal at a
time. If a restricted user is already logged in and attempts to log into another
terminal, the system aborts the second login attempt and issues an error message.

® Recording and Processing Invalid Login Attempts

NOS records a message in the account dayfile each time an invalid login sequence
is entered from a terminal. The account dayfile message includes the terminal name
associated with the attempt. By auditing the account dayfile, you can detect
patterns of invalid login attempts from particular communication lines. These
repeated invalid logins may indicate that an unauthorized user is attempting to
access the computer. You can set the number of attempts permitted before the login
process is automatically terminated and the terminal is disconnected. This feature
increases the difficulty of gaining access to the computer by entering random login
sequences.

® Security Count

Each user is validated with a security count that defines the number of security
violations the user can attempt before being denied further access to the system.
For example, when a user attempts to submit or route a job with an invalid USER
command, the system aborts the job and decrements the user’s security count. When
the user’s security count is zero, the user is denied access to the system.
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NOS Standard Security Features

Privacy of User Data

NOS protects the privacy of user data in three ways.
1. Memory Clearing

2. File Overwrite Option

3. Discretionary File Access Controls

Memory Clearing

NOS automatically clears central memory and extended memory by filling them with a
continuous pattern of zeros before assigning them to a user job. This feature prevents a
user from accessing data left in memory by another user.

NOS provides an additional memory clearing option which can be enabled during
installation. When this feature is enabled, the system clears all central memory and
extended memory associated with a job whenever it is released from the job. This
means that whenever a job rolls out, has its field length reduced, or completes, no data
from that job is left in memory. This reduces the risk of memory data scavenging by
maintenance personnel in the event of a system failure.

File Overwrite Option

NOS maintains control over all I/O operations and can thus ensure that a user cannot
read mass storage space unless previously written as part of the file. NOS also
provides a user-callable utility to overwrite the mass storage space occupied by a file
before it is released. This reduces the risk of off-line access to the mass storage media.
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NOS Standard Security Features

Discretionary File Access Controls

With NOS, users can specify who can access their files and how those files can be
accessed. These discretionary file access controls are accomplished via file catalog types,
file permits and modes, and file passwords.

® File Catalog Types

All NOS permanent files are assigned one of three catalog types: private,
semiprivate, or public. A private file (system default) can be accessed only by the
file owner or by users explicitly granted permission to access the file by the file
owner. Each user may be granted different file access modes.

Public and semiprivate files may be accessed by all other users in the owner’s
family if they know the owner’s user name, the file name, and (if specified) the file
password. Semiprivate files may have permits (as with private files), and permit
records are created for each user who accesses the file. Permits cannot be created
for public files.

¢ File Permits and Modes

For private and semiprivate files, the owner can permit other users to access the
file and specify the mode of access for the file (for example, read access or write
access). In addition, the owner can specify an expiration date for the file access
permission.

For semiprivate and public files, there is a single access mode specified which
applies to all users without an explicit file permit.

® File Passwords

A user can further control access to a file by specifying a password for the file and
an expiration date for the file password. This password must be specified by all
other users who attempt to access the file.
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NOS Standard Security Features

Protection of System Resources

Under NOS, system resources are controlled by the system executive program
CPUMTR, which resides in central memory, and by other system programs that
execute either in central memory or in peripheral processors (PPs). NOS protects these
operating system programs from potential user abuse through a combination of
hardware and software mechanisms.

Hardware registers in CDC computers establish the boundaries of central memory and
extended memory assigned to each user job; these values are part of the exchange
package of a job. During each memory read or write instruction, the address control
hardware checks whether the address to be read or written is within the boundaries of
the job’s field length. If it isn’t, the hardware causes an interrupt and aborts the
instruction. When this interrupt occurs, control of the processor is given to the
CPUMTR program, which initiates appropriate action to issue an error message to the
job, set error flags, and abort the job step or the job. Since NOS does not share central
memory between users and the system or between independent processes, this
mechanism protects other users’ data as well as those portions of the operating system
that reside in central memory.

The operating system programs that execute in PPs are further isolated from users by
the physically separate memories. Users can interact with these programs only under
the control of the operating system, using the NOS command interface, the NOS
program interface, or a request entered in address RA+1 of the user job’s field length.
Users have no way of reading, writing, or otherwise altering PP programs in PP
memories.

PP programs and overlays are loaded by a PP-resident program either from the system
portion of central memory or from the system library on mass storage. Central
Memory-resident PP programs are protected by the hardware memory protection
mechanisms described above and the system library is protected via the system control
of all I/O (by PP programs) and the NOS file system.

The potential for denial of service by abuse of system resources such as CPU execution
time and file space is controlled by PP programs which monitor and control access to
resources and have the capability not only to ensure appropriate sharing, but also to
terminate user jobs which exceed resource authorizations.
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NOS Multi-Level Security

NOS Multi-Level Security

If your site requires additional security features, you can enable the NOS multi-level
security (MLS) feature during system installation. When MLS is enabled, the system is
referred to as a secured system.

A secured NOS system enforces strict mandatory security controls over all system
activity based on sensitivity marking for information and clearances for users and
devices. NOS provides two marking schemes:

® 8 hierarchical access levels
¢ 32 non-hierarchical access categories

NOS controls access to and the flow of information in the system based on the system
access levels and categories and user authorizations for those levels and categories.

Access Levels

During installation, you can select your own names for the eight hierarchial access
levels. The released system has default names of LVLO through LVL7. The lowest
access level is associated with the least sensitive information; each higher level is
associated with more sensitive information. Your site can establish its own policy
regarding the degree of sensitivity associated with each level.

At deadstart time, you can define a range of access levels for the entire system by
specifying lower and upper access level limits. The system then allows users to run
jobs only within this range. You can also define a range of access levels for each job in
a secured system. The system allows users to run jobs only within the access level
limits for their job origin type.

You can assign an upper level limit for each communication line connected to the
computer. When you assign limits for communication lines, these limits restrict the
user’s clearance to the limit of the communications line. This feature makes it possible
for sites to allow access to particularly sensitive information only in areas where
physical security permits that information to be handled.

In addition to setting up access level ranges for the system, job origin types, and
communication lines, you must also assign a range of access levels for each physical
device attached to the system. Only files whose access levels are within this range may
be processed by the device.

Finally, you must validate each user to use a set of access levels. Normally this is a
contiguous range of access levels, such as LVLO through LVL4. A user can never access
a file on a secured system outside of this set of access levels.
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NOS Multi-Level Security

Job Access Level

Every job in a secured system has a set of access levels and a current access level
associated with it. NOS bases the job access level set on the intersection of the user’s
validated set of access levels, the current system access levels, the job orgin type
access levels, and, if applicable, the communication line access levels.

The job’s initial access level is the lowest level in its access level set. The job access
level is automatically raised when the user job reads a file that has a higher access
level than the job’s current access level, provided the file is within the job’s access
level set. A user job can never access a file whose access level is not within the job’s
access level set. The user job can also raise the job access level (within the job access
level set) using a command or macro.

Only users who have special validation may lower the access level of their job. This
means that a user’s job access level will typically rise during the job’s execution, and
then remain at a high level.

A user can select an upper access level limit for a batch job on the Job command. This
limit must not exceed the limits the system imposes on the job.

File Access Level

Each local, permanent, and queued file in a secured system has an associated access
level. This access level is an indication of the sensitivity of the information contained
in the file and is assigned by the owner when the file is created. Unless the file owner
has special permission, the access level of a file can be raised but never lowered; this
is to prevent the unauthorized downgrading of information. A file’s access level can be
changed only if the new access level is valid for the device on which the file resides.

In order to write to a file, its access level must be at or above the job access level. If

a write is to be permitted, a lower level file will be automatically raised to the current
job access level. The access level of attached direct access files and magnetic tape files

can never be changed.

Although access levels can be assigned to files on unsecured systems, they are not used
to control file access. This means that files transferred from a secured system to an
unsecured system lose this protection.
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NOS Multi-Level Security

Access Categories

An access category is a classification marking assigned to a permanent file by the file
owner to restrict access of the file to a particular group of users. NOS supports up to
32 access categories that have the default names of CAT00 through CAT31. At
installation, your site can assign names to the categories and establish its own policy
regarding the meaning associated with each category.

Unlike access levels, access categories are not hierarchical; no category is intrinsically
higher or lower than another. Also, a permanent file may have one, several, or no
access categories, while any file must always have exactly one access level.

At deadstart time, you can specify a set of access categories for the entire system. The
set of system access categories can consist of some, all, or none of the defined access
categories. The system then allows users to access only files in this set.

You can validate each user to use a set of access categories. This set can consist of
some, all, or none of the defined categories. A user can never access a file on a
secured system without being validated for all of the access categories of the file.

Job Access Categories

Every job in a secured system has a set of access categories associated with it. NOS
bases the job access category set on the intersection of the user’s validated set of
access categories and the set of system access categories.

When a permanent file is created, it is automatically assigned all of the access
categories in the creating job’s access category set. The permanent file owner can also
explicitly assign any, all, or none of those categories to the file using a command or
macro.

Flow of Information on the System

A job may have simultaneous access to files of different access levels. However, a
secured system restricts the flow of information between files of different access levels:

® A job may not read a file whose access level is greater than that of the job. This
restriction prevents a user who is not authorized for a certain access level from
reading information at that level. For example, a job running at LVL2 could read a
file at LVLO, but could not read a file at LVL4. The normal case is that the job’s
access level is automatically raised to the level of the file, but if the file’s access
level is greater than the highest access level permitted for the job, the read
operation is not allowed.

® A job may not write to a file whose access level is lower than that of the job. This
restriction prevents the downgrading of sensitive information. The system attempts
to raise the access level of the file under these circumstances, but if this is not
possible (for example, if the file is a magnetic tape file or an attached direct access
file), the write operation is not allowed. (A user who has a special validation may
write to files having a lower access level than the job access level.)
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Special Handling of Printed Output

At a secured system site, you can restrict the handling of printed output based on the
access level of the output. For example, your site can require that all print files at or
above a certain access level remain queued until individually released by the operator
for printing. This feature, called output queue special handling, can be enabled during
installation or at the system console while the system is running.

Security Conflicts

When a user attempts to perform an operation that could violate system security, the

system issues a SECURITY CONFLICT message to the user dayfile and aborts the job
step. A security conflict causes the requesting user’s security count to be decremented,
as in an unsecured system. The following actions create security conflicts in a secured
system:

® An attempt to set an invalid access level on a file or job.

® An attempt to access a permanent file from a job not validated for the access level
and/or access category set for the file (this is not a security conflict if an alternate
user attempts to access the file).

® An attempt to write data to a magnetic tape file or an attached direct access file
when the job access level is higher than the access level of the file.

® An attempt to set an access level for a file or job which, although within the user’s
validation, is lower than the current access level of the file or job.
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Limitations of the Secured System

Although a secured system imposes a strict system of mandatory security controls,
there are some limitations on the applicability of these controls. Your site must provide
other means of protection for the following items.

Restrictions on the Use of Magnetic Tape Files

A secured system requires that the access levels of magnetic tape files be within the
user’s job access level limits and within the access level limits for the device on which
the tape is mounted. The user can assign an access level to a tape file using the
ASSIGN, LABEL, or REQUEST command or macro, or allow the system to assign a
default access level. The access level of a tape file cannot be changed once the file is
assigned to the job.

However, a secured system cannot enforce access restrictions to the tape file if the tape
is transported to another system. The ANSI labels used by NOS have no standard
fields for security; therefore, NOS has no way to control subsequent accesses to the
tape. Sites must therefore ensure that other measures are provided for the security of
tapes. Here are two methods you can use:

® Use only ANSI-labeled tapes.

® Use the NOS Tape Management Facility (TMS)

Restrictions on the Use of Products

NOS secured system mode does not support security markings and mandatory access
controls within the following Control Data products:

¢ Remote Host Facility (RHF)

® Transaction Facility (TAF)

® CYBER Data Base Control System (CDCS)
¢ RECLAIM

A secured system can operate in a shared mass storage environment provided each
mainframe accessing the shared mass storage of a secured mainframe is also a secured
mainframe. Each system may use different system and job access level limits.
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Security Administrator Responsibilities 2

A site security administrator is responsible for the overall security of a computer site
and must perform a variety of tasks. For example, the security administration of a
computer system includes these processes:

® Assessing Site Security Needs
® Defining Site Security Requirements
® Establishing Site Security Practices and Procedures

This section briefly describes the first two processes in the above list; section 3
describes recommendations for site security practices and procedures.

Assessing Site Security Needs

Before you can define security requirements that are appropriate for your site, you
must assess your site’s security needs. That is, you must make a detailed list of all the
probable threats to security that exist for your site. Each site will have different
security needs depending on the physical environment of the computer system, the size
of the organization, the sensitivity of the data, and the type of work performed at the
site.

There are many resources available to help you determine site security needs. For
example, you may want to refer to one of the many reference books on the topics of
computer crime and computer security; you could seek advice from those responsible for
security at data processing sites that are similar to yours; or your site could seek
professional help from a certified security consultant.

The following pages contain a security needs assessment questionnaire to be used as a
starting point for determining your site’s security needs.
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Assessing Site Security Needs

Security Needs Assessment Questionnaire

1. Do computers provide services which are critical to the operations of your
organization, and would the loss of this information impact the ability of the
organization to meet objectives?

2. Does the information you maintain on your computers represent a significant asset
of your organization?

a. Have you assessed the financial and competitive impact on your organization in
the event of the loss or destruction of such information?

b. Have you assessed the financial, competitive, and political ramifications of
disclosure of such information?

3. Can the identity of individuals be determined