





























































































































3. If the connection is abnormally broken, TELNET will
quit,

4, MWhen you log off, the TELNET connection will be broken,
and TELNET will quit.

Responses: If the connection to the remote host is not made
within a predetermined time limit, TELNET will respond with
the message:

"Foreign host did not respond within OPEN timeout™,

If the remote host is not prepared to handle the connection,
TELNET Wwill respond with the message:

"Foreign host rejected the open attempt™,

NOTE to Users Connecting To a YM/SP Host From a Non-VM/SP
Host:

If you invoke a TELNET Protocol program from a non-VYM/SP
host to connect to a VYM/SP host, "Transparent Mode™ 1is not
possible. In particular, if you are using a terminal that
does not behave like a 3270 Display Station, then VM/SP
programs that use full-screen capabilities will perform in a
degraded fashion at your terminal. Output wWwill be displayed
in "Line Mode™, one 1line immediately following the next.
Input must be entered from the default user input line, the
bottom 1line of the screen. Also, even if your local host
echoes the commands you enter, you will see the normal CHMS
command echo.
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APTER _3: __S M T P —— SIMPLE MAJIL TRANSFER PROTOCOL

The Simple Mail Transfer Protocol (SMTP) allows you, a
CMS user, to send and receive ™notes™ and files to and from
other computer users on remote hosts.

SMTP is not used directly by you., Instead, you can use
VM Interface Program for TCP/IP's slightly modified version
of the CMS "NOTE™ program to compose and send notes, or VM
Interface Program for TCP/IP's modified version of the CMS
"SENDFILE™ program to send files. The ™mailing address™ of
the user(s) to which you want to send a note or file, or a
nickname associated with the user(s), must be specified when
invoking "NOTE™ or "™SENDFILE™. (See the "NOTE™, "SENDFILE"™,
and "NAMES™ commands in the "IBM VM/SP CMS Command and Macro
Reference™,) Notes and files that you send which have (an)
address(es) recognized by SMTP are forwarded to a virtual
machine called SMTPUSER on the local host. The SMTPUSER
virtual machine wWwill see that your message is delivered to
the remote host. Messages to local users or to users uwith
addresses not known by SMTP will be handled by RSCS,.

Similarly, computer users on remote hosts can send you
messages. A virtual machine called PROFSMTP will receive
these notes and spool them to your virtual reader.

For sites which use PROFS, a method of linking PROFS +to
SMTP is provided in this release. Refer to Appendix A for
how to use PROFS to send mail to the network; refer to the
Installation Guide for how to install PROFSMTP.

You may use the VM Interface Program for TCP/IP modified
versions of "NOTE™ and ™SENDFILE™ just as you would use the
original CMS versions. Any differences will be transparent
to you. One small point, however, applies when using the VM
Interface Program for TCP/IP "™NOTE"™. The ©"NOTE™ program
automatically insert a blank 1line after the headings, to
separate the headings from the body of the note. When using
the YM Interface Program for TCP/IP "NOTE™, it is especially
important that this blank line be maintained.

NOTE: In some environments, the "NOTE™/SMTP cooperation
does not work properly if the virtual storage size of your
virtual machine is larger than 1500K. If this is the case
in your environment, simply decrease your virtual machine
size temporarily to about 1M, wusing the DEFINE command,
i.e., T™DEFINE STORAGE 1M™, Reset it to its original size
afterward.
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CHAPTER 4: T F T P —— TRIVIAL FILE TRANSFER PROTOCOL

The TFTP program allows a user to transfer files via
the TFTP protocol (DARPA RFC 783)., The Trival File Transfer
Protocol uses a simple lock—-step method of  acknowledging
each nonterminal packet separately. This program lacks most
features of FTP, The only action it can perform is to
read/write files froms/to a remote server. It can not list
directories, and has no provision for wuser authentication.
TFTP is implemented using the Internet User Datagram
Protocol (UDP; DARPA RFC 768),

The format of the TFTP command is:

+ ————————————————————————————————————————————————————————————————————
TFTP remotehost

+ ————————————————————————————————————————————————————————————————————

where:

remotehost is the name of the remote host computer to

which you want to connect. Specify the remote
host via its internet host name, or via its
internet address in the form nn.nn.nn.nn.
(Note that the remote host's names/address will
be truncated to 8 characters if entered from
the command line. This truncation can be
avoided by waiting until you are inside the
TFTP program and then issuing the CONNECT
SUBCOMMAND.,

Responses:

TFTP: Host "hostname™ not known.,
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4,1 ¢ T

Use the CONNECT subcommand to identify with which internet host one
wishes to transfer., TFTP will not allow a transfer until one has
successfully connected to an internet host,.

The format of the CONNECT subcommand is:

+ ————————————————————————————————————————————————————————————————————
| CONNECT hostname

+ ————————————————————————————————————————————————————————————————————
where:

hostname is the name of the internet host to which the user

would like to transfer.

Possible Responses:

TFTP: Host "hostname™ not knoun.
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4,2 GET

Use the GET subcommand to retrieve a file from the foreign TFTP servi
The file will be transfered using the currently selected mode (see
the MODE command)., The file is created/overuritten with a record
format of variable.

The format of the GET subcommahd is:

+ ————————————————————————————————————————————————————————————————————

| GET localfile foreignfile

+ ————————————————————————————————————————————————————————————————————

where:

localfile is the name to be given to the local copy created as a
result of the GET subcommand.
The localfile is specified by name,.type.mode or name.t)
The default mode is A,

foreignfile is the name of the file to be retrieved from the

remote host,

Usage Notes:

1., If a file with the name "localname™ already exists then
that file is overwritten.

2. If the transfer mode is octet, then the file is created
with a record length of 512,

3. When a file is stored in netascii, and an empty line is
found, that line is written to the file as a single
space., This occurs because it is not possible to write a
zero length record to a CMS file. Thus, if a file is
transferred into vm, and then back out, all previously
empty lines Will contain a single space.

Possible Responses:
TFTP: not connected,
TFTP: Invalid local filename

TFTP: Local name too long
TFTP: A message from the remote server
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9,3 MAXPKT

Use the MAXPKT subcommand to set the maximum number of times a packet
may be retransmitted.

The format of the MAXPKT subcommand is:

+ ————————————————————————————————————————————————————————————————————
i MAXPKY NumberOfTimes

+ ————————————————————————————————————————————————————————————————————
where:

NumberOfTimes is the maximum number of times a packet may

be retransmitted.

Usage Notes:
1. The default value is 5,

2. See also the REXMIT subcommand,

Possible Responses:
TFTP: Bad packet count - packet count remains: nnn.
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4,4 MODE

Use the MODE subcommand to change the TFTP transfer mode.
The transfer mode determines how the data bits are transmitted,

The format of the MODE subcommand is:

+ ————————————————————————————————————————————————————————————————————
| MODE OCTET | NETASCII
o e o e e e e i e e s e e S e e e e e R B e B S S B e e S S i e B B i B B S P S o o
where:
OCTET sets the mode to octet. In this mode, all data is
is treated as raw 8 bit bytes, No conversion is
performed on the bytes,
NETASCII sets the mode to NETASCII. In this mode, data is

transferred in ASCII (as per the "USA Standard Code foi
Information Interchange™ with the modifications specif:
in the "Telnet Protocol Specification™). Thus, in this
mode, bytes are converted from EBCDIC to ASCII when th¢
file is sent. When a file is received, bytes are
converted from ASCII to EBCDIC.

Usage Notes:

1., The default mode is NETASCII,

Possible Responses:
TFTP: Unknown mode,
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4,5 PUT

Use the PUT subcommand to send a file to the foreign TFTP server.
The file will be transferred using the currently selected mode (see
the MODE command),

The format of the PUT subcommand is:

e +
| PUT localfile foreignfile |
o e e e e e e e e e e e e e e e e e e e e e e e +
wheres

localfile is the name of the local file to be transferred to

the remote host.
The localfile is specified by name.type.mode or name,type,
The default mode is x,

foreignfile is the name of the file to be created at the
remote host.

Possible Responses:

TFTP: not connected.

TFTP: Invalid local filename

TFTP: Local name too long

TFTP: A message from the remote server
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6,6 QUIT

Use the QUIT subcommand to leave the TFTP program.

The format of the QUIT subcommand is:
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4,7 REXMIT

Use the REXMIT subcommand to change the per packet timeout value.
Whenever TFTP sends a packet for which it expects a subsequent packet
from the remote TFTP, a timer is set, If this timer expires before
the subsequent packet is received, then the original packet is
retransmitted. This packet will be retransmitted a specified number
of times, If the packet is retransmitted the maximum number of times,
and nothing is received from the foreign TFTP, the transfer will

be terminated,

The format of the REXMIT subcommand is:

o e e o e o o e e e e o o e s e e e e e s e e S St S S P R S S P D P P e € e o e S e S o S e T
| REXMIT NumberOfSeconds

e e e e e e e e e e O e o e S e S S S S S o e o S S S S e e o B S
where:

NumberOfSeconds is the number of seconds TFTP will wait

before

retransmitting a packet.

Usage Notes:
1. The default value is 5 seconds,

2. See also the MAXPKT subcommand,

Possible Responses:

TFTP: bad rexmit interval - interval remains: nnn.
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4,8 STATUS

Use the STATUS subcommand to display local status information
about TFTP, The information displayed is:

Name of connected host (or not connected).
Transfer mode.

Whether packet tracing is on or off.
Packet retransmit interval (in seconds).,
Packet retry count (in packets).

The format of the STATUS subcommand is:
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4,9 TRACE

Use the TRACE subcommand to toggle the tracing of TFTP packets.
When enabled, information about each TFTP packet sent or received is
displayed. The format of the display is:

direction: (size) (kind) per—-packet—information
where direction is either "Sending™ or ™Received™, size is
the number of bytes in the packet, kind is the type of TFTP
packet (see note 1), and per—-packet-information 1is other
interesting data which is containted in the packet (see note
2).

The format of the TRACE subcommand is:

Usage Notes:

1, The possible TFTP packet types are:

RRQ - read request.

WRQ - Wwrite request,

DATA - data packet.

ACK - acknouwledgement packet.
ERROR - error packet,

2. Information displayed about each packet is:
RRQ - remote filename, transfer mode.
WRQ - remote filename, transfer mode.
DATA - block number,

ACK - block number.
ERROR = error number, error text (if any).
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CHAPTER 5: N ETS T AT - MONITOR NETWORK STATUS

The NETSTAT program allows you to query the TCP/IP
virtual machine for information about - the netuwork
connections to and from the local host,

The format of the NETSTAT command is:

where:

CONN Displays information about active TCP
connections. For each active TCP connection,
the user id, local socket, foreign socket, and
connection state are displayed. An active
connection is one that is not in +the CLOSED
state., Note: CONN is the default function.

HOME Displays the home address list. For each entry
in the list, the internet address and network
driver are displayed,

CLIENTS Displays information about clients known to
TCP. For each client, the following
information is displayed: the <client nanme,
the <client's authorization, the notes handled
by the client, the elapsed time since the
client was last touched, the elapsed time
since the client was last forced, and the
client's VMCF error count.

GATE Displays information about gateways known to
TCP, For each gateway, the following
information 1is displayed: the address of the
network, the first hop address, the driver
used by the first hop, and the packet size
used by the first hop.

INTERVAL N Displays information about active TCP
connections. The display uses the entire
screen, By default, the screen 1is updated
every 20 seconds. If +the optional ™N©
parameter is used, then the wupdate frequency
is set to T"N@, For each connection, the
following information is displayed: the wuser
id, bytes received on the connection, bytes
sent on the connection, the 1local port, the
foreign socket, and the idle time. Note that
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the 1idle time refers to the time the user id
was idle within TCP,

The INTERYAL mode can be exited by depressing
the enter key.

NOTE: this mode can only be used on a model
3278 display station.

ALL Displays all information known about every TCP
connection, This mode is intended for
debugging TCP and not recommended for anyone
with a weak stomach.

-

Displays a brief help message.

Any elapsed time is printed in the form
hours:minutes:seconds. Internet addresses are interpreted
and printed symbolically if possible., If an address cannot
be interpreted, it is displayed in "dot™ notation. Addresses
that are unspecified are displayed as an asterisk (). Well
known port numbers are displayed symbolically. Other port
numbers are displayed numerically, A socket is displayed as
an internet address, two periods (..), and a port,

More than one command can be placed on the command 1line.

The exception to this rule is that INTERVAL must be
specified without any other commands.
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APPENDIX A -- _PROFS_TO_SMTP_ INTERFACE

An interface that allows you as a PROFS user to send
mail directly from PROFS to a user on a TCP/IP based network
is provided here, It requires a virtual machine named
PROFSMTP to be created (refer to Installation Guide),

You must address a copy of the note to the  wuserid
*PROFSMTP", That is, somewhere in your note, in the 'Send
Tos* field or with a '.cc' or *.ad', code the name
*PROFSMTP*, Then in the text portion of your note, code a
new dot command, *.ddn' with the proper address information
for the remote SMTP user. The '.ddn®' must begin in column 1
just like all other dot commands. There may be multiple
addresses on the line separated by one or more blanks. You
may also code more than one '.ddn?' if necessary., For
example:

SEND A NOTE
Send To: profsmtp
From: UserA
Subject: Using SMTP
This is for demonstration purposes only.

This would send the note to wuserids ‘userl' at node
*hostnamel', 'user2' at node 'hostname2®' and 'thisisuser3!
at 'longhostname'. Notice either the hostname, userid or
both can be either shorter or longer than eight characters,
A few other things to remember are that unlike other dot
commands:

a) The '".ddn" Will not be removed from the text of the note
when sent to other PROFS users on the local system., They
are removed from the copies sent +to the remote SMTP
users however,

b) Since PROFS treats the '".ddn' as text, it is important
that you be careful when wusing PF6 (FORMAT) while
creating a note. PROFS may reposition your '".ddn® in
such a way that it will not be processed later,

c¢) The addresses on the '.ddn"' must have a left parenthesis
separating the node and userid, The right parenthesis is
optional.

d) No imbedded blanks within the addresses.

e) There must be one or more blanks separating multiple
addresses,

f) For those hostnames and/or userids are over 8 characters
long, they can't be placed in distribution lists or your
nickname file,

For example, you send a PROFS note as follows:
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SEND A NOTE
Send Tos profsmtp localusr
From: UscrA
Subject: Using SMTP
This is for demonstration purposes only.

This procedure should enable you to send mail to any user on
a remote TCP/IP SMTP based host.,

For incoming mail, have your remote user address it to
your PROFS userid at your local Internet host name. The
format that you'll see for notes received from a remote
TCP/IP SMTP based network user is slightly different than
what you are used to on PROFS. A note sent to you from a
remote TCP/IP SMTP based network user, will appear as
follows on the 'OPEN THE MAIL' screen:

OPEN THE MAIL

Press the PF key for the document you want. DUE
====FROM==== = eee—- T0=-===- TYPE DATE DOCUMENT NO.
PF1 PROFSMTP-~LOCALSYS USERID =--LOCALSYS Note MM/DD/YY HH:MM
Subject: NO SUBJECT
PF2 SYSADMIN--~LOCALSYS All Profs Users Note MM/DD/YY HH:MM

Subject: Using Profs/SMTP Interface

The standard PF key definitions that users are all familiar
with are left off. A note you have received from someone on
TCP/IP SMTP based network will always appear from user
PROFSMTP, This is +the service machine that receives all
mail from TCP/IP SMTP based network user, converts it to a
CMS note format, not PROFS, and then sends it to you.
PROFSMTP may be modified to put these notes into a PROFS
format but for now this is what you can expect to see.
Depending on the local installation you may name your local
system as one of the RSCS system names which is different
from your TCP/IP based internet host name. Thus from the
PROFS, you see the local system name. The note itself also
appears differently as shown below:

LOOK AT THE NOTE
From: PROFSMTP--HCCVMMSS Date and time
From: PROFSMTP--HCCVMMSS 12719s85 11:05:07

Received: from hostnamel.netA.Domain by hostname2.Domain
on 12/19/85 at 11:05
Date: 19 Dec 85 09:40:28 CST
From: userl+hostnamel.netA.Domain
To:s userX+hostname2.Domain
This is for demonstration purposes only.
END OF NOTE

As you may have guessed, you will not be able to wuse the
"REPLY'" function successfully with these notes since the
reply will be sent to 'PROFSMTP' and not the original
sender. You wWill have to either use the "FORWARD' function

53



or send a new note to be able to send a reply to the remote
TCP/IP SMTP based network user.,

The following 1list of restrictions and hints for using
the ',ddn' command will help avoid problems when sending
PROFS notes to wusers on remote SMTP hosts, Remember, the
*.ddn' is used when sending mail to users on TCP/IP based
networks, for example, ARPANET or MILNET.

Restrictions:
1) Send a copy of the note to "PROFSMTP',

In order for the ".ddn' commands to be processed, you
must send one copy of the note directly to userid
*PROFSMTP'., That is you must enter 'PROFSMTP' in either
the send to field, or on a '.cc' or '.ad' command. You
only need to code *PROFSMTP' once ,however, since all
t.ddn' statements within the note will be processed.

2) There must be a 1left parenthesis '(° in the address
field,

The addresses on the '.ddn' must be in the form of,
hostname(userid), The left parenthesis is required as
the separator between the hostname and userid, The right
parenthesis is optional.

3) No imbedded blanks within the address.

You may now code mnmultiple addresses on a '.ddn'
statement each separated by one or more blanks.
Therefore, there can be no blanks imbedded within a
single address.

4) The '".ddn' must begin in column one, like all other dot
commands.

Even though PROFS does not know what a '.,ddn' statement
is, *PROFSMTP'" will only. scan columns 1 thru 5 for
*.ddn' when looking for '.ddn"'.

5) The ".ddn' must be on a line all by itself,

Like the other PROFS dot commaan, you may not place
text from vyour note on a line with a *.ddn' in column
onhe. This text would be interpreted as additional
addressees, all of which would no doubt be invalid.

6) Use the format key (PF6) before entering your ".ddn'
statements.

Since PROFS does not recognize the ".ddn' as a special
command, it treats the '".ddn"' like any other text.
Therefore, if you're not careful, when you format the
note any '".ddn' statements you entered may no longer be
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in column one and text from the remainder of the note
may have been placed on the 1line wWwith your address
information.

7) Delete all '.ddn's from a note before you "RESEND' it
with your own '.ddn' statement added.

Since PROFS treats the ',ddn' as text, it is not deleted
from notes where it was used and a copy Was also sent to
vou., If you then 'RESEND' the note and add your ouwn

'.ddn"* statement sending a copy to "PROFSMTP', any
other '.ddn's that were already in the note will also
be processed, *PROFSMTP?® has no way of determining

which *'.ddn's you entered and which ones were already
there. Remember, when you 'RESEND' a note you can modify
the existing text as though you created the note.

You do not have this problem when you 'FORWARD' the
note, since PROFS places a special line between any text
you add and the note you are forwarding. Only *.ddn'
statements found preceding this special line will be
processed.

Hint:
Use the '.gf' command for frequently used *'.ddn' statements.

If you frequently send notes to the same SMTP users, it will
probably save you time and prevent errors to create a small
file containing a '.ad' for PROFSMTP and the necessary
'.ddn' statements and them use either a the ",gf' or ',inm'
command to include the file in your note.

For example:

Create the file '"SMTP MAIL' using xedit, This file would
contain the following lines:

Then, when you want to send mail to these three users,
create your note, format it, and then put in either a '.gf
smtp mail®' or ".im ddn mail®" as shown below.

SEND A NOTE
Send To: pal
From: userA
Subject: Using SMTP
This is for demonstration purposes only.
This note was created and then reformatted prior to entering
the following line.

Now when you hit enter, your note will look like;
SEND A NOTE

Send To: pal
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From: userA ,
Subject: Using SMTP
This is for demonstration purposes only.
This note was created and then reformatted prior to entering
the following line.
hostname2(remote-user?)

As you can see, you have automatically sent a copy to
'PROFSMTP', saved all the keystrokes needed for the '.ddn®
line, and eliminated the possibility for typing errors uwhile
entering the addressees.

WARNING:

Do not reply to a note that you received from a remote SMTP
user., Since all mail entering our system from TCP/IP SMTP
based network is processed by userid "PROFSMTP' before being
sent to you, it will always appear as though *PROFSMTP' sent
you the note. Therefore, if you use the  'REPLY®" function,
your reply is sent to "PROFSMTP' and not the original user
you really wished to reply to. At this time you can either
*FORWARD' a reply to the remote user, send him a new note,
or use 'RESEND' to add your comments and then delete the
remainder of the note before sending it.

The following messages may be sent to you by PROFSMTP when
sending mail to remote TCP/IP SMTP based network mailboxes.

1) "address' is an invalid format. Please correct it and
resend your note.

Explanation: The address displayed does not contain a
left parenthesis *(' separating the hostname from the
userid, This address was on a '.ddn' statement within
your note.

System Action: None

User Action: Using the 'RESEND' function, correct this
address .and resend the note to PROFSMTP, Delete all
other addressees, since the note has already been sent
to all valid recipients,

2) "hostname' is not valid. Please check it and then resend

your note.

Explanation: The hostname displayed as 'hostname' does
not match any known Internet host names in the HOSTS
address tables received from the Network Information
Center.,

System Action: None
User Action:Verify +the spelling of ‘'hostname', If

needed, use the 'RESEND' function to send the note to
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just the userid/hostname in error, all valid
userid/hostname combinations have already been sent a
copy. If the spelling is correct, contact the 1local
system administrator for assistance.

3) There is no .DDN data in your note, It has been returned

to your reader.

Explanation: You mailed a note directly to PROFSMTP but
did not place a ".ddn' within the text of the note.

System Action: The note is returned to your reader.

User Actions Use the "RESEND' function to add the needed
*.ddn' and mail the note to PROFSMTP again.

4) A non-PROFS note was received from your user-id. It is

5)

6)

being returned.

Explanation: PROFSMTP has received a file from you that
is not a PROFS note. For example, an improperly tagged
print file.,

System Action: The file is returned to your reader.

User Action: If this is printed output, you may correct
the tag information on the file while its in your reader
and transfer it back to RSCS. Or you may discard it and
try printing it again. If you used 'SENDFILE®', or a
similar command, to send this file to PROFSMTP, discard
it. You may not wuse "SENDFILE®* to send files to
PROFSMTP, If you don't know how this file got to
PROFSMTP, contact the PROFS systems programmers for
assistance.

An error occurred reading your note. It is being
returned to you.

Explanation: A non—-zero return—-code was received while
attempting to read your note to disk for processing.

System Action: The note is returned to your reader.

User Action: Use the 'RESEND'" function to send the note
again, only addressing it to those network recipients
you were mailing it too. If the error occurs again,
notify the PROFS systems programmer.

An error has occurred processing your TCP/IP SMTP based
network note., Please resend it, If the error occurs
again, notify the PROFS system programmers.

Explanation: A non-zero return code was received fronm
Xedit while processing your note on disk.
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System Action: A copy of your note is saved on disk to
aid the system programmers in determining the error.

User Action: Use the "RESEND' function to send the note
again, only addressing it to those network recipients
you were mailing it to. If the error occurs again,
notify the PROFS systems programmer. :
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