
The  complexity  of  necessary  administrative  controls for  com- 
puter service exceeds  the capabilities of clerical methods. This 
paper  presents  a  practical  method for  describing the  external  ad- 
ministrative  environment  in  a  data  base  which  can  be  used  by  the 
operating system  for dynamic  enforcement of limits. An  attempt 
is  made  to  address  consistently  the  different  forms of data  proc- 
essing that  may  be concurrent  in  a  single  installation;  included 
are general purpose  time  sharing,  transaction  oriented  comput- 
ing,  and scientific computing. Described  is the  architecture  of 
an  operating  system  component  that  could  be regarded as  the 
interface  between administrative  security mechanisms  and  the 
security  features  of  the  system  software. 

Running  prototypes  exist.  The long-range  intention is to  stream- 
line  such computer  facility  management  functions  as controlling 
access  to specijic  services,  processing  power,  and storage space; 
controlling access  to  the  system  data  base;  and gathering sta- 
tistics  needed for  planning.  Convenience to users is not  degraded 
by  the  security  mechanisms,  but  in.fact is enhanced. 

by H. M. Gladney 

Corporate  general  managers,  corporate  comptrollers,  and  data 
processing managers are finding that  their obligations as  stewards 
of resources are being interpreted far more widely now than  even 
in the  quite  recent past, and that  the technical opportunities  for 
willful or  accidental misappropriation of resources  seem  to be ex- 
panding.' As the number of computer applications grows,  the 
number of users, the  number of terminals, and the  number of data 
items will grow rapidly. The  number and complexity of the  re- 
lated administrative  decisions can be  expected  to grow even more 
rapidly and  eventually become a  constraint to  growth. 

~ Copyright 1978 by International Business  Machines Corporation. Copying is per- 
mitted  without payment of royalty  provided that (1)  each  reproduction  is  done 
without  alteration and (2) the Journal reference  and IBM copyright  notice are 
included  on the first page. The title and  abstract may be used  without further 
permission in computer-based  and  other information-service systems.  Per- 
missions to republish other  excerpts should be obtained from the Editor. 
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Part of the  challenge  can  be met by replacing clerical procedures 
with automatic  procedures  wherever  possible in the  computer in- 
stallation and by making practical a great deal of delegation of 
resource  administration.  The problem is intimately related to 
questions of information protection  and  computer  facility  secu- 
rity.  The  mechanisms employed must,  as a minimum, be  consis- 
tent with protection  objectives  and can, in fact, provide  one ele- 
ment of a comprehensive  set of software  security  measures. 

A start  toward  the required function was made in IBM’S Research 
Division in 1970. A 1975 paper’ described  a  set of operating-sys- 
tem extensions called the Installation Management Facility (IMF). 
IMF was intended  to  provide  controlled  access  to  system  process- 
ing power and  functions,  controlled  access  to  the  system  data 
base,  decentralized  authorization  responsibility,  improved  trans- 
parency  to  the  physical location of data, and  numerous  enhance- 
ments to the  administrative interface with users.  Experimental 
versions of IMF were implemented for OS/MVT (IBM’s Operating 
System  for Multiprogramming with a Variable number of Tasks) 
and  for OS/SVS (Single Virtual Storage-that is, O S / V S ~  Release 
1). Based in part  on  these ideas and prototypes,  an IBM product 
called the  Resource  Access Control Facility (RACFI3 was  devel- 
oped.  It is available for OSNVS (the Operating System for Multiple 
Virtual Storage). This paper attempts  an  abstraction of the IMF 
architecture  based  on  research  done in other  laboratories  since 
1972 and explores  possible  extensions. 

Although the  paper  can be viewed as a specific proposal  for new 
system  function,  the primary intent  is  to  evolve a uniform,  com- 
prehensive  external  architecture  that  corresponds so closely to 
natural  requirements  that it is obviously “correct.”  Such  an  ar- 
chitecture is best  expressed primarily in the definition of entities 
and  their  interrelationships. If these definitions are well chosen 
and  complete, the system  action  desirable in any  circumstance 
will be readily apparent,  and  system design can  proceed.  Much of 
the  discussion uses,  as examples, the functions  and  nomenclature 
of OS/MVS and of some  subsystems  available on an OS/MVS base. 
Where a specific mechanism is suggested,  the  intent is primarily 
to  demonstrate  that the proposal is feasible. 

The title of the  paper  requires  explanation. IMF is not  described  as 
a security mechanism because it alone  cannot  prevent illegitimate 
access  and  because  such  a  description would limit the conception 
of what might be accomplished.  In conjunction with other mea- 
sures, IMF can  confer  a  measure of security by providing readily 
available tabulations of intended  access limitations. However, it 
is preferable to think of IMF as a mechanism that  helps a data 
processing  installation  administer the interrelationships of users 
and valuable resources.  This  makes it possible to maintain and 
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administer  access to resources in a  manner tailored to  each user's 
needs,  and simultaneously to meet management requirements  for 
control  and  audit. 

IMF can be  traced  back  to  experiments in Project MAC at MIT.4 history  and 
Development of the  ideas  has  continued  independently in IBM Re- background 
search' and  at M I T ~  since  about 1970 and  has  been paralleled at 
Cambridge University by Wilkes,' who was influenced by visits 
to MIT. Similar lines of investigation have  been  pursued at 
Boeing7 and  the  University of Chicago.* 

In  the  interest of brevity, it is presumed  that  the  reader is familiar 
in detail with Reference 2, which describes  the  basic  ideas of IMF. 
Additional necessary background information is provided by 
Saltzer  and  Schroederg in an  outstanding tutorial on  software  as- 
pects of information  protection,  and in Wilkes' book" on  the  ar- 
chitecture of time sharing systems.  In  addition, familiarity with 
the  external  behavior  and design of oS/VS is presumed. 

Decentralized  dynamic  control of commodity resources,  such  as 
processor  time  and  secondary  storage  occupancy, is the  subject 
of separate  treatment."  The  intended  use of the IMF data  base as 
a catalog for  an  automatic  secondary  storage  hierarchy did not 
materialize;  instead,  an MVS automatic  storage  hierarchy  evolved 
separately  and was the inspiration for a recently  announced  Hier- 
archical Storage Manager." There  is still the  potential  for in- 
tegration of the underlying data  catalogs. 

The basic mechanism of IMF is simple. There  exists  a single in- basic 
ventory which describes  subjects  and data objects  and  their  inter- mechanism 
relationships.  The  entry for a protected  object  contains a list of 
authorized  users. When a session is initiated,  the  system  uses IMF 
data  and  other mechanisms to verify that  the  user is who he 
claims to be, and it creates  a  protected  control block called the 
access  control  environment  block,  or ACEB, which summarizes 
the  user's identification data.  Later, when access  to a  protected 
resource is requested,  the ACEB contents  are  compared with an 
inventory  entry  for  the  resource in question to determine  whether 
the  type of access  requested should be  permitted. 

The RACF implementation3  provides a set of supervisor  calls to 
check,  manipulate,  and maintain the inventory  contents. Each 
subsystem  is  responsible  for using these  interfaces to provide  ac- 
cess  control. RACF, in turn,  uses  more  basic  operating  system 
mechanisms and  depends  on  their integrity. 

Definition of administrative  control mechanisms must  proceed at summary of 
several  levels. IMF can  be  considered to be primarily a definition the  paper 
of entities  and  their  relationships.  The value of such definitions 



notions, on whether  they are mutually consistent,  and  on  the  ex- 
tent  to which they  are  complete  over  the full range of services 
offered and  resources  to  be  managed. 

Data  structures,  the  next level of definition, provide  much  more 
detail and  precision  about  the  subjects  and  protected  objects  than 
the naked definitions,  at the  expense of losing some  generality. 
These  data  structures  are simpler than the system  commands  and 
procedures which access  and modify them,  and  therefore  provide 
a basis from which command and  procedure definition follows 
naturally. 

In this paper,  emphasis is on architectural definitions and exami- 
nation of external  function  that might be desirable.  Secondarily, 
the  supporting  data  structures  are defined in sufficient detail to 
demonstrate  the feasibility of the  scheme.  The  next  levels,  com- 
mand structures  and internal interfaces,  receive  very little atten- 
tion. Described in detail in Reference 13, they are primarily of 
specialized interest, illustrating precisely how authority can be 
propagated in a decentralized  environment.  Finally, the paper 
rarely mentions where and how the  operating  system  uses  the 
interfaces  to  the  authority  tables  because  use of the interfaces  is 
largely obvious in OS/vs. It is the  subject of much design research 
on the  central  portions of operating  systems and therefore  is sus- 
ceptible  to  obsolescence. 

key terms Precise definitions of the  terms listed below are  essential in de- 
scribing the  architecture of IMF. It is  the elaboration of the impli- 
cations of these definitions that gives rise to  the  rest of the  de- 
scribed  structure.  More  complete  glossaries  are  provided in Ref- 
erences 9 and 1 1 .  

Account-an inventory entry  for accumulating system  usage  mea- 
sures  for financial purposes  and  for  tabulating related authorities. 

Author-see owner. 

Authority-see data  access  authority,  group  authority. 

Connect entry-a relationship  between  a user and a group, stored 
in a unique inventory  record.  Each  user is related  to  at  least  one 
group. A user  can  be actively connected  to only one  group  at  any 
instant. 

Data access authority-every protected  data  set  has an identified 
owner, who may be a user  or  a  group.  The kinds of access  author- 
ity that  can be granted by an  owner to  another principal are: 

0 ACCESS CONTROL LIST-the authority to amend the privileges 



0 ALTER-the authority to  read, write,  erase,  rename, or  exe- 

0 APPENFthe authority to open  a data set only for  extension. 
0 EXECUTE-the authority  to  open a data  set only to load a mod- 

0 NO-the specified principal has  no  authority to open a given 

0 REA*the authority to open a data  set  for  input. 
0 READ/WRITE-the authority to  open a data  set  for  input,  out- 

0 WRITE-the authority to open a data  set  for  output. WRITE 

cute a data  set, but not to amend  the  access list. 

ule for  execution. 

data  set  for  any  purpose. 

put,  or updating. READ/WRITE includes APPEND. 

does  not  include APPEND, but only update-in-place. 

Group-a set of users  or  other  groups identified for  administra- 
tive purposes.  Each  group  has at least  one  user with authorized 
access  to  resources granted to  that group.  Every  group  has a su- 
perior  group. 

Group authority-each principal connected to a  group  has  spe- 
cific authority  relative  to  the  group  resources.  The possibilities 
are : 

0 CONTROL-the authority  to  permit  users  already  connected to 
the  system  to  join  the specified group. CONTROL implies all the 
privileges of CREATE. 

0 CREATE-the authority to  create permanent  data sets owned 
at  the  group level. CREATE implies all the privilege of USE. 

0 JOIN-the authority  to add new users  to  the  system with any 
group privilege. JOIN also allows a user  to define new  sub- 
groups.  This  authority implies all the privileges of  CONTROL. 
The  author of a group is automatically presumed to  have JOIN 
authority  for  the  group. 

0 RUN-the authority  to use the system  under  group  sponsor- 
ship and  to  create temporary data  sets. 

0 USE-the authority  to  create  permanent  data sets and  to use 
the  system  under  control of account  numbers explicitly as- 
signed by the  group  administrator. 

Inventory-the complete collection of data required to  administer 
access to system  resources, including descriptions of protected 
objects  and of potential  accessors  and  statistics  about  past  use of 
resources. 

Owner, author-the owner of a  resource is any principal who has 
the right and responsibility to define access privileges for  that re- 
source. The user  who  creates  a  resource is referred to  as  its au- 
thor. The  author is always  an  owner. 

Principal-in general,  the  entity in a  computer  system to which 



cifically, a principal is a Boolean construct of ascertainable  attrib- 
utes  about a user  and  the  environment in which privileges are 
requested. 

Security officer-an  official charged with enforcing, improving, 
and auditing security  practices.  The  security officer can  read  most 
inventory  contents  but modify none. 

Universal  access field-a  field  in every  access  control list that  de- 
scribes  the privileges of  all principals not named explicitly or in- 
cluded in a named class. 

User-a person  who  uses computing services. He is assigned  an 
identifier called his USERID, which must be presented to gain ac- 
cess to the  system.  Listed below are special categories of users: 

Administrative user-one who is authorized to query  and 
modify certain  inventory  records  and fields not  accessible  to 
other  users.  The  purpose is to  facilitate  accurate  maintenance 
of accounting  and  other information required to manage the 
facility. 
Master user-one who is authorized  to  control  the  function of 
a specific subsystem. 
Operations user-one for whom selected  authorization  check- 
ing is bypassed so that  certain  maintenance  functions,  such as 
copying entire  storage  volumes,  can  be carried out. 
Special  user-one for whom all access  authority  checks are 
bypassed,  except  for  those in the sign-on procedure. 
Supervisory user-one who is authorized  to  control the func- 
tion available to  the  users of a specific cluster of terminals. 

abstract There  are  two general categories of mechanisms for  the  control of 
structure sharing: ticket  oriented and access-list oriented.9  In  each  case, 

collections must  be maintained. The crucial  distinction  is  whether 
the  collections are maintained by subjects or in connection with 
objects. In a ticket  oriented  mechanism,  each  subject  must  keep a 
collection of identifiers or keys for  the  objects of interest.  Such 
keys are issued  by  the  owners of protected  objects  and may or 
may not be amenable to replication by their  holders.  A  collection 
of house  keys  is  the most familiar example;  each key might open 
several  otherwise  unrelated  doors.  In an access-list  oriented 
mechanism,  the permission controller  for  each  protected  object 
includes or has  access  to a tabulation of authorized  subjects, with 
an indication of the  type or  types of access  to which each  subject 
is authorized.  There  also  must  be a means of authenticating the 
claimed identity of each subject-either a unique characteristic of 
the  subject,  such  as  a fingerprint, or  a  ticket specific to  that sub- 
ject, such as a personal  password or an identity badge.  Access 
lists are often implicit. An executive  secretary limiting access  to 
his principal,  for  example,  uses  an implicit access  list, granting 
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different levels of access  to  the  principal’s  superior,  spouse, sub- 
ordinates,  and  customers,  and identifying and authenticating  each 
by known personal  characteristics. 

Both mechanisms are useful in operating  systems.  The list ori- 
ented mechanism requires  that a gatekeeper  search his tabulation 
every time access is requested  and verify that all conditions of 
access are  met;  the  subject need only maintain and  present a 
single piece of  information-his authenticatable identification. 
The  ticket mechanism requires  each  subject  to  save  and  protect 
the  set of keys  required  and  present the correct key whenever  a 
privilege is requested.  Clearly,  access lists are more  convenient 
for  subjects,  and  tickets  for  gatekeepers.  List  oriented  systems 
have  a  property  not  shared by ticket  oriented  systems:  they  per- 
mit revocation of privilege without consultation with the potential 
subject.  Also, with list orientation, it is easy  for an auditor  to 
determine  the range of access without himself having the  access. 

In  either case,  there must be human communication outside  the 
mechanical system.  For list orientation,  the  requestor  must com- 
municate his identity to  the  resource  owner or  the  gatekeeper. 
For ticket  orientation,  the  owner  must  transfer  a key to  the re- 
questor, who might transfer it to  further  subjects. 

It is a  central notion that  every  protected  object  has an explicitly 
identified owner.  Also,  the  description of every  subject  and  every 
statement of interrelationship of entities are protected  objects  and 
therefore  have  owners, commonly referred  to  as  authors. 

IMF can  be  regarded as a  set of mechanisms  for  converting  ex- 
ternal  authentication keys into  access-list  requests  and  sub- 
sequently  into keys for specific resources.  It  also  includes  the 
means  for  creating  and maintaining access  lists. When a  user 
requests  service, IMF supports  a dialog that  creates an internal 
table  representing  an  authenticated identification, together with 
all circumstances potentially pertinent  to  subsequent  requests. 
Whenever  a  resource  request occurs, this identification is 
checked against an  access  list,  and  tickets  are  created to allow 
use of the  resource. In OS/VS, tickets are generally represented by 
valid control blocks, whose creation is dependent on many checks 
in addition to those peculiar to  the  user.  Such  control blocks are 
short-lived compared  to  the  access  lists.  For IMF to  be effective as 
a  security  aid, it must not be possible  to create, modify, destroy, 
or read these  blocks  except  under  certain clearly specified cir- 
cumstances. Delineation of an  adequate  set of circumstances, and 
creation of a system kernel that  demonstrably  implements  these 
rules,  are  problems  currently receiving much a t t en t i~n .~ ’  14, l5 

There  are  three  categories of rules for granting access:  explicit or 



Table 1 Candidates for adminis- 
trative control 

Structured  resources 

Data  sets 
Terminals 
Accounts 
Groups 
Storage volumes 
Transactions  executions 
Program  library members 

Services 

Each application subsystem 
Batch service  classes 
Security  classifications 
Administrative status  (e.g., op- 

erator) 

Commodities 

Processor time 
Processor time  weighted ac- 

Priority service  processor time 
Storage  space 
Session elapsed  time 

cording to time of day 
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sets of subjects, relationships between  the  security level of the 
protected  object and the  current  administrative privilege of the 
requestor,  and  external  circumstances of the  request (for ex- 
ample, some bank vaults  cannot  be  opened  at night). Examples of 
administrative privileges are military security  clearance  levels 
and such  computing facility functions as operator and security 
ofjicer. Commonly several  criteria apply concurrently, so that all 
three  types of mechanism must  be  accommodated  without  con- 
flict  in any general  system. 

Every  resource of a computing service  can be classified in one of 
three  categories:  structured  resources,  service  resources,  and 
commodities.  There are many structured  resources  in a system, 
each with different internal characteristics, different ownership 
and access  requirements,  and different usage patterns.  Access  to 
a structured  resource generally is not  determined by the  organiza- 
tional hierarchy;  for  example,  the manager of an  owner is not 
automatically granted  the  owner's privileges. Structured  re- 
sources can also be subjects, as when access is granted to a pro- 
gram that is a  member of a protected  data  set. A service  resource 
is simply the privilege to use  a  service  class, possibly with cir- 
cumstantial limitations. Only one  example of each  service  re- 
source  exists in a  system; it is used by many parties,  and  either 
hierarchical or centralized  administrative propagation of privilege 
may be appropriate.  A commodity resource is measured  quan- 
titatively and might be a candidate  for accounting and billing. 
Generally,  use of a commodity resource is associated with either 
a structured  or  service  resource;  for  example,  storage  space with 
a data  set, and processor time with APL service.  Hierarchical 
propagation of commodity resources is always  appropriate. 

IMF treats  each  class of resource differently. Structured  resources 
are  represented by individual entries in the  inventory. (Closely 
related sets of structured  resources might be  represented by 
single entries.) For each  instance,  the  system  automatically main- 
tains  a  description and usage statistics,  and  provides  the  owner  or 
owners with the means of specifying access privileges. Service 
privileges are maintained as simple yes or no entries in subject 
inventory  entries  and  require only simple checks at sign-on time. 
Commodity resource  allocations are maintained in inventory  sub- 
ject entries  and are propagated hierarchically with the aid of sys- 
tem commands. As commodities are used up,  the  system main- 
tains  records  automatically, and as limits are  reached,  the  system 
scheduling components are used to  deny  or defer  service."  Table 
1 lists  examples of each resource  type. 

inventory structure and contents 

In  the early prototype,*  the  inventory  was a single data  set which 
also served as  the system  catalog. In RACF,3 the  inventory is a 
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similar data  set which does  not  include  records  for  unprotected Table 2 Contents of inventory 

data  sets.  It would not markedly complicate  implementation, in data set entry 

fact, if each  distinct  class of inventory  entry  were  stored in a  dis- I 
tinct  data set. Only for data-describing entries  are  more  complex tion. and  ,,assword fields 

. Base portion,  volume, as 

choices  available.  These  entries  can  be  stored  as  system  directo- 
ries,  such as OSIVS catalogs,  or in distinct data  sets  whicb  are 
searched only for  protected  objects,  or they can  be  distributed Statistics 
together with the  protected  objects, possibly also  serving  direc- AS defined for VSAM catalogs, 
tory f~nc t ions .~ '  l 6  The first two  alternatives simplify centralized with the additions: 
administrative  functions.  However,  the specific storage  structure change,  backup, and n..,.- 
and  record  formats of the  inventory are, for  the  most parf, jg-ele- tion or staging 
vant  to  this  paper  and will not  be  further  discussed. Numbers of OPENS for  input  and 

The principal contents of many of the  currently defined inventory tion, staging, and  backup 
Control information for migra- 

entry  types are summarized in Tables 2 through 9. Access  control  fields 

Access  control  and  auditing 

- 7  1 I 
As defined for VSAM catalo 

Dates of latest  refer' 

output I 
Pointer  to  owner of securit: 

Universal  access flags 
Audit  trail flags 
Document security  level 
Names  and privileges of aurLlv- 

ification routine 

rized  principals 

Change-tracking  fields 

Name of tracking data  set 
Tracking  action request ~~~ ~~ 

Event  types  to  be  tracked 
Member  names  for special treat- 

ment  with parameters  as 
above 

Date of latest  change of each 
named  member 

and  retention  rules 

Access  control  lists as previously described' do not provide all 
the flexibility required  for some applications. For example in a 
commercial installation in which the  person running a job neither 
prepared  the  programs nor owns the  data  bases, it may be  desir- 
able  to  restrict his access  to each  data  set  to  occasions when he is 
using only a certain  set of program libraries. He may be  further 
restricted in having access  to  the  data  base only from  certain  ter- 
minals at  certain  times. 

IMF grants  access  to individual users  more  or  less  independently 
of the program being executed-a somewhat different approach 
than  that  discussed by Saltzer  and S ~ h r o e d e r , ~  in which authority 
is granted  to a process  to which a user  has been admitted.  Author- 
ity based (in part) on the identity of the program being executed 
poses a problem in OSIVS.  Between the time when the module is 
identified and the time when access is exploited,  the module in 
control may have  changed. While  it might be  possible  to  know  the 
complete  set of programs  that could gain control  from  the  one 
identified, it seems  extremely  complex to  ensure that an unac- 
ceptable program is not masquerading as one of them.  The solu- 
tion to  the problem of adequate identification of the  program in 
control is left to  other efforts. However, in anticipation of prog- 
ress,  the necessary data and command structures in the  external 
interface  must be defined. 

The  entry for  private storage 
volumes  (primarily tapes) would 
be quite  similar. 

' 

I 

There is also provision for  permanent  records of unauthorized 
access  attempts  and  such  other  resource  accesses  as  the installa- 
tion or individual owners  specify. The recommended  collection 
data  sets  are  the  accounting logs; however, individual streams of 
data-set,  sign-on,  terminal, and transaction  records may be di- 
rected to  other  data  sets. Violation descriptions  can  also  be di- 
rected to a security officer's terminal. 
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access  control 
rules 

Table 3 Contents of inventory 
group entry 

Base portion 

Group  name 
Superior  group name 
Author, creation and  expiration 

Default  protection for new data 

Default  audit trail action 
Default security code  for new 

dates 

sets 

data 

Access  control  fields 

Names  and privileges of autho- 
rized  principals 

Subgroup  fields 

Names and defined subgroups 

Account  number  fields 

Control flags for administrative 

Names of valid accounts 

Statistics fields 

Date  group entry  last  used 
Limits and statistics for  each  de- 

fined commodity resource 

Privileges  fields (one  set  for  each 

users 

service available) 

Service  name and service  subset 

Control flags (meaning depends 

Control  parameters  (e.g., maxi- 

Installation-defined fields 

name  (e.g., APL) 

on service type) 

mal address space) 

The  connect  entry is similar ex- 
cept for the  base  portion, which 
contains  both  a USERID  and a 
group  name. 

definition of 
a principal 
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An access  control list may be associated with every  named  pro- 
tected  object,  at  the  owner's  option.  For  each  class of protected 
resource, it is  possible to associate an installation security veri- 
fication routine. It might also be  desirable to allow the  owner of 
each  object  to define and  interpose  an  owner  security verification 
routine,  but  the  current  architecture of OYVS does  not readily 
provide  for  storage and cataloging of such  routines. The pro- 
tection  options in effect are specified by the  owner of the  pro- 
tected  object,  subject to minimal installation standards. 

In an access  control  list,  the priority of checking is as follows: 
principal, USERID, current  connect  group, universal access. As 
soon as a name match  occurs,  the privilege indicated is assigned 
and there is no  further  searching;  hence  a  user may be denied 
access  even  though  access is granted  to  other  members of his 
group.  The grouping of users  tends  to  keep  access  lists  short. 

In the early prototype,'  the  access  rules  for  data  were  hierarch- 
ical; that is, WRITE implied READ. This design has  been  aban- 
doned,  since  there  are  situations in which keyed insertions might 
not require  a previous READ. As another  example, it is quite 
reasonable  that  a  user be permitted  to  extend  a  data  set he is 
authorized  to  neither  read nor update. 

A  user with the special attribute is exempt from access  control 
checking,  except  for sign-on processing. For such a user, and  also 
for  users with the master, supervisory,  operations, and adminis- 
trative attributes, terminal identification support may be used to 
limit access  to relatively secure  terminals. 

One bit  in the  user  entry is a REVOKE flag. If it is set,  the user is 
not permitted to sign on.  It can be set only by a JOIN user in the 
user's  default  group  or a superior  group, or by an  administrative 
user.  It can be reset only  by an administrative  user. 

A user with the security oficer attribute  can  inspect  the  contents 
of any inventory entry, with the  exception of password fields, but 
he does not have  access  to  the  protected object  itself. For ex- 
ample, he can  ascertain who is permitted  to use a specific termi- 
nal that he himself is not authorized  to  use. He  cannot  alter  any 
inventory  information. 

A principal is the entity  to which authorization is granted.  There 
are  situations in which a  one-to-one  correspondence of users  to 
principals is not  adequate. Stepczyk17 summarizes  the  general  ac- 
cess rule as subject verb object environment; if this  sequence is 
reordered  as subject  in-environment  verb object, it is a good 
model of the IMF mechanism. 

A principal is represented by an  inventory  entry, as described in 
Table 6. The  elements to  be checked  can be system-state vari- 
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ables, values that occur in the current access control environment
block (ACES), global-state variables such as the time of day, and
other inventory contents. In the last case, it is not necessary that
the claimant be authorized to read the referenced inventory en-
try, since the checking can be done in a system key inaccessible
to him .

Manipulation of principal entries is supported by a PRINICPAL
command and subcommands, which define a Boolean expression
to be evaluated when a claim is issued . (For detailed discussion of
these commands and subcommands, see Reference 13 .) Items
can be entered in any order, and a definition need not be com-
pleted in a single terminal session . The principal entry may con-
tain expressions that do not contribute to the evaluation ; they are
simply ignored . It is an installation option whether missing ex-
pressions are assumed to take the value false or true . False is
recommended. The use of each principal entry is controlled by an
access list similar to that for a data-set entry .

Saltzer and Schroeder 9 suggest the importance of situations in
which a data base is to be modified only if a committee agrees,
much as entry to a safety deposit box is controlled in a bank . One
way of handling the requirement that two users concur is that
each would have a secondary password which he would commu-
nicate to the user who wished to cooperate with him as a dual
principal. In the PRINCIPAL command, a CONCUR operand desig-
nates a list of users from which two must concur before either's
claim is accepted . When the claim is issued, the issuer is
prompted to supply the name and secondary password of his part-
ner .

Identification as a named principal is claimed explicitly with the
sequence CLAIM (PRINCIPAL-NAME) . For application program-
mers, a macroinstruction and corresponding high-level-language
subroutine calls are defined . No password is required as part of a
claim (but one can be used if the extra protection, and annoyance,
are judged worthwhile) . A principal claim is rejected if the issuer
does not have READ authority for the inventory principal entry .

Subsystem support

From the point of view of IMF, each type of computing service is
represented by a defined subsystem to which sets of users have
authorized access . Even batch and general purpose terminal ser-
vices are represented by subsystems, although this structure is
required primarily for application subsystems . IMF is intended not
to compete with or supplant access control mechanisms in sub-
systems, but to supplement them by providing interfaces to re-
sources not contained entirely within the subsystems and to user
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Table 4 Contents of inventory
user entry

Base portion

User identifications
Default group name°
Author, creation and expiration

dates'
Password and secondary pass-
word°

Password change interval, last
change date'

Special privileges

	

available
(e .g ., administrative user)'

Date and time of latest job
Date and time of latest terminal

session

Data protection profile

Default protection for new data°
Default audit trail action`
Default security code for new

data`
Default data retention period'
Default catalog for new data

sets°

User description

User name, employee number,
division, locationd

Mailing address and telephone
number"

Department name and number'

Service profile

One for each service available b

'Suitable superior privilege is required to
change these fields .
°The user has authority to control these
fields.
°Either the user or the author of the user
entry can change these fields .
dThe user or the author can set these fields,
and the administrative user can reset them.
The administrative user can set a flag pre-
venting further modification except by an
administrative user.
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Table 5 Contents of inventory  ter- 
minal entry 

Base portion 

Terminal  name  (may  include 
node  name in a sibling net- 
work node) 

Device type 
Author, creation and  expiration 

Hardware security features in- 
dates 

stalled 

Access  control  fields 

Names  and privileges of princi- 

Audit trail  action  required 
Maximal security  level  permit- 

Control limits for sign-on 
Control limits for  session 
Security level as a function of 

time of day 
Special  security  action (e.g., 

lock  keyboard on violation X )  
Limits of access by special 

users  (e.g., administrative 
user not permitted) 

pals 

ted 

Statistics fields 

Dates of latest  change and  latest 

Number of valid and denied 

Total  terminal  session  time 

use 

sign-ons 

The relator entry differs primar- 
ily in including  the  name of a 
single authorized  principal and 
in limiting and recording  only 
his actions. 
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Because of response-time  requirements,  the  overhead  for  ac- 
cess-list resolution  for  each  transaction may be insupportable. 
A  ticket  oriented  approach to security at a fairly high level in 
the  subsystem  support  code is commonly adopted. 

The IMS control  programs  contain  sensitive  code  and are intended 
to  be  run  as OS/vSZ authorized programs." IMS is started  as  an OS/ 
VS system  task at  the system  console.  The  data  bases  and lines 
are  opened when IMS is initialized. The terminal operator  does 
not  have  to sign on. 

The  protected  objects recognized by the IMS security  feature are 
transactions, IMS commands, program status  vectors,  data-base 
status  vectors,  and physical or logical terminals.  Access to  pro- 
tected  objects  is  provided by passwords, which must  be  issued by 
operators  as  part of terminal transactions;  that  is,  ticket  orienta- 
tion is visible to  the end  user.  Internally,  the  control  program 
maintains a  series of access  matrices that limit the  use of pro- 
tected  objects to specific terminals or require  that a password be 
issued as  part of each  transaction or command. 

IMS/VS'~ already  has  quite  extensive  features  for limiting the 
privileges of individual terminal operators.  There  are many ways 
in which the IMF-IMS interface  can  be  built;  discussed below are 
two  extreme  alternatives. 

first  alternative- IMS can be treated  as a protected  subsystem,  for which IMF is 
minimal used to isolate  data  bases,  terminals,  and  users  from other appli- 

subsystem cations to  the  greatest  degree  possible.  The only logic modifica- 
modification tion required in this  case is that  the IMS control  program  issue an 

IMF macroinstruction to  create an ACEB, followed by a CLAIM 
macroinstruction to identify itself as a principal to whom terminal 
and  data-set  access will be granted. Terminals and  communica- 
tions lines can  be  protected  not only by being bound to  the IMS 
message control  program,  but  also by the terminal identification 
feature of IMF. Access to  the  data  bases is authorized  for IMS by 
granting permission to  the previously mentioned principal,  and 
also to IMS support  personnel as required.  The  end user will see 
no change to IMS as previously defined. Nor is any  change  re- 
quired to IMS security  procedures. 

second A more radical  approach is to discard  the IMS disk-resident  re- 
alternative- source  access  library  and rely on  the inventory  to store  access 

maximal tables,  and  on IMF commands  to maintain them. During IMS ini- 
support tialization, as  each  data  base  and  communications line is  opened, 

the IMF interface in the OPEN routines  checks  for a principal  iden- 
tification match.  Then IMS reads  its IMF subsystem  entry to  deter- 
mine which transactions,  commands,  program  status  vectors,  and 
data-base  status  vectors  are  protected.  For  each  transaction  rep- 
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is used to build the IMS security matrices.  However,  passwords in 
these  matrices are regarded as USERIDs. 

The  control program will accept no commands or  transactions 
from any terminal until a  user is signed on. The privileges with 
which a user may sign on are described in his connect entry.  In- 
cluded are  indicators of administrative privilege relative to IMS, 
maximal processing  priority, minimal audit trail behavior,  and 
minimal security level for  output.  The USERID is associated with 
the terminal identifier until the  user signs off. 

The end user will perceive  several  changes.  Terminal  security 
procedures will become more nearly similar to  those  for TSO; in 
particular,  the  user will be  required  to log on  but  not  to  issue  a 
password with each  transaction.  Decentralized  access  control 
permits  the  use of local security officers and  administrators,  who 
should be  more  responsive  than a central  system  administrator. 

For installation management,  the  merits of this  approach  are  that 
administrative  burdens  can be reduced;  the  security officer can 
concentrate  on testing and auditing instead of administering 
tedious  detail;  and responsibility and  accountability will be easier 
to  trace  to individuals than is currently  the  case. 

The foregoing approach  evades  the problems involved in pro- data-base 
tecting individual records and fields of a  data  base,  at  the  cost of oriented 
severely limiting the  use  that  can be made of the  data.  The diffi- subsystems 
culties of having data access  control  dependent  on  both  content 
and inquiry content  are illustrated in articles  such as  that by 
Hsiao and Baum." Currently it is not known how to specify ac- 
cess  procedures simply enough for general use.  Also, implemen- 
tations of most  proposed general schemes promise to  be impos- 
sibly expensive  because  the  attributes  and  relationships of any 
data item are much richer in information than the item itself. 

These  problems go far beyond access  control and have  stimulated 
investigation into relational data-base  systems.23  In  the  context of 
research by means of a prototype called Sy~tern/R,'~ an  access 
mechanism has been defined for  a relational data-base 
Although this work proceeded  independently of the IMF work, it 
has  strong similarities. From  the  point of view of IMF, the most 
pertinent  characteristics of System/R  authorization are: 

0 An objective of relational systems  is  to avoid constraints on 
the  complexity of views of data.  Access  constraints are inher- 
ently part of such  views, so that it may be undesirable to ex- 
tract  the  access  control mechanism as a semi-independent 
component. 

0 A high-level query language is included to avoid having appli- 



Table 7 Contents of inventory 
account entry 

Base portion 

Name or number of account 
Author,  creation  and  expiration 

dates 

Access  control fields 

Similar to corresponding fields 
in data set entry 

Group fields 

Names of groups authorized by 
propagation 

Superior  group  for  each  autho- 
rized group 

Group  from which authorization 
derived  for  each  authorized 
group 

User fields (installation  option) 

Names of users  authorized by 

Sources of user  authorizations 

Password  fields 

Similar to corresponding fields 

propagation 

in data  set entry 

Account  statistics fields (installa- 
tion  option) 

Similar to corresponding fields 
in group entry 

loosely  coupled 
network  support 
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0 The  current definition includes more complex propagation of 
data privilege than in IMF. It is not clear  to  what  extent  this 
complexity is required so that  views  can be built upon  views. 
It is apparently related to  the  fact  that  the  content of access 
depends  on  the  author of the granting view. 

One  can  speculate  that  derivatives of System/R will become  ap- 
plication subsystems like IMS.  Such  subsystems  can  be  isolated as 
protected  subsystems.  A more likely accommodation is to em- 
ploy the  user  and  group information from the inventory  together 
with message control programs and sign-on procedures  common 
to the  entire  system.  The  data  access mechanisms and  tables 
would remain within the  subsystem. It is not  necessary that  the 
data  access  rules of IMF and a relational subsystem  be  reconciled, 
but  the  extreme  youth of the  latter  suggests  considerable  future 
evolution. 

Network  support 

Remotely attached  devices  are  treated in one of three ways by 
IMF: as sibling nodes,  as  interactive  terminals, or  as  cluster con- 
trollers in tree-structure  networks  as in Systems  Network Archi- 
tecture (sNA)."' 26 Although the IMF architecture was developed 
in parallel with and independently of SNA, it is intended  to  be 
compatible and generally is. 

Remote  computers with OS/VS control  programs  or the equivalent 
usually are  regarded  as sibling nodes in a  computer  network, and 
they are assumed  to  have IMF installed to  protect their  resources. 
Access  to a sibling requires  that the principal on whose behalf 
access is requested be identified to  the sibling, together with a 
password. 

Remote  batch  terminals are treated much like interactive termi- 
nals in the  inventory  data  areas.  However,  the  external  interfaces 
for  access  to  remote  batch  terminals  are incompletely defined. 

Intelligent terminals, which may include  clusters of devices,  can 
be  treated  much like multiterminal software  subsystems. A user 
signing  on to a  device in a cluster in order  to  access  the  host 
system must identify himself to  the  host  and be bound, via the 
subsystem support,  to a  set of messages originating at his termi- 
nal. There is a dependency  that  the  cluster  controller  programs  do 
not falsify the  identity of the  user or  the originating terminal. 

Sets of users might have  access  to  a specific computer in a  net- 
work only via another  network  member. They must  be  able to 
define and control  their  access privileges over  the  network  also. 
Envisioned is a  network of interacting  computer  installations in 
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which each installation might be separately  managed. Communi- 
cations in the  network  are maintained by each  processor's  trans- 
mitting into  the input streams of other  processors. 

Since all communication between nodes is via normal input 
streams,  authorization  can be checked at each target  processor 
without extension of the IMF function already described.  The only 
additions  required to exploit remote  processing are in the IMF 
command routines. Briefly, the  additions permit a compand to be 
issued at any node in the network for  execution  at  another  node, 
they support  copying of inventory  entries from one  node to an- 
other,  and they permit construction of an entry similar to an  exist- 
ing entry.  The  conditions  under which network  support  is  pro- 
vided are: 

0 The  part of the command processing pertaining to  the  current 
node will be executed as if the  remote nodes were  absent. 

0 For  each  other  node  invoked, a separate  job  or message will 
be constructed and transmitted.  The  user will be notified of its 
completion at  the same node at which the  command was is- 
sued. 

0 The  command  user must have  adequate  access privileges at 
each node  for  the  services  requested  there. 

0 The  output from batch jobs will be routed  to  the default output 

' 

1 node in the  current  user  entry  at  the node of execution. 

This  support  assumes  that  the issuing user  maintains  the  same 
USERID on all systems involved. This  seems an acceptable  restric- 
tion. 

Terminal identification support was designed and implemented by 
Worley and othersz7 subsequently  to  the  description of the  proto- 

1 type,  but it has  not been described publicly. It is built around 
terminal and relator entries in the  inventory.  The terminal entry 
(Table 5 )  describes  a  device  or  a  communications-line  address.  It 
includes descriptions of attached  security  hardware,  an  access 
control  list, usage constraints  and  statistics, and whether  or  not 
the terminal is authorized  for special-privilege users.  The  relator 
entry  describes  the  uses  that  a specific user or group  can  make of 
a specific terminal. 

Terminal identification can be introduced gradually into  a  func- 
tioning installation by progressively building up the  necessary in- 
ventory entries  and controlling the arming of checking  features. 
Individual users remain unaware of terminal identification sup- 
port  except when they attempt  to  exceed their authorizations. 

Terminal entries in the  inventory  can be created or  destroyed 
only by users with the administrative or operations attributes. 
However,  authority propagation is supported. Terminal entry  can 

~ 

~ 
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Table 8 Conrents of inventory 
subsystem  entry 

Base  portion 

Subsystem name 
Principal  name for claims by 

subsystems 
Author,  creation  and  expiration 

dates 
Audit trail  name 

Access  control  fields 

Similar to corresponding fields 
in group entry 

Protected  transactions 

Protection  rules  for transactions 

Protected transaction  names 
not named 

and flags 

Statistics fields 

For suggested  items see page 
11 1, Reference 28 

terminal 
identification support 
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intelligent 
terminal 
support 

Table 9 Contents of inventory 
transaction entry 

Base  portion 

Transaction or command name, 
subsystem name 

Principal name for  claims by 
this  transaction 

Author, creation  and  expiration 
dates 

Name of first module to which 
linked 

Priority 
Audit trail name  and flags 

Access  control fields 

Universal access flags 
Audit trail flags 
Security code for output 
Transaction  password (optional) 
List of authorized  principals 

Transaction  statistics fields 

Similar to  corresponding fields 
in subsystem entry 

be authorized  to  other  users with the JOIN, CONTROL, USE, or NO 
authorities. An installation can indirectly control and monitor  ter- 
minals that do not have  hardware identification features by con- 
trolling and monitoring the use of communications  lines. If auto- 
matic address  answer-back  features are installed,  the  installation 
can track and control specific terminals  and: 

count terminal usage; 
track  the date and time when the terminal was last  used; 
limit or  revoke  access  to  a terminal by USERID, by group 
name,  or  according  to  the hour of the day; 
set  a  date when terminal access is to be revoked; 
limit sign-on violations for  a  terminal; 
build  an audit trail of terminal usage; 
detect and document violations; 
identify terminals  that  are allowed system  access. 

Currently IMF includes only very limited support  for  satellite 
processors. Of course, message control programs in the  host  can 
use the IMF assembly-language interfaces, and programs in the 
terminals can  include  passwords in their  communications with 
the host message control  program,  but  this solution is satisfactory 
only for  cluster  controllers in which the programs are under tight 
administrative  control. 

The problem can be illustrated by two  examples: one  that  can 
easily be brought under  satisfactory  control, and one  that  has not 
yet been adequately  addressed.  The first example is IBM'S Sub- 
system Support  Services (SSS)" as used for  the 3650 Retail Store 
Subsy~tem.~'  Communication is initiated by a  process on the 
host, so the principal involved is known at  the  host,  the message 
control program is part of a specific application program,  and 
only a well defined subset of the  system  data  base  can be ac- 
cessed. 

The second example is provided by a multisatellite, multiuser 
system, the Event Driven Exe~utive.~ '  The host communication 
facility for  the  Event Driven Executive is a message control  pro- 
gram that provides  the batch services of a  central  host to several 
satellites,  each of which  may have  several  concurrent  users.  A 
satellite application program can  submit jobs  to  the host  proc- 
essor and can open and transmit  user  data  sets  to  and  from  the 
satellite. Each command from the  satellite can be ticketed with a 
(scrambled) identification of the  user on whose behalf the  com- 
mand  is being executed.  That  user will have logged on  to a  satel- 
lite terminal in the same manner as  for  a TSO log-on. The message 
control program can use these  tickets  to  separate  users.31 If one 
user is not protected from another in the  satellite, as in the  Event 
Driven Executive,  a  security  exposure  exists.  However,  the risk 
is limited to other  users of the  satellite, who  may invade  each 
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other’s  resources on the host system,  but not those of other corn- Table IO Contents of ACEB 

munities. In some  environments  this  exposure may be regarded 
as acceptable;  in others,  not. User  identification  and c 

connect  group 
Current  terminal  and  its  security 

Current  principal  identification 
level Installation management support 

In any large computer  installation,  there  are  numerous  adminis- Current  administrative privilege 
Current  account  number 

trative  functions  that are peripheral to any single user  session  but level 
that  support large numbers of users. IMF can significantly reduce Current security level 
the clerical effort related to some of these  functions and simulta- Default  universal to be 
neously improve  their integrity and management’s control of granted  to  new  data  sets 
them. Minimal audit  trail  recording 

Default  security  code  for  new 

Addressed in the next two sections are the relative responsibili- Last program library  member 
ties and authorities of installation personnel and individual users loaded 
in specifying the  administrative  interface  for  each  user.  There are 
several  functions:  the most important is control of account num- 
bers; second in importance  are  descriptors,  such  as  user  names 
and mailing codes, on whose accuracy  the smooth functioning of 
the installation depends; third are descriptions of how the user 
wishes the installation to  process his work,  such  as  terminal  pro- 
files and  network routing codes; finally there are descriptive  data 
of an informative  nature, such as department  names, which are 
not used by the  system  except in query utilities. 

Privileges for current  session 

data  sets 

For  each  distinct  account  there is one  inventory  account entry, account 
~ which contains  the  names of  all groups  authorized  either  directly control 

or by propagation. As an installation option,  the  entry may also support 
contain the name of each  authorized  user.  The name of each in- 
cluded principal is accompanied by its  author  or  superior  group 
and the name of the host group from which the  authority was 
propagated.  Access  to  an  account is limited similarly to  access  to 
a  data  set,  except  that only a  user with the administrative privi- 
lege can authorize  a  group whose superior  group is not autho- 
rized. 

In addition,  each  group and each connect  entry  contains  a list of 
the  authorized  accounts, enabling nonadministrative  users to 
propagate the use of an account  to subgroups and users, even 
though creation of accounts is privileged. In addition,  account 
checking by the  system during session initiation is expedited. 

To create  a new account and authorize  a group to  use i t ,  the  ad- 
ministrator must issue  the command ADD ACCT (ACCOUNT-NAME) 
GROUP (GROUP-NAME). To authorize  a group to use an existing 
account,  the  action is identical. Separately, an owner of a  group 
must use the command ALTR  GROUP to include the  account in the 
group entry.  Thus  the  administrative  user  cannot  change  the 
group entry, and  the  group  owner  cannot directly change  the  ac- 
count  entry.  Their  respective  actions can occur in either  order. 
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count,  any  user with at least CONTROL authority  for  that  group 
can  propagate the use of the  account  to connected  users  or  sub- 
groups. 

user profile In  the IMF prototype,2  a  serious  error was made in the  method of 

identity and privileges of individuals. The  accounting  function 
and a large number of less critical administrative  functions were 
negatively affected.  It is difficult for a project manager to  ensure 
that  the  system  account numbers his subordinates are using are in 
fact valid. Nor may  he become  aware of an inaccurate  account 
number until a large number of incorrect  journal  entries  have 
been created. As an  example of a less critical administrative  func- 
tion,  note  that it is extremely helpful to maintain the  user name in 
the  system in a  standard  format,  as in telephone  directories,  but 
that it is probably futile to  expect individual project  administra- 
tors  to  adhere  to such  a  standard. 

support delegating responsibility for keeping accurate  records  about  the 

The technical problem is how to centralize some administrative 
functions  without giving up the merits of decentralized joining 
and authorization of users. This can be accomplished as follows: 
Each item in a  user  description is classified as  to  whether it  may 
be altered by the  user himself, by the  owner of the  user  entry  (the 
user who created  the  entry),  or by any user with the administra- 
tive attribute.  It is appropriate  that  some items can  be  set by the 
user himself and  that they can be reset by an administrative user, 
who also  can  prevent  further change except by an administrative 
user. With the  items so labeled,  the IMF commands  for manipulat- 
ing the  user  entry in the  inventory  can  enforce  the  limitations. 

A  distinct  but  related problem is proliferation of the  user  lists 
required to  administer  an installation. It is not unusual to find five 
or ten  distinct lists of users kept in data  sets, with a larger number 
of shorter  lists maintained clerically. Most users  are named on 
several lists. A  few of the lists are required by the  operating sys- 
tem,  and some are kept  because  others do not contain all required 
information. None of these lists are likely to  be  as  accurate  or up- 
to-date as is desirable  because  the  cumulative  administrative  bur- 
den they impose is too  great. All  of the  data  can  be  kept in the 
inventory. If a separate list is required  for  a  subsystem,  its  prepa- 
ration from such a master list is trivial. 

All the  user profile fields are contained in inventory  user  entries. 
In some existing  subsystems,  such  as TSO, one of a set of user 
profiles can be chosen when a terminal sesson  begins;  this  capa- 
bility could be  continued by putting the profile data in connect 
entries,  but  very  few  users  either  want to maintain or  are able  to 
remember different profile data  for different occasions.  Several 
score profile items can be defined. They are classified in Table 4, 
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together with indications of the  necessary  authority to  set items in 
each  class. This type of central  data  structure,  together with the 
implied constraints in manipulating commands,  substantially 
solves  the  problems identified. 

IMF provides  for  improved  control of the use of utility programs 
by  limiting certain  functions  to  users with special privileges. Most 
of the  system utility programs for  copying, modifying, and  delet- 
ing data  sets  can  run  under  the  same  access rule restrictions as 
any other  program.  However, utilities for  compressing,  copying, 
and initializing entire  storage volumes must be restricted to oper- 
ations users. (A means for recognizing such utilities  is necessary.) 

The  inventory  data  provides an opportunity  for  easier  administra- 
tion  in some areas.  There should be a utility to  dump,  for any 
desired user,  the  user  description, profile, and statistics-all the 
fields that define the administrative  interface  to  the  user. The util- 
ity would support  such  tasks  as  preparation of mailing lists  for 
newsletters, and it would be  restricted  to  users with the adminis- 
trative or operations attributes.  There might be a  cross-reference 
utility program to display all occurrences of a  name in the  inven- 
tory. In each  case, the name and  the  type of entry in which the 
name occurs would be indicated,  together with the  type of field  in 
which the  name is found.  Such  a program should be  restricted  to 
security officers, as should any utility that  lists  the  entire  contents 
of the  inventory. 

Program libraries, particularly those containing the  modules of 
the  operating  system,  present  a  special problem of administrative 
control.  Replacements or temporary  patches  to  introduce new 
functions or overcome malfunctions occasionally introduce new 
sources of malfunction.  It is often  desirable  to  track  changes as 
they are made and  save unmodified copies of programs immedi- 
ately prior  to  a  change. 

In OS/Vs, programs are stored as members of partitioned data 
sets. In IMF, as previously defined,2  the smallest data entity  con- 
trolled was a  data  set.  Indirect  control of records  and fields by 
control of transactions,  as  described  above, is not  applicable. In- 
stead, IMF can  assist in achieving a desirable level of control by 
providing access specifications to modified utility programs. 

Three  classes of data  are  necessary  for change tracking. Specifi- 
cation of the  required  treatment of a library member is properly 
part of the  inventory. Copies of unaltered  members and the alter- 
ation input command  stream belong in a special change-tracking 
data  set.  Records of the  author  and  the  circumstances of each 
change can  be  directed  to  the  system  security  audit  trail,  to  the 
change-tracking data  set,  or both. 
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The  change-tracking  requests  for a library  can  be  stored in the 
inventory  data-set  entry.  They  can be specified by a user with 
access-control-list  authority by means of a TRACK command. 
TRACK provides  for specification of the  data  to  be  saved, where it 
is to be saved,  the  types of changes  for which tracking is desired, 
and  the  retention period for  copies  created.  The  treatment  can  be 
defined separately  for  each member of the library; if a member is 
not named in the change  tracking fields, a default action defined 
for  the  entire  library  applies. 

Individual members of a  partitioned data  set  are,  for  the most 
part, manipulated by system utilities and by the  system linkage 
editor.  Generally  there  are only a few  such  programs, suggesting 
an implementation with minimal system  change. Only a principal 
with the special privilege can be authorized  to  change the pro- 
tected  library.  Each of the utility programs must have  an  internal 
claim to  that principal identifier and  must include instructions  to 
write the  required change-tracking output. Although such  an im- 
plementation is not particularly elegant, it is readily feasible. 

Assessment of security 

Security in an operating  system  requires  that it permit  precisely 
and exclusively the functions specified for it and  also  that  the 
specification precisely reflect institutional  needs.  This  paper  has 
been concerned with the  latter  aspect, particularly with the func- 
tion visible to an  end  user. Of course  the  protection  mechanism 
provided by IMF can be subverted by a flaw elsewhere. A sum- 
mary of the implicit assumptions follows: 

I 

0 System integrity is assumed. Specifically, it is assumed  that all 
control  blocks in  main storage  have  adequate  protection,  and 
that  the  use of system  interfaces is restricted to properly au- 
thorized p r o c e s ~ e s . ~ ~  17 ,  219 32 

0 It is further  assumed  that  any installation-defined program 
segments installed for  execution in the privileged state con- 
form to  the same rules as  do  operating  system modules.'l In 
particular,  correct  use of IMF interfaces is required. 

0 Central facility hardware integrity is assumed. Specifically, it 
is assumed  that  the  hardware  performs as specified,  and  that 
opportunities  for misuse by operations or service  personnel 
are controlled. 

0 Input  data  streams  are  presumed  to  contain  no mis- 
representation of terminal passwords  or  the identity of the  ac- 
cessor,  and it is assumed  that  there is no  improper  substitution 
of accessors  between  occasions when passwords are  checked. 

0 The  author  knows of no  technical  measures to  control  the ac- 
tions of a small nucleus of system  support  programmers, so it 
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on parts of the architecture  not implemented in the  prototype. So 
only conjecture  is  possible,  augmented by the following com- 
ments: 

0 No extra input or output is necessary  for  transaction  access 
control,  and  the traffic for all other  entries,  except  those  de- 
scribing data  sets  and  private  storage  volumes, is very low. 

0 For  the  latter  entries,  the  most  serious problem is serialization 
for  updating when each  data  set is closed.  Part of this problem 
can be avoided if usage statistics are not  desired. 
If data-set  inventory  entries are integrated with the  system 
directories, it might be possible to avoid any extra input or 
output  for  access checking. Alternatively, with the  type of 
structure  adopted  for  the  prototype,'  the  input  and  output 
t r ~ c  can be reduced by  paging the  inventory,  since  the nam- 
ing conventions  induce good locality of reference. 
There is great optionality for  both an installation and  the  user 
as  to which IMF function is installed and  invoked.  Costs in 
channel  programs,  processing  time, and data  space  are  pro- 
portional to  usage. 

0 Because of the hierarchical grow structure.  access  lists  tend 

Experience with the  prototype  suggests  that  overall IMF con- 
sumption of system  resources is less  than  one  percent. An un- 
solved problem is that serialization of inventory  accesses  can sig- 
nificantly slow the  response time for  interactive  users. 

The  administrative  interface  to  a  computer  facility, which in- 
cludes  control of access  to  each valuable resource,  must  provide 
a large variety of functions  to many classes of users, and it must 
be  adaptable to a large variety of installations.  This  problem  can 
be regarded as nothing more than  a design challenge for  a special 
purpose data  base/data  communications application. This  paper, 
together with its predecesso.r,' demonstrates  the feasibility of a 
consistent  and economical implementation. 

The  extensions  sketched  here are straightforward.  In fact,  those 
extensions  introduced  as  security  features  are  entirely  obvious in 
the light of analyses of requirements performed by other  investi- 
gators.  Considerable  experience  has been gained with several 
prototypes, which generally have  been received favorably. Ac- 
cordingly, a high level of confidence in the  present  proposal is 

i 

I Justified. 

I However,  the  attempt  to  develop  practical  abstract definitions of 
the  pertinent  entities  and their relationships is not  yet as  success- 
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ful as is either  desirable or probably feasible.  Consequently,  the 
current  architectural specification includes  too many elements 
that are not  forced by unifying concepts  and  are  therefore  some- 
what  arbitrary, particularly in some of the rules for  delegation. 
Nor have  the implementation  specification^'^ been freed of all ad 
hoc contrivances.  In  addition, any o s / v s  version must  be  made 
compatible with all other  portions of that  system, which are them- 
selves evolving rapidly. 

It is sometimes  assumed  that  improved  security is inevitably  as- 
sociated with extra inconvenience,  an  assumption that  can be- 
come a self-fulfilling prophecy. IMF introduces  extremely few 
new elements  to  the  end user’s environment until he attempts  an 
unauthorized  access. In fact,  the inventory  data  structure  creates 
an  opportunity for significant improvement to  the administrative 
interface  between  the installation and  each  user. 

Sanguinity about  security technology is always  unwise  and  often 
dangerous.  In a lecture some years  ago, R. H. Courtney  pointed 
out  that  the  most common misuses of data  are by individuals  au- 
thorized  to  use the  data  for legitimate ends. IMF cannot  address 
this  type of exposure.  Nevertheless, IMF does  provide significant 
protection at remarkably low cost.  The  author is unaware of any 
alternative, in the  area  addressed,  to  the  approach  described. 
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