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Everything,
the universe, and life

he previous MIT Media Laboratory special is-

sue! of the IBM Systems Journal closed with a
group of papers describing an emerging physical sci-
ence effort in the Media Lab. These inverted the his-
torical focus of the Media Lab, which was on the rev-
olutionary implications of a digital representation for
freeing the content of information from the con-
straints of its physical representation. When the Me-
dia Lab was founded, the debate over the frame size
and rate for the next video standard was widely seen
as a matter of great significance; the Lab argued in-
stead that a scalable encoding would allow a tele-
vision set to be downloaded with a TV signal to match
the needs of the signal and its viewer. This once-rad-
ical idea is now ubiquitous in streaming digital me-
dia.

In that issue’s concluding essay” I argued that the
very success of this agenda presents an even-grander
challenge of merging the best features of the digital
worlds we are creating with those of the physical
world we are born into. While billions of dollars have
been spent on ever-faster CPUs, these CPUs are put
into cases that have changed little from the earliest
days of computing. For more and more people, and
problems, the greatest constraint in computing is get-
ting the right information to the right place at the
right time, rather than the speed with which it can
be processed. In retrospect, the return to consider-
ation of the mechanisms for physical interaction with
information can be understood as just the ultimate
expression of the original meaning of “media.” The
accompanying papers in that issue offered prelim-
inary glimpses of how to bring together newly freed
bits with more-capable atoms by thinking outside of
the computer box—ranging from a calculation of the
thermodynamic implications of the entropy associ-
ated with the information in the electronic states of
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a string of bits,” to a description of how those bits
could be carried through the ionic conductivity of
the human body in order to attach digital content
to physical gestures.*

The corresponding papers in the current issue show
that the integration of bits and atoms has matured
from an elusive metaphor to an explicit research
agenda, over length scales ranging from 10 to 10"
meters. Maguire et al. discuss the means to manip-
ulate coherent quantum information stored in atomic
nuclei; Post et al. weave information into the fabric
of clothing with process technology using conduct-
ing threads for integrated circuit interconnect;
Paradiso et al. describe active architectural surfac-
es; and Omojola et al. present an entire gallery in
the Museum of Modern Art (MoMA) as a responsive
user interface.

Along with this range of length scales comes a range
in the scale of system complexity. Where Maguire
et al. are concerned with the fundamental question
of the representation of a bit of information, Post
et al. study the connection of a few processing el-
ements, and Omojola et al. describe a table contain-
ing 400 microcontrollers. These scales are mirrored
in levels of abstraction; the MoMA installation com-
prised languages and programs at seven levels of de-
scription: software radio-frequency instrumentation,
local data concentration, network communications
transport, real-time data analysis, object encapsula-
tion, media management, and graphical and inter-
action design.
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Each of these projects provides an example of the
successful integration of the information in a system
with its physical properties, across an enormous
range of scales. The problem with them is the extent
to which they all satisfied their initial design goals.
A hint as to why this might be a cause for serious
concern appears toward the end of the paper by
Omojola et al., where the authors explain that the
hardware development for the installation was a rel-
atively straightforward process, but that the software
debugging proceeded right up to the show’s open-
ing (and beyond). Having problems with the testing
of system software is certainly not a recent devel-
opment; what is new is the prospect that these prob-
lems will be magnified as systems grow from thou-
sands to millions to billions of components. The ways
we now manage networks of interacting elements do
not scale to a world in which every shoe and sleeve
can contain a communicating computer.

There are a number of existing examples of large-
scale distributed systems, most notably the telephone
network, the power grid, and the Internet. Each of
these already shows rather disturbing emergent fail-
ure modes.®> On January 15, 1990, AT&T’s long-dis-
tance network went down for 9 hours, leaving an es-
timated 65 million calls uncompleted. The problem
was a system-wide software upgrade that was in-
tended to improve the reliability of the 4ESS digital
circuit switch. The upgrade eliminated the need for
a switch resuming service after a failure to explicitly
notify its neighboring switches of the change in its
state, since that is already conveyed by the first new
traffic that the switch generates. The failure started
when a switch in New York City suffered a minor
hardware glitch, which caused it to go off line. After
a brief transient it returned to service, and started
passing messages to adjacent switches. When the first
new message arrived, these neighbors began execut-
ing the upgraded routine to update their status
record for the switch that had been down. But, when
a second message came from the formerly faulty
switch before the error routine had finished execut-
ing, a bug in that routine caused the neighboring
switches to crash. These then returned to service,
tripping their neighbors when they did so, thereby
initiating a chain reaction that propagated through
the entire phone system. Every switch was doomed
to repeat the failure of its neighbors.

Something similar happened to the electrical grid.
On August 10, 1996, a power line in Oregon that was
sagging due to heat grounded through a tree. Be-
cause a few other backup lines were already down,
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this produced a large voltage transient and triggered
automatic load-shedding. This loss of service in-
creased the demand on adjacent power lines, which
in turn were automatically shut down by software in-
tended to protect them from transients. The result-
ing instability propagated through the grid’s Pacific
Intertie, eventually knocking out 25 gigawatts of nu-
clear and conventional generating capacity, in 190
plants serving 7.5 million customers over 9 states.

The largest distributed system of all, the Internet,
has seen numerous comparable failures. A dramatic
example happened on April 23, 1997, when most do-
mestic Internet service providers lost contact with
the network’s backbone, shutting down all their traf-
fic. A small backbone provider, MAI Network Ser-
vices in McLean, Virginia, accidentally communi-
cated incorrect routing tables to the network
providers through the Border Gateway Protocol. Be-
cause these were missing Autonomous Systems Path
identifiers, they had the effect of identifying MATI as
the shortest path to 25 percent of the Internet for
all users. Even worse, because the routing informa-
tion was marked as being authoritative, it was trusted
over existing routes. The erroneous tables automat-
ically propagated between routers, eventually turn-
ing 40 percent of the network into a “black hole”
that swamped MATI with lost packets. It took hours
to chase down and replace the incorrect informa-
tion being passed around the network.

In each of these examples, the failure mode was an
emergent property of the entire system. The indi-
vidual elements were sufficiently intelligent to be able
to take action to correct local errors, and sufficiently
well connected for those to cascade into a global
fault. What was notably missing was any ability for
the system components to recognize that they were
slavishly following flawed instructions, so that life
experience along with erroneous information could
travel between them.

Return now to the preceding series of papers in this
issue. They provide a roadmap for embedding net-
worked communications in every thing around us—
down to its atomic structure—and insight into the
essential implications of such a world for interact-
ing with information, as described by Ullmer and
Ishii, and Selker and Burleson. But they provide no
guidance at all as to how to manage such systems.
To the contrary, the telephone, power grid, and In-
ternet examples make clear the extent to which com-
plex systems based on present engineering princi-
ples can become unmanageable.
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The answer is to recognize that function as well as
failure must become an emergent property of these
interacting systems. The problem with papers de-
scribing devices that do meet design specifications
is that the devices are not given the means to tran-
scend the limitations of those advance specifications.
Scalable design for systems of billions of things must
include the ultimate consequence of merging bits and
atoms: lifelike attributes. As Pentland’s introduction
suggests, the individual elements must be able to
adapt to changing environments, modify their be-
havior autonomously, evolve operational instructions
from initial conditions rather than a complete de-
scription, and so forth.

These are familiar characteristics of living systems,
but not yet matters of engineering design. While the
integration of fine-grained digital systems with rich
sensory interfaces can help provide insight into the
functioning of biological systems,® it is the insight
into biology that is needed to scale the integration
of bits and atoms. Preliminary examples do suggest
that basic scaling laws can be turned into engineer-
ing design principles that allow the robust operation
of a system to be an emergent property of unreli-
able components.” The challenge for the next spe-
cial issue of the IBM Systems Journal is to develop
an engineering theory of applied life.
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