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Introduction

Welcome to the Microsofte Windows NTwe Server Resource Kit: Windows NT
Server Networking Guide.

The Microsoft Windows NT Server Resource Kit for version 4.0 consists of three
new volumes and a single compact disc (CD) containing programs for both
Windows NT Workstation and Windows NT Server. An online version of the
new, comprehensive Windows NT Workstation Resource Guide is also available
on the CD. Update books for the Windows NT Server Resource Kit will be
released on a semi-annual basis. They will contain new information and major
revisions of existing topics.

The Windows NT Server Networking Guide presents detailed information that is
specific mainly to using Windows NT Server on or with a network, plus topics
that are either new for version 4.0 or reflect issues that our Product Support
people consider timely and important. This information is intended to be an in-
depth, technical supplement to the printed and online documentation included as
part of the Windows NT Server version 4.0 product. It does not replace that
information as the source for learning how to use the product features and
programs.

This introduction includes the following types of information you can use to get
started.

= The first section outlines the contents of this book, so that you can quickly find
pertinent technical details.

= The second section introduces the Windows NT Server Resource Kit CD.

= The third section describes the support policy for the Windows NT Server
Resource Kit.

About the Windows NT Server Networking Guide

This book includes the following chapters.

Part |, About Windows NT Server Networking

Chapter 1, “Windows NT Networking Architecture,” describes the layered
networking architecture built into Windows NT, and how it fits into the Open
Systems Interconnect (OSI) model. It also describes the Windows NT transfer
protocols, distributed processing, the distributed component object model
(DCOM), network resource access, workstation and server services, services
for Macintosh, and the Remote Access Service (RAS).
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Chapter 2, “Network Security and Domain Planning,” describes the
security model built into Windows NT. It also introduces the security
architecture and how the features work over the network domain structure to
provide a secure network. The chapter concludes with extensive and detailed
advice for planning a domain structure (including a description of the
Microsoft corporate domain model), and a section on troubleshooting security
problems.

Chapter 3, “Windows NT Browser Service,” describes the browser service
built into Windows NT. It presents the different types of browser computers,
and tells how Windows NT ensures that the browse list (the visual display of
all available network devices) is always accessible. The chapter also describes
how to select computers to be browsers and how browsing across a wide area
network (WAN) is handled.

Part I, Network Interoperability

Chapter 4, “Terra Flora: A Fictitious Case Study,” introduces Terra Flora
corporation, a fictitious international floral company, and gives background
information about the corporation. This corporation will be used to illustrate
the ability of heterogeneous networks to operate together using Windows NT
Server. The networking model that Terra Flora Corporation will implement, as
shown in the network diagram on the inside back cover of this book, contains
four levels of server services and provides a brief introduction to the levels and
services offered at each level.

Chapter 5, “Network Services: Enterprise Level,” presents various
decisions Terra Flora had to make about its network and explains the
procedures for implementing and configuring those choices. These issues
include their network protocol standard, addressing, logons, centralized
services, backups, and connecting to the Internet and remote access.

Part Ill, TCP/IP

Chapter 6, “TCP/IP Implementation Details,” provides additional detail
about the architecture of Transmission Control Protocol/Internet Protocol
(TCP/IP), including information about TCP/IP advanced configuration options
and descriptions of the client/server services that make it easier to administer
TCP/IP networks.

Chapter 7, “Managing Microsoft DHCP Servers,” describes the
client/server architecture of the Dynamic Host Configuration Protocol (DHCP)
and planning for DHCP server installation, managing the DHCP database, and
troubleshooting DHCP service problems.

Chapter 8, “Managing Microsoft WINS Servers,” describes the architecture
of the Windows Internet Name Service (WINS)—an RFC-compliant NetBIOS
name server for TCP/IP networks, and discusses planning for WINS server
implementation.
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Chapter 9, “Managing Microsoft DNS Servers,” describes the Domain
Name System and Microsoft DNS Server, and includes information on the
implementation of domain, zone, and Microsoft DNS server and client
concepts; planning issues for DNS, WINS, and Internet security; and using
DNS Manager to configure and manage Microsoft DNS Server.

Chapter 10, ‘“Using LMHOSTS Files,” provides information about the
LMHOSTS file that contains static mappings of “friendly” NetBIOS computer
names to IP addresses to enable computers to locate resources on the Internet
or on routed TCP/IP intranets.

Chapter 11, “Using SNMP for Network Management,” describes the
Simple Network Management Protocol (SNMP) of the TCP/IP protocol suite
and its implementation under Windows NT.

Chapter 12, “Troubleshooting Tools and Strategies,” presents information
about the TCP/IP programs that are used specifically for connectivity
troubleshooting on TCP/IP-based intranets.

Part IV, Using Windows NT Server Networking
Chapter 13, “Using NetBEUI with Windows NT,” describes the
implementation of the NetBEUI transport under Windows NT for
administrators and support personnel who support legacy networks (LANS)
using the NetBEUI protocol.

Chapter 14, “Using DLC with Windows NT,” provides information about
the Data Link Control (DLC) protocol under Windows NT, which provides
connectivity to IBM mainframes and to LAN printers attached directly to the
network.

Chapter 15, “Remoteboot,” explains how a computer running Windows NT
Server can start client computers (MS-DOSe, Microsoft Windowse 3.1, and
Microsoft Windows 95) over the network.

Chapter 16, “Microsoft Network Client Version 3.0 for MS-DOS,”
describes how to install, use, and troubleshoot Microsoft Network Client
version 3.0 for MS-DOS. Network Client is software that you install on a
computer running the MS-DOS operating system so that the computer can use
resources on a network.

Part V, Appendixes
Appendix A, “TCP/IP Utilities Reference,” provides a listing and
description of the TCP/IP programs and commands that are supported by
Windows NT for intranet and Internet troubleshooting and connectivity.

Appendix B, “Port Reference for Microsoft TCP/IP,” describes the well-
known and registered port assignments that are supported by Microsoft TCP/IP
for Windows NT.
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Appendix C, “MIB Object Types for Windows NT,” provides listings of the
SNMP managed-objects implemented in Windows NT.

Appendix D, “Windows Sockets,” is primarily for the developer. This
appendix provides information about using Windows Sockets and developing
Windows Sockets programs for Windows NT.

Appendix E, “RAS Reference,” provides an overview of the most important
modem compatibility standards and how they work within the Remote Access
Service (RAS). This appendix also presents a series of quick-reference charts
to give you a high-level perspective on how RAS works during a call to a
Windows NT RAS server, and reference tables for RAS server and client
computers that detail the different versions of RAS and the features they
support.

Appendix F, “Routers and Switches,” provides an overview of routing and
switching technologies, descriptions of the routing and switching equipment
selected and installed at Terra Flora, and the technical and business reasons for
those choices.

Appendix G, “NetBIOS Names,” lists the 16" character of a NetBIOS
computer name that uniquely identifies the networking client service, such as
workstation or browser. The 16" character is recognized and used in WINS and
LMHOSTS name resolution services.

Index to this Windows NT Server Networking Guide.

Resource Kit Compact Disc

The Windows NT Server Resource Kit CD includes a wide variety of tools and
programs to help you work more efficiently with both Windows NT Workstation
and Windows NT Server. You can read about some of the enhancements made to
the existing tools and programs as well as new ones that have been added for this
version 4.0 release in the Introduction to the Windows NT Server Resource Guide.

The CD that accompanies the Windows NT Server Resource Kit contains
programs that apply to information in the Windows NT Workstation Resource
Guide, the Windows NT Server Resource Guide, the Windows NT Server
Networking Guide, and the Windows NT Server Internet Guide. This new CD
replaces all previous ones. It includes a collection of information resources, tools,
and programs that can make networking and working with the Windows NT
platform even easier.

Note The programs on this CD are designed and tested for the U.S. version of
Windows NT version 4.0. Use of these programs on any other version of
Windows NT can cause unpredictable results.
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A large Help file with explanations of and user actions for the majority of the
messages included in Windows NT version 4.0, and a large Help file of
Performance Counter Definitions are just two of the major items included on the
Windows NT Server Resource Kit CD. Updates to these files and others will be
provided, when available, on the Microsoft Internet web site for the Windows NT
Resource Kits. See the Rktools.hlp file for the exact site address, as well as the
addresses of other Microsoft information sites.

After installing the Windows NT Server Resource Kit, please refer first to the
following three files:

» The Readme.wri file, which contains a complete list of all the tools and
programs on the Windows NT Server Resource Kit CD and additional setup
instructions for some of them.

= Either the Rkdocw.hlp file (for Windows NT Workstation) or the Rkdocs.hlp
file (for Windows NT Server), which provides a single entry point for all of
the major components of the Resource Kit’s online documentation.

= The Rktools.hlp file, which provides an overview of the Resource Kit tools
and programs and basic instructions on how to use many of them, along with
links to additional documentation and, in some cases, to the actual program
files.

The most current corrections to those tools and programs and their documentation,
as well as the POSIX and Perl source code files, are available on the Internet at
the following Microsoft FTP site:

ftp://ftp.microsoft.com/bussys/winnt/winnt-public/reskit/nt40/

Resource Kit Support Policy

The SOFTWARE supplied in the Windows NT Server Resource Kit is not
officially supported. Microsoft does not guarantee the performance of the
Windows NT Server Resource Kit tools, response times for answering questions,
or bug fixes to the tools. However, we do provide a way for customers who
purchase the Windows NT Server Resource Kit to report bugs and receive possible
fixes for their issues. You can do this either by sending Internet mail to
RKINPUT@MICROSOFT.COM or by referring to one of the options listed in the
Start Here book, which is included with your Windows NT Server product. This
mail address is only for issues related to Windows NT Server Resource Kit.
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The SOFTWARE (including instructions for its use and all printed and online
documentation) is provided “AS IS” without warranty of any kind. Microsoft
further disclaims all implied warranties, including, without limitation, any implied
warranties of merchantability or of fitness for a particular purpose. The entire risk
arising out of the use or performance of the SOFTWARE and documentation
remains with you.

In no event shall Microsoft, its authors, or anyone else involved in the creation,
production, or delivery of the SOFTWARE be liable for any damages whatsoever
(including, without limitation, damages for loss of business profits, business
interruption, loss of business information, or other pecuniary loss) arising out of
the use of or inability to use the SOFTWARE or documentation, even if Microsoft
has been advised of the possibility of such damages.
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CHAPTER 1

Windows NT Networking
Architecture

The Microsoft Windows NT operating system was designed and built with fully
integrated networking capabilities. These networking capabilities differentiate
Windows NT from other operating systems, such as MS-DOS, 0S/2, and UNIX,
in which network capabilities are installed separately from the core operating
system.

This chapter introduces the Windows NT networking architecture. It provides you
with descriptions of the following topics.

= The design goals and rationale for the Windows NT operating system.

= The basic components of the Windows NT operating system architecture.

= The basics of networking architecture in general. This includes a detailed
description of the model on which Windows NT was designed, as well as the
industry standards and specifications.

» The Windows NT vertical layers and the interfaces for communication
between layers.

= The Windows NT network protocols, which enable layers on two different
computers to communicate with each other.

= Distributed processing of applications across the network and the mechanisms
Windows NT uses to create connections between servers and workstations.

» The mechanisms for sharing resources across the network, including Multiple
Universal Naming Convention Provider (MUP) and Multi-Provider Router
(MPR).

= The workstation and server services.
= How binding options work, enabling communications between network layers.

= How Remote Access Service (RAS) works to connect remote or mobile clients
to corporate networks.

»  How Services for Macintosh are built into Windows NT, allowing Apple
Macintosh clients to connect to a Windows NT Server as if it were any other
AppleShare server.
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Windows NT Operating System Design and Basics

Two primary forces shaped the design of the Windows NT operating system:
market requirements and prudent, vigorous design.

Microsoft customers around the world provided the market requirements.
Customers wanted the following features.

Portability across families of processors, such as the Intel x86 line

Portability across different processor architectures, such as complex
instruction set computing (CISC), such as the Intel x86 processors, and
reduced instruction set computing (RISC), such as MIPS, DEC, and PowerPC

Transparent support for single-processor and multiprocessor computers
Support for distributed computing

Built-in networking

Industry standards compliance, such as POSIX

Certifiable security, such as C2, Functional C2, and E3

Leading-edge thinkers in operating system theory and design developed the
design goals, complementing the market requirements. The following features
have been built into the Windows NT design.

Extensibility, or modularity of Windows NT. The modular design allows
Microsoft to add new modules to all levels of the operating system without
compromising its existing stability.

Portability, or the ability of Windows NT to run on both CISC and RISC
processors.

Scalability, or the ability to take full advantage of symmetric multiprocessing
hardware.

Reliability and robustness, which means that the architecture protects the
operating system and its applications from damage. Applications run in their
own processes and cannot read or write outside of their own address space.
The operating system, in the kernel, is isolated from applications, which
interact with the kernel using only well-defined user-mode application
programming interfaces (APIs).
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= Performance, or speed of activity. By running its high-performance
subsystems in kernel mode where they interact with the hardware and with
each other without thread and process transitions, Windows NT 4.0 improves
performance, particularly for graphics-intensive applications, such as
Microsoft PowerPointe, by as much as 20 percent.

= Compatibility, which means that Windows NT 4.0 continues to support
MS-DOS, 08/2, Windows 3.x, and POSIX applications, as well as the FAT
file system and a wide variety of devices and networks.

Windows NT continues to blend together real-world experience in operating
systems with some of the best ideas from the computing industry and academia on
operating system theory.

Open Systems and Industry Standards

Open Systems are systems designed to incorporate all devices regardless of
manufacturer and accept third party add-on hardware or software products.
Industry standards fall into two categories: de jure and de facto.

De jure standards have been created by standards bodies, such as the American
National Standards Institute (ANSI), the Institute of Electrical and Electronic
Engineers (IEEE), and the International Standards Organization (ISO). For
example, the ANSI American Standard Code for Information Interchange (ASCII)
character encoding standard, the IEEE Portable Operating System Interface for
UNIX (POSIX) standard, and the ISO Open System Interconnection (OSI)
reference model for computer networks are all de jure standards.

De facto standards have been widely adopted by industry but are not endorsed by
any of the standards bodies. An example of a de facto standard is the
Transmission Control Protocol/Internet Protocol (TCP/IP) network
communications protocol. De facto standards exist either to fill gaps left by the
implementation specifications of the de jure standards or because no standard
currently exists for the particular area.

Open systems based solely on de jure industry standards do not yet exist and
probably never will because of the very different natures of the computer industry
and the academic-standards process. The speed with which the technology
changes is staggering, and the formal standards process can’t keep pace with it.
Various composites of system standards exist because the market demands that
solutions be implemented immediately. In today’s open systems, both de facto and
de jure standards are combined to create interoperable systems. It is the strategic
combination of both types of standards that enables open systems to keep pace
with rapidly changing technology.
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One key element of this middle-of-the-road approach is the use of strategically
placed layers of software, to allow the adjoining upper and lower layers of
software within the operating system to provide different functions that work
together. These software layers provide a standardized set APIs to the software
layers above and below themselves. A good example is the Network Device
Interface Specification (NDIS), which was jointly developed by Microsoft and
3Com in 1989. Another example is the Desktop Management Interface (DMI)
created by the Desktop Management Task Force (DMTF), an industry
organization with more than 300 vendor members, including Microsoft, Intel,
IBM, and Novell.

The benefit of this architecture is that it allows software modules above and below
the layer to be substituted for software modules developed using the same
standards. This means you can start out with a module that implements a de facto
standard and later supplement or replace it with one that implements a de jure
standard. In effect, you end up with the best of both worlds—open systems and
industry standards.

Client/Server Computing

The Windows NT operating system is designed for client/server computing,.
Client/server computing generally means connecting a single-user, general-
purpose workstation (client) to multiuser, general-purpose servers, with the
processing load shared between both. The client requests services, and the server
responds by providing the services.

The Windows NT operating system also extends the client/server model to
individual computers. For example, the user runs applications, which are clients
that request services from the protected subsystems, which are servers. The idea is
to divide the operating system into several discrete processes, each of which
implements a set of cohesive services, such as process-creation or memory-
allocation. These processes communicate with their clients, with each other, and
with the kernel component of the server by passing well-defined messages back
and forth.

The client/server approach results in a modular operating system. The servers are
small and self-contained. Because each runs in its own protected, user-mode
process, a server can fail without taking down the rest of the operating system.
The self-contained nature of the operating-system components also makes it
possible to distribute them across multiple processors on a single computer
(symmetric multiprocessing) or even across multiple computers on a network
(distributed computing).
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Object-Based Computing

Software objects are a combination of computer instructions and data that models
the behavior of things, real or imagined, in the world. Objects are composed of the
following elements.

= Attributes, in the form of program variables, which collectively define the
object’s state

= Behavior, in the form of code modules or methods that can modify those
attributes

= An identity that distinguishes one object from all others

Objects interact with each other by passing messages back and forth. The sending
object is known as the client and the receiving object is known as the server. The
client requests, and the server responds. In the course of conversation, the client
and server roles often alternate between objects. Windows NT is not an object-
oriented system in the strictest sense, but it does use objects to represent internal
system resources.

Windows NT uses an object metaphor that is pervasive throughout the
architecture of the system. When viewed using Windows NT, all of the following
appear as ordinary objects.

» Devices, such as printers, tape drives, keyboards, and terminal screens
= Processes and threads

= Shared memory segments

» Access rights

Multitasking and Multiprocessing

Multitasking and multiprocessing are closely related terms that are easily
confused. Multitasking is an operating-system technique for sharing a single
processor among multiple threads of execution. Multiprocessing refers to
computers with more than one processor. A multiprocessing computer can execute
multiple threads simultaneously, one thread for each processor in the computer. A
multitasking operating system only appears to execute multiple threads at the
same time; a multiprocessing operating system actually does so.

Multiprocessing operating systems can be either asymmetric or symmetric. The
main difference is in how the processors operate. In asymmetric multiprocessing
(ASMP), the operating system typically sets aside one or more processors for its
exclusive use. The remainder of the processors run user applications. In
symmetric multiprocessing (SMP), any processor can run any type of thread. The
processors communicate with each other through shared memory. The

Windows NT operating system is an SMP system.
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SMP systems provide better load-balancing and fault tolerance. Because the
operating system threads can run on any processor, the chance of hitting a CPU
bottleneck is greatly reduced. A processor failure in the SMP model will only
reduce the computing capacity of the system. In the ASMP model, if the processor
that fails is an operating system processor, the whole computer can go down.

SMP systems are inherently more complex than ASMP systems. A tremendous
amount of coordination must take place within the operating system to keep
everything synchronized. For this reason, SMP systems are usually designed and
written from the ground up.

Kernel and User Mode

In modern operating systems, applications are kept separate from the operating
system itself. The operating-system code runs in a privileged processor mode
known as the kernel, and has access to system data and hardware. Applications
run in a nonprivileged processor mode known as user mode, and have limited
access to system data and hardware through a set of tightly controlled APIs.

One of the design goals of the Windows NT operating system was to keep the
base operating system as small and efficient as possible. This was accomplished
by allowing only those functions that could not reasonably be performed
elsewhere to remain in the base operating system. The functionality that was
pushed out of the kernel ended up in a set of nonprivileged servers known as the
protected subsystems. The protected subsystems provide the traditional,
operating-system support to applications through a feature-rich set of APIs.

This design results in a very stable base operating system. Enhancements occur at
the protected subsystem level. New protected subsystems can even be added
without modification to either the base operating system or the other existing
protected subsystems.



Chapter1 Windows NT Networking Architecture 9

Executive

The executive is the kernel-mode portion of the Windows NT operating system
and, except for a user interface, is a complete operating system unto itself. The
executive is never modified or recompiled by the system administrator.

Y

POSIX Win32 0s/2 Security
subsystem subsystem subsyste subsystem

A A
User Mode
3 v v Kernel Mode
Executive Services
L System Services |
I/0 Manager
Cache . .
) Securit Local Virtual | Window Mana
Manager Object Heferen?:le Process | procedure M;muoary (WIN32K. SYg
File System Manager | *wonitor | Manager | cay Facility | Manager
Drivers
Network
; Graphic
Drivers | Microkernel De\Eice
Hardware Drivers
Device Drivers Hardware Abstraction Layer (HAL)
A A
ﬁt v Y

[ Hardware

Figure 1.1 Windows NT operating system architecture
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The executive is actually a family of software components that provide basic
operating-system services to the protected subsystems and to each other. The
executive components are listed below.

= I/O Manager

= Object Manager

= Security Reference Monitor

= Process Manager

= Local Procedure Call Facility

= Virtual Memory Manager

=  Window Manager

=  Graphics Device Interface

. = Graphics Device Drivers

The executive components are completely independent of one another and
communicate through carefully controlled interfaces. This modular design allows
existing executive components to be removed and replaced with ones that
implement new technologies or features. As long as the integrity of the existing
interface is maintained, the operating system runs as before. The top layer of the
executive is called the System Services, which are the interfaces between user-
mode protected subsystems and kernel mode. For details on the executive and its
components, see Chapter 1, “Windows NT Architecture,” in the Microsoft
Windows NT Workstation 4.0 Online Resource Guide.

Protected Subsystems

The protected subsystems are user-mode servers that are started when

Windows NT is started. There are two types of protected subsystems: integral and
environment. An integral subsystem is a server that performs an important
operating system function, such as security. An environment subsystem is a server
that provides support to applications written for or native to different operating
system environments, such as OS/2.

Windows NT currently ships with three environment subsystems: the Win32e
subsystem, the POSIX subsystem, and the OS/2 subsystem.

The Win32 (or 32-bit Windows) subsystem is the native subsystem of

Windows NT. It provides the most capabilities and efficiencies to its applications
and is the subsystem of choice for new software development. The POSIX and
OS/2 subsystems provide compatibility environments for their respective
applications and are not as feature-rich as the Win32 subsystem.
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Basic Concepts of Network Architecture

Networking software must perform a wide range of functions to enable
communications among computers. Some of these functions are listed below.

Device and I/O redirection

Process address registration

Interprocess connection

Password encryption and decryption

Message segmentation and desegmentation
Frame routing between networks

Frame delimiting and media-access arbitration

Pulse encoding of bits

To reduce the design complexity of a network, these functions are organized into
groups, which are then allocated to a series of layers. The purpose of each layer is
to offer services to the other layers, shielding the layers from the details of how
the offered services are actually implemented. The services provided by a
particular layer are a product of the network functions allocated to that layer and
are usually built upon services offered by other layers. The design of the set of
layers and of how they function with each other constitutes a network

architecture.
A Layer7 | Functions | g-:'g:ij:&":)‘;ﬁ
[ Layer 6 l FunctionsJ
| Layer 5 |Functions I
| Layer 4 |Functions l
[ Layer 3 lFunctionsJ
[ Layer 2 [FunctionsJ
Provided servfigﬁf | Layer 1 | Functions |§?

" Figure 1.2 Layered design of network services
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Communication Between Layers

Communication between layers within a computer is handled differently from
communication between two computers. The layers within a computer
communicate with each other using vertical interfaces. The layers on different
computers communicate with their counterparts using protocols.

Peer Relationships—Protocols

Peer-to-peer communications are performed using protocols. For example, layer 4
on one computer carries on a conversation with layer 4 on another computer. The
rules and conventions used in this conversation are collectively known as the
layer-4 protocol. The communication between the layers is considered peer-to-
peer communication. Functions performed in layer 4 of one computer are
communicated to layer 4 of another computer.

Vertical Relationships—Interfaces

Each layer ultimately communicates with its peer on the other computer.
However, no data passes directly from layer 4 on one computer to layer 4 on
another. Instead, each layer passes data and control information to the layer
immediately below it, until the lowest layer is reached and the data is transmitted
onto the network media. The receiving computer then passes the data and control
information from layer to layer until it reaches its own layer 4.

There is a well-defined interface between each pair of layers. The interface
defines which services the lower layer offers to the upper one and how those
services will be accessed.

Transmitting and Receiving Data Across a Network

When two computers transmit data over the network, one is a transmitting or
sending computer and one is a receiving computer. Data is passed in frames,
which are messages broken into smaller units with transport headers attached. To
understand how frames are transferred through a network, we need to look at both
ends of the transfer process: transmitting and receiving.

Transmitting

Data frames are formed whenever the sending computer initiates a request for
communication. Frame formation begins at the highest layer and continues down
through each successive layer. The protocol at each layer adds control information
(in the form of headers and trailers) to the data that was passed down from the
layer above. The frame is then passed to the layer below according to the
definition of the interface. Eventually, the data passes through all layers of the
protocol stack and is transmitted onto the network media.
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Receiving

At the receiving end, the frame is passed from the lower layers to the higher layers
in accordance with the definition of the interfaces. The protocol at each layer
interprets only the information contained in the headers and trailers that were
placed there by its peer on the transmitting end. The protocol considers the rest of
the frame to be the data unit, which it is responsible for delivering to the layer
above it.

The Open Systems Interconnect Model

In the early years of networking, sending and receiving data across a network was
confusing because large companies, such as IBM, Honeywell, and Digital
Equipment Corporation had individual standards for connecting computers. The
transmit and receive processes had to “talk” to the same protocols to
communicate. It was unlikely that applications operating on different equipment
from different vendors would be able to communicate. Vendors, users, and
standards bodies needed to agree upon and implement a standard architecture that
would allow computer systems to exchange information even though they were
using software and equipment from different vendors.

In 1978, the International Standards Organization (ISO) introduced a model for
Open Systems Interconnect (OSI) as a first step toward international
standardization of the various protocols required for network communication.
This ISO OSI model incorporates the following qualities.

= Jtis designed to establish data-communications standards that promote
multivendor interoperability.

= It consists of seven layers, with a specific set of network functions allocated to
each layer and guidelines for implementation of the interfaces between layers.

« It specifies the set of protocols and interfaces to implement at each layer.
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OSl Layers

Each layer of the OSI model exists as an independent module. In theory, you can
substitute one protocol for another at any given layer without affecting the
operation of layers above or below, although you probably wouldn’t want to do

SO.

The principles used to create the seven-layer model are listed below.

A layer should be created only when a different level of abstraction is
required.

Each layer should perform a well-defined function.

The function of each layer should be chosen with the goal of defining
internationally standardized protocols.

The layer boundaries should be chosen to minimize the information flow
across the interfaces.

The number of layers should be large enough to enable distinct functions to be
separated, but few enough to keep the architecture from becoming unwieldy.

The following diagram shows the numbering of the layers, beginning with the
physical layer, which is closest to the network media.

7. Application layer

6. Presentation layer

5. Session layer |

4, Transport layer |

3. Network layer |

2. Data Link layer

1. Physical layer 1

Physical Medium

Figure 1.3 Layers of the OSI model
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Physical Layer

The physical layer is the lowest layer of the OSI model. This layer controls the
way unstructured, raw, bit-stream data is sent and received over a physical
medium. This layer describes the electrical or optical, mechanical, and functional
interfaces to the physical network medium. The physical layer carries the signals
for all of the higher layers.

Data-encoding modifies the simple, digital-signal pattern (1s and Os) used by the
computer to better accommodate the characteristics of the physical medium and to
assist in bit and frame synchronization.

Data encoding resolves the following issues.

= Which signal pattern represents a binary 1
= How the receiving station recognizes when a “bit-time” starts

= How the receiving station delimits a frame

Physical medium attachment resolves the following issues.

=  Whether an external transceiver will be used to connect to the medium
=  How many pins the connectors have and what each pin is used for

The transmission technique determines whether the encoded bits will be
transmitted by means of baseband (digital signaling or broadband (analog)
signaling.

Physical-medium transmission determines whether it is appropriate to transmit
bits as electrical or optical signals, based on the following criteria.
=  Which physical-medium options can be used

= How many volts should be used to represent a given signal state in the specific
physical medium

Data-link Layer

The data-link layer provides error-free transfer of data frames from one computer
to another over the physical layer. The layers above this layer can assume
virtually error-free transmission over the network.

The data-link layer provides the following functions.

= Establishing and terminating alogical link (virtual-circuit connection) between
two computers identified by their unique network interface card (NIC)
addresses

= Controlling frame flow by instructing the transmitting computer not to transmit
frame buffers

= Sequentially transmitting and receiving frames
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Providing and expecting frame-acknowledgment, and detecting and recovering
from errors that occur in the physical layer by retransmitting non-
acknowledged frames and handling duplicate frame receipts

Managing media access to determine when the computer is permitted to use
the physical medium

Delimiting frames to create and recognize frame boundaries
Error-checking frames to confirm the integrity of the received frame

Inspecting the destination address of each received frame and determining if
the frame should be directed to the layer above

Network Layer

The network layer controls the operation of the subnet. It determines which
physical path the data takes, based on the network conditions, the priority of
service, and other factors.

The network layer provides the following functions.

Transferring the frameto a router if the network address of the destination does
not indicate the network to which the station is attached

Controlling subnet traffic to allow an intermediate system to instruct a sending
station not to transmit its frame when the router’s buffer fills up. If the router is
busy, the network layer can instruct the sending station to use an alternate
router

Allowing the router to fragment a frame when a downstream router’s
maximum transmission unit (MTU) size is less than the frame size. The frame
fragments will be reassembled by the destination station

Resolving the logical computer address (at the network layer) with the
physical network-interface-card (NIC) address (at the data-link layer), if
necessary

Keeping an accounting record of frames forwarded by subnet intermediate
system to produce billing information

The network layer at the transmitting computer must build its header in such a
way that the network layers residing in the subnet’s intermediate systems can
recognize the header and use it to route the data to the destination address.
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This layer eliminates the need for higher layers to know anything about the data
transmission or intermediate switching technologies used to connect systems. The
network layer is responsible for establishing, maintaining, and terminating the
connection to one or to several intermediate systems in the communication subnet.

In the network layer and the layers below it, the peer protocols are between each
computer and its immediate neighbor, which is often not the ultimate destination
computer. The source and destination computers may be separated by many
intermediate systems.

Transport Layer

The transport layer makes sure that messages are delivered in the order in which
they were sent and that there is no loss or duplication. It removes the concern
from the higher layer protocols about data transfer between the higher layer and
its peers.

The size and complexity of a transport protocol depend on the type of service it
can get from the network layer or data link layer. For a reliable network layer or
data-link layer with virtual-circuit capability, such as NetBEUI’s LLC layer, a
minimal transport layer is required. If the network layer or data-link layer is
unreliable or supports only datagrams (as TCP/IP’s IP layer and NWLink’s IPX
layer do), the transport layer should include frame sequencing and
acknowledgment, and associated error-detection and recovery.

Functions of the transport layer include the following tasks.

= Accepting messages from the layer above and, if necessary, splitting them into
frames

= Providing reliable, end-to-end message delivery with acknowledgments

= Instructing the transmitting computer not to transmit when no receive buffers
are available

= Multiplexing several process-to-process message streams or sessions onto one
logical link and keeping track of which messages belong to which sessions

The transport layer can accept large messages, but there are strict size limits
imposed by the layers at the network level and lower. Consequently, the transport
layer must break up the messages into smaller units, called frames, and attach a
header to each frame.
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If the lower layers do not maintain sequence, the transport header (TH) must
contain sequence information, which enables the transport layer on the receiving
end to present data in the correct sequence to the next higher layer.

Unlike the lower subnet layers, whose protocols are between immediately
adjacent nodes or computers, the transport layer and the layers above it are true
source-to-destination layers. They are not concerned with the details of the
underlying communications facility. Software for layers on the source computer at
the transport level and above carries on a conversation with similar software on
the destination computer, using message headers and control messages.

Session Layer

The session layer establishes a communications session between processes
running on different computers, and can support message-mode data transfer.

Functions of the session layer include:

= Allowing application processes to register unique process addresses, such as
NetBIOS names. It provides the means by which these process addresses can
be resolved to the network-layer or data-link-layer NIC addresses, if necessary.

= Establishing, monitoring, and terminating a virtual-circuit session between two
processes identified by their unique process addresses. A virtual-circuit session
is a direct link that seems to exist between the sender and receiver: In reality,
the connection is established through circuits.

= Delimiting messages, to add header information that indicates where a
message starts and ends. The receiving session layer can then refrain from
indicating any message data to the overlying application until the entire
message has been received.

» Informing the receiving application when buffer space is insufficient for the
entire message and that the message is incomplete (called message
synchronization). The receiving session layer may also use a control frame to
inform the sending session layer how many bytes of the message have been
successfully received. The sending session layer can then resume sending data
at the byte following the last byte acknowledged as received. When the
application subsequently provides another buffer, the session layer can place
the remainder of the message in that buffer and indicate to the application that
the entire message has been received.

= Performing other support functions that allow processes to communicate over
the network, such as user authentication and resource-access security.



Chapter1  Windows NT Networking Architecture 19

Presentation Layer

The presentation layer serves as the data translator for the network. This layer on
the sending computer translates data from the format sent by the application layer
into a common format. At the receiving computer, the presentation layer translates
the common format to a format known to the application layer.

The presentation layer provides the following functions.

= Character-code translation, such as from ASCII to EBCDIC
= Data conversion, such as bit order, CR-to-CR/LF, and integer-to-floating point

= Data compression, which reduces the number of bits that need to be
transmitted

= Data encryption, which renders data unreadable until it has been unencrypted,
for security purposes. An example is password encryption

Application Layer

The application layer serves as the window for users and application processes to
access network services. The application layer provides the following functions.
= Resource sharing and device redirection

= Remote file access

» Remote printer access

= Interprocess communication support

» Remote procedure call support

=  Network management

= Directory services

= Electronic messaging, including e-mail messaging

= Simulation of virtual terminals
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Data Flow in the OSI Model

The OSI model presents a standard data flow architecture, with protocols
specified in such a way that layer » at the destination computer receives exactly
the same object as was sent by layer n at the source computer.

Application

Presentation

|

Physical medium
Figure 1.4 OSI model data flow

The sending process passes data to the application layer, which attaches an
application header (AH) and then passes the frame to the presentation layer.

The presentation layer can transform data in various ways, if necessary, such as
by translating it and adding a header. It then gives the result to the session layer.
The presentation layer is not “aware” of which portion (if any) of the data
received from the application layer is AH and which portion is actually user data,
because that information is irrelevant to the presentation layer’s role.

The process is repeated from layer to layer until the frame reaches the data-link
layer. There, in addition to a header, a data trailer (DT) is added to aid in frame
synchronization. The frame is then passed down to the physical layer, where it is
actually transmitted to the receiving computer.
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On the receiving computer, the various headers and the DT are stripped off one by
one as the frame ascends the layers and finally reaches the receiving process.

Although the actual data transmission is vertical, each layer is programmed as if
the transmission were horizontal. For example, when a sending transport layer
gets a message from the session layer, it attaches a transport header (TH) and
sends it to the receiving transport layer. The fact that the message actually passes
to the network layer on its own machine is unimportant.

Vertical Interface Terminology in the OSI Model

In addition to defining the ideal seven-layer architecture and the network
functions allocated to each layer, the OSI model also defines a standard set of
rules and associated terms that govern the interfaces between layers.

The active protocol elements in each layer are called entities, which are typically
implemented by means of a software process. For example, the TCP/IP protocol
suite contains two entities within its transport layer: Transmission Control
Protocol (TCP) and User Datagram Protocol (UDP). Entities in the same layer on
different computers are called peer entities.

The layer directly below layer-n entities implements services that will be used by
layer n.

For data transfer services, OSI defines the terminology for the discrete data
components passed across the interface and between peer entities, as described in
the following example.

v The layer-n entity passes an inferface data unit (IDU) to the layer-n—I entity.

= The IDU consists of a protocol data unit (PDU) and some interface control
information (ICI).

= The PDU is the data that the layer-n entity wishes to pass across the network to
its peer entity. It consists of the layer-n header and the data that layer n
received from layer n+1.

» The layer-n PDU becomes the layer n—I service data unit (SDU), because it is
the data unit that will be serviced by layer .

= The ICI is made up of control information, such as the length of the SDU, and
the addressing information that the layer below needs to do its job.

=  When layer n—1I receives the layer-n IDU, it strips off and “considers” the ICI,
adds the header information for its peer entity across the network, adds ICI for
the layer below, and passes the resulting IDU to the layer n—2 entity.
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Figure 1.5 Vertical interface entities

Problems can occur in the data-flow path between two network stations. These
problems can include errant, restricted, or even halted communication. Vertical
and peer-trace utilities can be developed by third-party vendors to trace network
communication errors.

Vertical Interface Trace Utilities

Layer entities within a computer can call layer entities above and below them by
means of established interface-call mechanisms (such as an interrupt in MS-DOS
or, in Windows NT, an API-function call or IRP submission)and then pass a
defined IDU structure. These call mechanisms provide the means to write a trace
utility, which can do the following items.

» Capture the interface-call-mechanism entry point, saving the original entry
point.

= Gain control when the entry point is called.

= Examine the structure being passed, “snapshot” all or part of the IDU
structure, and then write the snapshot to a buffer or log file.

= Pass control to the original entry point.

If the data-flow problem is due to a layer entity’s passing incorrect or incorrectly
formatted ICI information, an examination of the log generated by the interface
trace wutility should reveal the cause of the problem. Vertical-interface trace
utilities that can be used to troubleshoot networking include the NBTRAP
(NetBIOS interface trace) utility for MS-DOS and the TDITRACE (Transport
Driver Interface interface trace) utility for Windows NT, among others.
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Peer-protocol Trace Utilities

A specially configured computer can connect to the physical medium to receive
and examine all frames sent to and from specified network addresses. The user
can set the computer software to display frame-header information at any
functional layer. The user can then view peer-protocol conversations between
selected computers. If the data-flow problem is due to an error in the peer
protocol, the user can detect it by examining the trace. Peer-protocol trace utilities
include Sniffer from Network General and Microsoft Network Monitor, among
others.

[Ho [H; [Data- - »,

. ]
Vertical Hy [Ha [Hs [He [, [Data |DT - %)
interface AT |

| [ tavert e LALALALALALAEEILAS

|
Peer

protocol
trace utility

Figure 1.6 Troubleshooting, using a Data Flow Trace
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IEEE Standard 802 for Low-level Protocols

Recognizing a need for standards in the local area network (LAN) market, the
IEEE undertook Project 802. Named for the year (1980) and month (February) of
its inception, Project 802 defines a family of low-level protocol standards at the
physical and data-link layers of the OSI model.

Under the terms of IEEE 802, the OSI data-link layer is further divided into two
sublayers: Logical Link Control (LLC) and Media Access Control (MAC).

. Osiiayers
Upper Layers...
IEEE 802 Layers
LLC
[ Logical Link Control
Data Link [ MAC
Media Access Control

Physical Physical

Figure 1.7 Comparison of IEEE layers and the OSI model

Data-link-layer functions allocated to the LLC sublayer include the following.

= Establishing and terminating links
= Controlling frame traffic
= Sequencing frames

= Acknowledging frames

Data-link-layer functions allocated to the MAC sublayer include the following
items.

» Managing media access

= Delimiting frames

= Checking frame errors

= Recognizing frame addresses
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Project 802 specifications include the following categories.

= 802.1 Overview of project 802, including higher layers and internetworking
= 802.2 Logical Link Control (LLC)

= 802.3 Carrier Sense Multiple Access with Collision Detect (CSMA/CD)

= 802.4 Token Bus

= 802.5 Token Ring

= 802.6 Metropolitan Area Network

= 802.7 Broadband Technology Advisory Group

= 802.8 Optical Fiber Technology Advisory Group

= 802.9 Voice/Data Integration on LANs

= 802.10 Standard for Interoperable LAN Security

The low-level protocol specifications 802.3 CSMA/CD, 802.4 Token Bus, and
802.5 Token Ring differ at the physical layer and MAC sublayer, but are
compatible at the LLC sublayer.

The 802 standards have been adopted by the following standards bodies.

= ANSI, as American National Standards
= National Bureau of Standards (NBS), as government standards
= ISQ, as international standards (known as ISO 8802)

ANSI FDDI Specification

Closely related to the IEEE 802 standards is a more recently developed low-level
protocol standard, Fiber Distributed Data Interchange (FDDI). FDDI was
developed by ANSI and is based on the use of fiber-optic cable.

FDDI differs from the IEEE 802 standards at the physical layer and MAC
sublayer, but is compatible with the IEEE standards at the LLC sublayer.
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Data-transfer Services

Protocol entities within a network architecture provide various types of data-
transfer services from a layer to the layers above it. The most prevalent data-
transfer services are called reliable connection and unreliable connectionless.

A connection service requires a virtual circuit or connection to be established
from the source computer to a single destination computer before any data transfer
can take place. A connection acts like a tube: The sender pushes objects in at one
end, and the receiver takes them out at the other end, in proper sequence. Because
sequencing is provided, a message that is larger than the maximum transmit-frame
size can be broken down into multiple frames, sent across the network, and re-
sequenced at the receiving computer.

A connectionless service requires no initial connection and offers no guarantee
that the data units will arrive in sequence. No connection is required, so messages
can be sent to one or multiple destination stations. No sequencing is provided, so
messages can be sent only in single-frame size.

A reliable service never loses data because the receiver acknowledges receipt of
all data sent. If the sender doesn’t receive acknowledgment, it re-sends.

With an unreliable service, no acknowledgments are sent, so there is no guarantee
that data sent was ever received.

Microsoft network products require that the underlying network drivers provide
both reliable-connection and unreliable-connectionless data-transfer services.

Microsoft network products use unreliable-connectionless data transfer only when
there is a need to send data simultaneously to many stations. Often, unreliable-
connectionless data transfer is used to locate the name of a computer. Once the
computer name is received, reliable-connection data transfer is used to connect to
the computer and complete the desired transaction. For example, an unreliable-
connectionless data transfer may be sent to all computers in a domain (such as net
send /d:<domain name> ‘“hello’) to find the name of a server that provides a
particular service.
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Data-transfer Modes

Different protocol entities offer different modes by which data can be transferred
across the network from one process to another. As indicated in Table 1.1, some
protocols, such as the NetBEUI NBFP, support more than one data-transfer mode.

Table 1.1 Data-transfer Mode Definitions and Protocols

Data-transfer

mode Mode type Definition Protocol
Reliable connection =~ Message mode Message NetBEUI NBFP,
delimination and TCP/IP NetBT,
synchronization NWLink NBIPX
Byte-stream mode Byte granular data TCP/IP
sequencing and TCP
acknowledgment
Packetstream mode ~ Packet granular data  NetBEUI, LLC,
sequencing and MSDLC, NWLink
acknowledgment SPX
Unreliable Datagram mode NetBEUI NBFP and
connectionless LLC;MSDLC,
TCP/IP UDP and

IP; NWLink IPX

The following sections discuss the attributes of various data-transfer modes.

Reliable Connection Message Mode

When the sending client submits a larger-than-packet-size message to be sent, the
sending protocol entity breaks the message into frame-sized segments. These
include message-delimiter information in the protocol header, which identifies
where the client submitted message starts and ends. This process allows the
receiving-protocol driver to receive the entire client message before indicating the
data to the receiving client.

If the receiving-client buffer fills up before the receiving-station protocol entity
has received the entire message, it will still provide the partial message to the
receiving client. It will also indicate that the data provided is a partial message
and that the receiving client must supply another buffer to receive the remaining
portion of the message.

When the receiving-protocol entity has received the entire message, it returns a
message to the sending-protocol entity, acknowledging receipt of the entire
message.
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Reliable Connection Byte-stream Mode

When the sending client submits a larger-than-packet-size message, the sending-
protocol-driver entity breaks the message into segments but does not include
message-delimiter information in the protocol header. The receiving-station-
protocol entity provides the data to the receiving client when the receiving client
provides the buffers to receive it, without any regard to the original message size.

When the receiving-protocol entity provides the data to the receiving client, it
returns a byte acknowledgment to the sending-protocol entity, acknowledging
receipt of all data up to a specified byte. The sending client can then begin
sending the message at the last byte acknowledged.

Reliable Connection Packetstream Mode

In this mode, the sending client can submit only packet-size messages. The
receiving protocol provides the packet-by-packet data in sequence to the receiving
client.

While the receiving protocol entity provides a frame of data to the receiving
client, it returns a message to the sending protocol entity, acknowledging receipt
of all packets pp to the specified packet number.

Note The Windows Sockets emulator emulates message-mode data transfer over
the NWLink SPX packet stream. The Sockets emulator component will break
large messages into packets and place message delimiters in the packet stream.
The receiving Sockets emulator will not provide the received data to the receiving
Sockets client until the entire message has been received.

Unreliable Connectionless Datagram Mode

The sending client can submit only packet-size messages to be sent. If the data
unit received is larger than the receiving client’s next receive buffer, then as much
of the received data unit as will fit is placed in the receiving client’s buffer and
provided to the client. The portion of the received data unit that could not fit in
the client buffer is simply lost; no associated error is returned to the receiving
client. If the data unit received is smaller than the client buffer, the protocol entity
will place the received data unit in the client buffer and immediately provide the
message, without waiting for more data to be received.

No acknowledgment is returned to the sending-protocol entity.
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The following diagram illustrates the data transfer process: ‘S’ (on the right side

of the diagram) indicates a SUCCESS return status code on the receive. ‘E’
indicates an error status on the receive: ERROR_MORE_DATA on message

mode data transfer.
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Figure 1.8 Data-transfer modes
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The Windows NT Layered Network Architecture

A significant difference between the Windows NT operating system and other
operating systems is that the networking capabilities were built into the system
from the ground up. With MS-DOS, Windows 3.x, and OS/2, networking was

added to the operating system.

By providing both client and server capabilities, a computer running Windows NT
Server or Windows NT Workstation can be either a client or server in either a
distributed-application environment or a peer-to-peer networking environment.

The following illustration shows the specific way Windows NT implements the

OSI model.
| RPC || Providers | [ Named Pipes |
__ _TApplicaon _________________________.___ UsrMode
6. Presentation Kernel Mode
5. Session [ NetBIOS Driver | | Redirectors | [ Servers | |WinSock Driver|
| - N
2. Transport | Transport Driver Interface H STREAMS
3. Network |
Transport Protocols
2. Data Link 1IN
(o) |_ NDIS Interface |[ sTREAMS
(MAC) | Network Adapter Card Drivers |
1. Physical | Network Interface Card(s) |

Figure 1.9 Windows NT layered network architecture

To understand the Windows NT operating system capabilities, it is important to
understand the network architecture. The networking architecture with its layered
organization provides expandability by allowing other functions and services to
be added.
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The rest of the chapter is devoted to an explanation of the concepts and features of
the Windows NT layered networking architecture, including the following topics.
= Boundary layers

»  Network protocols

= Streams

= Distributed processing

» Distributed component object model

= Network resource access

=  Workstation service

= Server service

= Binding options

= Remote Access Service

= Services for Macintosh

Boundary Layers

A boundary is the unified interface between the functional layers in the

Windows NT network architecture model. Creating boundaries as breakpoints in
the network layers helps open the system to outside development, making it easier
for outside vendors to develop network drivers and services. Because the
functionality that must be implemented between the layers is well defined,
developers need to program only between the boundary layers instead of going
from the top to the bottom. Boundary layers also enable software developed above
and below a level to be integrated without rewriting.

There are two significant boundary layers in the Windows NT operating system
network architecture: the Network Driver Interface Specification (NDIS) 3.0
boundary layer and TDI boundary layer.
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The NDIS 3.0 boundary layer provides the interface to the NDIS wrapper and
device drivers.

User Mode Applications

Syzifms D I:I I:' [:l I:I

NWLink
DLC NetBEUI TCP/IP (IPX/SPX)

NDIS Wrapper
NDIS NIC Driver
NIC

Figure 1.10 'Windows NT boundary layers

Transport Driver Interface

TDI is a common interface for a driver (such as the Windows NT redirector and
server) to communicate with the various network transports. This allows
redirectors and servers to remain independent of transports. Unlike NDIS, there is
no driver for TDI; it is simply a standard for passing messages between two layers
in the network architecture.

Network Driver Interface Specification 3.0

In 1989, Microsoft and 3Com jointly developed a specification defining an
interface for communication between the MAC sublayer and protocol drivers
higher in the OSI model. Network Driver Interface Specification (NDIS) is a
standard that allows multiple network adapters and multiple protocols to coexist.
NDIS permits the high-level protocol components to be independent of the
network interface card by providing a standard interface. The network interface
card driver is at the bottom of the network architecture. Because the Windows NT
network architecture supports NDIS 3.0, it requires that network adapter-card
drivers be written to the NDIS 3.0 specification. NDIS 3.0 allows an unlimited
number of network adapter cards in a computer and an unlimited number of
protocols that can be bound to a single adapter card.

In Windows NT, NDIS has been implemented in a module called Ndis.sys, which
is referred to as the NDIS wrapper.
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The NDIS wrapper is a small piece of code surrounding all of the NDIS device
drivers. The wrapper provides a uniform interface between protocol drivers and
NDIS device drivers, and contains supporting routines that making it easier to
develop an NDIS driver.

NDIS.SYS

Protocol Stack
Driver

Windows NT
Executive

NDIS (MAC)
Driver

¢

Network
Interface
Card

Figure 1.11 NDIS Wrapper

Previous implementations of NDIS required a protocol manager (PROTMAN) to
control access to the network adapter. The primary function of PROTMAN was to
control the settings on the network adapter and the bindings to specific protocol
stacks. The Windows NT operating system networking architecture does not need
a PROTMAN module because adapter settings and bindings are stored in the
registry and configured using Control Panel.

Because the NDIS wrapper controls the way protocols communicate with the
network adapter card, the protocols communicate with the NDIS wrapper rather
than with the network adapter card itself. This is an example of the modularity of
the layered model. The network adapter card is independent from the protocols;
therefore, a change in protocols does not require changing settings for the network
adapter card.
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Network Protocols

The Windows NT operating system ships with four network protocols:

= Data Link Control (DLC)
» NetBEUI

= TCP/IP

= NWLink (IPX/SPX)

User Mode Applications
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NDIS Wrapper
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Figure 1.12 Windows NT network protocols

Data Link Control

Unlike the other protocols, the Data Link Control (DLC) protocol is not designed
to be a primary protocol for network use between personal computers. DL.C
provides applications with direct access to the data-link layer but is not used by
the Windows NT operating system redirector. Since the redirector cannot use
DLC, this protocol is not used for normal-session communication between
computers running Windows NT Server or Windows NT Workstation.

The DLC protocol is primarily used for two tasks.
= Accessing IBM mainframes, which usually run 3270 applications.

= Printing to Hewlett-Packard printers connected directly to the network.

Network-attached printers, such as the HP III, use the DLC protocol because the
received frames are easy to take apart and because DLC functionality can easily
be coded into read-only memory (ROM).
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DLC needs to be installed only on those network machines that perform these two
tasks, such as a print server sending data to a network HP printer. Client
computers sending print jobs to the network printer do not need the DLC
protocol; only the print server communicating directly with the printer needs the
DLC protocol installed.

The registry location for the DLC parameters is:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\DLC

The registry entry for the DLC driver indicates that it is loaded after the kernel has
been started (Start 0x1), and it is dependent on having an NDIS group service
available. Its linkage shows that it is bound to the network adapter by the
appropriate NDIS device driver.

NetBIOS Extended User Interface

IBM introduced NetBIOS Extended User Interface (NetBEUT) in 1985. NetBEUI
was developed for small departmental LANs of 20 to 200 computers. It was
assumed that these LANs would be connected by gateways to other LAN
segments and mainframes.

NetBEUI version 3.0 is included with Windows NT Server and Windows NT
Workstation. It features the following advantages.

= Provides a fast protocol on small LANs

= Breaks the 254-session barrier of previous versions of NetBEUI

= Provides much better performance over slow links than previous versions of
NetBEUI

= [s completely self-tuning and has good error protection
=  Uses a small amount of memory

= Does not require configuring

NetBEUTI has two disadvantages.

= NetBEUI is not routable.

=  NetBEUI performance across WANS is poor.

The registry location for the NetBEUI parameters is:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\NBF

The NetBEUI registry entry looks like the DLC entry. Like the DLC driver,
NetBEUI is dependent on having an available NDIS group service. Also, under
the linkage key, NetBEUI is bound to the network adapter entry by way of the
NDIS device driver entry.
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Strictly speaking, NetBEUI 3.0 is not truly NetBEUI because it is not inherently
extending the NetBIOS interface. Instead, its upper-level interface conforms to

the TDI. However, NetBEUI 3.0 still uses the NetBIOS Frame Format (NBF)
protocol and is completely compatible and interoperable with previous versions of
NetBEUI.

Network applications speaking directly to the NetBEUI 3.0 protocol driver now
must use TDI commands instead of NetBIOS commands. This is a departure from
earlier implementations of NetBEUI on MS-DOS and OS/2, which provided the
programming interface as part of the transport's device driver. There is nothing
wrong with this, but in the Windows NT operating system implementation, the
programming interface (NetBIOS) has been separated from the protocol
(NetBEUI) to increase flexibility in the layered architecture. Two points
summarize the difference between these two.

= NetBEUI is a protocol.

= NetBIOS is a programming interface.

Transmission Control Protocol/Internet Protocol

TCP/IP is an industry-standard suite of protocols designed for WANS. It was
developed in 1969, resulting from a Defense Advanced Research Projects Agency
(DARPA) research project on network interconnection.

DARPA developed TCP/IP to connect its research networks. This combination of
networks continued to grow and now includes many government agencies,
universities, and corporations. This global WAN is called the Internet.

The Windows NT TCP/IP allows users to connect to the Internet and to any
machine running TCP/IP and providing TCP/IP services.

Some of the advantages of TCP/IP protocol are that it provides the following
functions.

= Providing connectivity across operating systems and hardware platforms
= Providing access to the Internet

= Providing a routable protocol

= Supporting Simple Network Management Protocol (SNMP)

=  Supporting Dynamic Host Configuration Protocol (DHCP), which provides
dynamic IP-address assignments

= Supporting Windows Internet Name Service (WINS), which provides a
dynamic database of IP address-to-NetBIOS name-resolution mappings

The registry location for TCP/IP parameters is:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip
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Streams

NWLink (IPX/SPX)

NWLink is an IPX/SPX-compatible protocol for the Windows NT network
architecture. It can be used to establish connections between computers running
Windows NT Server or Windows NT Workstation and MS-DOS, OS/2, and
Microsoft Windows through a variety of communication mechanisms.

NWLink is simply a protocol. By itself, it does not allow a computer running
Windows NT Server or Windows NT Workstation to access files or printers
shared on a NetWare server, or to act as a file or print server to a NetWare client.
To access files or printers on a NetWare server, a redirector must be used, such as
the Client Service for NetWare (CSNW) on Windows NT Workstation or the
Gateway Service for NetWare (GSNW) on Windows NT Server.

NWLink is useful if there are NetWare client/server applications running that use
Sockets or NetBIOS over the IPX/SPX protocol. The client portion can be run on
a Windows NT Server or Windows NT Workstation system to access the server
portion on a NetWare server, and vice versa.

NWNBLink contains Microsoft enhancements to Novell NetBIOS. The
NWNBLink component is used to format NetBIOS-level requests and pass them
to the NWLink component for transmission on the network.

The registry location for NWLink parameters is:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Sefvices\NWLINK

Streams are multiple data channels that allow broader bandwidth for data transfer.
There are two reasons for writing a protocol to use the Streams device driver.

= Streams makes it easier to port existing protocols to the Windows NT
operating system.

= Streams encourages protocols to be organized in a modular, stackable style,
thus moving closer to the original vision of the OSI model.

DI

NWLink

TCPIP | | pispy)

NetBEUI

DLC

NDIS 3.0

Figure 1.13 Windows NT 3.1 Streams
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In Windows NT version 3.1, both TCP/IP and NWLink were surrounded by a
Streams device driver. Calls to the TCP/IP or NWLink protocol first passed
through the upper layer of the Streams device driver, and then to the NDIS device
driver by way ofthe lower layer of the Streams device driver. The streams device
driver exposes the TDI interface at its top and the NDIS interface at the bottom.
Streams is a significant departure from the way protocols were developed for
MS-DOS and OS/2.

Streams has one great disadvantage: overhead. The protocol requires more
instructions to pass a request from the TDI through Streams than if Streams were
not used. This is why TCP/IP and NWLink do not use Streams in Windows NT
version 3.5 or later.

Distributed Processing

A powerful computer can share its processing power, executing tasks on behalf of
other computers. Applications that split processing between networked computers
are called distributed applications. A client/server application is a distributed
application in which processing is divided between a workstation (the client) and
a more powerful server. The client portion is sometimes referred to as the front
end and the server portion is sometimes referred to as the back end.

The client portion of a client/server application usually consists of just the user
interface to the application. It runs on the client workstation and takes a low-to-
average amount of processing power. Typically, processing done by the client
portion requires a large network bandwidth. For example, the client portion would
handle screen graphics, mouse movements, and keystrokes.

The server portion of a client/server application often requires large amounts of
data storage, computing power, and specialized hardware. It performs operations
that include database lookups, updates, and mainframe data access.

The goal of distributed processing is to move the actual application processing
from the client system to a server system with the power to run large applications.
During execution, the client portion formats requests and sends them to the server
for processing. The server executes the request.
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Distributed Component Object Model

In addition to supporting component object model (COM) for interprocess
communication on a local computer, Windows NT Server now supports
distributed component object model (DCOM). DCOM (or Networked OLE) is a
system of software objects designed to be reusable and replaceable. The objects
support sets of related functions, such as sorting, random-number generation, and
database searches. Each set of functions is called an interface, and each DCOM
object can have multiple interfaces. When applications access an object, they
receive an indirect pointer to the interface functions. From then on, the calling
application doesn’t need to know where the object is or how it does its job.

DCOM allows you to efficiently distribute processes across multiple computers so
that the client and server components of an application can be placed in optimal
locations on the network. Processing occurs transparently to the user. Thus, the
user can access and share information without needing to know where the
application components are located. If the client and server components of an
application are located on the same computer, DCOM can be used to transfer
information between processes. DCOM is platform independent and supports any
32-bit application that is DCOM-aware.

Note Before you can use an application with DCOM, you must use DCOM
Configuration to set the application's properties.

Advantages of Using DCOM

DCOM is the preferred method for developers to use in writing client/server
applications for Windows NT.

With DCOM, interfaces can be added or upgraded without deleting the old ones,
so applications aren’t forced to upgrade each time the object changes. Functions
are implemented as dynamic-link libraries, so changes in the functions, including
new interfaces or the way the function works, can be made without recompiling
the applications that call them.

Windows NT 4.0 supports DCOM by making the implementation of application
pointers transparent to the application and the object. Only the operating system
needs to know if the function called is handled in the same process or across the
network. This frees the application from concerns with local or remote procedure
calls. Administrators can choose to run DCOM applications on local or remote
computers, and can change the configuration for efficient load balancing.
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For example, suppose your company's payroll department uses an application with
DCOM to print paychecks. When a payroll employee runs a DCOM-enabled
client application on a desktop, the application starts a business-rules server.
Then, the server application connects to a database server and retrieves employee
records, such as salary information. The business-rules server then transforms the
payroll information into the final output and returns it to the client to print.

Your application may support its own set of DCOM features. For more
information about configuring your application to use DCOM, see your
application's documentation.

DCOM builds upon remote procedure call (RPC) technology by providing a more
scalable, easier-to-use mechanism for integrating distributed applications on a
network. A distributed application consists of multiple processes that cooperate to
accomplish a single task. Unlike other interprocess communication (IPC)
mechanisms, DCOM gives you a high degree of control over security features,
such as permissions and domain authentication. It can also be used to launch
applications on other computers or to integrate web-browser applications that run
on the ActiveX™ platform.

Microsoft Visual Basice, Enterprise Edition customers who are currently using
Remote Automation can easily migrate their existing applications to use DCOM.
For more information, see your Visual Basic documentation or visit the Visual
Basic web site at www.microsoft.com/vbasic.

Setting Security on DCOM Applications

The Windows NT 4.0 security model is easily extended to DCOM objects.
Administrators set permissions on DCOM applications and can vary those
permissions for local and remote execution.

Once a DCOM-enabled application is installed, you can use DCOM
Configuration (in Control Panel) for the following purposes.

= To disable DCOM so that it can't be used for the computer or the application.
» To set the location of the application.

» To set permissions on the server application by specifying which user accounts
can or cannot access or start it. You can grant permissions that apply to all
applications installed on the computer or to only a particular application.

= To set the user account (or identity) that will be used to run the server
application. The client application uses this account to start processes and
access resources on other computers in the domain. If the server application is
installed as a service, you can run the application using the built-in System
account or a Windows NT Server service account that you have created.

= To control the level of security (for example, packet encryption) for
connections between applications.
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The computers running the client application and the server application must both
be configured for DCOM. On the computer running as a client, you must specify
the location of the server application that will be accessed or started. For the
computer running the server application, you must specify the user account that
will have permission to access or start the application, and the user account that
will be used to run the application.

Ihterprocess Communication Mechanisms for Distributed
Processing

The connection between the client and server portions of distributed applications
must allow data to flow in both directions. There are a number of ways to
establish this connection. The Windows NT operating system provides seven
different Interprocess Communication (IPC) mechanisms.

= Named Pipes

= Mailslots

= NetBIOS

=  Windows Sockets

= Remote Procedure Calls (RPCs)

» Network Dynamic Data Exchange (NetDDE)

= Server Message Blocks (SMBs)

= Distributed Component Object Model (DCOM)

Named Pipes and Mailslots

A pipe is a portion of memory that can be used by one process to pass information
to-another. A pipe connects two processes so that the output of one can be used as
input to the other.

Named pipes and mailslots are actually written as file system drivers, so
implementation of named pipes and mailslots differs from implementation of
other IPC mechanisms. There are entries in the registry for NPFS (Named Pipe
File System) and MSFS (Mailslot File System). As file systems, they share
common functionality, such as security, with the other file systems. Local
processes can also use named pipes and mailslots. As with all of the file systems,
remote access to named pipes and mailslots is accomplished through the
redirector.

Named pipes provide connection-oriented messaging. Named pipes are based on
OS/2 API calls, which have been ported into the Win32 base API set. Additional
asynchronous support has been added to named pipes to make support of
client/server applications easier.
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In addition to the APIs ported from OS/2, the Windows NT operating system
provides special APIs that increase security for named pipes. Using a feature
called impersonation, the server can change its security identity to that of the
client at the other end of the message. A server typically has more permissions to
access databases on the server than the client requesting services has. When the
request is delivered to the server through a named pipe, the server changes its
security identity to the security identity of the client. This limits the server to only
those permissions granted to the client rather than its own permissions, thus
increasing the security of named pipes.

The mailslot implementation in the Windows NT operating system is a subset of
the Microsoft OS/2 LAN Manager implementation. The Windows NT operating
system implements only second-class mailslots, not first-class mailslots. Second-
class mailslots provide connectionless messaging for broadcast messages.
Delivery of the message is not guaranteed, although the delivery rate on most
networks is quite high. Connectionless messaging is most useful for identifying
other computers or services on a network, such as the Computer Browser service
offered in the Windows NT operating system.

For a description of connectionless messaging, see “Data Transfer Modes,” earlier
in this chapter.

NetBIOS

NetBIOS is a standard programming interface in the personal-computing
environment for developing client/server applications. NetBIOS has been used as
an IPC mechanism since the introduction of the interface in the early 1980s.

A NetBIOS client/server application can communicate over various protocols:

= NetBEUI Frame protocol (NBF).
= NWLink NetBIOS (NWNBLink).

= NetBIOS over TCP/IP (NetBT).NetBT provides RFC 1001/1002 NetBIOS
support for the TCP/IP protocol stack.

From a programming perspective, higher-level IPC mechanisms, such as named
pipes and RPC, have superior flexibility and portability.

NetBIOS uses the following components.

= Netapi32.dll, which shares the address space of the NetBIOS user-mode
application. (However, Netapi32.dll is used for more than NetBIOS requests.)

»  NetBIOS emulator, which provides the NetBIOS mapping layer between
NetBIOS applications and the TDI-compliant protocols.
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NetBIOS Application

NetBIOS
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Figure 1.14 NetBIOS programming interface

MS-DOS and NetBIOS applications are hard-coded to use a specific LANA
number for communicating on the network. You can assign a LANA number to
each network route. The network route consists of the protocol driver and the
network adapter that will be used for NetBIOS commands sent to its assigned
LANA number.

To assign a LANA number to a network route

1. Click Start, point to Settings, and click Control Panel.

2. Double-click Network.

3. Click the Services tab.

4. Click NetBIOS Interface, and then click Properties.
The NetBIOS Configuration dialog box appears.

se this screen to.change U
sted NetBI0S netviork routes..

NetBT -» UB -> UB
Nbf -> UB -> UB1

5. Click the number you want under Lana Number, and then click Edit.
6. Type a new number, and click OK.
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Windows Sockets

The Windows Sockets API provides a standard interface to protocols with
different addressing schemes. The Sockets interface was developed at the
University of California, Berkeley, in the early 1980s. The Windows Sockets API
was developed to migrate the Sockets interface into the Windows and

Windows NT environments. Windows Sockets was also developed to help
standardize an API for all operating system platforms. Windows Sockets is
supported on the following protocols.

= TCP/IP
= NWLink (IPX/SPX)

Windows Sockets
Windows Application
Sockets
APl
User Mode
Kernel Mode
TDI
NetBEUI
DLC
NDIS 3.0

Figure 1.15 Windows Sockets programming interface

Windows Sockets consists of the following items.

= Wsock32.dll, which shares the address space of the Windows Sockets user-
mode application.

=  Windows Sockets emulator,which provides the Windows Sockets mapping
layer between the Windows Sockets applications and the TDI-compliant
protocols.

Remote Procedure Call

Much of the original work on Remote Procedure Call (RPC) was initiated at Sun
Microsystems. This work has been carried forward by the Open Software
Foundation (OSF) as part of their Distributed Computing Environment (DCE).
The Microsoft RPC implementation is compatible with the OSF/DCE standard
RPC.

It is important to note that it is compatible but not compliant. In this situation,
compliance implies that you started with the OSF source code and worked
forward. For a number of reasons, Microsoft developed RPC from the ground up.
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The RPC mechanism is completely compatible with other DCE-based RPC
systems, such as the ones for HP and IBM/AIX systems, and will interoperate
with them.

The Microsoft RPC mechanism is unique in that it uses the other IPC mechanisms
to establish communications between the client and the server. RPC can use the
following to communicate with remote systems:

» Named pipes
= NetBIOS
= Windows Sockets

If the client and server portions of the application are on the same machine, local
procedure calls (LPCs) can be used to transfer information between processes.
This makes RPC the most flexible and portable of the IPC choices available.

RPC is based on the concepts used for creating structured programs, which can

be viewed as having a “backbone” to which a series of “ribs” can be attached. The
backbone is the mainstream logic of the program, which should rarely change.
The ribs are the procedures that the backbone calls on to do work or perform
functions. In traditional programs, these ribs were statically linked to the
backbone and stored in the same executable.

Windows and OS/2 use data-link libraries (DLLs). With DLLs, the procedure
code and the backbone code are in different pieces. This enables the DLL to be
modified or updated without changing or redistributing the backbone portion.

RPC takes the concept one step further and places the backbone and the ribs on
different computers. This raises many issues, such as data formatting, integer-byte
ordering, locating which server contains the function, and determining which
communication mechanism to use.

RPC is the developer’s preferred method for writing client/server applications for
Windows NT. The components necessary to use a remote procedure call are the
following items.

= Remote Procedure Stub (Proc Stub), which packages remote procedure calls to
be sent to the server by means of the RPC run time.

=  RPC Run Time (RPC RT), which is responsible for communications between
the local and remote computer, including the passing of parameters.

= Application Stub (APP Stub), which accepts RPC requests from RPC RT,
unwraps the package, and makes the appropriate call to the remote procedure.

= Remote Procedure, which is the actual procedure that is called by the network.
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Client applications are developed with a specially compiled “stub” library. The
client application “thinks” it will call its own subroutines. In reality, these stubs
will transfer the data and the function to the RPC RT module. This module will be
responsible for finding the server that can satisfy the RPC command. Once found,
the function and data will be sent to the server, where they are picked up by the
RPC RT component on the server. The server piece then loads the library needed
for the function, builds the appropriate data structure, and calls the function.

The function interprets the call as coming from the client application. When the
function is completed, any return values will be collected, formatted, and sent
back to the client through the RPC RT. When the function returns to the client
application, it will have the appropriate returned data or an indication that the
function failed.

Client Application

1 e g

RPC RunTime

RPC Run Time RPC Run.Time

Stub
1

Library with Funct
1and2

ions

Library with Function 3

Figure 1.16 How RPC calls operate

Network Dynamic Data Exchange

Network Dynamic Data Exchange (NetDDE) is an extension of the Dynamic Data
Exchange (DDE) protocol that has been in use since Windows version 2.x.
NetDDE enables users to use DDE over a NetBIOS-compatible network. To
understand NetDDE, you need to know something about DDE.

DDE is a protocol that allows applications to exchange data. To perform such an
exchange, the two participating applications must first engage in a DDE
conversation. The application that initiates the DDE conversation is the DDE
client application, and the application that responds to the client request is the
DDE server application.

A single application can be simultaneously engaged in multiple DDE
conversations, acting as the DDE client application in some DDE conversations
and as the DDE server application in others. This allows a user to set up a DDE
link between applications and have one of the applications automatically update
another.
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Figure 1.17 NetDDE

NetDDE extends all of the DDE capabilities so that they can be used across the
network, using the NetBIOS emulator. This enables applications on two or more
workstations to dynamically share information. NetDDE is not a special form of
DDE but rather a service that examines the information contained in a DDE
conversation and looks for a special application name. Implementing NetDDE in
this manner allows any DDE application to take advantage of NetDDE without
modification.

The NetDDE service examines DDE requests, looking for the use of a special
application name reserved by NetDDE, which is preceded by the name of the
remote system. The reserved application name is NDDES$; therefore, NetDDE is
looking for DDE requests that use an appllcatlon name in the following form:
\\<servername>\ndde$.

Before a user can connect to a printer or directory from a remote location, the
printer or directory must be shared. Similarly, a NetDDE share must be created on
a computer before an application on that computer can use NetDDE to
communicate with the application on another computer. NetDDE-aware
applications, such as Chat, automatically create a NetDDE share for themselves
during installation. For other applications, a NetDDE share can be created with
ClipBook Viewer, and data can then be exchanged through the ClipBoard. In
addition, Windows NT includes the DDE Share utility (Ddeshare.exe), which can
be used to set up a NetDDE share so that applications can directly exchange data.

NetDDE shares are defined in the registry. They are accessed by communicating
with the Network DDE Service Data Manager (DSDM), which is the
Windows NT operating system service that supports the rest of NetDDE.
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Because NetDDE is simply an extension of DDE, the same APIs used to establish
a DDE conversation are used to establish NetDDE conversations.

In Windows NT 3.1, the NetDDE services automatically load at system startup. In
Windows NT 3.5 and later, the default startup type for NetDDE is manual, which
improves startup time. The startup type for the NetDDE services can be
configured through Control Panel.

Server Message Blocks

The Server Message Blocks (SMB) protocol, developed jointly by Microsoft,
Intel, and IBM, defines a series of commands used to pass information between
networked computers. The redirector packages network-control-block (NCB)
requests meant for remote computers in a SMB structure. SMBs can be sent over
the network to remote devices. The redirector also uses SMBs to make requests to
the protocol stack of the local computer, such as “Create a session with the file
server.”

SMB uses four message types, which are listed below.
= Session control messages, which consist of commands that start and end a
redirector connection to a shared resource at the server.

= File messages, which are used by the redirector to gain access to files at the
server.

= Printer messages, which are used by the redirector to send data to a print queue
at a server and to get status information about the print queue.

= Message messages, which allow an application to exchange messages with
another workstation.

The provider DLL listens for SMB messages destined for it and removes the data
portion of the SMB request so that it can be processed by a local device.

SMBs provide interoperability between different versions of the Microsoft family
of networking products and other networks that use SMBs, including those on the
following list.

= MSe 0S/2 LAN Manager

= Microsoft Windows for Workgroups

= IBM LAN Server

= MS-DOS LAN Manager

= DEC PATHWORKS

=  Microsoft LAN Manager for UNIX

= 3Com 3+Open

=  MS-Net
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Network Resource Access

Applications reside above the redirector and server services in user mode. Like all
other layers in the Windows NT networking architecture, there is a unified
interface for accessing network resources, which is independent of any redirectors
installed on the system. Access to resources is provided through one of two
components: the Multiple Universal Naming Convention Provider (MUP) and the
Multi-Provider Router (MPR).

Multiple Universal Naming Convention Provider

When applications make I/O calls containing Universal Naming Code (UNC)
names, these requests are passed to the Multiple Universal Naming Convention
Provider (MUP). MUP selects the appropriate UNC provider (redirector) to
handle the I/O request.

Universal Naming Convention Names

UNC is a naming convention for describing network servers and the share points
on those servers. UNC names start with two backslashes followed by the server
name. All other fields in the name are separated by a single backslash. A typical
UNC name would appear as: \\server\share\subdirectory\filename.

Not all of the components of the UNC name need to be present with each
command; only the share component is required. For example, the command
dir\\servername\sharename can be used to obtain a directory listing of the root of
the specified share.

Why MUP?
One of the design goals of the Windows NT networking environment is to provide
a platform upon which others can build. MUP is a vital part of allowing multiple
redirectors to coexist in the computer. MUP frees applications from maintaining
their own UNC-provider listings.
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How MUP Works

MUP is actually a driver, unlike the TDI interface, which merely defines the way
a component on one layer communicates with a component on another layer.
MUP also has defined paths to UNC providers (redirectors).

I/O requests from applications that contain UNC names are received by the I/O
Manager, which in turn passes the requests to MUP. If MUP has not seen the
UNC name during the previous 15 minutes, MUP will send the name to each of
the UNC providers registered with it. MUP is a prerequisite of the Workstation
service.

Application Using I/O
Call with UNC Name

(\server\share)
‘f User Mode
J Kernel Mode

| MUP ]
{ ¢

Windows NT Other
Redirector Redirectors
(RDR.SYS)

TDI

Figure 1.18 Multiple Universal Naming Convention Provider

When a request containing a UNC name is received by MUP, it checks with each
redirector to find out which one can process the request. MUP looks for the
redirector with the highest registered-priority response that claims it can establish
a connection to the UNC. This connection remains as long as there is activity. If
there has been no request for 15 minutes on the UNC name, then MUP once again
negotiates to find an appropriate redirector.
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Multi-provider Router

Not all programs use UNC names in their I/O requests. Some applications use
WNet APIs, which are the Win32 network APIs. The Multi-Provider Router
(MPR) was created to support these applications.

MPR is similar to MUP. MPR receives WNet commands, determines the
appropriate redirector, and passes the command to that redirector. Because
different network vendors use different interfaces for communicating with their
redirector, there is a series of provider DLLs between MPR and the redirectors.
The provider DLLs expose a standard interface so that MPR can communicate
with them. The DLLs “know” how to take the request from MPR and
communicate it to their corresponding redirector.

I/0 Request using 1/0 Request using
WNet APIs UNC name

I Application \ Application

\ 4
| Multi-Provider Router |

} '

RDR Other RDR
Provider DLL | | Provider DLL

User Mode
Kernel y
Mode || Muli-UNG Provider |
Vo i |
RDR | OherRDR |

Figure 1.19 Multi-provider Router

The provider DLLs are supplied by the network-redirector vendorand should
automatically be installed when the redirector is installed.
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The Workstation Service

All user-mode requests go through the Workstation service. This service consists
of two components.

= The user-mode interface, which resides in Lmsvcs.exe in Windows NT 3.1 and
Services.exe in Windows NT 3.5 and later.

= The redirector (Rdr.sys), which is a file-system driver that interacts with the
lower-level network drivers by means of the TDI interface.

The Workstation service receives the user request, and passes it to the kernel-
mode redirector.

Workstation
Network Q
Commands '§
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I/O Manager
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Figure 1.20 Workstation Service
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Windows NT Redirector

The redirector (RDR) is a component that resides above TDI and through which
one computer gains access to another computer. The Windows NT operating
system redirector allows connection to Windows for Workgroups, LAN Manager,
LAN Server, and other MS-Net-based servers. The redirector communicates to the
protocols by means of the TDI interface.

The redirector is implemented as a Windows NT file system driver. Implementing
a redirector as a file system has several benefits, which are listed below.

= [t allows applications to call a single API (the Windows NTI/O API) to access
files on local and remote computers. From the I/O Manager perspective, there
is no difference between accessing files stored on a remote computer on the
network and accessing those stored locally on a hard disk.

= It runs in kernel mode and can directly call other drivers and other kernel-
mode components, such as Cache Manager. This improves the performance of
the redirector.

= It can be dynamically loaded and unloaded, like any other file-system driver.

= It can easily coexist with other redirectors.

Application, :
subsystem, and DLL }
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system service

User mode
1 Kernel mode
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Figure 1.21 Windows NT redirector
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Interoperating with Other Networks

Besides allowing connections to LAN Manager, LAN Server, and MS-Net
servers, the Windows NT redirector can coexist with redirectors for other
networks, such as Novell NetWare and Banyan VINES.

While Windows NT includes integrated networking, its open design provides
transparent access to other networks. For example, a computer running
Windows NT Server can concurrently access files stored on Windows NT and
NetWare servers.

Providers and the Provider-interface Layer

For each additional type of network, such as NetWare or VINES, you must install
a component called a provider. The provider is the component that allows a
computer running Windows NT Server or Windows NT Workstation to
communicate with the network. The Windows NT operating system includes two
providers; Client Services for NetWare and Gateway Services for NetWare.

Client Services for NetWare is included with Windows NT Workstation and
allows a computer running Windows NT Workstation to connect as a client to the
NetWare network. The Gateway service, included with Windows NT Server,
allows a computer running Windows NT Server to connect as a client to the
NetWare network. Other provider DLLs are supplied by the appropriate network
vendors.

Accessing a Remote File

When a process on a Windows NT computer tries to open a file that resides on a
remote computer, the following steps occur.

First, the process calls the I/O Manager to request that the file be opened.

Then, the I/O Manager recognizes that the request is for a file on a remote
computer, and passes the request to the redirector file-system driver.

Finally, the redirector passes the request to lower-level network drivers, which
transmit it to the remote server for processing.

Workstation Service Dependencies

Configuration requirements for loading the Workstation service include:

= A protocol that exposes the TDI interface must be started.
=  The MUP driver must be started.
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The Server Service

Windows NT includes a second component, called the Server service. Like the
redirector, the Server service sits above TD], is implemented as a file system
driver, and directly interacts with various other file-system drivers to satisfy I/O
requests, such as reading or writing to a file.

The Server service supplies the connections requested by client-side redirectors
and provides them with access to the resources they request.

When the Server service receives a request from a remote computer asking to read
a file that resides on the local hard drive, the following steps occur.

» The low-level network drivers receive the request and pass it to the server
driver (SRV).

= The Server service passes a read-file request to the appropriate local file-
system driver.

= The local file-system driver calls lower-level, disk-device drivers to access the
file.

» The data is passed back to the local file-system driver.
= The local file-system driver passes the data back to the Server service.

= The Server service passes the data to the lower-level network drivers for
transmission back to the client computer.

Server
User Mode A
Kernel Mode Management
y Commands
File
System [« —| SRV
Driver Vo
Commands 7y
DI
A 4
Remote

Figure 1.22 Server Service
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Like the Workstation service, the Server service is composed of two parts.

= Server, a service that runs in the Services.exe, which is the Service Control
Manager, where all services start. Unlike the Workstation service, the Server
service is not dependent on the MUP service because the server is not a UNC
provider. It does not attempt to connect to other computers, but other
computers connect to it.

» Srv.sys, a file system driver that handles the interaction with the lower levels
and directly interacts with various file system devices to satisfy command
requests, such as file read and write.

Binding Options

Earlier in this chapter, we discussed how the Windows NT network architecture
consists of a series of layers and how components in each layer perform specific
functions for the layers above and below it. The bottom of the network
architecture ends at the network adapter card, which moves information between
computers that are part of the network.
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Figure 1.23 Network protocol bindings

The linking of network components on different levels to enable communication
between those components is called binding. A network component can be bound
to one or more network components above or below it. The services that each
component provides can be shared by all the components bound to it.

When adding network software, Windows NT automatically binds all dependent
components accordingly.
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In the Network window, the Bindings tab displays the bindings of the installed
network components, from the upper-layer services and protocols to the lowest
layer of network adapter drivers. Bindings can be enabled and disabled, based on
the use of the network components installed on the system.

N7 SRR NS S X3 £

‘. Identification ] Services | Protocols | Adapters ' Bindings |

Network bindings are connections between netwark catds,
protocols, and sewvices installed on this computer. You can use this

" pageto disable network bindings or arrange the order in which this
computet finds information on the network.

fﬁ Show Bindings for: (R

; - Workstation

Figure 1.24 The Settings tab of the Network window

Bindings can be ordered or sequenced to optimize the system’s use of the
network. For example, if NetBEUI and TCP/IP are installed on a computer, and if
most of servers that the computer connects to are running only TCP/IP, the
Workstation bindings should be examined. The administrator of this computer
would want to make sure that the Workstation is bound to TCP/IP first and that
NetBEUI is at the bottom of the list.

In Windows NT 3.1, the redirector uses the following method to establish a
connection.

= First, the redirector submits the connect request to the first protocol driver in
the bindings order and waits for that protocol driver to complete the request
and return.

= [f the first protocol driver’s return indicates that it could not connect to the
specified server, then the redirector submits the connect request to the second
protocol driver in the bindings order.

= This continues down the bindings order until a protocol-driver return indicates
that the connection was successful or until all protocol drivers have been tried
and have failed.
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In Windows NT 3.5 and later, the redirector uses the following method to
establish a connection.

» The redirector simultaneously submits the connect request to all protocol
drivers.

= When one of the protocol drivers successfully completes the request, the
redirector waits until all higher-priority protocol drivers, if there are any, have
been returned. (The priority is based on the bindings order.)

» The redirector then proceeds to use the highest-priority protocol driver that
returned with success status, and it disconnects all connections that may have
been established through lower-priority protocol drivers.

Remote Access Service

The Windows NT Workstation and Windows NT Server RAS connects remote or
mobile workers to corporate networks. Optimized for client/server computing,
RAS is implemented primarily as a software solution, and is available on all
Microsoft operating systems.

The distinction between RAS and remote control solutions (such as Cubix and
pcANYWHERE) are important:

» RAS is a software-based multi-protocol router; remote control solutions work
by sharing screen, keyboard, and mouse over the remote link.

» In aremote control solution, users share a CPU or multiple CPUs on the
server. The RAS server’s CPU is dedicated to communications, not to running
applications.

Point-to-Point Protocol

The Windows NT operating system supports the Point-to-Point Protocol (PPP) in
RAS. PPP is a set of industry-standard framing and authentication protocols. PPP
negotiates configuration parameters for multiple layers of the OSI model.

PPP support in Windows NT 3.5 and later (and Windows 95) means that
computers running Windows can dial into remote networks through any server
that complies with the PPP standard. PPP compliance enables a Windows NT
Server to receive calls from other vendors’ remote-access software and to provide
network access to them.
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The PPP architecture also enables clients to load any combination of IPX, TCP/IP,
and NetBEUI. Applications written to the Windows Sockets, NetBIOS, or IPX
interfaces can now be run on a remote computer running Windows NT
Workstation. The following figure illustrates the PPP architecture of RAS.
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Figure 1.25 Point-to-Point Protocol

RAS Connection Sequence

The RAS connection sequence is key to understanding the PPP protocol. Upon
connecting to a remote computer, the PPP negotiation begins.

= First, framing rules are established between the remote computer and server.
This allows continued communication (frame transfer) to occur.

= Next, the RAS server uses the PPP authentication protocols (PAP, CHAP,
SPAP) to authenticate the remote user. The protocols invoked depend on the
security configurations of the remote client and server.

= Once authenticated, the Network Control Protocols (NCPs) are used to enable
and configure the server for the LAN protocol that will be used on the remote
client.
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When the PPP connection sequence is successfully completed, the remote client
and RAS server can begin to transfer data using any supported protocol, such as
Windows Sockets, RPC, or NetBIOS. The following illustration shows where the
PPP protocol is on the OSI model. '
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Figure 1.26 PPP within the OI model

If a remote client is configured to use the NetBIOS Gateway or Serial Line
Internet Protocol (SLIP), this sequence is invalid.
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Point-to-Point Tunneling Protocol

A RAS server is usually connected to a PSTN, ISDN, or X.25 network, allowing
remote users to access a server through these networks. RAS now allows remote
users access through the Internet by using the new Point-to-Point Tunneling
Protocol (PPTP).

PPTP is a new networking technology that supports multiprotocol virtual private
networks (VPNs), enabling remote users to access corporate networks securely
across the Internet by dialing into an Internet Service Provider (ISP) or by
connecting directly to the Internet. For more information, see the Microsoft
Windows NT Server Networking Supplement, Chapter 11, “Point-to-Point
Tunneling Protocol.”

NetBIOS Gateway

Windows NT continues to support NetBIOS gateways, the architecture used in
previous versions of the Windows NT operating system and LAN Manager.
Remote users connect using NetBEUI, and the RAS server translates packets to
IPX or TCP/IP, if necessary. This enables users to share network resources in a
multiprotocol LAN, but prevents them from running applications that rely on IPX
or TCP/IP on the client. The NetBIOS gateway is used by default when remote
clients use NetBEUI. The following illustration shows the NetBIOS gateway
architecture of RAS.
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i i
RAS API NetBIOS NetBIOS
| || ]
Dial NetBEUI NetBEUI TCP/IR, IPX,
hang.up . y NetB.EUI
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Figure 1.27 NetBIOS gateway architecture of RAS



62

Part1 About Windows NT Server Networking

An example of the NetBIOS gateway capability is remote network access for
Lotus Notes users. While Lotus Notes does offer dial-up connectivity, dial-up is
limited to the Notes application. RAS complements this connectivity by providing
a low-cost, high-performance, remote-network connection for Notes users, which
connects Notes and offers file and print services with access to other network
resources.

Serial Line Internet Protocol

SLIP is an older communications standard found in UNIX environments. SLIP
does not provide the automatic negotiation of network configuration and
encrypted authentication that PPP can provide. SLIP requires user intervention.
Windows NT RAS can be configured as a SLIP client, enabling users to dial into
an existing SLIP server. RAS does not provide a SLIP server in Windows NT
Server.

For more information about RAS issues, see the Rasphone.hlp online Help file on
the Windows NT distribution disks (or, if RAS has been installed, see
systemroo\System32).

Services for Macintosh

Through Windows NT Services for Macintosh, Macintosh users can connect to

a Windows NT server in the same way they would connect to an AppleShare
server. Windows NT Services for Macintosh will support an unlimited number of
simultaneous AFP connections to a Windows NT server, and Macintosh sessions
will be integrated with Windows NT sessions. The per-session memory overhead
is approximately 15K.

Existing versions of LAN Manager Services for the Macintosh can be easily
upgraded to Windows NT Services for Macintosh. OS/2-based volumes that
already exist are converted with permissions intact. Graphical installation,
administration, and configuration utilities are integrated with existing

Windows NT administration tools. Windows NT Services for Macintosh requires
System 6.0.7 or higher and is AFP 2.1-compliant; however, AFP 2.0 clients are
also supported. AFP 2.1 compliance provides support for logon messages and
Server messages.

Support for Macintosh networking is built into the core operating system for
Windows NT Server. Windows NT Services for Macintosh includes a full AFP
2.0 file server. All Macintosh file system attributes, such as resource data forks
and 32-bit directory IDs, are supported. As a file server, all filenames, icons, and
access permissions are intelligently managed for different networks. For example,
a Word for Windows file will appear on the Macintosh with the correct Word for
Macintosh icons. These applications can also be launched from the File Server as
Macintosh applications. When files are deleted, no orphaned resource forks will
be left to be cleaned up.
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Windows NT Services for Macintosh fully supports and complies with

Windows NT security. It presents the AFP security model to Macintosh users

and allows them to access files on volumes that reside on CD-ROM or other read-
only media. The AFP server also supports both cleartext and encrypted passwords
at logon time. The administrator has the option to configure the server not to
accept cleartext passwords.

Services for Macintosh can be administered from Control Panel and can be
started transparently if the administrator has configured the server to use this
facility.

Macintosh-accessible volumes can be created in My Computer. Services for
Macintosh automatically creates a Public Files volume at installation time.
Windows NT file and directory permissions are automatically translated into
corresponding Macintosh permissions.

Windows NT Services for Macintosh has the same functionality as the LAN
Manager Services for Macintosh 1.0 MacPrint. Administration and configuration
are also easier. There is a user interface for publishing a print queue on AppleTalk
and a user interface for choosing an AppleTalk printer as a destination device.
The Windows NT print subsystem handles AppleTalk despooling errors, and uses
the built-in printer support in Windows NT. (The PPD file scheme of Macintosh
Services 1.0 is not used.) Services for Macintosh also has a PostScript-compatible
engine that allows Macintosh computers to print to any Windows NT printer as if
they were printing to a LaserWriter.






CHAPTER 2

Network Security and Domain
Planning

Network security refers to the protection of all components—hardware, software,
and stored data—of a computer network from damage, theft, and unauthorized
use. A computer security plan that is well thought out, implemented, and
monitored makes authorized use of network computers easy and unauthorized use
or accidental damage difficult or impossible.

Microsoft included security as part of the initial design specifications for
Windows NT, and it is pervasive in the operating system. The security model
includes components to control who accesses which objects (such as files and
shared printers), which action an individual user can take on an object (such as
write access to a file), and which events are audited.

Security over a Windows NT network incorporates domains and trust
relationships to provide the most secure networking operating system available.

This chapter provides:

= An overview of the Windows NT security model and architecture.

» A description of how the features of the security model control access to
resources.

= An overview of auditing security events.
= A description of how domains work to implement security over the network.

= Considerations for planning your domain structure, including a description of
the Microsoft domain model.

= Troubleshooting.

This chapter presumes a good understanding of Windows NT domains. For
background information about domains, see “Managing Windows NT Server
Domains” in the Microsoft Windows NT Server 4.0 Concepts and Planning Guide.
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Security Model Architecture

Figure 2.1 on the facing page shows the components of the Windows NT security
model, which include:

» Logon processes, which accept logon requests from users. These include the
initial interactive logon, which displays the initial logon dialog box to the user,
and remote logon processes, which allow access by remote users to a
Windows NT server process.

w Local Security Authority (LSA), which ensures that the user has permission to
access the system. This component is the center of the Windows NT security
subsystem. It generates access tokens, manages the local security policy, and
provides interactive user authentication services. LSA also controls audit
policy and logs the audit messages generated by the Security Reference
Monitor.

» Security Account Manager (SAM), also known as the directory database,
which maintains the user-accounts database. This database contains
information for all user accounts and group accounts. SAM provides user
validation services, which are used by LSA.

= Security Reference Monitor, which checks that the user has permission to
access an object and perform whatever action the user is attempting. This
component enforces the access validation and audit generation policy defined
by LSA. It provides services to both kernel and user modes to ensure the users
and processes attempting access to an object have the necessary permissions.
This component also generates audit messages when appropriate.
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Figure 2.1 Windows NT Security Components

Together, these components are known as the security subsystem. This subsystem
is called an integral subsystem, not an environmental subsystem, because it affects
the entire Windows NT operating system.

The Windows NT security model is designed for C2-level security, as defined by
the U.S. Department of Defense. Some of the most important requirements of
C2-level security are:

= The owner of a resource (such as a file) must be able to control access to the
resource.

» The operating system must protect objects so that they are not randomly reused
by other processes.

For example, the system protects memory so that its contents cannot be read
after it is freed by a process. When a file is deleted, users must not be able to
access the data from that file.
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= Each user must identify himself or herself by typing a unique logon name and
password before being allowed access to the system. The system must be able
to use this unique identification to track the activities of the user.

= System administrators must be able to audit security-related events. Access to
this audit data must be limited to authorized administrators.

» The system must protect itself from external interference or tampering, such as
modification of the running system or of system files stored on disk.

For more information about C2-level security, see “Security Considerations and
C2 Security Rating,” later in this chapter.

Controlling Access

Windows NT Server provides control of what network computer users can and
cannot do, while still giving them access to the resources they need. You can
allow some users to connect to a resource (such as a printer) or perform an action
(such as changing a file) while preventing others from doing so. You can even
control access to system functions, such as setting a computer’s system clock.
This can be done for users working at the computer in which the resource is
located and for users connecting to the resource over the network.

The following features allow and restrict access:

= User accounts

= User rights

= User groups

= Subjects and impersonations

= Security information about objects (permissions)

Implementing security over a network also involves the use of domains and
domain controllers, which are presented in the section “Windows NT Server
Domains” later in this chapter.

User Accounts

An individual who participates in a domain must have a user account to log on to
the network and use domain resources, such as files, directories, and printers.

An administrator creates a user account by assigning a user name to an account,
specifying the user’s identification data, and defining the user’s rights on the
system. The account includes user information, group memberships, and security-
policy information. Windows NT Server then assigns a unique security identifier
(SID) to the new account.
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User Rights

Each SID is unique for all time. For example, suppose Sally, who has a

Windows NT account, leaves her job at a company but later returns to a different
job at the same company. When Sally leaves, the administrator deletes her
account, and Windows NT no longer accepts her security ID as valid. When Sally
returns, the administrator creates a new account, and Windows NT generates a
new security ID for that account. The new security ID does not match the old one,
so nothing from the old account is transferred to the new account.

When a user logs on, Windows NT creates a security-access token. This includes
a security ID for the user, other security IDs for the groups to which the user
belongs, and other information, such as the user’s name and the names of the
groups to which that user belongs. Every process that runs on behalf of this user
will have a copy of his or her access token. For example, when Sally starts
Notepad, the Notepad process receives a copy of Sally’s access token.

Windows NT refers to the security IDs within a user’s access token when he or
she tries to access an object. The security IDs are compared to the list of access
permissions for the object to ensure that the user has sufficient permission to
access the object.

For more information about access tokens, see Chapter 6, “Windows NT Security
Model,” in the Microsoft Windows NT Workstation 4.0 Resource Guide.

User rights are rules that determine the actions a user can perform. Unless the
computer is a domain controller, they are computer-specific policies. If it is a
domain controller, the computer policy extends to all domain controllers in the
domain.

Note In the current release of Windows NT, the set of user rights is defined by
the system and cannot be changed. Future versions of Windows NT may allow
software developers to define new user rights appropriate to their application.

User rights can be assigned to individual user accounts, but are usually (and more
efficiently) assigned to groups. Predefined (built-in) groups have sets of user
rights already assigned. Administrators usually assign user rights by adding a user
account to one of the predefined groups or by creating a new group and assigning
specific user rights to that group. Users who are subsequently added to a group
automatically gain all user rights assigned to the group account.

There are several user rights that administrators of high-security installations
should be aware of and possibly audit. Of these, you might want to change the
default permissions for two rights: Log on locally and Shut down the system.
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Table 2.1 Default user rights that may require changing

Groups assigned this right by Recommended
User Right default change
Log on locally Administrators, Backup Deny Everyone and
Allows a user to log on at the ~ Operators, Everyone, Guests, Guests this right.

computer, from the
computer’s keyboard.

Shut down the system
(SeShutdownPrivilege)
Allows a user to shut down
Windows NT.

Power Users, and Users

Administrators, Backup
Operators, Everyone, Power
Users, and Users

Deny Everyone and
Users this right.

The rights in the following table generally require no changes to the default
settings, even in the most highly secure installations.

Table 2.2 Default user rights

Initially
Right Allows assigned to
Access this computer from the A user to connect to the Administrators,

network

Act as part of the operating
system
(SeTcbPrivilege)

Add workstations to the domain
(SeMachineAccountPrivilege)

Back up files and directories
(SeBackupPrivilege)

Bypass traverse checking
(SeChangeNotifyPrivilege)

Change the system time
(SeSystemTimePrivilege)

Create a pagefile
(SeCreatePagefilePrivilege)

computer over the network.

A process to perform as a
secure, trusted part of the
operating system. Some
subsystems are granted this
right.

Nothing. This right has no effect
on computers running

Windows NT.

A user to back up files and
directories. This right supersedes
file and directory permissions.

A user to change directories and
to access files and
subdirectories, even if the user
has no permission to access
parent directories.

A user to set the time for the
internal clock of the computer.

Nothing. This right has no effect
in current versions of
Windows NT.

Everyone, Power
Users

(None)

(None)

Administrators,
Backup
Operators

Everyone

Administrators,
Power Users

Administrators



Chapter2 Network Security and Domain Planning 71

Table 2.2 Default user rights (continued)

Initially

Right Allows assigned to
Create a token object A process to create access (None)
(SeCreateTokenPrivilege) tokens. Only the Local Security

Authority can do this.
Create permanent shared objects A user to create special (None)
(SeCreatePermanentPrivilege) permanent objects, such as

\Device, that are used within

Windows NT.
Debug programs A user to debug various Administrators
(SeDebugPrivilege) low-level objects, such as

threads.
Force shutdown from a remote A user to shut down a remote Administrators
system computer.
(SeRemoteShutdownName)
Generate security audits A process to generate security- (None)
(SeAuditPrivilege) audit log entries.
Increase quotas Nothing. This right has no effect  (None)
(SelncreaseQuotaPrivilege) in current versions of

Windows NT.
Increase scheduling priority A user to boost the execution Administrators,
(SelncreaseBasePriorityPrivilege)  priority of a process. Power Users
Load and unload device drivers A user to install and remove Administrators
(SeLoadDriverPrivilege) device drivers.
Lock pages in memory A user to lock pages in memory  (None)
(SeLockMemoryPrivilege) so they cannot be paged out to a

backing store, such as

Pagefile.sys.
Log on as a batch job Nothing. This right has no effect  (None)

in current versions of

Windows NT.
Log on as a service A process to register with the (None)

system as a service.
Log on locally A user to log on at the computer ~ Administrators,

from the computer keyboard. Backup

Operators,

Guests, Power
Users, Users
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Table 2.2 Default user rights (continued)

Right

Allows

Initially
assigned to

Manage auditing and security log
(SeSecurityPrivilege)

Modify firmware environment
variables
(SeSystemEnvironmentPrivilege)

Profile single process
(SeProfSingleProcess)

Profile system performance
(SeSystemProfilePrivilege)

Replace a process-level token

(SeAssignPrimaryTokenPrivilege)

Restore files and directories
(SeRestorePrivilege)

Shut down the system
(SeShutdownPrivilege)

Take ownership of files
or other objects
(SeTakeOwnershipPrivilege)

A user to specify what types of
resource access (such as file
access) are to be audited, and to
view and clear the security log.
This right does not allow a user
to set system auditing policy
using Audit on the User
Manager Policy menu.
Members of the Administrators
group can always view and
clear the security log.

A user to modify system-
environment variables stored in
nonvolatile RAM on systems
that support this type of
configuration.

A user to perform profiling
(performance sampling) on a
process.

A user to perform profiling
(performance sampling) on the
system.

A user to modify a process’s
security-access token. This is a
powerful right, used only by the
system.

A user to restore backed-up
files and directories. This right
supersedes file and directory
permissions.

A user to shut down
Windows NT.

A user to take ownership of
files, directories, printers, and
other objects on the computer.
This right supersedes
permissions protecting objects.

Administrators

Administrators

Administrators,
Power Users

Administrators

(None)

Administrators,
Backup
Operators

Administrators,
Backup
Operators,
Power Users,
Users

Administrators
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Grouping Users with Similar Needs

Administrators typically group users according to the network access their jobs
require. For example, most accountants working at a certain level will probably
need access to the same servers, directories, and files. By using group accounts,
administrators can simultaneously grant rights and permissions to multiple users.
Other users can be added to an existing group account at any time, instantly
gaining the rights and permissions granted to the group account.

There can be two types of group accounts:

= A global group consists of several user accounts from one domain, which are
grouped together under an account name. A global group can contain user
accounts from only a single domain: the domain in which the global group
was created. Global signifies that the group can be granted rights and
permissions to use resources in multiple (global) domains. A global group can
contain only user accounts (not other groups). A global group cannot be
created on a computer running Windows NT Workstation or on a computer set
up as a member server.

For more information about member servers see “Windows NT Server
Domains” later in this chapter.

* A local group can include user accounts and global groups from one or more
domains, grouped together under one account name. Users and global groups
from outside the local domain can be added to the local group only if they
belong to a trusted domain. Local signifies that the group can be granted rights
and permissions to use resources in only a single (local) domain. A local group
can contain users and global groups, but it cannot contain other local groups.

When working with groups, use these guidelines:

= It is best to grant rights and permissions to local groups and to use the global
group as the method of adding users to the local groups.

Global groups are the best method for simultaneously adding many users to
another domain. The necessary rights and permissions are provided by the
local group to which the global groups are added.

» Global groups are the most efficient way to add users to local groups.

» Global groups can be added to local groups in the same domain or in trusting
domains, or to computers running Windows NT Workstation or Windows NT
Server as a member server in either the same domain or a trusting domain.

Windows NT Server has built-in both local and global user groups. For more
information about built-in groups, see “Working with User and Group Accounts”
in the Microsoft Windows NT Server 4.0 Concepts and Planning Guide.
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Subjects and Impersonation

One objective of the Windows NT security model is to ensure that the programs
that a user runs have no more access to objects than the user does. That is, if a
user is granted only read access to a file, then when he or she runs a program, that
program cannot write to the file. The program, like the user, is granted read-only
permission.

A subject is the combination of the user’s access token and the program that is
acting on the user’s behalf. Windows NT uses subjects to track and manage
permissions for the programs users run.

When a program or process runs on the user’s behalf, it is said to be running in
the security context of that user. The security context controls what access the
subject has to objects and system services.

To accommodate the client/server model of Windows NT, there are two classes of
subjects within the Windows NT security architecture:

= A simple subject, which is a process that was assigned a security context when
the corresponding user logged on. It is not acting in the capacity of a protected
server, which may have other subjects as clients.

= A server subject, which is a process implemented as a protected server (such
as the Win32 subsystem), and which has other subjects as clients. In this role,
a server subject typically has the security context of those clients available for
use when acting on their behalf.

When a subject calls an object service through a protected subsystem, the
subject’s token is used within the service to determine who made the call and to
decide whether the caller has sufficient access authority to perform the requested
action.

Windows NT allows one process to take on the security attributes of another
through a technique called impersonation. For example, a server process typically
impersonates a client process to complete a task involving objects to which the
server does not normally have access.
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Security Information for Objects (Permissions)

All named objects in Windows NT and some unnamed objects can be secured. A
security descriptor describes the security attributes for an object. An object’s
security descriptor includes four parts:

= An owner security ID, which indicates the user or group who owns the object.
The owner of an object can change the access permissions for the object.

» A group security ID, which is used only by the POSIX subsystem and ignored
by the rest of Windows NT.

= A discretionary access control list (ACL), which identifies the users and
groups who are granted or denied specific access permissions. Discretionary
ACLs are controlled by the owner of the object.

= A system ACL, which controls the auditing messages the system will generate.
System ACLs are controlled by the security administrators.

For details and background information about security in Windows NT 4.0, see
Chapter 6, “Windows NT Security,” in the Microsoft Windows NT Workstation
Resource Guide.

Types of Objects

The permissions that can be granted or denied for an object depends on the type of
object. For example, you can specify permissions, such as Manage Documents
and Print for a printer queue, and specify Read, Write, Execute for a directory.

Permissions of an object are also affected by whether that object is a container
object or a noncontainer object. A container object is one that logically contains
other objects; a noncontainer object does not contain other objects. For example,
a directory is a container object that logically contains files and other directories.
Files are noncontainer objects. This distinction between container and
noncontainer objects is important because objects within a container object can
inherit certain permissions from the parent container.

Note NTFS supports ACL inheritance from directory objects to file objects that
are created within the directory. For more information about NTFS, see “Disk and
File System Basics” and “Choosing a File System” in the Microsoft Windows NT
Workstation Resource Guide.
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Access Control Lists and Access Control Entries

Each ACL is made up of access control entries (ACEs), which specify access or
auditing permissions to that object for one user or group. There are three ACE
types: two for discretionary access control and one for system security.

The discretionary ACEs are AccessAllowed and AccessDenied. These explicitly
grant and deny access to a user or group of users. The first AccessDenied ACE
denies the user access to the resource, and no further processing of ACEs occurs.

Note There is an important distinction between a discretionary ACL that is empty
(one that has no ACE:s in it) and an object without any discretionary ACL. In the
case of an empty discretionary ACL, no accesses are explicitly granted, so access
is implicitly denied. For an object that has no ACL at all, there is no protection
assigned to the object, so any access request is granted.

SystemAudit is a system security ACE that is used to keep a log of security events
(such as who accesses which files) and to generate and log security audit T
messages.

Access Masks

Each ACE includes an access mask, which defines all possible actions for a
particular object type. An access mask can be compared to a menu, from which
you select permissions to grant or deny.

Specific types include access options that apply specifically to an object type.
Each object type can have up to 16 specific access types. Collectively, the specific
access types for a particular object type are called the specific access mask. These
are defined when the object type is defined.

For example, Windows NT files have the following specific access types:

= ReadData

= WriteData

= AppendData

= ReadEA (Extended Attribute)
= WriteEA (Extended Attribute)
=  Execute

= ReadAttributes

= WriteAttributes
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Standard types apply to all objects and consist of these access permissions:

= SYNCHRONIZE, which is used to synchronize access and to allow a process
to wait for an object to enter the signaled state.

»« WRITE_OWNER, which is used to assign a write owner.

» WRITE_DAC, which is used to grant or deny write access to the discretionary
ACL.

» READ_CONTROL, which is used to grant or deny read access to the security
descriptor and owner.

» DELETE, which is used to grant or deny delete access.

Generic types are broad types of access used when protecting an object. Exact
implementation of these is determined by the application defining an object. For
example, an application that defines a voice-annotation object might define
specific access rights by using VOICE_PLAY and VOICE_EDIT for playing and
editing the object. It might set up a generic mapping structure in which
GENERIC_EXECUTE maps to VOICE_PLAY and GENERIC_WRITE maps to
both VOICE_PLAY and VOICE_EDIT.

The following table shows the generic types that are mapped from specific and
standard types.

Table 2.3 Generic types of access masks

Generic type Mapped from these specific and standard types

FILE_GENERIC_READ STANDARD_RIGHTS_READ
FILE_READ_DATA
FILE_READ_ATTRIBUTES
FILE_READ_EA
SYNCHRONIZE

FILE_GENERIC_WRITE STANDARD_RIGHTS_WRITE
FILE_WRITE_DATA
FILE_WRITE_ATTRIBUTES
FILE_WRITE_EA
FILE_APPEND_DATA
SYNCHRONIZE

FILE_GENERIC_EXECUTE STANDARD_RIGHTS_EXECUTE
FILE_READ_ATTRIBUTES
FILE_EXECUTE
SYNCHRONIZE

Specific and standard types appear in the details of the security log. Generic types
do not appear in the security log. Instead, the corresponding specific and standard
types are listed.
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Access Control Inheritance

When you create new objects within a container object, the new objects inherit
permissions by default from the parent object.

In the case of files and directories, changing the permissions on a directory affects
that directory and its files but does not automatically apply to existing
subdirectories and their contents. They will do so if you select the Replace
Permissions On Existing Files check box and the Replace Permissions On
Subdirectories check box in the Directory Permissions dialog box.

Access Validation

When a user tries to access an object, Windows NT compares security
information in the user’s access token with the security information in the object’s
security descriptor.

A desired access mask for the subject is created, based on the type of access the
user is attempting. This desired access mask, usually created by a program that the
user is running, is compared with the object’s ACL. (All generic access types in
the ACL are mapped to standard and specific access types.) Each ACE in the
ACL is evaluated as follows:

1. The security ID in the ACE is compared with the set of security IDs in the
user’s access token. If a match is not found, the ACE is skipped.

Further processing is based upon the type of the ACE. AccessDenied ACEs
are ordered (and therefore processed) before AccessAllowed ACEs.

2. If access is denied, the system checks whether the original desired access mask
contained only a ReadControl and WRITE_DAC. If so, the system checks
whether the requester is the owner of the object. If so, then access is granted.

3. For an AccessDenied ACE, the actions in the ACE access mask are compared
with the desired access mask. If any access is found in both masks, access is
denied. Otherwise, processing continues with the next requested ACE.

4. For an AccessAllowed ACE, the actions in the ACE are compared with those
listed in the desired access mask. If all accesses in the desired access mask are
matched in the ACE, no further processing is necessary, and access is granted.
Otherwise, processing continues with the next ACE.

5. If the contents of desired access mask are still not completely matched at the
end of the ACL, access is implicitly denied.



Chapter2 Network Security and Domain Planning 79

Auditing Security Events

Windows NT includes auditing features you can use to collect information about
how your system is being used. These features also allow you to monitor events
related to system security, to identify any security breaches, and to determine the
extent and location of any damage. The level of audited events is adjustable to
suit the needs of your organization. Some organizations need little auditing
information, while others are willing to trade some performance and disk space
for detailed information they can use to analyze their system.

Note When you enable auditing, remember that there is a small performance
overhead for each audit check the system performs.

Windows NT can track events related to the operating system itself and to
individual applications. Each application can define its own auditable events.
Definitions of these events are added to the Registry when the application is
installed on your Windows NT computer.

Audit events are identified to the system by the event source-module name (which
corresponds to a specific event type in the Registry) and an event ID.
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The security log in Event Viewer can list events by category and by event ID. The
following categories of events are listed in the security log. (Those in parentheses
are found in the Audit Policy dialog box in User Manager.)

Table 2.4 Security Events that can be audited

Category Meaning

Account Management These events describe high-level changes to the user-accounts

(User and Group database, such as User Created or Group Membership Change.

Management) Potentially, a more detailed, object-level audit is also
performed. (See the “Object Access” category, below).

Detailed Tracking These events provide detailed subject-tracking information,

(Process Tracking)

Logon/Logoff
(Logon and Logoff)

Object Access

(File and Object Access)
Policy Change

(Security Policy
Changes)

Privilege Use
(Use of User Rights)

System Event (System)

such as program activation, handle duplication, and indirect
object access.

These events describe a single logon or logoff attempt, whether
successful or unsuccessful. Included in each logon description
is an indication of what type of logon (that is, interactive,
network, or service)was requested or performed.

These events describe both successful and unsuccessful
accesses to protected objects.

These events describe high-level changes to the security policy
database, such as assignment of privileges or logon
capabilities. Potentially, a more detailed, object-level audit is
also performed. (See the “Object Access” category, above).

These events describe both successful and unsuccessful
attempts to use privileges. The category also includes
information about when some special privileges are assigned.
These special privileges are audited only at assignment time,
not at the time of use.

These events indicate something occurred that affects the
security of the entire system or audit log.

For more information about auditing security events, see “Windows NT Security”
in the Microsoft Windows NT Workstation Resource Guide, and “Monitoring
Events” in the Microsoft Windows NT Server 4.0 Concepts and Planning Guide.
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Windows NT Server Domains

A domain is a logical grouping of network servers and other computers that share
common security and user-account information. Within domains, administrators
create one user account for each user. Users then log on to the domain, not to
individual servers in the domain.

The term domain does not refer to a single location or specific type of network
configuration. Computers in a single domain can share physical proximity on a
small LAN or can be located in different parts of the world. They communicate
over any of various physical connections, such as dial-up lines, ISDN, fiber,
Ethernet, token ring, frame relay, satellite, and leased lines.

The domain structure provides the following advantages for maintaining a secure
network:

= Single Logon Procedure

Network users can connect to multiple servers by logging on to a single
network.

= Universal Resource Access

The user needs only one domain user account and password to use network
resources.

= Centralized Network Administration

A centralized view of the entire network from any workstation on the network
provides the ability to track and manage information on users, groups, and
resources in a distributed network. This single point of administration for
multiple servers simplifies the management of a Windows NT Server—based
network.

For detailed information about domains, see “Managing Windows NT Server
Domains” in the Microsoft Windows NT Server 4.0 Concepts and Planning Guide.

The Directory Database

The directory database, SAM, stores all security and user-account information for
a domain. The master copy of the directory database is stored on the primary
server and is regularly replicated to backup servers to maintain centralized
security. When a user logs on to a domain, the Windows NT Server software
checks the user name and password against the directory database.
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Domain Controllers

Domain controllers are computers running Windows NT Server that use one
shared directory to store security and user-account information for the entire
domain; they comprise a single administrative unit. Within a domain, domain
controllers manage all aspects of user/domain interactions. Windows NT domain
controllers use the information in the directory database to authenticate users
logging on to domain accounts. There are two types of domain controllers:

= The primary domain controller (PDC), which tracks changes made to domain
accounts and stores the information in the directory database. A domain has
one PDC.

= A backup domain controller (BDC), which maintains a copy of the directory
database. This is periodically synchronized with the directory database on the
PDC. A domain can have multiple BDCs.

For more information about domain controllers, see “Managing Windows NT
Server Domains” the Microsoft Windows NT Server 4.0 Concepts and Planning
Guide.

Member Servers

Computers running Windows NT Server can be configured as member servers,
which do not store copies of the directory data base and therefore do not
authenticate accounts or receive synchronized copies of the directory database.
These servers are dedicated to specific tasks, such as print or file servers, or to
high-volume applications, such as databases.

Trust Relationships

Windows NT Server directory services provide security across multiple domains
through trust relationships. A trust relationship is a link that combines two
domains into one administrative unit that can authorize access to resources on
both domains.

There are two types of trust relationships:

= In a one-way trust relationship, one domain trusts the users in the other
domain to use its resources. More precisely, one domain trusts the domain
controllers in the other domain to validate user accounts to use its resources.
The resources that become available are in the trusting domain, and the
accounts that can use them are in the trusted domain. If user accounts located
in the trusting domain need to use resources located in the trusted domain, that
requires a two-way trust relationship.
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= A two-way trust relationship is two one-way trusts: Each domain trusts user
accounts in the other domain. Users can log on to their domain account from
computers in either domain. Each domain can have its own accounts and
resources. Global user accounts and global groups can be used from either
domain to grant rights and permissions to resources in either domain.

Note Using resources located on any domain, trusting or otherwise, is always
subject to permissions associated with the resources.

Through File Manager, users from the trusted domain can be given rights and
permissions to objects in the trusting domain, as if they were members of the
trusting domain. Users in the trusted domain can browse resources in the trusting
domain, subject to account privilege.

For example, suppose the London domain trusts the Topeka domain of a corporate
network. User EmilyP, who is a member of the Topeka domain, wants to access
Myfile.txt, which is a file located on a computer in the London domain running
Windows NT Server. When EmilyP attempts to log on to the server in London,
her user account information is not transferred to the London domain’s user
database. Because London trusts Topeka, the London domain has access to user
information in the Topeka domain’s user-account database.

Domain Security Policies

Windows NT Server and Windows NT Workstation settings can provide different
levels of security for user actions on the domain or computer, respectively.

You can define three security policies that apply to the domain as a whole:

= The Account policy controls how user accounts use passwords.
= The Audit policy controls the types of events the security log records.

= The Trust Relationships policy controls which domains are trusted and which
domains are trusting domains. A trust relationship requires two or more single
domains. This policy is available in a single-domain model (in which only one
domain exists) only if the domain administering the computer is a domain
controller.

The User Rights policy controls access rights given to groups and user accounts.
User rights are applied at the domain level, and affect overall domain security.

For more information about the account policy, the audit policy, and the trust
relationships policy, see “Managing Windows NT Server Domains” and for more
information about the user-rights security policy, see “Working With User and
Group Accounts,” in the Microsoft Windows NT Server 4.0 Concepts and
Planning Guide
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Computer Accounts and Secure Communications Channels

Each computer running Windows NT Workstation and Windows NT Server that
participates in a domain has its own account in the directory database, called a
computer account. A computer account is created when the computer is first
identified to the domain (rather than to a workgroup) during network setup at
installation or when the administrator uses Server Manager to define the computer
account. '

‘When a computer running Windows NT Workstation or Windows NT Server logs
on to the network, the NetLogon service on the client computer creates a secure
communications channel with the NetLogon service on the server. A secure
communications channel exists when computers at each end of a connection are
satisfied that the computer on the other end has correctly identified itself.
Computers identify themselves using their computer accounts. When the secure
communications channel has been established, a communications session can
begin between the two computers.

To maintain security during the communications session, internal trust accounts
are set up between the workstation and the server, between the primary and
backup domain controllers, and between domain controllers in both domains of a
trust relationship.

Computer accounts and the secure channels they provide enable administrators to
remotely manage workstations and member servers. They also affect the
relationships between a workstation and domain servers, and between primary and
backup domain controllers.

The computer account is part of an implicit one-way trust relationship between
the client computer and the controllers in its domain. Workstations request logon
authentication for a user account from a domain server in the same way a server in
a trusting domain requests validation from a server in a trusted domain. This trust
relationship enables administrators to select a workstation or member server for
administration in the same way they select a domain.
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When the computer account is created, the Domain Admins global group is
automatically added to the workstation or member server’s Administrators local
group. Domain administrators can then use Windows NT Server utilities to
remotely manage the computer’s user and group accounts, including adding
global groups to the computer’s local groups. Domain administrators can perform
any functions on the computer itself that are allowed by the Administrators local

group.

For Windows NT Server domain controllers, computer accounts link the BDCs
with the PDCs and pair up trusting and trusted domains. Server trust accounts,
created while setting up the secure communications channel, allow BDCs to copy
the master directory database from the PDC. Interdomain trust accounts allow
domain controllers in a trusted domain to pass through authentication of user
accounts to the trusting domain.

Security in Mixed Operating System Environments

Windows NT Server has an open networking architecture that allows flexibility in
communicating with other network products. Client computers running operating
systems other than Windows NT Workstation or Windows NT Server can interact
with computers in a Windows NT Server domain. However, they do not have
domain computer accounts and, therefore, do not have Windows NT Workstation
logon security. Users running other operating systems can have user accounts
stored in the directory database, but the computer itself does not have logon
security to restrict access to its own resources.

Computers running Windows NT Workstation or Windows NT Server can also
interact with servers and clients running other operating systems. Various
protocols and other software that allows interoperability are either included with
Windows NT Server or are available separately.

Workgroup Clients

A workgroup is a collection of computers (not users) that form an administrative
unit and do not belong to a domain. In a workgroup, each computer tracks its own
user- and group-account information and—in contrast to domain controllers—
does not share this information with other workgroup computers.

Workgroup members log on only to workstation accounts and can view
directories of other workgroup members over the network.
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Computers running Windows NT Workstation, Windows NT Server, Windows
for Workgroups, or Windows 95 can be configured to participate in either a
domain or a workgroup. When setting up one of these computers for networking,
you specify a computer name and a workgroup name. If the workgroup name
matches a domain name, the computer name appears in the browse list for that
domain. The computer can browse computers running Windows NT Server and
Windows NT Workstation that participate in either a domain or a workgroup. You
can specify whether the computer will log on to a Windows NT Server domain or
a workgroup when you set up Windows NT.

Windows 95 Clients

Access to Windows NT Server networking is built in to Windows 95. Users with
domain accounts who run Windows 95 can log on to their accounts the same way
users running Windows NT Workstation do. Windows 95 user-account logons can
be validated by both Windows NT Server domain controllers and LAN Manager
2.x domain controllers.

MS-DOS Clients

MS-DOS client computers running one of the following components can use
shared network resources on the respective servers:

=  Microsoft Network Client for MS-DOS version 3.0 enables computers running
MS-DOS to interact with domain controllers running Windows NT Server and
with computers running Windows NT Workstation or LAN Manager 2.x
servers.

» Microsoft LAN Manager for MS-DOS version 2.2 enables computers running
MS-DOS to interact with LAN Manager 2.x servers and Windows NT Server
domain controllers.

Because computers running MS-DOS cannot store user accounts, they don’t
participate in domains the way Windows NT computers do. Each computer
running MS-DOS usually has a default domain for browsing. An MS-DOS user
with a domain account can be set up to browse any domain, not merely the
domain containing the user’s account.
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LAN Manager 2.x Servers and Clients

Windows NT Server interoperates with Microsoft LAN Manager 2.x systems.
Computers running LAN Manager workstation software on MS-DOS,

Windows 3.1, or OS/2 can connect to servers running Windows NT Server. LAN
Manager 2.x servers (on computers running either OS/2 or UNIX) can also work
with servers running Windows NT Server—even in the same domain.

Microsoft LAN Manager for OS/2 version 2.2 is a component of Windows NT
Server that enables computers running OS/2 version 1.3x to interact with LAN
Manager 2.x servers and computers running Windows NT Workstation and
Windows NT Server. If an OS/2 version 1.3x system is running these components,
it can share network resources with the respective servers.

Novell NetWare Clients

You can connect computers running Windows NT Server to NetWare file and
print resources by using NWLink protocol software and Gateway Service for
NetWare. You can also enable a gateway to share NetWare file and print
resources with Microsoft networking clients without NetWare client software.

NetWare client computers can also connect to file and print resources and server
applications on computers running Windows NT Server.

Macintosh Clients

Microsoft Windows NT Server Services for Macintosh is a component of
Windows NT Server that enables Windows clients and Apple Macintosh clients to
share files and printers. With Services for Macintosh, one computer running
Windows NT Server can act as a server for both types of computer, and
Macintosh computers can share resources with any client supported by

Windows NT Server, including MS-DOS and LAN Manager client computers.

Logon and Authentication Processes

Before doing anything on a Windows NT system, a user must log on to the system
by supplying a username and password. Windows NT uses the username for
identification and password for validation. Different processes at several levels
protect resources, but logon security protects overall access to a domain or
computer. The logon process requires users to identify themselves to the domain
or the computer. The user name and password that the user types in the Logon
Information dialog box are checked against either the computer directory
database (if the user is logging on to a user account defined on the computer) or
the domain directory database (if the user is logging on to a domain user account).
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Once authenticated, an account is available for use with all Windows NT Server
network services and compatible server applications, such as the Microsoft
BackOffice™ suite of server products. Through directory services, authentication
enables a user logging on to a single Windows NT Server domain to use other
applications, such as Microsoft SQL Server and Microsoft Exchange Server, and
network services, such as Services for Macintosh.

The initial logon process for Windows NT is interactive, meaning that the user
must type information at the keyboard in response to a dialog box that appears on
the screen. Windows NT grants or denies access based upon the information the
user provides.

The steps included in the interactive logon and validation process are:

1. The user presses CTRL+ALT+DEL.

2. When the user provides a username and a password, the logon process calls
the LSA.

3. The LSA runs the appropriate authentication package.

4. The authentication package checks the user-accounts database to see if the
account is local. If it is, the username and password are verified against those
held in the user accounts database. If not, the requested logon is forwarded to
an alternate authentication package.

5. When the account is validated, SAM (which owns the user-accounts database)
returns the user’s security ID and the security IDs of any global groups to
which the user belongs.

6. The authentication package creates a logon session and then passes the logon
session and the security IDs associated with the user to LSA.

7. If the logon is rejected, the logon session is deleted, and an error is returned to
the logon process.

If the logon is not rejected, an access token, containing the user’s security ID
and the security IDs of Everyone and other groups, is created. It also contains
the user rights (described in the next section) assigned to the collected security
IDs. This access token is returned to the logon process with a Success status.

8. The logon session calls the Win32 subsystem to create a process and attach the
access token to the process, thus creating a subject for the user account.
(Subjects are described in the section called “Subjects and Impersonation,”
earlier in this chapter.)

9. For an interactive Windows NT session, the Win32 subsystem starts the
desktop for the user.
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After the validation process, a user’s shell process (that is, the process in which
the desktop is started for the user) is given an access token. The information in
this access token is reflected by anything the user does or any process that runs on
the user’s behalf.

Note Windows NT has the ability to support multiple authentication packages
that are implemented as DLLs. This flexibility allows third-party software
vendors the opportunity to integrate custom authentication packages with
Windows NT. For example, a network vendor might augment the standard
Windows NT authentication package by adding one that allows users to log on
simultaneously to Windows NT and to the vendor’s network.

Interactive and Remote Logon

Two logon processes can start logon authentication:

= Interactive Logon

= Remote Logon

Interactive Logon Authentication

Interactive logon occurs when the user types information in the Logon
Information dialog box displayed by the computer’s operating system. In
Domain, the user selects either the name of a domain or the name of the computer
being used for logon, depending on where the user account being logged on to is
defined. If the computer is a member of a workgroup and not of a domain, the
Logon Information dialog box does not have a place for typing in the domain
name.
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The following table compares the logon options for a user on a computer running
Windows NT in a workgroup, in a domain, and in a domain with a trust
relationship. The unique identifier used by Windows NT after logon depends on
the location of the database used to log on the user. The third column in this table
describes the unique identifier used in each case. Any network connection
requests sent elsewhere on the network include this unique identifier.

Table 2.5 Summary of Interactive Logon Authentication

Computer is in User can logon at Unique identifier

Workgroup Local database Computername and username

Domain Local database Computername and username
Domain database Domain name and username

Domain Local database Computername and username

with a trust Home domain database Domain name and username

relationship Trusted domain database Trusted-domain name and username

Domain withouta  Local database Computername and username

trust relationship Untrusting-domain name and

username

Remote Logon Authentication

Remote logon takes place when a user is already logged on to a user account and
makes a network connection to another computer. For example, the user connects
to another computer using the Map Network Drive dialog box or the net use
command.

A security-access token created at interactive logon is assigned to the initial
process created for the user. When the user tries to access a resource on another
computer, the remote server authenticates the user again and creates a security-
access token for the user. The security-access token is placed in a table stored on
the remote server. The server creates a user identifier (UID) for the user and maps
it to the user’s security-access token. This UID is sent back to the client redirector
and is used in all further server-message-block (SMB) communication between
the server and client. Subsequently, whenever a request for any resource on that
server (and not just in the same share)comes in from the client, the UID identifies
the user to the server process. The server checks the table and uses the security-
access token stored for the UID.
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For example, if a user attempts to connect to \\Myserver\share, a table entry on
\\Myserver is set up with the user’s SID. This is mapped to the user’s access
token. Later, if the user attempts to access a share called \art on \\Myserver, the
original table entry will be used. The server examines the user’s SID, locates an
existing table entry, and validates (or denies) access to the files by comparing the
access-token information to the access rights of the user. The attempt is successful
in this example because the user had already established read access with the
connection to \\Myserver\share.

If the user attempts to update information on \\Myserver\art and does not have
write access to the share, access is denied. Even if the user is added to a group
with write permissions, access will be denied because the one table entry still
contains static information about the user’s SID. The user must log off and log on
again to create a new table entry. Then, the user will be able take advantage of the
group’s write permissions.

The server process creates a SID for the user and maps it to the user’s security-
access token. This SID is sent back to the client redirector and is used in all
further server message block (SMB) communication between the server and
client. Whenever a resource request comes in from the client, the SID identifies
the user to the server process. The security-access token that maps to the user ID
identifies the user to the remote security subsystem.

Security policy database
User accounts database

Windows NT
workstation

Table of remote user IDs
% UserlD1
UserlD2

Windows NT
workstation

Figure 2.2 Remote logon authentication
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The steps in a successful remote logon at a computer running Windows NT
Workstation or Windows NT Server are:

1.

The client computer sends the username, password, and domain name (the data
entered in the Begin Logon dialog box) of the user to the remote Windows NT
Server.

The authenticating server compares the logon username and password with
information in the user-accounts database.

. If access is authorized, the server’s LSA constructs an access token and passes

it to the server process, which creates a user ID that refers to the access token.

The user ID is then returned to the client computer for use in all subsequent
requests to the server.

After the session has been created, the client computer sends requests marked
with the user ID it received during session setup. The server matches the user ID
with the access token in an internal table. This access token at the server is used
for access authentication.

The steps in a successful, remote logon at a Workgroup computer connecting to a
computer running Windows NT in a domain are:

1.

The local directory database performs interactive logon for the user at the
workgroup computer (the client).

The client’s username and a function of the password are passed to the specific
server in the domain to which the client is trying to connect. This server
checks the username and password with information in its local directory
database. If there is a match, access to this server is allowed.

The steps in a successful remote logon at a domain computer connecting to a
computer running Windows NT in the same domain are:

L.

The domain’s directory database performs interactive logon for the user at the
client computer.

The client’s domain name, username, and a function of the password are
passed to the computer being accessed, which passes them to a computer
running Windows NT Server in the domain.

. The computer running Windows NT Server verifies that the domain name for

the client matches this domain.

. The computer running Windows NT Server checks the username and password

against the domain’s directory database. If there is a match, access is allowed.



Chapter 2 Network Security and Domain Planning 93

The steps in a successful remote logon at a domain client in a trusted domain
connecting to a Windows NT computer are:

1. The domain’s directory database performs interactive logon for the user at the
client computer.

2. The client’s domain name, user name, and a function of the password are
passed to the computer being accessed. That computer passes the logon
information to a Windows NT Server in the domain.

3. The computer running Windows NT Server verifies that the client’s domain is
a trusted domain and then passes the client’s identification information to a
computer running Windows NT Server in the trusted domain.

4. A computer running Windows NT Server in the trusted domain (that is, in the
same domain as the client computer) checks the user name and password
against the domain’s directory database. If there is a match, access is allowed.

The NetLogon Service

The NetLogon service provides users with a single access point to a domain’s
PDC and all BDCs.

The NetLogon service also synchronizes changes to the directory database stored
on the PDC to all domain controllers. The size of the directory database is limited
only by the number of registry entries permitted and by the performance limits of
the computer.

The Windows NT Server NetLogon service automatically synchronizes the
directory database. Based on settings in the registry, the PDC sends timed notices,
which signal the BDCs to request directory changes from the PDC. The notices
are staggered so that not all BDCs request changes at the same time. When a BDC
requests changes, it informs the PDC of the last change it received, so the PDC is
always aware of which BDC needs changes. If a BDC is up-to-date, the Net
Logon service on the BDC does not request changes.

The Change Log

Changes to the directory database consist of any new or changed passwords, new
or changed user and group accounts, and any changes in the associated group
memberships and user rights.

Changes to the domain-directory database are recorded in the change log. The size
of the change log determines how long changes can be held. The default
NetLogon-service setting for updates is every five minutes, and the change log
holds about 2,000 changes. As a new change is added, the oldest change is
deleted. When a BDC requests changes, the changes that occurred since the last
synchronization are copied to the BDC.
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The change log keeps only the most recent changes. If a BDC does not request
changes in a timely way, the entire domain directory database must be copied to
that BDC. For example, if a BDC is offline for a time, more changes could occur
during that time than can be stored in the change log.

Partial and Full Synchronization

Partial synchronization is the automatic, timed replication to all domain BDCs of
directory database changes that have occurred since the previous synchronization.

Full synchronization is copying the entire directory database to a BDC. Full
synchronization is automatically performed when changes have been deleted from
the change log before replication takes place or when a new BDC is added to a
domain.

The default NetLogon-service setting for update timing (every five minutes) and
the size of the change log (about 2000 changes) ensure that full synchronization
will not be required under most operating conditions.

The NetLogon service accepts logon requests from any client and provides
complete authentication information from the directory database.

The NetLogon service runs on any Windows NT computer that is a member of a
domain and requires the Workstation service. It also requires the Access This
Computer from Network right, which is set in User Manager on computers
running Windows NT Workstation, or in User Manager for Domains on domain
controllers. A domain controller also requires that the Server service be running.

User Authentication

On a computer running Windows NT Workstation or a computer that is not a
domain controller running Windows NT Server, the NetLogon service processes
logon requests for the local computer and passes through logon requests to a
domain controller.

The NetLogon service processes authenticates a logon request in three steps:

1. Discovery.
2. Secure channel setup.
3. Pass-through authentication (where necessary).
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Discovery

When the computer starts up, it must determine the location of a domain
controller within the domain and in each trusted domain. (There is an implicit
trust between the workstation and domain controllers in the workstation’s own
domain.)

Locating the domain controller is called discovery. If the computer is part of a
workgroup, rather than of a domain, the NetLogon service terminates. (If the
workstation is not connected to a network, Windows NT treats it like a member of
a workgroup consisting of one member.) Once a domain controller is discovered,
it is used for subsequent user-account authentication.

When a domain controller starts up, the NetLogon service attempts discovery with
all trusted domains. Discovery is not necessary on the domain controller’s own
domain, because it has access to its own directory database. Each domain is called
three times in intervals of five seconds before discovery fails. If a trusted domain
does not respond to a discovery attempt, the domain controller attempts another
discovery every 15 minutes until it locates a domain controller on the trusted
domain.

If the domain controller receives another request for authorization before
discovery is successfully completed, it immediately attempts another discovery,
no matter when discovery was last attempted.

Secure Communication Channel

The Net Logon services from each computer issue challenges to and receive
challenges from every other computer, to verify the existence of their valid
computer accounts. When verification is complete, a communication session is set
up between the computers and used to pass user-identification data.

The NetLogon service maintains security on these communication channels by
using user-level security to create the channel. The following special internal-user
accounts are created:

»  Workstation trust accounts, which allow a domain workstation to perform
pass-through authentication for a computer running Windows NT Server in the
domain, as described later in this chapter.

= Server trust accounts, which allow computers running Windows NT Server to
get copies of the master-domain database from the domain controller.

» Interdomain trust accounts, which allow a computer running Windows NT
Server to perform pass-through authentication to another domain.
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The NetLogon service attempts to set up a secure channel when it is started and
discovery is complete. If it fails, NetLogon retries every 15 minutes or whenever
an action requiring pass-through authentication occurs. To reduce network
overhead for trusted domains, the NetLogon service on a domain controller
creates a secure channel only when it is needed.

The first time a user logs on to a domain account from a given workstation, a
domain controller downloads validated logon information (from the domain
directory database) to the workstation. This information is cached on the
workstation. If a domain controller is not available on subsequent logons, the user
can log on to the domain account using the cached logon information.

Computers running Windows NT Workstation and Windows NT Server store the
information authenticating the last several (the default number is ten) users who
logged on interactively. The credentials for users who log on to the local
computer are also stored in that computer’s local directory database.

Pass-through Authentication
Pass-through authentication occurs in the following cases:

= Case 1: An interactive logon in which a user logs on to a computer running
Windows NT Workstation or to a computer running Windows NT Server as a
member server, and the name in Domain in the Logon Information dialog
box is not the computer name.

= Case 2: An interactive logon in which the computer being logged onto is a
domain controller but the name in Domain is not the domain to which the
controller belongs.

» Case 3: A remote logon (connecting to a computer over the network).

Note If the logon computer is not running Windows NT Workstation or
Windows NT Server, domain controller authentication has no effect on the
user’s ability to use resources on the logon computer.

In case 1, the logon computer sends the logon request to a domain controller in
the domain to which the computer account belongs. The controller first checks
the domain name. If the domain names matches the controller’s domain, the
controller authenticates the logon credentials against its directory database and
passes the account-identification information back to the logon computer,
allowing the user to connect to resources on both the logon computer and the
domain.
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If the domain does not match the controller’s domain, the controller checks
whether the domain is a trusted domain. If it is, the domain controller passes
the logon request through to a domain controller in the trusted domain. That
domain controller authenticates the username and password against the domain
directory database and passes the account-identification information back to
the initial domain controller, which sends it back to the logon computer.

If the logon credentials supplied match the account-identification information,
logon succeeds. If not, logon fails.

In case 2, the controller checks the domain name to see if it is a trusted
domain. (The domain controller does not check for computer name because its
directory database contains only domain accounts). If the domain is a trusted
domain, the controller passes the logon information to a domain controller in
the trusted domain for authentication. If the trusted domain controller
authenticates the account, the logon information is passed back to the initial
domain controller, and the user is logged on. If the account is not authenticated
(is not defined in the trusted domain directory database), the logon fails.

If, in case 3, the user is logged on to a computer or domain account and then
tries to make a network connection to another computer, pass-through
authentication proceeds as in interactive logons. The credentials used at
interactive logon are also used for pass-through authentication unless the user
overrides those credentials by typing a different domain or computer name and
user name in a dialog that appears under the following circumstances:

= When the user types an entry in Connect As in the Map Network Drive
dialog box.

= When the user clicks Start, clicks Run, and types the UNC path at the
prompt, using the syntax \\Servername\sharename.
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The figure below illustrates pass-through authentication. In this example,
AnnM wants to access a computer in the London domain. Because the London
domain trusts AnnM’s home domain, Topeka, it asks the Topeka domain to
authenticate AnnM’s account information.

London Security policy database

User accounts database

AnnM
(home account)

Access:
username=AnnM
password=specialk
home domain=Topeka

Topeka

Figure 2.3 Pass-through authentication

If the user tries to make a network connection to a remote computer in an
untrusted domain, the logon proceeds as if the user were connecting to an
account on the remote computer. That computer authenticates the logon
credentials against its directory database. If the account is not defined in the
directory database but the Guest account on the remote computer is enabled,
and if the Guest account has no password set, the user will be logged on with
guest privileges. If the Guest account is not enabled, the logon fails.

For information about the Guest account, see the Microsoft Windows NT
Server 4.0 Concepts and Planning Guide, Chapter 2, “Managing User and
Group Accounts.”
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If the computer being connected to is a BDC in the domain in which the user
account is defined, but the BDC fails to authenticate the user’s password, the
BDC passes through the logon request to the PDC in the same domain. For
example, this happens if authentication is attempted after the password
changes but before the BDC synchronizes with the PDC.

Login Local Computer
v
Security
account [~ Netlogon
manager omain
logon
Local
logon Secure
Communications
< Channel
database Securly
Netlogon |« > account
manager
Local
logon

e G P
Domain Controller User accounts
database

Figure 2.4 Passthrough authentication in Windows NT

Interdomain Trust Accounts

When one domain is permitted to trust another, User Manager for Domains
creates an interdomain trust account in the directory database of the trusted
domain. A trusted-domain object is created in the LSA of the trusting domain, and
a secret object is created in the LSA of the trusting domain. This account is like
any other global user account, except that the
USER_INTERDOMAIN_TRUST_ACCOUNT bit in the control field for the
account is set. The interdomain trust account is used only by the primary domain
controller and is invisible in User Manager for Domains. The password is
randomly generated and is maintained by User Manager for Domains.

When this trust relationship is established, the NetLogon service on the trusting
domain attempts discovery on the trusted domain, and the interdomain trust
account is authenticated by a domain controller on the trusted domain.
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Similar accounts and procedures are used in the trust relationships between a PDC
and a BDC, and between a domain controller running Windows NT and a
computer running Windows NT Workstation in that domain.

In the following example, the trusted domain is referred to as Master and the
trusting domain is referred to as Resource. The Master contains the user account
information; the Resource trusts the Master to validate user access to its resources.

On each domain controller in RESOURCE, an LSA trusted-domain object
represents the trust. This object contains the name of the trusted domain and the
domain SID. The LSA trusted-domain object is replicated from the trusting
domain PDC to each of the BDCs in the trusting domain.

On each domain controller in RESOURCE, a password is stored in an LSA secret
object G$$<TrustedDomainName>, such as GESMASTER. This object is stored
in the registry key

HKEY_LOCAL_MACHINE\Security\Policy\Secrets

The LSA secret object for the trusted-domain trust relationship is replicated from
the PDC in the trusting-domain to each of the trusting-domain BDCs.

On each domain controller in MASTER, the password is stored in the directory
database user account marked as INTERDOMAIN_TRUST_ACCOUNT, such as
RESOURCES. This can be viewed in the registry path

\SAM\SAM\Domains\A ccount\Users\Names

(HKEY_LOCAL_MACHINE subtree)

This account is replicated from the trusted-domain PDC to each of the trusted-
domain BDCs.

These accounts are created when a trust is established. The administrator of the
trusted domain, MASTER, permits RESOURCE to trust the MASTER accounts.
When the domain is added in User Manager to the Trust Relationships dialog
box, a hidden user account is created in the directory database for use by the
trusting domain. The account contains the specified password, such as
RESOURCES.

For details on how to set up a trust relationship see “Managing Windows NT
Server Domains” in Microsoft Windows NT Server 4.0 Concepts and Planning
and online Help.



Chapter2 Network Security and Domain Planning 101

The administrator of the trusting domain establishes the trust. The administrator
provides the password specified earlier, and User Manager creates the LSA secret
object. The server in RESOURCE attempts to setup a session with the domain
controller in MASTER, using the password RESOURCES$. The domain controller
in MASTER responds with the error “0Oxc0000198,
Status_Nologon_Interdomain_Trust_Account” because the special Interdomain
Trust Account cannot be used in a normal session logon, and the session fails.

This error informs the domain controller in the RESOURCE domain that the trust
account exists and a trust is possible. Upon receiving that response, it establishes
a null session and then uses remote-procedure-call (RPC) transactions to call the
remote APIs that establish the trusted domain relationship. A secure channel is set
up later by the NetLogon service, using the trust information that was stored by
the User Manager.

After the trust is established, the RESOURCE PDC changes the password for the
trusted-domain object. All domain controllers in each domain receive the trust
account objects through normal domain synchronization of the directory and the
LSA databases. The domain controllers in RESOURCE receive the LSA secret
object during the update of the LSA database, and the domain controllers in
MASTER receive the account in the directory-database update. With these
objects, any domain controller in the trusting domain can set up a secure channel
to any domain controller in the trusted domain.

Maintenance of these accounts includes periodic password changes. Every seven
days, the PDC of the trusting domain automatically changes the password of the
trusted domain object by the following steps.

1. Setting the OldPassword field of the LSA secret object to the previous
NewPassword field.

2. Selecting a new password.

3. Setting the NewPassword field in the LSA secret object to the selected
password.

This ensures that the domain controllers can always access a valid password in
the event of a crash.

4. Sending an I_NetServerPasswordSet RPC call to a domain controller of the
trusted domain, asking it to set the password in the directory-database-user
trust account to the value of the NewPassword field in the LSA secret object of
the trusting domain. The trusting PDC sends the RPC call to the trusted
domain controller with which it established the secure channel. That domain
controller passes the request through to the trusted PDC.

The password is now changed on both PDCs. Normal replication distributes the
objects to the BDCs.
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A domain controller of the trusted domain (MASTER) never initiates the
password change. It is always initiated by the trusting domain PDC. Initiating the
password change requires that the secure channel has been set up.

It is possible, but not likely, that the trusting domain controller will change the
password without updating a domain controller in the trusted domain. For
example, this might happen if the trusted domain controller failed during the
process and did not received the updated password. As a safeguard, both the old
and new passwords are kept in the LSA secret object on the trusting side. The
PDC in the trusting domain never changes the new password unless it has
successfully set up a secure channel using the current new password. If the
secure-channel setup fails because the new password is invalid, the trusting PDC
tries the old password. If a secure channel is established using the old password, it
immediately (within 15 minutes) continues the password change algorithm with
step 4 (above).

Planning Your Domain Design

The three domain models, single domain, single master domain, and multiple
master domain, make use of trust relationships. The trust relationships provides
flexibility. For detailed information about the three domain models, see
“Managing Windows NT Server Domains” in the Microsoft Windows NT Server
4.0 Concepts and Planning Guide.

The domain model you select should match the way you want to manage your
organization. The number of users in the organization, the topology, and the
location will also influence how domains will be designed, implemented, and
where the resources will be located. Because there are few limits imposed by
Windows NT software, other aspects of the computing environment must be
considered to provide guidelines for the decisions you make about your domain
model.

The following assumptions are made:

s Unlike the Windows NT Server software, server hardware imposes limits on
the number of users or sessions it can support.

Unless otherwise noted, it is assumed that the Windows NT Server to be used
as the PDC is a 486/33 machine (or higher) with 32 MB of physical RAM and
a 1 GB hard disk. Test conditions at Microsoft included base Windows NT
Server services, moderate file and print activity, Remote Access Service, SNA
Server, and SQL Server.
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= Real-life limits of the Windows NT Server system often go beyond the
capacity of the server.

= The process of design and selection is recursive.

Decisions made earlier in the process must be verified in light of information
available later in the process. Therefore, you should anticipate making several
passes through the process until all decisions at all steps match the available
information.

There are many ways to implement your domain model. The following examples
illustrate some of the flexibility of domains. These examples are followed by a list
of business and equipment considerations that can affect your domain design.

Multiple Independent Lines of Business

Corporation with independent lines of business, such as a consulting division, a
real estate division, and a retail sales division, may have separate marketing, sales,
and data-processing groups within each of those divisions. At the center of the
firm is a small group focused on functional services, such as accounting, finance,
and human resources. Usually, users in a division need to access only the
resources in their own division. There are times when an employee needs access
to resources in another division, which requires that the master domains connect
to each other.

Retail Sales

Resource Resource Resource
Domains Domains Domains

Figure 2.5 Multiple Independent Lines of Business domain model

A multiple master-domain model is the best choice for this case because the
organization lacks a data-processing staff in its central division. The domain
model can be constructed to acknowledge the data-processing autonomy of
divisions as they exist. Trust relationships can be created between the master
domains, as necessary.
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A Large Organization

A large firm (approximately 100,000 employees) may have multiple locations. By
using master domains, the number of users per master domain can be as high as
40,000 because the machine accounts are kept in the resource domains. The
company can create three master domains of approximately 33, 000 users each or,
to accommodate growth of the user base, four master domains of approximately
25,000 users each.

4 Master
Domains

Resource
Domains

Figure 2.6 Large Organization domain model

The domain in which a user is defined can be based on any grouping or
sequencing, such as alphabetical, divisional, departmental, or by location. Which
domain is used in defining a particular user is unimportant because a trust
relationship exists between each resource domain and each master domain.
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Branch Offices

In a branch office, a single domain or single-master domain can usually be used.
Companies with many small branch offices can group branch offices together into
regional domains that will provide administration for the branches.

When the branch office is linked to the PDC by means of a communications link
or modem, a BDC would be the on-site server. The BDC handles local
authentication and local file and print services. A second BDC can be added for
fault tolerance.

Main DC

Office

DC

Phoenix Aflanta St. Louis

Branch Offices

Figure 2.7 Branch Offices domain model
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Secure Domains

In the multiple master-domain model, all master domains are linked to each other
by trust relationships. Users in all domains can then access resources in any
domain. However, some records should not be available for all employees to
access, such as confidential financial records and personnel files. The solution is
to create domains that are exclusively for the departments with confidential
records, such as Finance and Human Resources. Those domains are trusted by the
master MIS domain, but they do not trust other domains. Finance and HR users
can then access MIS resources, but their own resources remain secure.

One-way trust One-way trust 0

L
1 4

Resource Domains

Figure 2.8 Secure domain model
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Management and Administration Considerations

Windows NT enables you to manage user accounts either centrally or decentrally.
With centralized management, there is usually one directory database and,
therefore, one master domain, in which all user-account information is stored.
Users are defined on the network only once and are given access permissions to
resources based on their logon identity in the central user database. The single-
domain model and single master-domain models are centrally managed. A
multiple master-domain model can also be centrally managed by adding
designated administrators to appropriate Admin groups.

With decentralized management, more than one directory database contains
information about different user accounts in the organization. You can create trust
relationships to enable domains to access resources in other domains. The
multiple master-domain model and the single-domain models can use
decentralized management.

In planning your domain model, you’ll need to establish administrative policies
and procedures for how you will:

= Manage and monitor domains and accounts.
= Manage and monitor resources.
= Establish addressing and naming conventions.

Location Considerations

The two most important location considerations are where to locate the BDCs that
will act as account logon servers and how to plan account-synchronization traffic
across wide area network (WAN) links. If your WAN speed or bandwidth is low,
you will want users to log on at a local BDC.

The next consideration is whether your networked organization is in one site or in
several sites, connected by WAN links. A size is a well-connected LAN and may
communicate by fast links, such as bridges and routers, but not by asynchronous
WAN links, such as T1, 56K, or ISDN. Sites generally correspond to physical
locations, such as Seattle, Paris, and New York.

The physical distribution of BDCs is determined by several factors: line speed,
link reliability, administrative access, protocol, user-authentication requirements,
the number of users to be supported at a site, and locally available resources.
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The diagram below shows part of a network topology that one of these domains
services. The networked hub sites in London, Paris, and Warsaw, which all
belong to a European domain.

Figure 2.9 Locating domain controllers

The European PDC is in London, which is the network’s main hub to Europe. The
European PDC replicates to the BDCs at each site, including New York.

Synchronization over WAN and Remote Area Service

Consideration should be given to the amount of traffic that account
synchronization places on WAN or Remote Access Service (RAS) dial-up lines.
Avoid full synchronizations across WAN links. Full synchronizations are required
when first setting up a new PDC or bringing a new location online. Full
synchronizations are also initiated when more than 2,000 changes happen to users
or groups within a short time (less than one hour). If you anticipate high change
activity, you can increase the value for the size of the change log. If the above
conditions do not exist, the synchronization process will include only the changes
made in the directory database since the last time synchronization occurred.
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BDC Over a RAS Link

A BDC can be connected to a remote domain using Windows NT, a modem, and
the Windows NT Server RAS.

Using a RAS-connected BDC as a PDC

If a RAS-connected BDC is expected to be promoted to PDC at some time when
it is remotely connected to the domain, this BDC should be set up as a dial-up
networking client (RAS is not running on this computer). If you promote the dial-
up networking client, NetLogon stops, changes roles, and restarts. RAS depends
on NetLogon, so when NetLogon stops, you would lose your connection. By
having the RAS client dial-out services on this remote BDC, it can function as a
PDC because that functionality does not depend on NetLogon running constantly.
If neither the RAS server (which could also be a BDC) nor the RAS-connected
BDC are ever expected to serve as PDC, this is not an issue. A RAS-connected
BDC that has been promoted to PDC will function as it should, but may respond
more slowly, depending on line speed.

Partial Synchronization with a RAS-connected BDC

The default value for ChangeLogSize should be increased if either of the
following conditions exist:

= A remote site has a RAS-connected BDC that dials in nightly to do a partial
synchronization of any changes.

» Daily changes to the SAM/LSA database sometimes exceed 2,000.

Changing the default log size may also be necessary if many changes occur while
a BDC is off-line. Otherwise, that BDC may be forced to do a full synchronization
of the database.

If few changes occur during the time a BDC is not connected to the PDC, then the
default size is sufficient. If an administrator notices a BDC doing full
synchronizations, then it is probably a good idea to increase the ChangeLogSize.
The default value for ChangeLogSize is 64K, which handles approximately 2,000
changes.
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Calculating Replication Times

Managing the amount of network traffic so that response time remains acceptable
is an important part of administration. When the PDC is located across a WAN or
modem link, you can estimate the amount of traffic and time needed to replicate
directory database changes to and from the PDC and then schedule this traffic to
meet the needs of the site. The following chart helps you calculate the time
needed for replication:

Factors
Password changes per Number of user accounts A
month
Passwords expire in how many (calendar) days B
Divide B by 30 C
User account changes A + C D
Additional changes per If number not knows, use 5% of D E
month
New user accounts F
Group changes * 4 G
New machine accounts * 5 H
Amount of data to be D+E+F+G+H I
replicated per month
Total monthly Compute throughput; modern/line speed in bps, J1
replication time If in KB, multiply by 1024 (i.e. 56KB = 57344
bps)
J1 * 8 bits/bytes = 2
J2 * 60 sec./min. = : J3
J3 * 60 min./hour = total throughput J
I/J = total replication time (hours/month) K

Figure 2.10 Job Aid to Calculate Monthly Replication Time
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Security Considerations and C2 Security Rating

The National Computer Security Center (NCSC) was formed to help businesses
and home users protect proprietary and personal data. The first goal of the NCSC
was to create a document containing the technical standards and criteria to be
used in evaluating computer systems. The NCSC also established a process by
which software venders such as Microsoft could submit their security-related
products for evaluation.

NCSC Security ratings range from “A” to “D,” in which “A” represents the
highest security. The “C” rating is generally applied to business software. Each
rating is further divided into classes. For example, in the “C” division, software
may be rated either “C2” or “C1,” with “C2” representing the higher security. The
most important feature requirements for operating systems rated “C2” focus on
the following features.

» Discretionary access and control
» Identification and authentication
=  Auditing

= Object reuse

An operating system must be able to define and control its users’ access to objects
(such as files and directories), provide a way for users to uniquely identify
themselves, provide a way to audit security-related events and actions of
individual users, and protect one process from accessing the data for another
process.

For discretionary access and control, Windows NT enables an administrator or
user to determine who can access files and how those files will be accessed. Other
uses of Windows NT can be controlled, such as access to printers and network-
server sharepoints.

Identification and authentication in Windows NT is achieved through the logon
Secure Attention Sequence. All users must log on to start Windows NT. When a
Windows NT users type their usernames and passwords to log on locally, they
must first press CONTROL+ALT+DELETE to verify that no Trojan Horse programs
are present. (A Trojan Horse is a program that can capture a user’s logon
information, thereby providing network access.) Because each user has a unique
user name, domain name, and password combination, Windows NT can assure a
user’s unique identity.
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Using Windows NT, a system administrator can audit all security events and user
actions. The User Manager enables an administrator to specify which events (such
as logon or file access) will be monitored. All audited information is stored in the
Event Log, which can be viewed in Event Viewer.

One of the important issues in software security is object reuse. In a secure
operating system, such as Windows NT, all allocation and deallocation of objects
(such as files, directories, and memory) must be protected. Only users with proper
access permissions should be allowed access. In Windows NT, this is achieved
through a robust object manager that either initializes or zeros out objects before
presenting them to a user.

The process of software evaluation is comprehensive. The NCSC evaluation is
based on a series of standards published in the “Orange Book.” Additional
documents cover the evaluation process and are collectively referred to as the
“Rainbow Series.”

Microsoft Windows NT C2 Evaluation

The evaluation process begins when a software vendor presents a proposal to the
NCSC, requesting the evaluation process. If approved, the software vendor must
demonstrate to the NCSC that the product design and supporting documentation
are complete. If satisfied, a team of NCSC evaluators are assigned to evaluate the
new product. The most time-consuming part of the process is the evaluation itself.
As part of the evaluation, the NCSC evaluators look at each aspect of the system
to confirm that security has been properly implemented and to assess that
security-testing of the system is complete. Once satisfied, the software is
presented to the NCSC Technical Review Board for final approval. If approved,
an entry is placed on the Evaluated Products List, indicating the success. The
NCSC evaluation team releases a Final Evaluation Report, which covers all
evaluated aspects of the software.

Microsoft began the process of the Windows NT Platform evaluation in 1991. In
July 1995, Microsoft met its first milestone: a C2 Orange Book listing of the base
operating system of the Windows NT Platform version 3.5 (with Service Pack 3).

The Windows NT operating system also received NCSC recognition for two
B-level features: B2 Trusted Path and B2 Trusted Facility Management.

= The Trusted Path functionality prevents Trojan-horse programs from
intercepting username and password information during initial logging on.

= The Trusted Facility Management functionality Windows NT supports
separate account roles for operator and administrator functions.

For example, Windows NT provides separate administrative roles for
Administrators, users tasked with backups, users tasked with administrating
printers; privileged Power Users, and Users.
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Microsoft is currently involved in evaluating the Windows NT Platform version
4.0 to obtain the rating of C2 in a homogeneous networked environment. The
NCSC publication “Trusted Network Interpretation,” also called the “Red Book,”
serves as an interpretation of the Orange Book, as it applies to networking for this
evaluation.

The typical NCSC security-evaluation cycle takes longer than the product release
cycle of Windows NT. No significant changes have been made to the
Windows NT security model from version 3.5 to versions 3.51 and 4.0.

The United Kingdom and Germany have an evaluation process similar to the one
in the United States. This is the Information Technology Security Evaluation
Criteria (ITSEC). In 1996, the Windows NT version 3.51 platform (in a
homogeneous network environment) will complete its first ITSEC evaluation.
Windows NT version 3.51 is seeking a C2 rating with an assurance rating of E3.
In an ITSEC evaluation, the assurance rating given to a product indicates the level
of analysis and supporting documentation used in developing the product. The
greater the assurance rating, the higher the assurance. An E3 rating is typically
mapped to the level of analysis performed in a “B” level evaluation.

In the Windows NT Final Evaluation Report, the NCSC security evaluators wrote,
“One of the major initial design goals for Windows NT was to assure C2-level
security through an integral, uniform protection mechanism. All system resources
are treated as objects, and thus a single security ‘gate’ can be the protection
component that all users must pass through to acquire system resources.

“This results in much greater assurance that the system meets the applicable
security criteria, because a single security mechanism is easier to understand and
to verify then multiple ad hoc mechanisms. When security is not an absolute
requirement of the initial design, it is virtually impossible through later add-ons to
provide the kind of uniform treatment to diverse system resources that

Windows NT provides.”

For more information on the security design of Windows NT, see Microsoft
Windows NT 3.5 Guidelines for Security, Audit, and Control, published by
Microsoft Press, and the Microsoft Web Server.
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Domain-naming Conventions

When planning your domain, consideration needs to be given to the names of the
domains. Once implemented, it is recommended that domain names not change.
Changing domain names requires the reinstallation of every server that belongs to
the renamed domain. For clarity, use domain names that reflect of the general
business areas they serve.

Group-naming and Assignment Conventions

A corporation could create a global group for every resource domain. That group
could include all those who use that domain as their primary resource base. Other
global groups could be created for all departments or locations, and the members
of each department could automatically be made members of their department
groups. The group name should reflect the domain and the department For
example, a Microsoft department in England might be named Mic-UK. Other
groups may be created for job categories, such as Mic-UK-Managers.

Username Conventions

Ideally, one user ID and password would allow access to all of a user’s resources.
Microsoft Client Services for NetWare passes Windows NT usernames and
passwords to NetWare. To take advantage of this, set up a user account on
NetWare with the same account name and password as in Windows NT. Banyan
VINES systems can also be configured in this way by setting the VINES
username and password to match the ones in Windows NT and NetWare. Upon
logging on, the user will also be logged on to VINES.

For details about configuring for Banyan VINES on a Windows NT network, see
Chapter 5, “Network Services: Enterprise Level.”

If the user’s password cannot be sent to other systems, the next best thing is to
have a consistent full-name property within each company organization.

Tools and Checklists for Domain Planning

For ease of administration, the preferred domain model is the single-domain
model. If the single-domain model can not be used, the second choice should be
the single master-domain model. If neither of these is acceptable, an administrator
can use trust relationships to centralize all user administration into a single
domain, eliminating the need to administer each domain separately.

The following sections contain tools and checklists to help you choose the proper
domain model for your organization.
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Domain Selection Matrix

It is useful to view the characteristics of the domain models side by side, to match
the characteristics and benefits of each implementation model to the needs of your
organization. If the needs of your organization change, you can review this matrix
to determine the optimal implementation model.

~ If you have already established an implementation model, it is a good idea to
review the following chart to see the benefits or trade-offs of other domain
models.

Table 2.6 Domain Selection Matrix

Single Multiple Independent Single
Single Master Master Domains with Trust
Domain Attribute Domain Domain Domain relationships
Fewer than 40,000 users per domain X X X
More than 40,000 users per domain X
Centralized account management X X
Centralized resource management X X X
Decentralized account management X X
Decentralized resource management X X
Central MIS X X
No central MIS X

*User account numbers are approximate. The exact SAM file size is dependent on the number of user accounts, computer accounts, and
group accounts.

Location Considerations Checklist

Determine the location of the user community using the following checklist.

=  Where will users log on?
Ensure adequate access to an authenticating BDC.
= Do users need to be able to log on from more than one location?

If so, their accounts cannot be tied to a location. Consider using a single
master-domain or multiple master-domain model.

= What resource availability is required?
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» Does a user need to be able to log on even when the WAN to the central
location is down?

Or, is all data central, so that no local processing can be done without the
WAN?

=  How fast are the WAN links?

The speed of the links needed between locations should be determined by the
resource usage across the links and by the frequency of changes to settings for
users and groups.

Hardware Requirements

When selecting a computer for use as a PDC or BDC, use the hardware guidelines
in Table 2.7, below. The table assumes that the computers will function only as
PDCs and that no other major Windows NT operations will occur, such as
moderate file server, SQL server, SNA server, and remote access server. All
numbers are in megabytes (MB) and it is assumed that the computer’s pagefile
size is at least 250 MB.

Table 2.7 Domain Controller Hardware Requirements

# of User SAM Registry  Paged
Accounts Size Size Pool Minimum CPU Needed Pagefile RAM
Fewer than 3000 5 25 50 486dx/33 32 16
(default) (default)
7500 (default) 10 25 50 486dx/33 64 32
10,000 15 25 50 Pentium, MIPS, Alpha AXP 96 48
15,000 20 30 75 Pentium, MIPS, Alpha AXP 128 64
20,000 30 50 100 Pentium, MIPS, Alpha AXP 256 128
30,000 45 75 128 Pentium, MIPS, Alpha AXP 332 166
40,000 60 102 128 SMP 394 197
50,000 75 102 128 SMP 512 256

For more information, refer to Large Domain Testing Overview, available from
Microsoft Product Support Services.
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Number of Domains Necessary

The number of users in a domain is a function of the size of the directory
database. Figure 2.11 can help you determine the number of domains you need.
The single-domain model and the single master-domain model can accommodate
at least 26,000 user accounts if both user accounts and computer accounts are
stored in the database.

Built-in local groups for a domain include Administrators, Domain Admins,
Users, Domain Users, Guests, Domain Guests, Account Operators, Backup
Operators, Print Operators, Server Operators, and Replicator.

Factors

Calculating SAM ~ Number of users, multiply by 1KB
database size

Number of machines , multiply by 0.5KB
(workstations, servers, printers, etc.)

Number of custom groups, multiply by 4 KB
Built-in local groups

Total SAM size: A+B+C+D=

T R0 20 RO AW R>
@QQQQ

Convert SAM size to MB, multiply E by .001024

Minimum # of domains = F / 401 (round up to the
next whole number

Figure 2.11 Job aide to calculate the number of master domains

' Maximum recommended SAM Database size is 40 MB.
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Number of Trusted Domains

In the multiple master-domain model, user accounts are stored in master domains,
and resources (machine accounts) are stored in all other domains. In this model,
each resource domain trusts all master domains with a one-way trust.

On each domain controller in the resource domain, the existence of the trust
relationship is represented by an LSA trusted-domain object. The object contains
the name of the trusted domain and the domain security identifier (SID). The
password associated with the trust link is stored in a LSA secret object, which is
stored in the following registry key.

HKEY_LOCAL_MACHINE\Security\Policy\Secrets

In the Windows NT operating system, LSA secrets are used for other things and,
until this version, the number of LSA secrets was fixed at 256. As a result, the
recommended limit for trusted master domains was 128 per resource domain. This
recommendation has been removed with the introduction of Windows NT 4.0
because the number of available L.SA secrets has been significantly increased.

The second restriction limiting the number of master domains trusted by the
resource domains is the nonpaged pool size of the domain controllers on which
the resource domains are stored. When a domain controller starts, it attempts to
discover domain controllers in each trusted domains by sending a message to each
trusted domain. Each domain controller in the trusted domains responds with a
message to the starting domain controller. The response is temporarily stored in
the nonpaged pool until NetLogon can read it.

The RAM on your Windows NT computer is divided into two categories:
nonpaged and paged. Nonpaged must stay in memory and cannot be written to or
retrieved from peripherals. Peripherals include disks, the LAN, CD-ROMs, and
other devices. Paged memory is RAM that the system can use and later reuse to
hold different pages of memory from peripherals.

For more information on memory, see the Microsoft Windows NT Workstation
Resource Guide, Chapter 12, “Detecting Memory Bottlenecks.”
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Windows NT Server 4.0 provides a default nonpaged pool size, which provides
for a substantially higher number of trusted domains than earlier versions did.
Table 2.8, below, lists the default nonpaged-pool size that is configured when
Windows NT Server is installed on computers with different amounts of physical
memory. The table also shows the recommended maximum number of trusted
domains that will operate, based on the specified nonpaged pool size.

Table 2.8 Trusted domains needed for nonpaged-pool sizes

Nonpaged Pool Size # of Trusted Domains Total Physical Memory
1.2 MB 140 32MB

2.125 MB 250 64 MB

4.125 MB 500 128 MB

Calculating Required Nonpaged and Paged Pool Sizes

Nonpaged and paged pool sizes are calculated from the physical memory on the
computer when it starts up. Although the default nonpooled size is sufficient in
most cases, you can approximate the values for an X86-based computer if you
find it is necessary to change the nonpaged and paged pool size of your computer.

Table 2.9 Terms and values used to calculate the nonpaged pool size

Term Value
Minimum Nonpaged Pool Size 256K
MinimumAdditionNonPagedPoolPerMb 32K
DefaultMaximumNonPagedPool IMB
MaximumAdditionNonPagedPoolPerMb 400K
Pte_Per_Page 1024

Page_Size 4096
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Calculating Nonpaged Pool Size
NonPagedPoo1Size = MinimumNonpagedPoolSize + ((Physical MB-4) *
MinAdditionNonPagedPoolPerMb)

» Example: On a 32 MB x86-based computer

MinimumNonPagedPool1Size = 256K
NonPagedPoolSize = 256K + ((32-4) * 32K) = 1.2 MB

MaximumNonPagedPool1Size = DefaultMaximumNonPagedPool; + ((Physical
MB-4) * MaxAdditionNonPagedPoolPerMb

IF: MaximumNonPagedPool1Size < (NonPagedPoolSize + Page_Size * 16)
THEN: MaximumNonPagedPoolSize = (NonPagedPoolSize + Page_Size *
16)

IF: NonPagedPoolSize >= 192 MB

THEN: NonPagedPoo1Size = 192 MB

s Example: On a 32 MB x86-based computer
MaximumNonPagedPool1Size = 1 MB + ((32 - 4) * 400K) = 12.5 MB

Calculating Paged Pool Size

Size = (2 * MaximumNonPagedPool1Size) / Page_Size
Size = (Size + Pte_Per_Page - 1)) / Pte_Per_Page
PagedPoolSize = Size * Page_Size * Pte_Per_Page
If PagedPoolSize >= 192 MB PagePoolSize = 192 MB

= FExample: On a32 MB x86-based computer

Size = (2 * 12.5 MB) / 4096 = 6400
Size = (6400 + (1024 - 1)) / 1024 = 7.25
Paged Pool Size = 7.25 * 4096 * 1024 = 30 MB

Note If both the nonpaged and paged pool values are set to zero in the
registry, then the paged pool size will approximately equal the memory size.




Chapter 2 Network Security and Domain Planning 121

Changing Nonpooled and Pooled Page Size

Nonpooled and pooled page values can be changed in the registry. The page
pooled memory management parameters are located in the following registry key.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
\Memory Management Manager

Warning Using the Registry Editor incorrectly can cause serious, system-wide
problems that may require you to reinstall Windows NT to correct them.
Microsoft cannot guarantee that any problems resulting from the use of the
Registry Editor can be solved. Use this tool at your own risk.

Increasing the size of NonPaged pool consumes physical memory that cannot be
used for any other purpose.

Increasing the number of trusted domains increases the datagram traffic from each
domain controller in the trusting domain.

Number of BDCs Necessary

The ratio of workstations to servers in a domain is a way to maintain
responsiveness during logging on. More BDCs (also called domain servers)
permit more users to log on simultaneously. One BDC can support up to 2,000
user accounts. The server configuration in Table 2.10 is for a 486/66 computer
with 32 MB of RAM, running Windows NT Server.

Table 2.10 BDCs per number of user accounts

Number of workstations Number of BDC servers

10 1
100 1
500 1
1,000 1
2,000 1
5,000 2
10,000 5
20,000 10
30,000 15
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It is a good idea to perform the initial setup of all BDCs on site or over high-speed
links because each new BDC will need a full synchronization with the PDC.
Many companies set up their BDCs at the same site as the PDC and then ship
them to their intended locations. This is the most efficient method for sites that
have only low-speed or RAS access.

Microsoft Corporation Worldwide Network Background

Microsoft currently has approximately 16,000 user accounts and 35,000 network
nodes worldwide. The Microsoft staff is evenly divided: About half the
employees are located at or near the Redmond, Washington campus, and the rest
are distributed among approximately 150 sites in 52 countries. All sites require
full access to information and electronic mail.

In order to fulfill the goals of worldwide access to corporate information and to
demonstrate its commitment to Windows NT Server technology, Microsoft
designed its worldwide network around the Windows NT domain structure. The
Microsoft worldwide-domain strategy includes the following goals.

=  Optimum availability to all Microsoft sites
= Centralized support and administration

= The ability to recover from an extended WAN link interruption without
requiring a full synchronization of the SAM to the PDC

To meet these goals, the Microsoft Information Technology Group (ITG)
implemented a multiple master-domain model. The plan uses a relatively small
number of first-tier, master-account domains (which are administered by ITG) and
strategically placed PDCs and BDCs, to provide optimum availability and
performance.

Many sites are connected to the network by (slower) 64K links. These are not yet
cost-effective to upgrade and upgrades are not available in some locations. When
requested, ITG will provide administration of second-tier domains.

Microsoft ITG worked to keep the number of master account domains as small as
possible in order to achieve the following objectives.

= To keep administration centralized
= To make global groups feasible

Microsoft ITG chose to limit the number of departmental, site, and developer
server domains because it is easier to divide large domains than to combine many
small ones into a larger domain when needed. For example, there is one ITG-
NETWORKS domain. All servers for the Corporate Networks department are
maintained in this domain.
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Implementation

Because every user and global group account in the company exists in one of the
master-account domains, and because all domains trust every master-account
domain in the company, every user and global group account in the company is
functional in all domains.

In all cases, ITG has full administrative permissions on all the domains in the
model. All domain controllers can be backed up, restored, and updated with
current builds and new system-configuration files.

There are some disadvantages to the multiple master-domain model. The most
challenging issue is administration of individualized global groups. Managing
global groups becomes impractical unless it can be based on a database, against
which data can be compared. In this way, a group would automatically be updated
if an individual no longer requires membership in that group. ITG provides global
groups (based on department accounts) and updates membership (based on HR
records). Other global groups are reviewed by case. Users are added to a master-
account domain based on their current geographic location. If a user moves to a
different site within Microsoft (such as from Redmond to Northern Europe), the
user will be removed from and added to the appropriate master-account domains.
When the user account is recreated in another domain, the account SID changes,
so account permissions must be reapplied.

Windows for Workgroup systems belong to a second-tier domain to ensure that
they have full access to the domain model. They use their account on the master
account domain and use the second-tier domain as their workgroup. This allows
access to domain servers that are using Windows NT security.

All Windows NT Server-based systems running RAS are located in a second-tier
domain. Because there is a trust relationship between all domains in the corporate
model, a user can dial into a RAS server anywhere in the model without
additional administration.
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Administration

ITG has sole authority to establish a trust relationship between the master domains
and another domain on the Microsoft corporate network. ITG can administer all
servers running Windows NT Server in a trust relationship within the Microsoft
domains structure. Microsoft ITG uses the following criteria to establish a trust
relationship with a second-tier domain.

= Any product-development group is eligible to create one second-tier domain
with trust relationships to the master account domains until every defined
development business unit has a second-tier domain.

For example, Apps-Word, Apps-Excel, Sys-WFW, or Sys-WinNT are second-
tier domains.

= Every site outside the Redmond campus is eligible to create one resource
domain with trust relationships with the master account domains.

For example, USA-Atlanta, USA-Chicago, FRA-Paris, and GER-Munich are
resources domains.

= ITG uses a standard administrative account that is part of the second-tier
Domain Administrators group.

This enables ITG to perform administrative duties and assist the domain
administrator when needed. It also enables ITG to perform backups of domain
servers.

The Microsoft Worldwide Domain Model

Master-user account domains contain all user accounts for the worldwide domain
structure. Master-account-domain names represent the user’s geographic location,
to assist in distribution of BDCs.

Microsoft Master User Domains
(1st tier domains)

Developer and Departmental Servers
(2nd tier domains)

Figure 2.12 Microsoft worldwide domain model
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The Microsoft network acknowledges two categories of administration. ITG is
solely responsible for administration of some domains. Other domains are jointly
administered by ITG and specific user groups, such as developers, sites, and
others. Domain-administration permissions can be given to a group of users
within their second-tier domain. ITG retains the option of allowing any of the
departmental-server domains to have both their own domain administrators and
ITG administration.

Domain Controller Locations

ITG provides master-account domains (first-tier), which are used by a specific set
of sites. The name and size of these master-account domains are determined by
geographic limitations, network topology, and the number of accounts to be
supported. The PDC for the Redmond, NorthAmerica, and SouthAmerica master-
account domains are located in Redmond. Others are located near the constituent
users, where local data centers provide administrator resources. A BDC for the
master-account domain is located at each remote site, for authentication of
accounts at that site.

The European master account domain PDCs are in England, with a BDC for each
European master account domain at each respective site.

Worldwide, a BDC for the global master account domain is also located at each
network hub site.

Special Domain Considerations

Microsoft maintains two domains that, for security, have restricted access to and
from the other domains. The groups using these special domains are the Microsoft
Human Resources group and vendors who do business with Microsoft.

The Human Resources department maintains a secure network because of the
confidential nature of its information. The HR master domain is isolated from the
other domains on the network and is separately wired, so that it is not physically
connected to the other network.

Vendors use the servers in the second restricted domain as a drop-off point.
Microsoft employees can access the domain through a one-way trust relationship,
but vendors are restricted to the vendor domain.

WAN Protocols

On the Microsoft corporate network, TCP/IP is used by Windows NT Server to
forward authentication requests between domain controllers across a WAN. Every
server in the master account domain can process logon requests from the domain
user accounts.
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Dynamic Host Configuration Protocol

Every server in the corporate domain runs TCP/IP. Adding Dynamic Host
Configuration Protocol (DHCP) to the Microsoft network has significantly
reduced administrative overhead for WAN management because individual
machine TCP/IP addresses are configured automatically by DHCP.

Naming Conventions

Microsoft devised a naming convention for the corporate-domain structure to
provide a consistent, worldwide interface to its users. The naming convention for
second-tier domains is based on geographic location (USA-Atlanta), business
(ITG-Networks), or development group (Apps-Word).

The following table shows some of the current domains. The rule is to use
{division}-{department}. Another factor in establishing the domain name is to
encompass the largest practical group.

Site domains are determined by {country code}-{city name]. Every site is
permitted one resource domain in the corporate domain model.

Table 2.11 Microsoft first-tier and second-tier domain names

Master Account Domains (First-tier):

REDMOND
AFRICA

CENTRALEUROPE

FAREAST NORTHERNEUROPE SOUTHPACIFIC
MIDDLEEAST SOUTHAMERICA

NORTHAMERICA SOUTHERNEUROPE

Departmental and Site Resource Domains (Second-tier):

APPS-EXCEL
APPS-MULTIMEDIA
APPS-POWERPOINT
APPS-WORD
AT-RESEARCH
AUT-VIENNA

FIN-ACCTSVRS

FRA-PARISEHQ OPS-FACILITIES SYS-BUSINESS
GER-BERLIN OPS-MSPRESS SYS-HARDWARE
GER-MUNICH POL-WARSAW SYS-MARKETING
ITG-APPS PSS-BP SYS-MSDOS-WIN
ITG-DEVELOPMENT PSS-LP SYS-WINNT
ITG-NETWORKS PSS-RWG USA-ATLANTA

ITG-SQL SWI-NYON USA-DENVER
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Troubleshooting Problems

This section discusses categories of typical problems users might face, such as the
following situations.

= Problems viewing a server’s shared resources

= Problems accessing a shared resource

= BDC failure to authenticate a user’s password

= Problems caused by multiple PDCs in a domain

= Problems created by special characters in the domain name

Viewing a Server’s Shared Resources

Suppose an employee named AnnM logs on to a Windows NT domain with her
password, Yippee. She wants to view the shared resources on a server named
\\Products, but her password there is Hooray. Ann will see the following message
on screen:

Error 5: Access has been denied.

AnnM asks the administrator of \\Products to change her password, but the
administrator leaves the User Must Change Password At Next Logon check box
selected. When AnnM tries again to view the server’s shared resources, she will
see the following message displayed on the screen:

Error 2242: The password of this user has expired.

When the administrator of \\Products clears the User Must Change Password At
Next Logon check box, AnnM will be able to see the server’s shared resources.

Accessing a Server’s Shared Resources

Two examples help explain some access issues.

= Suppose another employee, JeffH, wants to access a shared directory on
" \WProducts but has no account on that domain. He is allowed access to this
resource through the Guest account for \Products and receives the associated
‘permissions.

» Suppose AnnM is logged on to a Windows NT domain with the password
Yippee. She wants to connect to the shared directory on \\Products, where her
password is Hooray. Because there is an account for AnnM, she is not allowed
to gain access by using the Guest account. Instead, Windows NT prompts
AnnM for the valid password on \\Products.
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BDC Failure to Authenticate the User’s Password

If the computer being connected to is a BDC for the domain in which the user
account is defined but the BDC fails to authenticate the user’s password, this
indicates that the password has changed but the BDC is not synchronized at the
time the user logs on. In this case, the BDC passes the logon request through to
the PDC in the same domain.

As a precaution, users who change their passwords should log on to all computers
to which they have access within about 15 minutes of making the change. This
ensures that the cached credentials are up-to-date on each machine and that the
user will be able to log on with the cached credentials even if the PDC is
unavailable during logon.

Avoiding Multiple PDCs in a Single Domain

Do not configure multiple PDCs on a single domain. The following scenario is an
example of the problems involved.

Suppose a system administrator installs a computer running Windows NT Server.
The computer is called WMain_unit, which is designated during installation as the
PDC of a domain called MyDomain.

Later, the system administrator shuts down \Main_unit and turns off. Then, the
system administrator installs another server, called \Second_unit, which is also
designated as the PDC for MyDomain. Because \\Main_unit is not currently on
the network, the original MyDomain is not known, and the installation of
\Second_unit and creation of MyDomain proceeds without error. The two
domains are not identical; they have different Security IDs.

When the system administrator turns \Main_unit on again, the NetLogon service
discovers another PDC on the network. NetLogon fails, and WMain_unit can no
longer participate in the domain. ‘

The system administrator now has a serious problem. It is not possible to simply
demote \\Main_unit from a PDC to a BDC and continue. The Security ID (SID)
for \\Main_unit will not be recognized by the current PDC, \Second_unit, and
\\Main_unit cannot join MyDomain in any capacity.

This situation happens because a unique domain SID is created whenever a PDC
is created. All BDCs and user accounts within the domain share this domain SID
as a prefix to their own SIDs. When \\Second_unit is installed as a PDC, its SID
prefix is different from the \\Main_unit prefix, and the two computers can never
participate in the same domain.
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The system administrator cannot change the name of \Main_unit and rejoin
MyDomain because the SID is fixed when Windows NT Server is installed. If
\\Main_unit is to be the PDC of MyDomain, the system administrator must shut
down both WMain_unit and \\Second_unit, start up \Main_unit, and then reinstall
Windows NT Server on \\Second_unit, designating it as a BDC during setup.

To avoid this problem, \Second_unit should be installed as a backup domain
controller while \Main_unit is running. Then, if WMain_unit is taken offline,
\Second_unit can be promoted to PDC. When \Main_unit is ready to go online
again, \Second_unit can be demoted to a BDC. The SID for \Main_unit is
recognized by WSecond_unit. When \\Main_unit is restarted, it becomes the PDC
again.

(In general, it should not be necessary to designate a new PDC unless the original
PDC is going to be down for a long time.)

Special Characters in Domain Names
The following special characters are illegal in domain names (in addition to * and

space).

#define ILLEGAL_NAME_CHARS_STR TEXT ("\"A\[J:l<>+=;,7")
CTRL_CHARS_STR

Even though some special characters such as period (.) are valid, underscore (_)
and dash (-) would be better choices as special characters in domain names.
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CHAPTER 3

Windows NT Browser Service

Users on a Windows NT network often need to know what domains and
computers are accessible from their local computer. Viewing all the network
resources available is called browsing. The Windows NT Browser service
maintains a list (called the browse list) of all available domains and servers. The
browse list can be viewed using Windows NT Explorer and is provided by a
browser in the local computer’s domain.

Note For the purposes of this discussion, the term server refers to any computer
that can provide resources to the rest of the network. If a computer running
Windows NT Workstation can share file or print resources with other computers
on the network, it is considered a server in the context of the browser system. The
computer does not have to be actively sharing resources to be considered a server.

This chapter includes descriptions of the following topics.

= The types of browser computers

= How browsers can work together to provide an accurate browser list, even if
the master browser fails

»  Master-browser elections

= The API calls used to register computers for the browser list and to receive the
list from the master browser

= How browsing across domains is handled
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The Windows NT Browser Service

Windows NT assigns browser tasks to specific computers on the network. The
computers work together to provide a centralized list of shared resources,
eliminating the need for all machines to maintain their own lists. This reduces the
CPU time and network traffic needed to build and maintain the list.

The Windows NT Browser system consists of a master browser, backup browsers,
and browser clients. The computer that is the master browser maintains the
browse list and periodically sends copies to the backup browsers. When a browser
client needs information, it obtains the current browse list by remotely sending a
NetServerEnum application programming interface (API) call to either the
master browser or a backup browser.

A datagram is a network message packet that can be sent to a mailslot on a
specified computer (a directed datagram) or to a mailslot on any number of
computers (a broadcast datagram). This centralized-browser architecture reduces
the number of datagrams sent to produce the available resource list. The
centralized-browser architecture also reduces demands on the client CPU and
memory.

Specifying Browser Computers

When you start a computer running Windows NT Workstation or Windows NT
Server, the Browser service looks in the registry for the configuration parameter
MaintainServerList to determine whether or not a computer will become a
browser. This parameter is found under:

\HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Browser\P
arameters
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Table 3.1 Allowable Values for the MaintainServerList parameter

Parameter

Value Meaning

No This computer will never participate as a browser.

Yes This computer will become a browser. Upon startup, this computer
attempts to contact the master browser to get a current browse list. If
the master browser cannot be found, the computer will force a
browser election. This computer will either be elected master browser
or become a backup browser.
Yes is the default value on a computer running Windows NT Server.

Auto This computer, referred to as a potential browser, may or may not

become a browser, depending on the number of currently active
browsers. The master browser notifies this computer whether or not it
will become a backup browser.

Auto is the default value for computers running Windows NT
Workstation.

On any computer with an entry of Yes or Auto for the MaintainServerList
parameter, Windows NT Setup configures the Browser service to start
automatically when the computer starts.

Another parameter in the registry, IsDomainMasterBrowser, helps to determine
which servers become master browsers and backup browsers The registry path for
this parameter is as shown below.

\HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Browser\P
arameters

Setting the IsDomainMasterBrowser parameter entry to True or Yes on a computer
makes that computer a preferred master browser. A preferred master browser has
priority over other computers in master browser elections. Whenever a preferred
master browser starts, it forces a browser election.

Any computer running Windows NT Workstation or Windows NT Server can be
configured as a preferred master browser. When the Browser service is started on
the preferred master-browser computer, the Browser service forces an election.
Preferred master browsers are given priority in elections, which means that if no
other condition prevents it, the preferred master browser will always win the
election. This gives an administrator the ability to configure a specific computer
as the master browser.
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To specify a computer as the preferred master browser, set the parameter entry for
IsDomainMasterBrowser to True or Yes. Set the parameter in the following
registry path:

\HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Browser\P
arameters

Unless the computer is configured as the preferred master browser, the parameter
entry will always be False or No. There is no user interface for making these
changes; the registry must be modified.

Browser System Roles

A computer running Windows NT 3.1, Windows NT Advanced Server 3.1,
Windows NT Workstation 3.5 or later, Windows NT Server 3.5 or later, Windows
for Workgroups 3.11, or Windows 95 can be browsers. There are five types of
computers in the browser system:

= Non-browsers

= Potential browsers

= Backup browsers

= Master browsers

=  Domain master browsers

Domain Master
Browser

/< Browser Servers

Browser Clients
(Non-Browsers)

Figure 3.1 Browser and non-browser computers
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Non-browser

A non-browser is a computer that has been configured not to maintain a network
resource or browse list.

Potential Browser

A potential browser is a computer that is capable of a maintaining a network
resource browse list and can be elected as a master browser. The potential browser
computer can act as a backup browser if instructed to do so by the master browser.

Backup Browser

The backup browser receives a copy of the network-resource browse list from the
master browser and distributes the list upon request to computers in the domain or
workgroup. All Windows NT domain controllers are automatically configured as
either master or backup browsers.

Computers running Windows NT Workstation, Windows for Workgroups, or
Windows 95 can be backup browsers if there are fewer than three Windows NT
Server computers performing backup-browser functions for the domain.

Backup browsers call the master browser every 15 minutes to get the latest copy
of the browse list and a list of domains. Each backup browser caches these lists
and returns the list of servers to any clients that send a remote NetServerEnum
API call to the backup browser. If the backup browser cannot find the master
browser, it forces an election of the master browser.

The data limit for the list of servers maintained on computers running a version of
Windows NT prior to version 4.0, Windows for Workgroups, or Windows 95 is
64K. This limits the number of computers in a browse list for a single workgroup
or domain to between 2,000 and 3,000 computers.

Master Browser

The master browser is responsible for collecting the information necessary to
create and maintain the browse list. The browse list includes all servers in the
master browser’s domain or workgroup, and the list of all domains on the
network.

Individual servers announce their presence to the master browser by sending a
directed datagram called a server announcement to the domain or workgroup
master browser. Computers running Windows NT Server, Windows NT
Workstation, Windows for Workgroups, Windows 95, or LAN Manager send
server announcements. When the master browser receives a server announcement
from a computer, it adds that computer to the browse list.
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When a domain spans more than one subnetwork, the master browser will do the
following tasks:

= Maintain the browse list for the portion of the domain on its subnetwork

= Provide lists of backup browsers on the local subnetwork of a TCP/IP-based
network to computers running Windows NT Server, Windows NT
Workstation, and Windows for Workgroups

If a TCP/IP-based subnetwork is comprised of more than one domain, each
domain has its own master browser and backup browsers. On networks using the
NWLink IPX/SPX-compatible network protocols, name queries are sent across
routers, ensuring that there is always only one master browser for each domain.
NetBEUI Frame (NBF) is not designed for a routed network and requires a
separate master browser per subnet.

When a computer starts and its MaintainServerList registry entry is set to Auto,
the master browser must tell that computer whether or not to become a backup
browser.

Domain Master Browser

The domain master browser is responsible for collecting announcements for the
entire domain, including any network segments, and for providing a list of domain
resources to master browsers. The domain master browser is always the primary
domain controller (PDC) of a domain.

The PDC of a domain is given priority in browser elections to ensure that it
becomes the master browser. The Windows NT Browser service running on a
PDC has the special, additional role of being the domain master browser.

For a domain that uses TCP/IP and spans more than one subnetwork, each
subnetwork functions as an independent browsing entity with its own master
browser and backup browsers. NwLnkNb and NBF transports don’t use the
domain master browser role because those transports have only a single master
browser for the entire network. Browsing across the wide area network (WAN) to
other subnetworks requires at least one browser running Windows NT Server,
Windows NT Workstation, or Windows For Workgroups 3.11b on the domain for
each subnetwork. A PDC typically functions as the domain master browser on its
subnetwork.
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When a domain spans multiple subnetworks, the master browser of each
subnetwork announces itself as the master browser to the domain master browser,
using a directed MasterBrowserAnnouncement datagram. The domain master
browser then sends a remote NetServerEnum API call to each master browser, to
collect each subnetwork’s list of servers. The domain master browser merges the
server list from each subnetwork master browser with its own server list, forming
the browse list for the domain. This process is repeated every 15 minutes to
ensure that the domain master browser has a complete browse list of all the
servers in the domain.

The master browser on each subnetwork also sends a remote NetServerEnum
API call to the domain master browser to obtain the complete browse list for the
domain. This browse list is available to browser clients on the subnetwork.

A single computer may play multiple browser roles. For example, the master
browser may also be the domain master browser.

Note Windows NT workgroups cannot span multiple TCP/IP subnetworks. Any
Windows NT workgroup that spans subnetworks actually functions as two
separate workgroups with identical names.

Browser Elections

Browser elections occur to select a new master browser under the following
circumstances.

=  When a computer cannot locate a master browser

»  When a preferred master browser comes online

=  When a Windows NT domain-controller system starts
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A computer initiates an election by sending a special datagram called an election
datagram. All browsers can receive election datagrams. When a browser receives
an election datagram, it examines that datagram’s election criteria. If the browser
has better election criteria than the sender of the election datagram, the browser
will issue its own election datagram and enter what is called an election in
progress state. If the browser does not have better election criteria than the sender
of the election datagram, the browser attempts to determine which system is the
new master browser.

Browser

Potential
Browser

Figure 3.2 Browser election

The election criteria for a browser is based on the browser’s current role in the
domain and its current state, using the hierarchy in Table 3.2.

Table 3.2 The hierarchy of criteria for a browser election

Operating System Type 0xFF000000
Windows for Workgroups or Windows 95 0x01000000
Windows NT Workstation 0x10000000
Windows NT Server 0x20000000
Election Version 0x00FFFF00
Per Version Criteria 0x000000FF
PDC 0x00000080
WINS System 0x00000020L
Preferred Master 0x00000008
Running Master 0x00000004
MaintainServerList = Yes 0x00000002

Running backup browser 0x00000001
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The browser will use all of the appropriate election criteria to determine the
sending computer’s election criteria.

The following criteria determine whether or not a browser has won an election.

= ]f the browser’s election version is greater than the sender’s election version,
the browser wins. If not, the browser uses the next election criteria. The
election version is a constant value that identifies the version of the browser-
election protocol. The election version is the revision of the browser protocol
and is not related to the operating-system version.

= If the browser’s election criteria is greater than the sender’s election criteria,
the browser wins. If not, the browser uses the next election criteria.

= If the browser has been running longer than the sender, the browser wins. If
not, the browser uses the next election criteria.

= If none of the criteria above have determined the election, then the server with
the lexically (alphabetically, including numbers and symbols) lowest name
wins. For example, a server named “A” will become master browser over a
server named “X.”

When a browser receives an election datagram indicating that it wins the election,
the browser enters the running election state. While in this state, the browser
sends out an election request after a delay, based on the browser’s current role in
the domain.

= Master browsers and the primary domain controllers delay for 100
microseconds (ms).

= Backup browsers and backup domain controllers randomly delay for 200 ms
and 600 ms.

= All other browsers randomly delay between 800 ms and 3000 ms.

This delay occurs because Windows for Workgroups browsers go “deaf” for
several hundred microseconds after sending an election datagram. This delay
reduces the number of election datagrams sent. A browser winning an election
may receive a different election datagram, causing it to lose an election later. By
having less-likely winners delay longer, the less-likely winners typically don’t
send election datagrams.

The browser sends up to four election datagrams. If no other browser responds
with an election criteria datagram that would win the election, the computer is
promoted to master browser. If the browser receives an election datagram
indicating that another computer will win the election, and the computer is
currently the master browser, the computer will demote itself from master browser
and become a backup browser.
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To force an election, the client computer will broadcast an election datagram to
the domain, indicating that an election should occur. This datagram is created to
prevent the client that sends the datagram from winning the election.

When an election occurs, the Browser service on the computer that forced the
election will log an event in the Event Viewer System log, indicating that it forced
the election. An event is logged for each protocol on which the Browser service
forces an election.

Browser Announcements

The Browser service must be notified by a resource when it is available for use on
the Windows NT network. When a network computer running Windows for
Workgroups, Windows 95, Windows NT Workstation, or Windows NT Server
starts, it sends an announcement to the Browser service that it is an available
resource,

Announce every S¢
1-12 minutes

New list of
servers retrieved
_every 15 minutes

Potential
Browser

Backup
Browser

Figure 3.3 Browser announcements

Master browsers are responsible for receiving announcements from computers
running any of the following software.

= Windows NT 3.1

= Windows NT 3.1 Advanced Server

= Windows for Workgroups

=  Windows 95

= Windows NT Workstation 3.5, or later
»  Windows NT Server 3.5, or later

» LAN Manager systems
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Master browsers also return lists of backup browsers to computers running any of
the following software.

=  Windows NT 3.1

» Windows NT 3.1 Advanced Server

»  Windows NT Workstation 3.5, or later

»  Windows NT Server 3.5, or later

=  Windows for Workgroups 3.11, or later

»  Windows 95 clients

When a computer starts and its MaintainServerList parameter is set to Auto, the
master browser is responsible for telling the system whether or not to become a
backup browser.

When a computer becomes the master browser by winning an election, and the
browse list is empty, the master browser forces all systems to announce. The
master browser broadcasts a RequestAnnouncement datagram. All computers that
receive this datagram must answer randomly within 30 seconds. This 30-second
range for response prevents the master browser from becoming overloaded and
losing replies, and protects the network from being flooded with responses.

Master Browser receives
announcements to build .,
browse list.

Master Browser sends

list to Backup Browsers
that request list.

Potential
Browser

Backup
Browser

Figure 3.4 Browsing for Backup Lists
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A master browser cannot be forced to rebuild the browse list for a workgroup or
domain. However, shutting down and restarting a computer that is configured as
the preferred master browser, or stopping and restarting the Browser service,
forces the build of a new browse list. When a preferred master browser starts, it
forces an election, which it will win. Because there is no browse list, it then forces
all members of the domain or workgroup to announce themselves.

If a master browser receives an announcement from another computer that claims
to be the master browser, the master browser will demote itself from master
browser and force an election. This ensures that there is never more than one
master browser in each workgroup or domain.

Non-browser Anhouncements

A non-browser computer periodically announces itself to the master browser by
sending a directed datagram to the master browser on the network. Initially, each
non-browser will announce itself every minute. The announcement interval will
be extended to once every 12 minutes. The computer announces its availability in
intervals of 1 minute, 2 minutes, 4 minutes, 8 minutes, 12 minutes, 12 minutes,
and then announces to the master browser only every 12 minutes. If the master
browser has not heard from the non-browser for three consecutive announcement
periods, the master browser will remove the non-browser from the browse list.

Potential -browser Announcements

Most computers are potential browsers; that is, they are capable of becoming
either backup browsers or master browsers. These computers announce
themselves in the same manner as non-browsers.

Backup-browser Announcements

Backup browsers are a subset of potential browsers and announce themselves in
the same manner as non-browsers. However, backup browsers participate in
browser elections. Backup browsers call the master browser every 15 minutes to
obtain updated network-resource browse lists and lists of workgroups and
domains. The backup browser caches these lists and returns the browse list to any
client that sends out a browse request by making a call, using the
NetServerEnum API, to the backup browser. If the backup browser cannot find
the master browser, it will force an election.

Because it can take up to 15 minutes for a backup browser to receive an updated
browse list, it is possible that a computer will appear in the browse list for as long
as 51 minutes after it is no longer an available resource on the network. The time
period consists of 36 minutes, which is three 12-minute announcement cycles plus
the 15 minutes for the backup browser to receive an updated list.
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Configuring the Browser Announcement Time

You can change how often a browser client announces itself. In the registry path,
under:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\
LanmanServer\Parameters

add the Announce parameter with a type of REG_DWORD, and set the number
of seconds that the browser should wait between announcements. For example, if
the default for Announce is 12 minutes, the length of time is set to 720.

The Announce value must be changed on all computers in the workgroup or
domain before the new value can be used by all computers. As you decrease this
value, announcement traffic increases. Increasing the Announce value reduces the
amount of announcement traffic, but will increase the length of time that a
shutdown computer will appear on the browse list.

Browser Requests

The purpose of the Browser service is to make a list of network resources
available to users. To use this resource list, the client computer must know which
computer to contact to request a copy of the list.

@T QueryBrowserServers . gﬂaster
rowser
N2 Q

Returns list of servers

Browser Clients @‘ NetServerEnum o lIgackup
(Non-Browsers) \/L < N rowser

Returns browse list

Figure 3.5 Flow of the Browser Request

The request issued to obtain the list of available network resources is a
NetServerEnum API call. This request is sent when net view is entered at the
command prompt or when the Map Network Drive dialog box lists the network
resources. The client issues the NetServerEnum API call to a backup browser.

If this is the first time that a NetServerEnum API call is issued on the client
computer, the computer must first find out which computers are the backup
browsers for its workgroup or domain before it can send the API call. The client
does this by issuing a GetBackupList datagram to the master browser.
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The master browser receives and processes the GetBackupList request. The
master browser returns a list of backup browsers active within the workgroup or
domain being queried. The client selects the names of three backup browsers from
the list and stores these names for future use. The NetServerEnum API call is
sent to a backup browser randomly chosen from the three saved names.

If the master browser for the workgroup or domain being queried cannot be found
after three attempts, the client will force the election of a new master browser in
the domain. The client returns an ERROR_BAD_NETPATH message to the
application, indicating that the master browser could not be found.

Number of Browsers in a Domain or Workgroup

The following rules determine the number of browsers in a domain or workgroup.
In this discussion, the words domain and workgroup are used interchangeably.

If there is currently a PDC in the domain, it will be the master browser for the
domain.

Every BDC in the domain will be a backup browser for the domain. The only
exception to this is if the BDC is needed as a master browser because the PDC has
failed. In that case, the BDC will be the master browser for the domain.

If a computer's MaintainServerList registry parameter is set to Yes, this
computer will be a backup browser for the domain or TCP/IP subnet.

If no backup browsers are selected for the domain based on the preceding rules,
the master browser determines the number of backup browsers for the domain. If
a computer's MaintainServerList registry parameter is set to Auto, the master
browser will select some of those computers to act as backup browsers based on
the number of computers in the domain.

Table 3.3 Number of browsers in a domain or workgroup

Number of Backup Number of Master
Number of Computers Browsers Browsers
1 0 1
2to 31 1 1
32 to 63 2 1

For each additional 32 computers added to the domain, another backup browser is
selected for the domain.

For the TCP/IP transport, each subnet independently enforces the preceding set of
rules.
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Browser Shutdown or Failure

If a backup browser shuts down properly, it sends an announcement to the master
browser that it is shutting down. The backup browser does this by sending an
announcement that does not include the Browser service in the list of running
services.

If a Master Browser shuts down gracefully, it will send a ForceElection datagram
so that a new master browser can be chosen.

If a computer does not shut down properly or if it fails for any reason, it must be
removed from the browse list. The Browser service handles browser failures.

Non-browser Failure

When a non-browser fails, it stops announcing itself. The configured
announcement period is between 1 and 12 minutes. If the non-browser has not
announced itself after three announcement periods, the master browser removes
the computer from the browse list. Therefore, it can take up to 51 minutes before
all browsers know of a non-browser’s failure. This figure includes up to 36
minutes for the master browser to detect the failure, and 15 minutes for all of the
backup browsers to retrieve the updated list from the master browser.

Backup-browser Failure

As with a non-browser failure, when a backup browser fails, it may not be
removed from the master-browser list for up to 51 minutes. If a browse list cannot
be obtained from the missing backup browser, the client selects another backup
browser from its cached list of three backups. If all of the client’s known backup
browsers fail, the client attempts to get a new list of backup browsers from the
master browser. If the client is unable to contact the master browser, the client
forces an election.

Master-browser Failure

When a master browser fails, a backup browser detects the failure within 15
minutes and forces an election of a new master browser.

If a client performs its browse request (using the NetServerEnum API call) after
a master browser fails but before a backup browser detects the failure, the client
forces an election. If a master browser fails and there are no backup browsers,
browsing in the workgroup or domain will not function correctly.

During the gap between the master browser’s failure and the election of a new
master browser, the workgroup or domain can disappear from the lists that are
visible to computers in other workgroups and domains.
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Domain Master-browser Failures

If the domain master browser fails, the master browser for each network segment
provides a browse list, containing only the servers in the local network segment.
All servers that are not on the local network segment will eventually be removed
from the browse list. Users will still be able to connect to servers on the other
network segments if they know the name of the server.

Because a domain master browser is also a PDC, an administrator can correct the
failure by promoting a BDC to PDC. A BDC can perform most PDC network
tasks, such as validating logon requests, but does not promote itself to PDC and
does not become domain master browser in the event of a PDC failure.

Subnet A
Server 1
Server 2
Server 3
Domain A Server 4

' B
@‘ﬁ’ Subnet B @ﬁ’ Subnet C
Server 2 Server 4
Server 3 Workstation

Figure 3.6 Master browser failure
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Browse Service Across Multiple Workgroups and
Domains

Users need to browse multiple workgroups and domains to retrieve a list of
servers within their workgroup or domain and a list of other workgroups and
domains.

Domain A \ DomainB A}  Work
groupy
\ Domain Announcements /

Domain

Browse List
Master . Backup
Browser | DomainA | Browser

DomainB
DomainC
DomainD

Domain D

Figure 3.7 Browser service across multiple workgroups and domains

Upon becoming a master browser, each master browser in each workgroup and
domain will broadcast a DomainAnnouncement datagram every minute for the
first five minutes. After the first five minutes, the master browser will broadcast a
DomainAnnouncement datagram once every 15 minutes. If a workgroup or
domain has not announced itself for three announcement periods, the workgroup
or domain will be removed from the list of workgroups and domains. Therefore, it
is possible that a workgroup or domain will appear in the browse list 45 minutes
after the workgroup or domain has failed or been shut down.

A DomainAnnouncement datagram contains the following information.

= The name of the domain
= The name of the master browser for that domain

= Whether the browser computer is running Windows NT Workstation or
Windows NT Server

If the browser computer is running Windows NT Server, the
DomainAnnouncement datagram will also specify whether or not the browser
computer is the domain PDC.
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Browse Service Across a Wide Area Network (WAN)

When using domains that are split across routers, each TCP/IP network segment
functions as an independent browsing entity with its own master browser and
backup browsers. Therefore, browser elections occur within each network
segment.

Domain master browsers are responsible for spanning the network segments to
collect computer-name information, in order to maintain a domain-wide browse
list of available resources. The domain master browser and cooperating master
browsers on each WAN segment provide browsing of domains that exist across
multiple TCP/IP network segments. The domain master browser is the PDC of a
domain. The master-browser computers on the subnets can be running
Windows NT Server, Windows NT Workstation, Windows for Workgroups
version 3.11b, or Windows 95.

Server 1
Domain
Master Browser

Domain
Browse List

Server 1
Server 2
Server 3
Server 4
Workstation

Server 2
Master Browser

Server 3

Workstation

Figure 3.8 Browser service across a WAN

When a domain spans multiple network segments, the master browsers for each
network segment use a directed datagram called a MasterBrowserAnnouncement
datagram to announce themselves to the domain master browser. The
MasterBrowserAnnouncement datagram notifies the domain master browser that
the sending computer is a master browser in the same domain and that the domain
master browser needs to obtain a copy of the master browser’s browse list. When
the domain master browser receives a MasterBrowserAnnouncement datagram, it
sends a request to the network segment’s master browser, which announced itself
in order to collect a list of the network segment’s servers.
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The domain master browser then merges its own server list with the server list
from the master browser that issued the announcement. This process is done every
15 minutes and guarantees that the domain master browser has a complete browse
list of all the servers in the domain. When a client issues a browse request to a
backup browser, the backup browser returns a list of all the servers in the domain,
regardless of the network segment on which they are located.

Workgroup using Windows NT or Windows for Workgroups cannot span
multiple network segments. Any workgroup of either kind that does span network
segments will function as two separate workgroups with the same name.

Browse Service Across a WAN with TCP/IP

Currently, Browser-service communication relies almost entirely on broadcasts. In
a WAN environment, such as TCP/IP, where domains are separated by routers,
special broadcast problems can arise because broadcasts, by default, do not pass
through routers. There are two issues to consider.

=  How browsers separated by a router perform browser functions

=  How local clients browse remote domains that are not on their local network
segment

The following topics discuss three methods that can be used to set up WAN
browsing with TCP/IP. They are presented in order of preference.

The Windows Internet Name Service (WINS)

The Windows Internet Name Service (WINS) resolves NetBIOS names to IP
addresses so that datagrams can be sent to the targeted computer. Implementing
WINS eliminates the need to configure the LMHOSTS file or to enable UDP port
137. Using WINS requires the following configuration. .

= WINS is configured on a computer running Windows NT Server 3.5 or later.
= Clients are WINS-enabled.

WINS clients can be configured with Windows NT 3.5 or later, Windows 95,
Windows for Workgroups 3.11b running TCP/IP-32, LAN Manager 2.2c for
MS-DOS, or Microsoft Network Client 3.0 for MS-DOS. The latter two are
provided on the compact discs for versions 3.5 or later of Windows NT Server.

We usually recommend that you implement WINS for name resolution and
browsing support. As an alternative, it is possible to have full domain browsing by
using only LMHOSTS files on all computers, but this limits browsing to the local
domain. Non-WINS clients still need the LMHOSTS file to browse a WAN, even
if WINS has been implemented in the domain.
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Note A client will participate in domain browsing only when that client is using a
workgroup name that is equivalent to the domain name (workgroup=domain). In
the case of Windows NT computers, they can also join the domain to gain this
functionality, instead of participating in a workgroup.

The LMHOSTS File

NetBIOS name resolution is typically performed through broadcasts, which will
resolve names only on the local network segment. To resolve names of computers
located on another network segment, the LMHOSTS file (located under
\<winnt_root>\System32\drivers\etc) must be configured. The LMHOSTS file
must contain a NetBIOS name-to-IP address mapping for all computers that are
not on the local network segment.

To implement communication between network segments and the domain master
browser, the administrator must configure the LMHOSTS file with the NetBIOS
names and IP addresses of all browsers. To ensure that the master browser for
each network segment can access the domain’s PDC, the PDC for each domain
must exist in the LMHOSTS file on each master browser and have the #DOM tag.

The LMHOSTS file on each network segment’s master browser should contain
the following information.

= JP address and NetBIOS name of the domain master browser

= The domain name, preceded by the tags #PRE and #DOM, as in the following
example

130.20.7.80 <Browser_name> #PRE #DOM:<domain_name>

To guarantee that the PDC can request the local browse list from the network
segment’s master browser, TCP/IP and all other WAN transports must cache the
client’s IP address.

UDP Port 137 (NetBIOS Name Service Broadcasts)

Not all WANSs will have problems browsing. Some routers can be configured to
forward specific types of broadcasts and filter out others.

All NetBIOS over TCP/IP (NetBT) broadcasts are sent to the UDP port 137,
which is defined as the NetBT Name Service. This usage is defined by Request
for Comment (RFC) 1001 and 1002. Routers normally filter out these frames
because they are sent to the hardware and subnet broadcast addresses. However,
some routers allow all frames sent to this particular UDP port—which is used
only by NetBT—to be forwarded. As a result, the browser looks as if it is on one,
big, network segment. All domains and computers within the network segments
are seen by all computers, including Windows for Workgroups computers.
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Windows for Workgroups and Windows 95 as Master

Browsers

The Vserver.386 and Vredir files on the Windows NT Server versions 3.51 and
4.0 compact discs are different from the files of the same names on the
Windows NT Server version 3.5 compact disc.

These two files have been modified so that computers running Windows for
Workgroups 3.11b or Windows 95 can be master browsers for a network. This
enables a computer on a network with computers running only Windows for
Workgroups 3.11b and Windows 95 to browse Windows NT domains on other
networks.

As the master browser for the network, a computer running Windows for
Workgroups 3.11b or Windows 95 will communicate with the PDC of the domain
to obtain the browse list for the entire domain.

The Windows for Workgroups 3.11b or Windows 95 master browser will function
as if a Windows NT master browser were on the network. The Windows for
Workgroups 3.11b or Windows 95 master browser will contact the PDC every 15
minutes to give it the local network’s browse list and to obtain the domain-wide
browse list.

The following conditions must exist for a computer running either Windows for
Workgroups 3.11b or Windows 95 to function properly as a master browser.

= The computer must also be running TCP/IP.

= WINS must be used for name resolution.

= The domain’s PDC must be a WINS client.

s The Windows for Workgroups 3.11b or Windows 95 client must be in a
workgroup that has the same name as the domain, and must also be a WINS
client.
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Microsoft LAN Manager Interoperability

For interoperability between Windows NT Workstation or Windows NT Server
and LAN Manager browsers, some configuration is required.

Selecting the Make Browser Broadcasts to LAN Manager 2.x Clients check
box causes the browser to announce itself to LAN Manager 2.x computers using a
LAN Manager-compatible server announcement. The default configuration is not
to send announcements to LAN Manager 2.x computers.

> To activate Make Browser Broadcasts to LAN Manager 2.x Clients
1. Click Start, point to Settings, and click Control Panel.
2. Double-click Network.
3. Click the Services tab.
4. Double-click Server.

5. Select the Make Browser Broadcasts to LAN Manager 2.x Clients check
box, and then click OK.

To configure this option on a Windows NT Workstation, change the
Lmannounce parameter entry to 1 in the registry under the following path:

\HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\
LanmanServer\Parameters

Each computer can be configured to browse up to four other LAN Manager
domains. These domains are the LAN Manager-only domains that the local
computer is interested in browsing. If any other domains are configured on a
domain master browser, the other domains are provided to all members of the
domain.

To configure other domains, in the registry under:

\HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\
LanmanWorkstation\Parameters

add a value of OtherDomains with a type of REG_MULTI_SZ, and supply the
other domain names.
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Browser System Components

The Browser system consists of two components, the Browser service and the
datagram receiver.

The Browser service is the user-mode portion of the Browser system and is
responsible for maintaining the browse list, sending the API requests, and
managing the various browser roles that a computer can have.

The Browser service actually resides within the Service Controller process
(Lmsvcs.exe) and can be found under \<winnt_root>\system32. The Browser
service is located in the registry path under the following key.

\HKEY_LOCAL_MA CHINE\System\CurrentControlSet\Services\Browser

The datagram receiver is the kernel-mode portion of the Browser system and is
simply a datagram and mailslot receiver. It receives directed and broadcast
datagrams that are of interest to the Windows NT Workstation and Windows NT
Server services. The datagram receiver also provides kernel-level support for the
NetServerEnum API, support for remote mailslot reception (second-class,
datagram-based, mailslot messages), and the request-announcement services.

In Windows NT 3.5 and later, the datagram receiver is implemented in the
Windows NT redirector (Rdr.sys). In Windows NT 3.1, there is a separate driver,
Browser.sys, for the datagram receiver.

Monitoring Browsers

The Microsoft Windows NT Server Resource Kit 4.0 includes two utilities,
Browmon.exe and Browstat.exe, that can be used to monitor the browsers within a
workgroup or domain.

Browmon.exe

Browmon.exe is a graphical utility that can be used to view browsers—both the
master and backups—for selected domains. It lists the browser servers for each
protocol in use by computers in the domain.

You can click the Properties menu to see the servers in the browse list for the
selected protocol and the domain browse list. In the Properties dialog box, click
Information to open the Information dialog box, which shows the number of
server announcements, domain announcements, election packets, and so forth.
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Browstat.exe

Browstat.exe is a command-line utility that can be used to view the Browser
servers—both the master and backups—in the specified workgroup or domain.
Browstat.exe has some capabilities that Browmon.exe does not have, such as the
ability to force an election and the ability to force a master browser to stop so that
an election occurs.

Browstat.exe includes the following options.

Usage: BROWSTAT Command [Options | /HELP]
Where <Command> is one of:

ELECT ( EL) - Force election on remote domain
GETBLIST ( GB) Get backup list for domain
GETMASTER ( GM) - Get remote Master Browser name (using NetBIOS)

GETPDC ( GP) - Get PDC name (using NetBIOS)

LISTWFW (WFW) - List WFW servers that are actually running
browser

STATS (STS) - Dump browser statistics

STATUS (STA) - Display status about a domain

TICKLE (TIC) - Force remote master to stop

VIEW ( VW) - Remote NetServerEnum to a server or domain on

transport

How to Find the Master Browser: Example

To find the master browser for a domain, the following command line must be
used.

browstat getmaster <transport> <domain_name>

Where <transport> is one of the protocols installed on the system, in the form
reported by net config rdr on the following Workstation active on line.

NwlnkNb NetBT_Lancel NetBT_EE162 Nbf_Lancel

For example, the following command could be used to find the master browser for
a domain named Seattle.

browstat getmaster NetBT_Lancel Seattle

Note When using Browstat.exe, you can use either the full command or the two-
or three-character abbreviation, such as gm instead of getmaster.
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CHAPTER 4

Terra Flora: A Fictitious Case
Study

The following chapter is a preliminary draft of material that will appear in
expanded form in the next edition of the Windows NT Server Resource Kit. At
that time, the case study will be further revised and expanded to include details
about the Divisional, Department, and Desktop server services and other helpful
information.

In the early days of networking, there was only one type of network and operating
system. Communication was not an issue: When the computers were connected,
they communicated. It was relatively slow and very expensive, but it worked.

Today, corporate computer environments are often heterogeneous, that is, they
have at least two different network operating systems on their standards list that
must interoperate with both newer, intranet client/server environments and legacy
computers and applications.

As network administrators attempt to make these systems work together, they find
that the different network operating systems do not “speak” the same standard
protocols and that there may be non-standard or proprietary protocols in use in
various parts of their networks. They need to discover ways to connect these
networks together, enabling them to interoperate and complement each other.

To illustrate problems and solutions for interoperability, we put together a real
network for a fictitious company we call “Terra Flora, Incorporated.” We
imagined this company to be an international corporation in the floral industry.
Terra Flora will serve as an example of a company with heterogeneous networks
and of how to devise and implement a plan to bring these information systems
together in a way that is consistent with the company’s business operations and
objectives.

Terra Flora is a totally fictitious corporation. The names of companies, products,
people, characters, and data mentioned herein are fictitious and are in no way
intended to represent any real individual, company, product, or event, unless
otherwise noted.



158 Part2 Network Interoperability

Introducing Terra Flora

Terra Flora is an international corporation specializing in retail flower in the
United States and Europe. The main business functions of Terra Flora are listed
below.

= Operating nurseries that grow flowers, and purchasing exotic varieties of
flowers from local growers under contract

=  Manufacturing trademark “Terra Flora” brand terra cotta pots and vases

= Distributing the grown and purchased flowers and manufactured terra cotta
products to the retail stores

= Obtaining and filling customer orders at the retail level

» Delivering flower orders

Terra Flora Corporate History

The business originally consisted of a single retail outlet, located in Sacramento,
California, that began selling flowers in 1970.

The business grew significantly, so the company purchased other retail florist
shops across the United States, including major retail stores in New York City and
Los Angeles. These two stores installed order desks with toll-free phone lines.
Customers could place orders by phone and have their purchases delivered
anywhere in the United States, with guaranteed delivery times and schedules.

The flowers originally came from a local Sacramento nursery. As the company
grew, it contracted with two European nurseries, in Amsterdam, The Netherlands,
and Seville, Spain, to provide exotic flower varieties. The retail company
purchased all three nurseries in 1988 and set up distribution procedures, which
effectively turned the nurseries into supply and distribution centers.

In early 1990, the chain incorporated and offered ownership shares on the stock
market. Using the capital generated from selling stock, the corporation purchased
a manufacturing plant located in Sacramento that manufactured various styles of
award-winning terra cotta pots and vases. The pots and vases have become the

corporation’s “signature” product and are used as part of the flower arrangements
sold at the retail stores.

At the same time, the company began opening retail shops in upscale malls
instead of purchasing existing florists. Currently, the company continues to focus
on this strategy for expanding its business.
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In December 1991, the corporation renamed itself “Terra Flora Incorporated.”

In 1993, Terra Flora began selling flowers internationally. The corporation
formalized the setup of supply and distribution centers in Amsterdam and Seville
by purchasing office space near the supply farms. Terra Flora modeled the centers
on the Sacramento operation, which had changed significantly over the years.
More U.S. distribution centers were purchased in Dallas, Texas and Boston,
Massachusetts.

Organization of Terra Flora

Terra Flora is now organized in three major divisions: Retail Services, Supply and
Manufacturing, and Nursery Products. Corporate and divisional headquarters are
all located in Sacramento. Each division has business operations in North
American and European locations.

= The Retail Services division manages the operations of all Terra Flora retail
stores. The division is also responsible for the regional retail-distribution
service centers in Sacramento, Dallas, Boston, Seville, and Amsterdam, and
for the major retail centers in Los Angeles, New York City, and London,
England.

= The Supply and Manufacturing provides the terra cotta pots. The original
manufacturing plant is in Sacramento, and a remote site is in Amsterdam.

= The Nursery Products division has remote sites in Seville and Amsterdam in
addition to the Sacramento nursery.

2L Headquaters
O Supply and manufacturing

/\ Mayor retail outlets

/A Distribution centers

Nursery and distribution centers
e Retail stores in US and Europe

Figure 4.1 International locations of Terra Flora division sites
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Until now, each division of Terra Flora operated as a separate company,
implementing policies and procedures that the divisional managers felt were
necessary to perform the various business functions. The autonomy of each
division was the result of rapid growth and the fact that the procedures that were
in place in each division worked well enough, in spite of some inefficiencies.

Each Terra Flora division also operates separate, heterogeneous computer
environments that separately track and record various business functions,
including sales, ordering, accounting, inventory, and division-specific
information. Information is sent to division headquarters in Sacramento, where it
is consolidated. None of the networks in any of the divisions communicate with
the computers in other divisions. Consolidating information for the entire
company means entering the same data several times into different computer
systems.

The disadvantages of the situation are clear. It is costly, and information is
redundant. Management reports are prone to error because synchronization of
information is difficult. The heterogeneous networks must interoperate if the
Terra Flora divisions are to merge and operate as a single business unit, relying on
a centralized information database.

To meet this challenge, the company hired a new Chief Information Officer, who
had managed the implementation of a similar strategic plan for another
corporation before joining Terra Flora. As a first step, the CIO has asked each of
the divisions to submit a list of the computer hardware and operating systems for
analysis, along with descriptions of the major divisional business processes. The
list would indicate the computer and manual interfaces into the processes. Each
division has also been asked to supply network diagrams and brief descriptions of
the databases and software applications that run on each computer. Analysis will
be performed on each division in an attempt to decide which computer hardware
and software from each division best fits the corporate strategy.

The immediate goal is to connect and maintain the existing systems necessary to
continue business operations. In the long term, Terra Flora plans to migrate the
existing systems applications to less costly and lower-maintenance client/server
applications. More analysis of the custom applications must be done to determine
the best features of those products and to create a plan for implementing the
necessary client/server applications.

Retail Services Division

Because the Retail Services division grew by purchasing other florist shops, the
division acquired those shops’ computer equipment and software systems as part
of the purchases. That computer equipment was then incorporated into the
division’s network.
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The Retail Services Network

The network diagram below provides a representation of the computer equipment
running in the Retail Services division.

0 o

CABANG62ENTO1 CASUN25ENTO1
Retail File and Print  Retail Database
VINES File & Print, ORACLE Database

VINES Mail
<L
2
CABAN62DIVO1 LPD Device and
Retail Messaging Printer

Intelligent Messaging lil, Division Printing

VINES File & Print

CANTS35DPTO1
Department File & Print
Windows NT File & Print,
SFM, Network Fax Server

7

& CAWIN31DSKO1 & CASCO50DSK CAMAC70DSKO1
Retail Productivity Retail Accounting Graphics Workstation

LAN Manager Custom X/Windows  Graphics Applications
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Office 4.3

NENTW40DSKO1
Retail Accounting
ODBC-DB2 Driver,
Wall Data Office

7L, NESCO50DSK01
¥ Retail Cash Register
Custom X/Windows

NEWINg5DSKo1  Application
Retail Order Entry

Wall Data Rumba,

Office for Windows 95

Figure 4.2 Retail Division network diagram before company-wide consolidation
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The retail division was relatively slow to computerize. The division purchased the
Sun server, currently named CASUN25ENTO01, early in the 1980s. Custom
applications were written, which are still updated and further customized as
needed.

Distribution was incorporated into the Retail Services divisional operations when
the distribution center in Dallas was purchased. A Banyan server was obtained as
part of that purchase, which provides file and print services to the division.

Workings of the Sun Server

This server runs the Solaris SPARC version 2.5 operating system. The ORACLE
database focuses on retail sales information, with emphasis on distribution and
inventory information. Customized business application systems on the Sun server
include an inventory-management system, accounting system, customer-ordering
system, product-ordering system, point-of-sale application (including a custom
exchange rate application to calculate the monetary differences in international
customer orders and purchases), distribution software, and delivery-truck
scheduling.

Workings of the Banyan Server

The Banyan server runs a Banyan VINES 6.22 network operating system. The
server provides file and print services to the Retail Services division headquarters
in Sacramento. Banyan mail messaging is provided through Beyond Mail.

Whenever Terra Flora purchased a retail store, the store was connected to the Sun
server and then given access to appropriate information stored on the server. The

retail stores are provided file and print services for management reports and sales

tickets through printers on site in the stores.

Business Processes of the Retail Services Division

The business processes in Retail Services fall into two categories: dealings with
consumers and dealings between the distribution centers and the retail stores.
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Interactions with Consumers
1. The retail store receives customer orders in a number of ways:

A customer can walk into a retail store, place an order, and either take
delivery or have the order delivered within a specified time.

A customer can phone or fax an order to the retail store and request
delivery within a specified time.

A customer can phone in an order using the 1-800 phone lines. The order is
forwarded to the appropriate retail store for delivery within the specified
time.

2. Except for orders taken over the 1-800 lines, customer orders are entered into
the system on the SCO computer, named CASCO50DSK, which appears on the
network diagram in the California domain at the Desktop level. This entry is
made through an X/Windows front-end application. Orders that come in on the
1-800 phone line are entered on the SCO computer by the customer-service
representative at the time the order is placed, while the customer is still on the
phone.

3. The order data is posted to an ORACLE database running on the Sun server.
This automatically triggers a division-wide examination and analysis of
inventory and delivery schedules, and then triggers other business applications
on other computers to perform the following functions:

If the customer order is placed in a retail store and the retail store can fill
the order within the time frame specified by the customer, the inventory is
relieved and a customer invoice is printed at the retail store on the local
printer for delivery with the product.

If the customer order is placed in a retail store and the store cannot fill the
order, the inventory of the retail stores in the area is examined. If an area
retail store can fill the order, the order is forwarded to the delivery-schedule
application of the area store for scheduling delivery within the customer-
specified time frame. The inventory of the area store is relieved and a
customer invoice prints on that store’s local printer for delivery with the
product.

If the customer order is placed in a retail store and neither the retail store or
any area store can fill the order, the customer’s order is placed on a product
order to ensure that the order will arrive at the retail store and be delivered
within the specified customer time frame.

If the customer order is placed over the 1-800 phone lines, the customer
order is forwarded to a retail store that can fill the order within the
customer’s specified time frame. The inventory of the retail store is
relieved and a customer invoice is printed on the local printer for delivery
with the product or to give to the customer who chooses to pick up the
product.
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4. Standard accounting information is posted to the accounting database as a
result of the customer order.

5. Automatic product orders are generated based on sales of product. The store
manager reviews the order, accepts or changes the information on the order,
and faxes the order to the proper distribution centers.

6. Delivery-truck schedules are produced and printed on local printers at the
retail stores that are responsible for delivering customer orders.

Interactions Between Distribution Centers and Retail Stores

The Retail Services division is also responsible for the distribution of product
from the distribution ceriters to the retail stores.

1. Each day, the ORACLE product-ordering database records the product
received at the distribution center.

2. Distribution schedules are printed at corporate headquarters and the
distribution sites, indicating which retail stores are to receive what products,
based on the product orders submitted by the retail stores.

3. New product orders from the retail stores arrive by fax or telephone.
4. The product orders are entered into the ORACLE database on the Sun server.

5. Inventory is examined. If the products ordered are in stock, inventory is
updated, product pick tickets are generated, and correct shipping labels and
customs documents are printed at the proper printers in the distribution
centers.

6. Accounting information in the ORACLE database is updated, as appropriate.

7. Orders for the flower products to be distributed are automatically generated
and tracked in the ORACLE product-order database and then faxed or phoned
to the proper nursery in the Nursery Products division or to the plant in the
Supply and Manufacturing division.

Supply and Manufacturing Division

The Supply and Manufacturing division is responsible for the manufacturing of
the signature terra cotta pots and other standard economy pots, as necessary. The
division is also responsible for distributing the pots to the retail stores, based on
stock and special orders placed by those stores.

The Supply and Manufacturing Network

The manufacturing plant was essentially an IBM shop when Terra Flora
purchased it. The sale included the ES/9000, which was running various business-
operations software. These software applications did not communicate with each
other. The pot manufacturer had purchased an IBM AS/400 and had begun
working on a plan to customize and migrate business operations from the ES/9000
to the AS/400.
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Upon closer analysis, it was discovered that due to the specialized applications
running on the ES/9000, such as the sophisticated money-exchange rate
application, migration was not cost-effective. At that time, software was
implemented on both servers to allow transfer of necessary information on a fixed
schedule between the two machines.

@'
RAINIER 400001701100 CANTS40ENTO06 CANTS40ENTO7
Supply Database  Supply Legacy Apps.| Mainframe Connectivity | Mainframe Connectivity
AS/400, Office Vision ES/3000 Microsoft SNA Server Microsoft SNA Server

CAWPS30DPTO1 CALMN22DPTO1
Supply Authentication =~ Groupware & Messaging
0S/2 Warp File & Print Lotus Notes Server

\T' CAWPD30DSKO1
N2 Supply Accounting
Client Access 400

Figure 4.3 Supply and Manufacturing Division network diagram before company-
wide consolidation

Functions of the ES/9000

The ES/9000 is running Virtual Machine/Enterprise Systems Architecture
(VM/ESA). All the division’s accounting applications and the sophisticated
money exchange application run on the ES/9000.

Functions of the AS/400

The AS/400 is currently running V2R3 operating system; the databases for
business operations are written in a combination of DB2 and RPG/400. The
AS/400 runs applications including inventory management and control, a
distribution-scheduling system, a production system, and the order system for raw
materials for the production of the terra cotta pots and other lines of product.
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Supply and Manufacturing Division’s Business Processes

The business processes at the Supply and Manufacturing division are described
below. Each process is numbered, and the process flow is documented using
numbers and arrows on the network diagram.

1. The Supply and Manufacturing division receives product orders from their
customers (the retail stores and distribution centers) by phone or fax.

2. An employee inputs the orders on a Warp client through a front-end
application to a DB2 product-ordering database on the AS/400.

3. Exchange-rate information is automatically posted to the accounting database
on the ES/9000.

4. A product order summary is printed, and the production manager schedules the
production of pots for the day, based on the product orders received.

5. The production staff makes the scheduled product.

6. The daily production is entered into the production DB2 database on the
AS/400.

7. The daily production is automatically posted to the accounting database on the
ES/9000.

8. The production system on the AS/400 generates recommended stock orders,
based on the raw materials used for the day’s production. The orders are
printed for the plant manager to review and, upon approval, are faxed to the
suppliers of raw materials.

9. The production system updates the DB2 retail-store-customer ordering system.
This updates on-hand inventory and then automatically recommends filling the
outstanding product orders from the retail stores and distribution centers, based
on production and the date on which the orders were submitted.

10. The retail-store-customer ordering system automatically sends appropriate
accounting information to the accounting database on the ES/9000.

11. The retail-store-customer ordering system updates the DB2 distribution
database about which orders are to be filled.

12. The distribution system prints product pick tickets, shipping labels, and
necessary customs papers.
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Nursery Products Division

Operations at the Nursery Products division are simpler because all the customers
of the Nursery Products Division are in the Retail Services division.

The Nursery Products Network

When Terra Flora purchased the Sacramento nursery, a DECaxp150 running DEC
UNIX and PATHWORKS version 5.0 was included in the purchase. All the
applications are UNIX and include the following programs.

= Accounting

= A product-order system, for contacting the proper supplier for specific flowers
= A customer-order system, for tracking orders placed by the retail stores

= A delivery system, for tracking shipments to the retail stores and calculating
the expected delivery of the products to the retail stores

The Sacramento nursery is the only one that is computerized.

All business operations for the Nursery Products division are tracked in databases
on the DECaxp150 server running DEC UNIX, which are listed below.

= A customer-order database that lists the retail stores

= A product-order database, from which product orders are calculated

=  Accounting

= An order-delivery database, which prints product pick tickets for the shipping
department

» A labeling program, which prints package labels and international customs
papers
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The network diagram below represents the network computers used in the
Nursery Products division.

CAPENT
Nursery Database
UNIX
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NetWare 4.1,
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Rmode NW Redirector, Microsoft Net Client, NetWare Client,
TCP/P-32 for Windows Novell Net Client, LAN Manager 2.2¢
for Workgroups, Office for Windows 95

Microsoft Office 4.3

Figure 4.4 Nursery Products Division network diagram before company-wide
consolidation

Nursery Products Division’s Business Processes

The following list describes the process for the Nursery Products division.

1. Customer orders for products are received by phone or fax from retail stores.

2. The orders are input on any NetWare client into a front-end NetWare
application.

3. Throughout the day, customer orders are processed by an ORACLE database
on the DEC UNIX server.

4. A summary, based on the days orders, is printed and input into the accounting
database on the UNIX server.
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. The bookkeeper posts the accounting information.

. Inventory is checked, and those customer orders that can be filled are filled;
~ then product pick tickets are printed and given to the shipping department.

. Orders are boxed, and shipping labels and customs documents are typed on an

IBM Selectric typewriter.

. A daily summary of customer orders is printed for the nursery manager. Based

on the inventory stocking levels, the manager phones the local or international
farms to order enough stock to fill the retail customer orders.

. The nursery manager records the items ordered from suppliers in the ORACLE

product order database.

Reengineering the Terra Flora Network

Having summarized the main facts about the operations, current network usage,
and business processes of each division, the CIO begins an analysis of the
business and technical problems at Terra Flora and to create a plan. The planning
will occur in three phases: studying the current network, organizing goals into
priority levels, and developing a way to integrate the networks in a service-based
model.

Understanding the Current Network

To understand the existing Terra Flora network, the newly hired CIO must go
through the following steps.

Identifying all hardware on the network, including clients, workstations, and
servers. This information should be sufficiently detailed to help determine
what equipment must be upgraded.

Identifying the geographic extent of both the local area networks (LANs) and
the wide area networks (WANS), including the media used for the LAN and to
create the WAN.

Identifying the location of the network components and operating systems.
Identifying bandwidth information.

Identifying specific user activities, the numbers of users doing those activities,
and the usage patterns on the network.

Identifying specific tasks, such as storing files, server backups, posting data to
a database, data replication, and application distribution.
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Realigning and Prioritizing the Goals

The business goals can be organized into the following priority levels.

» Business-critical goals
= Strategic goals

= User-benefit goals

= Wish-list goals

Business-critical Goals

Business-critical goals are goals that are required to do business. These goals must
be accomplished as quickly as possible. Terra Flora identified the following
business-critical goals, to be accomplished in no more than three months.

= To physically connect the three networks

= To migrate to the same network protocol

» To recognize security credentials, for authenticating network logons

= To allow users to share appropriate files and printers

» To integrate existing systems, for improving business processes

= To reduce training requirements

= To do business on the Internet

Strategic Goals

Strategic goals provide a clear benefit to the business. These goals can be
accomplished within three to six months without harm or loss to the business.
Terra Flora has the following strategic goals.

= To centralize user accounts

= To centralized network administration and backup

» To centralized application distribution

= To extend the Terra Flora network to all employees

= To create central information stores and applications

= To allow dynamic IP addressing in the network

= To give all employees electronic mail

= To electronically distribute corporate-wide information
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User-benefit Goals

User-benefit goals provide a clear benefit to the user by enhancing productivity or
increasing efficiency. These goals can be accomplished within six to twelve
months without harm or loss to the business. Terra Flora has identified the
following user-benefit goals.

= Internet access for Terra Flora employees
= Dial-up, telecommuting capabilities

Wish-list Goals

Goals on the wish list are amenities, but are not required. These goals can be
accomplished at any time. Terra Flora has one item on its wish list, to integrate
the DNS name space, using fully qualified domain names, such as
mariag.terraflora.com.

Integrating the Networks Using a Services-based Model

The services provided on the network must be viewed independently of the
divisional network structure. The integrated-network model groups the computers
by the services they provide to the company rather than by division. The services
can be grouped into four categories, called layers: Enterprise, Division,
Department, and Desktop.

Table 4.1 Layers of the Services-based Network Model

Network Level Services provided Users

Enterprise Support for the global network (such as 40,000
centralized user accounts and network services)
and providing master copies of common
information across the organization

Division Centralized file, print, and application sérvices, 100 to 1,000
focusing on business operations

Department Local file, print, and application services 25 to 100

Desktop Local file and application services 1to25

The new model also enables productive change in the following other areas.

= Integration of the information staff
= Centralization of network support
= Budgeting and tracking capital expenditures

The next sections describe the network services at each level and show how these
will help create an efficient network at Terra Flora.
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Enterprise Services

Servers at this level focus on supporting the global network (such as centralized
user accounts and administration) and providing the master copy of common
information across the organization. Enterprise servers are directly connected to
the corporate or remote backbone, are kept in protected environments in the work
area of the network administrators, and usually operate at 100 MB per second
(such as by FDDI, CDD], or Fast Ethernet). An Enterprise server might provide
networking services for up to 40,000 users.

Local availability of the servers can affect which services exist at which level.
When remote distances separate the servers and the users, backbone traffic can
make timely access to these services difficult. Communications across WANSs can
be slow and costly. This makes direct, corporate-wide access to Enterprise
services impractical. It makes sense to set up the servers at this top (Enterprise)
level to maintain and update information, which users would access at lower
levels.

For example, a server can be the master distribution point for site- or corporate-
licensed software, standard corporate applications, and employee information.
The master source servers would store the master copy, which would be used to
replicate sources and download to servers on the Division level. This ensures that
they are synchronized with the master corporate copy. Since Division-level
servers are local to the users in the division, this replication and synchronization
reduces both the network traffic on the corporate backbone and the cost of WAN
communications.

Enterprise servers can also host the master copy of the distribution packages
deployed by Microsoft Systems Management Servers.

The services typically offered at this level include the following items.

« Logon authentication

This service ensures that users can log on to the network and perform the tasks
for which they have permission. NetLogon is the Windows NT service that
performs this function.

= Replicated user account database

This service allows a copy of the Directory Database (formerly called SAM) to
be replicated on other servers, effectively distributing the logon authentication
process. Under Windows NT Server, NetLogon performs this function.
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Centralized network services

These services allow an administrator to configure network services that affect
the entire network and to make any administrative changes from one site.

For example, a Dynamic Host Configuration Protocol (DHCP) server can be
added to the network and configured to allow centrally defined global and
subnet TCP/IP parameters for the entire internetwork. When a workstation
computer moves between subnets, it is automatically reconfigured for TCP/IP
at system startup.

Name resolution

This service centralizes the resolution of the unique user names and TCP/IP
addresses that allow access to computer resources on the network.

For example, a server running the Windows Internet Name Service (WINS)
server software would perform this function. WINS servers maintain a
database that maps computer names to IP addresses, allowing users to
communicate with other computers and gain all the benefits of using TCP/IP.

As another example, a DNS server also provides dynamic mapping of domain
names to IP addresses and is the commonly used name-resolution service in
environments running a UNIX operating system.

Backup

Servers at any level typically provide backup services for the next lower level
of servers. Enterprise servers perform this function for the servers on the
Division level, which, in turn, perform backups for the Department-level
servers. Enterprise servers do not usually back up for the Department level.

Limited protocol service support

To reduce network traffic across the Enterprise backbone, servers at this level
might support only one or two networking protocols. Frequently, the choice is
the TCP/IP protocol.

Internet Services (using the Internet Information Server service)

These servers can be used to create web sites that the public can access for
corporate information and customer-focused marketing.
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Intranet Services (using the Internet Information Server service)

These servers store information that is to be available to all employees on the
internal corporate network, but not to users outside of the company or
organization. This might include corporate standards, employee benefits,
corporate events, and other information, such as job listings. These Enterprise-
level servers typically host references to the Division-level servers. For
example, an Enterprise server might refer to a Division web site for the
company'’s retail operations.

Site

These services affect organization sites but are hidden to the users. For
example, the Enterprise servers can act as storage and master source for
distribution of organization-supported software. The replicator service

distributes the software to the Division level for distribution to the lower
levels.

Division Services

This level typically contains the centralized file and print application, focusing on
business operations. Division-level servers often provide networking services for
up to 1,000 users, although they can be scaled to support larger numbers of users.

If the location of the division or region requires connecting over slower WAN
links, then Enterprise services may be supplied at this level.

The Division level usually include the following services.

Heterogeneous file and print interfaces

These interfaces allow interoperability with other servers including UNIX,
NetWare, LAN Server, and Banyan VINES.

Integration

This level may provide heterogeneous protocols, such as TCP/IP, IPX/SPX,
SNA, and VINES IP, which allow integration with services offered on UNIX,
NetWare, or mainframe Enterprise servers.

Intranet Information services (using the Internet Information Server service)

These servers provide corporate information that focuses on the division or
region. For example, project plans, schedules, reviews, presentations, and
background information for the division are stored here. Data sheets, product
reviews, product comparisons, and product specification sheets may also be
stored here for easy access and distribution to field sales and marketing
personnel.

Backup

Servers at any level typically provide backup services for the next lower level
of servers. For example, Division servers perform this function for servers on
the Department level. ’
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Department Services

Servers at this level focus on the business tasks. These servers provide local file,
print, and application services. They also provide temporary file storage for
workgroup projects, home directories, and scheduled-backup directories. In a
typical scenario for this level, servers are organized by workgroups or
departments to provide networking services for 25 to 100 users.

At the Enterprise level, a limited number of high-cost, high-performance servers
address the centralized needs of the entire organization. At the Division level, less
expensive servers provide adequate performance to a smaller group. At the
Department level, a server may be a workstation-class machine, such as a 486
computer with 16 MB RAM running Windows NT Server.

Department-level servers typically provide the following services.

» Departmental or branch-office projects

Information is stored about the department tasks and workgroup projects.
Enterprise and Division servers can access this information to compile reports.

= Intranet Information services (using the Internet Information Server service)

This information is specific to the Department. Status reports and the
supporting information may be posted here for everyone to browse through at
their convenience.

= Internet services (using the Internet Information Server service)
At this level, project web sites may be created and posted to the Internet.
= Backup

Servers at any level typically provide backup services for servers or computers
on the next lower level. Department servers perform this function for Desktop
computers.
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Desktop Services

In most corporations, the desktop computer is the productivity platform, running
either Windows 95 or Windows NT Workstation with various applications, such
as Microsoft Office and custom programs for specific business needs. The focus
here is to provide services to remote, mobile-networking, and desktop clients. The
logical grouping of the desktop groups may include small departments of 5 to 20
people, or may include thousands of desktop computers. The services offered
include the following functions.

» Local, personal file storage

The Desktop provides local storage for personal files and application data for
business applications.

= Local applications

For productivity desktops, the local applications might include Microsoft
Office Professional. For developer-class desktops, this might include
Microsoft Visual C++® compilers and debug versions of the operation
systems. For Internet Information Server service (IIS) developers, this might
include IIS and SQL applications.

Creating the Information Plan

The 12-month objective at Terra Flora is to accomplish all the business-critical
goals and as many as possible of the strategic goals.

Windows NT network services and some third-party services will be implemented
to integrate the systems. Windows NT Workstation, Windows NT Server, or
Windows 95 will be installed on any new equipment the company purchases, as
appropriate to the role that the equipment will play in the Terra Flora network.
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The information plan identifies the technical solutions for reaching the business
goals as outlined in Table 4.2.

Table 4.2 Solutions for the Terra Flora Business Plan

Goal Priority

Business Goal

Technical Solutions for Information Plan

Business critical

Business critical

Business critical

Business critical

Business critical

Business critical

Business critical

Physically connect the
three networks

Allow users to share
files and printers as
appropriate

Integrate all existing
systems that facilitate
business processes

Reduce training
requirements

Do business on the
Internet

Migrate to the same
network protocol

Recognize security
credentials and
centrally authenticate
network logons

Purchase routers and switches, as necessary
to connect the network efficiently.

Windows NT file and print (or, FPNW for
NetWare clients; PCNFS for UNIX clients;
Banyan File & Print for Windows NT for |
Banyan clients).

Use SNA server to connect to the ES/9000
and AS/400.

More analysis of the custom applications
must be done for two reasons: to determine
the best features of those products, and to
create a plan for implementing the
workstation and server applications
necessary to effectively operate the
business.

Provide a consistent, easy-to-use user
interface for both desktop and server
platforms. Allow connectivity to
heterogeneous systems through a consistent
interface.

The Terra Flora marketing department
wants the corporation to create web pages
for the Internet. These pages would feature
images of popular floral arrangements.
Customers would click an image to order it
directly from the nearest retail order desk.
Web pages would also list retail store
locations and operating hours, the history of
the company, product information,
appropriate inventory data, and marketing
information, such as seasonal specials.
Internal departments responsible for
maintaining web-page information would
be given access to the pages.

Install and configure TCP/IP on all
platforms.

Windows NT Network logon service will be
used to authenticate credentials and provide
single network log on.
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Table 4.2 Solutions for the Terra Flora Business Plan (continued)

Goal Priority

Business Goal

Technical Solutions for Information Plan

Strategic

Strategic

Strategic

Strategic

Strategic

Strategic

Strategic

Centralized user
accounts

Centralized network
administration and
backup

Extend the Terra Flora
network to all
employees

Create central
information stores and
applications

Allow dynamic IP
addressing in the
network

Give all employees
electronic mail

Electronically
distribute corporate-
wide information

Use Windows NT Server directory services
to provide enterprise-wide user hames and
passwords.

Trust relationships will be set up between
domains, creating a single network logon.

Using Windows NT replication service for
Enterprise-level databases, WINS, DNS,
and DHCP services. For online backup,
deploy Octopus for Windows NT. For the
backup of data and software master copies,
use Seagate Backup Exec for Windows NT.

Use the built-in Windows NT RAS to
connect mobile users.

Use Windows NT Server PPTP to connect
remote sites across the Internet, using a
secure link.

Create a secure communications link
between the Seville site and headquarters in
Sacramento.

Analyze software applications to maintain
the best ones, and program what is missing.
Automate the manual tasks, as appropriate,
such as the production line and distribution
centers.

Use Windows NT DHCP Server, and
enable all capable DHCP clients.

Migrate to Microsoft Exchange.

Use Internet Information Server and
Internet Explorer to distribute corporate-
wide information.




Chapter4 Terra Flora: A Fictitious Case Study 179

Terra Flora Network Systems Diagram

The diagram inside the back cover of this book provides an illustration of the new
network model for Terra Flora. All primary services and computers systems for
Terra Flora are shown. For brevity, only a representative sample of worldwide
retail operations is shown.

Naming Conventions

Each computer is labeled with a name that includes the following information.

= The computer name for the server
= The server IP address

= The services running on that computer

The first line below each computer icon lists the computer name, which has 12
characters. These follow specific naming conventions, with each character
representing additional information about the computer.

= Characters 1 and 2

The first two characters indicate the domain of which the computer is a part.
Terra Flora uses the following domain symbols.

= CA, which represents the California domain
= NE, which represents the North East domain
« EU, which represents the Europe domain
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Characters 3-7

The five characters following the domain symbol represent the operating
system that the computer is running. Table 4.3 lists the five-character codes
and the systems they represent.

Table 4.3 Codes for Operating Systems

Operating System Code Operating System Description

NTS40 Microsoft Windows NT Server 4.0

NTW40 Microsoft Windows NT Workstation 4.0

BANG62 Banyan 6.22

SUN25 SPARC 2.5

NW410 Novell NetWare 4.10

WPS30 IBM 0OS/2 Warp Connect Server 3.0

LMN22 ' Microsoft LAN Manager 2.2¢

NTS35 Microsoft Windows NT Server 3.51

NW312 Novell NetWare 3.12

WIN31 Microsoft Windows 3.1

WINI9S Microsoft Windows 95

SCO50 Santa Cruz Operations Open Server 5.0

WPD30 IBM 0OS/2 Warp Desktop 3.0

MSD62 MS-DOS 6.22

MACT70 Macintosh Operating System 7.0

KIOSK Santa Cruz Operations Open Desktop 5.0

CAPENT DEC UNIX, with PATHWORKS 5.0

RAINIER IBM AS/400

MAC 400001701100 ES/9000, with Virtual Machine Enterprise Systems
Architecture (VM\ESA)

Characters 8-10

These represent a three-character code for the service level.
= ENT, which represents the Enterprise level

= DIV, which represents the Division level

= DPT, which represents the Department level

» DSK, which represents the Desktop level

Characters 11 & 12

These characters are the identification number for the computer. A computer
number can be any number between 01 and 99.
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Computer Software

Various software was installed on different computers. This software will be used
to provide services to the computer network. The first text line in the diagram is
reserved for the computer’s name, and line two is reserved for the computer’s IP
address. The remainder of the text indicates the software loaded on each
computer. The following table lists the codes and descriptions of the software

represented by the code.

Table 4.4 Codes for Software

Software Code

Software Description

IIS (Internet)
PPTP

Deployment Server

IIS (Intranet)

F&P

Banyan F & P
Banyan Vines Mail
Member Server

Backup RAS

SNA

SMS Central Site
CAPDC

DHCP

WINS

Internet Information Server for connecting to the Internet.

Point to Point Tunneling Protocol used to create secure
communications over the Internet between Seville remote site
and Sacramento site.

A big server owned by the IS department of Terra Flora. It is
typically used for projects. For example, all the ,
documentation and files for the current migration project are
stored on this server.

Microsoft Internet Information Server for Intranet internal,
corporate network.

File and Print software. Specific to providers installed on the
network.

Banyan VINES 6.2 allows file and print sharing with
Microsoft Windows NT.

Messaging service compatible with the Banyan Operating
System.

A server running Windows NT 4.0 that is neither a PDC or a
BDC.

A Microsoft Windows NT system running more RAS, fault
tolerance, and authentication services, to relieve tasks from
the primary RAS Server.

Protocol software used on the network to connect to the
mainframe ES/9000 and AS/400.

Microsoft Systems Management Server 1.2 Central Site.

The California PDC which is used to authenticate logon
access to the network and network resources.

Dynamic Host Configuration Protocol, used to dynamically
lease IP addresses to computers when they change subnets.

Windows Internet Name System, used to dynamically
provide name resolution from NetBIOS names to TCP/IP
addresses.
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Table 4.4 Codes for Software (continued)

Software Code Software Description

DNS Domain Name Space, used to provide name resolution from
fully qualified domain names to IP addresses.

CA BDC The California Back up Domain Controller, used to provide
fault tolerance and to replicate the directory services database
through which users are authenticated. Also will perform
logon authentication.

RAS Remote Access Service provides secure dial-up access to
internal network.

GSNW Gateway Services for NetWare enables NetWare clients to
access files from Microsoft Windows NT.

FPNW File and Print Services for NetWare enables NetWare clients
to share files and print resources on servers running
Windows NT.

M3 Intelligent Messaging mail service from Banyan.

Intranet Server

Warp Authentication
Lotus Notes Server
Services for Macintosh

ORACLE NLM
LM 2.2 Client

Banyan client
TCP/IP-32 for WFW
Rmode NW redir

MS Net Client
Novell Net Client
X/Windows

Warp Connect
MS-DOS 6.22

Internal corporate-network server used on corporate network
to provide interactive information services to users through
Internet protocols, such as HTTP, FTP, and Gopher.

Authentication for Warp Clients.
Groupware application.

Allows Macintosh clients to authenticate to Windows NT
directory services and access file and print services on
Window NT Server.

ORACLE NetWare Loadable Module.

LAN Manager 2.2c client software, providing network access
to MS-DOS clients and MS-DOS-based Windows Operating
systems. Also allows logon authentication to Microsoft
Window NT Server Directory Services.

Client on the Banyan VINES Network.
32bit Protect mode stack for Window 3.11.

Real mode NetWare redirector allows MS-DOS and
Windows clients to access resources on NetWare servers.

The generic network client allows basic network access to
Microsoft Windows NT Services.

Novell network redirector for accessing File and Print
Services on NetWare servers.

Windowing environment for UNIX systems in an alternate
client/server model.

Network enabled Warp server.
Microsoft DOS version 6.22.



Chapter 4 Terra Flora: A Fictitious Case Study 183

Table 4.4 Codes for Software (continued)

Software Code

Software Description

Microsoft
Windows NTW
NFS Redir
Extra! For NTW
MPR

NE BDC

EU BDC

Microsoft Windows NT Workstation.

Enables connectivity with a server providing access to the
Network File System (NFS), typically UNIX Systems.

Terminal-emulation application for mainframe host
connectivity 3270/5250.

Muliti-Protocol Routing allows IP packets to be routed across
subnets.

North East backup domain controller used for authentication
and replication of the directory database stored on the PDC.

Europe backup domain controller used for authentication and
replication of the directory database stored on the PDC.
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CHAPTER 5

Network Services: Enterprise
Level

The following chapter is a tested but largely unedited draft of material that will
appear in expanded form in the next update of the Windows NT Server Resource
Kit. At that time, the case study will be further revised and expanded to include
details about the Divisional, Department, and Desktop server services and other
helpful information.

Chapter 4 introduced Terra Flora, a hypothetical case study of a fictitious
company and of the challenges that company faces in bringing together its
diverse, previously independent networks. The purpose of the case study is to
show in real-world terms how network administrators and information officers
can utilize Windows NT to integrate new and legacy hardware and software in a
cost-effective way. The chapter further analyzed the Terra Flora case and
developed a plan for interoperability. The next step for Terra Flora is to make
choices about the Windows NT Server services and to configure those services.

Services will ultimately be configured on four defined levels of usage, depending
on the scope of those services within the organization. These levels are, in order
of increasingly narrow scope: Enterprise, Division, Department (or Branch
Office), and Desktop. This chapter will deal with server services, but only on the
Enterprise level. Detailed discussions of service configurations for the other three
levels are not included in this edition of the Microsoft Windows NT 4.0
Networking Guide.
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Enterprise-level server services are the those provided on a large scale to the
entire network. These services primarily support the network itself; they are
services that support other servers and keep the corporation-wide information
synchronized on all areas of the network. These services include the following:
=  Dynamic Host Configuration Protocol (DHCP)

=  Windows Internet Name Service (WINS)

=  Domain Name System (DNS)

= Network Logon Services

= Centralized Services

= Replication

= Backup

= Point-to-Point Tunneling Protocol

This chapter will make repeated references to the Terra Flora Network Diagram,
printed on the inside back cover of this book. For convenience, open the diagram
now so that you can easily refer to it as you read these discussions

Terra Flora is a totally fictitious company whose business operations and
networking environment are being examined and used to demonstrate the
functionality of Windows NT Server products throughout this Interoperability
section. The names of companies, products, people, characters, and data
mentioned herein are fictitious and are in no way intended to represent any real
individual, company, product, or event, unless otherwise noted.
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Preparations for Configuring Services

Before configuring services, Terra Flora needed to set up the hardware for these
services and to adopt the protocols that the networks would use to communicate
among themselves and with the Internet. The new protocols must then be installed
and configured.

Selecting Protocol Standards

The first decision Terra Flora needs to make is which protocol to adopt as the
protocol-of-choice for their network, which protocols to retain, and which to
abandon.

Terra Flora’s Choice of Protocols

Terra Flora elected to use Transmission Control Protocol/Internet Protocol
(TCP/IP) as their network protocol of choice, while retaining Systems Network
Architecture (SNA) protocols for connection to the legacy systems.

Why Terra Flora Chose TCP/IP as a Primary Standard

TCP/IP is a standard set of networking protocols that govern how data passes
between the networked computers. With TCP/IP, Terra Flora networks will
interoperate by using the Windows NT Workstation and Windows NT Server
platforms with devices that use Microsoft Windows 95, other Microsoft
networking products, and non-Microsoft operating systems, such as UNIX.

Many reasons supported the Terra Flora decision to use TCP/IP as the preferred
network protocol.

TCP/IP is the primary protocol of the Internet and the World Wide Web. One of
the primary goals of Terra Flora is to establish a presence on the Internet,
allowing customers, nurseries, retail stores, and manufacturing sites to place
orders directly. Terra Flora sees this as essential to keeping Terra Flora
competitive.

TCP/IP is a very clean and efficient suite of standard protocols that can be used on
both local and wide-area networks (WANs) to provide communications between
all the basic operating systems on the network.
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TCP/IP has the advantage of already being in place in parts of the Terra Flora
network. TCP/IP currently supports communications between all UNIX-based
systems and the AS/400 at Terra Flora, and is running on the following
equipment.

»  Computers running Windows NT Workstation and Windows NT Server
s Computers running Windows for Workgroups

= Computers running Windows 95

= Computers running LAN Manager

For a detailed discussion on TCP/IP see Chapter 6, “TCP/IP Implementation
Details.”

Why Terra Flora Chose SNA as a Secondary Standard

SNA Protocol enables communication between the department and divisions
servers and the enterprise mainframe and AS/400 legacy application services. In
the near future, SNA will remain, but Terra Flora plans to review the options of
moving all the SNA dependent services to TCP/IP in a cost effective manner. If
this is not an option, SNA will remain on the network as the protocol to access the
legacy applications.

Why Terra Flora Rejected Other Protocol Options

Three other protocols are currently in place in various parts of the Terra Flora
networks. The decisions to abandon these protocols as network standards were
based on the reasons given in each case, as described below.

IPX/SPX

In the past, Terra Flora used the IPX/SPX protocol only in the Nursery Products
division, to support NetWare services. IPX is easy to install and is dynamic in that
it requires no configuration changes for either mobile or relocated network nodes.

Despite these advantages, the expense and performance degradation anticipated
under this protocol for such a large and diverse network deterred Terra Flora from
establishing IPX/SPX as a protocol standard. The protocol’s reliance on network-
wide broadcasts make overhead unreasonably high for effective WAN
implementations.

IPX/SPX protocol depends on broadcasts of Service Advertising Protocol (SAP)
and Routing Information Protocol (RIP) packets for network name-resolution
services built into NetWare. SAP and RIP broadcasts are updated every sixty
seconds by each server and sent to the entire network. These ongoing broadcasts
are negligible within a local LAN environment. However, when IPX networks are
connected in an enterprise manner, SAP and RIP broadcasts can dramatically
erode the available bandwidth.
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For the immediate future, Terra Flora will continue to use IPX/SPX for
interchange of files between NetWare and other networking clients. Within the
next year, Terra Flora aims to replace all hardware that depends on the IPX/SPX
protocol with hardware that utilizes TCP/IP, and to phase out the IPX/SPX
protocol.

AppleTalk

AppleTalk is a Macintosh-based protocol that runs primarily in peer-to-peer
situations and has very limited support on other platforms.

At Terra Flora, AppleTalk has been used locally in the Retail Services division for
graphics-art communications between Macintosh computers, which store the
graphic software. Due to the small number of machines, the Macintosh computers
were hooked together to form a peer-to-peer network.

Under the new Terra Flora plan, Windows NT Server Services for Macintosh will
be added to the departmental servers running Windows NT Server, to provide file
interchange and primary support for the Macintosh computers and the rest of the
network. Although the Macintosh computers don’t support TCP/IP, AppleTalk is
enabled on the routers, allowing the Macintosh computers to communicate with
the Department-level servers running Windows NT Server Services for
Macintosh.

NetBEUI

NetBEUI is a non-routed, broadcast-based protocol. The master browser on
TCP/IP networks cannot see or display computers that use NetBEUI to
communicate with the network in the network browser list.

NetBEUI was used as a legacy protocol for networking between Windows 3.1 and
MS-DOS clients. Terra Flora has already removed NetBEUI from all bridges and
routed networks. Within the next six months, the Terra Flora client computers that
rely on NetBEUI will be removed from the network or upgraded to Windows 95.
The plan at Terra Flora is that no NetBEUI traffic will exist on any network
segment after the next six months. ’
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Installing and Configuring TCP/IP

Protocols are selected during the installation of a Windows NT operating system.
The TCP/IP protocol must be configured differently for the various clients and
client services.

The Terra Flora plan is to reduce network administration and improve
performance by installing DHCP, WINS, and DNS to dynamically address
computers, resolve names, and easily integrate with the existing UNIX
environment. The installation of DHCP for dynamic addressing will decrease
administration by lowering the number of entries necessary when the computers
are moved from one physical location to another. The installation of WINS and
DNS to resolve names will decrease the network traffic caused by computers
announcing their presence to the network.

Configuring TCP/IP Clients

Only clients running an operating system software from the list below can be
configured to act as a DHCP and WINS clients.

» Windows NT Workstation version 3.5 or higher
= Windows NT Server version 3.5 or higher

»  Windows for Workgroups 3.11 with the Microsoft 32-bit TCP/IP VxD
installed

» Microsoft Network Client for MS-DOS with real mode TCP/IP driver; this is
one of the clients included on the Windows NT Server 3.5 or higher product

=  LAN Manager 2.2x for MS-DOS, included on the Windows NT Server version
3.5 CD-ROM and in the Windows NT Server 4.0 product

= A Windows 95 computer

The configured clients can request DHCP IP addresses from computers running
Windows NT Server DHCP service to communicate on the network with other
computers. Configured clients can register their NetBIOS names with computers
running Windows NT Server WINS service. The names and IP addresses will be
passed to other computers to permit communications between the computers on
the network. The configured clients can be located by computers running
Windows NT Server DNS service and, therefore, communicate with other
computers on the network.

Additional information on DHCP, WINS, and DNS appears later in this chapter
and in Chapter 7 “Managing Microsoft DHCP Servers”; Chapter 8, “Managing
Microsoft WINS Servers”; and Chapter 9, “Managing Microsoft DNS Servers.”
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The ability to use Windows NT Server DHCP service to obtain an address at
startup is configured on the TCP/IP Properties dialog box, as illustrated on the
Microsoft TCP/IP Properties dialog box below.

To open the TCP/IP Properties dialog box

1. Click Start, point to Settings, and click Control Panel.
Double-click Network.

Click the Protocols tab.

In Network Protocols, click TCP/IP Protocol.

Click Properties.

A

The Microsoft TCP/IP Propertles dlalog box appears.

‘, ) CPReIay‘ Rou\mgl‘

AnlP address can be automallcaﬂy assigned to lhts network card
by a DHCP server.: If your network does not have a DHCP server,
ask your network admmxsllalor foran address and then t}'pa it S

All three client services, DHCP, WINS, and DNS will be configured using this
graphical interface.
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Configuring the DHCP Client

A computer running Windows NT Server DHCP service can be configured to
automatically provide IP addresses of the WINS and DNS servers used in the
name resolution process. This removes the requirement of individually
configuring each client with the WINS and DNS server IP addresses.

> To configure a DHCP client

¢ In the IP Address tab of the Microsoft TCP/IP Properties dialog box, click
Obtain an IP address from a DHCP server, and then click OK.

§ %

You must restart your computer for the new settings to take effect.

Notes

» During the setup of Windows NT Workstation, you can elect to receive an IP
address from a DHCP server. If you select Yes, then Obtain an IP address
from a DHCP server is set as the default, and the procedure above is
unnecessary.

» The client computer will attempt to lease an IP address from the computer
running Windows NT DHCP Server service. To obtain an address, the Scopes
must be defined for the DHCP Server and addresses assigned to the Scopes for
the client’s subnet.
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Configuring the WINS Client

A computer running Windows NT Server DHCP service can be configured to
automatically provide IP addresses of the WINS and DNS servers used in the
name resolution process. This removes the requirement of individually
configuring each client with the WINS and DNS server IP addresses. The only
requirement for the client is to click Obtain an IP address from a DHCP server
in the Microsoft TCP/IP Properties dialog box.

The ability to use the Windows NT Server WINS service to resolve a client-
computer request for other network computer names mapped to IP addresses is
configured through TCP/IP. To do this, you need to know the following
information.

= Primary WINS Server address. This is the IP address of the WINS server that
the client will register its name and IP address with.

= Secondary WINS Server address. This is the WINS server that the client will
register with and which will be used if the Primary WINS server is
unavailable.

P> To configure a WINS client

1. In the Microsoft TCP/IP Properties dialog box, click the WINS Address
tab.

2. Type the appropriate server addresses in Primary WINS and Secondary
WINS.

3. Set the following options.

» To ensure that DNS servers will also be used to resolve client requests,
select the Enable DNS for Windows Resolution check box.

= To ensure that the LMHOSTS file will be used to resolve name requests
from the client if WINS should fail, select the Enable LMHOSTS Lookup
check box.
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4. Click OK when all settings are entered, as shown in the dialog box below.

You must restart your computer for the new settings to take effect.

Configuring the DNS Client

A computer running Windows NT Server DHCP service can be configured to
automatically provide IP addresses of the WINS and DNS servers used in the
name resolution process. This removes the requirement of individually
configuring each client with the WINS and DNS server IP addresses. The only
requirement for the client is to click Obtain an IP address from a DHCP server
in the Microsoft TCP/IP Properties dialog box.

The ability to use the Windows NT Server DNS service to resolve client requests
for other network computer names is configured through TCP/IP.

> To configure a DNS client
1. In the Microsoft TCP/IP Properties dialog box, click the DNS tab.
2. In Host Name, type the client computer name.
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3. In Domain, type the name of the authoritative domain.
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4. Under Domain Service Search Order, type the IP address of the server that
will be used to resolve DNS name queries, and click Add.

The TCP/IP DNS Server dialog box appears.

5. In DNS Server IP address, type the IP address of the DNS server that will be
searched to resolve name-to-IP address queries, and click Add.

6. In Domain Suffix Search Order, type the domain suffix, click Add, and then
click OK.

You must restart your computer for the new settings to take effect.

Notes

» The domain name that would be entered for Terra Flora in step 3 of this
procedure is Terraflora.com. For a complete discussion of domain names,
see Chapter 3, “Implementation Considerations” of the Microsoft
Windows NT Server 4.0 Networking Supplement.

» DNS Service Search Order contains the IP addresses of any DNS servers
on the network (whether running Windows NT Server 4.0 DNS service or
not).

= Domain Suffix Search Order indicated which subdomains will be
searched to resolve the name queries.
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Dynamic IP Addressing

All networked computers require both a unique name and address to communicate
with any other networked computer. These addresses can be either dynamic or
static.

= Dynamic addressing automatically assigns an address to a computer when the
computer is turned on or is moved to a different location (subnet) on the
network.

= Static addressing requires that an administrator configure new addresses.

Terra Flora’s Choice of Addréssing Services

Terra Flora has elected to use the Windows NT Dynamic Host Configuration
Protocol (DHCP) to provide dynamic IP-addressing of the network computers.

Static configuration of client addresses can be expensive in terms of
administrative effort and time. Currently, DHCP is the only open standard, which
means it can interoperate with other operating systems. All other dynamic
addressing products are proprietary.

Also, Terra Flora previously decided to standardize on the TCP/IP protocols with
limited support for SNA protocol. The choice of DHCP helps keep the network
administration costs down.

Other factors in the decision were Terra Flora’s anticipated rate of corporate
growth, the network requirements of traveling corporate personnel, and the
requirements of the Internet. By setting up a dynamic system for addressing, Terra
Flora can more easily accomplish its business goals in these areas.

Several tasks need to be accomplished to set up DHCP services for Terra Flora.

First, the servers that will become the DHCP servers need to be set up with static
server addresses and then the DHCP Service must be installed on those servers.

Second, all the servers with DHCP enabled must be added to the DHCP Manager
server list so that they can be administered.

Third, DHCP Scopes must be defined. This further involves establishing ranges of
leased addresses for each subnet and configuring the optional configuration
settings for those leases.

Fourth, Terra Flora will use DHCP Manager to reserve some IP addresses on the
network for certain computers and devices.

Fifth, Terra Flora will configure a DHCP Relay Agent.
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Administrative costs are reduced when network IP addressing tasks are performed
by the servers instead of the administrative personnel; who are then free to
perform other tasks. For example, the administrative task such as setup and
maintenance of manual IP address tables to indicate which computer has which IP
address will eliminated along with the need for administrators to travel to the
physical location of computers to input or change the IP addresses.

Windows NT Server 4.0 supports DHCP to provide dynamic network addressing
to clients. Currently it is the only open standard which can interoperate with other
operating systems other products are proprietary.

Configuring DHCP
Procedures Used to Set Up DHCP

Computers running Windows NT Server are already placed throughout the Terra
Flora network. On the Terra Flora network diagram, servers operating the DHCP
service have been located in all three domains. In the California domain,
CANTS40ENTO3 is designated as a DHCP server. In the Northeast domain,
NENTS40ENTO01 plays that role, and in the Europe domain, it is
EUNTS40ENTO1. The DHCP service is part of the Windows NT Server product,
and enabling the service is simple to do.

Configuring Static Server Addresses

A client computer obtains an address from a computer running the DHCP service
when the client computer starts up. This depends on the client being able to locate
the server responsible for leasing it an IP address. Because of this, the IP address
of the server must not change; that is, the server running the DHCP service must
have a static (unchanging) IP address.
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P To configure a static server address
1. In the Microsoft TCP/IP Properties dialog box, click the IP Address tab.

2. In Adapter, select the network adapter for which you wish to specify an IP
address (if necessary), and then click OK.

3. Click Specify an IP address.
The settings in your dialog box will be similar to the following:

|

You must restart the server for these settings to take effect.

The option selected in the diagram is Specify an IP address. The administrator
assigns a static IP Address, Subnet Mask, and Default Gateway address for the
DHCP server.

Note If the administrator specified an IP address and IP address information
during the setup of Windows NT Server, the above step can be skipped.
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Installing the DHCP Service on the Windows NT Server

DHCEP can be installed as part of Setup. If DHCP is not installed as part of Setup,
it must be configured on at least one network computer running Windows NT
Server.

To install the DHCP server service on a computer running Windows NT
Server

1. Click Start, point to Settings, and click Control Panel.
2. Double-click Network.
3. Click the Services tab.
4. Click Add.
The Select Network Services dialog box appears.
5. In Network Service, click Microsoft DHCP Server.

vork S instl, then cick
installation disk fot this component click Have Disk.

3 DHCP Relay Agent
. Q Galeway [and C||ent] Servtces for NetWare
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ﬁ @ Microsoft Internet Information Server 2.0

6. Click OK if loading from the network.
Or, click Have Disk to load the software from disks or a CD-ROM.

7. Type the full path to the Windows NT Server DHCP files, and then click OK.
You must restart the server for the changes to take effect.

Note You must be logged on as a member of the Administrators group to install
the DHCP service.
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Accessing the DHCP Manager

The addition of the DHCP service places DHCP Manager on the Administrative
Tools menu. Once the installation is complete on the computer running
Windows NT Server, use DHCP Manager to complete the configuration of the
DHCP server.

To access DHCP Manager

Click Start, point to Programs, point to Administrative Tools, and click DHCP
Manager.

Adding Servers to the Server List

Using the DHCP Manager, the administrators at Terra Flora can configure, set up
and maintain all the computers running Windows NT Server with the DHCP
Server service enabled from a single computer or from any computer.

The DHCP Manager contains a list of the servers that it can administer. Initially,
this list is empty. Until servers are added to the server list, the options provided
with DHCP are not available. Even the first computer running Windows NT
Server on which you install DHCP must be added to the server list before it can
be administered. DHCP Manager.

> To add a DHCP server to the Server List

1. On the Server menu of DHCP Manager, click Add.
The Add DHCP Server to Server List dialog box appears.

2. In DHCP Server, type the IP address of the DHCP server to be added to the
list, and then click OK.

3. Repeat steps 1 and 2, if necessary, to add all the network computers running
Windows NT Server with DHCP service enabled.
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Note You cannot administer network servers running other dynamic addressing
programs from a computer running Windows NT Server with DHCP service
enabled.

Managing DHCP Scopes

On any given network, for clients to obtain dynamic IP addresses, there must be at
least one computer running Windows NT Server DHCP service. Once the DHCP
Server service is installed on a computer running Windows NT Server, and the
Windows NT server is added to the server list, a DHCP scope must be created.

A DHCEP scope consists of a pool of IP addresses on a given subnet, such as
223.223.223.1 to 223.223.223.200, that the DHCP Server can lease to DHCP
Clients.

At Terra Flora, each computer running Windows NT Server DHCP service will
store at least one scope containing the ranges of IP addresses that the
Windows NT Server DHCP service can lease to requesting clients. Each scope
will contain a unique pool of addresses from which to assign IP addresses.

Refer to the Terra Flora diagram. On the California domain PDC, a scope will be
named CAPDCDHCP and will contain its own unique pool of IP addresses that
will be assigned as clients start up. The scope on the BDC will be named
CABDCDHCP and will also have a unique pool of addresses.

When the computer running Windows NT Server DHCP Service receives a
request from a DHCP enabled client for an IP address, the DHCP server will
select an available IP address from its pool of IP addresses and offer it to the
DHCP client, along with other configuration information that can be displayed
using various DOS commands.

The computers running Windows NT Server DHCP service will not only provide
Terra Flora with the ability to dynamically configure clients IP addresses, but
DHCP will, as part of the service it provides, record that address as leased to the
client, eliminating the need for manual tracking of IP addresses. The DHCP
leasing policy can be fully configured by administrators, eliminating any need for
manual intervention.
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The Windows NT Server DHCP service lease mechanism provides the following
benefits:

No need for user configuration.

Users no longer need to acquire an IP address from an administrator to
properly install and configure TCP/IP. When a client is configured to use
automatic DHCP, it will automatically lease an IP address from a DHCP
Server at start up.

No more configuration errors.

The Windows NT Server DHCP Service supplies all of the necessary
configuration information to all of the DHCP-enabled clients and servers. As
long as the DHCP Server maintains the correct configuration information,
none of the clients or servers will ever be incorrectly configured. At Terra
Flora, the difficulty of tracing network problems that resulted from incorrectly
configured workstations and servers will be a thing of the past.

Very little administrative overhead.

Administrators define a pool of IP addresses that the Windows NT DHCP
Service will lease to the DHCP clients. Administrators no longer need to keep
track of which IP address are in use and which IP addresses are available.

No need to reconfigure clients or servers that change subnets.

When the client computer changes subnets and starts up on its new subnet, it
will lease an IP address from a Windows NT Server running the DHCP
Service that is appropriate for the subnet on which it is now located.

DHCEP client configurations automatically updated during the renewal process.

For example, if you change a DNS server address, it gets distributed to the
network client dynamically.

Note DHCP clients will cache their old IP addresses and will request the old IP
addresses from the DHCP server if it is available. In most cases, the DHCP server
will have the address available, as it assigns new addresses before scavenging old
addresses.

A scope includes the following:

A range of IP addresses that can be leased by DHCP clients, referred to as a
pool of IP addresses or an IP address pool. Each DHCP scope will have a
unique pool of IP addresses, which it can lease to DHCP clients. The IP
addresses in the pool will not exist in a scope stored on any other network
computer running Windows NT Server DHCP service.

A valid Subnet Mask for the pool of IP addresses.
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Any IP addresses in the IP address pool range that need to be excluded so that
they will not be leased to DHCP clients, such as the IP addresses of the other
DHCEP servers on the network, WINS and DNS servers, subnet addresses,
router IP addresses, or any range that will be used on the network by devices
requiring static IP addresses.

The duration of the IP address lease, which defaults to three days.

The maximum lease duration can be set to either ‘Unlimited’ or up to 999
days, 23 hours, and 59 minutes. For details on what happens when a lease
expires, see Chapter 7, “Managing Microsoft DHCP Servers.”

The default length of an IP address lease can be configured to a longer or
shorter amount of time by an administrator.

Based on the number of available IP addresses in the DHCP scopes, how many
of the scope’s IP addresses will typically be in use by DHCP clients, and the
frequency with which the DHCP clients will be rebooting or changing subnets,
the lease duration for a DHCP Lease duration at Terra Flora will be configured
at 7 days. This will provide a good balance between having too many
addresses leased out to computers that are no longer on the network, and the
renewal network traffic.

At Terra Flora, the guidelines for determining the appropriate lease duration were:

Increasing the Lease Duration

Terra Flora had to consider the number of IP addresses available in each
DHCP scope. If there would be a large number of IP addresses available in the
DHCP scope and relatively few DHCP clients, the lease duration should likely
be increased in length. Increasing the lease duration would reduce the
frequency that the DHCP clients will query the DHCP Server to renew their
leases and therefore somewhat reduce network traffic.

Reducing the Lease Duration

If there was to be a limited number of IP addresses available in the DHCP
scope, most of which will be in use at any given time, it would be desirable to
reduce the lease duration. In addition, if DHCP clients on a given network
would frequently be changing subnets and therefore requiring a different IP
address, it would be beneficial to reduce the lease duration, especially if there
are a limited number of IP addresses available. Reducing the lease duration
would require DHCP clients to renew their leases more frequently, but would
also ensure that any unused IP addresses in the pool are seen as available to
lease by the DHCP server as soon as possible.

The name of the scope, which is a maximum of 128 characters, and a
descriptive comment about the DHCP Scope.

At Terra Flora, the descriptive comment will be the name of the Domain on
which the DHCP server resides.
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The creation of DHCP servers scopes is performed from the DHCP Manager
menu.

b To create a scope
1. Open DHCP Manager and double-click the DHCP server you want to manage.
2. On the Scope menu, click Create.

3. Under IP Address Pool, enter the server’s beginning IP address in Start
Address.

4. In End Address, enter the last IP address.

5. To add exclusion ranges, type a range in Exclusion Range, and click Add;
then repeat for as many ranges as you want to set.

6. To remove exclusion ranges, click the range in Excluded Address, and then
click Remove.

7. Under Lease Duration, click Limited To and enter the amount of time that
the lease will last.
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8. In Name, type the name of the scope.

9. If appropriate, type remarks in Comment, and then click OK.
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Terra Flora will configure a scope named “California” for the California
Domain on the PDC. The Lease Duration at Terra Flora will be defined at

seven days.

Note Once the administrative scope has been created, it must be activated

before the DHCP Server will lease any IP addresses from the DHCP scope’s IP

address pool.

A DHCP scope is activated and deactivated from the DHCP Manager Scope

menu. In DHCP Manager, active scopes will be preceded by a light bulb icon that

looks as it is turned on and deactivated scopes will be preceded by a gray light

bulb that looks as if it is turned off.

Once a DHCP scope has been created any of the scope’s settings, such as the

range of the IP address pool, it can be modified from the Scope Properties menu.
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Reserving IP addresses

The DHCP Manager allows the reservation of a specific IP address for a
computer. At Terra Flora, the plan is to reserve DHCP IP addresses on the
network in the scope for the following devices and computers:

Domain controllers (since the network also uses LMHOSTS files that define
IP addresses for domain controllers).

Clients that use IP addresses assigned by another TCP/IP configuration
method, such as UNIX DNS and netware clients.

Any DNS Servers on the network, whether running Windows NT Server 4.0
DNS service or not.

Any Windows NT Server with WINS enabled.
Any Routers used to direct network traffic between subnets.
Any DHCP servers.

The IP address for the DHCP servers were assigned during the Windows NT
Server Setup. The addresses assigned to the DHCP servers will now be
reserved for those servers.

The administrator will reserve IP addresses using Add Reservations on the
DHCP Manager Scope menu. When the computer client requests an IP address
from the DHCP Server, the DHCP Server will always return the reserved IP
address. '

Note The static addresses placed in Add Reservations will always override any
configuration options specified using DHCP Manager.

P> To reserve a client address in DHCP:

1. In DHCP Manager, double-click the DHCP server you want to manage.

2. Click the scope in which you want to add reservations.

3. On the Scope menu, click Add Reservations.
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Two important entries in the dialog box are:

Unique Identifier

The unique identifier is the media access control (MAC) address for the DHCP
client and can be obtained by typing the following command at the command
prompt on the client computer for which the address will be reserved:

= IPCONFIG -ALL.

= Press ENTER.

= The MAC address is the address labeled as the Physical Address.
Client Name

This entry should be the computer name of the DHCP client. The name is used
only for identification purposes. This entry is not available when adding
reservations for MS-DOS-based DHCP clients.

Notes It is critical that Unique Identifier entry be correct because the MAC
address is sent as part of the DHCP client’s request for an IP address to the
DHCEP Server. If this value is not correct, no match is found on the DHCP
server, which means the DHCP Server will assign the client any available IP
address instead of the reserved IP address.

On Windows 95 clients, you must run the program Winipcfg.exe to view the
MAC or physical address.

Configuring DHCP Options

At a minimum, a DHCP server must provide the DHCP client with the following
information:

A valid IP address to lease (configured when the DHCP Scope is created).
A Subnet Mask (configured when the DHCP Scope is created).

A Default Gateway, which defaults to an IP address of 0.0.0.0 if not
configured.

These items are referred to as configuration parameters. There are about 60 other
predefined DHCP configuration parameters, called options, that an administrator
can configure through the DHCP Manager for one or all scopes on a DHCP
server. For a complete listing of the options and their meanings, see Chapter 7,
“Managing Microsoft DHCP Servers”
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There are four methods that can be used to set the DHCP Options:

Global

When you set a global DHCP option, the option takes affect for all DHCP
scopes defined on the selected DHCP server. Global DHCP options appear in
the DHCP Manager with a globe icon proceeding them.

Scope

Setting a scope DHCP option will set the option only for the selected scope on
the Options Scope menu. DHCP options configured for a scope are displayed
with a series of computer icons proceeding them in DHCP Manager.

Default

Setting a default DHCP option modifies the default value for one of the DHCP
Options. When a default value is set, the default value becomes the default that
was set during administration rather than the DHCP default that was set during
installation of DHCP.

Client

This method can be used to configure one or more of the DHCP options for a
specific DHCP client. DHCP options can be set for a client only if the DHCP
client has a reserved IP address. The only way to see if a DHCP option is set
for a DHCP client is to view the properties of an active client lease on the
Scope Active Leases menu and then clicking Options.

Configuring a Global, Scope, or Default DHCP Option

Configure a Global, Scope, or Default DHCP Option on the DHCP Options
menu by clicking Global, Scope, or Default.

If Scope or Global is selected, the following dialog box appears, indicating which
menu option was selected by printing the title of the menu option in the title bar.

T
003 Router

004 Time Server
005 Name Servers
006 DNS Servers
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P> To configure DHCP options globally or by scope
1. In DHCP Manager, double-click the DHCP server you want to manage.
2. Click the scope for which you want to configure DHCP Options.
3. On the DHCP Options menu, click Global to change options globally.
Or, click Scope, to change options by scopes.

i Db bibians i , L i=100x{
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O ;. Defaults...
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4. Click Edit Array.
Enter the changes that you want for DHCP options.
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Using the dialog box, the administrator can change or add a new DHCP option to
the list and configure it with the proper settings.

002 Time Offset

> To configure Default DHCP Options

L.

If necessary, click the DHCP Standard Options default as the value in
Option Class.

In Option Name, click Change to change the default.
Or, click New to create a new default.

. When the fields that need to be changed appear, enter the appropriate settings,

and then click OK.

Configuring DHCP Options for a Particular Client

Configuring client options can be performed only if the IP address for the client
has been reserved. Configuring client options is performed using a different
graphical interface than was used to configure the Global, Scope or Default
options.

For details about reserving addresses, see “Reserving IP addresses,” earlier in this
chapter.

> To configure DHCP options for a particular client

1.

Lok »o

Click the server where the reserved client’s IP address resides for which you
want to enable options.

Click the scope that contains the client reservation.
On the Scope menu, click Active Leases.

Click the client that you want to configure.

Click Properties.
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6. Click Options.
The DHCP Options: Reservations dialog box appears.
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7. In Unused Options, click the option you want to add for the client, and then
click Add.

8. To change or enter a value for the option, click it in Active Options, and then
click Value.

9. Enter the appropriate value, and click OK.

For a complete description of the options available, see Chapter 7, “Managing
Microsoft DHCP Servers.”

Precedence of DHCP Options

If a DHCP option is set for more than one level, such as for both global and scope,
precedence is in the following order:

= Client overrides both scope and global.

= Scope overrides global.

= If there is no client or scope setting for a DHCP option, then the global setting
has precedence.

Benefits of DHCP Options

These include:

= Centrally administered network settings
= Dynamic updates

= No need for manual entry on every client
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Commonly Configured DHCP Options

Some of the DHCP options administrators typically configure are:

= 003 Router

The Router parameter requires the IP addresses for one or more routers and is
the equivalent of the Default Gateway entry in the TCP/IP configuration dialog
box.

= (006 DNS Servers

The Domain Name Server parameter requires the IP addresses for one or more
DNS servers.

» (015 Domain Name

This option is used to specify DNS domain names to be used for host name
resolution.

= 044 WINS/NBNS Servers

The WINS/NBNS (NetBIOS Name Servers) Servers parameters requires IP
addresses for one or more WINS/NBNS servers.

= (046 WINS/NBT node type

This DHCP option can be used to configure the method that the DHCP client
will use to resolve computer (NetBIOS) names: 0x1 (b-node), 0x2 (p-node),
0x4 (m-node), or 0x8 (h-node).

Note A computer running Windows NT Server DHCP service can be configured
to automatically provide IP addresses of the WINS and DNS servers used in the
name resolution process. This removes the requirement of individually
configuring each client with the WINS and DNS server IP addresses. The only
requirement for the client is to click Obtain an IP address from a DHCP server on
the Microsoft TCP/IP Properties dialog box.

Configuring a DHCP Relay Agent

Computers running Windows NT Server DHCP service have the ability to use the
bootP relay service which enables clients on one subnet to access a DHCP server
on another subnet. Refer to the Terra Flora network diagram. In the Terra Flora
California domain, all the servers running Windows NT Server DHCP service are
located on the Enterprise level.

There are three subnets in the California domain, and only one subnet contains the
servers running Windows NT Server DHCP service. The two subnets that do not
contain computers running Windows NT Server DHCP service have a computer
running Windows NT Workstation or Windows NT Server that acts as DHCP
relay or bootP relay agent. The DHCP bootP relay agents are named
CANTS40DIV03 and CANTS40DPTO02.
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When a dynamic client computer on the subnet where the bootP relay agent
resides requests an IP address, the request is forwarded to the subnet’s bootP relay
agent. The bootP relay agent, in turn, is configured to forward the request directly
to the correct computer running Windows NT Server DHCP service. The
computer running Windows NT Server DHCP service returns an IP address
directly to the requesting client.

For a detailed discussion on the bootP relay agents, see Chapter 7, “Managing
Microsoft DHCP Servers.”

Configuration of the DHCP bootP relay agent is a two-step process. The first step
is to install the DHCP Relay Agent Service on the computer that will act as a
bootP relay agent. The DHCP Relay Agent Service is a Windows NT Server
service. The bootP agents can then be configured, using the Microsoft TCP/IP
Protocol Properties dialog box, with the IP address of the computer running
Windows NT Server DHCP, so the agent will know where to forward requests
from clients for available IP addresses. Installing the service and configuring the
agents are both performed using Network in Control Panel.

> To install the DHCP Relay Agent Service
1. Inthe Network dialog box, click the Services tab.
2. Click Add.

A

Click the Network Segvice lhaf'you wantto msiall. then click [jK‘ g
“you have an installation disk for this component, click Have Disk.
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3. Under Network Service, click DHCP Relay Agent, and then click Have Disk
if loading the software from disks or a CD-ROM.

Or, click OK if loading from the network.
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4. In the message that appears, type the full path to the Windows NT Server
DHCEP files, and click OK.

The DHCP service is installed.
5. Click Close.
Configuration and binding information is checked.

You must shut down and restart the computer before the new settings will take
effect

Addition of the TCP/IP address of the computers running Windows NT Server
DHCEP service to the bootP relay agents is performed in the TCP/IP Properties
dialog box.

> To add an IP address to the bootP relay agent:
1. In the Network dialog box, click the Protocols tab.
2. Click TCP/IP Protocol, and then click Properties.
3. Click the DHCP Relay tab.

4. Check that the Seconds threshold and Maximum hops settings are set at 4.

5. Under DHCP Servers, type the IP address of the server that will provide the
IP addresses to the subnet’s requesting clients.

6. Click Add, and then click OK.
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Name Resolution Using WINS and DNS

Due to the heterogeneity of the network at Terra Flora, administrators have
decided to implement two Windows NT Server services to manage all name
resolution issues. Windows Internet Name Service (WINS) and Domain Name
System (DNS).

Terra Flora is interoperating several heterogeneous networks. To communicate,
each computer needs a unique computer address and name. There are two types of
names and both types exist on one or more of the small Terra Flora networks
being merged into one large network. Windows NT network applications use a
naming convention known as NetBIOS. In general, NetBIOS computer names
consist of a single part.

In contrast, TCP/IP components rely on the DNS naming convention. DNS
computer names consist of two parts: a computer name and a domain name, which
combine to form the fully qualified domain name (FQDN).

NetBIOS computer names can be made compatible with DNS computer names,
making interoperation possible between the two. Windows NT combines the
NetBIOS computer name with the DNS domain name to form the FQDN.

Note Under Windows NT Server, the DNS host name defaults to the same name
as the NetBIOS computer name. You can change this if you need separate names.

The Decision to Use WINS

As with dynamic addressing of computers, dynamic name registration and
resolution of computers and associated addresses will reduce administrative costs
at Terra Flora. If administrative tasks can automatically be performed by the
computers running Windows NT Server with WINS enabled, administrators are
free to perform other network administrative tasks.

A WINS server maintains a dynamic database that maps the NetBIOS computer
names of WINS clients to their IP addresses. Both a computer name and IP
address are necessary for network clients to communicate effectively on the
enterprise network. At Terra Flora, clients are configured as both DHCP- and
WINS-enabled. '
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The primary purpose of WINS is to respond to network clients that are trying to
locate a computer on the network by using its” NetBIOS name. The WINS server
responds to the network client with the IP address of the desired computer, thus
enabling the client computer to connect to the desired computer via a TCP/IP
session. To enable this functionality, the WINS clients register their NetBIOS
names with the WINS server. The registered name is stored in a database on the
server on a dynamic basis so the name can be reused later if the client stops using
it.

A WINS client is responsible for maintaining the lease on its registered name and
informing the WINS server periodically that it is still present on the network.
When it shuts down, it also notifies the WINS server that the name is being
released.

Terra Flora administrators decided to use WINS for the following reasons:

» Dynamic database maintenance will support computer name registration and
name resolution. WINS provides dynamic name services, and it offers a
NetBIOS name space, making it much more flexible than DNS for name
resolution. The WINS and DNS servers will be integrated to serve all name
resolution needs at Terra Flora.

=  WINS centralizes management of the computer-name database and the
database replication policies, which will alleviate the need for managing
LMHOSTS files.

= Windows NT Server has been chosen as the integration tool to interoperate the
heterogeneous networks at Terra Flora. Implementation of WINS will reduce
the IP broadcast traffic while allowing client computers to easily locate remote
systems across local or wide area networks.

Installing and Configuring WINS

A WINS server is a computer running Windows NT Server using the Microsoft
TCP/IP protocol and the WINS server software. WINS servers maintain a
database that maps computer names to IP addresses, allowing users to easily
communicate with other computers while gaining all of the benefits of using
TCP/IP.

For a complete discussion of the WINS service, see Chapter 8, “Managing

Microsoft WINS Servers.”

Installing WINS Servers

Installing a WINS server is part of the process of installing Microsoft TCP/IP in
Windows NT Server. The following instructions assume you have already
installed the Windows NT Server operating system on the computer.

You must be logged on as a member of the Administrators group to install WINS.
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> To install a WINS server

I.

6.

Click Start, point to Settings, and click Control Panel.

2. Double-click Network.
3. Click the Services tab.
4.
5

. In the Select Network Service dialog box, click Windows Internet Name

Click Server, and then click Add.

Service.

! Click the Network Service that you want to install, then click OK..1f
; ! you have an installation disk for this component, click Have Disk.

. Netwark Service:

) Services for Macintosh
| Simple TCPAP Services
| @ SNMP Service
v, &! bt T SRy i

3 Workstation

Ea]

Click Have Disk if you are loading the software from disks or a CD-ROM.
Or, click OK if loading from the network.

. In the Windows NT Setup dialog box, type the full path to the Windows NT

Server WINS files, and then click Continue.

You must shut down and restart the computer before the new settings will take
effect. The WINS Manager then appears on the Administrative Tools
(Common) menu on the desktop.
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Managing WINS Servers

The addition of the WINS service places the WINS Manager on the
Administrative Tools (Common) menu. Once the installation is complete on the
computer running Windows NT Server, use WINS Manager to complete the
configuration of WINS.

b To start WINS Manager

= Click Start, point to Programs, point to Administrative Tools (Common),
and click WINS Manager.

Adding WINS Servers

Before you can administer and manage WINS servers, you must add the WINS
servers to the Server List using the WINS Manager graphical interface. At Terra
Flora, all computers running Windows NT Server WINS service will be added to
the WINS Server List. Until the WINS servers are added to the list, no WINS
features are available. Once the servers are added to the list, administration of any
computer running Windows NT Server WINS Service can take place from any
other computer running Windows NT Server WINS Manager.
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> To Add a WINS server to the Server List
1. On the WINS Manager Server menu, click Add.
The Add WINS Server to Server List dialog box appears.

At W INSISr 7= RO £ |
: Enter the computer name of the P address of the WINS server to be added. ¥

Cancel - I

s T

2. In WINS Server, type the IP address of the DHCP server to be added to the
list, and then click OK.

Once a WINS Server is added to the list, configuration of the server can take
place.

Configuring WINS Servers

Terra Flora will configure multiple WINS servers to increase the availability and
balance the load among servers. To configure a WINS server, you must be a
member of the administrators group of that server.

> To configure a WINS server
1. In WINS Manager, click the server you want to configure.
2. On the Server menu, click Configuration.
The WINS Server Configuration dialog box appears.
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3. Select the configuration options you want.

To specify how often a WINS client will renew its name registration with
the WINS Server, type a value in Renewal Interval.

To specify the interval between when an entry in the WINS database is
marked as released (no longer registered) and when it is marked as extinct,
type a value in Extinction Interval.

To specify the interval between when an entry is marked extinct and when
the entry is scavenged (removed) from the WINS database, type a value in
Extinction Timeout.

To specify when the WINS server will verify that old names it does not
own (those replicated from other WINS servers) are still active, type a
value in Verify Interval.

To specify pull parameters, select the Initial Replication check box under
Pull.

To specify the number of times that the WINS server will attempt to
contact a replication partner for pulling new WINS database entries, type a
value in Retry Count.

To have the WINS server notify its replication partners of the status of its
WINS database when the system is initialized, select the Initial
Replication check box under Push Parameters.

To notify the replication partners of the WINS server when a name
registration changes the WINS database status, select the Replicate on
Address Change check box.

4. Click Advanced to configure other options.

To specify logging of database changes to Jet.log, select the Logging
Enabled check box.

To log events in detail, select the Log Detailed Events check box.

To replicate only WINS push or pull pértners, select the Replicate Only
With Partners check box.

To automatically back up the database when WINS Manager stops, select
the Backup On Termination check box.

The database backup path must have a directory specified.

To treat static uﬁique and static multihomed records in the database as
dynamic when they conflict with a new registration or replica, select the
Migrate On/Off check box.

This means that if they are no longer valid, they will be overwritten by the
new registration or replica. By default, this option is not checked.
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= To set the highest version ID number for the database, enter that number in
Starting Version Count.

s To specify the directory where the WINS database backups will be stored,
type the path in Database Backup Path.

5. When you have completed all changes in the WINS Server Configuration

dialog box, click OK.

Notes

Specify the %systemroot%\system32\wins directory. A subdirectory for the
backup will be added to WINS directory.

Logging events in detail requires considerable system resources and should be
turned off if you are tuning for performance.

If the Replicate Only With Partners check box is not selected, an
administrator can ask a WINS server to pull or push from or to a non-listed
WINS server partner. By default, this option is checked.

Usually, you will not need to change the value in Starting Version Count
unless the database becomes corrupted and needs to start fresh. In such a case,
set this value to a number higher than appears as the version number counter
for this WINS server on all the remote partners that earlier replicated the local
WINS server’s records. WINS may adjust the value you specify to a higher
one to ensure that database records are quickly replicated to other WINS
servers.

If you specify a backup path, WINS automatically performs a full backup of its
database to this directory every 24 hours. WINS uses this directory to perform

an automatic restoration of the database in the event that the database is found

to be corrupted when WINS is started. Do not specify a network directory.

Configuring Replication Partners

All of the WINS servers on a network can be configured to communicate with
each other so that a name registered with one WINS server will eventually be
known by all WINS servers. In addition to registration of all names on the
network with all WINS servers, all WINS servers will eventually be notified when
a name is released. Replication is carried out among replication partners, rather
than by each server replicating to all other servers. Each WINS server must be
configured with at least one other WINS server as its replication partner.
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In Terra Flora’s main California Domain, one WINS server will be designated as
the central server, and all other WINS servers will be configured as both push and
pull partners of this central server. A pull partner is a WINS server that pulls in
replications of database entries from its partner by requesting and then accepting
the replications. A push partner is a WINS server that sends update notification
messages to its partner when its WINS database has changed. This configuration
ensures that the WINS database on each server contains names addresses for
every network computer.
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The Terra Flora network diagram of the California domain shows only two of the
WINS servers. At Terra Flora, WINS will be enabled on several computers
running Windows NT at the Enterprise level. All of these computers running
Windows NT Server WINS server will be configured as push and pull partners of
each other.

The PDC will act as the central server. It will push changes made to its database
to the next server in the line, which then pulls the changes from the PDC. This
will continue down the line, with the server last on the line pushing back to the
central server, which will pull in changes from the last server on the line. This
ensures that all the databases on all WINS servers are replicated and up-to-date.

Additionally, the administrator can perform a replication immediately or at a
specified time.

> To add a replication partner to a WINS server
1. On the WINS Manager Server menu, click Replication Partners.

NS Server
|62 17218.481
48172184811
R

The Replication Partners dialog box appears, showing all replication partners
of the WINS server.

2. Click Add.

3. Type the IP address of the WINS server that is to be added as a push or pull
partner.

The added server can be configured as either a push or pull partner to the
WINS server. The replication partner will automatically be added as both a
push and pull partner of the server that is being configured. This can be
changed.
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> To configure replication partners for a WINS server

1. In WINS Server in the Replication Partners dialog box, click the server you
want to configure.

2. Under Replication Options, select the Push Partner check box, the Pull
Partner check box, or both, to indicate the appropriate replication partnership.

3. Under Replication Options, select the Configure check box for each of the
appropriate settings.

The Push Partners Properties or Pull Partners Properties dialog box
appears.

> To define pull partner properties

1. In Start Time on the Pull Partner Properties dialog box, type a number to
indicate when replication should begin, using any separator (such as AM or PM)
for hours, minutes, and seconds.

2. In Replication Interval, type a time in hours, minutes, and seconds to indicate
how often replications will occur.

Or, to use values specified in the Preferences dialog box, click Set Default
Values.

3. Click OK.

The AM and PM designators are part of your time setting in International (in
Control Panel).
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> To define push partner properties

1. In Update Count on the Push Partner Properties dialog box, type the
number of additions and updates that can be made to records in the database
before replication must take place.

The minimum value is 20; replications that have been pulled in from partners
do not count as insertions or updates in this context.

X

PushPaner 172164814
Update Court: [120000a | Cancel |

. Hep

" SetDefaut Value

2. Click OK.

If you decide later to reset the values specified in the Preferences dialog box, you
can reopen the Push Partner Properties dialog box and click Set Default
Values.

Triggering Replication Between Partners

You can also immediately replicate the database between the partners, rather than
waiting for the start time or replication interval specified in the Preferences
dialog box. For details, see “Setting Preferences for WINS Manager” later in this
chapter.

You probably want replication to begin immediately after you make a series of
changes, such as entering a range of static address mappings.

> To trigger replication
1. On the Server menu of WINS Manager, click Replication Partners.
2. Click the WINS servers to which you want to send a replication trigger.

Or, if you want the selected WINS server to propagate the trigger to all its pull
partners, select the Push With Propagation check box.

3. Under Send Replication Trigger Now, click Push or Pull, depending on
which partners you want to trigger.

If Push With Propagation is not selected, the selected WINS server does not
send the trigger to its other partners.

If Push With Propagation is selected, the selected WINS server sends a
propagate push trigger to its pull partners after it has pulled in the latest
information from the source WINS server. If it does not need to pull in any
replicas because it has the same or more up-to-date replicas than the source
WINS server, it does not propagate the trigger to its pull partners.
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P> To start replication immediately
= In the Replication Partners dialog box, click Replicate Now.

Adding Static Mappings

Static mappings are permanent lists of computer name-to-IP address mappings. In
the table, the administrator indicates the computer name and matches the IP
address the computer. When a network client sends a name request to the WINS
server, the WINS server will always respond with the name entered by the
administrator. At Terra Flora, all DNS servers, DHCP servers and other WINS
servers will be statically added to all WINS servers.

Note If DHCP is also used on the network, a reserved (or static) IP address will
override any WINS server settings. Static mappings should not be assigned to
WINS-enabled client computers.

You can add static mappings to the WINS database for specific IP addresses using
two methods:

= Typing static mappings in a dialog box.
= Importing files that contain static mappings.
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> To type static mappings in a dialog box
1. On the Mappings menu, click Static Mappings.
ST R R

: |, Filter: None

: gl:APEMT[DE)h] 17218 4810
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2. Click Add Mappings.

3. In Name, type the computer name.of the system for which you are adding a
static mapping.

WINS Manager automatically adds the two backslashes (\\), which normally
proceed the entry of a computer name.

4. In IP Address, type the address for the computer.

5. In Type, click to indicate whether this entry is a unique name or a group with a
special name, and then click Add.

The mapping entry is immediately added to the database, and the check boxes
are cleared so that you can add another static mapping entry.
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The settings available under Type include the foilowing:

= Unique is a unique name in the WINS database that permits only one address
per name. The unique name is the WINS client’s computer name.

»  Group indicates a normal group for which the IP addresses of the individual
clients are not stored. A normal group is the name to which broadcasts are sent
and is the domain name used for browsing purposes. A normal group name has
Ox1E as its 16" byte, which appears as a [1Eh] at the end of the name in
Mappings, View Database option in WINS Manager. A normal group name
does not have an IP address associated with it and can be valid on multiple
networks and registered with multiple WINS Servers. When a WINS server
receives a request for the group name, the WINS server returns the limited
broadcast address 255.255.255.255, which the WINS client will then use to
broadcast to the network. For a description of the 16" byte fields, see
Appendix G, “NetBIOS Names.”

= Internet Group is a group that contains the IP addresses for up to 25 primary
and backup domain controllers for the domain. An Internet group has a 0X1C
as its 16™ byte, which appears as a [1Ch] at the end of the name in Mappings,
View Database option in WINS Manager. The Internet group name is another
instance of the domain name being registered; however, this instance is used
for the domain controllers in the domain to communicate with each other.

= Multihomed is similar to a unique name in that it is the WINS client’s
computer name; however, it can have up to 25 addresses and is for use by
multihomed systems. A multihomed system is a system with more than one
network interface and more than one IP address.

If Internet Group or Multihomed is selected under Type, the dialog box shows
additional controls for adding multiple addresses. Click the down arrow (button)
to move the address you type into the list of addresses for the group. Use the up-
arrow button to change the order of a selected address in the list.

Entries for static mappings of unique and special group names can be imported
from any file with the same format as the LMHOSTS file, which is described in
Chapter 10 “Using LMHOSTS Files.” Scope names and keywords other than
#DOM are ignored. Static Mapping for normal group and multihomed names can
be added only by typing entries in the Add Static Mappings dialog box.

Note For Internet group names defined in this dialog box (that is, added
statically), make sure that the primary domain controller (PDC) for that domain is
defined in the group if the PDC is running Windows NT Advanced Server version
3.1
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> To import a file containing static mapping entries
1. In the Static Mappings dialog box, click Import Mappings.

2. In the Select Static Mapping File dialog box, enter the name of the file
containing the names to be mapped.

The specified file is read, and then a static mapping is created for each computer
name and address. If the #DOM keyword is included for any record, an Internet
group is created (if it is not already present), and the address is added to that

group.

For more information on managing Static Mappings, see Chapter 8, “Managing
Microsoft WINS Servers.”

Setting Preferences for WINS Manager

Several options can be configured to administer WINS servers. The control
preferences are on the Options menu.

p To set preferences for WINS Manager
1. On the Options menu, click Preferences.

2. Inthe Preferences dialog box, specify the settings you want to change.

» To indicate how you want address information to be displayed throughout
WINS Manager, click Computer Name Only, IP Address Only, or one of the
ordered combinations; Computer Name (IP Address) or IP Address
(Computer Name.)

»« To automatically refresh the statistics in the WINS Manager window, select
the Auto Refresh check box under Server Statistics, and then enter a number
in Interval (seconds) to specify the time between refresh actions.

» To have computer names to adhere to the LAN Manager naming convention,
select the LAN Manager-Compatible check box.

This check box should be selected unless your network accepts NetBIOS name
from other sources.
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= To have the system query the listed servers each time the system starts to find
out if each server is available, select the Validate Cache Of “Known” WINS
Servers At Startup Time check box.

» To have a warning message appear each time you delete a static mapping or
the cached name of a WINS server, select the Confirm Deletion Of Static
Mappings And Cached WINS Servers check box.

= To specify the default for replication start time for new pull partners, type a
time in Start Time, and then specify values in Replication Interval to
indicate how often data replicas will be exchanged between the partners.

= To specify the default number of local registrations and changes that can occur
before this server (as a push partner) sends a replication trigger, enter a number
in Update Count under New Push Partner Default Configuration.

The minimum value is 20.
3. Click OK.

WINS Manager also automatically refreshes the statistical display each time an
action is initiated while you are working in WINS Manager.

LAN Manager computer names are limited to 15 characters, as compared to the
16-character NetBIOS names used by some other sources, such as Lotus Notes. In
LAN Manager names, the 16th byte is used to indicate whether the device is a
server, workstation, messenger, and so on. When this option is selected, WINS
adds and imports static mappings with 0, 0x03, and 0x20 as the 16th byte.

All Windows—based networking, including Windows NT, follows the LAN
Manager convention.

The replication interval should be equal to or less than the lowest refresh time
interval that is set on any of the replicating WINS servers. The minimum value for
the replication interval is 40 minutes.



Chapter 5 Network Services: Enterprise Level 231

The Decision to Integrate DNS with WINS

DNS is not dynamic, which means that administrative overhead is increased in a
network like Terra Flora with the use of DNS. Administrators must update DNS
computer files whenever a computer moves or a new computer is added to the
network.

WINS was created to ease this type of administrative burden. Coupling DNS with
WINS capitalizes on the strengths of each to provide a form of dynamic DNS.
Windows NT 4.0 Server DNS Service provides a WINS lookup feature. If the
name cannot be resolved using DNS, the name request is forwarded to WINS for
resolution. It is this form of an integrated, dynamic, name-resolution feature that
contributed to the decision at Terra Flora to migrate most of their DNS
information and application to computers running Windows NT Server with the
DNS service enabled. Terra Flora will use both DNS and WINS to resolve names.

It is clear to the CIO that the WINS Lookup feature provided as part of the
Windows NT Server DNS service would help cut administrative costs by
eliminating some of the manual name and address tracking administrative tasks
associated with the current network DNS systems.

A key feature of the DNS service in Windows NT Server 4.0 is a graphical
interface from which the database files can be managed. Use of this graphical tool
should eliminate some of the error associated with making changes directly to a
zone database file using an file editor.

Note This form of dynamic name resolution is only available on networks with
computers running Windows NT Server with DNS and WINS enabled.

For a complete discussion of DNS and WINS integration, see Chapter 3,
“Implementation Considerations” in the Microsoft Windows NT Server 4.0
Networking Supplement.

Implementation Plan for DNS

DNS is in use on many of the heterogeneous networks at Terra Flora. The plan to
implement Windows NT Server DNS service was quite involved due to the fact
that DNS is running without problems on the majority of the small, heterogeneous
networks. However, the benefit of reduced administrative cost, combined with an
integrated solution for the heterogeneous network was a compelling benefit to use
Windows NT Server WINS and DNS services.
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Before the merger of the heterogeneous networks, Terra Flora had four DNS
zones. Terraflora.com was registered with Internet Network Information Center
and operated as the authoritative domain. Three other zones were created on DNS
servers, one for each of the company divisions, which were Nursery.
Terraflora.com; Retail. Terraflora.com, and Supply.Terraflora.com.

The plan at Terra Flora includes replacing two of the three division’s DNS
systems with computers running Windows NT Server 4.0 DNS service. These two
division are Supply.Terraflora.com and Nursery. Terraflora.com

The Sun server in the Retail Services division W\CASWN25ENTO1 currently runs
the key mission critical corporate application systems of Terra Flora. The plan for
the current DNS system in the Retail. Terraflora.com zone is to incorporate a
server running Windows NT Server 4.0 DNS service as a secondary server and
track the performance of the server.

Then the Retail. Terraflora.com zone will be split. The new zone will be called
NT.Retail. Terraflora.com and will consist of only computers running

Windows NT Server 4.0 DNS service and no other DNS service. The servers will
also be running WINS and DHCP and have the WINS Lookup feature enabled.
The plan will be to eventually migrate all of the DNS functionality in the Retail
Services division to Windows NT Server 4.0.

Note Domain: There are several meanings associated with Domain. In the DNS
world a domain is the name and address of every machine associated with a
group. Windows NT Server domains are defined as the logical grouping of
network servers and other computers that share a common security and user
account information. For this discussion, domains will be divided into two terms:
DNS Domains and Windows NT Server Domains.

Replacing the Nursery and Supply Divisions DNS Systems

The plan at Terra Flora is to replace the DNS servers storing the zone information
and files of Nursery.Terraflora.com and Supply.Terraflora.com with the
Windows NT Server DNS service. To do this, the following steps must be
performed:

»  Windows NT Server 4.0 DNS service will be installed on primary and
secondary servers running Windows NT Server DNS service in each zone. The
graphical DNS manager tool is available on the Administrative Tools menu as
a result of the installation of Windows NT 4.0 DNS Service.

= All the servers running Windows NT Server 4.0 with the DNS service enabled
will be added to the server list using the graphical interface tool called DNS
Manager. In this way, Terra Flora can administer all the computers running
Windows NT Server 4.0 DNS service from any computer running
Windows NT Server DNS service by using the DNS Manager graphical
interface.
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= The zone, boot and cache files for Nursery.Terraflora.com and
Supply.Terraflora.com will be moved to the appropriate computer running
Windows NT Server 4.0 with the DNS service enabled. The boot file will be
changed to indicate the new information such as names and IP addresses of the
zones.

= The database resource records will be changed to reflect these changes such as
where zone files are located, the location of primary and secondary databases
and static information about other DNS servers that are not running the
Windows NT Server 4.0 DNS service.

= The static resource records of the servers which are not Windows NT Server
4.0 DNS servers will be added or updated as necessary to ensure that all DNS
servers are checked for name resolution.

» The servers running Windows NT Server 4.0 DNS service will be enabled to
participate in WINS Lookup.

Integrating the Retail DNS System with Windows NT Server DNS Service

For Retail. Terraflora.com, the plan is different. A server running Windows NT
Server 4.0 DNS Service will be added as a secondary server to the existing DNS
Zone which is installed on a computer not running Windows NT Server. The
performance of Windows NT will be measured.

A key feature of the Windows NT Server 4.0 DNS is the WINS Lookup feature.
The Retail. Terraflora.com zone will be split. A new subzone called

NT.Retail. Terraflora.com will be set up on computers running Windows NT
Server DNS service. The servers in the new subzone will be WINS lookup
enabled. Migration to the servers running Windows NT Server DNS service will
take place over the next several months. As applications requiring DNS services
are changed, the DNS services will be moved to the servers running Windows NT
Server 4.0 DNS. The following steps will be followed:

=  Windows NT Server 4.0 DNS Service will be installed on all servers in the
new split zone which will be created as NT.Retail. Terraflora.com.

« Using the graphical tool, all the Windows NT Server 4.0 DNS servers will be
added to the Windows NT Server 4.0 DNS system, allowing administration
from any server running Windows NT Server 4.0 DNS service.

= The new NT.Retail. Terraflora.com subzone will be configured as a primary
and secondary zone. The secondary zone is a replicated copy of the primary
subzone database.

= NS and A resource records will be added to the NT.Retail. Terraflora.com
Windows NT Server 4.0 DNS database pointing to the Terraflora.com
Windows NT Server 4.0 DNS database for name resolution.
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NS records will be added to the Terraflora.com Windows NT Server 4.0 DNS
database pointing to the NT.Retail. Terraflora.com Windows NT Server 4.0
DNS database for name resolution.

Static NS and A records will be added to the zone file for

NT .Retail.Terraflora.com for all DNS servers that are running an operating
system other than Windows NT Server 4.0 and for all workstations that are not
Windows NT, Windows 95, Windows for Workgroups, and LanMan 2.x.

All Windows NT Server 4.0 DNS servers will be WINS enabled.

Installing DNS Service

DNS is one of the Windows NT Server services. The instructions below assume
you have already installed the Windows NT Server operating system. Terra Flora
will install the DNS service on all computers running Windows NT Server service
that will provide DNS services.

> To install the DNS service

1.

AN

Click Start, point to Settings, and click Control Panel.
Double-click Network.

Click the Services tab.

Click Server, and then click Add.

In the Network Services dialog box, click Microsoft DNS Server, and then
click Have Disk if loading the software from disks or a CD.

Or, select OK if loading from the network.

In the Windows NT Setup dialog box, type the full path to the Windows NT
Server DNS files, and then click OK.

. In the Network Settings Change dialog box, click Yes to restart the computer

and complete the DNS installation.

Note You must be logged on as a member of the Administrators group to
install a DNS server.
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Managing DNS Servers

Once a Windows NT Server DNS server is installed, DNS Manager is added to
the Administrative Menu. Using DNS Manager, the administrator can add servers
running Windows NT Server 4.0 DNS service to the server list. Once added, the
administrator can view and change parameters of any of the Windows NT Server
4.0 DNS servers in the list.

> To open the DNS Manager

¢ C(Click Start, point to Programs, point to Administrative Tools, and click
DNS Manager.

The Domain Name Service Manager window appears.
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Add All Windows NT DNS Servers to the Server List

All of the servers running Windows NT Server 4.0 DNS service on the network
can be administered and managed from any single computer running

Windows NT Server DNS service, through the DNS Manager interface. To do
this, the administrators at Terra Flora will add the servers to the server list using
the DNS Manager interface. DNS features will not be available on any of the
computers running Windows NT until the server is added to the server list.
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> To add a DNS server

1. In Domain Name Service Manager, click Server List.
2. On the DNS menu, click New Server.
The Add DNS Server dialog box appears.

3. In DNS Server, type the IP address of the DNS server to be added to the
server list, and then click OK.

The server appears in the server list in Domain Name Service Manager.

Copy the Files

Three of the four existing zones will be moved to servers running Windows NT
Server 4.0 DNS service.

The administers at Terra Flora will remove the appropriate zone, boot and cache
files from the system servers which currently store the zones of Terraflora.com,
Nursery.Terraflora.com and Supply.Terraflora.com. The files will then be placed
in the SystemRoot\System32\DNS directory of the proper new server running
Windows NT Server 4.0 DNS service which will, from that point forward, store
the zone information.

The Terra Flora administrator will use the editor that they are familiar with to
change the information about the zones in the boot file as appropriate.

Once the files are in the proper directory, the zone’s structure can be viewed using
the DNS Manager graphical interface. The administrators will be able to view the
structure of the Nursery.Terraflora.Com and Supply.Terraflora.Com and

Terraflora.Com zones.
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Creating the New Zone

A zone is the administrative tool for information about the DNS domains. At
Terra Flora, Terraflora.Com is the main authoritative DNS domain and the root
zone. Three additional zones called Nursery.Terraflora.Com,
Supply.Terraflora.Com and Retail. Terraflora.Com exist at Terra Flora. At Terra
Flora, three of the zones have been moved to computers running Windows NT
DNS Service. See the previous section “Copy the Files” for details.

Because of the mission critical nature of the applications in the retail division, the
Retail. Terraflora.Com zone will be maintained. A fifth zone will be created to
split the Retail. Terraflora.Com zone. This fifth zone will include only servers
running Windows NT Server 4.0 DNS server. The zone will be set up as both
primary and secondary in order for replication of the resource record database to
take place. Two servers will store the zone information, one will store the primary
zone information and one will store the secondary zone information.

To add the primary NT.Retail. Terraflora.Com zone

1. In Domain Name Service Manager, click the server for which you will be
creating the zone.

2. On the DNS menu, click New Zone.
The Create new zone for IP address of the server selected dialog box appears.

3. Click Primary.
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4. Click Next.

T.RETAIL.TERRAFLORA.COM

5. In Zone Name, type the name of the root domain within the zone.

6. If necessary, type the name of the database file in which you want the DNS
resource records to be stored in Zone File.

7. Click Next.
8. Click Finish.
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An SOA (Start of Authority) record is created in the database file entered in step
7. The SOA record indicates the Name Server which is the best source of
information for supplying name resolution data.
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NT.Retail.Terraflora.Com will also be set up as a secondary zone and the server
assigned will be different than the one assigned for the Primary zone. If the server
that stores the primary zone goes down, the server storing the secondary zone will
be used for name resolution.

Selecting Primary as a zone type indicates that the zone does not obtain it’s
resource records from any other zone, the DNS Administrators are required to
add, delete and modify all necessary resource records to the primary zone files.

The root domain is a DNS domain with multiple sections, each with a maximum
of 63 characters and separated by a period (.). The zone name must be unique. The
zone name will be NT.Retail. Terraflora.Com.

The default name of the Zone File will be the same name as entered in the Zone
Name field.

To add the secondary NT.Retail.Terraflora.Com zone

1. In Domain Name Service Manager, click the server for which you will be
creating the secondary zone.

2. On the DNS menu, click New Zone.

The Create new zone for IP address of the server selected dialog box appears.
3. Click Secondary as the Zone Type.
4. In Zone, type the name of the zone.

5. In Server, type the name of the server on which the primary zone information
is stored, and then click Next.

The secondary zone name appears in Zone Name.
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6. In Zone File, type the name of the secondary database file you want the DNS
resource records to be stored in, and then click Next.

7. Click Add, and enter the IP address of the IP Master, which is the server on
which the primary zone information is stored.

8. Click Next.

9. When a message appears, confirming that all the information for the new zone
has been entered, click Finish.
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Selecting Secondary as the zone type indicates that the zone obtains its resource
records from the primary zone. This means that the DNS Administrators are
required to add, delete, and modify all resource records in the primary zone and
not this secondary zone.

At Terra Flora, the zone name will be NT.Retail. Terraflora.Com, matching the
primary name. The name should always be the primary zone name. When the
secondary server starts, a query will be sent to the server specified as the IP
Master for the zone file with the same primary name.

The default name in Zone File will be the name you entered in Zone Name.

Each secondary zone must have at least one IP master. You can add more than
one IP master and move them in the list using the Move Up and Move Down
buttons.

Adding and Changing Database Resource Records.

During the process of creating the new NT.Retail. Terraflora.Com zone, Terra
Flora specified the database file name and database server which would store the
zone’s database information. Resource records need to be added to the zone’s
database file that will indicate how computer names will be resolved.

Terra Flora has configured the DNS system so that when a client requests an IP
address from the DNS server, the server on which the zone file for Terraflora.Com
resides is examined first. If the name cannot be resolved within the
Terraflora.Com file, the request is then forwarded to the servers on which the
zone files for Retail. Terraflora.Com, Nursery.Terraflora.Com, and
Supply.Terraflora.Com reside.
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The resource records implementing this lookup already exist in all zones, except
for the new NT.Retail. Terraflora.Com zone which was just created. New resource
records must be put in the two zones Terraflora.Com and

NT.Retail. Terraflora.Com.

Additionally, the resource records that exist in Nursery.Terraflora.Com and
Supply.Terraflora.Com must be changed to reflect the information about the new
server that now stores the zone files for Nursery.Terraflora.Com and
Supply.Terraflora.Com.

The resource records that will be added to or changed for each of the zones are
described below:

Terraflora.Com

An A (Address) record will be added supplying the host name and host address
of NT.Retail.Terraflora.Com, which will indicate to other DNS servers and to
the primary server storing the Terraflora.Com zone database file to search the
NT.Retail.Terraflora.Com zone database file to resolve the clients name
requests.

An NS (Name Server) record will be added supplying the DNS Name Server
name for the NT.Retail. Terraflora.Com zone, which will indicate to other DNS
servers and to the server storing the Terraflora.Com zone database file to
search the zone database file of NT.Retail. Terraflora.Com to resolve the
request.

The NS (Name Server) records will be changed to indicate the new DNS Name
Server information for the Nursery.Terraflora.Com and Supply.Terraflora.Com
ZOnes,

Other records can be added as necessary by the Terra Flora administrators, but
these records are key in resolving name requests.

NT.Retail. Terraflora.Com

An A (Address) record will be added supplying the host name and host address
of NT.Retail.Terraflora.Com to indicate to other DNS servers that the
information stored in the NT.Retail. Terraflora.Com database should be
examined for name resolution.

An NS (Name Server) record will be added supplying the DNS Name Server
name for the NT.Retail. Terraflora.Com zone to indicate to other DNS servers
that the information stored in the NT.Retail. Terraflora.Com database should be
examined for name resolution.

Supply.Terraflora.Com and Nursery.Terraflora.Com

The NS (Name Server) records will be changed supplying the new DNS Name
Server name for the Supply.Terraflora.Com and Nursery.Terraflora.Com zone
to indicate to other DNS servers that the information stored in the two zones
should be examined for name resolution.
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Other records can be added as necessary by the Terra Flora administrators, but
these records are key in the continued use of DNS at Terra Flora.

To add a database resource record

1. In Domain Name Service Manager, click the zone for which you will be
creating the new record.

2. On the DNS menu, click New Record.
The New Resource Record dialog box appears.
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3. InRecord Type, click the record you want to add.

The dialog box changes, depending on which type of record you selected. For
example, the For Domain name that is the zone name appears when you
specify an NS record.
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4. Under Value, type the necessary information, such as the Name Server DNS
Name for NS records, which specifies the server name that will be used to
resolve name requests.

5. Click OK.

P> To change a database resource record

1. In Domain Name Service Manager, click the server that stores the zone with
which you want to work.

2. Click the zone that contains the record you want to change.
3. In Record for zone name, click the record type you want to change.

4. Double-click the record to be changed.

The dialog box changes, according to the kind of information required. For
example, the Terra Flora administrator would type the name of the server
which will now store the zone information for Nursery.Terraflora.Com in
Name Server DNS Name.

5. To change another database resource record, repeat these steps.

For example, at Terra Flora, the administrator would repeat this procedure for
Supply.Terraflora.Com.

6. When finished making changes, click OK.

At Terra Flora, the database resource records will need to be reviewed and
changed as necessary.

In the case of Terraflora.Com, the administrator will be changing the NS record
for Nursery.Terraflora.Com and Supply.Terraflora.Com. Consequently, the
administer would complete the procedure for one record to step 5 and then repeat
the procedure for the other record.
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Static DNS Server Resource Records

At Terra Flora, there are DNS Servers that are not running Windows NT Server
4.0 in the Retail. Terraflora.Com zone that will be added to the zone files residing
on the servers running Windows NT Server 4.0 DNS service. The static entry of
the DNS servers ensures that all DNS servers will be searched in an attempt to
map name and IP addresses. An A (Address) and NS (Name Server) resource
record will be added to each zone for each DNS server that is to participate in
name resolution.

WINS Lookup

When a server running Windows NT Server 4.0 DNS Service receives a DNS
request to resolve a specified DNS name to an IP address, it will search its A
(Address) resource records until it finds one whose DNS name matches the one
specified in the request. It then returns the IP address stored in that A (Address)
resource record to the requesting computer.

If the server cannot locate an A (Address) resource record for the requested DNS
name, and if Use Wins Resolution is enabled, the DNS server will extract the host
name, which is the text of the name, on the left hand side of the name, up to the
first period, and send a request to a the specified WINS server asking it to map the
host to an IP address. If the name was registered with WINS, WINS will return
the associated IP address to the DNS server and the DNS server will return it in
response to the original DNS request.

Any number of WINS servers can be specified for fault tolerance purposes. The
server running Windows NT Server DNS service will try to locate the name by
searching the WINS servers in the order listed.
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>

Integrating
Networks

To enable WINS Lookup

1. In Domain Name Service Manager, click the zone for which you will be
enabling WINS Lookup.

2. On the DNS menu, click Properties.
3. In the Zone Properties dialog box, click the WINS Lookup tab.

4, Select the Use WINS Resolution check box.

5. Under WINS Servers, type the WINS Server IP address that will be used for
resolution.

6. Click Add.

You can repeat the procedure to add as many WINS servers for resolution as
needed.

DHCP, WINS, and DNS in Heterogeneous

Terra Flora has a difficult mix of disparate network operating systems, supporting
multiple protocols, and different services with various administration tools. Most
of them can support the TCP/IP protocol, and many of them can be dynamically
configured with their IP address via the Dynamic Host Configuration Protocol, or
DHCP.

However, there are legacy UNIX servers, and other network devices that use static
IP addresses, and use the Domain Name Space (DNS) services to provide
hostname-to-IP-address resolution. Therefore, they need to have a DNS servers in
the environment as well.



Chapter 5 Network Services: Enterprise Level 247

The long range goals at Terra are to be able to handle an expanding network, and
reduce costs. In addition, the types of network clients are changing, with portable
and fully mobile networking requirements that break the previous networking
models, and exceed the capabilities of the existing administrative mechanisms.

With that understanding, it becomes clear that Terra Flora needs to deploy DHCP
services in their network environment to address the dynamic nature of the
network clients and reduce the administrative costs of assigning and updating the
host table information on the DNS servers. As DHCP only provides the dynamic
IP address leasing, WINS services must also be deployed to provide the name
resolution for these dynamic network clients. However, due to the presence and
limitations of the existing legacy systems in the network, Terra Flora must
continue to support DNS as well.

In order to meet the objectives, Terra Flora will deploy DHCP, WINS, and DNS
services in their network environment. However, this does not mean that these
technologies are islands unto themselves, where clients or servers using DNS can
only access machines in the traditional DNS host tables, or where DHCP and
WINS clients can only access computers similarly configured.

Windows NT Server 4.0 includes integrated name resolution server components,
which allows both DNS and WINS-based clients to resolve names from both
types of clients, while minimizing the impact on the existing network
infrastructure.

IP Address Request

DHCP Database DNS Database WINS Database
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Using Windows NT Server 4.0 and integrating WINS, DNS and DHCP, the
process of name and IP resolution becomes basically dynamic. A computer
running Windows NT 4.0 will have a NetBIOS name. If a Windows NT,
Windows 95 or Windows for Workgroups client sends a request for the IP
Address location of a computer AshleyJ.Terraflora.com, and both computers are
DHCP, WINS and DNS configured, the process of mapping the IP Address to the
NetBIOS computer name of Ashleyj is as follows:

= A DHCP, WINS and DNS client computer requests the IP address of the
NetBIOS named computer Ashleyj.

= The computer Ashleyj receives an IP address when it first starts up from
DHCP.

s The IP address is registered with the WINS server, mapping the name Ashleyj
to the IP address.

= The DNS server is able to resolve the Terraflora.Com portion of the name as a
zone known to the WINS server.

» In configuring the Windows NT Server 4.0 DNS server, WINS servers were
specified and associated to the zones. The NetBIOS portion of the name,
which is the text up to the first period ‘., will be sent by the server running
Windows NT Server 4.0 DNS Service to the specified WINS servers.

= The WINS servers will be examined for the friendly name Ashleyj and the IP
address. This information is sent back to the server running Windows NT
Server 4.0 DNS service and then forwarded to the original requesting
computer.

Network Logon Services

At Terra Flora, the logon services provided by the Windows NT operating system
were selected to provide centralized network logon. This decision was made
because Windows NT Server is the only product that provides the capability to
log onto all the heterogeneous networks at Terra Flora. The Windows NT Server
product provides users with the capability to sign onto all appropriate network
resources using a single user account and password.

Note Password synchronization between network operating system platforms is
not automatic for all platforms, but is a future technology for Windows NT Server
(ODSD).
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The Decision to Centralize Logon Services

Modern network server operating systems track user accounts in a secure and
replicated database called a directory. The operating system services that facilitate
the use of this database are called Directory Services. A domain is the
administrative unit of Windows NT Server Directory Services. Within a domain,
an administrator creates one user account for each user which includes user
information, group memberships and security policy information.

Refer to the Terra Flora network diagram. At Terra Flora, three domains have
been set up. They are the California Domain, the North East Domain and the
Europe Domain.

Within each domain, domain controllers manage all aspects of user-domain
interactions. Domain computers are computers running Windows NT Server that
share one directory database to store security and user account information for the
entire domain. Domain controllers use the information in the directory database to
authenticate users logging on to domain accounts. Trust relationships are then set
up between the domains to allow users in one domain to logon automatically to
another domain. For details on how to manage the user work environment and
domains, see Microsoft Windows NT Server 4.0 Concepts and Planning, Chapter
1, “Managing Windows NT Server Domains,” Chapter 2, “Working with User
Group Accounts” and Chapter 3, “Managing User Work Environments.”

Currently, each of the heterogeneous networks in Terra Flora has its own security
system through which the user signs onto the system and is authenticated to use
the resources for which permissions are granted. One of the major complaints of
network users is that they have to use multiple user accounts and passwords to
sign onto different networks. Additionally, because there was no communications
between networks, the users are required to log off one network to log onto
another network.

At Terra Flora, the following steps have already been completed:

= PDC and BDCs for each Windows NT administrative domain have been
properly configured. For details, see Start Here Installation and Basics
Microsoft Windows NT Server, Version 4.0 and Microsoft Windows NT
Server Concepts and Planning.

= The networks have been physically connected.

= User have been granted proper permissions and network access to all required
network resources. For details on how to manage the user work environment
and domains, see Microsoft Windows NT Server 4.0 Concepts and Planning,
Chapter 1, “Managing Windows NT Server Domains,” Chapter 2, “Working
with User Group Accounts” and Chapter 3, “Managing User Work
Environments.”



250 Partll Network Interoperability

Following the steps in the remainder of the chapter will provide the user with the
ability to logon onto the network from any computer in the network and, if the
accounts, passwords and permissions have been granted on all network platforms,
will provide access to all the user’s required network resources.

For the user, the single network logon will provide transparent, seamless access to
the network resources. For example, a NetWare user will logon as usual to the
NetWare network and be authenticated to the Windows NT network at the same
time. It will just happen and the user will not know that a different network has
been accessed. An additional benefit to the user is the ability to sign onto all
appropriate network resources from any computer on the network.

For Terra Flora, this consistent interface helps to easily integrate the business
processes available through applications stored on servers on different networks,
reduces training and reduces support costs as it all appears to the user as the same
network system, and reduces the administration costs associated with setting up
and maintaining separate logon accounts and passwords on each separate network.

The following sections include information on installing and configuring network
logon services to allow authentication of:

= UNIX Clients to Windows NT Servers

=  Windows NT Clients to UNIX Servers

= Windows NT Clients to NetWare Servers

= NetWare Clients to Windows NT Servers

» Windows NT Clients to Banyan Servers

=  Windows 3.1 Clients to Windows NT Servers

= MS-DOS Clients to Windows NT Servers

=  Windows for Workgroups Clients to Windows NT Servers
=  Windows 95 Clients to Windows NT Servers

= Macintosh Clients to Windows NT Servers
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UNIX Clients Authenticating to Windows NT Servers

The UNIX operating systems support the Network File System (NFS). Terra
Flora’s Retail Services division uses as its primary divisional server a Sun server
running the Solaris UNIX operating system. User names and passwords for
authentication to the UNIX server are stored on the UNIX server, named
CASUN25ENTO1, (refer to the Terra Flora diagram) on the /etc directory in the
Passwd file. At Terra Flora, a third party product by Intergraph called DiskShare
will be installed on servers running Windows NT Server to allow UNIX clients
access to Windows NT Servers.

Once Intergraph DiskShare is installed and configured, the existing UNIX
/etc/Passwd file will be imported to the WINNT\System32\Drivers\Etc directory.
Intergraph DiskShare provides a graphical interface through which the
administrators can edit the password file. DiskShare provides a way to map UNIX
names and passwords to the Windows NT user accounts and passwords so that
UNIX users can have the same permissions as the Windows NT users to which
they are mapped. Once the mapping is complete, users signing on to the
Windows NT network will be simultaneously authenticated to the UNIX network.

Installing Intergraph DiskShare

Documentation is provided with the product. For installation instructions, see the
Intergraph DiskShare Quick Start Guide. Additional information is provided in
online Help files.

See the documentation accompanying the product for details on the various
options provided.

Editing the Password File

The Passwd file is where the UNIX authentication information is stored. Using
the graphical interface, administrators can add, change or delete the User Name,
the User ID (UID), the user’s group ID (GID) and the password.

The first step is for the administrator to copy the Passwd file from the /etc
directory on the UNIX server to the WINNT\System32\Drivers\Etc directory on
the computer running Windows NT Server. Once the file is in the right directory
on the computer Windows NT server, it can be accessed by DiskShare to allow
the necessary administration.



252 Partll Network Interoperability

> To access the Password File Editor
1. Click Start, point to Programs, and click DiskShare Server.
2. On the Server menu, click Password File Editor.

The Password File Editor dialog box appears.
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Password File Entries:
adm:10:19

admined1:203:1
adminilv:204:1

New User Name:

[ 1
New User UID:
[ |
New User GID:
[ 1

New Password:

Confirm Password:

3. In Password File Entries, click the user you want to change or delete.

4. Type the appropriate information for the user name, user UID, user GID, and
password in the spaces provided, and then do one of the following:

» To add the user, click Add.
= To enter changes for the user, click Change.
= To delete the user, click Delete.

Mapping UNIX Passwords to Windows NT User Accounts

At Terra Flora, all user accounts, passwords and permissions have been set up on
the computers running Windows NT Server. For details see, Microsoft

Windows NT Concepts and Planning, Chapter 1, “Managing Windows NT Server
Domains,” Chapter 2, “Working with User and Group Accounts,” and Chapter 3,
“Managing User Work Environments.”

Additionally, the UNIX /etc/Passwd file has been copied to the proper

Windows NT directory WINNT\System32\Drivers\Etc, which makes it accessible
to the g