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Lesson 3, page 373

Page 376

2. You are the administrator of both the Windows NT servers and the NetWare

servers. You are sitting at a Microsoft network client and you need to make
changes to users on the NetWare server. You start the NetWare SYSCON
utility on the client and it fails. Why?

The Gateway Service for NetWare converts SMBs to NCPs for the
NetWare server. SYSCON is an NCP utility which expects to see NCP
returned from the NetWare server, but the Gateway Service for NetWare
converts the NCPs to SMBs, which causes SYSCON to fail.

Review Questions

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review this lesson and then try the
question again.

1.

Why is selecting a preferred server important?
This is the server that will validate the initial NetWare logon request.
You are configuring security on the Gateway Service for NetWare and you

leave the default settings. What permissions will users have at the NetWare
server?

They will have the same permissions as the account that made the
connection from the gateway to the NetWare server.

To access the NetWare server through the gateway

5.

11.

Make changes to the file and attempt to save the file. Were you successful?
Why or why not?

No. The permissions for NWPUBLIC are Read.

Make changes to the file and attempt to save the file. Were you successful? Why
or why not?

Yes. The permissions for NWDATA are Full Control.

If an administrator wanted to set permissions on a specific file or directory, how
would you do this? Who would be affected by it?

Set permissions on the NetWare server.

It would affect everyone using the gateway, because permissions are
assigned to the gateway account.
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APPENDIX A

“Installation Files and Components

Migration of Windows 3.x Configuration Data to

Windows NT

‘When Windows NT is installed on top of Windows 3.x, *.INI file data, *.GRP file
data, and REG.DAT (this file contains all of the OLE data for Windows 3.1) data
is migrated into the Windows NT environment. Currently the migration process is
one-way only, from Windows 3.x to Windows NT, and occurs only the first time
that a user name logs on to the computer after installation using the Setup program.
Each time a new user logs on to the computer, the user will be prompted to migrate
the Windows 3.x settings. The migration process actually occurs in two stages:

Stage One

When WINLOGON.EXE starts the first time after Windows NT has been installed
over Windows 3.x, the REG.DAT file and the portions of the WIN.INI that are
mapped to the Registry SOFTWARE hive are migrated into the Windows NT
Registry. This includes the following:

= All of the OLE information stored in the Windows 3.1 Registry (REG.DAT).
This information is stored in the Windows NT Registry under :
HKEY_CLASSES_ROOT.
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= The following sections and variables from the Windows 3.x WIN.INI are
migrated:

e [Devices]

o [PrinterPorts]

e [Embedding]

¢ [Compatibility]

¢ [Fonts]

¢ [FontSubstitutes]

¢ [Windows]
Spooler
DeviceNotSelectedTimeout
TransmissionRetryTimeout

If any errors occur during the migration process, they will be logged in the Event
Viewer’s Application log.

Stage Two

This portion of the migration process occurs the first time every new user logs on to
a Windows NT computer that has been installed over Windows 3.x.

Note The “Administrator” and “System” user names are exempt and will never
start a migration. For all other user names, the migration occurs only once, the first
time that specific user name is used to log on to the computer.

This part of the migration process begins with a dialog box being displayed to allow
the user to select which parts of the Windows 3.x configuration, if any, to
migrate—the *.INI files and *.GRP files. If you choose Cancel, the migration will
not occur, and the next time that user name logs on, the user will again be asked
which portions to migrate. Choosing OK will begin the migration process; however,
if both *.INI and *.GRP files were cleared, nothing will be migrated and the user
will not be asked again.
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= The following sections and variables from the WIN.INI are migrated during this
stage:

[Cursors]
[DeskTop]
[Extensions]

e [Intl]

[Clock]
[Terminal]
[TrueType]

¢ [Colors]
[Sounds]
[Windows]
CursorBlinkRate
BorderWidth
ScreenSaveTimeOut

ScreenSaveActive
KeyboardSpeed
KeyboardDelay
Beep
SwapMouseButtons
DoubleClickSpeed
MouseThreshold1
MouseThreshold2
MouseSpeed

= The following sections and variables from the SYSTEM.INI are migrated
during this stage:
¢ [boot]
SCRNSAVE.EXE
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« The following sections and variables from the CONTROL.INI are migrated
during this stage:

e [Current]

¢ [Color Schemes]

e [Custom Colors]

e [MMCPL]

¢ [Patterns]

e [Screen Saver.Marquee]
® [Screen Saver.Mystify]

e [Screen Saver.Stars]

Upgrading Windows NT 3.1 to Windows NT Server 3.5

Registry Entries Deleted
Under \HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet, several

Registry entries are deleted during the text mode portion of an upgrade. These
include:
\Services\Eventlog\System\fat_rec
\Services\Eventlog\System\hpfs_rec
\Services\Eventlog\System\ntfs_rec
\Services\Eventlog\System\cdfs_rec
\Services\Eventlog\Security\SC Manager Audit
\Services\Eventlog\Security\NetDDE Audit
\Services\fat_rec
. \Services\hpfs_rec
\Services\ntfs_rec
\Services\cdfs_rec
\Services\videoprt
\Services\mvopl3
\Services\vga
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Registry Entries Added
Several Windows NT 3.5 Registry entries are added during text mode:

\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft
\Windows NT\CurrentVersion

\Winlogon

\System:REG_SZ:lIsass.exe

\WOW\Compatibility

123W SPIWIN30
ANIMATE COBOL
WIN2WRS PHOTOSHO
PM4 PSTYLER
PB030 CHARM40
XPRESS QPW
WPWIN WPWPRINT

\MCI32
WaveAudio
Sequencer
CDAudio
\MCI
AVIVideo
\Drivers32
‘msacm.msadpcm
msacm.imaadpcm
msacm.msgsm610
vidc.iv31l
vidc.iv32
\IniFileMapping\NtNetIni
Shared Parameters
\IniFileMapping\System.Ini\boot
SCRNSAVE.EXE
\IniFileMapping\WinIni
Console



408 Supporting Microsofte Windows NT™ Server 3.5: Self-Paced Training

\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet

\Control\GroupOrderList
Video
Extended base
SCSI miniport
\Control\NLS\Language
0408
\Contro\WOW
KnownDLLs
\Control\Session Manager\Subsystems
Windows
\Control\Session Manager
GlobalFlag
\Control\CrashControl
DumpFile
\Control\FileSystem
Win31FileSystem:REG_DWORD:0
\Services\EventLog
ImagePath
Type
\Services\EventLog\System\Netlogon

EventMessageFile:REG_EXPAND_SZ:“%SystemRoot%\System32\NetMsg.dl
199

TypesSupported:REG_DWORD:00000007

ParameterMessageFile:REG_EXPAND_SZ:“%SystemRoot%\System32\kernel
32.4d11”

\Services\Cpqarray
Group
Tag
\Services\Delldsa
Group
Tag
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\Control\ServiceGroupOrder

List

\Control\Service\ATI
InstalledDisplayDrivers

To add the above entries to the Registry, the contents of the TXTSETUP.SIF
(SIF — Setup Information File) are used. In addition, for the previous entries that
do not have a value type or value specified, there are templates of
\HKEY_LOCAL_MACHINE\SOFTWARE (SOFTWARE._) and
\HKEY_LOCAL_MACHINE\SYSTEM (SYSTEM._) on the installation media,
which include the appropriate values to be added.

Files Deleted

Several files are deleted during text mode. Two are of special interest:

« LMUICMNO.DLL
- LMUICMNI1.DLL
AMI4448.SYS
FAT_REC.SYS

NTFS_REC.SYS
LMUICMN1.DLL
EVENTLOG.EXE
SCREG.EXE
CTYPEL.NLS
CTYPE3.NLS
MVOPL3.DLL
MMSNDSRV.DLL
WINMSDP.EXE
MSADPCM.DLL
MSGSM610.DLL
OLE2PR32.DLL
MSCON.FOT

CDFS_REC.SYS
HPFS_REC.SYS
LMUICMNO.DLL
SVCCTRL.DLL
MSGSVC.EXE
OEMNADDP.INF
CTYPE2.NLS
BOWSER.SYS
MVOPL3.PAT
MVOPL3.SYS
NETBIOS.DLL
IMAADPCM.DLL
FILELIST.INF
MSCON.TTF
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Because the upgrade process will have deleted the files listed above, certain
applications and utilities may generate an error message, indicating that one or
more of the above files is missing or cannot be found when run under Windows NT
3.5. This problem will be encountered with some of the utilities included in the
Windows NT 3.1 Resource Kit, such as Domain Monitor and Browser Monitor,
and when the Windows NT 3.1 Administrative Tools, such as User Manager or
Server Manager, are run under Windows NT 3.5. In both cases, an error message
will be generated, saying that LMUICMNO.DLL could not be found in the path.
The Windows NT 3.5 Resource Kit provides updated versions of the utilities that
will work properly under Windows NT 3.5.

Installing Windows NT Server 3.5 on RISC-Based

Computers

The JZSETUP.EXE utility is used to configure the built-in Multiboot functlonahty
on RISC-based computers. JZSETUP.EXE has the following options:

= Load Default Configuration—This option allows new values to be specified in
the firmware, such as screen resolution, and so on.

= Load Default Environment—This resets the default environment variables to
their defaults. (See the following Environment Variable section for more
information.)

= Change Active Boot Selection—This allows the default (highlighted) Multiboot
menu item to be changed.

« Add/Delete Boot Selection—This allows selections to be added or removed
from the built-in Multiboot menu.

= Change Environment Variable—For more information on the environment
variables that can be set through this option, see the Environment Variable
section below.

= Set CMOS Time—This can be used to change the system time.

« Set Ethernet Address—This can be used to change the Ethernet Address for the
built-in Ethernet card.

Environment Variables

The following are the environment variables necessary to boot Windows NT on an
ARC-based system:

«  LOADIDENTIFIER—This is the name for the boot selection that the built-in
Multiboot loader menu will display.

=  SYSTEMPARTITION—This is an ARC pathname to the system part1t1on By
default, this will be: scsi()disk(0O)rdisk()partition(1).

= OSLOADER—This is an ARC pathname to OSLOADER.EXE. The default is
scsi(disk(O)rdisk(partition(1)\OS\NTNOSLOADER.EXE.
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OSLOADPARTITION—This is an ARC pathname to the partition containing
the Windows NT Kernel (NTOSKRNL.EXE). The default is
scsi()disk(x)rdisk()partition(y), where x is the drive number and y is the
partition number where Windows NT is installed.

OSLOADFILENAME—This is the path on the OSLOADPARTITION to the
Windows NT Kernel NTOSKRNL.EXE). The default is
\winnt_rooN\SYSTEM?32\NTOSKRNL.EXE

OSLOADOPTIONS—This variable specifies any Windows NT boot
parameters. This variable can be either DEBUG or NODEBUG.

Other Important Environment Variables

CONSOLEIN—This is used to specify the system’s input device. The default is
multi()key(keyboard.

CONSOLEOUT—THhis is used to specify the system’s output device. The
default is multi()video()monitor().

AUTOLOAD—This is used to specify whether the built-in Multiboot menu will
automatically load. By default it is set to YES, which will start Multiboot.

TIMEZONE—This variable specifies the time zone that the system is in.

A:—This is an ARC path to the A disk drive. The default is
multi()disk()fdisk(0).

CD:—This is an ARC path to the CD-ROM drive. The default is
scsi()cdrom(2)fdisk().

Setup Under Windows NT

After a computer completes the boot process from the first two Setup boot disks, the
computer is running under Windows NT. During the process of loading from the
Setup boot disks, while SETUPLDR.BIN and then SETUPDD.SYS are running,
the white bar at the bottom of the screen displays the Windows N'T components
being loaded. The components loaded during this process include the following (all
loaded from the second Setup boot disk, unless otherwise noted):

Windows NT Executive — This is the kernel NTKRNLMP.EXE) from the
first Setup boot disk.

Hardware Abstraction Layer (HAL) — This will be HAL486C.DLL,
HALMCA.DLL, or HALNCR.DLL, depending on the type of computer
detected. These are all located on the first Setup boot disk. All of the HALs used
on the Setup disk are multiprocessor HALSs, because a multiprocessor HAL can
be used on a single processor system.

Windows NT Configuration Data — This loads SETUPREG.HIV, which is a
small Registry used by the Setup process. It contains a single Control Set that
causes Windows NT to load a single driver (SETUPDD.SYS).
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= Locale-Specific Data — This is loading C_1252.NLS, C_437.NLS, and
I_INTL.NLS.

= Setup Font — This is VGAOEM.FON, the font used during the installation
process.

»  Windows NT Setup — This loads SETUPDD.SYS, which is a Windows NT
kernel mode driver that does most of the installation work.

= Video Driver — This loads VGA.SYS and VIDEOPRT.SYS.
» Floppy Disk Driver —This loads FLOPPY.SYS.

« Keyboard Driver — This loads I8042PRT.SYS, KBDCLASS.SYS, and
KBDUS.DLL.

= FAT File System — This loads FASTFAT.SYS.

= SCSI Port Driver —This driver is loaded from Setup boot disk 2 or 3, if a SCSI
device is found after the SCSI detection stage. After this driver is loaded, any
other necessary drivers such as SCSI CD-ROM, SCSI Floppy Disk, and SCSI
Disk are loaded.

= ESDVIDE Hard Disk or Micro Channel Hard Disk —For ESDI/IDE,
ATDISK.SYS is loaded, and for Micro Channel, ABIOSDSK.SYS is loaded.
These drivers are loaded from Setup boot disk 3, and only if a hard disk of their

type is in the computer.

« High Performance File System (HPFS) —This loads PINBALL.SYS from
Setup boot disk 3.

= Windows NT File System (NTFS) —This loads NTFS.SYS from Setup boot
disk 3.

How a Diskless Installation and Upgrade Works

The diskless installation and upgrade works by copying the files that are normally
on the three Setup boot disks from the server to the system partition on the computer
being installed or upgraded.

= ¢\$LDR$—This file is a copy of SETUPLDR.BIN, which is also in the
\$WIN_NTS$.~BT directory.

»  c\TXTSETUP.SIF—This is the Setup Information File (SIF) that controls the
install/upgrade process.

«  c:\$WIN_NTS$.~BT—The $WIN_NTS$.~BT directory is similar in concept to
the SWIN_NTS$.~LS directory, used by WINNT.EXE and WINNT32.EXE for
temporary local storage of the Windows NT files, in that it is only used
temporarily. However, the SWIN_NT$.~BT directory is different, because it is
where all the files that would normally be located on the three Setup boot disks
are temporarily stored. When the system reboots the first time, instead of using
boot disks the files are loaded from the SWIN_NT$.~BT directory.

The BOOTSECT.DAT file and NTLDR are also located in this directory.
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c\SWIN_NT$.~BT\BOOTSECT.DAT—The BOOTSECT.DAT is used to boot
the system after WINNT.EXE or WINNT32.EXE has copied all the files from
the network server to the local hard disk. BOOTSECT.DAT loads and starts
c:\$LDR$ (SETUPLDR.BIN), which starts the text mode portion of the
installation or upgrade.

C\SWIN_NTS$.~BT\SYSTEM32—This directory has the same contents as the
\SYSTEM32 directory on the second Setup boot disk (NTDLL.DLL and
SMSS.EXE).

BOOT.INI Modifications—To have BOOTSECT.DAT loaded to start the
installation or upgrade process, the BOOT.INI file is modified and the following
entry is added when using /B with Windows NT 3.5 Workstation:

C:\$WIN_NT$.~BT\BOOTSECT.DAT="“Windows NT 3.5 Workstation
Installation/Upgrade”

This entry is set to the default selection, and the “Timeout” value in the
BOOT.INI is set to 5 seconds. As a result, the system will continue the
install/upgrade process when it reboots.

Files Used by Setup
The *.INF Files Used by Setup

TXTSETUP.INF
FILELIST.INF
SETUP.INF
INITIAL.INF
REGISTRY.INF
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The *.INF File Formats

The TXTSETUP.INF file is functionally equivalent to the Windows 3.x
SETUP.INF file. The TXTSETUP.INF contains the following sections:

Section

Description

[SourceDisks]

[SetupData]

[debug].

[WinntDirectories]

[WinntFilesToDelete]

[BootDirectories]

[BootFilesToDelete]

[msifs]

[NoDeleteSource]

[Map.Computer] and
[Computer]

This section contains the source disks from which Windows
NT Server 3.5 will be installed. When installing from a CD-
ROM or over the network, there will be only two entries in this
section.

This section contains information on what product is being
installed, and the installation requirements.

Entries in this section can be changed to have the Setup
program send Debug information to one of the system’s COM
ports.

This section contains the directories relating to the directory
chosen by the user for the Windows NT installation, which are
used to specify the directory files in which the various files are
installed. Entries in this section are of the format <shortname>
= <directory>, where <directory> must not start or end with \
unless it is the root directory.

This section contains a list of files that will be deleted if they
are present in the target installation directory structure. These
entries are of the format <shortname>,filename. The
<shortname> entry corresponds to the entries in the
[WinntDirectories] section.

This section is used only on x86-based systems. It is the root
directory of the active partition. This entry has the same format
as the [WinntDirectories] entries: <shortname> = <directory>.

This section is used only on x86-based systems. It specifies the
files that will be deleted if present in C:\. These entries are of
the format <shortname>,filename. The <shortname> entry

- corresponds to the entries in the [BootDirectories] section.

This section lists the installable file systems that Setup will
install on the system.

This section is used when a WINNT.EXE Setup is performed
after the system has rebooted, when the Setup boot disk has
started moving files around on the local hard disk. If a file is
listed in this section, the file deletion is suppressed. The format
of the entries in this section is <filename>=xx, where xx must
be present but can be any value.

These sections contain the information regarding the computer
type selections that Setup allows. They define the shortname
used by Setup to refer to the computer type in other sections.
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(continued)
Section

Description

[Map.Display] and
[Display]

[Map.Mouse] and
[Mouse]

[files.none]

[Map.Keyboard] and
[Keyboard]

[SCSLEISA],
[SCSIISA], and
[SCSIMCA]

[SCSLISA Load],
[SCSLEISA Load],

and [SCSI.MCA.Load]

[“Keyboard Layout”]

[BootCode]

These sections contain the information regarding the display
type selections that Setup allows. In the [Display] section the
entries are of the format:

<string> = “Setup selection”, <TXTSETUP.INF section for the
files to be copied>, <shortname>, Xresolution, Yresolution,
bits per pel, vrefresh, interlaced

If the interlaced entry is —1, it is noninterlaced.

These sections contain the information regarding the mouse
selections that Setup allows. The format of the entries in the
[Mouse] section is:

<shortname> = “Setup selection”, <TXTSETUP.INF section
for the files to be copied>, <type>

This section is referred to when Setup does not have to copy
any special files to support a piece of hardware.

These sections contain the information regarding the keyboard
selections that Setup allows. The format of the entries in the
[Keyboard] section is:

<shortname> = “Setup selection”, <TXTSETUP.INF section
for the files to be copied>, <type>

These sections contain the Setup information for the various
SCSI adapters that Windows NT supports. The entries in these
sections have the format:

<shortname> = “Setup selection”, <TXTSETUP.INF section
for the files to be copied>, <shortname>, <shortname from the
[WinntDirectories] section>

These sections contain the load information for the various
SCSI adapters that Windows NT supports. The entries in these
sections have the format:

<short disk name>,<shortname>

The entries in this section specify the shortname and the Setup
selection for the Setup keyboard layout option. These entries
have the form: <shortname> = “Setup selection”

This section is used to install the Windows NT Boot Loader,
boot sector on the various file systems. These entries have the
format:

<file system> = <short disk name>, <filename>, <boot sector
size>
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The Remaining TXTSETUP.INF File Entries

Most of the remaining entries in the TXTSETUP.INF file specify the files that have
to be copied to support a specific hardware component. The section headings are of
the form: [<shortname>] or [files.<shortname>]. The format of the entries in these
sections is of the form:

<short disk name>, <filename>, <short [WinntDirectories] name>, <filename to
rename the file to>

€6

If the line ends in “”, the file will retain the same name. For example, the entry:
d2,haltest.dll,2,hal.dll will copy haltest.dll from the second disk to directory number
2 (specified in [WinntDirectories] section) as hal.dll.

The exceptions to the above are the following sections: [Files.KeyboardLayout],
[IFSDLL], [Kemnel], [MiscFiles], [ntdetect]. The entries in these sections all use the
following formats: <shortname> = <short disk name>, <filename>, <short
[WinntDirectories] name>, <filename to rename the file to>

TXTSETUP.OEM

This file is used by Original Equipment Manufacturers (OEMs) to install the
correct files and Registry entries for their hardware devices. This file uses the hash
(#) character to introduce comments. All strings with embedded spaces, commas, or
hashes should be double-quoted, such as “Bill and Ted’s Excellent Video Card”.

This file uses the general format:

[section name]
key = valuel, value2, .......

The TXTSETUP.OEM file contains the following sections:
[Disks]

# This section lists all the disks in the disk set.

#

# <description> is a descriptive name for a disk, used when prompting for a specific
disk.

# <tagfile> is a file whose presence allows Setup to recognize that the correct disk
is inserted.

# <directory> is where the files are located on the disk.
d1 = <description>,<tagfile>,<directory>
d2 = <description>,<tagfile>,<directory>

[Defaults]
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# This section lists the default selection for each “required” hardware component. If
a line is not present for

# a component, the default becomes the first item in the [<component_name>]
section (see below).

#
# <component_name> is one of computer, display, keyboard, mouse, SCSL
# <id> is a unique <within the component> string to be associated with an option.

<component_name> = <id>

[<component_name>]
# This section lists the options available for a particular component.
#
# <id> is the unique string for the option.
# <description> is a text string, presented to the user in a menu.
# <key_name> gives the name of the key to be created for the component in
# HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

<id> = <description>,<key_name>

[Files.<component_name>.<id>]

# This section lists the files that should be copied if the user selects a particular
component option.

#

# <file_type> is one of driver, port, class, DLL, hal, inf, or detect (see below for
more information).

# <source_disk> identifies where the files are to be copied from, and must match an
entry in the [Disks]

# section.
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# <filename> is the name of the file. This is appended to the directory specified for
the disk in the [Disks]

# section to form the full path of the file on the disk.

<file_type> = <source_disk>,<filename>

[Config.<component_name>.<id>]

# This section specifies values to be set in the registry for particular component
options. Required values

# in the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\xxx
key are created

# automatically. This section is used to specify additional keys to be created in
..... \Services\xxx and values

#1in ......\Services\xxx and Services\xxx\yyy.

# <key_name> is relative to the services node for this device. If it is empty, then it
refers to the services

# node. If specified, the key is created first.
# <value_name> specifies the value to be set within the key. -

# <value_type> is a string, such as REG_DWORD. (See the Registry Terms
section below for more

# information on the possible <value_type>s.)
# <value> specifies the actual value; its format depends on <value_type>

value = <key_name>,<value_name>,<value_type>,<value>...
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The <file_type> in the [Files.<component_name>.<id>] section

Driver—This is a valid type for all components, and the file is copied to
\winnt_roo\SYSTEM32\DRIVERS.

Port—This is a valid type for keyboard, mouse, and SCSI components and
allows for a distinction between port and class drivers, but is equivalent to
driver type. This file is copied to \winnt_rooASYSTEM32\DRIVERS.

Class—This is a valid type for keyboard and mouse components. If specified,
this replaces the standard class driver. This file is copied to
\winnt_rooASYSTEM32\DRIVERS.

DLL—This is a valid type for all components and is particularly useful for the
GDI portion of a display driver. This file is copied to \winnt_rooASYSTEM32.

Hal—This is a valid type only for computer component. On x86-based systems,
this file is copied to \winnt_roo\SYSTEM32\HAL.DLL. On ARC-compliant
systems, this file is copied to \OS\NT\HAL.DLL on the system partition.

INF—This is a valid type for all components and is used to copy a GUI inf file
for use with system maintenance setup. This file is copied to
\Wwinnt_roof\SYSTEM32,

Detect—This type is valid only on x86-based systems for the computer
component. If specified, this replaces the standard x86 hardware recognizer
(NTDETECT.COM). This file is copied to CANTDETECT.COM.
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APPENDIX B

File Systems

The following tables outline the advantages and disadvantages of the NTFES, FAT,

and HPFS file systems.

Table 1: NTFS
Advantages

Disadvantages

Supports complete Windows NT Server 3.5
security, so that you can specify who is

+ allowed various kinds of access to a file or
directory.

Keeps a log of activities to restore the disk
in the event of power failure or other
problems.

Supports file and directory names of up to
255 characters and supports extended file
attributes. Automatically generates correct
MS-DOS filenames so that files can be
shared with MS-DOS users.

Table 2: FAT
Advantages

Recognized only by Windows NT. When
the computer is running another operating
system (MS-DOS or OS/2), that operating
system cannot access files on an NTFS
partition.

If drive C is formatted for NTFS, you
cannot boot MS-DOS from your hard disk
or use MS-DOS to access any files on the
NTEFS partition. But you can still run MS-
DOS—-based applications when using
Window NT.

Disadvantages

Allows access to files when your computer
is running another operating system, such
as MS-DOS or OS/2.

FAT is the most widely used file system for
personal computers.

Files are not protected by the security
features of Windows NT Server 3.5.

Less robust than NTFES; for example, no
automatic disk-restoration features.
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Table 3: HPFS
Advantages

Disadvantages

Ensures file compatibility if you want to
switch between Windows NT and OS/2 on
your hard disk.

Supports long filenames.

Provides better error correction than the
FAT file system does.

Has not been widely adopted.

Files are not protected by the security
features of Windows NT Server 3.5.

Does not auto-generate 8.3 filenames.

MS-DOS- and Windows 3.1-based
applications cannot access files with long
filenames or with long directory names in
their paths.
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APPENDIX C

The Server Service Configuration
Parameter Values

Server optimization level Parameter Values per Server RAM (MB)

Parameters 8 12 16 32 64 128 512 1024
Minimize Memory Used [MAX]

Init work items 4 6 8 8 8 8 8 8
Max work items 32 48 64 64 64 64 64 64
Raw work items 8 12 16 16 16 16 16 16
Max Paged Memory (MB) 4 6 8 8 8 8 8 8
Max NonPaged Mem (MB) 2 3 4 4 4 4 4 4
Thread Count Add 2 2 2 2 2 2 2 2
Blocking Threads 2 2 2 2 2 2 2 2
Balance [MAX]

Init work items 8 12 16 32 32 32 32 32
Max work items 64 96 128 256 256 256 256 256
Raw work items 16 24 32 64 64 64 64 64
Max Paged Memory (MB) 8 12 16 32 32 32 32 32
Max NonPaged Mem (MB) 4 16 16 16 16 16
Thread Count Add 2 5 5 5 5 5
Blocking Threads 2 4 4
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Maximize Throughput ...

- Init work items 16 24 32 64 128
Max work items 128 192 256 512 1024
Raw work items 32 48 - 64 128 256
Max Paged Memory (MB) -1 -1 -1 -1 -1

* Max NonPaged Mem (MB) -1 -1 -1 -1 -1
Thread Count Add 2 4 5 8 8

Blocking Threads 2 3
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APPENDIX D

Windows NT
Security Data Structures

Security Descriptor (SD)

A Security Descriptor is a data structure that contains the security information
associated with an object. This information is represented by Access Control Lists
(ACLs) and Security Identifiers (SIDs) and can include an owner, primary group,
discretionary ACL, and a system ACL. The Security Descriptor structure can be
used to set and query an object's security attributes. All named objects, named and
unnamed processes, threads, and token objects have a Security Descriptor
associated with them.

One of the primary goals of the Windows NT security model is the definition of a -
standard set of security information that applies to all instances of objects. This
security information includes the following components that are found in a Security
Descriptor:

Owner This SID indicates the user or group account that owns the object.

Group This SID indicates which group the object is associated with. This is not
necessary for security purposes, but it is useful for organizational purposes and is
required to support POSIX.

Discretionary ACL This data structure is controlled by the owner of the object and
identifies who can and cannot access the object.

System ACL This data structure is controlled by the security administrator and is
used to control audit message generation.
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The following diagram shows the structure of security descriptor data.

Control

Reserved

Revision

Owner (Pointer to a SID)

Group (Pointer to a SID)

Discretionarv ACL (Pointer to an ACL)

Svstem ACL (Pointer to an ACL)

There are actually two methods that can be used for representing security data

structures and their components (listed above).

Absolute—This method uses a format in which the main body of the Security
Descriptor contains pointers to the Security Descriptor components. (This is the
method illustrated above.) This method allows each component to be allocated
separately, which is useful when all or some of the components are already

available.

Self-Relative—This method uses a format in which the Security Descriptor data
structure and all components are stored in a single contiguous block of memory.
In this method, the components are pointed to using offsets from the beginning of
the structure, rather than using memory addresses as in the Absolute method.
This method is useful for storing, on secondary media, or transmitting Security
Descriptors where absolute pointers would become invalid while offsets remain

valid.
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Security Identifier (SID)

The Windows NT security model makes extensive use of special identifiers, called
Security Identifiers (SIDs), which are used to identify uniquely a user or group. A
SID is a statistically unique number, that is, a SID value used to represent one user
should never be used at a later date to represent another user. All SIDs are created
using a combination of user information, time, date, and domain information.

SIDs are represented using the following format:

In this format, the prefix "S-1" indicates that this is a revision 1 SID and the "X" is
the value representing the identifier authority. Y1-Yo-.......... -Y, are values
representing the SID's sub-authority values. For example, the string S-1-5-36
represents a revision 1 SID, with an identifier-authority value of 5 and a single sub-
authority value of 36.

The SID is created from three 32-bit numbers, generated from the following three
seeds:

= The computer name.
« The current time.
= The user-mode execution time of the current thread.

The following diagram shows the SID data structure.

Sub-Authority Reserved Revision

Identifier-Authority

Sub-Authority [0]

Sub-Authority [n]
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The identifier authority value is probably the most important information contained
in a SID, because this value identifies the agency that issued the SID; typically it
represents a corporation or large organization.

On a Windows NT system there are some predefined, or what are referred to as
"well known," SIDs. A "well known" SID is a SID whose value is constant across
all Windows NT systems. In addition, there are some "well known" SIDs that are
universal across all systems. For a listing of all universal and Windows NT "well
known" SIDs, see the Microsoft Windows NT Resource Guide, Chapter 3,
“Windows NT Security Model.”

Locally Unlque Identifier (LUID)

In Windows NT, privileges are used to acquire access to objects or services that
normal discretionary access control does not provide. A privilege is represented by
what is known as a Locally Unique Identifier (LUID). Each LUID is guaranteed to
be unique only on the system on which it was generated. In addition, this
uniqueness is guaranteed only until the next time the system is restarted. The data
structure of a LUID is a large integer, but LUIDs are represented by character
strings. :

Similar to SIDs, there are also "well known" privileges, which have constant
values. For a listing of some example "well known" privileges, see the Microsoft
Windows NT Resource Guide, Chapter 3, “Windows NT Security Model.”

Access Control Lists (ACL)

As discussed in the Windows NT Architecture course, an Access Control List
(ACL) is a list of users and groups and their specific access permissions. Each entry
in an ACL is known as an Access Control Entry (ACE). All protected objects have
an ACL, which is pointed to by the object's Security Descriptor.

The following diagram shows the ACL data structure.

ACL Size Reserved Revision

Reserved ACE Count

(Array of ACEs)
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Access Control Entry (ACE)

Currently there are three defined ACE types:

ACE type Type of security
AccessAllowed Discretionary Access Control
AccessDenied Discretionary Access Control
SystemAudit System security

« AccessAllowed—This ACE is used to grant access to a user or group of users.
The user or group is identified by a SID in the ACE. In addition, the access to be
granted by the ACE is also included in the ACE.

= AccessDenied—This ACE is used to deny access explicitly to a user or group.
Once again, the user or group is identified in the ACE by a SID, and the access
to be denied is also included in the ACE.

= SystemAudit—This ACE is used to generate a log of significant security events.

Discretionary Access Control Lists (DACLSs) are used to specify discretionary
protection information. System Security ACLs are used to specify system-level
security information.

Note There is an important distinction between a DACL that is empty (one with no
ACESs) and an object without a DACL. When there is an empty DACL, no accesses
are explicitly granted, so access is denied. When an object has no DACL, the object
has no protection, so any access request is granted.

The following diagram shows the ACE data structure.

ACE Size ACE Flags ACE Type

Access Mark

SID (Variable Length)
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Access Mask

An Access Mask is a component of an ACE that contains the specific types,
standard types, and generic types that define the access a user or a group has to an
object.

= Specific types—Specific types contain the access mask information that is
specific to the object associated with the mask, and they provide a fine
granularity of protection when needed. When an object is defined, the specific
types must be defined as well. There may be up to 16 specific access types per
object type.

« Standard types—Standard types apply to all objects.

» Generic types—Generic types are mapped to the Specific and Standard types
when access to an object is requested.

For More Information See Chapter 3, “Windows NT Security Model,” in the
Microsoft Windows NT Resource Guide.
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APPENDIX E

Windows NT Server and Novell
NetWare File and Directory
Permissions and Rights

Windows NT permissions NetWare rights
Full Control (All) (All) S — Supervisor -
Read (RX) (RX) R - Read
Change (RWXD) (RWXD) W — Write

Add (WX) (not in the spec) C — Create
Change (RWXD) (RWXD) E — Erase
Change (RWXD) (RWXD) M — Modify

List (RX) (not in the spec) F - File Scan

Change Permissions (P)

A — Access Conftrol

File Rights

NetWare rights Windows NT permissions
S — Supervisor Full Control (All)

r- Read Read (RX)

W — Write Change (RWXD)

C — Create

E — Erase Change (RWXD)

M - Modify Change (RWXD)

F —File Scan

A — Access Control

Change Permissions (P)
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File Attributes

NetWare Windows NT
Ro - Read Only R —Read Only
D — Delete Inhibit R — Read Only
R — Rename Inhibit R —Read Only
A — Archive A — Archive
Sy — System S — System

H - Hidden H - Hidden
Rw — Read Write Not Supported

C — Copy Inhibit
X — Execute Only
P — Purge

S — Shareable

T — Transaction

Inhibit Macintosh copy (not supported)
Not supported

Purge, works with salvage (not supported)
All files are shareable

No transaction tracking in Windows NT

Account Restrictions

NetWare Windows NT

Account See detail

Password See detail

Station Not transferred. NetWare 3.1x based on IPX -
address NetBios name would not work the same
way.

Time Rounded to hour from .5 hour

Intruder limits Transferred

Disk quotas Not transferred

Account (Detail)

For each
Restriction user Not supported
Expiration Date V

Limit Concurrent -
Connections

Account Disabled

v (Unlimited users in
Windows NT)
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Password (Detail)
For each
Restriction Policy user Not supported
Required Xl
Minimum length S
Force periodic change V
Grace logins ~
Require unique \/

User can change v
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APPENDIX F

Introduction

The Microsoft Windows NT Server 3.5 operating system includes key technologies
which add value to both new and existing TCP/IP-based networks. In existing
networks these new technologies simplify TCP/IP network administration, reduce
administrative costs, and resolve common configuration problems. For new network
installations they simplify the planning, configuration, and installation of the
network, as well as server and client configurations. This paper begins with a
review of TCP/IP and its benefits and shortcomings, and then introduces two key
technologies: Dynamic Host Configuration Protocol (DHCP) and Windows Internet
Naming Service (WINS).

TCP/IP Review

The Transmission Control Protocol and Internet Protocol (TCP/IP) is a wide-area
network (WAN) protocol that provides the following features:

= Routable networking

« Network technology independence

= Scalable architecture

= Reliable delivery

« Universal interconnectivity

= Proven technology

Beyond the basic design features of TCP/IP, a network protocol must have broad-
based support by both users and networking vendors. TCP/IP is the default protocol
for the UNIXe environment, so it has gained wide acceptance among the UNIX
community. Research on corporate bandwidth usage indicates that TCP/IP usage is
on the rise, while IPX/SPX usage is declining slightly.
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Corporate Bandwidth Usage
Network World 2 Dec 93
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TCP/P IPX/SPX SNA Other

Protocol

Corporate bandwidth usage, Network World, Dec. 2, 1993

TCP/IP plays a critical role in today’s enterprise networking environment. As a
primary transport, TCP/IP is the clear choice over IPX/SPX, and it is anticipated to
become the primary transport protocol for corporate sites in 1994,
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Primary Transport Protocol
(Corporate Sites)

01992
u 1993

Percentage

TCP/IP IPX/SPX SNA Other

Protocol

Primary transport protocol, Datamation, June 1, 1993

Perhaps the most significant indication of the widespread acceptance of TCP/IP is
the rapid growth of the Internet. Based on the TCP/IP protocol, the Internet has
exploded to over 2,000,000 nodes and 16,000 networks!

Number of total nodes on the Internet by year. Source: SRI International
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TCP/IP Shortcomings

Despite all the success of TCP/IP, however, it does have its shortcomings. There is
a price to pay to address all the nodes that can participate in this large, scalable
network.

TCP/IP Computer Configuration

Each computer running TCP/IP must have specific information to identify uniquely
itself, the network that it is a member of, and the location for packets not bound for
computers on the local network. This information is referred to as the TCP/IP
address, subnet mask, and default gateway, respectively. Each of these addresses
consists of a 32-bit number, typically represented in dotted decimal format. For
example, in a typical TCP/IP configuration, the TCP/IP address might be
101.200.42.101, the subnet mask 255.255.0.0, and the default gateway
101.200.42.1.

Such requirements can create serious administrative headaches in a large corporate
environment. For example, a department orders a new computer and it comes pre-
installed with all the necessary software and hardware to connect to the corporate
network. However, the computer cannot be attached to the network, nor can it
access any TCP/IP-based networking resources, until the network administrator
supplies the necessary client information. Furthermore, either a person from the
“helpdesk” has to go to the computer physically and enter the appropriate
information, or the user has to dig through documentation (written by MIS) on how
to do it. The crucial factor here is whether the user can correctly enter the necessary
client information instead of having a technician enter the information at a high
hourly rate.
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TCP/IP

on the

Lk Microsoft Worldwide Network

"

Before DHCP/WINS: TCP/IP documentation and IP address tags

Typical problems that occur in these environments are misconfigured computers,
which cannot access the network due to incorrect addresses, and duplicate TCP/IP
addresses. Duplicate addresses can occur when one user “assists” another by
providing him or her with a configuration that “works,” or when a computer is
cloned and put on the network. Unfortunately, these types of problems are very
difficult to detect, and require a resource-intensive analysis of network traffic to
locate the computer with the duplicate TCP/IP address.

Accessing Network Resources

Consider the average user attempting to access information provided by a network
resource. Typically, the user knows the name of the computer, such as ENGR_AIX,
but not the computer’s IP address. If the user is running an MS-DOS-based
computer with NFS client support or FTP’ing to the computer, the user will
reference the computer by name, e.g., (ENGR_AI), and the system will access a
host table containing a mapping between the computer name and the IP address.
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_ HostFile Editor

IP Address Host Name
12r001.

foealhost. .

11.103.40.89 manta
11.101.24.171 eschrichtius
11.103.24.170 orcinus
11.103.24.169 delphinus
11.103.27.190 csg_win4

11.10.7.189 _ orcas
. HostFile AddModity |

IP Address: | 11.103.24.172 |

Host Name(s): [ phocoena l

Host table information for an NFS client

The difficulty of the host table lies in its administration: who loads and maintains
the information in these host tables? For typical NFS clients, the host table
information resides on local computers, which means that either the users have to
know enough about host files and TCP/IP addresses to update this information on
their own, or someone from MIS has to maintain the information on a server, and
have the updated file downloaded periodically.

Some corporate environments implement the Domain Name System (DNS), that is,
server-based host table information, so that the user needs only to specify the
address of the DNS server. However, this does not alleviate the matter of updating
the information; it simply pushes the responsibility to the MIS department.
Although DNS is server-based, it is not dynamic, so it must be manually updated
whenever a computer name or IP address is changed.

Maintenance of TCP/IP Networks

The expense of administering a network is often considered a “fixed cost.” To keep
expenses down, companies must manage internal reorganization quickly and
efficiently, minimizing the amount of time required by both the technician and the
user who is waiting for his or her system to become part of the corporate network.
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For example, with the typical naming structure, the DNS implementation of
network addresses requires that each time a computer is renamed or physically
moved to a new location, it must be reconfigured with both the new TCP/IP network
address (to reflect its new subnet) and the DNS tables must be updated (to reflect
the new client configurations).

Even a simple configuration change, such as a computer name, requires that the
DNS tables be updated to locate the new computer on the network.

TCP/IP Limitations

= TCP/IP configuration information is complex and difficult to configure.

= Misconfiguration of TCP/IP addresses leaves a computer unable to communicate
to TCP/IP resources, which can adversely affect other computers on the
network.

» Network administrator must configure host tables manually.

= Changing a computer’s name or moving the computer to another subnet requires
updating the host tables.

= There is a need to make TCP/IP administration easier and more flexible for both
the user and the network administrator.

Windows NT Advantages

= TCP/IP configuration information is issued automatically.
= Host table information is maintained dynamically in the WINS database.
= Users simply check a box to implement DHCP/WINS.

Dynamic Host Configuration Protocol (DHCP)

To address the problem of dynamic addressing in a TCP/IP environment, Microsoft
looked at the available technologies, focusing on dynamic and open solutions to this
problem. As a founding member of the Internet Society, Microsoft worked with the
Internet Engineering Task Force (IETF) and other vendors to propose an open
standard which would address the dynamic addressing problems of TCP/IP-based
networks. As a result of this effort, standards were proposed, as documented in the
Internet Request For Comments (RFCs) #1533, #1534, #1541, and #1542. These
proposed standards document the basis for the work being done at Microsoft to
provide scalable, dynamic TCP/IP addressing solutions in future versions of
Microsoft systems products, both at the server and at the client level.
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The goal of the TCP/IP projects at Microsoft is to provide 32-bit performance, the
ease of configuration with TCP/IP that users have today with NetBEUI or
AppleTalke, and the ease of administration that can be provided with a dynamic
and scalable TCP/IP addressing capability. Also, no workstation configuration is
necessary, and users do not have to know anything about the computer’s TCP/IP
address.

An Example of How DHCP Works

To explore how DHCP works we will consider “Exotic Excursions,” a fictitious
company with three Class C Internet addresses (200.192.0.x, 200.192.100.x, and
200.192.127 x). The following figure shows a simple network with one network
server, and a single network client being added to the network.

DHCP
WENGR_AS1 Server

200.1 92.0.:/

New
Client
(WENGR_NT1)

- ENGR

DHCP server and‘new client

The Engineering department has a Windows NT Server Domain “ENGR” and a
Windows NT Server—based computer, \ENGR_AS1, with IP address of
200.192.0.2. The new client is a Windows NT-based computer with DHCP client
support. :

The Windows NT-based client computer starts Windows NT and issues a
DHCPDISCOVER message (containing the MAC address and the computer
name), which is picked up by the DHCP server. The DHCP server looks at the most
recent table of available addresses, and, finding no references to that computer,
offers an available address to the computer.
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DHCPOFFER

DEST 0260BCBEABOC DHCP
[P ADDR 200.192.06 \ENGR AST  Server
SBNTMSK 255.255.255.0 200.192.0.3

DHCPSVR 200.192.0.3 .

EXP 31DEC94 =

DHCPDISCOVER
New WENGR_NT1
; 02608C8BEABOC
e
(026OBCBEABOC) REQ LEASEXP

REQ DHCPSVRIPADDR

ENGR

DHCP DISCOVER, DHCP OFFER messages

Any DHCP server receiving the request (even across a BOOTP-relay router) and
having a valid configuration setting for the requesting computer can then check to
see whether it has an address available. If there is an available address, the DCHP
server will offer a DHCPOFFER response with the necessary configuration
information and additional parameters, including the destination computer’s
network card address, the offered IP address, the appropriate subnet mask, the IP
address of the offering DHCP server, the IP lease expiration date, and any other
pertinent information specified in the additional parameters section of the original
DHCPDISCOVER request.
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DHCPACK
DEST 0260BCBEABOC \ENGR_AS1
IP ADDR 200.192.0.6 200.192.0.3
SBNTMSK 255.255.255.0
DHCPSVR 200.192.0.3
EXP 31DEC94

DEFGTWY 200.192.0.1
WINSVR (p) 200.192.0.4
WINSVR (b) 200.192.100.4
DNSSVR 200.192.0.10
Other requested paths

DHCP Server

DHCPREQUEST
DEST 200.192.0.3
W\ENGR_NT1
02608C8EABOC
REQ IP ADDR
REQ SBNTMSK
REQ DHCPDVR
REQ LEASEXP
REQ DEFGTWY

REQ WINSVR
ENG R REQ DNSSVR

New Client

W\ENGR_NT1
(0260BCBEABOC)

DHCP REQUEST, DHCP ACK messages

The DHCP client collects the offers presented by the responding DCHP servers and
selects the most appropriate configuration. The DHCP client then issues a
DHCPREQUEST to the DHCP server accepting the offered address, and can
request additional information (depending on the client’s needs), including the
default gateway, the WINS-based server IP address, and the DNS server IP
address. The DHCP server responds with a DHCPACK message, assigning the IP
lease and providing the requested information.

\ENGR_AS1
200.192.0.3

DHCP Server

DHCP/WINS
Client

UNIX Server
= (DNS)

M\;‘r o
\ENGR_NT1 S ENGR_AIX
200.192.0.6 \ENGR_AS2 200.192.0.10
Exp 31 Dec 94 200.192.0.4
BOUND
DHCP CLIENT ENG R

BOUND DHCP client
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When the DHCP client receives the DHCPACK (acknowledge), the DHCP client
completes the initialization process of the TCP/IP stack, becoming a bound DHCP
client, and is able to use the leased IP address until the lease requires renewal.

Now that the client computer has a valid IP address, let’s turn to the process of
registering the computer name on the network. In previous implementations of
registering the network IP address and the computer name, the network
administrator had to manually update the host’s tables. Using the Windows Internet
Naming Service (WINS), this process is handled at the system level by Windows
NT Server.

Windows Internet Naming Service (WINS)

WINS is designed to address the problem of locating network resources in a
TCP/IP-based Microsoft network by automatically configuring and maintaining the
computer name and IP-address mapping tables, while serving basic functions such
as preventing duplicate network names. WINS is a complementary service to
DHCP and has a complete, centralized tool for administration and configuration of
the WINS servers, static name tables, and replication information.

WINS Configuration

After the DHCP client is configured and bound, the client proceeds to register its
name with the designated WINS server. The client issues a
NAMEREGISTRATIONREQUEST message to the WINS-based server (a
directed send) with the DHCP client’s computer name and leased IP address.

NAMEREGISTRATIONREQUEST
DEST 200.192.0.4

\\ENGR_NT1

IP ADDR 200.192.0.6

BOUND
DHCP
CLIENT

\ENGR_NT1
200.192.0.6

Exp 31 Dec 94 u

NAMEREGISTRATIONRESPONSE
DEST 200.192.0.6

WENGR_NT1

TIME_TO_LIVE 4HRS

WINS
o Server

W\ENGR_AS2
200.192.0.4

Name registration with WINS server
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The WINS-based server checks to see whether the requesting computer name is
unique on the network, and responds with a positive or negative WINS name
registration response message. If positive, the registration response will include the
Time To Live (TTL) for the name registration. If negative, a duplicate name has
been identified on the network (following an accepted challenge to the current
owner), the name registration to the new DCHP client is declined, and the user is
advised of the name conflict. We will discuss the renewal process for the IP address
and the TTL for the name registration later. First, we want to expand our view of
the Exotic Excursions computing environment, which now includes some additional

hardware.

WENGR_NT2 e DHCP/RAS
200.192.0.7 | \ENGR_AS1  Server
Exp 04 Jan 955

200.192 0.34/

UNIX
Servers
ENGR_SOL

WENGR_NT1 ENGR AIX 2001
200.192.0.6 \ENGR_AS2  500.192.0.10 00192011

Exp 31 Dec94  200.192.0.4

ENGR

Expanded view of Exotic Excursions computing environment

Notice the changes from the initial configuration. The DNS server address that was
passed back to the DHCP client is actually a UNIX server (ENGR_AIX) on the
network. The Windows NT Server—based DCHP server is also a Remote Access
Server with a dial-up (Point to Point) TCP/IP-based DHCP client \ENGR_NT?2)
that uses the same DHCP server as our newly bound DHCP client.

DHCP and WINS Renewal Process

DHCP and WINS are designed to be dynamic and scalable in their
implementations, addressing the needs of highly dynamic and mobile corporations
while providing centralized configuration and administration of TCP/IP-based
Microsoft networks. To meet these requirements, the configuration confirmation for
the clients is time-limited (with some exceptions), which means that the clients
typically must update their information to the DHCP and WINS-based servers.
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DHCP Renewals

DHCEP clients receive an IP address with a lease period. When that lease period
expires, the clients can no longer use the given IP address. The goal for the client is
to negotiate the lease renewal periodically with their DHCP servers while enough
time remains in the lease so that the lease does not expire in the process. By default
(although the network administrator can change the defaults), the client will begin
the renewal process when 50% of the lease time has expired. It will send a directed
message to the DHCP server requesting a lease renewal. If allowed, the DCHP
server will automatically renew the lease.

However, if the DHCP server no longer exists or the IP address of the DHCP
server has changed, the client will broadcast a DHCPREQUEST when 87.5% of
the lease has elapsed to look for any DHCP server. If no DHCP server can be
located, the lease could expire, in which case the client discontinues the use of the
IP address and begins the initialization process with a DHCPDISCOVER message.

DHCP Server Can Force Reinitialization

When a DHCP client contacts a DHCP server, the server might determine that the
client is misconfigured (the computer has moved to a different subnet) or that the
server can no longer honor the client’s IP address. The DHCP server can issue a
DHCPNAK (negative acknowledgment), forcing the DHCP client to reinitialize
itself and request a new IP address. This can occur when the client computer has
been moved between docking stations, and thus might be located on a different
subnet. It will need a new IP address to successfully access the network resources
wanted.

WINS Renewal

The renewal process for a WINS-based client is less obvious, as the NetBIOS over
TCP/IP support (NBT) automatically registers the computer name with the WINS-
based server when an NBT client process is started. Therefore, in many cases the
renewal process is automatic, and the WINS-based server automatically reissues a
new TTL with each NBT registration. With each new TTL, a timer is reset in the
system to issue a NBT name registration with the WINS-based server, should the
computer be in a state of inactivity and the timer expire.
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The Big Picture
Now let’s look at the Exotic Excursions environment with routers and multiple
subnets.
INTERKAT DHCPING
TRSDV_AS1 2019207 | VENGR AS1  Server

Exp 04 Jan ¢
200.1920.1

200.192.1003

131.100.14.53 » 200.192.100.1

ez ) UNIX
BOOTP ¢ Servers
ROUTER v =
e, B T,
20&}3%3“@#&1 2001921006 w1005 NENRAD 4919
Dt Em'mm DHCPWINS  Bxp31Decos 20019204
Clients

R&D ENGR

Network with routers and multiple subnets

‘Notice that there are a number of changes in the environment. There are two
routers, two DHCP servers, and two WINS-based servers (one \RSDV_ASI is
both a DHCP and a WINS-based server). Later, we will review the capabilities of
the DHCP and WINS administrative tools, and reflect on how the tools and
capabilities address the needs of a larger, more heterogeneous corporate
environment. ‘

Locating a Resource

What happens when a computer in the R&D domain wants to locate a resource in
the ENGR domain? For the purpose of this example, \RSDV_WFW wants to find
the resources available on \ENGR_NT1. To locate the computer’s IP address,
WRSDV_WFW sends a NAMEQUERYREQUEST to its primary WINS server,
WRSDV_ASI, which it knows to be at 200.192.100.3. It requests that the server
look in the database to find the entry for \ENGR_NT1 and respond with the IP
address of the computer wanted. The WINS-based server responds with a
NAMEQUERYRESPONSE to W\RSDV_WFW with the computer’s IP address, at
which time the entry is cached at the requesting client computer.
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Now that \RSDV_WFW has the necessary IP address, it establishes a TCP
connection, followed by a session message (request) to \ENGR_NT1 (at
200.192.0.6), and the resource connection is established.

DHCP/WINS

WRSDV_AS1 SERVER

200.192.100.3

200.192.100.1 200.192.0.1

BOOTP

my) ROUTER .
WENGR_NT1
\2\5(??&\)/2_\1/‘6';\%/ 200.192.0.6 \ENGR_AS2
Exp 24 Jul 94 DHCP/WINS Exp3iDecos 20018204
Clients

R&D ENGR

TCP connection
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The Administrative Tools for DHCP and WINS
DHCP Administration

The DHCP administration tool is designed to organize the configuration of the
network resources into logical groupings of computers on the same physical wire,
the same as an Internet subnet or an equivalent network node on a private network.
The administration tool allows the network administrator to define global and
scope-specific configuration settings to identify routers. ’

In the example below, there are three scopes defined: 11.101.12.19%, 11.101.13.53,
and 127.0.0.1, which is the local computer. Focusing on the 11.101.0.0 scope, you
can see the global default information.

S HOP Ma nagw 110112188 |
DHCP Options View Help

@003 Router - 11.101.0.1
1@ 006 DNS Servers - 11.101.20.109

[*8&511.101 13.53 11@ 044 WINS/NBNS Servers — 11.101.12.198, 11.101.13.53 |
Fep127.001 |® 046 WINS/NBT Node Type — 0x8 |

| L@ 111.103.0.01 Bidgs 3 & 4 FDDI|{@ 047 NetBIOS Scope ID —

Dynamic Host Configuration Protocol admin tool

Each scope is defined by specific properties which are established by the DHCP
administrator. The administrator defines the subnet ID, the subnet mask, and the
primary DHCP server. The administrator also defines the pool of available IP
addresses in that specific scope and any exclusion ranges to avoid, thereby allowing
legacy systems to retain their established IP addresses.
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Scope Properties - 127.0.0.1 ]
" IP Address Pool ]
Start Address: [1T 103 .18 1 Excluded Addresses:
Address 11.103.198.28

End Address: {11 103139 254 11.103.193.0t0 11.103.193.1

Subnet Mask: |255.255.0 0

Exclusion Bange:

Start Address:

I

End Address:

[ Lease Duration
@] Unlimited
@® Limited To: [7 & Dayls)

00 Hourls) mg Minutes

Name:  |Bldgs 3 & 4 FDDI Ring |
Comment: [ —l

DHCP Administrator Scope Properties dialog box

Each scope definition receives a name so that it can be easily identified by any
network administrator, along with additional comments or questions.

In some cases, computers outside the Microsoft network can access computers that
participate in the DHCP/WINS environment but do not have an easy way to inquire
for the IP address of the server. Instead of forcing the user of the legacy computer to
be manually updated with the dynamic address of the DHCP client, the DHCP
administrator can elect to specify a reserved client. A reserved client is issued an
infinite lease of the IP address; thus any legacy computer attempting to locate the
DHCEP client will be able to access the computer consistently via the now static IP
address.
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Add Reserved Clients

IP Address: 11 .103.42 .35

Unique Identifier: |08002B2B6DB4 ]

Client Name: |TEPJ'IP Print Server

Client Comment: IIHE Data Manager XL 100

DHCP Administrator Add Reserved Clients dialog box

Another option with the DHCP Administrator tool is the ability to review the client
lease information on a per-scope basis, allowing the administrator to review the
outstanding leases and associate them with the client names and their MAC-layer
addresses.

Active Leases - [11.101.0.0]

@ 11.101.12.9 ([CRACKERJACK)
% 11.101.12.11 [NTALPHA?Z2] -- Reservatio
& 11.101.12.12 [NTX862) -- Reservation i
% 11.101.12.13 [NTX863) -- Reservation i
,11.101.12.14 ] - Reservation

E111.101.12.15 [NTJAZZ1) -- Reservation

Sort Order

® Sort leases by IP Address [ Show Reservations Only

{ Sort leases by Hame

DCHP Administrator client lease review dialog box

For each scope-member, options can be configured for the scope to provide
additional configuration information to the scope members. The scope options
contain an array of parameters that the DHCP administrator can configure. Notice
that this same information can be set globally as well, by means of a similar Global
Option Settings dialog box.
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DHCP Options: Scope

Options for: [11.103.0.0] Bldgs 3 _4 FDDI Ring

Unused Options:

002 Time Dffset
004 Time Seiver
005 Name Servers
006 DNS Servers
007 Log Servers
008 Cookie Servers
009 LPR Servers

Active Options:

003 Router

44 WINS/NBNS Servers ;
046 WINS/NBT Node Type

Comment: NBNS Address{es) in priority order

IP Address 11.103.40.84
11.101.13.53

DHCP Scope Options dialog box

WINS Administration

The WINS administration tool is designed to help the network administrator

configure the WINS-based servers and monitor activity. Notice that the information

presented is very detailed in nature. Key pieces of information are the number of

name queries received by the WINS-based server, and the number of successful and

less-than-successful responses. In the example below, the Windows NT

development team is running WINS-based clients, but when they perform a name
query for computers outside the development team, the WINS-based server cannot
locate the computer, resulting in a Query Failure. At the time this screen shot was
taken, only about 1% of the total computers on the Microsoft network were WINS-

based clients, hence the high number of failures.
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- WlNSManager— [Luca|]
Server  VYiew Mappings Options Help

Server Start Time: " 6/2/94 35943 PM
1 Database Initialized: -
| Statistics Cleared: - -

| Last Replication Times:

Periodic: -
Admin Trigger: - -
Met Update: -

Total Queries Received:
Successful:
Failed:

| Total Releases:

Successful:
Failed:

|l o oo oceo

! Total Begistrations:

WINS Administrator tool

The WINS Administrator tool allows the configuration of various parameters for
the WINS-based server, including which WINS-based server to focus on, the static
mappings for the server, the replication information, and the database in use.
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WINS Manager - (Local]
| S ¥Yiew Mappings Options
| Add WINS Server... '
{ Delete WINS Server

Detailed Information...

672794 3:59:43 PM

Configuration...
Replication Partners...

Exit

Detailed Information

WINS Server Address

Connected Since:
Last Address Change:

Last Scavenging Times:
Periodic:
Admin Trigger:

Computer Name: \A\MEGAPTERA
IP Address: 11.103.40.84
Connected ¥ia: NetBIOS

672794 4:00:05 PM

Extinction: -
Verification: - -
Unique Registrations: 0
Conflicts: 0
Renewals: 10
Group Registrations: 0
Conflicts: 0
Renewals: 7

WINS Administration options

The Static Mapping options allows the network administrator to configure WINS
mapping information manually for non-WINS clients, similar to the old host table
information.
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Filter: None

Static Mappings - [Local]

] \\DELPHINUS[O0h]

B \\DELPHINUS[03h]

B \\DELPHINUS[20h]

[ \\DYNASOAR[00]
£ \\DYNASOAR[O3h]
it \\DYNASOAR[20h]

) \\ORCAS[00h]

B \\ORCAS[03h]

B \\ORCAS[20h]

I \\ORCINUS[00h]

11.103.24.170
11.103.24.170
11.103.24.170
11.103.200.2
11.103.200.2
11.103.200.2
11.103.40.85
11.103.40.85
11.103.40.85
11.103.24.169

11.103.24.169

g H M ] A

& \\ORCINUS[03h]
I []

Sort Order

( Sort Static Mappings by IP Address
@ Sort Static Mappings by Computer Name

Static Mappings (Local) dialog box

This static mapping information can be entered individually for each computer, or it
can be array-loaded from a file containing the necessary mappings. The latter
minimizes the amount of work required to create an interoperative environment by
importing the DNS host tables from the UNIX DNS server.

WINS-based servers specify the name registration TTL by specifying an Extinction
Interval, which is defined by the administrator. Should an NBT client’s
reregistration not be received before the extinction time, the name will no longer be
registered with the WINS server. Also, the replication process can be configured in
this dialog, which will be discussed later.
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WINS Server Configuration - [Local]

CWINS Server Configuration

Renewal Interval [h:m:s): : mr’
Extinction Interval [h:m:s): _ ::

[~ Pull Parameters Push Parameters
Initial Replication [ nitial Replication

Retry Count: (3 [ [ Replicate on Address Change

- WINS Server Configuration dialog box

Error Handling with DHCP/WINS

Now let’s take a look at how DHCP and WINS handle error conditions when the
primary DHCP or WINS server is down.

The following configuration shows the expansion of the Exotic Excursions network
to include the scope settings and the enterprise. Notice that the range of IP
addresses has been split for both the ENGR and R&D scopes.

ENTERPRISE BACKBONE

DHCPWINS
RAS SERVER

2001921201

200.1920.2,

WIS AT
200192127

RELAY ROUTER

INTERNET

DHGPMINS DHCF/RAS
SERVER WENGR T2
IRSDY_AS1 20019207 VENCRAS]  SERVER
Erp 04 I 95 Y

171.100.14.53 200.192.100.1 200.192.0.1

SERVER

ENGR_SOL

ENGRAIX  200.1920.11

RELAY RDOUTER
JENGR NTI
200192100101 \2\:3%.2“";?’.;5\ WOIR0E  VNGRA 200192010

DIRECT UNiX BpFlDecd4 20019204
DHCP/WINS 4 .
PRINTER bp 2l 34
. CLIENTS

R&D ENGR

Exotic Excursions Enterprise Backbone
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In the table below, the IP address ranges have been configured given an address
range for the fourth octet of 1-254 for each scope (which is typical for a Class C

address).
Type of Range IP Address’ Lease Period
Fixed address: routers, DHCP, WINS servers 1-5 n/a
Primary DHCP server scope 6-120 2 weeks
Backup DHCP server scope 121-235 1 week
MIS tertiary DHCP server scope 236-245 1 day
Reserved for future use 245-254 n/a

For example, the DCHP Server \ENGR_AS1 (the primary DHCP server for the
ENGR scope) has available addresses 200.192.0.6 through 200.192.0.120 for
DHCP clients in the ENGR scope. The backup DHCP server \RSDV_AS1 has

available addresses 200.192.0.121 through 200.192.0.235. Thgrefore, if one DCHP

server fails, either controller can support at least 115 DHCP clients in the ENGR

scope.

DHCP Server DHCP Server DHCP Server

//RSDV_AS1 /[ENG_AS1 //MIS_AS1

R&D Scope R&D Scope R&D Scope

Primary WINS Server Primary WINS Server Primary WINS Server
200.192.100.3 200.192.100.3 200.192.100.3

Backup WINS Server Backup WINS Server Backup WINS Server
200.192.0.4 200.192.0.4 200.192.0.4

IP Address Pool IP Address Pool - TP Address Pool
Start: 200.192.100.6 Start: 200.192.100.121 Start:
End: 200.192.100.120 End: 200.192.100.235 200.192.100.236

End:

Exclusion Range
Start: 200.192.100.101
End: 200.192.100.101

R&D Scope

Primary WINS Server
200.192.0.4

Backup WINS Server
200.192.100.3

IP Address Pool

R&D Scope

Primary WINS Server
200.192.0.4

Backup WINS Server
200.192.100.3

IP Address Pool

TP address of the (200.192.x.y, where x € {0,100,127})

200.192.100.245

R&D Scope

Primary WINS Server
200.192.0.4

Backup WINS Server
200.192.100.3

IP Address Pool
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Start: 200.192.0.121 Start: 200.192.0.6 Start: 200.192.0.236
End: 200.192.0.235 End: 200.192.10.120 End: 200.192.0.245

In many cases, however, both servers will regularly be online, and one computer
might be offline only for a short time (for example, one day). Depending on the
length of the lease period (for example, 3 months), only a few computers would
need renewal during the period that the computer was offline. Therefore, you could
have a smaller lease pool configured on the backup DHCP server than on the
primary server, effectively providing better utilization of the available IP address
space.

DHCP Server Is Offline

‘What if we are powering up \ENGR_NT1, and our primary DHCP server
(\ENGR_ASI1) is offline? If we remember that the DHCPREQUEST message can

" be relayed by BOOTP Relay routers, then the request is relayed across the router at
200.192.0.1 to WRSDV_AS, which will respond, but with a different IP address.
The scope for that subnet is different, so instead of \ENGR_NT1 having the IP
address of 200.192.0.6 that was provided by the R&D scope from the DHCP server
\ENGR_AS]I, it now has the IP address 200.192.0.129, provided by the DHCP
server \RSDV_AS1.

INTERNET

DHCPMWINS
SERVER ~ ENGRNTZ g DHCPRAS
IRSDV_ASt 2019207 W \ENGR A1 Server
201521003 Exp O on G588

2 1 ,0.3‘/

P

200.192.100.1 20016201 ’

S

2

131.400.14.53

5

@ - ROUTER \\ENH Y e AI "ENGR_SOL
200.162100.101 WRSDV_WFW 2001620120 VENGR AS2 AR010 200.192.0.11
4

Direct Unix 2001921006 2001920
B 2. 4 DHCPWINS ~ Exp30dunt4 2001220,

Clients

R&D ENGR

~ Primary DHCP server offline

Printer



460 Supporting Microsofte Windows NT™ Server 3.5: Self-Paced Training

WINS Server Is Offline

If a WINS-based server is offline or otherwise unavailable, the DHCP client will
contact the backup WINS-based server via the IP address that was returned during
the DHCP REQUEST, DHCPACK process. WINS-based servers replicate their
databases to the other known WINS-based servers on the network with the time
interval specified by the network administrator.

WINS Server Replication

WINS-based servers maintain current databases via replication partners. Each
WINS-based server is a push partner or pull partner with at least one other WINS-
based server. A pull partner is a WINS-based server that pulls in database
replicates. A push partner is a WINS-based server that sends replicas to its pull
partner upon receiving a request. When the server’s pull partner replicates the
information, it pulls replicates by asking for all records with a higher version
number than the last record stored from the last replication for that server. All
mapping changes converge within the replication period for the entire WINS
system.

Replication is triggered when a WINS-based server polls another server to get a
replica based on an interval or time set by the administrator. Replication is also
triggered when a WINS-based server reaches a threshold set by the administrator,
which is a specified time or an update count for registrations and changes. In this
case, the server notifies other servers that it has reached its threshold, and the other
servers pull replicates. Replication pairs also have the advantage of specifying
replication interval, so if servers are connected via slow links—such as
international connections—you can specify specific replication intervals.



Additional Reading 461

Summary

North ~
America

12 Hours

15

Australia _
; Minutes

30 Minutes y

>

Replication of WINS-based server in U.S. and Australia

Therefore, in the above example, we would replicate WINS-based server data in
the US every fifteen minutes, and in Australia every 30 minutes, but only every 12
hours between the US and Australia.

TCP/IP is a widely accepted, routeable WAN protocol that is unparalleled in its
deployment worldwide as a de facto standard for wide-area networking. However,
it has historically had high costs associated with the configuration and
administration of network clients. Microsoft, as a member of the Internet
Engineering Task Force (IETF), has been working with other IETF members to
deploy dynamic IP addressing technology. The result is the Dynamic Host
Configuration Protocol (DHCP), an open standard for TCP/IP-based networks.
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Microsoft has also developed the Windows Internet Naming Service (WINS) which
allows dynamic host table mapping from a computer’s IP address to its respective
NetBIOS name, thus eliminating the need to maintain the host tables in a network
manually. -

Microsoft networking, using DHCP and WINS functionality, provides easy
administration on TCP/IP-based networks for computers running Windows for
Workgroups 3.11 (and the future release, Windows 95), Windows NT Workstation,
and Windows NT Server.
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Glossary

A

account
See user account.

account policy

Controls the way passwords must be used by all
user accounts in a domain, or in an individual
computer.

acknowledgment
The process used to guarantee rehable end-to-end
message delivery.

administrative alerts

Relate to server and resource use; warn about
problems in areas such as security and access, user
sessions, server shutdown because of power loss
(when UPS is available), directory replication, and
printing. When a computer generates an
administrative alert, a message is sent to a
predefined list of users and computers. See also
Alerter service.

Alerter service

Notifies selected users and computers of
administrative alerts that occur on a computer.
Used by the Server and other services. Requires
the Messenger service. See also administrative
alerts.

American National Standards Institute (ANSI)
An organization dedicated to the development of
trade and communications standards.

Application layer

The top (seventh) layer of the OSI model. This
layer serves as the window for application
processes to access network services. It represents
the services that directly support user applications,
such as software for file transfers, for database
access, and for electronic mail.

ARC

Advanced RISC Computing. A standard developed
by a consortium of hardware and software
manufacturers. This standard specifies a computer
that is similar to a PC but is based on a RISC
processor.

archive bit

Used by backup programs to mark files after
backing them up, using the normal or incremental
backup types.

ArcNet®

~ A baseband, token-passing media-access network

protocol created by the Datapoint Corporation.
ArcNet runs on coaxial cable, twisted-pair cable,
and fiber-optic cable and supports up to 255 nodes.

ASCII file
See text file.
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associate

To identify a filename extension as “belonging” to
a certain application so that when you open any file
with that extension, the application starts
automatically.

audit policy

For a domain or for an individual computer,
defines the type of security events that are logged;
determines what Windows NT will do when the
security log becomes full.

auditing

Tracking activities of users by recording selected
types of events in the security log of a server or a
workstation.

authentication

Validation of a user’s logon information. When a
user logs on to an account on a Windows NT
workstation, the authentication is performed by
that workstation. When a user logs on to an
account on a Windows NT Server domain, that
authentication can be performed by any server in
that domain. See also server, trust relationship.

backbone

The backbone, or trunk segment, is the main cable
from which drop cables are connected to stations,
repeaters, and bridges.

back end
In a client-server application, the part of the
program that is executing on the server.

base /O port

Specifies a channel through which information is
transferred between your computer’s hardware
(such as your network card) and its CPU.

base memory address

Defines the address of the location in your
computer’s memory (RAM) that is used by the
network adapter card. This setting is sometimes
called the RAM start address.

backup domain controller

For Windows NT Server domains, refers to a
computer that receives a copy of the domain’s
security policy and domain database, and
authenticates network logons. See also primary
domain controller.

batch program

An ASCII file (unformatted text file) that contains
one or more Windows NT commands. A batch
program’s filename has a .BAT or .CMD
extension. When you type the filename at the
command prompt, the commands are processed
sequentially.

bind
To associate two pieces of information with one
another.

bit

Short for binary digit: either 1 or 0 in the binary
number system. In processing and storage, a bit is
the smallest unit of information handled by a
computer. It is represented physically by an
element such as a single pulse sent through a
circuit or small spot on a magnetic disk capable of
storing either a 1 or 0.
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bit time
The time it takes each station to receive and store a
bit.

BNC (British Naval Connector)

A connector for coaxial cable that locks when one
connector is inserted into another and is routed 90
degrees.

boot loader

Defines the information needed for system startup,
such as the location of the operating system’s files.
Windows NT automatically creates the correct
configuration and checks this information
whenever you start your system.

boot partition

The volume, formatted for an NTFS, FAT, or
HPFS file system, that contains the Windows NT
operating system and its support files. The boot
partition can be (but does not have to be) the same
as the system partition.

branch
A segment of the directory tree, representing a
directory and any subdirectories it contains.

bridge

A device that allows you to join two local area
networks, and allows stations on eithet network to
access resources on the other. The bridge makes
connections at the Data Link layer of the OSI
model.

broadband

A system used to transmit the encoded signals over
cable. A broadband system uses analog signaling
and a range of frequencies. With analog
transmission, the signals employed are continuous
and nondiscrete. Signals flow across the physical
medium in the form of electromagnetic or optical
waves.

browse
To look through lists of directories, files, user
accounts, groups, domains, or computers.

buffer
A temporary storage place for information.

built-in groups

The default groups provided with Windows NT
and Windows NT Server. Built-in groups have
been granted useful collections of rights and built-
in abilities.

In most cases, a built-in group provides all the
capabilities needed by a particular user. For
example, if a domain user account belongs to the
built-in Administrators group, logging on with that
account gives a user administrative capabilities
over the domain and the servers in the domain. To
give a needed set of capabilities to a user account,
assign it to the appropriate built-in group. See also
group, User Manager, User Manager for Domains.

C

central file server

A network in which specific computers take on the
role of a server with other computers on the
network sharing the resources. See also Client-
server.
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check box

A small, square box in a dialog box that can be
selected or cleared, representing an option that you
can turn on or off. When a check box is selected,
an X appears in the box.

choose

To pick an item that begins an action in Windows
NT. You often choose a command on a menu to
perform a task, and you choose an icon to start an
application.

client

A computer that accesses shared network resources
provided by another computer (called a server).
See also client application, server, workstation.

client-server

A network in which specific computers take on the
role of a server, with other computers on the
network sharing the resources. See also central file
server.

Clipboard

A temporary storage area in memory, used to
transfer information. You can cut or copy
information onto the Clipboard and then paste it
into another document or application, or into the
ClipBook. See also ClipBook.

ClipBook

Permanent storage of information you want to save
and share with others. This differs from the
Clipboard, which stores information temporarily.
You can save the current contents of the Clipboard
by using the ClipBook Viewer to copy it into your
local ClipBook. You can then share that
information, allowing others to connect to the
ClipBook on your computer. See also Clipboard,
ClipBook page.

ClipBook page

A unit of information pasted onto a local ClipBook.
The ClipBook page is permanently saved.
Information on a ClipBook page can be copied
back onto the Clipboard and then pasted into
documents. You can share ClipBook pages on the
network.

Clipbook service
Supports the ClipBook Viewer application,
allowing pages to be seen by remote ClipBooks.

Computer Browser service

Maintains an up-to-date list of computers and
provides the list to applications when requested.
Provides the computer lists displayed in the Select
Computer and Select Domain dialog boxes, and
(for Windows NT Server only) the lists in the
Server Manager window.

computer name

A unique name of up to 15 uppercase characters
that identifies a computer to the network. The name
cannot be the same as any other computer or
domain name in the network, and it cannot contain
spaces.



configuration registry
A database repository for information about a
computer’s configuration.

connected user
A user accessing a computer or a resource over the
network..

Control menu
A menu that contains commands you can use to
manipulate a window.

Control-menu box
The icon at the left side of the title bar. This icon
opens the Control menu for a window.

controller
See domain controller.

D

data frame
An organized, logical structure in which data can
be placed.

datagram

A datagram is a basic messaging service. It
provides connectionless data transfer when there is
no association between the sender and receiver at
the time the message is sent. Because the status of
the receiver is unknown and no acknowledgments
are sent, datagrams are considered unreliable.
Datagrams allow messages to be broadcast to
many stations at once.
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Data Link layer
The second layer in the OSI model. It packages
raw bits from the Physical layer into data frames.

DDE

See dynamic data exchange.

default printer

The printer that is used if you choose the Print
command without first specifying which printer
you want to use with an application. You can have
only one default printer; it should be the printer
you use most often.

default profile
See system default profile, user default profile.

dependent service

A service that requires the support of another -
service. For example, the Alerter service is
dependent on the Messenger service.

desktop
The background of your screen, on which
windows, icons, and dialog boxes appear.

destination directory
The directory to which you intend to copy or move
one or more files.

destination document :
The document into which a package or a linked or
embedded object is being inserted. For an
embedded object, this is sometimes also called the
container document.
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device contention

The way Windows NT allocates access to
peripheral devices, such as.a modem or a printer,
when more than one application is trying to use the
same device.

device driver ‘
A program that enables a specific piece of

hardware (device) to communicate with Windows

NT. Although a device might be installed on your
system, Windows NT cannot recognize the device
until you have installed and configured the
appropriate driver.

dimmed

Unavailable, disabled, or grayed. A dimmed button
or command is displayed in light gray instead of
black, and it cannot be chosen.

directory

Part of a structure for organizing your files on a
disk. A directory can contain files and other
directories (called subdirectories). See also
directory tree.

directory entry

Any of the items shown in a directory listing. Each
entry can be a file or another directory. The root
directory is limited to 512 directory entries.

directory replication

The copying of a master set of directories from a
server (called an export server) to specified servers
or workstations (called import computers) in the
same or other domains. Replication simplifies the
task of maintaining identical sets of directories and
files on multiple computers, because only a single
master copy of the data must be maintained. Files

are replicated whenever they are added to an
exported directory and whenever a change is saved
to the file. See also Directory Replicator service.

Directory Replicator service

Replicates directories, and the files in those
directories, between computers. See also directory
replication.

directory tree

A graphical display of a disk’s directory structure.
The directories on the disk are shown as a
branching structure. The top-level directory is the
root directory.

directory window

A File Manager window that displays the contents
of a disk. The window shows both the directory
tree and the contents of the current directory.

disabled user account

A user account that does not permit logons. The
account appears in the user account list of the User
Manager window and can be restored to enabled
status at any time. See also user account.

disk configuration information

The Windows NT Registry includes information on
the configuration of your disk(s): assigned drive
letters, stripe sets, mirror sets, volume sets, and
stripe sets with parity.

diskless workstations
Workstations that do not have a hard drive.
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disk duplexing
Establishing a mirrored copy on a disk with a
different controller.

disk mirroring
Maintaining a fully redundant copy of a partition
on another disk.

disk striping

Writing data in stripes across a volume that has
been created from areas of free space on from 2 to
32 disks.

domain

For Windows NT Server, a collection of computers
that share a common domain database and security
policy. Each domain has a unique name. See also
workgroup.

domain controller .

For a Windows NT Server domain, the server that
authenticates domain logons and maintains the

~ security policy and the master database for a

domain. See also server.

domain database
See SAM database.

domain name
The name by which a domain is known to the
network.

domain synchronization
See synchronize.

downloaded fonts

Fonts that you send to a printer either before or
during the printing of a document. When you send
a font to a printer, it is stored in the printing
device’s memory until it is needed.

drive icon

An icon in a directory window in File Manager
that represents a disk drive on your system.
Different icons depict floppy disk drives, hard disk
drives, network drives, RAM drives, and CD-
ROM drives.

drivebar ,
The horizontal bar in File Manager containing the
drive icons.

dynamic data exchange

A form of interprocess communication (IPC)
implemented in the Microsoft Windows family of
operating systems. Two or more programs that
support dynamic data exchange (DDE) can
exchange information and commands.

E

embedded object

Presents information created in another
application. Information in the embedded object
does not exist in another file outside your
document.
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encapsulated PostScript (EPS) file

A file that prints at the highest possible resolution
for your printing device. An EPS file can print
faster than other graphical representations. Some
Windows NT and non—-Windows NT graphlcal
applications can import EPS files.

end systems

Another name for workstations and servers. This
term is often used in the context of wide area
networks (WAN).

environment variable

A string consisting of environment information,
such as a drive, path, or filename, associated with a
symbolic name that can be used by Windows NT.
You use the System option in Control Panel or the
set command from the Windows NT command
prompt to define environment variables.

event
Any significant occurrence in the system or in an

application that requires users to be notified, or an

entry to be added to a log.

Event Log service
Records events in the system, security, and
application logs.

export path

In directory replication, a path from which
subdirectories, and the files in those subdirectories,
are automatically exported from an export server.
See also directory replication.

export server

In directory replication, a server from which a
master set of directories is exported to specified
servers or workstations (called import computers)
in the same or other domains. See also dlrectory
replication.

extended partition

Created from free space on a hard disk, an
extended partition can be subpartitioned into zero
or more logical drives. Only one of the four
partitions allowed per physical disk can be an
extended partition, and no primary partition need
exist to create an extended partition.

extension

The period and up to three characters at the end of
a filename. An extension usually indicates the type
of file or directory.

external command
A command that is stored in its own file and loaded
from disk when you use the command.

F

family set
A collection of related tapes containing several
backup sets.

FAT

File Allocation Table; a table or list maintained by
some operating systems to keep track of the status
of various segments of disk space used for file
storage.
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file allocation table (FAT)
See FAT.

file system ‘
In an operating system, the overall structure in
which files are named, stored, and organized.

font set

A collection of font sizes for one font, customized
for a particular display and printer. Font sets
determine how text looks on screen and on paper.

frame

Data that is being transmitted is segmented into
small units and combined with control information
such as message start and message end. Each
package of information is transmitted as a single
unit called a frame. '

frame preamble
Header information, added to the beginning of a
data frame in the Physical layer.

frame type

The specifics of how the transmitted data is
formatted and transmitted is controlled by the
frame type. Examples of frame types are 802.2,
802.3, Ethernet I1, and so on.

free space

An unused and unformatted portion of a hard disk
that can be partitioned or subpartitioned. Free
space within an extended partition is available for
the creation of logical drives. Free space that is not
within an extended partition is available for the
creation of a partition, with a maximum of four
partitions allowed.

front end

In a client-server application, front end refers to
the part of the program executing on the client
computer.

full name v ‘

A user’s complete name, usually consisting of the
last name, first name, and middle initial. The full
name is information that can be maintained by
User Manager as part of the information
identifying and defining a user account. See also
user account.

G

gateway

A device used to connect dissimilar networks
(networks using dissimilar protocols) so that
information can be passed from one to the other. A
gateway is at the Network layer of the OSI model.

global account

For Windows NT Server, a normal user account in
a user’s home domain. Most user accounts are
global accounts. If there are multiple domains in
the network, it is best if each user in the network
has only one user account, in only one domain, and
each user’s access to other domains is
accomplished by establishing domain trust
relationships. See also local account.



472 global group

global group

For Windows NT Server, a group that can be used
in its own domain, servers and workstations of the
domain, and trusting domains. In all these places it
can be granted rights and permissions and can
become a member of local groups. However, it can
contain user accounts only from its own domain.
Global groups provide a way to create handy sets
of users from within the domain, available for use
both inside and outside the domain.

Global groups cannot be created or maintained on
Window NT workstations. However, for Windows
NT workstations that participate in a domain,
domain global groups can be granted rights and
permissions at those workstations, and can become
members of local groups at those workstations. See
also group, local group. ‘

group

In User Manager, an account containing other
accounts that are called members. The permissions
and rights granted to a group are also provided to
its members, which makes groups a convenient
way to grant common capabilities to collections of
user accounts. For Windows NT, groups are
managed with User Manager. For Windows NT
Server, groups are managed with User Manager for
Domains. See also built-in groups, global group,
local group, user account.

group memberships

The groups to which a user account belongs.
Permissions and rights granted to a group are also
granted to its members. In most cases, the actions a
user can perform in Windows NT are determined
by the group memberships of the user account to
which the user is logged on. See also group.

group name

‘A unique name that identifies a local or global

group to Windows NT. A group’s name cannot be
the same as any other group name or user name in
its own domain or workstation. See also global
group, local group.

group window
In Program Manager, a window that displays the
program item icons in a group.

H

heriz (Hz)

The unit of frequency measurement. Frequency
measures how often a periodic event occurs, such
as the manner a wave’s amplitude, changes with
time. One hertz equals one cycle per second.
Frequency is often measured in kilohertz (KHz,
1000 Hz), megahertz (MHz), gigahertz (GHz,
1000 MHz), or terahertz

(THz, 10,000 GHz).

high-performance file system
See HPFS.

home directory

A directory that is accessible to the user and
contains files and programs for that user. A home
directory can be assigned to an individual user or
can be shared by many users.

host

Any device that is connected to the internetwork
and uses TCP/IP.
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host ID
The portion of the IP address that identifies a
computer within a particular network ID.

host table

The HOSTS and LMHOSTS files, which contain
mappings of known IP addresses mapped to host
names.

HOSTS file

A local text file in the same format as the 4.3
Berkley Software Distribution (BSD)
UNIX/etc/hosts file. This file maps host names to
IP addresses. In Windows NT, this file is stored in
the \systemrooASYSTEM32\DRIVERS\ETC
directory. :

HPFS High-performance file system (HPFS);
primarily used with he OS/2 operating system
version 1.2 or later. It supports long filenames but
does not provide security.

hub

A unit that provides a common connection among
computers in a star-configured network so that all
of the computers can communicate with one
another.

import computers

In directory replication, the servers or workstations
that receive copies of the master set of directories
from an export server. See also directory
replication.

import path

In directory replication, the path to which imported
subdirectories, and the files in those subdirectories,
are stored on an import computer. See also
directory replication.

Institute of Electrical and Electronic Engineers
(IEEE) Project 802

A networking model developed by the Institute of
Electrical and Electronic Engineers (IEEE). This
project is called 802, for the year and month it
began (February 1980). Project 802 defines LAN
standards for the Physical and Data Link layers of
the OSI model. The 802 project divides the Data
Link layer into two sublayers: Media Access
Control (MAC) and Logical Link Control (1LC).

intermediate systems
Equipment that provides a link, such as bridges,
routers, and gateways.

internal command
Commands that are stored in the file CMD.EXE
and that reside in memory at all times.

interrupt (IRQ)
An electronic signal sent to the computer’s central
processing unit.

interrupt request lines (IRQ)

Hardware lines over which devices can send
signals to get the attention of the processor when
the device is ready to accept or send information.

" Typically, each device connected to the computer

uses a separate IRQ.
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IPXODIL.COM

The ODI version of the IPX/SPX protocol. Used in
place of the standard IPX.COM, IPXODI.COM
communicates between the LSL (Link Support
Layer) and the applications.

K

kernel driver
A driver that accesses hardware.

L

link

The communication system connecting two LANS.
Also, the equipment that provides the link,
including bridges, routers, and gateways.

linked object

A representation or placeholder for an object that
* is inserted into a destination document. The object
still exists in the source file and, when it is
changed, the linked object is updated to reflect the
changes.

Link Support Layer (LSL or LSL.COM)

This layer provides a foundation for the MAC
driver to communicate with multiple protocols.
LSL.COM performs functions similar to the
protocol manager in NDIS.

list box

In a dialog box, a box that lists available choices,
such as a list of all the files in a directory. If all the
choices do not fit in the list box, there is a scroll
bar.

local account

For Windows NT Server, a user account provided
in a domain for a user whose global account is not
in a trusted domain. Not required where trust
relationships exist between domains. See also
global account, user account.

local area network (LAN)
Computers connected in a geographically close
network, such as in the same building or campus.

local group

For Windows NT, a group that can be granted
permissions and rights only for its own
workstation. However, a local group can contain
user accounts from its own computer, and (if the
workstation participates in a domain) user accounts
and global groups both from its own domain and
from trusted domains. Local groups provide a way
to create handy sets of users from both inside and
outside the workstation, to be used only at the
workstation.

For Windows NT Server, a group that can be
granted permissions and rights only for the servers
of its own domain. However, it can contain user
accounts and global groups both from its own
domain and from trusted domains. Local groups
provide a way to create handy sets of users from
both inside and outside the domain, to be used only
at servers in the domain. See also global group,

group.
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local printing device
A physical printing device that is directly
connected to one of the ports on your computer.

logical drive
A subpartition of an extended partition on a hard
disk.

Logical Link Control sublayer

The IEEE 802 project divides the Data Link layer

" into two sublayers. The Logical Link Control
(LLC) layer is the upper sublayer that manages
data link communication and defines the use of
logical interface points (called Service Access
Points [SAPs]), which other computers can refer to
and use to transfer information from the LLC
sublayer to the upper OSI layers.

logon hours

For Windows NT Server, a definition of the days
and hours during which a user account can connect
to a server. When a user is connected to a server
and the logon hours are exceeded, the user is either
disconnected from all server connections or is
allowed to remain connected but denied any new
connections.

logon script:

Typically a batch file, a logon script runs
automatically every time the user logs on. It can be
used to configure a user’s working environment at
every logon, and it allows an administrator to
affect a user’s environment without managing all
aspects of it. A logon script can be assigned to one
or more user accounts.

logon script path

When a user logs on, the computer authenticating
the logon locates the specified logon script (if one
has been assigned to that user account) by
following that computer’s local logon script path
(usually
CA\WINNT\SYSTEM32\REPL\IMPORT\SCRIPTS)
. See also logon script.

logon workstations
For Windows NT Server, the workstations from
which a user is allowed to log on.

lost token

Refers to an error condition on a token ring
network. This error causes an errant station to stop
the token, causing a condition in which there is no
token on the ring.

LPD (Line Printer Daemon)
A UNIX printing service. A daemon refers to a
process that performs a particular system task.

mandatory user profile

For Windows NT Server, a user profile created by
an administrator and assigned to one or more users.
A mandatory user profile cannot be changed by the
user and remains the same from one logon session
to the next. See also personal user profile, user
profile.
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maximum password age

The period of time a password can be used before
the system requires the user to change it. See also
account policy.

Media Access Control (MAC)

The IEEE 802 standards divide the Data Link layer
into two sublayers. The Media Access Control
(MAC) sublayer communicates directly with the
network adapter card and is responsible for
delivering error-free data between two computers
on the network.

Media Access Control (MAC) driver ,

The device driver located at the MAC sublayer.
This driveris also known as the network adapter
card driver or NIC driver. It provides low-level
access to network adapters by supporting data
transmission and some basic adapter management
functions. These drivers also pass data from the
Physical layer to transport protocols at the
Network and Transport layers.

Messenger service
Sends and receives messages sent by
administrators or by the Alerter service.

millions of bits per second (Mbps)

The unit of measure of supported transmission
rates on the following physical media: coaxial
cable, twisted-pair cable, and fiber-optic cable.

minimum password age '
The period of time a password must be used before
the user can change it. See also account policy.

minimum password length
The fewest characters a password can contain. See
also Account policy.

monolithic protocol stack

A protocol driver that manages all functions of the
MAC driver through the Transport layer in one
protocol driver.

MS-DOS-based application ,
An application which is designed to run with MS-
DOS, and which thus might not be able to take full
advantage of all Windows NT features.

Multiple Link Interface Driver (MLID)

The part of the ODI interface that communicates
between the adapter and the L.SL. This is the
hardware-dependent code created by the network
adapter card manufacturer. This code usually
carries the name of the supported adapter.

Multistation Access Unit (MAU)
The name for a token ring wiring concentrator.
Also known as a hub. ‘

N

named pipe

An interprocess communication mechanism that
allows one process to communicate with another
local or remote process.
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Net Logon service

For Windows NT Server, performs authentication
of domain logons, and keeps the domain’s database
synchronized between the domain controller and
the other Windows NT Servers of the domain.

network

Two or more computers connected together by
cables and running software enabling them to
communicate with one another.

network adapter card
An expansion card or other device used to connect
a computer to a local area network (LAN).

Network DDE DSDM service

The Network DDE DSDM (DDE share database
manager) service manages shared DDE
conversations. It is used by the Network DDE
service.

Network DDE service

The Network DDE (dynamic data exchange)
service provides a network transport and security
for DDE conversations.

network device driver

Software that coordinates communication between
the network adapter card and the computer’s
hardware and other software, controlling the
physical function of the network adapter cards.

Network Device Interface Specification (NDIS)

A standard that defines an interface for
communication between the MAC sublayer and
protocol drivers. NDIS allows for a flexible
environment of data exchange. It defines the
software interface, called the NDIS interface. This
interface is used by protocol drivers to
communicate with the network adapter card.

network directory
See shared directory.

Network layer

The third layer in the OSI model. This layer is
responsible for addressing messages and
translating logical addresses and names into.
physical addresses. This layer also determines the
route from the source to the destination computer.
It determines which path the data should take based
on network conditions, priority of service, and
other factors. It also manages traffic problems,
such as switching, routing, and controlling the
congestion of data packets on the network.

node

On a LAN, a device that is connected to the
network and is capable of communicating with
other network devices. For example, workstations,
servers, and repeaters are called nodes.

non—Windows NT application

Refers to an application which is designed to run
with Windows 3.x, MS-DOS, 0S/2, or POSIX, but
not specifically with Windows NT, and which
might not be able to take full advantage of all
Windows NT features (such as memory
management).
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NT
See Windows NT.

NT file system
See NTES.

NTFS

An advanced file system designed for use
specifically within the Windows NT operating
system. It supports file system recovery, extremely
large storage media, and various features for the
POSIX subsystem. It also supports object-oriented
applications by treating all files as objects with
user-defined and system-defined attributes.

o)

object

Any piece of information, created by using a
Windows-based application with OLE capabilities,
that can be linked or embedded into another
document.

OLE
A way to transfer and share information between
applications.

Open Data-Link Interface (ODI)

A specification defined by Novell and Apple to
simplify driver development and to provide support
for multiple protocols on a single network adapter.
Similar to NDIS in many respects, ODI allows
Novell NetWare drivers to be written without
concern for the protocol that will be used on top of
them.-

Open Systemis Interconnection (0SlI) reference
model

A seven-layer architecture that standardizes levels
of service and types of interaction for computers
exchanging information through a communications
network. It is used to describe the flow of data
between the physical connection to the network and
the end-user application. This model is the best
known and most widely used model for describing
networking environments.

optical fibers

Fiber used to carry digital data signals in the form
of modulated pulses of coherent light. An optical
fiber consists of an extremely thin cylinder of
glass, called the core, surrounded by a concentric
sheath of glass, known as the cladding.

option button

A small round button that appears in a dialog box.
Within a group of related option buttons, you can
select only one button.

orphan

A member of a mirror set or a stripe set with parity
that has failed in a severe manner, such as a loss of
power or a complete head crash. When this
happens, the fault tolerance driver determines that
it can no longer use the orphaned member and
directs all new reads and writes to the remaining
members of the fault tolerance volume.
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P

package

An icon that represents an embedded or linked
object. When you choose the package, the
application that was used to create the object either
plays the object (such as a sound file) or opens and
displays the object.

page
In ClipBook, one complete entry that has been
pasted in. In memory, a fixed-size block.

paging file
See swap file.

partition

A portion of a physical disk that functions as
though it were physically a separate unit. See also
system partition.

password

A unique string of characters that must be entered
before a logon or an access is authorized. A
password is a security measure used to restrict
logons to user accounts and access to computer
systems and resources. For Windows NT, a
password for a user account can be up to 14
characters long and is case-sensitive. See also
account policy.

password uniqueness

The number of new passwords that must be used
by a user account before an old password can be
reused. See also account policy.

path

Specifies the location of a file within the directory
tree. For example, to specify the path of a file
named README.WRI located in the WINDOWS
directory on drive C, you would type
c:\windows\readme.wri.

peer-to-peer network

A network configuration in which devices operate
on the same communications level. In other words,
each station can operate as both a client and a
server.

permission

" A rule associated with an object (usually a

directory, file, or printer) to regulate which users
can have access to the object and in what manner.
See also right.

persistent frame

An error condition on a token ring network. This
error prevents a sending station from recognizing
an acknowledgment data frame, which would then
continue to circulate around the ring.

personal groups

In Program Manager, a program group you have
created that contains program items. Personal
groups are stored with your logon information and
appear each time you log on. See also group.
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personal user profile

For Windows NT Server, a user profile created by
an administrator and assigned to one user. A
personal user profile retains changes the user
makes to the per-user settings of the Windows NT
environment, and reimplements the newest settings
each time that user logs on at any Windows NT
workstation. See also mandatory user profile, user
profile.

Physical layer

The first (bottommost) layer of the OSI model.
This layer addresses the transmission of the
unstructured raw bitstream over a physical medium
(that is, the networking cable). The Physical layer
relates the electrical/optical, mechanical, and
functional interfaces to the cable. The Physical
layer also carries the signals that transmit data
generated by all the higher layers.

pipe

A portion of memory that can be used by one
process to pass information along to another. It
connects two processes so that the output of one
can be used as the input to the other.

plotter font

A font created by a series of dots connected by
lines. Plotter fonts can be scaled to any size and
are most often printed on plotters. Some dot-matrix
printing devices also support plotter fonts.

port

A connection or socket for connecting a device,
such as a printing device, monitor, or modem, to
your computer. Information is sent from your
computer to the device through a cable.

POSIX
A family of standards for the UNIX operating
system.

Presentation layer

The sixth layer of the OSI model. It determines the
form used to exchange data between networked
computers. It can be viewed as the network’s
translator. At the sending computer, this layer
translates data from a format sent down from the
Application layer into a commonly recognized
intermediary format. At the receiving end, this
layer translates the intermediary format into a
format useful to that computer’s Application layer.
The Presentation layer also manages network
security issues by providing services such as data
encryption. It also provides rules for data transfer
as well as data compression to reduce the number
of bits that have to be transmitted.

primary partition

A portion of a physical disk that can be marked for
use by an operating system. There can be up to
four primary partitions (or up to three, if there is an
extended partition) per physical disk. A primary
partition cannot be subpartitioned.

printer driver
A program that controls how your computer and
printer interact. :

printer fonts

Fonts that are built into your printing device. These
fonts are usually located in the printing device’s
read-only memory (ROM).
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printer window

Displays information for one of the printers that
you have installed or to which you are connected.
For each printer, you can see what documents are
waiting to be printed, who owns them, how large
they are, and other information.

privileged processor mode
The portion of the Windows NT operating system
that has direct access to system data and hardware.

process
As a noun, a program or part of a program; a
coherent sequence of steps undertaken by a
program—for example, an internal or external
data-transfer operation, handling of an interrupt, or
evaluation of a function.

As a verb, to manipulate data with a program.

program file

A file that starts an application or program. A
program file has an .EXE, .PIF, .COM, or .BAT
filename extension.

program group

In Program Manager, a collection of applications.
Grouping your applications makes them easier to
find when you want to start them.

program information file (PIF)

A file that provides information about how
Windows NT should run a non-Windows NT
application. PIFs contain such items as the name of
the file, a startup directory, and multitasking
options for applications running in 386 enhanced
mode.

program item icon
An application, accessory, or document represented
as an icon in a group window.

Project 802 topologies

802.3 defines standards for bus networks, such as
Ethernet, that use a mechanism called Carrier
Sense Multiple Access with Collision Detection
(CSMA/CD).

802.4 defines standards for token-passing bus
networks.

802.5 defines standards for token-passing ring
networks.

The IEEE defined functionality for the LL.C layer
in Standard 802.2 and defined functionality for the
MAC and Physical layers in Standards 802.3,
802.4, and 802.5.

protocol

" A set of rules or standards designed to enable

computers to connect with one another and to
exchange information with as few errors as
possible.

protocol driver

The protocol driver is responsible for offering four
or five basic services to other layers in the
network, while “hiding” the details of how the
service is actually implemented. The services that
the protocol driver performs include session
management, datagram service, data segmentation
and sequencing, acknowledgment, and possibly
routing across a wide area network.
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Q
quick format

Deletes the file allocation table and root directory
of a disk but does not scan the disk for bad areas.

R

refresh
To update displayed information with current data.

Registry
See configuration registry.

remote administration

Administration of one computer by an
administrator located at another computer and
connected to the first computer over the network.

remote procedure call

RPC, a message-passing facility that allows a
distributed application to call services available on
various computers in a network. Used during
remote administration of computers.

repeater

A device that regenerates signals so that they can
‘travel on additional cable segments at their original
strength.

replication
See directory replication.

resources
Any part of a computer system that can be shared,
such as directories, printers, and CD-ROM drives.

right

Authorizes a user to perform certain actions on the
system. Rights apply to the system as a whole, and
are different from permissions, which apply to
specific objects. See also permission.

root directory
See directory tree.

routers i

Used to connect LANs. Routers allow the two
networks to be administered independently yet to
remain accessible to each other when
communication is necessary. Routers connect
networks at the Network layer of the OSI model.

RPC Locator service

The Remote Procedure Call Locator service allows
distributed applications to use the RPC Name
service. The RPC Locator service manages the
RPC Name service database.

The server side of a distributed application
registers its availability with the RPC Locator

- service. The client side of a distributed application

queries the RPC Locator service to find available
compatible server applications.

RPC service

The Remote Procedure Call service is the RPC
subsystem for Microsoft Windows NT. The RPC
subsystem includes the endpoint mapper and other
miscellaneous RPC services.
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RPC
See remote procedure call.

Remote Procedure Call service
See RPC service.

S

SAM

Security accounts manager. A Windows NT
protected subsystem that maintains the SAM -
database and provides an application programming
interface (API) for accessing the database.

SAM database

A database of security information that includes
security information (such as user account names
and passwords) and the settings of the security
policies. For a Windows NT workstation, it is
managed with User Manager. For a Windows NT
Server domain, it is managed with User Manager
for Domains.

Schedule service

Supports and is required for use of the at
command. The at command can schedule
commands and programs to run on a computer at a
specified time and date.

screen buffer ;
The size reserved in memory for the command
prompt display.

screen fonts

Fonts displayed on your screen. Soft-font
manufacturers often provide screen fonts that
closely match the soft fonts for your printing
device. This ensures that your documents look the
same on the screen as they do when printed.

scroll

To move through text or graphics (up, down, left,
or right) in order to see parts of the file that cannot
fit on the screen.

scroll bar

A bar that appears at the right or bottom edge of a
window or list box whose contents are not
completely visible. Each scroll bar contains two
scroll arrows and a scroll box, which enable you to
navigate through the contents of the window or list
box.

security accounts manager
See SAM.

security database

See SAM database.

security ID

A unique name that identifies a logged-on user to
the security system. Security IDs (SIDs) can
identify one user or a group of users.

security identifier
See security ID.
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security log

Records security events. It helps track changes to
the security system and identify any possible
breaches to security. For example, depending on

the Audit settings in User Manager, attempts to log

on to the system can be recorded in the security
log. See also event.

security policies

For a Windows NT workstation, the security
policies consist of the Account, User Rights, and
Audit policies, and are managed with User
Manager.

For a Windows NT Server domain, the security
policies consist of the Account, User Rights, Audit,
and Trust Relationships policies, and are managed
" with User Manager for Domains.

segment

A segment is the length of cable between two
terminators. A segment can also refer to messages
that have been broken up into smaller units by the
protocol driver.

selection cursor

The marking device that shows where you are in a
window, menu, or dialog box and what you have
selected. The selection cursor can appear as a
highlight or as a dotted rectangle around text.

server

For Windows NT, refers to a computer that
provides shared resources to network users. See
also client.

For Windows NT Server domains, refers to a
computer that receives a copy of the domain’s
security policy and domain database and
authenticates network logons. See also domain
controller.

Server Manager

In Windows NT Server, an application used to
view and administer domains, workgroups, and
computers.

Server service
Provides RPC (remote procedure call) support, and
file, print, and named pipe sharing.

service

A process that performs a specific system function
and often provides an application programming
interface (API) for other processes to call.
Windows NT services are RPC-enabled, meaning
that their API routines can be called from remote
computers.

Session layer ,
The fifth layer of the OSI model. This layer allows
two applications on different computers to
establish, use, and end a connection called a
session. This layer performs name recognition and
the functions needed to allow two applications to
communicate over the network, such as security
functions. The Session layer provides
synchronization between user tasks. This layer also
implements dialog control between communicating
processes, regulating which side transmits, the time
and duration of transmission, and so on.

session management
Establishing, maintaining, and terminating
connections between stations on the network.
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sequence information
Enables the protocol driver on the receiving end to
reassemble data frames in the right order.

share
To make resources, such as directories, printers,
and ClipBook pages, available to network users.

share name
The name of a shared resource.

shared directory
A directory to which network users can connect.

shared network directory
See shared directory.

shared page
In ClipBook, a page that has been made available
for others to access.

shared resource

Any device, data, or program that is used by more
than one other device or program. For Windows
NT, any resource that is made available to network
users, such as directories, files, printers, and named

pipes.

shortcut key

A key or key combination, avmlable for some
commands, that you can press to carry out a
command without first selecting a menu. Shortcut
keys are listed to the right of commands on a menu.

SID
See security ID.

single server
See central file server.

source directory
The directory that contams the file or files you
intend to copy or move.

source document
The document in which a linked or embedded
object was originally created.

split bar

Divides a directory window into two parts: the
directory tree is displayed on the left, and the
contents of the current directory are on the right.

status bar

A line of information related to the application
running in the window. Usually located at the
bottom of a window. Not all windows have a status
bar.

string

A data structure composed of a sequence of
characters, usually representing human-readable
(alphanumeric) text.

subdirectory
A directory within a directory.
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subsystem
A separate process that provides API services to
other programs.

swap file

A special file on your hard disk. With virtual
memory under Windows NT, some of the program
code and other information is kept in RAM while
other information is temporarily swapped to virtual
memory. When that information is required again,
Windows NT pulls it back into RAM and, if
necessary, swaps other information to virtual
memory. Also called a paging file.

symbolic link

A mechanism for indirectly referring to an object
name. A symbolic link lets a user create a filename
or directory name that, when used, is translated by
the operating system into a different file or
directory name. It is a simple method for allowing
users to share a file or the contents of a directory
indirectly, creating a cross-link between different
directories in the usually hierarchical directory
structure. '

synchronize

To replicate the domain database from the domain
controller to one server of the domain, or to all the
servers of a domain. This is usually performed
automatically by the system, but can also be
initiated manually by an administrator.

&

syntax ,

The order in which you must type a command and
the elements that follow the command. Windows
NT commands have up to four elements:
command name, parameters, switches, and values.

system default profile

For Windows NT Server, the user profile that is
loaded when Windows NT is running and no user
is logged on. When the Welcome dialog box is
visible, the system default profile is loaded. See
also user default profile, user profile.

system partition

The volume that contains the hardware-specific
files needed to load Windows NT. See also
partition.

T

Task List

A window that shows all running applications and
enables you to switch between them. You can open
Task List by choosing Switch To from the Control
menu or by pressing CTRL+ESC.

text file

A file containing only letters, numbers, and
symbols. A text file contains no formatting
information, except possibly linefeeds and carriage
returns. A text file is an ASCII file.

text-only file
An ASCII file that contains no formatting,

thread

An executable entity that belongs to one and only
one process. It comprises a counter, a user mode
stack, a kernel mode stack, and a set of register
values. All threads in a process have equal access
to a program’s address space, object handles, and
other resources.



user account database 487

time-out

If a device is not performing a task, the amount of
time the computer should wait before detecting it
as an error.

time slice
The amount of processor time allocated to an
application, usually measured in milliseconds.

toolbar

A series of shortcut buttons providing quick access
to commands. Usually located directly below the
menu bar. Not all windows have a toolbar.

Transport layer

The fourth layer of the OSI model. It ensures that
messages are delivered error-free, in sequence, and
with no losses or duplications. This layer
repackages messages for their efficient
transmission over the network. At the receiving
end, the Transport layer unpacks the messages,
reassembles the original messages, and sends an
acknowledgment of receipt.

trust
See trust relationship.

trust relationship

Trust relationships are links between domains that
enable pass-through authentication, in which a user
has only one user account in one domain, yet can
access the entire network. User accounts and
global groups defined in a trusted domain can be
given rights and resource permissions in a trusting
domain, even though those accounts do not exist in
the trusting domain’s database. A trusting domain
honors the logon authentications of a trusted
domain.

twisted-pair cable

A cable that consists of two insulated strands of
copper wire twisted together. A number of twisted-
wire pairs are often grouped together and enclosed
in a protective sheath to form a cable. Unshielded
twisted-pair cable is commonly used for telephone
systems.

U

uninterruptible power supply (UPS)
See UPS.

upPs

Uninterruptible power supply: a battery-operated
power supply connected to a computer to keep the
system running during a power failure.

UPS service
Manages an uninterruptible power supply
connected to a computer. See also UPS.

user account

Consists of all the information that defines a user
to Windows NT. This includes such things as the
user name and password required for the user to
log on, the groups in which the user account has
membership, and the rights and permissions the
user has for using the system and accessing its
resources. For Windows NT, user accounts are
managed with User Manager. For Windows NT
Server, use accounts are managed with User
Manager for Domains. See also group.

user account database
See SAM database.
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user default profile

For Windows NT Server, the user profile that is
loaded by a server when a user’s assigned profile
cannot be accessed for any reason, when a user
without an assigned profile logs on to the computer
for the first time, or when a user logs on to the
Guest account. See also system default profile,
user profile.

User Manager

A Windows NT workstation tool used to manage
the security for a workstation. Administers user
accounts, groups, and security policies.

User Manager for Domains

A Windows NT Server tool used to manage
security for a domain or an individual computer.
Administers user accounts, groups, and security
policies.

user mode

The portion of the Windows NT operating system
that does not have direct access to system data and
hardware; it must access system data and hardware
through the privileged processor mode.

user name

A unique name identifying a user account to
Windows NT. An account’s user name cannot be
the same as any other group name or user name in
its own domain or workstation. See also user
-account.

user profile

Configuration information can be retained on a
user-by-user basis, and it is saved in user profiles.
The information includes all the per-user settings
of the Windows NT environment, such as the
desktop arrangement, personal program groups and
the program items in those groups, screen colors,
screen savers, network connections, printer
connections, mouse settings, window size and
position, and more. When a user logs on, the user’s
profile is loaded and the user’s Windows NT
environment is configured according to that profile.

User Profile Editor

For Windows NT Server, a tool used to create,
edit, and save personal user profiles, mandatory
user profiles, the user default profile, and the
system default profile. See also user profile.

user right
See right.

user rights policy
Manages the assignment of rights to groups and
user accounts. '

v

virtual memory ‘

Space on a hard disk that Windows NT uses as if it
were actually memory. Windows NT does this
through the use of swap files. The advantage of
using virtual memory is that you can run more
applications at one time than your system’s
physical memory would otherwise allow. The
drawbacks are the disk space required for the
virtual-memory swap file and the decreased
execution speed when swapping is required.
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volume
A partition or collection of partitions that have
been formatted for use by a file system.

w

wide area network (WAN)

Computer networks using long-range
telecommunications links, allowing the computers
to be networked over long distances.

wild card .

A character that represents one or more characters.
The question mark (?) wildcard can be used to
represent any single character, and the asterisk (*)
wildcard can be used to represent any character or
group of characters that might match that position
in other filenames.

Windows NT Workstation

The portable, secure, 32-bit, preemptive
multitasking member of the Microsoft Windows
operating system family.

Windows NT Server

A superset of Windows NT Workstation, Windows
NT Server provides centralized management and
security, advanced fault tolerance, and additional
connectivity.

workgroup

For Windows NT, a workgroup is a collection of
computers that are grouped for viewing purposes.
Each workgroup is identified by a unique name.
See also domain.

workstation

In general, a powerful computer having
considerable calculating and graphics capability.
For Windows NT, computers running the Windows
NT operating system are called workstations, as
distinguished from computers running Windows
NT Server, which are called servers. See also
server, domain controller.

Workstation service
Provides network connections and
communications.
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Index

16-bit
network adapter cards, performance 341
Windows-based clients, Windows NT
Server tools 291-294
32-bit
network adapter cards, performance 341
NWLink IPX/SPX Compatible Transport protocol 353
Win32s 289-291
Windows-based clients, Windows NT Server
tools 288-291
8-bit network adapter cards, performance 341

A

Access
See also Path
browsing networks See Browsing the network
logging on See Logging on
mask 430
Remote Access Service See Remote Access Service (RAS)
setting expiration for user accounts 82-83
to data on NetWare clients using NWLink 352
to resources, managing using groups 51, 63-68
troubleshooting trust relationships 194195
Access control entries (ACEs) 429
Access control lists (ACLs) 425, 428
Accessories, information contained in user profiles 88
Account Operators, built-in group 44
Accounts See User accounts
Activating
menu bar using the keyboard xiii
Performance Monitor disk counters 319, 324
Adapters
hardware
ARC names 216
ordinal number 216
network cards See Network adapter cards
Adding
computers to domains 121
counters to Performance Monitor 306
permissions for users and groups on NetWare
resources 372
users to groups 74
Addresses
See also IP addresses
base memory address, definition 464
classes 227
DHCP See Dynamic Host Configuration Protocol (DHCP)
DNS servers 242

Addresses (continued)
duplicate 235
IP address parameter, TCP/IP 226
manual configuration of TCP/IP vs. DHCP 230
Performance Monitor processes See Performance Monitor
resolving NetBIOS names 230, 242, 257-263
troubleshooting 232-237
WINS servers 230, 242
Administration
advantages of trust relationships 156
Disk Administrator See Disk Administrator
domains See User Manager for Domains
groups
overview 40-41
local vs. global 64
remote, definition 481
servers See Server Manager
tools
client-based network administration 288-294
for DHCP 450-452
for WINS 453-456
troubleshooting trust relationships 194-195
workgroup model vs. domain model xvii—xix, 2
Administrative alerts
See also Alerts
configuring computers and users to receive 117-119
definition 463
description 116
managing server properties 108
Administrators, built-in group 44
Alerts
See also Administrative alerts
configuring computers and users to receive 117-119
description 108, 116
managing server properties 108
Performance Monitor See Performance Monitor, views
Alt key, selecting options using the keyboard xiii
Answers to Review questions 379—402
Applications
information contained in user profiles 88
missing DLLs after upgrade 18
monitoring performance See Performance Monitor
MS-DOS-based, definition 476
solving system problems 348
starting automatically using logon scripts 98, 100
ARC names 216-218
ArcNet networks
definition 463
supported frame types 357



492 Index -

Arrays of disks

controller cards 199

description 198

duplexing 202--203, 468

mirroring 201-202, 204, 210-212, 468

RAID levels 199

striping 200-201, 469

striping with parity 203, 204, 212-213

" Assigning

home directories 77

logon scripts to users 100-102

rights or permissions to global groups 51, 67
ATTRIB command, unhiding hidden files 218
Attributes, modifying BOOT.INI 160-161
Auditing, definition 464
Authentication See Pass-through authentication
Auto Frame Type Detection 355
AUTOEXEC.BAT, loading client-based network

administration tools onto Windows for Workgroups
computers 293

Backup browsers 249
Backup domain controllers (BDCs)
creating 122
definition 464
global groups account database 51
installing 123
network configurations designed in this book viii
promoting 134-136
ReplicationGovernor Registry parameter 128
role 3-4
security identifiers (SIDs) 8
Server Manager icon 106
synchronizing domain controllers 123, 124129, 485
Backup Operators, built-in group 44
Backward compatibility, maintaining 32-33
Base memory address, definition 464
Basic Redirector, Microsoft Network Client 269
.BAT; logon script files 100
Batch files
definition 464
logon scripts See Logon scripts
BDCs See Backup domain controllers (BDCs)
Bindings :
description 355
NWLink features 354

integrating Novell NetWare with Windows NT Server 360

Bookmarks, help, information contained in user profiles 88
Boot disks

ARC names 216-218

creating 218

Boot disks (continued)

disks created during Setup 21

fault-tolerant, description 216

installing clients with Network Client
Administrator 272, 281-282

BOOT.INI, modifying 160-161
Booting

boot loader, definition 465

boot partition, definition 465

dual-booting operating systems 11, 20

modifying BOOT.INI 160-161

MS-DOS client workstations 281

network configurations designed in this book ix
Windows for Workgroups client workstations 281

Bottlenecks

definition 300
detecting See Optimizing performance; Performance
Monitor

Breaking mirror sets 214, 219
Broken trust relationships 194
Browsing the network

advantages of domains 2
browser elections 250
Computer Browser service
definition 466
description 248
including LAN Manager domains' 265
connecting to NetWare resources with File Manager 375
definition 465

determining browser roles 255

domain announcement packets -253

domain master browser failures 254
interoperability with LAN Manager 264-266
LMHOSTS file 259-260 ‘
multiple domains 252-255

retrieving domain names 253

spanning multiple subnets 250
synchronizing master browsers 252

TCP/IP internetworks 257-263

types of browsers 248-250

using WINS 257-258

Windows for Workgroups network redirector 271

Built-in groups

categories 43-45
definition 465
global 51

 introduction 41

local 42

Built-in user accounts 72
Buttons, selecting or clearing using the keyboard xiii
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C

Cache
analyzing 329
testing /O 329-331
Canceling display of dialog boxes using the keyboard xiii
Capacity planning See Optimizing performance
CD-ROM
installing Windows NT Server 16, 22
system requirements for installing Windows NT Server 7
Characters
naming domains 9
notational conventions used in this book xii
Charts, Performance Monitor See Performance Monitor,
charting
Checkboxes, selecting or clearing using the keyboard xiii
Choosing
commands using the keyboard xiii
file systems before installing Windows NT Server 9-11
terminology used in this book xii
Clearing
account expiration date 83
options using the keyboard xiii
Clients
definition 466
DHCP
See also Dynamic Host Configuration
Protocol (DHCP)
enabling 243
operating systems 239
requirements 239
network clients
administration tools 288-294
client software included with Windows
NT Server 268
connectivity utilities 271
creating installation disk sets 285-286
LAN Manager 2.2¢ 270, 286
Microsoft Network Client See Microsoft
Network Client
MS-DOS-based 268-270, 281
NetWare See Novell NetWare
Network Client Administrator See Network
Client Administrator
preparing shares 274-276
Windows for Workgroups 270-271, 281-283
Windows NT Server clients, definition 268
non-DHCP 240
WINS, enabling 258
Closing
See also Disconnecting users
resources in use 115
.CMD, logon script files 100
Colors, information contained in user profiles 89

Command prompt, information contained in user profiles 88

Commands
ATTRIB, unhiding hidden files 218
batch files 98, 464
choosing with keyboard xiii
external, definition 470
internal, definition 473
net commands used in logon scripts 100
Setup switches 2122
syntax
ping 232
sending messages to users 107
Complete trust domain model
advantages and disadvantages 187
description 186
introduced 4
security 188
trust relationships 186-188
Computer Browser service
definition 466
description 248
including LAN Manager domains 265
Computers
See also Workstations
adding to domains 121
administering with Server Manager 104
ARC names 216-218
browsing See Browsing the network
configuration table 11-14
configuring to receive administrative alerts 117-119
disconnecting
from shared resources 113-114
method 110
sending messages to users 106—107
EISA, optimizing network hardware 341
global groups account database 51
hardware and software requirements for exercises xiv
import computers 141
local accounts database 42
logon scripts See Logon scripts
monitoring performance See Optimizing performance
Performance Monitor
MS-DOS-based
booting with network startup disk 281
Microsoft Network Client 3.0 268-270
NWLink support 354
names 466
NetWare See Novell NetWare
network configurations designed in this book vi—xii
removing from domains 121
restricting users to logging on from certain
workstations 80—81
RISC-based See RISC-based computers
search path, information contained in user profiles 89
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Computers (continued)
structuring network environment for individual users 89
upgrade recommendations 18
viewing server properties 108
Windows for Workgroups See Workstations
CONFIG.SYS
loading client-based network administration tools onto
Windows for Workgroups computers 293
modifying to adjust memory setting 280
setting parameters to run Win32s 291
Configuration requirements xiv
Configuration table 11-14
Connections
connecting to
NetWare resources with File Manager 375
shares using logon scripts 100
disconnecting
from shared resources 113-114
method 110
sending messsages to users 106-107

establishing to NetWare servers with Gateway Service for

NetWare 370
information displayed in Connected Users box 111
network, information contained in user profiles 89
setting low-speed connection 85
viewing shared resources 113
Connectivity protocols See Protocols; TCP/IP
Connectivity utilities, network clients 271
Control Panel, options contained in user profiles 88

CONTROL.INI, migrating Windows 3.x configuration data to

Windows NT 404
Controllers, disk, ARC names 216-217
Conventions used in this book xii
CORE mode data transfer 347-348
Counters, Performance Monitor See Performance Monitor
Course
answers to Review questions -379-402
description of this book i, iii—iv
hardware and software requirements for exercises xiv
learning path to follow ii
network configurations designed in this book vi—xii
Creating
backup domain controllers (BDCs) 122
domains 159-160
fault-tolerant boot disk 218
global accounts 84
global groups 52-57, 68
local accounts 84
local groups 46-47, 54-68
network installation disk sets 285-286
network installation disks 274-283
partitions with Disk Administrator 119
Performance Monitor testing file 319
resources 177-178

Creating (continued) )
shared home directories 76
user accounts 73
user profiles 93-95

Creator Owner, special group 60

Custom
global groups 52-57
local groups 4647
Setup 23-25 ]
subnet masks 228

D

Data
accessing using NWLink 352
protecting See Fault tolerance
recovering
boot disk 216-219
mirror sets 219
partition failures 214-219
redundancy 198
transferring
CORE mode 347-348
RAW mode 346-347
Database, user accounts
global groups account 51
local accounts 42
location specified in server-based profiles 92
replicating 129-131
SAM, definition 482
synchronizing domain controllers 123, 124129, 485
validation of domain logons 123
Dates, setting expiration for user accounts 82—83
Default
gateway 228, 242
subnet masks 228
Deleting
local user profiles 90
users from groups 74
Windows NT Server 34-35
Desktop arrangement, information contained in
user profiles 89
Detecting bottlenecks See Optimizing performance;
Performance Monitor
Devices
ARC names 216-218
device drivers
definition 467
upgrade recommendations 18
optimizing performance 300
DHCP See Dynamic Host Configuration Protocol (DHCP)
DHCP Manager, network administration tool 289
Dialog boxes, canceling display using the keyboard xiii
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Direct hosting
description 357
establishing direct host sessions on networks 358
examples 359
NWLink features 354
‘Windows for Workgroups support 358
Directories
connecting to NetWare resources with File Manager 375
export directories 142
Gateway file security 372
home directories
assigning 77
definition 472
shared, creating 76
special logon script variables 100
import directories 140, 142
shared
definition 484
installing network clients 275
source, definition 485
specifying installation directory 25
temporary files, information contained in user profiles 89
Windows NT permissions and NetWare rights 431-433
Directory Replicator service
configuring 144, 147
definition 468
replicating logon scripts 100
starting 145, 147
Disabling user accounts by setting expiration 82-83
Disconnecting users )
from shared resources 113-114
method 110
sending messages with Server Manager 106-107
Disk Administrator
breaking mirror sets 214, 219
creating partitions 119
introduced 208
mirroring disks 210-212
overview 208-210
regenerating stripe sets with parity 215
striping disks with parity 212-213
Disk space
free space defined 210, 471
installation issues 36
optimizing See Optimizing performance; Performance
Monitor
required
for exercises in this book xiv
for installing Windows NT Server 7
for running Win32s 290
selecting to implement fault tolerance options 210
Diskless installation and upgrade of Windows NT 21, 412

Disks
See also Hard disks
ARC names 216-218
arrays 198
boot disks
ARC names 216-218
creating 218
description 216
disks created during Setup 21
installing clients with Network Client
Administrator 272, 281-282
controllers, ARC names 216-217
creating partitions with Disk Administrator 119
diskless installation of Windows NT Server 21, 412
duplexing 202-203, 468
improving performance 325
mirroring 201-202, 204, 210-212, 468
network installation disks
creating 274-283
installation disk sets 285-286
protecting data, fault tolerance tools 198
RAID See Redundant Arrays of Inexpensive
Disks (RAID)
recovering data See Recovering data
SCSI disks
ARC names 216
sector sparing impossible 205
solving system problems 348
startup, network installation 274-279
striping 200-201, 325, 469
striping with parity 203, 204, 212-213
volume sets 209
Display, system requirements for installing Windows
NT Server 7
Displaying
See also Viewing
server properties 108
DLC protocol supported by Microsoft Network Client 269
DNS, configuring server addresses 242
Documentation
description of this book i, iii—iv
network configurations designed in this book vi—xii
notational conventions used in this book xii
Domain Admins, built-in group 51
Domain Guests, built-in group 51
Domain master browsers 249, 254
Domain Name Service (DNS), configuring server
addresses 242 )
Domain Users, built-in group 51
Domains '
See also User Manager for Domains
adding and removing computers 121
administering with Server Manager 104
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Domains (continued) Drivers (continued)
advantages and disadvantages xix printer drivers, definition 480
backup domain controllers See Backup domain requirements for running Win32s 291
controllers (BDCs) updating printer drivers during Setup 32-33
browsing See Browsing the network upgrade recommendations 18
client-based network administration tools 288-294 Drives
configuration table 11-14 See also Disks
creating 159, 160 system requirements for installing Windows NT Server 7
definition 469 Dual boot
domain controllers network configurations designed in this book ix
backup -See Backup domain controllers (BDCs) operating systems 11, 20
definition 469 Duplexing disks
~ description 2 definition 468
installing Windows NT Server 27 description 202-203
primary See Primary domain controllers (PDCs) Duplicate IP addresses 235
promoting 134-136 : Dynamic Host Configuration Protocol (DHCP)
replicating logon scripts 100 administrative tools 450452
security identifiers (SIDs) 8 DHCP Manager 289
synchronizing 123, 124-129, 485 enabling at client 243
domain models error handling 457-459
complete trust domain model 4, 186-189 installing DHCP servers 241
master domain model 4, 164-171 introduced 238
multiple master domain model 4, 180-185 overview 239-240, 441445
single domain model 4, 5-6 renewal process 446
domain servers, role 3—4 ) requirements 239
global groups scopes
creating 52-57, 68 configuring 242
description 51 ) i description 239, 450—452
introduction 40 ) *error handling 457-459
listed 51 server offline 459
group strategies 190-193 vs. manual configuration of TCP/IP 230
installation issues 25-27, 36 WINS See Windows Internet Name Service (WINS)
introduction xviii
joining 26
logon hours defined in user profiles 78-79 E
logon scripts See Logon scripts EISA computers, optimizing network hardware 341
naming 9, 26 Email, contacting InterNIC 227
network configurations designed in this book vi—xii Environment variables
overview 2-6 , : definition 470
planning before installing Windows NT Server 6-14 installing Windows NT Server 410

primary domain controllers See Primary domain
controllers (PDCs)
replicating logon scripts 100

settings in logon scripts 100
Environment, users See Profiles

¢ > L Errors
restricting users to logging on from certain alerts See Alerts
workstations 80-81 handling with DHCP and WINS 457-459

security database 73

° Esc key, canceling display of dialog boxes xiii
system requirements 6—8

Establishing trust relationships See Trust relationships

user account limit xix Ethernet .
validating domail.l logon for Windows for adapters, configuring network startup disk 277
Workgroups clients 282 frame type formats 356-357
workgroup model vs. domain model xvii—xix, 2 Project 802 topologies 480
Drivers ‘

device drivers, definition- 467
network adapter cards 341
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Event Log service
definition 470

viewing events occurring during domain

synchronization 128
Event Viewer

network administration tool 288-292
viewing events occurring during domain

synchronization 128
Everyone, special group 60, 162
.EXE, logon script files 100
Expiration of accounts, setting 82—-83
Export directories 142
Export servers

definition 470
description 141
managing 148-149
preparing 142-144
Express Setup 23
Extended partitions
ARC names 217
definition 470
Extensions
definition 470
logon scripts 100
server-based user profiles 92

F

FAT file system
advantages and disadvantages 421
definition 470
description 10
removing Windows NT Server 34
Fault tolerance
See also Disk Administrator
boot disk
ARC names 216-218
creating 218
description 216
disk duplexing 202-203, 468

disk mirroring 201-202, 204, 210-212, 468

disk striping 200-201, 469

disk striping with parity 203, 204, 212-213

features of Windows NT Server 198
hot fixing See herein sector sparing
introduced 198
RAID levels 199
recovering data
breaking mirror sets 214, 219
mirror sets 219
partition failures 214-219

regenerating stripe sets with parity 215

sector sparing 205-206

Fault tolerance (continued)
selecting disk space 210
tools 198
FDDI networks, supported frame types 357
FDISK 35
File cache
analyzing 329
testing /O 329-331
File Manager
assigning rights or permissions using groups 67
connecting to NetWare resources 375
creating shared home directories 76
information contained in user profiles 88
network administration tool 288, 292
unhiding hidden files 218
viewing special groups 61
File systems
See also FAT; HPFS; NTFS
advantages and disadvantages 421
definition 470
- RISC-based computers 11
selecting before installing Windows NT Server 9-11
Files
connecting to NetWare resources with File Manager 375
creating Performance Monitor testing file 319
deleted during Windows NT Server upgrade 409-410
extensions
definition 470
logon scripts 100
server-based user profiles 92
Gateway file security 372
hidden files, unhiding 218
INF files, Setup 414-418
NI files, migrating Windows 3.x configuration data to
Windows NT 403-406
locks, managing server properties 111, 115
logon scripts See Logon scripts
on NetWare servers, accessing See Gateway Service for
NetWare (GSNW)
open files, managing server properties 108, 115
page files
See also Memory, paging 328
description 327
PAGEFILE.SYS 328
read only files, replicating 140
shared files, installing network clients 275
swap files, definition 485
temporary files, information contained in user profiles 89
text files, definition 486
Windows NT permissions and NetWare rights 431-433
Fonts used in this book xii o
Formatting HPFS partitions 11
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Frame types
Auto Frame Type Detection 355
configuring 356-357
configuring network startup disk during network client
installation 277
definition 471
description 355
multiple 356
NWLink features 354
Free disk space, defined 210, 471
Full Redirector, Microsoft Network Client 269

G

Gateway Service for NetWare (GSNW)
configuring 369-371 N
establishing connections to NetWare servers 370
file security 372
installing 366
introduced 352
overview 365-366
preparing 366
using NetWare resources 375-377

Gateways
default gateway, TCP/IP 228, 242
definition 471

Getting started
hardware and software requirements xiv
suggestions for starting point ii

Global
accounts

creating 84
definition 471
description 84
groups account database 51
specifying type 84
groups See Groups, global

Groups :

adding NetWare permissions 372

built-in )
categories 43-45
definition 465
global 51
introduction 41
local 42

definition 472

global
assigning rights or permissions 51, 67
built-in 51
compared with local groups 51, 64
creating 5257, 68
custom 52-57
definition 471
description 51

Groups (continued)
global (continued)
global groups account database 51
introduction 40
membership 52, 5457, 472
relationship with local groups 53
restrictions 54
local
availability 42
built-in 42-45
compared with global groups 51, 64
creating 46—47, 54—68
custom 46-47
definition 474
description 42
effectiveness 42
introduction 40
local accounts database 42
membership 48
organizing user accounts 42
relationship with global groups 53
managing with User Manager for Domains 73
names 53
network configurations designed in this book vii
NTGATEWAY group on NetWare servers 366
overview 40—41
recommended method for implementing 64
special
Creator Owner 60
description 59
Everyone 60, 162
Interactive 60 .
introduction 40
Network 60
viewing 61
strategies for using across domains 190-193
testing 65
.GRP files, migrating Windows 3.x configuration data to
Windows NT 403-406
GuardTime Registry parameter 144
Guests )
Domain Guests built-in group 51
Guests built-in group 44

H

Hard disks
creating partitions with Disk Administrator 119
disk space See Disk space
improving performance 325
protecting data, fault tolerance tools 198
striping 325

system requirements for installing Windows NT Server 7
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Hardware
adapters
ARC names 216
ordinal number 216
network, optimizing 341
requirements
for installing Windows NT Server 6-8
for lessons in this book xiv
for running Win32s 290
upgrade recommendations 18
Help bookmarks, information contained in user profiles 88
Hidden files, unhiding 218
Highlighting options using the keyboard xiii
Home directories
assigning 77
definition 472
shared, creating 76
special logon script variables 100
Hosts
default gateway 228, 242
definition 472

DHCP See Dynamic Host Configuration Protocol (DHCP)

direct hosting
description 357
establishing direct host sessions on networks 358
examples 359 :
NWLink features 354
Windows for Workgroups support 358
IP addresses described 226
LMHOSTS file 259-260
subnet masks 228
troubleshooting TCP/IP 232
Hot fixing See Sector sparing
Hours, logon
definition 475 )
user profile information 78—79
HPFS file system
advantages and disadvantages 421
definition 473
description 10
formatting partitions 11
removing Windows NT Server 35

I
/0, testing performance 329-331
ICMP messages 232
Import computers
definition 473
. description 141
Import directories
definition 140
description 142

Import servers
managing 150-152
preparing 146—147
Improving disk performance 325
Increasing page file size 328
INF files, Setup 414-418
NI files, migrating Windows 3.x configuration data to
Windows NT 403-406
Installing
backup domain controllers (BDCs) 123
DHCP servers 241
Gateway Service for NetWare (GSNW) 366
Microsoft Network Client
Network Client Administrator See Network
Client Administrator
requirements 267
network software
creating network installation disks 274-283
installation disk sets 285-286
locally 285
NWLink protocol 361-363
printer drivers during Setup 32
TCP/IP 229
Windows for Workgroups clients, network
installation 281
Windows NT Server
INF files 414-418
configuration table 11-14
Custom Setup 23-25
default protocols 28—30
diskless installation and upgrade 412
domain issues  25-27, 36
environment variables 410
Express Setup 23
from CD-ROM 16, 22
from disks 17
general installation issues 36
hardware requirements 6—8
installation files and components 403-418
maintaining backward compatibility 32-33
migrating Windows 3.x configuration data to
Windows NT 403-406
network adapter cards 27
on RISC-based computers 410
over the network 16
planning domains. 6-14
running Setup 20-25, 411
specifying installation directory 25
troubleshooting 36
updating printer drivers 32-33
upgrade and install methods 16-20
upgrading from Windows NT 3.1 406-410
Instances, Performance Monitor See Performance Monitor
Interactive, special group 60
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Internet
contacting InterNIC 227
IP addresses described 227
TCP/IP protocol See Protocols; TCP/IP
Internetworks '
browsing See Browsing the network
resolving NetBIOS names 230, 242, 257-263
TCP/IP protocol See TCP/IP
InterNIC, obtaining Internet IP addresses 227
Interval Registry parameter 144 .
IP addresses
classes 227
configuring
DHCP scope 242
network startup disk 277
description 226
DHCP See Dynamic Host Configuration Protocol (DHCP)
DNS servers 242
duplicate 235
IP address parameter, TCP/IP 226
manual configuration of TCP/IP vs. DHCP 230
resolving NetBIOS names 230, 242, 257-263
troubleshooting 232-237
WINS servers 230, 242
IPX protocol
bypassing NetBIOS layer using direct hosting 357
establishing direct host sessions on networks 358
NetWare clients 353
supported by Microsoft Network Client 269

J

Joining domains 26, 121

K

Keyboard
choosing commands xiii
notational conventions used in this book xiii
selecting options xiii
Keys
See also specific key names
choosing commands  xiii
F5, refreshing windows 136
notational conventions used in this book xiii
selecting options xiii
shortcut keys, definition 484

L

LAN Manager
client computers, advantages of logon scripts 98—99
internetwork browsing interoperability 264-266
network client software 270, 286

LMHOSTS file 259-260
Loading client-based network administration tools onto
Windows for Workgroups computers 293
Local
* accounts
creating 84
database 42
definition 474
description 84
specifying type 84
computers and domains, administering with
Server Manager 104
groups See Groups, local
user profiles
description 88
removing 90
Locally unique identifier (LUID) 428
Locks
directory replication
export locks 149
import locks 150
removing locks 152
files, managing server properties 111, 115
Logging on
allowing Everyone to log onto trusted domains locally 162
logon hours defined in user profiles 78-79
logon scripts See Logon scripts
Microsoft Network Client redirectors 269
Net Logon validation 124
pass-through authentication 2, 124, 173
restricting users to logging on from certain
workstations 80-81
the first time after installing Windows NT over
Windows 3.x 404
validating domain logon for Windows for
Workgroups clients 282
Logon scripts
assigning to users 100-102
changing path 100
contents 100
definition 475
filename extensions 100
function 98
introduction 98
life of environment variables 100
replicating 100, 139, 140, 142
special variables 100
starting applications automatically 98, 100
vs. user profiles 98-99 A
Logs
Performance Monitor See Performance Monitor,
logging data
security log, definition 483
Low-speed connection, setting 85
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Maintaining backward compatibility 32-33
Managing access to resources using groups 51, 63-68
.MAN, mandatory user profiles 92
Mandatory user profiles
definition 475
description 91-96
upgrade recommendations 18
Masks See Subnet masks
Master browsers 249
Master domain model
advantages and disadvantages 165
creating 164-171
description 164
introduced 4
trust relationships 166-168
MaxCmds Registry parameter 344
Membership
of global groups 52, 54-57
of local groups 48
Memory
base memory address, definition 464
Microsoft Network Client redirectors 269
modifying CONFIG.SYS 280

optimizing See Optimizing performance; Performance

Menitor
paging
description 327
determining virtual memory needs 328
excessive 327
file 327
PAGEFILE.SYS 328
requirements for exercises in this book xiv
requirements for running Win32s 291
swap files, definition 485
virtual memory paging file 327
RAM
analyzing file cache 329
description 328
required for exercises in this book xiv
required )
for installing Windows NT Server 7
for running Win32s 290
solving system problems 348
virtual
definition 488
determining needs 328
virtual memory paging file 327
working sets
definition 300
determining memory required 328

Menu bar, activating using the keyboard xiii
Messages
administrative alerts See Alerts
command syntax 107
ICMP echo 232 :
low memory during network client installation 280
Messenger service 107, 476
sending to connected users 106-107, 110
Messenger service 107, 476
Microsoft Network Client
advantages of logon scripts 98-99
client-based network administration tools 288-294
connectivity utilities 271
installing, requirements 267
Network Client Administrator

configuring network startup disk 277-278
configuring target workstations 276-277
creating installation disk sets 285-286
creating network installation disks 274-283
description 272

preparing network client shares 274-276

redirectors 269

supported protocols 269

version 3.0 for MS-DOS, overview 268-270
Migrating Windows 3.x configuration data to

Windows NT 17-20, 403-406

Mirroring disks

advantages and disadvantages 202

breaking mirror sets 214, 219

definition 468

description 201-202, 210-212

mirror sets 209

recovering data 214, 219

vs. striping with parity 204

Models

domain models

complete trust domain model 4, 186-189
master domain model 4, 164-171

multiple master domain model 4, 180-185
single domain model 4, 5-6

networking models xvii—xix, 2—-6

workgroup model vs. domain model xvii—xix, 2
Monitoring

NWLink protocol 361-363

performance See Performance Monitor

user sessions 110
Monolithic protocol stack 476

Mouse

information contained in user profiles 89

system requirements for installing Windows NT Server 7
MS-DOS-based computers

booting with network startup disk 281

connectjvity utilities 271
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MS-DOS-based computers (continued)
LAN Manager 2.2¢ clients 270, 286
Microsoft Network Client 3.0 268-270
NWLink support 354
Windows for Workgroups clients 270-271

Multiple master domain model
advantages and disadvantages 180
creating 180-185
description 180
introduced 4
trust relationships 181-183

N

Named pipes

definition 476

information displayed in Resources box 111

managing server properties 108

Windows for Workgroups network redirector 271
Names

ARC names 216-218

computer names 466

fault-tolerant boot disk 216-218

groups 53

managing user account properties 74

naming domains 9, 26

resolving NetBIOS names 230, 242, 257-263

retrieving domain names for browse list 253

shared resources, viewing 113

shared, installing network clients 275

special logon script variables 100

Universal Naming Convention (UNC), syntax for

NetWare networks 370, 376 '

user names, definition 487

WINS See Windows Internet Name Service (WINS)
Net Logon service

definition 476

functions 124

starting or stopping 123

synchronizing domain controllers 123, 124-129
NetBEUT protocol

installing Windows NT Server 28

statistics generated in Performance Monitor 334

supported by Microsoft Network Client 269
NetBIOS

bypassing layer using direct hosting 357

NetWare support 354

NWNBLINK 354

resolving names 230, 242, 257-263
NetWare See Novell NetWare .
Network adapter cards :

configuring target workstations during network client

installation 277
definition 476

Network adapter cards (continued)

Ethernet, configuring network startup disk 277

frame types See Frame types

installation issues 27

optimizing performance 300, 341

server bindings, integrating Novell NetWare with
Windows NT Server 360

solving system problems 348

system requirements for installing Windows NT Server 7

workstation bindings, integrating Novell NetWare with
Windows NT Server 360

Network Client See Microsoft Network Client
Network Client Administrator

configuring

network startup disk 277-278

target workstations 276-277
creating

installation disk sets 285-286

network installation disks 274-283
description 272
installing clients with boot disk 272
preparing network client shares 274-276

Network IDs

address classes 227

DHCP See Dynamic Host Configuration Protocol (DHCP)
IP addresses 226 .

subnet masks 228 @

Network, special group 60
Networking

advantages of logon scripts 98-99
connections, information contained in user profiles 89
monitoring performance See Performance Monitor
network clients
administration tools 288-294
client software included with Windows
NT Server 268
connectivity utilities 271
creating installation disk sets 285-286
creating network installation disks 274-283
LAN Manager 2.2¢ 270, 286
Microsoft Network Client See Microsoft
Network Client
MS-DOS-based 268-270, 281
NetWare See Novell NetWare
Network Client Administrator See Network
Client Administrator
preparing shares 274-276
Windows for Workgroups 270-271, 281-283
Windows NT Server clients, definition 268
network configurations designed in this book vi—xii
optimizing network hardware 341
structuring network environment for individual users 89
synchronizing domain controllers over a slow
WAN link 128
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Networks NWLink protocol (continued)
TCP/P protocol See TCP/IP statistics generated in Performance Monitor 334
workgroup model vs. domain model xvii—xix, 2 Windows for Workgroups network redirector 271
bindings See Bindings
browsing See Browsing the network 0
direct hosting 358
Ethernet, frame types 356-357 Objects, Performance Monitor See Performance Monitor
1nsta.111pg ) Operating systems
Windows for Workgroups clients 281 advantages of using logon scripts with non-Windows NT
Windows NT Server 16 i environments 98—99
Novell NetWare See Novell NetWare capable of being DHCP clients 239
Token Ring, frame types 357 dual-booting 11, 20
Notational conventions used in this book xii Novell NetWare See Novell NetWare
Novell NetWare requirements for running Win32s 290
See also NWLink protocol special logon script variables 100
advantages of logon scripts 98-99 TCP/IP See TCP/IP
connecting to NetWare print queues 370, 377 Optimizing performance
frame types See Frame types See also Performance Monitor
Gateway Service for NetWare See Gateway Service for bottlenecks
NetWare (GSNW) definition 300
interoperability with Windows NT Server 352 disks 323-325
permissions 372, 431-433 memory 327-334
requirements for exercises in this book xv network data transfers 346—348
Syscon utility 366 networks 334-341
NTFS file system processors 316-317
advantages and disadvantages 421 remote servers 346
deﬁni.tio‘n 477 Windows NT Server configuration 344-346
descnpt}on 9 workstations 343-344
NTFS partitions capacity planning 300, 305
advantages and disadvantages of NTFS 9, 421 devices 300
Creator Owner permissions 60 elements 299
File Manager menu added for client-based network implications 299

administration 292

improving disk performance 325
removing Windows NT Server 35

increasing

viewing special groups 61 memory 299
NWLink p.rotocol page file size 328
accessing data 352 network hardware 341
configuring network startup disk during network client prioritizing resources 299
.installati‘on 277 solving system problems 348
direct hosting striping disks 325
description 357 tasks 300
establishing direct host sessions on networks 358 terminology 299
examPles 359 testing /O 329-331
NWLink features 354 Windows NT Server 343-349
Windows for Workgroups support 358 working sets
features 354-357 counter 305
installing 361-363 definition 300
installing Windovs{s NT Server 28 determining memory required 328
IPX/SPX Compatible Transport protocol 28, 269, 353 Ordinal number of the hardware adapter 216
monitoring performance 361-363 0S/2
network topologies 357 LAN Manager 2.2¢ clients 270, 286

NWLink support 354
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P
PAGEFILE.SYS 328
Paging See Memory, paging
Parity, striping disks with See Fault tolerance; Striping disks
Partitions
ARC names 217
boot partition, definition 465
creating
free space defined 210, 471
with Disk Administrator 119
definition 478
extended, definition 470
FAT
advantages and disadvantages 421
definition 470
description 10
- removing Windows NT Server 34
HPFS
advantages and disadvantages 421
definition 473
description 10
formatting 11
removing Windows NT Server 35
NTFS
advantages and disadvantages 9, 421
Creator Owner permissions 60
File Manager menu added for client-based network
administration 292
removing Windows NT Server 35
viewing special groups 61
primary, definition 480
recovering data after failure 214-219
system
definition 486
recovering from partition failures 216
Pass-through authentication
advantages of domains 2
definition 464
provided by Net Logon service 124
trust relationships 173
Passwords
definition 478
managing user account properties 74.
maximum password age, definition 475
minimum password age, definition 476
Windows NT permissions and NetWare rights 431-433
Path
definition 479
export path, definition 470
import, definition 473
installing network clients 275
logon scripts 100
replication export path 149

Path (continued)

replication import path 150

resources in use, viewing 115

search path, information contained in user proﬁles 89
shared resources, viewing 113

special logon script variables 100

syntax for NetWare networks 370

PDCs See Primary domain controllers (PDCs)
Performance

baseline 299

network adapter cards 341

optimizing See Optimizing performance Performance
Monitor

Performance Monitor

¢

See also Optimizing performance
addresses 307
analyzing file cache 329
bottlenecks
definition 300
disks 323-325
memory 327-334
network data transfers 346-348
networks 334-341
processors 316-317
remote servers 346
Windows NT Server configuration 344-346
workstations 343-344
charting
Chart view 308
1/O test 331334
counters
% Disk Time 305, 306
% Free Space 306
% Privileged Time 317
% Processor Time 305, 306, 315
% User Time 317
adding 306
application monitoring 305
Available Bytes 306
Avg. Disk sec/Transfer 306, 323, 328
Bytes Total/sec 305, 306, 335
Cache Faults/sec 306
capacity planning 305
Current Commands 343
description 303
Disk Bytes/sec 324
Disk Queue Length 323
File Data Operations/sec 306
 Frame Bytes Received/sec 335
Frames Received/sec 335
Frames Rejected/sec 335
installed 304
Interrupts/sec 306, 316
introduced 302
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Performance Monitor (continued)

counters (continued)
MaxCmds 344
Memory Commit Limit 328

Performance Monitor (continued)
running Testnet program 338-339

setting frequency for updating information 311

testing /O 329-331

Network Errors/sec 344 threads

Pages/sec 305, 306, 328 description 307
Pool Nonpaged Failures 335, 346 idle 315

Pool Nonpaged Peak 335 uses 301

Pool Paged Failures 346 views

Processor Queue Length 316
system monitoring 305
Times Exhausted 335
turning on disk counters 319, 324
Work Items 345
Working Set 305
creating testing file 319
description 298
exporting performance data 308
instances 302, 306 .

Alert view 311
Chart view 308
Log view 309
Report view 310
Permissions
advantages of global groups 51, 67
built-in local groups 44-45
creating shared home directories 76
definition 479
granting across trusts 176-178, 183

logging data logon hours defined in user profiles 78—79
creating log file 337 NetWare permissions 372, 431-433
Log view 309 restricting users to logging on from certain

size of log testing file 319

Testnet program 338-339
monitoring ‘

disk activity 323-325

network activity 334-341

NWLink 361-363

processor activity 314-322

server memory 327-334
objects

See also herein counters

description 302

examples 303

introduced 302

Logical disk 306, 323

Memory 305, 306

NetBEUI 335

NetBEUI Resource 335

NWLink IPX 363

NWLink NetBIOS 363

NWLink SPX 363

Physical disk 305, 306, 323

Processor 305, 306, 315

Redirector 343

Server 305, 306, 335, 345

workstations 80-81

special groups 59-61
Personal user profiles 91-92, 479
PING utility

command syntax 232

ICMP messages 232

introduced 232
Pipes, named

definition 476

information displayed in Resources box 111

managing server properties 108

Windows for Workgroups network redirector 271

Position of windows, information contained in user profiles 89

Potential browsers 250
Preferred master browsers 249
Primary domain controllers (PDCs)
configuring during Setup 30
global groups :
account database 51
creating 52-57, 68
description 51
introduction 40
listed 51
implementing groups 64

System 306,315
Thread 307
optimizing Windows NT Server 343-349

network configurations designed in this book vi—xii
promoting backup domain controllers 134-136
ReplicationGovernor Registry parameter 128
overview 300-308 restricting users to logging on from certain
performance baseline 299 workstations 80-81
reports role 3

creating 321 security database 73

Report view 310
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Primary domain controllers (PDCs) (continued)
security identifiers (SIDs) 8
Server Manager icon 106
synchronizing domain controllers 123, 124-129, 485
testing users' ability to log on 79
Primary partitions
ARC names 217
definition 480
Print Manager
connecting to NetWare print queues 370, 377
information contained in user profiles 88
network administration tool 288, 292
viewing special groups 61
Print Operators, built-in group 44
Printers
connections, information contained in user profiles 89
on NetWare servers, accessing See Gateway Service for
NetWare (GSNW)
updating printer drivers during Setup 32-33
Privileges See Permissions; Rights
Processors
optimizing performance See Optimizing performance;
Performance Monitor
special logon script variables 100
system requirements for installing Windows NT Server 7
Profiles
accessing information 75
assigning logon scripts to users 101
contents 87
creating 93-95
description 75
home directories 7677
information included in 75
introduction 87
local 88-91
logon hours 78—79
mandatory
definition 475
description 92
filename extension 92
introduction 91
replicating 140
upgrade recommendations 18
personal
definition 479
description 92
filename extension 92
introduction 91
removing 90
restricting users to logging on from certain
workstations 80-81
server-based
replicating 139
types 91-93

Profiles (continued)
setting expiration for user accounts 82-83
specifying account types 84
system default, definition 486
types 88
user, definition 487
user default, definition 487
User Profile Editor 89, 488
vs. logon scripts 98—99
workstation search path 89
Program groups, information contained in user profiles 89
Program Manager, information contained in user profiles 88
Project 802 topologies 480
Promoting backup domain controllers 134-136
Properties
assigning
home directories to users 77
logon scripts to users 101
changing users' logon hours 78-79
replicating information 145
restricting users to logging on from certain
workstations 80-81
servers
configuring 108
managing 105
viewing 108
viewing user sessions 110
setting expiration for user accounts 82-83
shared resources, managing 112-114
specifying account types 84
user accounts 74
user profile information 75
Protecting data See Fault tolerance
PROTOCOL.INI file 277,280
Protocols
See also specific protocol names
definition 481
DHCP See Dynamic Host Configuration Protocol (DHCP)
included with Windows NT Server 225, 269
installation issues 28-30
NWLink IPX/SPX Compatible Transport 28, 269, 353
server bindings, integrating Novell NetWare with
Windows NT Server 360
statistics generated in Performance Monitor 334
supported by Microsoft Network Client 269
TCP/IP See TCP/IP
workstation bindings, integrating Novell NetWare with
Windows NT Server 360
Pulse Registry parameters 129—-133

R

RAID See Redundant Arrays of Inexpensive Disks (RAID)
Random Access Memory (RAM) See Memory
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Randomize Registry parameter 131
RAS See Remote Access Service (RAS)
RAW mode data transfer 346-347
Read only files, replicating 140
Read/Write requests, monitoring 324
Recovering data
boot disk
ARC names 216-218
creating 218
description 216
mirror sets 219
partition failures 214-219
Redirectors
Microsoft Network Client 269
special socket numbers registered for direct hosting 359
upgrade recommendations 18
‘Windows for Workgroups clients 271
Redundancy, data 198
Redundant Arrays of Inexpensive Disks (RAID)
hardware solutions 199-200
levels 199
software solutions 199
Refreshing windows 136
Registry
controlling domain synchronization 129-133
parameters
GuardTime 144
Interval 144
MaxCmds 344
Pulse 129-133
Randomize 131
ReplicationGovernor 128
upgrading Windows NT 3.1 to Windows
NT Server 406-409
Remote
administration, definition 481
computers and domains, administering with
Server Manager 104
server bottlenecks 346
Remote Access Administrator, network
administration tool 289
Remote Access Service (RAS)
low-speed connection 85
network client software 271, 286
Remoteboot Manager, network administration tool 289
Removing
computers from domains 121
local user profiles 90
users from groups 74
Windows NT Server 34-35
Replicating
definition 468
export directories 142

Replicating (continued)
eXport servers
description 141
managing 148-149
preparing 142-144
import computers 141
import directories
definition 140
description 142
import servers
managing 150-152
preparing 146—147
importance 139
logon scripts 100
managing server properties 108
overview 139-140
user account database 129-131
WINS servers 460
ReplicationGovernor Registry parameter 128
Replicator, built-in group 44
Reports, Performance Monitor See Performance
Monitor, reports
Resources
browsing networks See Browsing the network
closing 115
creating 177-178
definition 481
disconnecting, sending messages to users 106—-107, 110
in use, managing 115-116
information displayed in Resources box 111
managing access using groups 51, 63-68
NetWare
See also Gateway Service for NetWare (GSNW);
Novell NetWare
permissions 372, 431-433
using with Gateway Service for NetWare 375-377
prioritizing for optimal performance 299
shared
definition 484
disconnecting users from 113-114
managing 112-114 )
network clients See Clients, network clients
viewing 113
sharing 177-178, 183
troubleshooting trust relationships 194-195
Restoring data See Recovering data
Restricting
users to logging on from certain workstations 80-81
users' ability to change environment 93
users' logon hours 79
Review questions, answers 379-402
Rights
acquisition by users 40
advantages of global groups 51, 67
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Rights (continued)
allowing Everyone to log onto trusted domains locally 162
built-in local groups 44-45
definition 481
NetWare 431-433
special groups 59-61
testing 65
user rights policy, definition 488
RISC-based computers
ARC names 216-218
creating a boot disk 218
file system considerations 11
installing Windows NT Server 3.5 410
Routing
default gateway, TCP/IP 228, 242
routers, definition 482
testing TCP/IP configuration 233-237
Running
Setup
See also Setup
from CD-ROM 16, 22
from disks 17
over the network 16
Testnet program 338-339

S

Scopes, DHCP

configuring 242

description 239, 450-452

error handling 457-459
Screen, information contained in user profiles 89
Scripts, logon See Logon scripts
SCSI disks

ARC names 216

sector sparing impossible 205
Search path, information contained in user profiles 89
Sector sparing 205-206
Security

access control entries (ACEs) 429

access control lists (ACLs) 425, 428

access masks 430

compléte trust domain model 188

database

definition 482
location 73
File Manager menu added for client-based network
administration 292

Gateway file security 372

locally unique identifier (LUID) 428

log, definition 483 .

mandatory user profiles See Profiles

policies, definition 483

Security (continued)
security descriptors (SDs) 425
security identifiers (SIDs) 8, 425, 427-428, 483
structuring network environment for individual users 89
viewing user sessions 110
Windows NT permissions and NetWare rights 431-433
Selecting
options using the keyboard Xiii
terminology used in this book xii
Sending messages
administrative alerts See Alerts
command syntax 107
Messenger service 107,476
to connected users using Server Manager 106-107, 110
Server Manager
adding computers to domains 122
configuring
interface 106
server properties and services 108
definition 484
description 104
functions 105
information displayed 106
introduced . 104
managing
administrative alerts 116-119
resources inuse 115-116
shared resources 112-114
user sessions 109-111
network administration tool 288—292
promoting backup domain controllers 134-136
refreshing windows 136
replicating user information 139-153
sending messages to connected users 106-107, 110
synchronizing domain controllers 125-129
Server Operators, built-in group 44
Server service
configuration parameter values 423
definition 484
optimizing performance 345
statistics generated in Performance Monitor 334
stopping, sending messages to users 106—-107, 110
Servers
administrative alerts See Alerts
bindings, integrating Novell NetWare with Windows
NT Server 360"
browsing See Browsing the network
definition 484
DHCP
See also Dynamic Host Configuration
Protocol (DHCP)
installing 241
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Servers (continued)
DHCP (continued)
non-DHCP clients 240
offline 459
requirements 239
domain servers, role 3-4
export servers
definition 470
description 141
managing 148-149
preparing 142-144
import servers
managing 150-152
preparing 146-147
logon hours defined in user profiles 78-79
managing See Server Manager
monitoring See Optimizing performance; Performance
Monitor
Novell NetWare See Novell NetWare
properties
configuring 108
managing 105
viewing 108
viewing user sessions 110
remote server bottlenecks 346
replicating information See Replicating
restricting users to logging on from certain
workstations 80-81
server-based user profiles 88, 91-96
solving system problems 348
WINS
installing TCP/IP 230, 242
offline 460
replicating 460
Services
Computer Browser service
definition 466
including LAN Manager domains 265
introduced 248 )
configuring server services 108
definition 484
Directory Replicator
configuring 144, 147
starting 145, 147
Domain Name Service (DNS), configuring
server addresses 242
Gateway Service for NetWare See Gateway
Service for NetWare (GSNW)
Messenger 107
Net Logon
definition 476
synchronizing domain controllers 123, 124-129

Services (continued)

Server

configuration parameter values 423

definition 484

optimizing performance 345

statistics generated in Performance Monitor 334

stopping, sending messages to users 106-107, 110
WINS See Windows Internet Name Service (WINS)
Workstation, statistics generated in Performance

Monitor 334

Sessions, user, managing server properties 108—110
Setup

boot disks 21
configuration table 11-14
Custom Setup 23-25
default protocols 28-30
description 20-25
diskless installation 21, 412
domain issues 25-27, 36
Express Setup 23
general installation issues 36
installation files and components
diskless installation and upgrade 21, 412
environment variables 410
INF files 414-418
- installing Windows NT Server 3.5 on RISC-based
computers 410
migrating Windows 3.x configuration data to
Windows NT 403-406
running Setup under Windows NT 411
upgrading Windows NT 3.1 to Windows
NT Server 406-410
maintaining backward compatibility 32-33
modifying process 21-22
network adapter cards 27
running
from CD-ROM 16, 22
from disks 17
over the network 16
specifying installation directory 25
switches 21-22
troubleshooting 36
updating printer drivers 32-33
upgrade and install methods 16-20

Shares

connecting to
NetWare print queues 370, 377
using logon scripts 100
creating
network installation startup disks 274-279
shared home directories 76
definition 484
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Shares (continued)
managing
server properties 108 -
shared resources 112—-114
resources
See also Resources
information displayed in Resources box 111
network clients See Clients
special logon script variables 100
Sharing resources 177-178
Shortcut keys, definition 484
Single domain model
description 5-6
introduced 4
Size of windows, information contained in user profiles 89
Sockets
special numbers registered for direct hosting 359
Windows Sockets 354
Software requirements
for lessons in this book xiv
for running Win32s 290
Source directory, definition 485
Spacebar, clearing options using the keyboard xiii
Sparing See Sector sparing
Special groups See Groups, special
Specifying account types 84
Speed, optimizing See Optimizing performance; Performance
Monitor
Starting
See also Booting
applications automatically using logon scripts 98, 100
Directory Replicator service 145, 147 -
learning path to follow ii
Net Logon service 123
Startup disks, network installation See Network Client
Administrator
Stopping
Net Logon service 123
Server service, sending messages to users 106—107, 110
Stripe sets See Striping disks
Striping disks
advantages and disadvantages - 201, 203
definition 469
description 200-201
optimizing performance 325
recovering data 215
regenerating stripe sets with parity 215
stripe sets 209
striping with parity 203, 209, 212-213
vs. mirroring disks 204
Subnet masks
configuring network startup disk 277
custom, TCP/IP 228
default, TCP/IP 228

Swap files See Memory, paging
Synchronizing
domain controllers 123, 124129, 485
master browsers 252
Syscon utility, Novell NetWare 366
System
advantages of using logon scripts with non-Windows NT
environments 98—99
configuration requirements xiv
default user profiles 88, 486
disks, ARC names 216-218
fault tolerance features 198 -
monitoring performance See Performance Monitor
partitions
definition 486
recovering from partition failures 216
SYSTEM.INI, migrating Windows 3.x configuration data to
Windows NT 404

T

‘Tab key, highlighting options using the keyboard xiii

Target workstations, configuring during network client
installation 276-277
Tasks, optimizing performance 300
TCP/TP
advantages 225
configuration parameters
address classes 227
custom subnet masks 228
default gateway 228
default subnet masks 228
DHCP scopes 242
IP address 226
configuring
manually, advantages and disadvantages 230
with DHCP 238-246
installing 229
installing Windows NT Server 28
introduced 224
LMHOSTS file 259-260
overview 224
review 435-441, 458
shortcomings 438-439
statistics generated in Performance Monitor 334
supported by Microsoft Network Client 269
TCP/IP 32, Windows for Workgroups
" connectivity 271, 286
testing with PING utility 232-237
troubleshooting 232-237
Temporary .
access, setting expiration for user accounts 82—83
files, information contained in user profiles 89
Testing user rights and groups 65
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Testnet program 338-339
Text files, definition 486
Threads
definition 486
idle 307, 315
Performance Monitor processes 307
Time
logon hours defined in user profiles 78-79
setting
expiration for user accounts 82-83
frequency for updating information in
Performance Monitor 311
shared resources, viewing 113
viewing user sessions 110
Token Ring networks
lost tokens, definition 475
supported frame types 357
Tools
client-based network administration 288-294
fault tolerance 198
for DHCP 450-452
for WINS 453-456
Win32s 289-291
Training See Course
Transferring data
CORE mode 347-348
RAW mode 346-347
Transmission Control Protocol/Internet Protocol See TCP/IP
Transport protocols See Protocols; TCP/IP
Troubleshooting
DHCP server offline 459
TCP/IP 232-237
trust relationships 194-195
Windows NT Server installation 36
WINS server offline 460
Trust relationships
broken 194
complete trust domain model 186-189
creating domains 159-160
definition 486
domain models See Domains, domain models
general issues 194-195
global groups
creating 52-57, 68
description 51
introduction 40
listed 51
granting permissions 177-178, 183
group strategies across domains 190-193
master domain model 164-171, 180-185
modifying BOOT.INI 160-161
network configurations designed in this book xi
overview 156—158

Trust relationships (continued)
pass-through authentication 173
setting up 159-162
troubleshooting 194-195
trusting vs. trusted domains 158
validating user logons to domains 173
TXTSETUP.INF 414-418
Typographic conventions used in this book xii

U

Unhiding hidden files 218
Universal Naming Convention (UNC), syntax for NetWare
networks 370, 376 )
Updating printer drivers 32-33
Upgrading Windows NT 3.1 to Windows
NT Server 16-1720, 410-406
User accounts
account policy, definition 463
acquisition of rights 40
assigning logon scripts 100—102
built-in 72
creating 73
database
description 2
global groups 51
local accounts 42
location specified in server-based profiles 92
replicating 129-131
SAM, definition 482
synchronizing domain controllers 123, 124129, 485
validation of domain logons 123
definition 487
description 2, 72
disabled, definition 468
global
creating 84
definition 471
specifying type 84
groups See Groups
information included in user profiles 75
limit for each. domain xix
local
creating 84
definition 474 )
specifying type 84
management tool 72
pass-through authentication 173
permissions See Permissions
properties
See also Properties
assigning home directories 77
managing 74
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User accounts (continued)
restricting users to logging on from certain
workstations 80-81
security identifiers (SIDs) 8
setting expiration date 82-83
special logon script variables 100
specifying types 84
trust relationships See Trust relationships
Windows NT permissions and NetWare rights 431-433
User environment profiles See Profiles
User Manager for Domains
allowing Everyone to log onto trusted domains locally 162
assigning
home directories to users 77
logon scripts to users 101
changing users' logon hours 78-79
creating )
anew user 73
groups 54-68
definition 487
description 72
managing
account properties 74
user profile information 75
necessary authority for using 73
network administration tool 288-292
restricting users to logging on from certain
workstations 80-81
setting
expiration for user accounts 82-83
low-speed connection 85
specifying account types 84
trust relationships See Trust relationships
User Profile Editor 89, 289, 488
Users
accounts See User accounts
adding NetWare permissions 372
advantages of trust relationships 157
allowing Everyone to log onto trusted domains locally 162
configuring to receive administrative alerts 117-119
creating shared home directories 76
default profile, definition 487
disconnecting
from shared resources 113-114
method 110
sending messages to 106—-107
Domain Users built-in group 51
global groups account database 51
local accounts database 42
logon scripts See Logon scripts
names, definition 487
profiles See Profiles

Users (continued)

rights See Rights
sending messages to 106-107, 110
sessions, viewing 110
Users built-in group 44
.USR, personal user profiles 92

v

Validating

domain logons for Windows for Workgroups clients 282
user logons to domains 2, 124, 173

Variables

environment See Environment variables
logon scripts 100

Viewing

Performance Monitor data 308
resources inuse 115

server properties 108

shared resources 113

special groups 61

user sessions 110

Volumes

definition 488
volume sets 209

VREDIR.386, Windows for Workgroups network

redirector 271

w

WANs

browsing
browser elections 250
Computer Browser service 248, 265
determining browser roles 255
domain announcement packets 253
domain master browser failures 254
interoperability with LAN Manager 264-266
LMHOSTS file 259-260
multiple domains 252-255
retrieving domain names 253
spanning multiple subnets 250
synchronizing master browsers 252
TCP/IP internetworks 257-263
types of browsers 248-250
using WINS 257-258

definition 488

synchronizing domain controllers over a slow

WAN link 128
TCP/IP protocol See Protocols; TCP/IP
Warnings See Alerts
Wide Area Networks See WANs
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WIN.INI, migrating Windows 3.x configuration data to
Windows NT 404
Win32s 289-291
Windows
printer window, definition 480
refreshing 136
size, information contained in user profiles 89
Windows 3.x
client-based network administration tools 288-294
migrating to Windows NT Server, configuration
data 17-20, 403-406
NWLink support 354
updating printer drivers during Setup 32-33
Win32s 289-291
Windows for Workgroups
advantages of logon scripts 98—99
client-based network administration tools 288-294
clients, domain validation 282
connectivity utilities 271
direct hosting support 358
installing clients
on network 281
with Network Client Administrator 272
network client software 270-271
NWLink support 354
Win32s 289-291
Windows Internet Name Service (WINS)
See also WINS servers
administrative tools 453-456
browsing TCP/IP internetworks 257-258
configuring TCP/IP 230

DHCP See Dynamic Host Configuration Protocol (DHCP)

error handling 457-459

overview 445

renewal process 446

server offline 460

WINS Manager, network administration tool 289
Windows NT Browser See Computer Browser service
Windows NT Server

client software included 268

client-based network administration tools 288—294

connecting to NetWare print queues 370, 377

definition 488

deleting 34-35

fault tolerance features 198

installing See Installing, Windows NT Server; Setup

interoperability with Novell NetWare 352

optimizing 343-349

protocols included 225

removing 34-35

security data structures 425-430

upgrading from Windows NT 3.1 406-410

Win32s 289-291

workstations, definition 488

Windows Sockets

NetWare support 354

NWLink features 354

Windows-based clients

See also Windows 3.x; Windows for Workgroups
16-bit, Windows NT Server tools 291-294
32-bit, Windows NT Server tools 288-291

WINS Manager, network administration tool 289
WINS servers

installing TCP/IP 230, 242
offline 460
replicating 460

‘Workgroups

advantages and disadvantages xviii

definition 488

introduction xvii

workgroup model vs. domain model xvii—xix, 2

Working sets

counter 305, 328
determining memory required 328
optimizing performance 300

Workstation service

definition 489
statistics generated in Performance Monitor 334

Workstations

X

See also Computers
bindings, integrating Novell NetWare with Windows
NT Server 360

client-based network administration tools 288-294
configuring during network client installation 276-277
definition 488
logon, definition 475
MS-DOS

See also MS-DOS-based computers

booting with network startup disk 281
replicating information See Replicating
restricting users to logging on from certain

workstations 80-81

search path, information contained in user profiles 89
Server Manager icon 106
special logon script variables 100
Windows for Workgroups

See also Windows for Workgroups

booting with network startup disk 281

loading client-based network administration tools 293
Windows NT, definition 488

X86-based computers

ARC names 216-218
creating a boot disk 218
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