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» To remove a zone or zones from the network
1. Select a zone in the Default Zone list and click Remove.

The zone or zones are removed from the Zone List. For others on the network
to see the change, however, you must restart the AppleTalk Protocol, which is
serving as a router.

2. Click OK.

> To set a new default zone for the network
1. In the Default Zone list, select a zone.
2. Click Set Default.

You see the new default zone highlighted in the Zone list. For others on the
network to see the change, however, you must restart the AppleTalk Protocol,
which is serving as a router.

3. Click OK.

Note For the changes to take effect, you must stop the AppleTalk Protocol and
restart it so that the information can be routed on the network.




CHAPTER 20

Setting Up Printers

Before setting up printers, it’s important to understand the distinction between a
printing device and a printer that you create using the Add Printer wizard:

= A printing device is the hardware that actually does the printing, such as a
Hewlett-Packarde LaserJete.

= A printer you create using Windows NT Server is a software interface between
the document and the printing device. You create a printer using the Add
Printer wizard, and each printer sends jobs to the printing device, according to
the specified priority—for example, on a first-come, first-served basis.

These concepts and others are explained more fully in the Windows NT Server
Concepts and Planning Guide.

Services for Macintosh Print Server

When Services for Macintosh (SFM) is set up, several AppleTalk services are
integrated into Windows NT Server. The print server, called Print Server for
Macintosh, is integrated into the Windows NT Server Printers folder. The print
server makes printers connected to the computer running Windows NT Server
available to Macintosh clients, and it makes AppleTalk PostScript printers (with
LaserWriter drivers) available to PC clients.

When the print server receives print jobs from the print server, it sends them to a
spooler, which is a portion of the hard disk. The spooler then sends the print job to
the specified printing device—for example, to a printing device on the AppleTalk
network. This enables Macintosh users, as well as PC users, to submit print jobs
and continue working on their computers without waiting for the print job to
complete.
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The print server also translates all incoming PostScript files if the print request is
to a non-PostScript printer attached to the computer running Windows NT Server.
So, a Macintosh client (but not a Windows NT client) can send a PostScript job to
any Windows NT Server printer.

Note This implementation of Postscript RIP for SFM supports 300 dpi and
Postscript level 1.

Stopping and Restarting the Print Server

When you set up SFM, all services are automatically started, including the print
server. You might want to stop and restart the print server if, for example, you
must remove a printing device. You stop and restart the Print Server for
Macintosh using the Services icon in Control Panel.

P To stop and restart Print Server for Macintosh

1.
2.
3.

From Control Panel, choose the Services icon.

From the Service list, select Print Server For Macintosh.
Click Stop or Start, as appropriate.

To change options at startup, click Startup.

. Click Close.

Printing on a Network

The following list shows the three scenarios for printing on a network:

PC clients send print requests to printers representing printing devices attached
to a computer running Windows NT Server.

Macintosh clients send print requests to printers representing printing devices
on an AppleTalk network.

Macintosh and PC clients send print requests to printers representing printing
devices attached to a computer running Windows NT Server (for example, to a
non-PostScript printing device such as the HP DeskJeto 500) and to printing
devices on an AppleTalk network (for example, to a PostScript printing device
such as the Apple LaserWriter).



Chapter 20 Setting Up Printers 261

Printing is very easy in each of these scenarios. PC users simply specify printers
on a computer running Windows NT Server and send print jobs to them as usual,
whether the printing device is attached to the server itself or located elsewhere on
the network. Similarly, Macintosh users have the familiar Chooser interface to use
for connecting to printers that are set up for both AppleTalk printing devices and
those attached to a computer running Windows NT Server.

The first two scenarios are the common setup for networks serving either PC or
Macintosh clients, respectively. Setup options for PCs and printers attached to a
computer running Windows NT Server are explained in the Windows NT Server
Concepts and Planning Guide. Macintosh network and printer options are
explained in Macintosh software manuals. The last scenario is explained in this
chapter. ‘

Planning the Setup of Printing Devices

With SEM, installing and setting up printing devices and creating printers is no
different than what you’d normally do using Windows NT Server, with one
exception: The print server and file server must appear in the same zone. .
However, there are some performance issues worth considering.

In PC networks printing devices have traditionally attached to a server through
serial or parallel ports, whereas printing devices used on Macintosh networks
have traditionally attached to the network using a LocalTalk connection. With
SFM, you can attach a printing device to a computer running Windows NT
Server, or put it on the AppleTalk network. Either way, both types of clients can
send print jobs to the printing device. (If on AppleTalk, the printer must be a
PostScript printer that uses the LaserWriter driver.)

To obtain fastest performance, attach printing devices to the network rather than
to a port. The following attachment options are listed in slowest to fastest order:

1. The printing device is connected to a serial port attached to the computer
running Windows NT Server.

(Some older models of the Apple LaserWriter can be attached only to a serial
port, not to a parallel port.)

2. The printing device is connected to a parallel port attached to the computer
running Windows NT Server.

3. The printing device is connected to the AppleTalk network through LocalTalk,
which is the typical Macintosh network attachment.

4, The printing device is connected to AppleTalk through the token ring or
ethernet media.
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- How you attach printing devices to AppleTalk depends on the type of network

media you are using for your AppleTalk network. Most Macintosh-compatible
printing devices have LocalTalk connections to AppleTalk. If your network is
ethernet or token ring, you might need to do one of the following before adding a
printing device to it:

» Install a LocalTalk/ethernet or LocalTalk/token-riﬁg'router on your network.

= Instail a LocalTalk card in the server, and connect the printing device to it. The
server will act as a router between the ethernet network and the LocalTalk
network where the printing device is located.

The type of printing devices with built-in ethernet interfaces offer the best
performance. These printing devices attach directly to the network and don’t need
to be physically close to the computer running Windows NT Server. Also, they
print at faster network transmissions speeds than printers that rely on parallel or
serial connections.

Creating a Printer on a Computer Running Windows NT

Server

After you have physically attached a printing device to a computer running
Windows NT Server (either directly or on a network), use the Add Printer wizard
to create a printer that represents it. You can create more than one printer
representing the same printing device.

For example, if you have a printing device in your office but also share it with
others over the network, you might want to create two printers representing the
printing device. You can create a printer for yourself that is not shared over the
network and a second printer that is shared. Then it’s easy to control the use of the
shared printer. You can set permissions on the shared printer, ensuring that only
members of your department can print to it. Or you can set a low priority for it,
ensuring that documents you send to the printer will always print before
documents sent by those who share it.

Another common example is to create a printer that spools to a printing device at
night and another printer that spools to the same printing device during the day.

To create a printer, you must be logged on with sufficient permissions.
Administrators, Server Operators, and Print Operators can create printers.
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> To create a printer
1. From the Start menu, choose Settings and then choose Printers.
2. In the Printers dialog box, click Add Printer.

3. Follow the Add Printer wizard to choose the printer ports, printer driver, and
printer name. You can also set printer properties such as location and
scheduling information.

See the online Help during setup for more information.

Note The printer name can be up to 32 characters in length. This name will
appear in the title bar of the printer window. By default, it is the name that
network users (except MS-DOS users) will see when you share the printer.

Choose the Share this printer option during setup. In the Share Name box,
specify the printer name that you want MS-DOS clients to see.

When you are selecting a destination, if the printing device is physically
connected to the Windows NT Server computer, then select the appropriate port.
If the printing device is on the network, click Add Port. Choose AppleTalk
Printing Devices from the Printer Ports dialog box and click OK. From the
Available AppleTalk Printing Devices dialog box, select a zone and a printer,
and click OK.

Setting Up a User Account for Macintosh Print Jobs

After setting up SFM, you should create an account that will be used by all
Macintosh clients when printing jobs to captured AppleTalk printing devices or to
other devices on the computer running Windows NT Server. You should also
configure Print Server for Macintosh to use this account.

After it is created, the user account (for example, MACUSERS) appears in the list
of names that appears when you choose Permissions from the Security menu in
Print Manager. You can give specific rights to this user account, just as you would
any user account, including Print and No Access.

For more information about permissions, see Chapter 22, “Managing the File
Server.” For information on creating a user account and more specific information
for configuring it to run with a service (such as Print Server for Macintosh), see
the Windows NT Server Concepts and Planning Guide.
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P> To configure the Print Server for Macintosh service to use a user account

1. From Control Panel, choose the Services icon.

2. In the Services dialog box, select Print Server For Macintosh.
3. Click Startup. '
4

. In the Print Server For Macintosh dialog box, click This Account and type
or choose the user account—for example, MACUSERS.

5. To require a password for Macintosh users of the computer running
Windows NT Server, type a password in the Password box and confirm it.

6. Click OK.

Enabling Clients to Use Printers on the AppleTalk

Network

With SFM, both PC and Macintosh clients can send print jobs to printing devices
or spoolers on the AppleTalk network.

The printing device must appear as a LaserWriter in the Chooser, and there must
be a Windows NT print driver for the printing device.

Macintosh clients use printers just as they normally do—through the Chooser. If
an AppleTalk printer has been set up through Print Manager, it can be captured so
that Macintosh clients cannot access it directly. This causes Macintosh print jobs
go through the computer running Windows NT Server and be spooled along with
print jobs from PC clients.

You can disable the capture setting. Doing so enables any Macintosh client to
print to an AppleTalk printer directly. There are a few problems with this
scenario, the most important being that the jobs will not be under the
administrator’s control.

To release or recapture an AppleTalk printing device
1. In Printers, select an AppleTalk printing device.

2. From the File Menu, choose Properties.

3. In the Ports tab, click Configure Port.

A dialog box appears, asking if you want to capture this AppleTalk printing
device.

4. Choose Yes to capture it or No to release it.
5. Click OK.
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When an AppleTalk printer is released, any Macmtosh user on the AppleTalk
network can use the device directly.

A printing device on AppleTalk can be captured when SFM is set up and a printer
is created for it. It must remain captured so that all Macintosh clients send print
jobs through the computer running Windows NT Server. If a printing device has
been released for some reason, you can recapture it.

You can select another spooler instead of an actual device. Use this type of
configuration with caution. It is possible to create an endless loop of print
spooling with this method.

Advanced Topics

Whether printing devices are attached to the computer running Windows NT
Server or are located elsewhere on the AppleTalk network, the Printers folder
displays a list of print jobs for the respective printers you created to represent the
devices. Each list, by default, presents jobs in first-come, first-served order. You
can change the priority of jobs, however, and specify permissions for the printer
and times for print jobs to run. For example, you can do the following:

» Set up multiple printers that all send print jobs to a single printing device. You
might want to assign the printers a priority number (such as high-priority and
low-priority), or assign times for the printer to spool its jobs (such as during
business hours or only during the night).

= Set up a single printer that sends print jobs to a pool of printing devices. Doing
this can make printing more efficient because print jobs are sent to the first
available printing device in the pool.

An illustration of the first approach follows:
Low priority | %
printer

High priority
Job 2 printer

— <t
¥
K{/\@
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Creating Multiple Printers for a Single Printing Device

You might want to create multiple printers, all of which send print jobs to a single

-printing device. Each printer has a print-priority level associated with it. If you

create two printers and associate them with a single printing device, jobs routed to
the printer with the highest priority (lowest number) print first.

For PC users, it’s a good idea to create a group that corresponds to each printer.
For example, users in Groupl might have access rights to-a priority-1 printer,
users in Group2 might have access rights to a priority-2 printer, and so on. This
allows you to prioritize print jobs according to the users submitting their jobs.
(Refer to the Windows NT Server Concepts and Planning Guide for more
information.)

For Macintosh users, however, one user account must be created for all incoming
print jobs to the computer running Windows NT Server. Consequently, all
Macintosh users sending print jobs through the computer running Windows NT
Server will have the same access rights.

To specify priorities for printers sending jobs to a single printing device

1. If necessary, create the two (or more) printers and share them, using
procedures described earlier in this chapter and in the Windows NT Server
Concepts and Planning Guide. '

2. For each printer, from the File menu, choose Properties.

3. In the Scheduling tab, use the slide bar to select a priority in the Priority box.
Higher priority jobs will print before lower priority jobs.

4. Click OK. -

You can also create two printers that postpone the print jobs—for example, one
that releases its queued jobs at night and another that release queued jobs during
daytime hours. To do so, use the Scheduling tab to change the hours that each
printer is available. For more information about setting up printers, refer to the
Windows NT Server Concepts and Planning Guide and to online Help. -
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Creating Printing Pools

When you create a printer, you can associate it with more than one printing device
in order to-form a printing pool. A printing pool consists of two or more similar
printing devices associated with one printer name. To set up a pool, you create a
printer and assign it as many output ports as you have identical printing devices.
Printing pools have the following characteristics:

= All devices in the pool share the same print property settings and act as a
single unit. For example, stopping one device pauses them all.

= Print destinations can be of the same type or mixed (serial, parallel, and
network).

=  When a job arrives for the printing pool, the spooler on the computer running
Windows NT Server checks the destinations to see which device is idle. The
first port selected gets checked first, the second port second, and so on. If your
pool consists of a different type of port, make sure you select the fastest port
first (network, then parallel, and then serial).

= A printing pool can contain a mixture of printer interface types, but the
printing devices must all use the same printer driver.






CHAPTER 21

Working with
Macintosh-Accessible Volumes

A computer running Windows NT Server with Services for Macintosh (SFM) can
store files so that both PC and Macintosh users can gain access to them. PC users
(including users of the MS-DOS, 0S/2, Windows, Windows for Workgroups,
Windows NT Workstation, and Windows NT Server systems) look for shared
files in a shared directory on the computer running Windows NT Server.
Macintosh users look for shared files in the same directory; however, they see the
directory as a volume, with familiar folders and files.

A Macintosh user shares a file with PC users by storing that file in a Macintosh-
accessible volume on the computer running Windows NT Server. Likewise, a
Macintosh user can mount a Macintosh-accessible volume on the desktop to use
files stored in shared directories by PC users.

This chapter explains how to create a Macintosh-accessible volume so that files
can be shared between Macintosh and PC clients.

Creating Volumes

All Macintosh-accessible volumes must be created on an NTFS partition or on a
CDEFS volume. If you specify a CDFS volume, the Macintosh-accessible volume
will provide read-only access. (In this case, CDFS volume refers to a hard disk
volume.)
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Creating a Macintosh-Accessible Volume

Similar to creating a share (shared directory) for PC users, you can designate a
directory as a Macintosh-accessible volume. If the directory is to be accessed by
PC clients as well as Macintosh clients, make sure you share the directory using
the Share As command on the Disk menu and designate it as a Macintosh-
accessible volume. (Refer to the Windows NT Server Concepts and Planning
Guide for more information on creating shares.) If you don’t need to share the
files with PC users, you can create a volume on a directory—that is, it doesn’t
have to be a shared directory.

Note You cannot give a directory Macintosh-accessible volume status if it is a
subdirectory of another directory that has Macintosh-accessible volume status.
Refer to Chapter 16, “How Services for Macintosh Works,” for more information.

You designate a directory as a Macintosh-accessible volume using the Create
Volume command on the MacFile menu. From the Create Volume dialog box,
you can quickly create the volume by accepting the default settings, or you can
change the options.

> To create a Macintosh-accessible volume

1. From File Manager, select the directory that you want to designate as a
Macintosh-accessible volume.

2. From the MacFile menu, choose Create Volume.
The Create Macintosh-Accessible Volume dialog box appears.
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The default setting for each option follows:

Option : Default Setting

Volume Name Same as the directory name. The character limit is 27.
Path Same as the directory path.

Password/Confirm Password No password.

This volume is read-only Off.

Guests can use this volume On (Yes).

User Limit Unlimited.

Permissions Current directory permissions.

Using the default name and path has some advantages when a directory will be
available as a share to PC usersand as a volume for Macintosh users. Ease of
communication between the two clients is simplified if the directory is referred
to by the same name.

3. To accept the default options, click OK. Otherwise, continue to the next step.

4. Inthe Volume Name box, type a volume name that Macintosh users will see
when they log on.

5. In the various boxes, specify a new path, password, security options, and user
limits.
These options are described later in this chapter, in “Modifying a Macintosh-
Accessible Volume.”

6. Click Permissions to set directory permissions for Macintosh users.

The Macintosh-accessible volume automatically inherits the permissions of the
corresponding directory, although you may change these. For further
explanation of permissions, see “Setting Permissions for Volumes and
Folders,” later in this chapter.

7. Click OK.

Creating a Macintosh-Accessible Volume on a CDFS Volume

To create a Macintosh-accessible volume on a CDFS volume, you follow the
same procedure you used to create one on an NTFS-partitioned drive. The only
difference is that the CDFS disk is read-only. So, SFM will interpret all security
options as See Files and See Folders (read-only).
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Creating Folders in a Volume

From the computer running Windows NT Server, you can create subdirectories
for a Macintosh-accessible volume or folders for Macintosh clients. The
procedure for doing so is no different than the procedure for creating other
directories or folders on the respective systems.

On the computer running Windows NT Server, the folders appear in the File
Manager’s directory tree as subdirectories of the directory. To create another
subdirectory, you select the directory in which it will appear, and choose Create
Directory from the File menu.

On the Macintosh, you create folders using the New Folder command on the File
menu. You view and use folders in the Macintosh-accessible volume just as you
would any other volume—by using the View menu to see the folders organized by
Name, Date, Icon, Size, and so forth.

You cannot, however, designate the subdirectory or folder as another Macintosh-
accessible volume when the directory is already designated as a Macintosh-
accessible volume. For a quick review, see the illustration in the section
“Configuring Macintosh-Accessible Volumes” in Chapter 16.

Setting Permissions for Volumes and Folders

Just as you set permissions on shared directories to control which PC users have
access to the share, you control who can use Macintosh-accessible volumes by
setting permissions. Permissions also control what kind of access is granted to
users. For example, permissions dictate which users can make changes to a folder
and which ones can read the content of the folder but not alter it in any way.
Permissions for volumes and folders can be set in a number of ways. -

From File Manager, you can set Windows NT-style permissions with the
Permissions command on the Security menu. (You set permissions on a
Macintosh-accessible volume or folder, just as you would on a shared directory.)
Or you can use Macintosh-style permissions, available in the Macintosh View Of
Directory Permissions dialog box. From File Manager, you can find this dialog
boxes in three ways—when you choose Permissions, Create Volumes, or
View/Modify Volumes from the MacFile menu.
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This section explains how to set Macintosh-style permissions on Macintosh-
accessible volumes and folders, using the Macintosh View of Directory
Permissions dialog box. Information on setting Windows NT-style permissions is-
covered in the Windows NT Server Concepts and Planning Guide. For a more
detailed discussion of Macintosh-style permissions and how they relate to
Windows NT permissions, refer to Chapter 16, “How Services for Macintosh
Works.”

Note Macintosh files inherit the permissions set on folders; you cannot set
permissions on files directly.

To set Macintosh-style permissions on a Macintosh-accessible volume or
folder

1. Using File Manager, select the directory you’ve designated as a Macintosh-
accessible volume or a subdirectory that represents a folder in the volume.

2. From the MacFile menu, choose Permissions.

Or, from the View/Modify Macintosh-Accessible Volumes dialog box, click
Permissions.

The Macintosh View Of Directory Permissions dialog box appears.

3. For Owner, Primary Group, or Everyone, choose the See Files, See Folders, or
Make Changes permissions check boxes.
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Use the following table to help you decide which permissions to set.

Directory Permissions

Permission Description

See Files Allows the owner, primary group, or everyone to see and open
files in this folder

See Folders Allows the owner, primary group, or everyone to see and open
folders in this folder

Make Changes Allows the owner, primary group, or everyone to add or delete

files and folders, and save changes to files in this folder

4. Beneath the permissions, select the appropriate check boxes, which are
described in the following table.

Directory Permissions Check Boxes

Check box Description

Replace permissions on subdirectories Copies the permissions you just set to all
folders within this volume or folder

Cannot move, rename, or delete Prevents the volume or folder from being
moved, renamed, or deleted by Macintosh
users

Changing the Owner or Primary Group

While setting permissions on a directory, you can change the owner and primary
group to which the permissions apply. The owner is the same as the one you see
when choosing Permissions from the Security menu in File Manager. The
primary group, however, is unique to Macintosh clients. The owner’s primary
group is the group the owner works with most, and it should be the group with
which the owner has the most resource needs in common. When an owner creates
a folder on a computer running Windows NT Server, the owner’s primary group is
set as the group associated with the folder. The owner (or administrator) can
change the primary group associated with the folder from either the computer
running Windows NT Server or the Macintosh.
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» To change the owner of the directory
1. From the MacFile menu in File Manager, choose Permissions.
The Macintosh View Directory Permissions dialog box appears.
2. Choose the button to the right of the Owner list box.
The Owner dialog box appears.
3. From the Names list, select a new owner and click Add.

You can also browse for members of the selected domain (including trusted
domains), and search the list of domain users for a specific user you want to
select as owner.

4. Click OK.

p To change the primary group of the directory

1. From the Macintosh View Of Directory Permissions dialog box, choose the
button to the right of the Primary Group list box. The Primary Group dialog
box appears.

2. In the Names list, select a group, and click Add.

You can also browse for groups in the selected domain (including trusted
domains) and search the list of domain groups for a specific primary group.

Note In the Owners and Primary Group dialog boxes, you can also specify
global groups as an owner and owners as primary groups.

To change the primary group of an owner (rather than a directory), refer to the
User Manager for Domains.

Modifying a Macintosh-Accessible Volume

You can change the properties of a Macintosh-accessible volume from the
MacFile menu in File Manager. Properties include passwords, security options,
and user limits, as well as permissions.
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» To modify the properties of a Macintosh-accessible volume

1. From the MacFile menu, choose View/Modify Volumes.

The View/Modify Macintosh-Accessible Volumes dialog box appears.

2. Select the Macintosh-accessible volume you want to change.

3. Click Properties.

4. In the Properties of Macintosh-Accessible Volume dialog box, make the
changes to the options you want, as follows:

Macintosh-Accessible Volume Properties

Option/button

Description

Password

Confirm password

This volume is read-only

Guests can use this volume

Unlimited

Allow xxx Users

Permissions

Enter the password for this volume. When
Macintosh users try to mount this volume,
they will be asked for this password.

Confirm the password you just entered.

This volume and all of its contents have read-
only access. This option supersedes all
directory permissions set with the
Permissions button. In other words, if you
give this volume read-only access, the
permissions of directories with less
restrictive access will not be honored.

Guests can have access to this volume. If
unchecked, guests do not see this volume.

Number of clients that can simultaneously
access this volume is unlimited (limited only
by the media).

Number of clients that can simultaneously
mount the volume on the respective desktops.

Set access permissions on this volume. See
“Setting Permissions for Volumes and
Folders,” earlier in this chapter.
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Removing a Macintosh-Accessible Volume

If you want to make a volume unavailable to Macintosh users, you must remove
it. Removing the volume does not delete the files contained in the volume, nor
does it delete its status as a shared directory if it has been designated as a share for
PC users. Removing only removes its status as a Macintosh-accessible volume.

p To remove a Macintosh-accessible volume
1. From File Manager, choose the MacFile menu.
2. Choose Remove Volumes.

3. In the Remove Macintosh-Accessible Volumes dialog box, select the volume,
or volumes, you want to make inaccessible to Macintosh users.

4. Click OK.

If Macintosh users are currently connected, you’ll see a message that tells you
who is using the volume. You can then use the Send Message command on
the MacFile menu in Server Manager to send these users a warning that you
intend to remove the volume. When no users are signed on, continue with the
next step.

Caution You can continue to remove the volume if users are still using it;
however, the users are likely to lose data.

5. In the confirmation box, click Yes.

If you decide later to make the directory a Macintosh-accessible volume again,
simply follow the steps in “Creating a Macintosh-Accessible Volume,” earlier in
this chapter.

To delete the contents of the shared directory, follow the instructions for deleting
files in the Windows NT Server Concepts and Planning Guide.

Getting Help

Help is available when you are using the MacFile menu in File Manager.

> To get Services for Macintosh Help in File Manager
e From the MacFile menu, choose Help.

You can also choose the Help button in any dialog box you see after choosing
commands from the MacFile menu.
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Using macfile to Work with Macintosh-Accessible

Volumes

You can accomplish all of the volume configuration (and server administration)
discussed in this chapter using the macfile command at the command prompt. The
macfile command allows administrators to automate SFM volume, directory, file
and server management by using batch programs.

For syntax of the macfile command, type macfile /? at the command prompt. For
a complete reference to the macfile command, choose Help from the MacFile
menu in File Manager.
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Managing the File Server

You use User Manager to establish user accounts (including Macintosh user
accounts), and you use Server Manager to set security options for the server and
do other server-level tasks. When Services for Macintosh (SFM) is started, you
use the MacFile menu in Server Manager to view the Macintosh users of the
server and the Macintosh-accessible volumes. You can also send messages to
Macintosh users of Windows NT Server, among other tasks.
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Many tasks you perform from Server Manager are available from the MacFile
icon in Control Panel. Individual volume options are available in the MacFile
menu in File Manager and are described in Chapter 21, “Working with
Macintosh-Accessible Volumes.”

File Manager

B Chapterl.doc
Chapter2.doc
Chapter3.doc
Chapter4.doc

Server
Manager

kM acFile

The File Server For Macintosh (MacFile) is available from different locations in
Windows NT Server.
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Setting Logon Security for Macintosh Users

To set security options for Macintosh users of SFM, use the Properties command
on the MacFile menu in Server Manager. The commands available from the
MacFile menu apply to Macintosh-accessible volumes on the computer running
Windows NT Server and are described in the following procedure.

(For information on setting security for shared directories—which make files
available to PC users—refer to the Windows NT Server Concepts and Planning
Guide.)

> To set security options for all Macintosh-accessible volumes

1. In the Start menu, from the Administrative Tools folder, choose Server
Manager.

2. From the MacFile menu, choose Properties.
The MacFile Properties dialog box appears.
3. Click Attributes.
The MacFile Attributes dialog box appears.

4. From the Security box, make the following selections as you prefer.
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Security Options
Select this option To do this
Allow Guests to Logon Permit users who do not have a user

account and password to log on to the
computer running Windows NT Server
from a Macintosh, which is connected to
the AppleTalk network.

Allow Workstations to Save Password Permit Macintosh users to save their
passwords on their own workstations.
That way, they won’t be prompted for it
each time they sign on to the computer
running Windows NT Server. However,
permitting this makes the computer
running Windows NT Server less secure.

Require Microsoft Authentication . Specify that Macintosh users must use
Microsoft Authentication rather than the
Apple Standard UAM or other UAMs. If
this option is chosen, Macintosh users
either will not see the other UAM
choices, or they will be unavailable for
selection.

5. Click OK.

The security options available from the Attributes dialog box apply to all
Macintosh-accessible volumes on the computer running Windows NT Server.
(The individual volume permissions available in File Manager from the MacFile
menu are explained in Chapter 21, “Working with Macintosh-Accessible
Volumes.”) For an explanation of Windows NT Server security issues, refer to the
Windows NT Server Concepts and Planning Guide.

Changing the Server Name, Logon Message, and
Session Limits

You can change the name of the server (the name that Macintosh users will see).
You can also create a message that Macintosh users (of System 7.1) see when
they log on to the computer running Windows NT Server. And you can specify
the number of Macintosh clients that can simultaneously connect to the File
Server For Macintosh on the computer running Windows NT Server.
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P> To change the name of the computer running Windows NT Server

1.

4.

From the MacFile menu in Server Manager, choose Properties.
The MacFile Properties dialog box appears.

Click Attributes.

The MacFile Attributes dialog box appears.

Click Change.

. In the Server Name For AppleTalk Workstations dialog box, type a new

name for the server.
Click OK.

. In the Services icon in Control Panel, stop and restart File Server For

Macintosh.

To create a légon message for 7.1 System users
1.

From the MacFile menu, choose Properties.
The MacFile Properties dial'og box appears.
Click Attributes. '
The MacFile Attributes dialog box appears.

In the Logon Message box, type a message that you want Macintosh users to
see when they sign on to the computer running Windows NT Server.

You can type four lines of text (the AppleTalk limit).
Click OK.

To set session limits
1.

From the MacFile menu in Server Manager, choose Properties.
The MacFile Properties dialog box appears.

Click Attributes.

The MacFile Attributes dialog box appears.

. In the Session box, choose unlimited or specify a client limit by entering the

number you want.

The number you specify is the number of clients that can simultaneously gain
access to the File Server For Macintosh. If you choose unlimited, the number
of connections is limited only by the capabilities of the network media.
However, performance improves when you limit the number of sessions.

Click OK.
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Setting Up User Accounts for Macintosh Users

User accounts are created for Macintosh users just as they are created for other
Windows NT Server users. A guest account is automatically created when you
install Windows NT Server and, by default, both local guests and guests accessing
the server through a client on the network (including a Macintosh) are allowed.
This means that if users log on without a regular user account and password, they
will be logged on as a guest.

Guests have some access to shared resources. Guests can do everything that those
with a user account can do, except keep a local profile on their computers, lock
their computers, and create, delete, and modify local groups on their computers.

The guest account cannot be deleted, but it can be disabled on Windows NT
computers. If it is disabled, no network users, including Macintosh users, will be
able to log on without a user account and password. To disable only Macintosh
guests from the computer running Windows NT Server, follow the instructions in
“Setting Logon Security for Macintosh Users,” earlier in this chapter. For more
information about the guest account, refer to the Windows NT Server Concepts
and Planning Guide.

Stopping and Pausing Services

When you set up SFM, two services are automatically started: File Server For
Macintosh and Print Server For Macintosh. (The AppleTalk Protocol is started as
well.) At times, you might need to stop these services, as shown in the following
table:

Service Reason

Print Server For Macintosh ~ Stop it to install another printer driver or to configure a
(MacPrint) printer; or to immediately see the result of deleting,
creating, or changing a printer.

Stop it to remove the Print Server for Macintosh service.

File Server For Macintosh Stop it to change the server name that Macintosh users will
(MacFile) see and to remove the MacFile Service.

Pause it when you want to make changes to the server
attributes but want to allow current users to continue
working. If this service is paused, no new Macintosh users
can log on to the computer running Windows NT Server.

AppleTalk Protocol Stop it to change router parameters and the default
networking zone, and to remove it (which automatically
stops the file and print servers).
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Use the Services command on the Computer menu in Server Manager to control
the file and print servers. (You can use the Services icon in Control Panel to stop
or start Print Server For Macintosh and to stop, start, pause, or continue File
Server For Macintosh.)

Use the Devices icon in Control Panel to stop the AppleTalk Protocol and,
consequently, both the file and print servers.

> To stop, start, pause, or continue services
1. From Server Manager, select the Computer menu.
2. Choose the Services command.

3. In the Services dialog box, find the service you want to change, and check its
status.

4. Select either the File Server For Macintosh or Print Server For Macintosh.
You cannot pause and continue the Print Server For Macintosh.
5. Click Start, Stop, Pause, or Continue as appropriate.

To change the startup options (for example, to specify manual startup), click
Startup. For a thorough explanation of this dialog box, refer to online Help.

6. Click Close.

Checking the Event Log

To check events on the computer running Windows NT Server, use Event Viewer,
which is available in the Administrative Tools folder. If SFM is running, you can
see events that involved the File or Print Server For Macintosh or the AppleTalk
Protocol.

P> To check AppleTalk and MacFile events
1. From the Administrative Tools folder, choose Event Viewer.

2. Review the Source list and look for MacFile, MacSrv, or AppleTalk events
you want to monitor.

Use the Event Viewer options for these services just as you would for other
Windows NT Server events. For example, to see specific events, choose Filter
Events from the View menu. (The Browser service must be started.)

P> To check printing events
e From the Log menu, choose Application.

You will see a list of events, including those generated by the AppleTalk Print
Monitor and MacPrint. '
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Use the Event Viewer options for these services just as you would for other
Windows NT Server events.

For more information about Event Viewer, refer to the Windows NT Server
Concepts and Planning Guide.

Viewing a List of Macintosh-Accessible Volumes

Use the MacFile menu in Server Manager to view a list of all volumes available
to Macintosh users on the computer running Windows NT Server. The Volumes
command lists all directories that have been designated as Macintosh-accessible
volumes and allows you to create and remove individual volumes, just as you can
from the MacFile menu in File Manager.

The Volumes button, which is available when you choose Properties from the
MacFile menu, allows you to see which users are connected to individual
volumes and to disconnect them. For more information, refer to “Disconnecting
Macintosh Users and Volumes,” later in this chapter.

. To view a list of Macintosh-accessible volumes

1. From the Administrative Tools folder, choose Server Manager.
2. From the View menu, choose MacFile.

This choice limits the list of servers so that you can easily choose the computer
running Windows NT Server and SFM.

3. From the MacFile menu, choose Volumes.
The Macintosh-Accessible Volumes dialog box appears.

This dialog box displays a list of Macintosh-accessible volumes on the
computer running Windows NT Server. You can create or delete volumes
here, or change the properties and permissions of the volumes. (Properties and
permissions for volumes are explained in Chapter 21, “Working with
Macintosh-Accessible Volumes.”)

You can also view other information about the Macintosh-accessible volumes on
the computer running Windows NT Server, including their paths and the names of
users connected to them.
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P> To see volume information
1. From the Administrative Tools folder, choose Server Manager.
2. From the MacFile menu, choose Properties.
The MacFile Properties dialog box appears.
3. Choose the Volumes button.
The Macintosh-Accessible Volumes dialog box appears.

4. Select a Macintosh-accessible volume.

You can see how many times the volume has been mounted by Macintosh
users as well as the volume’s directory path on the computer running
Windows NT Server. You can also see how long users have been connected to
the volume and whether there are open files on the volume.

5. Click Close.

Viewing Current Users of Volumes

You can see the current list of users connected to selected Macintosh-accessible
volumes.

P> To view connected users
1. From the Administrative Tools folder, choose Server Manager.
2. From the MacFile menu, choose Properties.
The MacFile Properties dialog box appears.
3. Choose the Users button.
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The Macintosh Users dialog box appears.
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4. Select a user.

You see the Macintosh-accessible volumes that the user has mounted, the
name of the Macintosh computer, how many volume file forks are open, and
the amount of time that the user has been connected to the computer running
Windows NT Server in hours and minutes. For more information about file
forks, refer to the next section.

Use the Disconnect and Disconnect All buttons to disconnect a user from all
connected volumes or all users from all connected volumes. For more
information, refer to “Disconnecting Macintosh Users and Volumes,” later in
this chapter.

5. Click Close.

Viewing Open File Forks

At times, you might want to view the resources (file forks) that Macintosh clients
are using. (Remember that data is kept in a data fork and system information is
kept in a resource fork.) By viewing open file forks, you can tell who has what
forks open before you stop the File Server For Macintosh or disconnect a user.

P> To view open file forks
1. From the Administrative Tools folder, choose Server Manager.
2. From the MacFile menu, choose Properties.
The MacFile Properties dialog box appears.
3. From the MacFile Properties dialog box, click Files.
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The Files Opened by Macintosh Users dialog box appears.

5
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This dialog box lists all the resource and data forks that are open on Macintosh
clients connected to the computer running Windows NT Server. A summary of
the options in this dialog box follows:

File Forks Opened by Macintosh Users Dialog Box

File fork option/button Description

Open File Forks. Summary count of all the open data and
resource forks.

Locks. (Total lock count. Locks prevent Total count of all the locks on file forks in
multiple users from gaining access to the Macintosh-accessible volumes.
same fork at the same time.)

Opened by. Macintosh user who has opened the file
fork.

For. Permissions set (for example,

_ Read/Write)

Locks (individual fork count). Number of locks on the fork.

Path. Directory path of the file.

Refresh. Update the list box and recalculate counts
of forks and locks.

Close Forks. Close the selected file.

Close All Forks. Close all Macintosh-accessible volume
forks on the computer running
Windows NT Server.

4. Choose one of the buttons described in the previous table.

5. Click Close.
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Disconnecting Macintosh Users and Volumes

To disconnect users from volumes, choose Properties from the MacFile menu in
Server Manager or choose the MacFile icon in Control Panel. The following
instructions describe Server Manager approach, but you can use the basic
instructions with the MacFile icon in Control Panel as well.

Note It’s a good idea to send a message to users before disconnecting them or the
volumes that they are using. Otherwise, they might lose data. Refer to the next
section for more information.

P To disconnect users from Macintosh-accessible volumes

1.
2.

From the Administrative Tools folder, choose Server Manager.
From the MacFile menu, choose Properties.
The MacFile Properties dialog box appears.

. Use the following table to determine what you want to disconnect:

MacFile Disconnect Options

MacFile Propertiesdialog Disconnect button Disconnect All button
box

Users button: When selected, Disconnects a selected Disconnects all users from
displays the Macintosh Users  user from all connected  all connected volumes.
dialog box with Disconnect volumes.

and Disconnect All buttons.

Volumes button: When Disconnects selected Disconnects all users from
selected, displays the users of a selected selected volumes.
Macintosh-Accessible volume.

Volumes dialog box with
Disconnect and Disconnect
All buttons.

Click Users or Volumes.

. Select the user or volume you want to disconnect from the respective dialog

boxes.

Click Disconnect or Disconnect All, as appropriate.

. From the confirmation box that appears, click Yes.

Caution If you disconnect users or volumes, you could cause the loss of data. It’s
a good idea to send users a message before disconnecting.
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Sending Messages to Connected Macintosh Users

SFM enables you to send messages to Macintosh clients that are connected to the
computer running Windows NT Server. You can send messages to Macintosh
users from two places:

= MacFile icon in Control Panel (choose the Users button).

» MacFile menu in Server Manager

The following instructions describe the MacFile menu approach; however, the
basic instructions apply for the MacFile icon in Control Panel as well.

» To send a message to all connected Macintosh users
1. From the Administrative Tools folder, choose Server Manager.
2. From the list of computers, select a server that is running SFM.
3. From the MacFile menu, choose Send Message.
The Send Message dialog box appears.
4. In the Message box, type the message you want to send to Macintosh users.

You can type up to four lines, the AppleTalk limit, for example, “The server is
going to be shut down in 10 minutes.” »

5. Click OK.

» To send a message to individual Macintosh users of the computer running
Windows NT Server

1. From the MacFile menu, choose Properties.
2. Click Users. The Macintosh Users dialog box appears.

3. From the Connected Users box, select the user to whom you want to send the
message.

4. Click Send Message.

5. Click Selected MacFile.

6. In the Message box, type the message you want to send.
You can type up to four lines.

7. Click OK.
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Setting Extension-Type Associations

With extension-type associations, users of both the PC and the Macintosh version
of an application can easily work on the same data file. The extension-type
associations provided with SFM tell the Finder which MS-DOS filename
extensions correspond with which Macintosh file types and file creators. When a
file on the server has a filename extension associated with a Macintosh file type
and file creator, the Finder displays the appropriate icon for that file when a
Macintosh user browses the files available on the server. And if a Macintosh user
chooses the file, the appropriate application starts and opens the file.

The extension-type associations that follow are already defined. Others can be
added to SFM. Refer to the Association command in the MacFile menu (from
File Manager) to see a comprehensive list.

PC application/file Macintosh application MS-DOS  Macintosh Macintosh

format extension  type creator

Adobe® Encapsulated ~ Adobe Illustrator® *88 EPS EPSF ARTZ

PostScript

Aldus® PageMaker® for Aldus PageMaker for PUB PUBF ALD2

Windows version 2.0, Macintosh version 2.0

Aldus PageMaker for

0S/2 version 2.0

Aldus PageMaker for Aldus PageMaker for

Windows version 3.0 Macintosh version 3.0 PM3 ALB3 ALD3
Publication Publication PT3 ALT3 ALD3
Template Template TEM ALT3 ALD3
Template Template TPL ALT3 ALD3

TIFF graphics file TIFF graphics file
Aldus PageMaker for Aldus PageMaker for

Windows version 4.0 Macintosh version 4.0 PM4 ALB4 ALD4
Publication Publication P'T 4 ALT4 ALD 4
Template Template TPL ALT4 ALDA4
TIFF graphics file TIFF graphics file

Borlande dBASEe® Microsoft DBF F+DB FOX+

FoxBASE®/FoxBASE+®
for Macintosh
Lotus® 1-2-3® for Lotus 1-2-3 for WK3 LWK3 L123

Windows version 2.0 Macintosh version 1.1
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PC application/file Macintosh application MS-DOS  Macintosh Macintosh
format extension  type creator
Microsoft Excel for Microsoft Excel for
Windows version 3.0, Macintosh version 3.0 XLC XLC3 XCEL
Microsoft Excel for OS/2 chart
version 3.0 XLS XLS3 XCEL
Chart Spreadsheet XLM XLM3 XCEL
Macro sheet XLW XLW3  XCEL
Spreadsheet
Workspace LA XLA XCEL
Macro sheet .
Add-in macro file XLT SLM3 XCEL
Workspace :
Template file
Add-in macro file
Template file
Microsoft Excel for Microsoft Excel for
Windows version Macintosh version 4.0 XLC XLC4 XCEL
4.0,Microsoft Excel for Chart
0S/2 version 4.0 XLS XLS4 XCEL
Chart Spreadsheet XLM XLM4  XCEL
Spreadsheet x“:’ sheet XLW XLW4  XCEL
Macro sheet o 'space XLA XLA XCEL
Workspace ?dd'lil miclm file XLT SLM3  XCEL
Add-in macro file emplate file
Template file
Microsoft Microsoft Excel for SLK TEXT XCEL
Multiplane/SYLK Macintosh version 3.0
Microsoft PowerPoint®  Microsoft PowerPoint
version 2.0 for Macintosh version PPT SLD2 PPT2
Slides 20
Microsoft PowerPoint Microsoft PowerPoint
version 3.0 for Macintosh version PPT SLD3 PPT3
Slides 3.0
* Microsoft Project for Microsoft Project for
Windows version 1.x Macintosh version 1.x MPP MSPF MSPJ
ProjeCtS Projects MPX MSPJ MSPJ
Exchange format Exchange format MPC MSPJ MSPJ
Calendars Calendars MPV MSPJ MSPJ
Views Views MPW MSPF  MSPJ
Workspaces Workspaces '
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PC application/file Macintosh application MS-DOS  Macintosh Macintosh
format extension type creator
Microsoft Word for Microsoft Word for
Windows version 2.0 Macintosh version 5.1 DOC WDBN MSWD
Document Document WRD TEXT MSWD
Text Document Document RTF TEXT MSWD
Rich Text Rich Text STY TEXT MSWD
Style sheet N/A GLY TEXT MSWD
Glossary N/A
N.A./Comma-Separated Microsoft Excel for CSv TEXT XCEL
Values Macintosh version 4.0
N.A./SIT files Alladin Stuffit SIT SIT! SIT!
N.A./Text (TXT files)  Teachtext TXT TEXT TTXT
PC Program N.A. EXE DEXE LMAN
COM DEXE LMAN
CMD DEXE LMAN
BAT DEXE LMAN
Symantec Ready! Symantec MORE RDY" TEXT MORE
Unknown File N.A. All others TEXT LMAN
Visicalc (DIF) " Microsoft Excel for DIF TEXT XCEL

Macintosh version 4.0

You can also add extension-type associations. You can add new associations for
an application not listed in the preceding table, or you can add extra associations
for any of the listed applications. For example, if your company has a custom of
saving Microsoft Word documents with a .WRD extension, you could add the

following extension:

MS-DOS extension

Macintosh file type

Macintosh file creator

.WRD

WDBN

MSWD
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When you add a new extension-type association, it affects only files that are
subsequently created on the server, not currently existing files. Moreover, you can
associate multiple extensions with a Macintosh file type and creator. However, the
reverse is not true. Only one file type and creator can be associated with an
extension.

Note The WKS and WK1 formats allow a single data file to be used by users of
Microsoft Excel, Lotus 1-2-3, and Informixe Wingze. However, you can set up an
extension for only one Macintosh application for this format. For example, if you
map the WKS and WK1 extensions to the file type and file creator values for
Microsoft Excel for Macintosh and then a Macintosh user double-clicks the file’s
icon, the file will be loaded into Microsoft Excel for Macintosh.

P> To make new extension-type associations
2. In File Manager, from the MacFile menu, choose Associate.

3. In the Files with MS-DOS Extension box, type an extension, or select one
from the list.

If the extension is already associated with a file type and file creator, it will be
highlighted in the Creator list.

4. In the Creator box, select a creator and type to which you want to associate
this extension.

5. Click Associate.

The new association is added to the Creator list in the Extension-Type
Association dialog box.

P To add file creators and types
1. Click Add.

2. In the Add Document Type dialog box, type the file creator and type and,
optionally, a description.

3. Click OK.

You’ll see the new creator in the Creator list. When you’re ready to associate it
with an extension, follow the previous instructions for creating an extension-
type association.

Note File creator and type are case-sensitive on the Macintosh and thus must
be entered exactly as they appear on the Macintosh.
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P> To edit a description of a file type

1. In the Creator box, select a file creator and type.

2. Click Edit.

3. In the Edit Document Type dialog box, type the new description.
4. Click OK.

The new description will appear in the Creator list.

To remove a file type and associations
1. In the Creator box, select a file creator and type.
2. Click Delete.

3. Click Yes to confirm that you want to remove the selected file type and
associated extensions.

Backing Up Files on the Server

Following the Windows NT Server backup procedure will also back up
Macintosh-accessible volumes. First, however, it is a good idea to stop the File
Server for Macintosh service by using the Services icon in Control Panel.
Stopping the service ensures that all files are backed up. You must stop the File
Server for Macintosh before restoring a volume. The use of the Backup tool,
which is available in the Windows NT Server Administrative Tools folder, is
described in the Windows NT Server Concepts and Planning Guide.

You can also back up and restore volumes from the Macintosh client, using
Macintosh backup software, such as FastBack™, RetroSpect, or Norton Utilitiese.

To back up or restore Macintosh-accessible volumes from the Macintosh

1. Make sure all the Macintosh-accessible volumes you want to back up are not
in use by other Macintoshes.

2. Mount the Macintosh-accessible volumes you want to back up on the
Macintosh desktop.

3. Start a Macintosh backup and restore program from the Macintosh.

Follow the instructions given by your backup software program.
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Getting Help

Help specific to SFM is available in Server Manager and in the MacFile
Properties dialog box, which appears when you choose the MacFile icon in
Control Panel.

> To get Services for Macintosh Help in Server Manager
e From the Help menu, choose MacFile.

> To get Help when using the MacFile icon in Control Panel
1. Choose the MacFile icon.
The MacFile Properties dialog box appears.
2. Click Help.

Using Macfile to Administer the Services for Macintosh
Server

You can accomplish all of the server configurations discussed in this chapter (and
volume, file, and directory management) using the macfile command at the
command prompt. The macfile command allows administrators to automate SFM
volume, directory, file, and server management by using batch programs.

For syntax of the macfile command, type macfile /? at the command prompt. For
a complete reference to the macfile command, choose Help from the MacFile
menu in File Manager.
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Troubleshooting
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This chapter provides solutions for problems that might occur on a computer
running Windows NT Server with Services for Macintosh (SFM) installed. This
includes problems that both users and administrators might encounter. Network
error messages are explained in the Windows NT Server message database, which
is available as part of the Help system.

Administrator and User Issues and Solutions

When a Macintosh user is unable to gain access to an SFM resource, first check
the Macintosh and ensure that the following are true:

» The Macintosh client is using version 6.0.7 or later of the Macintosh operating
system (the system software).

» The Macintosh client is using current versions of its network drivers, and these
versions are compatible with the version of the operating system on that
Macintosh.

To determine whether the issue is with the Macintosh, try to access a network
entity other than the computer running Windows NT Server or printer. (For
example, try to access an AppleShare server or a printer that isn’t used by SFM.)
If the Macintosh cannot access any network entity, the problem might be with the
Macintosh.

If a computer running Windows NT Server fails to start, and Event Viewer is
filled with AppleTalk error messages see if your network has a bridge that is
filtering packets. It might be filtering out the server’s requests to find a unique
address

See “Other Issues,” later in this chapter.
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The following are common user problems:

A Macintosh-accessible volume is unavailable to a user.

The volume might be configured as a private volume. A private volume is any
volume for which the owner, primary group, and/or everyone categories have
no access permissions—only the volume’s owner has permissions. In this
case, only the owner has access to the volume.

To make the volume accessible to users, the owner should use the Permissioris
dialog box, available from the MacFile menu, to give the primary group
and/or everyone categories at least one permission for the volume.

If the Macintosh-accessible volume is on a CDFS volume, and it appears in the
Chooser but cannot be selected, the CD-ROM on which it was created might
not be in the disk drive.

Be sure that the correct CD-ROM is in the disk drive and that the drive door is
closed.

A Macintosh user’s password has expired without notification.

Users will be notified that their passwords have expired only if the MS UAM
files are installed on their clients. If they are using the Apple standard UAM,
they will be told only that their logon attempts failed and to try again later. For
more information on installing the Macintosh client software, see the
Teachtext ReadMe file in the Microsoft UAM Volume.

A user has forgotten his or her password.

Assign the user a new password. To do so, use User Manager to reset the
password.

A user sees the message that their password is incorrect, even though it was
entered correctly.

The user might have two accounts, with different passwords, on separate
domains. Have the user enter the domain and then the account name in the
Name box when they log on. For example:

Domainl\alex02A
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The computer running Windows NT Server and SFM appears in the Chooser
on Macintosh clients and then disappears. The appearances are erratic and
unpredictable.

= Two physical AppleTalk networks have been given the same network
numbers. The server started first works fine. When the second server is started,
it appears in the Chooser on one Macintosh client, and then disappears and
appears in the Chooser on a different client. The order of appearance is
unpredictable.

Use the Configure button, available when you choose the Network icon in
Control Panel, to check the network numbers used for each physical network.
When you find the duplicates, change one so that all physical networks use
unique network numbers. After you make the change, restart the AppleTalk
Protocol on the server on which you made the change. Refer to Chapter 19,
“Configuring Services for Macintosh,” for more information.

If you find no duplicates, see if your network has a bridge that is filtering
packets. It might be filtering out the second server’s requests to find a unique
address.

The computer running Windows NT Server and printers intermittently
appears and disappears in the Chooser.
= Zones and network numbers are no longer in correspondence.

When you change the name of a zone, you must shut down the routers directly
connected to the networks in question for 10 to 15 minutes before restarting.
This allows the other routers to discard old zone information.

= If you haven’t changed zone names recently, this situation could occur if an
AppleTalk network number is duplicated on your AppleTalk internet.

Cannot find a file or folder.

= The user might not have the necessary permissions for the folder that contains
the file or folder in question. The administrator or the owner of the folder can
reset permissions to allow the user to access the folder.

Cannot save a file with an 8.3 filename from the Macintosh.

= A short name might already exist with that name; however, Macintosh users
cannot see it.

Give the 8.3 filename a different name.
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Cannot find a server.

Follow these steps:

1.

Be sure the cable system between the client and the server is correct. Be sure
the network connection, layout, and cable termination conform to the
specifications of the cable system you are using.

Start with the client that can’t find the server. If the cable system is LocalTalk,
ensure that the LocalTalk connector box is firmly attached to the printer port
on the back of the Macintosh client, not the modem port.

If the cable system is not LocalTalk, ensure that the network connector is
securely connected to its port. Select the Network icon in Control Panel to
review other network settings.

. Determine whether other clients are having the same problem.

If they are, check the cables and connections at the server, and ensure that the
server is operating properly. If the server is not the source of the problem,
proceed to step 4.

Check for breaks in the cable system. If the missing server is on a local
network, check each client between the client that can’t find the server and the
server until you find the server in the Chooser. The break in the cable system
is between the client that shows the server in the Chooser and the one that does
not,

If the missing server is on a different physical network in the internet, use your
router seeding plan and server information table to determine which client is
the first one beyond the router that links the two networks. Test that client, and
then test each client beyond it—in the direction of the server—until the server
appears in the Chooser. For more information about router seeding plans and
server databases, see Chapter 17, “Planning Your AppleTalk Network.”

If the server was visible at the first client, work backward toward your own
network, testing the client adjacent to each router until the server fails to
appear in the Chooser. Isolate the break by testing the clients on this network.

When you have isolated the network break, check the network cables and
connections at that location to make sure all are securely attached, and try
again to display the server in the Chooser. If necessary, try replacing cables or
connectors.
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Cannot see any zones within the Chooser on a Macintosh.

Make sure AppleTalk is active in the Chooser.

Open Control Panel, and then open the Network icon. Make sure the correct
network port is selected.

There might be router problems. Check for the following:

» The Macintosh might be running on an AppleTalk Phase 2 Network -
without the correct Ethernet driver.

= The router might be using Phase 1 and the rest of the internet is using
Phase 2.

» The Macintosh is configured for one type of network media (such as
LocalTalk) but is actually on a network that uses a different media type
(such as Ethernet or token ring).

If the problem persists, make sure all routers are configured properly.

The Microsoft UAM Volume cannot be found.

When the computer running Windows NT Server was installed, there might
have been insufficient disk space for the Microsoft UAM Volume. Or the
computer running Windows NT Server might have been installed without an
NTES partition.

In this case, you can create the volume by typing and entering the following at
the command prompt:

setup /i oemnxpsm.inf /¢ uaminstall

This command line copies UAM files to the AppleShare folder in the first
NTES partition and sets up Registry values for this volume in the Registry
Editor.

View of a folder is erased or does not match the view selected in the View
menu.

The folder owner must log on to the server, connect to the Macintosh-accessible
volume, and select a view (such as View By Icon, View By Name, and so on)
from the View menu. The selected view then remains in effect.

The Finder occasionally cannot show the correct view of a folder. Having the
folder owner log on and select the view resolves the situation.
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A file is now displayed with the default PC icon instead of the correct icon.

= The application that uses that type of data file might have been removed from
the Macintosh.

If the file had no resource fork, use the Apple ResEdit utility to reset the file
type and file creator of the file. Use this utility only if you are experienced
with it.

A PC user cannot see the contents of a folder.

= The PC user does not have sufficient permissions to view the contents of the
folder. Use the computer running Windows NT Server to make sure the user
has Read permission, or the folder owner can use a Macintosh to give the PC
user both the See Files and See Folders permissions. (A PC user must have
both these permissions to get the Windows NT Server Read permission.)

A Macintosh user did not receive a server message.

» Only Macintosh clients running version 2.1 (or later) of the AppleTalk Filing
Protocol can see server messages. Make sure the client has installed version
3.0 of AppleShare, which uses later versions of this protocol.

A user cannot automatically connect to a Macintosh-accessible volume using
an alias.

= Macintosh clients can be configured to automatically connect to volumes when
the client is started or when the user double-clicks an alias to an object on a
volume. However, automatic connection to volumes is not supported by the
Macintosh system software if the volume is configured with a volume
password, or if the user originally connected to the volume using Microsoft
Authentication.

If the volume has a password, you can mount it through the Chooser and then
use the alias. Or you can specify that it be opened at system startup time when
you mount the volume.

If you are using Microsoft Authentication to log on to the server, you must
mount the volume through the Chooser and then use the alias.
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Printing Issues and Solutions

The following are common situations involving printers or printing devices:

AppleTalk printers don’t show up in the Printers Folder’s Available
AppleTalk Printer’s dialog box.

»  Clicking the AppleTalk Zone name does not display the printers in that zone.
You must double-click the Zone name from this dialog box.

Printing error messages consistently appear when the printing device prints
documents.

= Reset the printing device by turning it off and then on again.

The PostScript error “Offending command” appears at the end of the
printed document or elsewhere.

= A user or administrator might have canceled the print job while it was
spooling. No action is necessary, and you can reprint the file as desired.

= A user is spooling to a PSTODIB printing device, and it has PostScript level 2
elements or is a PostScript level 2 document.

Print jobs fail to print.

= Check each printing device that prints jobs for these printers. If one of the
printing devices is turned off, all printing devices can stop printing.

Macintosh extended characters (such as bullets, smart quotes, and copyright
and trademark symbols) are changed into other characters on the
LaserWriter II.

= Set the communications port for the LaserWriter correctly, referring to the
owner’s manual for the printing device. If the LaserWriter hasn’t been set
correctly, printing problems can occur, regardless of how you set the COM
port in Control Panel in Windows NT Server. This problem affects
Macintoshes more frequently than PCs because Macintoshes use extended
characters more often than other clients do.
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Other Issues

Filenames—POSIX

= Do not use POSIX filenames in the same directory tree that Macintosh users
can access through Macintosh-accessible volumes. The POSIX subsystem is
case sensitive (that is, you could create one file called accounts, another called
ACCOUNTS and even another called Accounts).

MCA Computers and LocalTalk Cards

= Because of a hardware issue, the LocalTalk card should not be set to either
IRQL.5 or IRQL.6. Otherwise, Windows NT Server will not reboot on MCA
computers.

= The interrupt setting used for the Local Talk card should not be shared with
any other device.

Reinstalling and Permissions

= If you install Windows NT Server on a computer that already has an NTFS
partition, or if you reinstall Windows NT Server, you cannot designate or
redesignate a directory as a Macintosh-accessible volume. You can avoid this
situation by reformatting the NTFS partition or by simply not using formerly
created NTFS directories when creating Macintosh-accessible volumes.

Adding and Removing Trusted Domains

= If a domain administrator adds or removes a trusted domain, you need to stop
and restart the File Server for Macintosh so that it can register the changes.
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APPENDIX A

RAS Registry Values

When you install the Remote Access Service on a Windows NT Server computer,
the Setup program adds the Remote Access key to the Windows NT Registry.
The Remote Access key and its subkeys contain parameters specific to Remote
Access.

This appendix tells you how to modify Remote Access parameters in the Registry.

Modifying the Registry
The Remote Access Setup program adds Remote Access keys to the Windows NT
Registry.

Remote Access generally supplies good default values for RAS parameters, which
you normally do not need to override. Still, for some systems, you might want to
adjust individual parameters to suit your particular needs.

There are several sets of parameters you can modify or add. To override their
defaults, add or change the appropriate key in the Registry. You can find these
keys on the paths indicated in each section below.

> To edit the Registry
1. In the Start menu, click Run.
2. In the Open box, type regedt32.

This command can also be run from the Command Prompt.

For detailed information on how to add a parameter to a key in the Registry, see
online Help for the Windows NT Registry editor.
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RemoteAccess Parameters

The default values of these parameters work well for all Windows NT operations.
The Parameters subkey for RemoteAccess has the following Registry path:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RemoteAccess\Parame
ters.

AuthenticateRetries REG_DWORD 0to 10
Sets the maximum number of unsuccessful retries that are allowed if the initial
attempt at authentication fails.

Default: 2.

AuthenticateTime REG_DWORD 20-600 seconds
Sets the maximum time limit, in seconds, within which a user must be
successfully authenticated. If the client does not complete the authentication
process within this time, the user is disconnected.

Default: 120 seconds.

AutoDisconnect REG_DWORD 0-1000 minutes
Sets the time interval after which inactive connections are terminated.
Inactivity is measured by lack of NetBIOS session data transfer, such as
copying files, accessing network resources, and sending and receiving
electronic mail. You might want to set this parameter to O minutes if clients are
running NetBIOS datagram applications. Setting this parameter to Q turns off
AutoDisconnect. ‘

Default: 20 minutes.

CallbackTime REG_DWORD 2-12 seconds
Sets the time interval that the server waits before calling the client back when
the Callback feature has been set. Each client communicates the value of its
own callback time when connecting to a Remote Access server. This value can
be found in the Modem.inf file for the client. If this value is not communicated
(that is, if the client does not communicate a value for the callback time, as
with Remote Access version 1.0 and 1.1 clients), then the value of the
CallbackTime parameter becomes the default.

Default: 2 seconds.
EnableAudit REG_DWORD 0-1
Determines whether Remote Access auditing is turned on or off. If this feature

is enabled, all audits are recorded in the Windows NT event log. You can see
these audits in the Windows NT Event Viewer.

Default: 1 (enabled).
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NetbiosGatewayEnabled REG_DWORD 0-1
Makes the server function like a NetBIOS gateway, allowing clients to access
the LAN. If disabled, remote clients can access only the resources on the
Remote Access server in a point-to-point connection; dial-in users cannot see
the network or access network resources. This parameter should never be
modified directly. Use RAS Setup to modify this parameter because RAS
Setup also modifies bindings when changing this parameter.

Default: 1 (enabled).

NetbiosGateway Parameters

The Registry path for these entries is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RemoteAccess\Parame
ters\NetbiosGateway

DisableMcastFwdWhenSessionTraffic = REG_DWORD 0-1
Allows NetBIOS session traffic (for example, Windows NT—based
applications) to take priority over multicast datagrams (such as server
messages). In other words, multicast datagrams are transferred only when there
is no session traffic. Unless you’re using an application that depends on
multicast datagrams, leave this parameter enabled.

Default: 1 (enabled).

EnableBroadcast REG_DWORD 0-1
Determines whether broadcast datagrams are forwarded to remote computers.
Broadcast datagrams are not often useful and take up too much bandwidth on a
slow link. Unless you’re using an application that relies on broadcast
datagrams, leave this parameter disabled.

Default: 0 (disabled).
See also MultiCastForwardRate.

EnableNetbiosSessionsAuditing REG_DWORD 0-1
Turns on and off Remote Access auditing of the establishment of NetBIOS
sessions between the remote clients and the Windows NT servers. Turning this

parameter on helps the administrator track the NetBIOS resources accessed on
the LAN. |

Default: 0 (disabled).

MaxBcastDgBuffered REG_DWORD 16-255
Sets the number of broadcast datagrams that the gateway buffers for a client. If
you’re using an application that communicates extensively through multicast
or broadcast datagrams, then increase this parameter so that the Remote
Access server can deliver all datagrams reliably.

Default: 32.



312  Networking Supplement

MaxDgBufferedPerGroupName REG_DWORD 1-255
Sets the number of datagrams that can be buffered per group name. Increasing
this value buffers more datagrams per group name but also takes up more
virtual memory.

Default: 10.

MaxDynMem REG_DWORD 131072—- 4294967295
Sets the amount of virtual memory used to buffer NetBIOS session data for
each remote client.

Note Because the Remote Access server is a gateway between the slow line
and the LAN, data is stored (buffered) in its memory when coming from the
fast line (LAN) before it is forwarded to the slow line (asynchronous line).

The Remote Access server minimizes the usage of the system’s physical
memory by locking only a minimal set of pages (about 64K per client) and
making use of virtual memory (up to MaxDynMem) to buffer the rest of the
data.

So, as long as you have space on your hard disk to expand Pagefile.sys, you
can increase this parameter if needed.

You might have problems if you have an application with a LAN (fast) sender
and an asynchronous (slow) receiver, and if the sender is sending more data
than the Remote Access server can buffer in MaxDynMem. The Remote
Access server tries to apply a form of NetBIOS level flow control by not
submitting Ncb.receive on the session until it has enough buffer space to get
incoming data.

For this reason, if you have such an application, you should increase your
NetBIOS SEND/RECEIVE time-outs on the application server so that it waits
for all data to be transmitted over the slow link to the remote client.

Default: 655350.

MaxNames REG_DWORD 1-255
Sets the number of unique NetBIOS names each client can have, with a limit
of 255 names for all clients together.

Note Remote clients running Windows NT and Windows for Workgroups
might need as many as seven or eight names each. To accommodate these
computers, make sure MaxNames is set to 8 or greater. If you have

Windows NT or Windows for Workgroups clients dialing in to servers running
Remote Access version 1.1 or earlier, set this parameter to 8 or greater.

Default: 255.
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MaxSessions REG_DWORD 1-255
Sets the maximum number of simultaneous NetBIOS sessions each client can
have, with a limit of 255 sessions for all clients together. If you have multiple
clients connecting simultaneously with each running 4 or 5 sessions, decrease
the value of this parameter so that the total number of sessions does not exceed
255.

Default: 255.

MultiCastForwardRate REG_DWORD -1 (disabled), 0-32,767 seconds
Governs the multicasting of group name datagrams to all remote computers.
This parameter filters datagrams sent on group names by forwarding them at a
time interval specified by the parameter.

Default: 5.

The value -1 disables forwarding. The value 0 guarantees delivery of group
name datagrams. The value n forwards datagrams every n seconds, where 1<n
<32,767.

If the EnableBroadcast parameter is set to 0, then broadcasts are not
forwarded even if the MultiCastForwardRate parameter is set to a positive
number (in this case, only multicast datagrams are forwarded). If
MultiCastForwardRate is set to -1, broadcasts are still not forwarded even if
EnableBroadcast is set to 1. See also EnableBroadcast.

To save bandwidth for session traffic, you should filter the datagrams.
However, if you have an application based on multicast datagrams, set this
parameter to 0. Setting it to 0 guarantees delivery of all datagrams sent on
group names from the LAN to the remote client.

NumRecvQueryIndications REG_DWORD 1-32
Allows a Remote Access client to initiate multiple network connections
simultaneously. If a remote client is running a NetBIOS application that does
multiple NCB.CALL commands simultaneously, increase this parameter to
improve performance.

Default: 3.

RcevDgSubmittedPerGroupName REG_DWORD 1-32
Determines the number of NetBIOS commands of the type Receive Datagram
that can be submitted simultaneously per group name on the LAN stack. Keep
this setting as small as possible to minimize the amount of memory consumed
by system resources. Each datagram command received locks about 1.5K of
physical memory in the system.

Default: 3.
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RemoteListen REG_DWORD 0-2
Sets the level of access that a LAN client has to a remote client’s resources.
This is done by posting NCB.LISTEN commands on the NetBIOS names of

the client. - :
Setting Meaning Remark
0 Allows no access. Because every remote listen posted
consumes one session, setting this
parameter to O saves sessions.
1 Makes the Server and A remote client running the Server service
Messenger services can make its resources (such as disks and
available on the client. printers) available to LAN users. A
remote client running the Messenger
service can receive messages from LAN
users, printers, and so on.
2 Enables NCB.LISTEN for This setting allows any NetBIOS
all remote client NetBIOS application running on a client to answer
names. NCB.CALL commands issued by LAN
applications.

Note Itis best to leave the RemoteListen parameter set to the default, 1
(messages).

. Allowing NCB.LISTEN capability on remote clients can significantly drain
system resources and therefore is not recommended. If the RemoteListen
parameter is configured to 2, Remote Access posts an NCB.LISTEN on all
NetBIOS names of Remote Access clients. Considering that the average
Windows NT client has about 7 or 8 NetBIOS names assigned to it, the total
number of NetBIOS names for which an NCB.LISTEN would be posted is 7
or 8 * 256 (the maximum number of clients per Remote Access server).

Default: 1 (messages).

SizWorkBufs REG_DWORD 1024-65536
Sets the size of work buffers. The default setting is optimized for the server
message block (SMB) protocol, the protocol between the client and the server
‘running Windows NT Server.

Default: 4500.
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IP Parameters

The Registry path for these entries is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RemoteAccess
\Parameters\IP

WINSNameServer REG_SZ [P Address
Change this parameter in a RAS server’s Registry to override the automatic
assignment of the RAS server’s WINS server to the RAS client.

This parameter appears in the Registry only during an active connection to a
RAS server.

WINSNameServerBackup REG_SZ [P Address
Add this parameter to a RAS server’s Registry to override the automatic
assignment of the RAS server’s backup WINS server to the RAS client.

. This parameter appears in the Registry only during an active connection to a
RAS server.

WIDNSNameServers REG_MULTI_SZ [P Addresses
Add this parameter to a RAS server’s Registry to override the automatic
assignment of the RAS server’s DNS servers to the RAS client.

This parameter appears in the Registry only during an active connection to a
RAS server.

AsyncMac Parameters

The Registry path for these entries is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services
\AsyncMacn\Parameters

MaxFrameSize REG_DWORD 576-1514
Determines the maximum frame size. Use smaller frames for noisy links. A
lower setting sends less data per frame, slowing performance. Do not change
this parameter for previous versions of the Remote Access Service. The value
is negotiated between the server and Windows NT clients.

Default: 1514.

TimeoutBase REG_DWORD 500-1000
Determines the amount of time that elapses on a NetBIOS gateway before a
connection is disconnected. If you are experiencing an abnormal number of
time-out errors using the NetBIOS gateway (more than 10 time-outs per 100
kilobytes received), increase the TimeoutBase value from 500 to 1000 if your
computer has a security device or your computer’s modems have hardware
compression or error control enabled.
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With TimeoutBase increased to 1000, network functionality may on very rare
occasions act abnormally. For example, you might have to type network
commands more than once, or functionality may periodically slow down.

Default: 500.

NdisWan Parameter

The Registry path for this entry is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services
\NdisWan\Parameters

NetworkAddress=""xxxxxx" REG_SZ  Network address

Add this parameter to reassign the first 4 bytes of the 6-byte IEEE address. For
example, if you reset the address to "03-1F-2C-81-92-34", only the first 4
bytes are looked at. The last 2 bytes are reserved to uniquely identify the port.
Reset this parameter in the NdisWan\Parameters key with the datatype
REG_SZ.

NwinkRip Parameters

The Registry path for these entries is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NwIinkRip\Parameters

NetbiosRouting REG_DWORD

Range: 0,2, 4, 0r 6

Controls the forwarding of IPX NetBIOS broadcast packets to and from the
LAN. The RAS server can forward NetBIOS broadcast packets (IPX type-20)
between RAS clients and the local network.

Set to 2, this parameter enables forwarding of NetBIOS broadcast packets
from the remote client to the LAN.

Set to 4, this parameter enables forwarding of NetBIOS broadcast packets
from the LAN to the remote client.

Set to 6, this parameter enables two-way forwarding of NetBIOS packets
between remote clients and the LAN.

You may also need to set the DisableDialinNetbios registry entry, depending
on your IPX NetBIOS application configuration. See the “NwlnkIpx
Parameters” section for more information.

Default: 2.
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RaslMan Parameters

The Registry path for this entry is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RasMan\Parameters

Logging REG_DWORD 0-1
Sets logging of all communication from serial ports to the device connected to
them during command mode. This parameter is useful for solving problems
with serial devices and for testing new entries added to the Modem.inf or
Pad.inf files.

Because some of the information will not be printable characters, you might
want to view the Device.log file in a text editor that can display both character
and hexadecimal output. Also, Device.log contains a carriage return and line
feed at the end of each line. These bytes are provided by the program that
creates the Device.log file and do not represent information communicated
from or to the device.

Set to 1, communication from the serial port to the device connected to it will
be logged in the file \systemroof\system32\ras\device.log.

Logging is suspended after successful connection to the remote device and
transmission of data. Logging resumes when a new connection is established
and is appended to Device.log until the file size exceeds approximately 100K.
Device.log is then cleared and logging resumes. Device.log is also cleared
when any RAS component is started after all RAS components have been
stopped.

Default: 0.

PPP Parameters

The Registry path for these entries is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RasMan\PPP

MaxTerminate REG_DWORD O0-unlimited
Sets the number of Terminate-Request packets sent without receiving a
Terminate-Ack before assuming that the peer is unable to respond.

Default: 2.

MaxConfigure REG_DWORD O—unlimited
Sets the number of Configure-Request packets sent without receiving a valid
Configure-Ack, Configure-Nak, or Configure-Reject before assuming that the
peer is unable to respond.

Default: 10.
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MaxFailure REG_DWORD O-unlimited
Sets the number of Configure-Nak packets sent without sending a Configure-
Ack before assuming that the configuration is not converging.

Default: 10.

MaxReject REG_DWORD O-unlimited
Sets the number of Config-Rejects sent before assuming that the PPP
negotiation will not converge.

Default: 5.

RestartTimer REG_DWORD O—unlimited
Sets the time (in seconds) available for transmission of Configure-Request and
Terminate-Request packets. Expiration of the Restart timer causes a time-out
event, and retransmission of the corresponding Configure-Request or
Terminate-Request packet.

Default: 3.

NegotiateTime REG_DWORD O—unlimited
Sets the amount of time allowed (in seconds) for PPP negotiation to converge
successfully before disconnecting the line. 0 means that the line will never be
hung up.
Default: 150.

ForceEncryptedPassword REG_DWORD 0-1
Used on RAS servers only. Sets the use of the Crypto-Handshake
Authentication Protocol (CHAP) while authenticating clients. Set to 1, the

server will use CHAP during authentication. Set to 0, the server will negotiate
PAP.

Default: 1.

Logging REG_DWORD 0-1
Sets logging of PPP events. Set to 1, all PPP events will be logged in the file
\systemroof\system32\ras\ppp.log. This parameter is useful for solving
problems with PPP connections.

Default: 0.

DisableSoftwareCompression = REG_DWORD 0-1
Enables or disables software compression. Set to 1, software compression is
disabled. Set to 0, software compression is enabled.

Default: 0.
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PPP Subkeys

The following entries are subkeys to the PPP key:

CBCP REG_EXPAND_SZ DLL Path
Specifies the location of the Callback Control Protocol (CBCP) DLL. CBCP
negotiates callback information with the remote client. Always present.

CHAP REG_EXPAND_SZ  DLL Path
Specifies the location of the Crypto-Handshake Authentication Protocol
(CHAP) DLL. Always present.

COMPCP REG_EXPAND_SZ  DLL Path
Specifies the location of the Compression Control Protocol (CCP) DLL. CCP
negotiates compression with the remote client. Always present.

IPCP REG_EXPAND_SZ DLL Path
Specifies the location of the Internet Protocol Control Protocol (IPCP) DLL.
Present if RAS is configured to use TCP/IP and TCP/IP is installed.

These parameters can be added to the IPCP subkey:
AcceptVJCompression REG_DWORD
Range: 0 - 1

Add this parameter to prevent IPCP from accepting IPCP standard option
0x02, Van Jacobson header compression. If this parameter has not been
added or is set to 1, RAS clients will accept VJ compression.

Default: not in registry

PriorityBasedOnSubNetwork REG_DWORD
Range: 0-1
A computer can connect to the LAN using a network card and a RAS
connection. If the RAS connection and the LAN network adapter card are
assigned addresses with the same network number and the Use Default
Gateway On Remote Network checkbox is selected, then all packets will

be sent over the RAS connection, though the two addresses are in different
subnetworks within the same network.

Set this parameter to 1 to send packets over the network card.

For example, if the network adapter card has IP address 10.1.1.1 (subnet

. mask 255.255.0.0) and the RAS connection is assigned the address
10.2.1.1, RAS will send all 10.x.x.x packets using the RAS connection. If
the parameter is set, RAS will send 10.2.x.x packets using the RAS
connection and 10.1.x.x packets using the network adapter card.

Default: not in registry
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RequestNameServerAddresses REG_DWORD
Range: 0-1

Add this parameter on RAS clients to prevent IPCP from requesting the
Microsoft extension options for WINS and DNS server address negotiation,
i.e. IPCP options 0x81, 0x82, 0x83, 0x84. If this parameter has not been
added or is set to 1, the client-side will request the addresses.

Default: not in registry
RequestVJCompression REG_DWORD
Range: 0-1

Add this parameter on RAS clients to prevent IPCP from requesting IPCP
standard option 0x02, Van Jacobson header compression. If this parameter
has not been added or is set to 1, RAS clients will request VJ compression.

Default: not in registry

IPXCP REG_EXPAND_SZ  DLL Path
Specifies the location of the Internetwork Packet Exchange Control Protocol
(IPXCP) DLL. Present if RAS is configured to use IPX and the Client Service
for NetWare or Gateway Service for NetWare is installed.

NBFCP REG_EXPAND_SZ DLL Path
Specifies the location of the NetBEUI Framing Control Protocol (NBFCP)
DLL. Present if RAS is configured to use NetBEUI and NetBEUI is installed.

PAP REG_EXPAND_SZ DLL Path
Specifies the location of the Password Authentication Protocol (PAP) DLL.
Always present.

Rdr Parameters

The Registry path for this entry is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Rdr\Parameters

RawloTimeLimit ~REG_DWORD  see below
This parameter applies only to configurations using the NetBIOS gateway.

Sets the redirector to send data in 64 kilobyte blocks. When RawIoTimeLimit
turned on, throughput increases by 10-15 percent. All other simultaneous data
transfers are blocked when communicating at this speed.

This parameter is turned off for slow links and on for faster links, by default.
For example, if you are communicating at 14,400 bps or slower, this feature is
turned off. If you are communicating at faster speeds, such as through an ISDN
line, this feature is turned on.
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The following list shows what values turn raw I/O on and off for ISDN
connections:

RawloTimeLimit set to 9:
Raw I/O is enabled when connected through one 64K channel. Raw I/O is
enabled when connected through two 64K channels.

RawloTimeLimit set to 5 (default):
Raw I/O is disabled when connected through one 64K channel. Raw I/O is
enabled when connected through two 64K channels.

RawloTimeLimit set to O:
Raw I/O is disabled when connected through one 64K channel.Raw /O is
disabled when connected through two 64K channels.

RasArp Parameters

The Registry path for this entry is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RasArp\Parameters

FilterBroadcasts REG_DWORD
Range: 0 - 1

Add this parameter to cause RAS to transmit broadcast packets (for example,
destination IP address 255.255.255.255) and subnet multicasts (for example,
destination IP address 11.101.255.255). Set this parameter to O on clients if the
computer is calling into third-party remote access routers that support
broadcast/multicast forwarding. (Windows NT Remote Access servers do not
forward broadcasts or multicasts.)

Default: 1.

Nbf Parameters

The Registry path for this entry is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Nbf\Parameters

InitUIFrames REG_DWORD
Range: 0 - unlimited

Add this parameter to set the number of NetBIOS names that can be added to
the network simultaneously from a RAS client.

Default: 5.
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Nwinkipx Parameters

The Registry path for these entries is the following:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NwinkIpx\Parameters

DisableDialinNetbios REG_DWORD
Range: 0- 3
Controls the forwarding of IPX type 20 packets between the remote RAS
client, the LAN (by means of the RAS IPX router) and the RAS server running
an IPX NetBIOS application (internal net). This parameter controls only dial-
in lines on RAS servers.

Set to 0, IPX type 20 packets will broadcast from the RAS server to remote
clients and from the remote clients to the RAS server then through the IPX
router for broadcast on the LAN (if the router is configured to forward IPX
NetBIOS packets. :

Set to 1 (default), IPX type 20 packets will broadcast only from remote clients
to the internal net and to the RAS IPX router. This settmg disables broadcasts
from the internal net to the remote clients.

Set to 2, IPX type 20 packets will broadcast from the internal net to the remote
clients. .
Set to 3, all IPX type 20 broadcasts are disabled.

You might also need to set the Netbiostuting registry entry, depending on
your IPX NetBIOS application configuration. See the “NwlnkRip
Parameters”section for more information.

Default: 1.
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RAS Cabling

Most ISA and EISA computers have one of the following serial port connectors:

= 25-pin male “D-shell” connectors

= 9-pin male connectors

Most—but not all—off-the-shelf cables will work with your modems. Some
cables do not have all the pins connected as shown in the following tables. When
purchasing cables, tell your dealer exactly what you need, and provide the
information in these tables to be sure you have the correct match.

Note Do not use the 9-to-25-pin converters that come with most mouse hardware,
because some of them do not carry modem signals.

25-Pin Cabling

As Table B.1 shows, pins 1 through 8 on the serial port connector are wired to
their counterparts on the modem connector. Ribbon cables usually have all 25
pins wired straight across, but they can cause interference to TVs, radios, and

VCRs. To prevent this problem, use shielded RS-232 cable.

Table B.1 25-Pin Cable Wiring

25-pin serial port 25-pin modem Signal
connector connector

1 1 Ground

2 2 Transmit Data

3 3 Receive Data

4 4 Request to Send

(continued)
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Table B.2 25-Pin Cable Wiring

25-pin serial port 25-pin modem Signal

connector connector

5 5 Clear to Send

6 6 Data Set Ready

7 7 Signal Ground

8 8 Carrier Detect

20 20 Data Terminal Ready

9-Pin Cabling

The following table shows how to connect a 9-pin serial port connector on a
computer to a 25-pin connector on a modem. Again, if you buy an off-the-shelf
cable, be sure all pins are connected as shown in Table B.2.

Table B.2 9-Pin Cable Wiring

9-pin serial port 25-pin modem Signal

connector connector

1 8 Carrier Detect

2 3 Receive Data

3 2 Transmit Data

4 20 Data Terminal Ready
5 7 Signal Ground

6 6 Data Set Ready

7 4 Request to Send

8 5 Clear to Send

9 22 Ring Indicator (optional)

Note Some modems have the Data Set Ready (DSR) signal physically tied to the
Data Carrier Detect (DCD) signal. Some 1200-bps modems and other 2400-bps
modems have dip switches default to this setting as well. As a result, if such a
modem loses power while listening for a call, the Remote Access server cannot
detect the condition because the DSR will not change as it does with other

modems.




Appendixes B RAS Cabling 325

Serial Cabling Requirements

The remote Access Service requires the following pins on the RS-232 cable:

Rx
Tx
CTS
RTS
DTR
DSR
DCD

Receive

Transmit

Clear To Send
Ready To Send

Data Terminal Ready
Data Set Ready

Data Carrier Detected

Caution All the pins listed above must be present. The Remote Access Service
does not work if any of the seven pins is missing. If any pins are not present and
working, the Remote Access Service reports a hardware error.

Null Modem Cabling

If you are using a null modem to make a direct serial connection between two
computers, your cable must be wired as shown in tables B.3 and B.4.

Table B.3 9-Pin Null Modem Cabling

Remote host serial port Calling system serial port  Signal

connector connector

3 2 Transmit Data

2 3 Receive Data

7 8 Request to Send

8 7 Clear to Send

6,1 4 Data Set Ready and Carrier
Detect

5 Signal Ground

4 6,1 Data Terminal Ready
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Table B.4 25-Pin Null Modem Cabling

Remote host serial port

Calling system serial port

Signal

connector connector

2 3 Transmit Data

3 2 Receive Data

4 5 Request to Send

5 4 Clear to Send

6,8 20 Data Set Ready and Carrier
Detect

7 Signal Ground

20 6,8 Data Terminal Ready

Off-the-shelf null modem cables might be improperly wired. Be sure to tell your
dealer that your null modem cables must be wired as shown in Table B.4.
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Understanding Modem.inf

RAS now supports modems through the Universal Modem Driver (Unimodem)
and continues to support modems described in this chapter for older legacy
systems. To configure a previously installed unsupported modem to work with the
Remote Access Service, add an entry for that modem in the Modem.inf file.

For more information on Unimodem, see the files Mdk.doc and Reg.doc at the
following location: ftp:/ftp.microsoft.com/developr/drg/modem/modemdev.exe.

Modemdev.exe is a self-extracting compressed file. Run it to obtain Mdk.doc and
Reg.doc.

Note The files are Windows 95 documents that are also relevant to Windows NT
except for the following areas:

= Plug and Play (PnP)
= Voice INF structures

»  VoiceView support

= Parallel port modems

The Modem.inf File

The Modem.inf file lists all modems supported by Remote Access, along with the
command and response strings each modem needs for correct operation. When
you select a modem during Remote Access installation, the Setup program
associates the selected modem with the specified communication port. Remote
Access connection utilities read Modem.inf to obtain the command strings for the
modem associated with each communication port. You can find Modem.inf in the
\systemroot\system32\ras directory.
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Responses

The Modem.inf file consists of two main parts:
= A global [Responses] section

= Individual sections for each supported modem, such as [Hayes V 9600]

Each section contains the following four components. The first three must appear
in the order given. Comment lines can appear anywhere.

Component Quantity
Section header Only one
Configuration parameters and substitution macros Zero or more
Commands One or more
Comment lines Zero or more

A command-response set consists of one command followed by zero or more
responses. Responses are strings expected from the device; they can contain
macros. Responses take the following form:

keyword=value_string

The Modem.inf file contains two types of responses:

Type of response Location
Global In the [Responses] section
Private Immediately following the command line that is expected to

produce the response, and before the next command line

A modem can match any response. If the modem returns only carrier bps, put the
expected responses in the private modem section; if the modem returns connect
bps or both carrier bps and connect bps, put the expected responses in the global
section. To find out which bps string(s) your modem returns, see the modem
documentation.

Global Responses

Responses used by most modems are in the global [Responses] section of
Modem.inf. For example:

[Responses]
LOOP=<cr><1f>RING<cr><1f>
CONNECT_V42=<cr><1f>CONNECT <connectbps> RELIABLE EC=(LAPM) \
DC=(None)<cr><1f>
ERROR=<cr><1f>ERRORLcr><1f>
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Syntax

The only information contained by LOOP is that another response is coming.
Remote Access then waits for that response before moving on. Any response
keyword beginning with LOOP or LOOP_ acts this way.

Private Responses

Specific Modem.inf sections can contain private response strings. Remote Access
checks for private responses first. If it doesn’t find a response string to match the
actual string returned by the modem, it continues checking in the global response
section. There is one exception: If the first part of a string containing an <append>
macro is matched in the private section, the global section will not be searched.
Instead, Remote Access waits a few seconds for the rest of the string to arrive
from the modem.

For information about adding an entry to Modem.inf, see “Adding a New Modem
to Modem.inf,” in this appendix.

The following example shows a section with private responses. Microsoft
encourages you to use this method of inserting responses for any section you add.

COMMAND_LISTEN=ATS@=1<cr>

CONNECT=<cr><1f>CONNECT <carrierbps><cr><1f>
CONNECT_EC=<cr><1f>CONNECT <carrierbps>/MNP<cr><1f>
CONNECT_EC=<cr><1f>CONNECT <carrierbps>/MNP/COMPRESSED<cr><1f>
CONNECT_EC=<cr><1f>CONNECT <carrierbps>/MNP COMPRESSED<cr><1f>
CONNECT_EC=<cr><1f>CONNECT <carrierbps>/V42<cr><1f>
CONNECT_EC=<cr><1f>CONNECT <carrierbps>/V42BIS<cr><1f>

Modem.inf file syntax consists of two components: section headers and
configuration parameters.

Section Headers

A section header is a string of up to 32 characters between square brackets, and it
occupies the first line in each section. It identifies the specific device to which the
section applies. In Modem.inf, the section header typically lists the modem make
and model. For example, [Hayes V 9600].
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Configuration Parameters

Remote Access works with the modem through configuration parameters, which
take the following form:

parameter_name=value_string
For example:

MAXCARRIERBPS=9600
CALLBACKTIME~8

Substitution Macros

Substitution macros are placeholders that are replaced in command strings.
Macros follow these rules:

» In the Modem.inf file, macros must come before the first command and, by
convention, after the configuration parameters.

= Macro names must be enclosed in angle brackets (< >).

For example:

<reset>=&F
<speaker_on>=M1
<speaker_off>=M0

There are two types of macros:

Macro Type Form
Unary <macro_name>=value_string
Binary <macro_name_ON>=value_string

<macro_name_OFF>=value_string

The command AT<reset><cr> would be sent as AT&F<cr>. Binary macro
placeholders are replaced according to instructions from the user. For example, if
the user disables the speaker, the command AT<speaker><cr> is sent as
ATMO<cr>. If the user enables the speaker, it is sent as ATM1<cr>.

Some responses can also use macros. Most macros in response strings behave as
they do in commands. However, certain macros (such as <carrierbps> and
<diagnostics>) capture information such as baud rate from the device response
string.
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Nested macros are not allowed. Two adjacent left angle brackets are interpreted as
a less than sign, and two adjacent right angle brackets are interpreted as a greater
than sign. This allows greater than and less than symbols to be used in a command
string when required.

The macros in the following list are reserved words: You cannot define them in
Modem.inf when creating a new macro. Reserved words are case insensitive.

= carrierbps

= connectbps

= message

» phonenumber

= cr

« If

» match

» ?
= append
= hXX

= ignore

Caution These macros are defined internally and can be used in Modem.inf, just
as phonenumber is used in the COMMAND_DIAL= string.

For additional reserved words, see “PAD.INF Format,” in Chapter 9, “X.25 PAD
Support.”

Table C.1 lists macros defined in the file’s Modem.inf. Always enclose these
macros in angle brackets (< >).

Table C.1 Macros Defined in Modem.inf

Macro Function

speaker Turns the modem speaker on or off.

protocol Turns the error correction protocol on or off.

compression Turns modem compression on or off.

hwflowcontrol Tells the modem whether to use hardware flow control between the
COM port and modem.

cr Inserts a carriage return.

If Inserts a line feed.

(continued)
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Table C.1 Macros Defined in Modem.inf

Macro Function

match Reports a match if the string enclosed in quotation marks is found
in the device response. For example, <match>“Smith” matches
Jane Smith and John Smith III.

? Inserts a wildcard character, for example, CO<?><?7>2 matches
COOL2 or COAT?2, but not COOL3.
append Causes information to be broken into two segments and received

from the modem one segment at a time. The client expects delays
between the segments and waits until all the information has
arrived. See the sample Modem.inf file for an example.

hXX (XX are Allows any hexadecimal character to appear in a string including
hexadecimal digits) the zero byte, <h00>.

ignore Ignores the rest of a response from the macro on. For example,
<cr><If>CONNECTV-<ignore> reads the following responses as
the same: “ctif CONNECTV-1.1” and “crlf CONNECTV-2.3.”

In Table C.1, the first four macros (speaker, protocol, compression, and
hwflowcontrol) are binary macros. Define them, using the speaker example (first
example in this section) as a model.

As values, use them as shown in the following example:

COMMAND_INIT=AT<speaker><cr>

This command sends ATM1<cr> to the modem if the speaker is to be turned on
and ATMO<cr> if the speaker is to be turned off. Through the Remote Access
Phone Book, the user determines which macros are to be on or off. The Phone
Book then reads the Modem.inf file to find out which value string to send to the
modem. Note that value strings sometimes differ among modems.

The Remote Access Service uses the last five macros in the Table C.1 (match, ?,
append, hXX, and ignore) in response strings to recognize responses from a
modem or another device. ‘

Commands

Commands are strings of characters sent to the modem. These strings can contain
macros and take the following form:

command_keyword=value_string
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The set of command keywords (or types) is as follows:

= COMMAND_INIT
= COMMAND_DIAL
« COMMAND_LISTEN

The Modem.inf file initializes the modem, dials a phone number, and puts the
modem into answer mode with the command types COMMAND_INIT,
COMMAND_DIAL, and COMMAND_LISTEN. Commands of a given type
are executed in the order found in the Modem.inf file. By convention, commands
of the same type are grouped together, as shown in the following example from
Modem.inf:

COMMAND_INIT=AT&F&C1&D2 V1 S0=0 S2=128 S7=55 W@ S95=44<cr>
COMMAND_INIT=AT<speaker><protocol><compression><hwflowcontrol><cr>
COMMAND_LISTEN=ATSQO=1<cr>

COMMAND_DIAL=ATDT<phonenumber><cr>

Multiple Command Strings

Because most modems accept strings of about 50 characters, the Remote Access
Service supports multiple command strings. This allows you to break up long
commands into strings the modem can accept.

For example, the first line could be rewritten as a multiple command string:

COMMAND_INIT=AT&F&C1&D2 V1 S0=0 S2=128 S7=55 W0 \
S95=44<speaker><protocol><compression><hwflowcontrol><cr>

COMMAND_INIT=AT&F&C1&D2 V1 S0=0 S2=128 S7=55 W@ S95=44<cr>
COMMAND_INIT=AT<speaker><protocol><compression><hwflowcontrol><cr>

Notice that each string

= Is acommand in its own right
= Begins with AT and ends with a carriage return (<cr>)

= Gets a response before going to the next string
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Comment Lines

Comment lines convey important information to those who maintain the .INF
files. Comment lines begin with a semicolon (;), and can appear anywhere in the
file. For example:

; Explanation of modem commands

; &F Reset modem to factory default settings

; &C1 DCD tracks presence of modem carrier

; &D2 Hangup & disable autoanswer when DTR goes from ON TO OFF

Line Continuation

A backslash (\) indicates that commands or responses are continued on the next
line. Line continuations can make files more legible. A double backslash (\\)
denotes a backslash.

For example:

CONNECT_EC=\

<cr><1f>CARRIER <carrierbps><cr><1f><append>\
<cr><1f>PROTOCOL: V.42/LAPM<cr><1f>\
<er><Tf>COMPRESSION: NONE<cr><1f>\
<cr><1f>CONNECT <connectbps><cr><1f>

<protocol_on>=K0
<protocol_off>=K1

Assigning an Alias

If a modem’s command strings are identical to those already listed for another
modem, the name of the latter modem can be used as an alias for the former.

For example:

[QT Modem]
ALIAS=Codex 326X Fast

In this example, the QT modem uses command strings of a Codex 326X Fast
modem.
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An alias to an alias is not allowed. In other words, you cannot nest aliases. For
example, to alias two modems to another modem, you must alias them directly:

[Modem 1]

;:Modem 1's normal entries go here
[Modem 2]

ALIAS=Modem 1

[Modem 3]

ALIAS=Modem 1
;You cannot say ALIAS=Modem 2

Adding Modem Detection Information to Modem.inf

The command and response that enable Remote Access Setup to automatically
detect modems are

= DETECT_STRING
= DETECT_RESPONSE

Insert the appropriate modem identification command after the
DETECT_STRING parameter, followed by <cr>. Then insert the response
expected from the modem after the DETECT_RESPONSE parameter. For
example:

[DataRace RediModem V.32bis]; Command sent is ATI3<cr>, and the response
is ; "PC Half-Card V.32bis/V.42bis/Fax". Actually, the modem; might
return more than just the string in quotation marks,; but all that is
needed to make a positive identification is; the information in
quotation marks.

DETECT_STRING=ATI3<cr>DETECT_RESPONSE=PC Half-Card V.32bis/V.42bis/Fax

If several possible responses might be returned for a specific modem, then for
each DETECT_STRING command, list all possible combinations of responses.
For example, the following section enables Setup to detect the [Datatrek
2424AMH] modem. Setup sends the ATI9 command and expects any one of the
four possible responses to be returned.

DETECT_STRING=ATI9<cr>DETECT_RESPONSE=C3DETECT_RESPONSE=C2DETECT_RESPONS
E=3.DETECT_RESPONSE=2.

If multiple commands are required to make a positive identification, list all the
required commands and their corresponding responses. For example, the
following section enables Setup to detect the [Intel 9600EX] modem. Setup
expects specific responses for both the ATIO and ATI3 commands in order to
make a unique identification.

DETECT_STRING=ATIO<cr>DETECT_RESPONSE=969DETECT_STRING=ATI3<cr>DETECT_RE
SPONSE=U21
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Adding a New Modem to Modem.inf

If you use a modem that is not explicitly supported in Modem.inf, you can append
a new section containing the command strings the modem requires. The name of
the section should be the name of your modem and should be enclosed in
brackets. For information about macros used in building a new section, see
“Substitution Macros,” in this appendix.

Note To minimize the risk of corrupting existing modem sections, be sure to add
new sections to the end of the Modem.inf file.

P> To edit Modem.inf for a new modem

1. Back up your existing Modem.inf file.

2. Copy an existing section to the end of Modem.inf and rename the section
header of the copy to the name of your modem. For information about section
headers, see “Section Headers,” in this appendix.

3. Change MAXCONNECTBPS and MAXCARRIERBPS to the values of the
new modem, and set values for CALLBACKTIME and DEFAULTOFEF. For

example:

MAXCARRIERBPS=9600
MAXCONNECTBPS=19200
CALLBACKTIME=10

DEFAULTOFF=speaker compression

Configuration parameter

Description

MAXCARRIERBPS

MAXCONNECTBPS

CALLBACKTIME

DEFAULTOFF

The maximum speed at which the client’s modem
and the Remote Access server’s modem exchange
data (bps rate on the telephone line). This speed is
always equal to or less than MAXCONNECTBPS.

The maximum speed at which a modem talks to the
computer (DTE to DCE bps transfer rate). Set this
value to the maximum serial port bps that the modem
can support.

The time in seconds that the server waits before
calling the client back. This delay allows the client’s
modem to reset itself. Start with 10 seconds, and
increase this number if there are problems.

A list of all the on/off macros that you want set to off
by default, until turned on by Rasphone.exe.
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4. Change the command strings for hwflowcontrol, protocol (error control),
compression, and speaker. Check your modem’s documentation for the
correct values.

For example:

<hwflowcontrol_off>=&K0
<hwflowcontrol_on>=&K3
<protocol_off>=4Q0 S36=1
<{protocol_on>=&Q5 S36=5 S46=138
<compression_off>=*DCO
<compression_on>=*DC1
<speaker_on>=M1
<speaker_off>=M@

Note If you don’t find values for these commands in your modem’s
documentation, contact the modem manufacturer. If a modem does not support
these features, omit these macros from Modem.inf. (If you omit a macro
definition in step 4, be sure to also omit the same macro in the
COMMAND_INIT string in step 5.)

5. And finally, change the commands in the following example. Again, check
your modem’s documentation for the correct values. :
COMMAND_INIT=AT&F&C1&D2 v1 s0=0 s2=128 s7=55 wl<cr>
COMMAND_INIT=AT<hwflowcontrol><protocol><compression><speaker><cr>
COMMAND_LISTEN=ATS@=1<cr>
COMMAND_DIAL=ATDT<phonenumber><cr>

Command Description
COMMAND_INIT Initializes the modem.
COMMAND_LISTEN Sets the modem to autoanswer mode. Check your

modem’s documentation for the value that makes the
modem answer after the first ring. Insert this value
for Remote Access servers and clients configured for
callback.

COMMAND_DIAL Dials the phone number and connects. Do not enter
an actual phone number here. Enter
<phonenumber>, as shown in the example.



338  Networking Supplement

The following table lists the modes to which you should initialize your modem.
The codes in the left column show examples of each mode. Codes like these form
the COMMAND_INIT string. For the codes used by your modem, consult the
modem’s documentation.

Table C.2 Sample COMMAND_INIT Codes

Code Meaning

&F Restores factory settings

&C1 Causes data carrier detect (DCD) to track the presence of a data
carrier

&D2 Hangs up and disables autoanswer when the data terminal ready
(DTR) signal goes from on to off (high to low)

\'A Allows verbose (English words) return codes

L1 Lowers the speaker volume

Q0 * Lets the modem return result codes

El Enables character echo in the command state

SO Answers on a certain ring number: S0=0 for
COMMAND_INIT, S0=1 for COMMAND_LISTEN

S52=128 Disables the escape character

S7=55 Sets the carrier waiting time (to about 55 seconds)

AVA Enables negotiation progress messages

S95=44 Allows carrier, protocol, and compression messages

By being meticulous when you create a new modem section, you can reduce the
need for debugging later. Microsoft also recommends that you document your
work: Doing so allows others to quickly understand the entries and helps you
remember your programming rationale. Be sure to type a semicolon (;) at the
beginning of each comment line.

Important If you edit Modem.inf and your new modem does not work, restore the
original version of the file and use one of the modems listed in the Hardware
Compatibility List.




APPENDIX D

Services for Macintosh
Registry Values

Windows NT Server maintains configuration information in a database called the
Registry. The database consists of keys and subkeys where values are stored. You
can change the values with the Registry Editor, REGEDT32.EXE. (The Registry
replaces the .INI files you might have used in previous versions of the Windows
environment and LAN Manager.) The Registry and Registry Editor are explained
more fully in the Windows NT Server Registry Editor online Help and in the
Windows NT Server Resource Kit.

When Services for Macintosh (SFM) is set up, additional values are added to the
keys and subkeys of the Registry. It’s a good idea to retain the default values. (If
you must perform repair, refer to this chapter for some values you might need to
change.).

Changing Registry Key Values

This section provides a brief description of the process for changing key values.

P> To edit the Registry

For detailed information on how to add a parameter to a key in the Registry, see
online Help for the Windows NT Registry editor.

> To change key values
1. From the Start menu, click Run.
2. Type regedt32 and click OK.
This command can also be run from the Command Prompt.

3. In the HKEY_LOCAL_MACHINE window, choose the System directory, and
then the CurrentControlSet directory.

4. Choose the Services directory.
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5. Choose the directory corresponding to the service you want to change, either
AppleTalk or MacFile. (Do not change entries in the MacPrint or MacSrv
service.)

6. Look at the corresponding section of this appendix to review the values for
that service.

7. When you’re ready to make changes, double-click the entry to display the
appropriate editor for that data type.

AppleTalk Key Values

To change the key values for the AppleTalk stack, choose AppleTalk in step 5 of
the preceding section. Values for AppleTalk Adapter and Parameter subkeys
follow. (Linkage values should not be changed and are not described.)

Adapter Key Values

One subkey exists for each AppleTalk-compatlble adapter on the computer. The
Registry entries for the Elnkii01 adapter are used as an example.

Entry Name- Data Type Range of Values
AarpRetries: , REG_DWORD: Oxa

This hexadecimal value specifies the maximum number of AppleTalk address
resolution protocol packets to be sent by the AppleTalk Protocol.

The default is Oxa.
DdpCheckSums: REG_DWORD:: 0

This hexadecimal value tells the AppleTalk Protocol whether or not to compute
checksums in the DDP layer. If this entry is 1, the AppleTalk Protocol will use
sums in the DDP layer.

The default is O.
DefaultZone: REG_SZ: Not applicable

This data-string value contains the default zone for this network if this adapter is
seeding the network. If the adapter is seedmg the network the default zone is
chosen when you conﬁgure SEM.

There is no default.
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NetworkRangeLowerEnd: REG_DWORD: 0x1-—0xfeff
1-65279 (decimal)

This hexadecimal value is the lower network nurhber of the network range if this
adapter is seeding the network. If seeding the network, this number is set from the
Services For Macintosh dialog box.

There is no default.

NetworkRangeUpperEnd: REG_DWORD 0x1-0xfeff
1-65279 (decimal)

This hexadecimal value is the upper network number of the network range for this
network if this adapter is seeding the network. If seeding, this number is set from
the Services For Macintosh Configuration dialog box.

There is no default.
PortName: REG_SZ:AdapterName @ ComputerName

This data-string value is the name used to identify the AppleTalk Protocol running
on a particular adapter on a computer.

There is no default.
SeedingNetwork: REG_DWORD: 0-1

This hexadecimal value is used by the AppleTalk Protocol during startup. If
Seeding Network is O, this adapter is not seeding the network, and the AppleTalk
Protocol ignores any seeding information for the adapter, if specified. If
SeedingNetwork is 1, the AppleTalk Protocol reads in all seeding information and
seeds the network, if valid.

The default is 0.
ZoneList: REG_MULTI_SZ: * (List of zones)

This multistring value is relevant only when the adapter is seeding the network.
The network is seeded with this list of zones by the AppleTalk Protocol. To make
changes, use the Services For Macintosh Configuration dialog box.

There is no default.
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Parameter Key Values

Parameter values set port, zone, and router information.
DefaultPort: REG_SZ: ‘ Not applicable

This data-string value is the network on which the SFM service names are
registered. If the AppleTalk Protocol is not routing, only Macintosh clients
connected to this network can see the file and print services. During initial
installation, the default port is automatically set to the first Ethernet adapter
found, to the first token-ring adapter, or to a LocalTalk adapter (in that order). To
change the default port, use the AppleTalk Configuration dialog box.

The default is the first adapter found.
DesiredZone: REG_SZ: Not applicable

This data-string value is the zone in which SFM is present. If this key is not set,
Services for Macintosh is present in the default zone for that network. To set the
preferred zone, use the AppleTalk Configuration dialog box.

There is no default.
EnableRouter: REG_DWORD: 0-1

This hexadecimal value tells the AppleTalk Protocol if routing needs to be started
on this computer. If routing is started, Macintosh clients connected to any of the
networks this computer is on should be able to use the File and Print Servers for
Macintosh. This value is critical. Unless absolutely essential, do not set this value
to 1. The value can be changed when configuring SFM.

The default is 0.

File Server Key Values

The key values for the File Server for Macintosh are specified when you choose
MacFile in step 5 of the “Changing Registry Key Values” section, which appears
earlier in this appendix. The Parameter keys that can be changed are explained in
this section. (Do not change Icon or Extension entries.)
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Parameter Key Values

These key values specify server options, which can be set from Server Manager.
All others are added when changes to the default values occur.

ServerName REG_SZ: (Server Name)

This data string value is the name of the computer running Windows NT Server
and SFM. Use the Windows NT Server name as the default if you need to add this

entry.
There is no default.
Serx;erOptions REG_DWORD: 0x7

This hexadecimal value specifies server options that are set in Server Manager. If
needed for repair purposes, change Bits 1 through 3; do not change the other bits.
When on, Bit 1 allows guest logons, Bit 2 allows cleartext passwords, and Bit 3
allows Macintosh users to save passwords on their clients.

The defaults are bits 1, 2, and 3 set to on.
MaxSessions REG_DWORD: 1-unlimited

This hexadecimal value is the maximum number of user sessions that File Server
for Macintosh can accommodate.

The default is Oxff 255 (in decimal).
LoginMsg REG_SZ: 1-198 characters

This data-string value specifies the message you want Macintosh users to see
when they log on to the Windows NT Server.

There is no default.

PagedMemLimit REG_DWORD: 0x3e8—0x3e800
1000-256000
(decimal)

This hexadecimal value is the maximum amount of page memory that the File
Server for Macintosh will use. Performance of the MacFile service increases with
an increase in this value. However, the value should not be set lower than 0x3e8,
or 1000 kilobytes (K). It is especially important that you are well acquainted with
memory issues before changing this resource parameter. You cannot change this
value from Server Manager.

The default is 0x4e20 (20000 in decimal).



344

Networking Supplement

NonPagedMemLimit REG_DWORD ‘ 0x100-0x3e80
256-16000 (decimal)

This hexadecimal value is the maximum amount of RAM that is available to the
File Server for Macintosh. Increasing it helps performance of the File Server but
decreases performance of other system resources.

The default is 0xfa0 (4000 in decimal).

Volume Key Values

This multistring value specifies information about the Macintosh-accessible
volumes on the computer running Windows NT Server. It’s recommended that
you add Macintosh-accessible volumes from File Manager.

To change the values for a Macintosh-accessible volume

1. Double-click on the name of the Macintosh-accessible volume for which you
want to change key values.

2. In the Data box, change the values, as described next:

MaxUses
This decimal value is the maximum number of simultaneous clients that
can be connected to the File Server for Macintosh. The limit is dictated by
hardware and by network media.

Properties ‘
This decimal value (32768) specifies security options. When bit 1 is set to
on, the volume is read-only. When bit 16 is set to on, guests can use this
volume. The default value (in binary notation) is 1000000000000000.
(Guests can use this volume.)

Password
This value contains the encrypted password. Don’t change it. If a user
forgets his or her password, you can delete this entry, thus removing a
password requirement from the user’s account. Then the user can specify a
new password at logon.

Path
~ This value is the path of the root directory of the volume. If a volume has
been deleted, the path might still be valid; consequently, you should not
delete it. If volumes have been deleted from the user interface, you can
delete this value.
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Type-Creators

These values are a list of all Macintosh type-creators to which PC-type extensions
are associated. It’s best to change these from File Manager, through the Associate
command on the MacFile menu. If you decide to change these entries in the
Registry, refer to the following range of values:

»  Creator must have from 1 through 4 characters.

= Type must have from 1 through 4 characters.

= Description must have from 0 through 29 characters.






APPENDIX E

How Macintosh Filenames
Are Translated

SaiEE e
i P
R |

NG i3
RN
- @ﬁﬁ% s
b % S
R AEASIRSER \\}T\\‘{a‘:c.',.s;‘:.@s:&a

Information in this appendix supplements information provided in Chapter 16,
“How Services for Macintosh Works.”

Windows NT, Macintosh, and MS-DOS systems each follow different file-naming
conventions:

Operating system File system Character limit

MS-DOS FAT 8.3 (8 characters, plus an optional
extension, signaled by a period and
up to 3 characters)

Macintosh System software 31 characters
Windows NT NTFS 256 characters

When a file with a long name (any name over the 8.3 MS-DOS standard) is saved
on an NTFS partition, the long name is maintained and a short name is created so
that MS-DOS users can gain access to the file if they have permission to do so.
For example, Macintosh users who create folders or files on an SFM volume and
use the 31-character limit will see the original, long names. MS-DOS users,
however, will see a shortened version of the name. Windows NT system users will
see the longer Macintosh filenames because NTFS has a 256-character filename
limit.

Even though NTFS translates long names to short names, it’s a good idea for
users to name shared files following the 8.3 convention used by the FAT file
system in MS-DOS. This simplifies file identification for users working on
different platforms. This appendix explains how file translations work on
Windows NT Servers running SFM. For more information, refer to the
Windows NT Server Concepts and Planning Guide.
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Naming Differences

In general, the FAT file naming system, which is used on MS-DOS systems, is
more restrictive than the Macintosh system. The two systems differ in the
following ways:

= Macintosh filenames and folder names can have as many as 31 characters and
include blank spaces. FAT filenames and directory names can have as many as
eight characters, followed by an optional extension (signaled by a period and
up to three additional characters), and they cannot include blank spaces.

» Macintosh filenames and folder names can include any Macintosh character
except a colon (:). MS-DOS filenames and directory names have more
exceptions, such as the following:

/11;="\:1,*. (except the period signaling the extension)
= Both Macintosh and MS-DOS filenames and folder names (or directory

names) can include extended characters; however, the Macintosh and
MS-DOS extended character sets are different.

FAT filenames and directory names are acceptable as Macintosh filenames and
folder names unless they contain extended characters not found in the Macintosh
character set. In such cases, Macintosh users will see valid characters substituted
for the invalid ones.

Overview of Macintosh-to-8.3 Translation

When a file is created on a Macintosh and saved on a computer running
Windows NT Server, the File Server for Macintosh first checks it for illegal NTFS
characters. Then NTFS takes over the file translation process.

What File Server for Macintosh Does

‘When a Macintosh filename is saved on a computer running Windows NT Server,
the File Server for Macintosh component of SFM does the following:

» If required, the File Server for Macintosh changes illegal NTFS characters to
the available range of Unicode™ characters, which are then mapped to the
ANSI default character—a question mark (?). The following are the illegal
NTFS characters: '

"INEY<>
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What NTFS Does

When NTFS receives a legal NTFS name from the File Server for Macintosh, it
translates the name as follows: ‘

Macintosh names that are valid MS-DOS names do not change: The long name
and short name are the same. For example, Sample.art remains Sample.art.

Long names) are truncated to six characters, followed by a tilde (~) and a
unique number, for a total of eight characters (not including any extension).

The last period (if any) in a long name signals the extension, which is retained.

In detail, here is what the File Server for Macintosh and Windows NT Server do
to translate a valid long filename to a short name that MS-DOS users can see:

L.

NTEFS then shortens a long name to the first six characters of the Macintosh
name, followed by a tilde (~) and a unique number. For example, the
Macintosh long name Project Overview is translated to Projec~1.

If the short name is a duplicate of another name (long or short), NTFS
automatically modifies the short name of the new file or folder by truncating
the name to six characters and adding a tilde (~) and number until it creates a
unique name.

For example, suppose a Macintosh user creates a file called Regional Data-
East Coast. NTFS renames that file REGION~1. Next, the user creates a file
named Regional Data-West Coast. That file becomes REGION~2. A third file,
Regional Data-Europe, becomes REGION~3.

If the original name has an extension (signaled by the last period in the name),
it is retained. For example, Project Overview.Jan.txt becomes Projec~I.txt.

Note If a Macintosh user gives a file or a folder a valid MS-DOS name, making
translation to a short name unnecessary, the user might see a message that states
that the name already exists, and that the user must choose a new name. For
example, this message appears if the user creates a file named Sales.dat when
another file in the folder already has that name.
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How Extended Characters Are Mapped

If Macintosh extended characters are used in filenames or folder names that are
saved to the computer running Windows NT Server by Macintosh users, the File
Server for Macintosh translates these extended characters to the equivalent
Unicode characters so that PC users can see them.

If MS-DOS extended characters are used in filenames or directory names that are

* saved to the computer running Windows NT Server by PC users, the File Server
for Macintosh also translates these extended characters to the equivalent
Macintosh ANSI characters so that Macintosh users can see them.
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9-pin cabling 324
25-pin cabling 323-324

A

AarpRetries parameter, SFM 340
AcceptDefaultRoutes parameter, RIP for IP 63
AcceptHostRoutes parameter, RIP for IP 64
Access
allowing access to guests 225, 276, 282, 284
defining printer rights 266
getting help
from File Manager 277
from MacFile icon in Control Panel 297
from Server Manager 297
Macintosh-accessible volumes
modifying properties 276
troubleshooting unavailability 300, 304
permissions See Permissions
privileges, translating 213
restricting by capturing AppleTalk printers 222, 264
shared file folders 269
simplified by assigning zones 238
to authentication files 248-249
to files or folders, troubleshooting 301
to network
allowing 109, 117-119
restricting 109, 117-119
to printers 262, 266
to resources, troubleshooting 299
to servers, troubleshooting 302
to shared file folders 218
to X.25 networks 138-140
Account Operators group 192
Accounts See Groups; User accounts
Activating Switch.inf scripts 155
Adapter cards See Network adapter cards
Adapter key values, SFM 340-341
Add Printer wizard
creating printers on Windows NT Server 262-263
printing devices vs. creating printers 259
Adding ‘
extension-type file associations 294-296
modem detection information to Modem.inf 335
modems 336-338
network adapter cards 232
routes to routing tables 23
trusted domains, troubleshooting 306

Adding (continued)
user accounts 279
zones to networks 257 -
Address Resolution Protocol (ARP) See ARP
Addresses
assigning to RAS clients
IP 87, 88, 107-108
IPX 89-90
gateway address, description 61-62
IP addresses See IP addresses
Administration, SFM
capturing AppleTalk printers 222
graphical tools 209
ownership of folders 224,274
remote, setting up SFM 247
simplified 210, 213
troubleshooting adding and removing trusted
domains 306
Administrators
Administrators group
administering SFM 213
creating printers 262
installing and configuring RAS 99
installing Gateway Services 171
Remote Access Administrator's utility 130
rights needed to migrate NetWare servers 196
vs. NetWare Supervisors 191
migrating NetWare administrative rights to Windows NT
servers 200
ownership of folders and files after NetWare
migration 193
Remote Access Administrator's utility See Remote
Access Administrator's utility
Windows NT vs. NetWare 191-192
Agent, SNMP 5
Aliases, assigning in Modem.inf files 334
Alpha platform 176, 177
AnnounceDefaultRoutes parameter, RIP for IP 64
AnnounceHostRoutes parameter, RIP for IP 64
Apple Inter-Poll network administrator utility 243
Apple Macintosh, SEFM See SFM.
AppleShare
definition 215
installing authentication files 250
Microsoft authentication 229, 248, 250, 282
troubleshooting
receiving server messages 304
UAM volume 303
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AppleTalk Applications
Adapter key values 340-341 associating files with applications 292-296
avoiding LaserPrep Wars 223 ' cross-platform 212
capturing printers 222, 264 NetWare-aware applications See NetWare,
enabling workstations to use printers 264-265 NetWare-aware applications
internet, description 71, 214, 236 problems running NetWare utilities and applications 181
Linkage values 340 . Windows Sockets
network printing scenarios 260-261 interface 4
Parameter key values 342 obtaining a copy of the specifications 12
Phase 2 routing support overview 10-12
AppleTalk Protocol 246 ARP (Address Resolution Protocol)
description 213 ‘ ARP request and reply packets 15
features 237 arp utility 15, 60
introduced 210 description 15
planning 237 TCP/IP protocol suite 4
planning network Asynchronous PADS See PADs
considerations 235 AsyncMac parameters, RAS 315
internetworks 239-243 attach NetWare utility See Net use command
network media 231 Attachmate 3270 Gateway 176
Phase 2 237 Attachmate Extra! 176, 179
physical setup 231-235 Auditing
routing information 238-239 audit event categories 130, 131-132
planning setup of printing devices 261-262 enabling audits 131, 310, 311
PostScript printers, LaserWriter driver requirement 261 RAS, description 127
Protocol AuthenticateRetries parameter, RAS 310
checking event log 285-286 AuthenticateTime parameter, RAS 310
configuring 253, 254-258 Authentication
description 10, 246, 253 files
enabling routing 255 - . accessing 248-249
key value 341 : installing on workstations 250
stopping and pausing 284-285 Macintosh-accessible volume security options 282
troubleshooting network numbers 301 Microsoft Authentication 229, 248, 250, 282
versions supported 214, 304 PPP 146
routing RAS 120-121
configuring 74-76 . . retries and timeouts, RAS 310
network number or range 72 security hosts 125-126
overview 71-72 . Serial Line IP (SLIP) 147
routing information 72-73 setting up SFM workstation software 248-250
setting the network range 76 Switch.inf files 152-153
setting zone information 76 UAM (user authentication module)
seed routers description 209
See also Networks, seeding; Seed routers troubleshooting user passwords 300
description 71, 213, 236 troubleshooting volume 303
determining placement on network 240 use of domains 248
multiple seed routers 74, 239 AutoDial feature, RAS
planning 242 description 84
using Windows NT Server computers 73, 213, 236 disabling network card using hardware profile 110
vs. nonseed routers 72, 236 Explorer (Windows NT) causing AutoDial attempt 111
seeding the network 75 known problems in this release 110-111
sending PC print jobs to PostScript printers 222, 259 not working over IPX connections 110
setting the network range 76 overview 109
spooling print jobs . 222, 259, 262 . Registry configuration changed 111

zones See Zones, AppleTalk networks resolving Internet hostnames 110
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AutoDial feature, RAS (continued)
TAPI dialing locations 111
troubleshooting 112
turning off 110
AutoDisconnect parameter, RAS 310
Automating
log on to SLIP computers 154
remote logons using Switch.inf files See Switch.inf files
Avoiding LaserPrep Wars 223

B

B-node name resolution (broadcast messages) 30, 31
Backing up files on the server 296
Backup domain controllers (BDCs) 186
Baud speed, selecting modems 100, 101
BDCs (backup domain controllers) 186
Berkeley Sockets interface See Windows Sockets
Bindings, enabling and disabling 118
BOOTP broadcast messages, DHCP Relay Agent 25
Brequest.exe (Btrieve requester) 176, 178
Broadcast messages )

b-node name resolution 30, 31

BOOTP 25

packets See Packets

WINS (Windows Internet Name Service) See WINS
Browsing, configuring stand-alone remote servers to appear to

local network browsers 108

Btrieve requester (Brequest.exe) 176, 178
Buttons, setting up on File Manager toolbar 251

C

Cabling computers 323-326
Caching, DNS name resolution 45
Caching-only name server 43
Callback
configuring 121-122, 310
enforced callback, Multilink problems 112
not supported on X.25 networks 141
CallbackTime parameter, RAS 310
Capturing AppleTalk printers
disabling capture setting 264
recommendation 222
Carriage returns in Switch.inf files 155
CDFS (Compact Disc Filing System) volumes
configuring 221
description 218
referred to as a hard disk volume 269
troubleshooting unavailability 300
Challenge Handshake Authentication Protocol See CHAP
CHAP (Challenge Handshake Authentication
Protocol) 120, 162,318

" Characters

case sensitivity of Pad.inf reserved words 136
illegal NTFS filename characters 348
mapping extended characters in filenames 350
prohibited in usernames 201
troubleshooting printing extended characters 305
Chooser
accessing authentication files 248-249
File Server zone 255
troubleshooting
AppleTalk zones 303
intermittent appearance of printers and Windows NT
Server 301
network numbers 301
using captured printers 264
Classes, addresses See IP addresses
Clear-text passwords
detecting with sniffers 209, 225
RAS 121, 146
vs. Microsoft Authentication 250
Client Service for NetWare
connecting directly to NetWare resources 173
description 89, 167
Clients
See also Workstations
access to NetWare servers 185
assigning node types to DHCP clients 30
LAN Manager 2.x 84
Macintosh See SFM; Workstations
MS-DOS 84
RAS
activating Terminal mode 126
assigning IP addresses 87, 88, 107-108
assigning IPX addresses 89-90
choosing a protocol for a RAS entry 108
connecting through intermediary devices 123-124
connecting to third-party remote access servers 88
description 82
LAN Manager 2.x 84
MS-DOS 84
name resolution and RAS 87, 107
number connected simultaneously 313
overview 83-85
PPP 85
setting up Remote Access for X.25 networks 143
troubleshooting problems 132
WAN options 94-97
Windows 95 84
Windows for Workgroups 84
Windows NT version 3.1 84
Windows NT version 3.5x 84
X.25 network configurations 136
.cnf files, Migration Tool for NetWare 195
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Command prompt commands
supported NetWare utilities 175
TCP/IP utilities See TCP/IP, utilities
Commands
See also Utilities
command prompt commands See Command
prompt commands
Modem.inf files 332-333
net use command
connecting to NetWare print queues 176
performing NetWare utility functions 176
net view command, performing NetWare utility
functions 176
Switch.inf files 149-150
Comment lines
Modem.inf files 334
Switch.inf files 149
Communications, configuring PADs and serial
communication settings 140
Compact Disc Filing System (CDFS) volumes
configuring 221
description 218
referred to as a hard disk volume 269
troubleshooting unavailability 300
Concurrent connections 190
Configuration
AutoDial Registry configuration changed 111
Migration Tool configuration 195
NetWare-aware applications 177-179
parameters, Modem.inf files 330
TCP/IP configuration information 17
X.25 network configurations 136
Configuring
key values with Registry Editor 339-345
SFM See SFM, configuring
TCP/IP See TCP/IP
Connections
baud speed, selecting modems 100, 101
cabling computers 323-326
concurrent connections 190
connecting
See also Disconnecting users
directly to NetWare resources 173-174
dissimilar systems using TCP/IP 4
remotely to third-party remote access servers 88
through intermediary devices 123-124
to Microsoft RAS servers 146
to NetWare print queues 176
to PPP servers 146
to remote servers 145-147
to SLIP servers 147
to the global Internet using TCP/IP 4
with network adapter cards 232

Connections (continued)

dial-up PADS
accessing X.25 138-140
configuring 140
description 96
Pad.inf files 136-138
setting up remote access clients 143
troubleshooting 138
vs. direct connection 139
X.25 configurations 136
X.25 smart cards 140, 141-143
direct
serial connections 103, 140
setting up clients 143
vs. dial-up PADs 139
X.25 smart cards 140, 141-143
enabling RAS-specific logs 132, 155
establishing with X.25 networks, configuring PADs and
serial communication settings 140
hanging up active connections 133
monitoring See Dial-Up Networking Monitor
NetWare server connections, problems 180
number of workstations connected simultaneously
accessing Macintosh-accessible volumes 276
feature of SFM 209
RAS 313 .
to File Server for Macintosh 282, 283, 343, 344
PPP connection sequence, RAS 92
printer port connections See Printers, ports
RAS
See also RAS
enabled functionality 80
enabling RAS-specific logs 132, 155
number of clients connected simultaneously 313
PPP connection sequence 92
TCP/IP connectivity utilities 4, 6
troubleshooting
modems 101
user connections 130
WAN options 94-97

Console Operators, NetWare 192
Control Panel

adding RAS software 104-106
bindings, enabling and disabling 118
configuring modems 102
Devices icon
selecting new hardware profiles 110
starting devices 181
stopping services 247
Dial-Up Networking icon
location of 106
RAS 79
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Control Panel (continued)
GSNW icon
activating a gateway for a volume 172
location of 171
specifying default tree and context 172
icon created when setting up SFM 246
installing and configuring RAS 86
installing IP or IPX protocol 55
MacFile icon
described 280
disconnecting users and volumes 290
online help 297
sending messages to connected Macintosh users 291
stopping and restarting File Server for Macintosh 283
Network icon
adapter cards, correcting configuration 179
adapter cards, verifying settings 180
adapter cards, viewing frame type 180
AppleTalk Protocol, stopping 285
AppleTalk routing, enabling 75
AppleTalk zones, troubleshooting 303
DHCP Relay Agent, installing 54
enabling static routing 58
Gateway Service, removing and reinstalling 180
Gateway Services and NWLink, installing 171
IP protocol, installing 55
IPX protocol, installing 55
IPX routing, enabling 69
IPX, configuring settings for RAS connections 108
modem pools 95
network numbers, troubleshooting 301
NWLink, reinstalling 180
PPTP filtering, enabling 163
PPTP, installing 162
RAS server, enabling Multilink 113
RAS, installing 104
removing NetWare redirector 179
SAP agent, installing 69
SEM, configuring 253
SFM, removing 247-248
SFM, setting up 246
TCP/IP, configuring protocol and default
gateways 66
TCP/IP, configuring settings for RAS
connections 107
Ports icon, installing ports 103
Services icon
configuring Print Server for Macintosh for user
account 264
configuring RIP for IP 56
starting services 181
stopping and restarting Print Server for
Macintosh 260
stopping and starting R1P for IP 58
System icon, copying original hardware installation 110

Telephony icon, creating TAPI dial locations 111
Copying NetWare resources to Windows NT servers
See Migration Tool for NetWare
Creating
accounts using Migration Tool for NetWare 186
Device.log 155
folders in Macintosh-accessible volumes 272
gateways 172-173, 181
icon when setting up SFM 246
Macintosh-accessible volumes 269-271
printers with Add Printer wizard 259, 262-263
printing pools 265, 267
router records 242
shares during NetWare migration 203
subdirectories 272
user accounts for Macintosh print jobs 263-264
Creators, setting extension-type associations 295, 345

D

Daemons not available, TCP/IP 6
Data encryption See Encryption
Datagrams
determining size of, with Path MTU Discovery,
TCPAP 5
multicast 311, 313
DCA IRMA LAN for MS-DOS 176
DdpCheckSums parameter, SFM 340
Default gateways 59
DefaultPort parameter, SFM 342
DefaultZone parameter, SFM 340
Deleting See Removing
DesiredZone parameter, SFM 342
Device.log
creating 155
description 132
enabling 155
Logging parameter, RAS 317
sample log 157-158
scripts failing 154
troubleshooting using Device.log 155-158
Devices
Devices icon
selecting new hardware profiles 110
starting devices 181
stopping services 247
intermediary See Intermediary devices
DHCP (Dynamic Host Configuration Protocol)
assigning node types 30
description 23
lease durations 24
moving computers and mobile computing 24
obtaining IP addresses 25-26 :
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DHCP (continued)
Relay Agent
BOOTP broadcast messages 25
installing 54-55
RFCs 24, 54
Dial-Up Networking
clients, choosing a protocol for a RAS entry 108
icon
location of 106
RAS 79
Monitor
description 113, 129
hanging up active connections 133
location of 106
status reporting 133
Dial-up PADs
accessing X.25 138-140
configuring 140
description 96
Pad.inf files 136-138
setting up remote access clients 143
troubleshooting 138
vs. direct connection 139
X.25 configurations 136
X.25 smart cards 140, 141-143
Dial-up router, installing 65-67
Dialogs
interactive 123-125
postconnect 124
preconnect 124
static 123-125
Digital Alpha platform 176, 177
Directories See Folders

Directory Service Manager for NetWare (DSMN) 168

DisableDialinNetbios parameter, RAS 322

DisableMcastFwdWhenSessionTraffic parameter, RAS 311

DisableSoftwareCompression parameter, RAS 318
Disconnecting users
AutoDisconnect parameter, RAS 310
from volumes 290
GSNW 171
viewing open file forks 288-289
Disk space required for SFM 215
DNS (Domain Name System)
database See herein domain name space
description 28
DNS Manager 44
domain name space
delegation 41
description 40
fully qualified domain name (FQDN) 42
top-level domains 41
zones 42,43

DNS (continued)

dynamic DNS 46
geographical domains 41
in-addr.arpa.domain 41
name resolution
caching 45
description 40, 44-45
iteration 45
recursion 45
name servers 43-44
organizational domains 41
resolvers 43-44
WINS integration 45-47

Domain controllers

backup domain controllers (BDCs) 186
primary domain controllers (PDCs) 186

Domain Name System (DNS) See DNS
Domains

backup domain controllers (BDCs) 186
centralizing RAS servers in a single domain 116
distributing RAS servers 116
domain controllers
backup domain controllers (BDCs) 186
primary domain controllers (PDCs) 186
domain name space
delegation 41
description 40
fully qualified domain name (FQDN) 42
top-level domains 41
zones 42,43
folders
changing owners 275
changing primary group 275
geographical domains 41
in-addr.arpa.domain 41
master domains
master domain model 187
migrating accounts from NetWare 202
migrating accounts from NetWare servers
creating accounts 186
migrating several servers to one domain 199
migrating to master domain 202
planning a migration 185
organizational domains 41
overview 186-187
primary domain controllers (PDCs) 186
setting RAS up in a Windows NT domain 115-116
specifying with Microsoft authentication 248
troubleshooting
adding and removing trusted domains 306
user passwords 300
trusted domain model and RAS 116
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Drivers Explorer (Windows NT)
creating printing pools 267 See also File Manager
current versions of network drivers, troubleshooting 299 causing AutoDial attempt 111
LaserWriter printer driver SFM 210
required for PostScript printers 261 Extension-type associations
versions supported by SFM 214 adding 294-296
Drives, NetWare 170 description 212
DSMN (Directory Service Manager for NetWare) 168 removing 296
Duplicate computer names, troubleshooting 181 setting 292-294
Dynamic Host Configuration Protocol See DHCP type-creators, key values 345
E F
EnableAudit parameter, RAS 310 Failure audits 131
EnableBroadcast parameter, RAS 311,313 Fault tolerance, secondary name servers 43
EnableNetbiosSessionsAuditing parameter, RAS 311 FDDI (Fiber Distributed Data Interface)
EnablePoisonedReverse parameter, RIP for IP 64 AppleTalk zones 238
EnableRouter parameter, SFM 342 network media supported by Windows NT Server 231
EnableSplitHorizon parameter, RIP for IP 64 network ranges 238
EnableTriggeredUpdates parameter, RIP for IP 64 supported by Phase 2 AppleTalk networks 237
Encryption Fiber Distributed Data Interface (FDDI) See FDDI
algorithms and protocols 120 File and Print Services for NetWare (FPNW) 168
data and RAS 121 File Manager
encrypted password module See UAM See also Explorer (Windows NT)
MD5 120 creating subdirectories 272
passwords 120, 225 MacFile menu 251, 280
RC4 121 modifying Macintosh-accessible volume
Enforced callback, Multilink problems 112 properties 275-276
Error.log file, Migration Tool 198, 204, 206 online help 277
Ethernet opening Registry Editor 339
EtherTalk removing Macintosh-accessible volumes 277
AppleTalk zones 237, 238 setting
network numbers 237, 238 extension-type associations 292-296, 345
network ranges 238 permissions for volumes and folders 272-275
number of nodes 237 up toolbar buttons 251
network media supported by Windows NT Server 231 SFM 210
network setup examples 232-235 File Server for Macintosh (MacFile)
planning setup of printing devices 261 changing server name, logon message, and session
supported by Phase 2 AppleTalk networks 237 limits 282-283, 343
Event Viewer checking event log 285-286
checking event log 285-286 description 246
GSNW 180, 181 disconnecting users and volumes 290
RAS audit and error messages 130 Extension values 342
troubleshooting Icon values 342
AppleTalk error messages 299 introduced 217
~ RAS problems 86, 98, 130 MacFile icon in Control Panel See MacFile icon
Events MacFile menu
audits 130, 131-132 in File Manager 251, 280
checking event log 285-286 in Server Manager 280
Event Viewer See Event Viewer managing, aspects 279
log files See Log files memory, setting key values 343-344
RAS categories 130 Parameter key values 342-344

Expiration dates 190 sending messages to connected Macintosh users 291
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File Server for Macintosh (continued)
setting
extension-type associations 292-296, 345
logon security 281-282
up user accounts for Macintosh users 284
stopping and
pausing services 284-285
restarting 283
translating filenames 348
troubleshooting adding and removing trusted
domains 306
user authentication module See UAM
viewing open file forks 288-289
Volume key values 344
zone when selected from Chooser 255
File servers
See also Servers
file attributes under NetWare and Windows NT 174
managing after NetWare migration 192
File sharing
between Macintosh and PC users 211-212
SFM
See also SFM
description 217-220
introduced 210
File systems, NTFS See NTFS partition
Files
associating with applications 292-296
authentication files 248-250
backing up on the server 296 )
Brequest.exe (Btrieve requester) 176, 178
character limitations for files 219
copying to NetWare servers 174
cross-platform applications 212
extension-type associations
adding and removing 294-296
setting 292-294
type-creators, key values 345
folder permissions inherited 273
forks, parts of Macintosh files 218
HOSTS file
See also LMHOSTS file
file format 48
RAS clients in small networks 107
LaserPrep files 223
LMHOSTS file
browsing across routers without WINS 34
modified b-node name resolution 32, 48
RAS clients in small networks 107
used as a local WINS equivalent 48
long NTFS names 218-220, 347
Macintosh filenames 218-220

Files (continued)
mapping
extended characters in filenames 350
files, description 29
files for NetWare migration 200
migrating NetWare files to Windows NT servers
See also Migration Tool for NetWare
choosing files for migration 203
log files 204-206
mapping files for migration 200-201
migrating hidden or system files 203
migration log files 205
migration options 202
rights and security 193-194
tracking through a trial migration 204
Migration Tool configuration files (.cnf) 195
Modem.inf See Modem.inf files
MS-DOS standard naming convention 217
Netware.drv 176, 178
NetWare vs. Windows NT rights 194
NETWORKS files 59
NTEFS partition required for SFM 215
Nwecalls.dll 178
Nwipxspx.dll 176, 177
Nwnetapi.dll 176, 178
Pad.inf files 136-138
parts of Macintosh files (forks) 218, 288
permissions See Permissions .
required for running NetWare-aware
applications 177-179
restoring Macintosh-accessible volumes 296
rights mappings in Gateway Services 174
SFM storage method 218
Switch.inf files See Switch.inf files
translating permissions 213
troubleshooting
file access 301
file icons 304
POSIX filenames 306
saving MS-DOS filenames 301
FilterBroadcasts parameter, RAS 321
Flat name spaces 28-29
Folders )
AppleShare, installing authentication files 250

configuring Macintosh-accessible volumes 220-221

creating
in Macintosh-accessible volumes 272
subdirectories 272

designating as Macintosh-accessible volumes 270-271

Macintosh folders 218
Macintosh security scheme 227
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Folders (continued)

migrating NetWare folders to Windows NT servers

See also Migration Tool for NetWare
choosing folders for migration 203
migration log files 205
migration options 202
rights and security 193-194
tracking through a trial migration 204
NetWare vs. Windows NT rights 193
NTFS partition required on server for SFM 215

ownership, according to primary group 224, 274

permissions
See also Permissions
setting 272-275
shared
description 211
limitations 220
Macintosh volumes 217, 269
sharing a single folder twice 220
troubleshooting
folder access 301
folder view 303
POSIX filenames 306
viewing contents 218, 304
ForceEncryptedPassword parameter, RAS 318
Forks, parts of Macintosh files 218, 288
FPNW (File and Print Services for NetWare) 168
FQDN (fully qualified domain names) 28, 42
Frame types, verifying correct types 180
Fully qualified domain names (FQDN) 28, 42

G

GarbageTimeout parameter, RIP for IP 64
Gateway address, description 61-62
Gateway Service for NetWare See GSNW
Gateways

Attachmate 3270 Gateway 176

default 59

GSNW See GSNW

NetWare SAA Gateway 176

troubleshooting gateway services 179-181
Generic scripts

description 148

modifying 157-158

stepping through 153
Getting help 277,297
Groups

access rights to printers 266

Account Operators group 192

Groups (continued)

Administrators group
See also Administrators
administering SFM 213
creating printers 262
installing and configuring RAS 99
installing Gateway Services 171
Remote Access Administrator's utility 130
rights needed to migrate NetWare servers 196
vs. NetWare Supervisors 191
Macintosh security scheme 227
migrating NetWare accounts to Windows NT
See also Migration Tool for NetWare
consolidating during server migration 185
global groups 202
group name conflicts 199-200
local groups 202
log files 205
managing after migration 192
mapping files 200-201
migrating to master domain 202
options 197-198
tracking through a trial migration 204
Ntgateway group 172,173
primary group
changing 274-275
description 224
Print Operators group, creating printers 262
Server Operators group
administering SFM 213
creating printers 262
managing servers after NetWare migration 192
simplifying access by assigning zones 238

GSNW (Gateway Service for NetWare)

applications See herein NetWare-aware applications
connecting directly to NetWare resources
logon scripts 174
overview 173
passwords, changing 174
description 89, 167
Event Viewer 180, 181
file rights mappings 174
gateways
creating 172-173, 181
disconnecting 171
overview 170-171
security 173
GSNW icon
activating a gateway for a volume 172
location of 171
specifying default tree and context 172
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GSNW (continued)
installing 171-172
NetWare-aware applications
requirements 177-179
running 176-179
supported 176
specifying default tree and context or a preferred
server 172
startup problems 179-180
supported NetWare utilities 175
troubleshooting gateway services 179-181
Guests
guest accounts 284
guest logons 225
permitting access to Macintosh-accessible volumes 276
permitting to log on to Macintosh-accessible
volumes 282
restrictions 284
Gupta SQLBase for NetWare 176

H

H-node name resolution (using p-node first then
b-node) 30, 32
Hardware requirements for installing RAS 99
Help, getting 277, 297
Hidden files, transferring during NetWare migration 203
Hierarchical name spaces 28-29 )
Host IDs 20-21
HOSTS file
See also LMHOSTS file
file format 48
RAS clients in small networks 107
Hosts, security
customizing server's Modem.inf files 126
description 125
RAS intermediary devices 123
HyperTerminal, testing modems 102

ICMP (Internet Control Message Protocol) 4, 15
Icons
Devices icon
selecting new hardware profiles 110
starting devices 181
stopping services 247
Dial-Up Networking icon
location of 106
RAS 79
file icons See Extension-type associations

Icons (continued)

GSNW icon
activating a gateway for a volume 172
location of 171
specifying default tree and context 172
icon created when setting up SFM 246
Icon values, SFM 342
MacFile icon
described 280
disconnecting users and volumes 290
online help 297
sending messages to connected Macintosh users 291
stopping and restarting File Server for Macintosh 283
Network icon
adapter cards, correcting configuration 179
adapter cards, verifying settings 180
adapter cards, viewing frame type 180
AppleTalk Protocol, stopping 285
AppleTalk routing, enabling 75
AppleTalk zones, troubleshooting 303
DHCP Relay Agent, installing 54
enabling static routing 58
Gateway Service, removing and reinstalling 180
Gateway Services and NWLink, installing 171
IP protocol, installing 55
IPX protocol, installing 55
IPX routing, enabling 69
IPX, configuring settings for RAS connections 108
modem pools 95
network numbers, troubleshooting 301
NWLink, reinstalling 180
PPTP filtering, enabling 163
PPTP, installing 162
RAS server, enabling Multilink 113
RAS, installing 104
removing NetWare redirector 179
SAP agent, installing 69
SFEM, configuring 253
SFM, removing 247-248
SFM, setting up 246
TCP/IP, configuring protocol and default
gateways 66
TCP/IP, configuring settings for RAS
connections 107
Ports icon, installing ports 103
Registry SYSTEM subtree icons 63
Services icon )
configuring Print Server for Macintosh for user
account 264
configuring RIP for IP 56
starting services 181
stopping and restarting Print Server for
Macintosh 260
stopping and starting RIP for IP 58
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Icons (continued)
System icon, copying original hardware installation 110
Telephony icon, creating TAPI dial locations 111
troubleshooting file icons 304
IDs
host IDs 20-21
network IDs 20-21
IGMP (Internet Group Management Protocol) 5, 21
Industry standards for modems 101
InitUIFrames parameter, RAS 321
Installing
authentication files on workstations, SFM 250
DHCP Relay Agent 54-55
GSNW 171-172, 179-180
IP 55
IPX 55
LAN-to-LAN routing 55-56
network adapter cards 232
PPTP 162
RAS
adding software 104-106
as a simple dial-up router 65-67
description 86
hardware requirements 99
reinstalling Windows NT Server 306
TCP/IP 6
Interactive dialogs 123-125
Interface, routing tables, description 61-62
Intermediary devices
connecting to Remote Access servers 123-124
security hosts 125-126
supported by RAS 123
Internet
AutoDialing Internet addresses 110
internet, AppleTalk networks 71, 214, 236
protecting RAS servers from attacks 163-164
support of by RAS 82
Internet Control Message Protocol (ICMP) 4, 15
Internet Group Management Protocol (IGMP) 5, 21
Internet Network Information Center (InterNIC) 20
Internet Packet Exchange (IPX) protocol See IPX
Internet Protocol (IP) See IP
Internet protocols
ARP (Address Resolution Protocol)
ARP request and reply packets 15
arp utility 15, 60
description 15
TCP/IP protocol suite 4
diagnostic tools 4
ICMP (Internet Control Message Protocol) 4, 15
IP SeeIP :
PPP See PPP
PPTP See PPTP
SLIP (Serial Line IP)
automating log on to SLIP computers 154

Internet protocols (continued)
on TCP/IP networks 88
RAS 27,93
RFCs 93
servers, connecting to 147
TCP/IP protocol suite 4
TCP (Transmission Control Protocol)
description 14
RIP for IP architectural model 56
TCP/IP protocol suite 4
UDP (User Datagram Protocol)
description 14
name queries to WINS servers 38
RIP for IP architectural model 56
TCP/IP protocol suite 4
Internetworks
AppleTalk
See also AppleTalk
avoiding LaserPrep Wars 223
capturing printers 222, 264
enabling workstations to use printers 264-265
network printing scenarios 260-261
Phase 2 routing support 210, 213, 237, 246
planning 239-243
sending PC print jobs to PostScript printers 222, 259
spooling print jobs 222, 259, 262
spooling printers 213
troubleshooting network numbers 301
description 3, 236
host IDs 20-21
interfaces supported by SFM 215
network IDs 20-21
using TCP/IP for scalability 8§-9
InterNIC (Internet Network Information Center) 20
Inventorying network resources before NetWare
migration 185
IP (Internet Protocol)
See also IP addressing; IP routing; RIP, RIP for IP
connecting to third-party remote access servers 88
description 14
installing 55
IP datagrams 57
IP parameters, RAS 315
RIP for IP architectural model 56
TCP/IP protocol suite 4
IP addresses
assigning to RAS clients 87, 88, 107
classes 21
description 19-22
host IDs 20-21
InterNIC (Internet Network Information Center) 20
IP addressing 19-22
IP leases and DHCP 25-26
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IP addresses (continued)
IP routing
See also IP routing
description 22-23
lease durations 24
name resolution See Name resolution
network IDs 20-21
RAS 26-27
subnet masks 21, 62
uniqueness 20
using DHCP 23-26
IP datagrams 57
IPRIP See RIP, RIP for IP
IP routing
description 22-23
dynamic routing 58
for multihomed systems 9
installing a simple dial-up router 65-67
over dial-up (switched WAN) links 57
RIP for IP See RIP, RIP for IP
routing tables 22
static routing
configuring static routing tables 58—60
description 58
enabling 58
Ipconfig utility 60
IPX (Internet Packet Exchange) protocol
addresses, assigning to RAS clients -89-90
configuring third-party dial-up servers 108
installing 55
Novell IPX Router Specification 68
NWLIink, description 167, 169
PPTP 162
RAS and IPX
AutoDial problem 110
configuring servers 86, 108
overview 88
RIP for IPX See RIP, RIP for IPX
TCP/IP protocol suite 10
Ipxintfc utility 179
Ipxroute utility 70-71
ISDN, WAN options 95
Iteration, DNS name resolution 45

K

Key values
AppleTalk 340-342
changing, procedure 339-340
configuring with Registry Editor 339-345
File Server for Macintosh (MacFile) 342- 345
Keywords, Switch.inf files 150

L

LAN Manager 2.x
clients 84
NetBT 31
TCP/IP support 8
LAN protocols
configuring RAS 106-108
integration and interoperability 86-90
NetWare support 89
RAS and IPX 88, 108
RAS and TCP/IP 86, 88, 107
LAN-to-LAN routing
description 53
installing 55-56
removing 56
LaserPrep files 223
LaserWriter
printer driver
required for PostScript printers 261
versions supported by SFM 214
troubleshooting printing extended characters 305
Lease durations of IP addresses 24
Linking domains 187
LMHOSTS file
See also HOSTS file; Name resolution
browsing across routers without WINS 34
modified b-node name resolution 32, 48
RAS clients in small networks 107
used as a local WINS equivalent 48
Load balancing, secondary name servers 43
LocalTalk
adapter limitations 255
AppleTalk zones 237, 238

network media supported by Windows NT Server 231

network numbers 237, 238, 257
network setup examples 232-235
number of nodes 237
planning setup of printing devices 261-262
supported by Phase 2 AppleTalk networks 237
troubleshooting
MCA computers and LocalTalk cards 306
server access 302
Log files
Device.log
creating 155
description 132
enabling 155
Logging parameter, RAS 317
sample log 157-158
scripts failing 154
troubleshooting using Device.log 155-158
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Log files (continued)
Migration Tool for NetWare
Error.log 198, 204, 206
Logfile.log 204, 205
logging group name conflicts 199
Summary.log 204, 205-206
viewing and printing 204
PPP log 132
RAS-specific logs 132, 155
reviewing 205-206
system log 180, 181
Logfile.log, Migration Tool 204, 205
Logging on
authentication 229, 248, 282
changing logon message 282-283, 343
guests
accounts 284
logons 225
permitting guests to log on to Macintosh-accessible
volumes 282
migrating NetWare account restrictions 190
setting logon security for Macintosh users 281-282
SFM, new capabilities 209
troubleshooting user passwords 300
UAM (user authentication module)
description 209
troubleshooting user passwords 300
troubleshooting volume 303
Logging parameter, RAS 317,318
Logging parameters, RAS-specific logs 132
Logginglevel parameter, RIP for IP 64
login NetWare utility See Net use command
LoginMsg parameter, SFM 343
Logon process for remote logons
See also RAS
authentication 120-121
automating using Switch.inf files See Switch.inf files
description 145
using RAS Terminal 147-148
Logon scripts
migrating from NetWare 204
running when connecting directly to NetWare
resources 174
system logon script (Net$dat.log) 204
logout NetWare utility See Net use command
Logview.exe 204
Lotus CCMail for Windows 176
Lotus Notes SPX connectivity 176

M

M-node name resolution (using b-node first then
p-node) 30, 32
macfile command 278, 297

MacFile icon
described 280
disconnecting users and volumes 290
online help 297
sending messages to connected Macintosh users 291
stopping and restarting File Server for Macintosh 283
MacFile See File Server for Macintosh
Macintosh
See also File Server for Macintosh; Print Server for
Macintosh; SFM
avoiding LaserPrep Wars 223
files
filenames 218-220, 347-350
parts (forks) 218, 288
mapping extended characters in filenames 350
permissions See Permissions
primary group user account
changing 274-275
description 224
printing See PostScript; Print Server for Macintosh;
Printers; Printing
security scheme described 227
setting logon security 281-282
SFM See SFM
user passwords 224-225
Windows NT Server user accounts for
workstations 224, 284
Macintosh-accessible volumes
backing up files on the server 296
CDFS volumes
configuring 221
creating volumes 269
description 218
referred to as a hard disk volume 269
troubleshooting unavailability 300
changing key values 344
configuring 220-221
creating folders 272
creating on NTFS partitions or CDFS volumes 269-271
designating folders as 270-271
disconnecting 290
folder limitations when setting up SFM 246
guests
permitting access to guests 276
permitting guests to log on 282
making read-only 276
modifying properties 275-276, 344
names seen by users 221
NTFS partition 221, 269-271
removing 277
setting
logon security 281-282
permissions 272-275
shared ’
file folders 269
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Macintosh-accessible volumes (continued)
folder limitations 220
folders 217
troubleshooting
folder view 303
reinstalling Windows NT Server 306
unavailability 300, 304
viewing
current users 287-288
list of volumes 286-287
volume passwords 229
vs. other types of volumes 218
Macintosh, Services for See SFM
MacPrint See Print Server for Macintosh
Macros
editing Modem.inf files 330-334, 336-338
reserved words listed 136, 331
Switch.inf files 151
map utility, memory allocation problems 181
Mapping files
description 29
for NetWare migration 200-201
Masks, subnet 21, 62
Master domains
master domain model 187
migrating accounts from NetWare 202
MaxBcastDgBuffered parameter, RAS 311
MaxConfigure parameter, RAS 317
MaxDgBufferedPerGroupName parameter, RAS 312
MaxDynMem parameter, RAS 312
MaxFailure parameter, RAS 318
MaxFrameSize parameter, RAS 315
MaxNames parameter, RAS 312
MaxReject parameter, RAS 318
MaxSessions parameter
RAS 313
SFM 343
MaxTerminate parameter, RAS 317
MaxTriggeredUpdateFrequency parameter, RIP for IP 64
MDS5 encryption scheme 120
Memory, setting key values 312, 343-344
Messages '
changing logon message 282-283, 343
disconnecting users and volumes 290
sending to connected Macintosh users 277, 291
troubleshooting
AppleTalk error messages in Event Viewer 299
printing errors 305
receiving server messages 304 .
Metric, routing tables, description 61-62
Microsoft Authentication 229, 248, 250, 282
Microsoft RAS protocol 93
Migration Tool for NetWare .
choosing destination share for migration 203

Migration Tool for NetWare (continued)
configuration files (.cnf) 195
Error.log 198, 204, 206
file and folder transfer
folder rights and security 193-194
hidden or system files 203
Logfile.log 204-205
Logview.exe 204
managing servers after migration 192
mapping files 200-201
migrating NetWare
accounts to Windows NT See Groups, migrating
NetWare accounts to Windows NT
files to Windows NT servers See Files, migrating
NetWare files to Windows NT servers
folders to Windows NT servers See Folders,
migrating NetWare folders to Windows NT servers
servers to Windows NT See Servers, migrating from
NetWare to Windows NT
overview 183-184
planning 184-186
quitting and saving settings 196
running a migration
migration options for folders and files 202
overview 195
performing the migration 206
running times and statistics 205
saving settings 195
selecting servers for migration 196-197
starting Migration Tool 195-196
software requirements 184
starting 195-196
Summary.log 204, 205-206
trial migrations
description 184
overview 204
user and group accounts
administrative accounts 191-192
concurrent connections 190
domain controller accounts 186
expiration dates 190
migrating accounts to master domain 202
options 197-198
password options 190, 198
user account information 188-191

MIPS platform 176, 177
Modem.inf files

adding
modem detection information 335
new modems 336-338

assigning aliases 334

commands 332-333

comment lines 334

configuration parameters 330

customizing 126
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Modem.inf files (continued)
description 327
editing 336-338
line continuation 334
reserved words listed 331
responses 328-329
section components 328
section headers 329
substitution macros 330-334
syntax 329-330
testing modem compatibility 101
Modems
adding
modem detection information to Modem.inf 335
new modems 336-338
assigning aliases 334
automatic detection 95
cabling 323-326
choosing 100-101
configuring 101-102
direct serial connections 103, 140
industry standards 101
Modem wizard 104
Modem.inf See Modem.inf files
modem-pool switches 123
null modems 96, 103, 325-326
pooling equipment 95, 103
RAS server requirements 85 -
testing
compatibility 102
with HyperTerminal 102
troubleshooting 101
Universal Modem Driver (Unimodem) 327
unsupported modems 101-103
WAN lines 96
X.25 networks, establishing connections with dial-up
PADs 138-139
Modes specifying how network resources are identified and
accessed
b-node, broadcast messages 30, 31
h-node, using p-node first then b-node 30, 32
m-node, using b-node first then p-node 30, 32
modified b-node 32
p-node, point-to-point communications 30, 31
Monitoring
connections See Dial-Up Networking Monitor
Dial-Up Networking Monitor See Dial-Up Networking
Monitor :
RAS servers and users 129-130
MS-DOS clients 84
Multi-Protocol Routing
description 51
overview 52-53
routing between a remote client and a LAN using a RAS
server 53, 65-67

Muiti-Protocol Routing (continued)

routing between two LANs using a RIP router 53
Multicast datagrams 311, 313
MultiCastForwardRate parameter, RAS 313
Multilink dialing, RAS 112-113

N

Name resolution
See also Names
converting destination names to addresses with route
utility 59
description 19, 28, 30
DNS See DNS
for RAS servers and clients 87, 107
HOSTS file
See also LMHOSTS file
file format 48
RAS clients in small networks 107
LMHOSTS file
browsing across routers without WINS 34
modified b-node name resolution 32, 48
RAS clients in small networks 107
used as a local WINS equivalent 48
modes
b-node, broadcast messages 30, 31
h-node, using p-node first then b-node 30, 32
m-node, using b-node first then p-node 30, 32
modified b-node 32
p-node, point-to-point communications 30, 31
RFCs 30
name registration 30
name resolution search order 30-32
NetBIOS computer names
name registration 38
name release 39
name renewal 39-40
name resolution 36-38
NetBIOS over TCP/IP (NetBT) See NetBIOS; NetBT
overview 28-29
troubleshooting with nbtstat utility 60
WINS (Windows Internet Name Service) See WINS
Names
changing
owners of folders 275
primary group of folders 275
server names 282-283, 343
character limitations for files 219
characters prohibited in usernames 201
converting destination names to addresses with route
utility 59
cross-platform filename translation 218-220, 347-350
domain name space See DSN
duplicate computer names 181
file naming conventions 347
FQDN (fully qualified domain names) 28, 42
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Names (continued)
illegal NTFS filename characters 348
long NTFS names 218-220, 347
Macintosh
filenames 218-220, 347-350
volume names 221
mapping extended characters in filenames 350
mapping files 29
Migration Tool configuration files (.cnf) 195
MS-DOS standard naming convention for sharing
files 217
name conflicts in NetWare server migrations
group name conflicts 199-200
listing in migration log files 206
tracking through a trial migration 204
username conflicts 198-199
name query request packets 36
name registration request packets 36, 38
name spaces
flat vs. hierarchical name spaces 28-29
implementations 29
negative name registration response 38
NetBIOS computer names 28
positive name query response 38
registering 38
releasing 39
renewing 39-40
resolving
Internet hostnames 110
NetBIOS computer names 36-38
sharing a single folder twice with Windows NT
Server 220
static names that never expire 39
troubleshooting, saving MS-DOS filenames 301
truncated filenames 219
Nbf parameters, modifying 321
NBNS (NetBIOS Name Server) 30
nbtstat utility 60
NCP (NetWare core protocol), translating in Gateway
Services 170

NDIS (network device interface specification) interface 16

NdisWan parameters, RAS 316
NegotiateTime parameter, RAS 318
Net use command
connecting to NetWare print queues 176
performing NetWare utility functions 176
Net view command, performing NetWare utility
functions 176
Net$dat.log, system logon script 204
NetBEUI
NetBEUI protocol 93, 106
PPTP 162
RAS and NetBEUI
configuring servers 86, 106
overview 90

NetBEUI (continued)
TCP/P protocol suite 10
NetBIOS
broadcast of type 20 packets 55, 68
computer names 28, 312
configuring third-party dial-up servers for IP and
IPX 108
flat vs. hierarchical name spaces 28-29
gateways

NetbiosGateway parameters, modifying 311-314

remote access for Windows NT clients 94
name resolution
See also Name resolution
troubleshooting with nbtstat utility 60
Name Server (NBNS) 30
NetBEUI protocol 93, 106
over TCP/IP (NetBT)
See also NetBT
overview 30-31
RFCs 30
WINS See WINS
virtual memory, setting 312
NetbiosGateway parameters, RAS 311-314
NetbiosGatewayEnabled parameter, RAS 311
NetbiosRouting parameter, RAS 316
NetBT (NetBIOS over TCP/IP)
LAN Manager 2.x 31
name registration 30, 38
name release 39
name renewal 39-40
name resolution
b-node, broadcast messages 30, 31
description 30
h-node, using p-node first then b-node 30, 32
m-node, using b-node first then p-node 30, 32
modified b-node 32
NetBIOS computer names 36, 38
p-node, point-to-point communications 30, 31
overview 30-31
RFCs 30
WINS See WINS
Netmask, description 61-62
NetWare See Novell NetWare
Netware.drv 176, 178
Network adapter cards
adding 232
AppleTalk key values 340-341
AutoDial problem 110
installing 232
LocalTalk limitations 255
malfunctioning message 180
necessary for installing RAS 99
null modems 103
selecting default network 254
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Network adapter cards (continued)
troubleshooting MCA computers and LocalTalk
cards 306
Network address, description 61-62

Network basic input/output system (NetBIOS) See NetBIOS

Network device interface specification (NDIS) interface 16
Network icon
adapter cards
correcting configuration 179
verifying settings 180
viewing frame type 180
AppleTalk
Protocol, stopping 285
routing, enabling 75
zones, troubleshooting 303
DHCP Relay Agent, installing 54
enabling static routing 58
Gateway Service, removing and reinstalling 180
Gateway Services and NWLink, installing 171
IP protocol, installing 55
IPX
configuring settings for RAS connections . 108
protocol, installing 55
routing, enabling 69
modem pools 95
network numbers, troubleshooting 301
NWLink, reinstalling 180
PPTP
filtering, enabling 163
installing 162
RAS
installing 104
RAS server, enabling Multilink 113
removing NetWare redirector 179
SAP agent, installing 69
SFM
configuring 253
removing 247-248
setting up 246
TCP/IP
configuring protocol and default gateways 66
configuring settings for RAS connections 107
Network IDs 20-21
Network number or range, AppleTalk networks
See Networks, network media
NetworkAddress parameter, RAS 316
Networking architecture
illustrations
NetBIOS gateway architecture 94
PPP architecture 91
remote access for Windows NT clients, NetBIOS
gateways 94
NetWorkRangeLowerEnd parameter, SFM 341
NetWorkRangeUpperEnd parameter, SFM 341
Networks

Networks (continued)

adding zones 257
bindings
to adapter cards 180
vs. domains 186
configuring stand-alone remote servers to appear to local
network browsers 108
heterogeneous networks and TCP/IP 9-10
interfaces supported by SFM 215
internetworks See Internetworks
inventorying resources before migrating NetWare
servers 185
LAN protocols See LAN protocols
network address, description 62
network IDs 20-21
network media
AppleTalk zones 237, 238, 241, 254-255
connecting with network cards 232
description 231
network numbers 72,237, 238, 241, 301
network ranges 72, 238, 241, 257, 341
number of nodes 237
planning setup of printing devices 262
setup examples 232-235
speeds 232
supported by Phase 2 AppleTalk networks 237
troubleshooting AppleTalk zones 303
types 231
network numbers See herein network media
outsourced dial-up networks and PPTP 160
planning
AppleTalk networks See AppleTalk
setup of printing devices 261-262
preparing to set up SFM 243-244
printing scenarios 260-261
ranges See herein network media
removing zones 258
security provided with SFM 224-229
seeding
See also Seed routers
AppleTalk adapter key values 341
configuring AppleTalk protocol 254
configuring AppleTalk routing 74
description 71, 213, 236
determining placement of seed routers on
network 240
selecting a network card adapter 255-258
selecting default network by choosing adapter card 254
sending messages to users 277, 290-291, 304
sniffers 209, 225
troubleshooting
network numbers 301
server access 302
Windows NT Server startup 299
VPN (virtual private networks) 159, 161-162
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Networks (continued
WAN options 94-97
Windows NT vs. NetWare 186-187
X.25 See X.25 networks
NETWORKS file 59
Nodes
assigning to DHCP clients 30
b-node name resolution (broadcast messages) 30, 31
default node types 30
h-node name resolution (using p-node first then
b-node) 30, 32
m-node name resolution (using b-node first then
p-node) 30, 32
modified b-node 32
p-node name resolution (point-to-point
communications) 30, 31
NonPagedMemLimit parameter, SFM 344
Novell IPX Router Specification 68
Novell NetWare
administrative accounts compared to
Windows NT 191-192
applications See herein NetWare-aware applications
Client Service for NetWare
connecting directly to NetWare resources 173
description 89, 167
Console Operators 192

core protocol (NCP), translating in Gateway Services 170

Directory Service Manager (DSMN) 168
File and Print Services (FPNW) 168
Gateway Service for NetWare See GSNW
Gupta SQLBase for NetWare 176
migrating
See also Migration Tool for NetWare
accounts to Windows NT See Groups, migrating
NetWare accounts to Windows NT
files to Windows NT servers See Files, migrating
NetWare files to Windows NT servers
folders to Windows NT servers See Folders,

migrating NetWare folders to Windows NT servers

rights and permission to Windows NT servers
See Permissions, migrating from NetWare

servers to Windows NT See Servers, migrating from

NetWare to Windows NT
Migration Tool for NetWare See Migration Tool for
NetWare

NetWare 3270 LAN Workstation for Windows 176
NetWare-aware applications

requirements 177-179

running 176-179

supported 176
Netware.drv 176, 178
NetWare SAA Gateway 176
network model vs. Windows NT 186-187
Novell VLM Interface not supported 177
Nwecalls.dll 178

Nwipxspx.dll 176, 177
NWLink
See also GSNW; IPX protocol
installing 171-172
Nwnetapi.dil 176, 178
Print Queue Operators and Print Server Operators 192
print queues, connecting to 176
removing redirectors 171, 179
sharing redirected drives 170
SQLBase for NetWare 176
Supervisors
migrating administrative rights 200
migration information in log files 205
ownership of folders and files 193
rights needed to migrate servers 196
setting user account restrictions 188
vs. Windows NT Administrators group 191
support of in Windows NT 89
User Account Managers 192
utilities See Utilities, NetWare
Workgroup Managers 192
NTEFS partition
configuring Macintosh-accessible volumes 221
creating Macintosh-accessible volumes 269
cross-platform filename translation 218-220, 347-350
folder limitations when setting up SFM 246
illegal filename characters 348
long NTFS names 218-220, 347
preserving file security after NetWare migration 193
required for SFM 215
troubleshooting
reinstalling Windows NT Server 306
UAM volume 303
Ntgateway group 172,173
Null modems 96, 103, 325-326
NumRecvQueryIndications parameter, RAS 313
Nwecalls.dll 178
NwInkIpx parameters, RAS 322
NwInkRip parameters, RAS 316
Nwipxspx.dll 176, 177
NWLink IPX See IPX (Internet Packet Exchange) protocol
Nwnetapi.dll 176, 178

o)

Online help 277, 297
Operating system required to run SFM 215, 299
Ownership of migrated files and folders from NetWare 193

P

P-node name resolution (point-to-point
communications) 30, 31
Packet Assemblers/Disassemblers, dial-up See PADs
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Packets
ARP request and reply packets 15
delivering, guaranteed by TCP 14

host and network IDs used by nodes for handling

packets 20
ICMP packets 15
IPX NetWare transport protocols 169
name
query request packets 36
registration request packets 36, 38
negative name registration response 38
packet header, description 51
ping echo request and echo reply packets 15
positive name query response 38
routing tables 22
Pad.inf files
format 136
reserved words listed 136
sample 136-138
Sprintnet entries 138
syntax 158
using with other Microsoft RAS clients 158
PADs (Packet Assemblers/Disassemblers), dial-up
accessing X.25 138-140
configuring 140
description 96
Pad.inf files 136-138
setting up remote access clients 143
troubleshooting 138
vs. direct connection 139
X.25 configurations 136
X.25 smart cards 140, 141-143
PagedMemLimit parameter, SFM 343
PAP (Password Authentication Protocol) 121, 162
Paradox for MS-DOS 176
Parameter key values
AppleTalk 342
File Server for Macintosh (MacFile) 342-344
Parameters
AppleTalk
Adapter key values 340-341
Parameter key values 342
AsyncMac 315
File Server for Macintosh (MacFile)
Parameter key values 342-344
Volume key values 344
IP parameters 315
modifying with Registry Editor 63, 309, 339
Nbf 321
NdisWan 316
NetbiosGateway 311-314
NwlnklIpx 322
NwInkRip 316
PPP parameters 317-319

Parameters (continued)
RasArp 321
RasMan 317
Rdr 320
Remote Access parameters 309-311
X.3, smart cards 142
Partition, NTFS See NTFS partition
Password Authentication Protocol (PAP) 121, 162
Passwords
allowing workstations to save 282
authentication by remote computers 121, 146
changing NetWare passwords 174
clear-text
detecting with sniffers 209, 225
RAS 121, 146
vs. Microsoft Authentication 250
encrypted password module See UAM
encrypted 120, 225, 318
for volumes 229
guest logons 225
Macintosh users 224-225
Microsoft Authentication 229, 248, 250, 282
migrating NetWare account information
information in log files 205
migrating user and group restrictions 200
options 198
passwords in migration mapping file 201

modifying Macintosh-accessible volume properties 276

Password Authentication Protocol (PAP) 121, 162

Registry key value 344
SFM, new capabilities 209
Switch.inf files 152-153
troubleshooting 300
Windows NT vs. NetWare 190
Path MTU Discovery, TCP/IP 5
Path, running NetWare-aware applications 177
Pausing services 284-285
PDCs (primary domain controllers) 186
Permissions
See also Rights; Security

behavior, Macintosh vs. Windows NT Server 228

controlling access to files and directories 225
examples 227

file-level 227

folder permissions inherited by files 273

giving to user accounts for Macintosh print jobs 263

granting RAS permission to user accounts 109, 117-119

Macintosh types 226, 274

migrating from NetWare
administrative rights 200
folders to Windows NT servers 193-194
migration information in log files 205
user and group restrictions 200
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Permissions (continued)
setting
for volumes and folders 272-275
from a Macintosh or a PC 228
shared printers 262
translating, SFM 213, 228
troubleshooting
access to files or folders 301
Macintosh-accessible volume unavailability 300, 304
reinstalling Windows NT Server 306
viewing folder contents 304
user categories 226
Windows NT Server types 226
Phase 2 AppleTalk networks
AppleTalk protocol 246
description 214
features 237
introduced 210
planning 237
Phone lines, WAN options 95
Ping utility 15, 60, 88
Planning NetWare server migration to Windows NT 184—
186
Point-to-Point Protocol See PPP
Point-to-Point Tunneling Protocol See PPTP
Pooling modems
equipment 95, 103
modem-pool switches 123
PortName parameter, SFM 341
Ports
See also Printers, ports
configuring to use RAS 85, 104-105
connecting to NetWare print queues 176
Ports icon, installing ports 103
POSIX filenames, troubleshooting 306
Postconnect dialogs 124
PostScript
avoiding LaserPrep Wars 223
making printers available to PC workstations 259
network printing scenarios 260-261
printers, LaserWriter driver requirement 261
printing PostScript jobs to non-PostScript
printers 221, 259
troubleshooting printing errors 305
PowerPC platform 176, 177
PPP (Point-to-Point Protocol)
authentication 146
clients 85
connection sequence, RAS 92
enabling RAS-specific logs 132
PPP IPX Configuration Protocol (IPXCP) 89
PPPlog 132
PPP parameters 317-319
PPP subkeys 319

PPP (continued)
RAS 27, 65, 90-93
RFCs 89,91
servers, connecting to 146
TCP/IP protocol suite 4
PPTP (Point-to-Point Tunneling Protocol)
advantages 159
description 97
enabling filtering 163
installing 162
outsourced dial-up networks 160
overview 160
secure access to corporate networks over the
Internet 161-162
security considerations 162
TCP/IP protocol suite 4
transferring IPX and NetBEUI traffic 162
vs. WAN protocols 160
Preconnect dialogs 124
Primary domain controllers (PDCs) 186
Primary group, SFM
changing 274-275
description 224
Primary master name server 43
Print Operators group, creating printers 262
Print Queue Operators, NetWare 192
Print Server for Macintosh (MacPrint)
checking event log 285-286
description 246
integrating with Windows NT Server Printers folder 259
setting up user accounts for Macintosh print
jobs 263-264
sharing printers 217
stopping and restarting 260, 284285
Print Server Operators, NetWare 192
Print servers, managing after NetWare server migration 192
Printers
See also Print Server for Macintosh; Printers folder;
Printing
avoiding LaserPrep Wars 223
capturing AppleTalk printers 222
creating on Windows NT Server 262-263
defining access rights 266
disabling capture setting 264
drivers
LaserWriter, versions supported 214
PostScript printers, LaserWriter driver
requirement 261
enabling workstations to use printers 264-265
making PostScript printers available to PC
workstations 259
managing after NetWare migration 192
multiple, setting up 265-266



Index 37

Printers (continued)
ports
creating printing pools 267
planning setup of printing devices 261-262
troubleshooting printing extended characters 305
Print Operators group, creating printers 262
Printers folder See Printers folder
printing devices
definition 259
network printing scenarios 260-261
planning setup 261-262
pools 265, 267
priority of print jobs 265
releasing or capturing 264-265
setting up multiple printers 265-266
spooling print jobs 259, 262
vs. printers created with Windows NT Server Add
Printer wizard 259
printing PostScript jobs to non-PostScript
printers 221, 259
setting
permissions for shared printers 262
properties 264-265, 266
SFM, new capabilities 209
sharing printers
creating printers on Windows NT Server 262
description 213
Print Server for Macintosh (MacPrint) 217
SEM feature 210
spooling
print jobs 222,259,262
printers 213
translating PostScript files for printing on Windows NT
Server printers 260
troubleshooting 301, 305
Printers folder
See also Print Server for Macintosh; Printers; Printing
creating printers on Windows NT Server 262-263
integrating with Print Server for Macintosh 259
printing devices vs. printers defined in Add Printer
wizard 259
translating PostScript files for printing on Windows NT
Server printers 260
troubleshooting AppleTalk zones 305
Printing
See also Print Server for Macintosh; Printers; Printers
folder
avoiding LaserPrep Wars 223
capturing AppleTalk printers 222
checking event log 285-286
creating printing pools 265, 267
network scenarios 260-261
ports See Printers, ports

Printing (continued)
PostScript jobs to non-PostScript printers 221, 259
priority of print jobs 265
setting up user accounts for Macintosh print
jobs 263-264, 266
SFM, new capabilities 209, 221
spooling
print jobs 222, 259, 262
printers 213
stopping and
restarting Print Server for Macintosh 260
starting Print Server for Macintosh 284
troubleshooting 305
Privileges See Permissions; Rights; Security
Protocols
AppleTalk See AppleTalk, Protocol
ARP (Address Resolution Protocol)
ARP request and reply packets 15
arp utility 15, 60
description 15
TCP/IP protocol suite 4
CHAP (Challenge Handshake Authentication
Protocol) 120, 162, 318
Dynamic Host Configuration Protocol See DHCP
ICMP (Internet Control Message Protocol) 4, 15
IGMP (Internet Group Management Protocol) 5, 21
IP SeeIP
IPX See IPX (Internet Packet Exchange) protocol
IPXCP (PPP IPX Configuration Protocol) 89
LAN protocols See LAN protocols
listing of TCP/IP protocol suite 4
Microsoft RAS protocol 93
NCP (NetWare core protocol), translating in Gateway
Services 170
NetBEUI See NetBEUI
Novell NetBIOS and NWLink NetBIOS 169
PAP (Password Authentication Protocol) 121, 162
PPP See PPP
PPTP See PPTP
provided with Windows NT TCP/IP 4
RAS encryption protocols 120
RAS See RAS
remote access protocols 90-94
Routing Information Protocol (RIP) See RIP
SAP (Service Advertising Protocol) 68-70, 89
SLIP (Serial Line IP)
automating log on to SLIP computers 154
on TCP/IP networks 88
RAS 27,93
RFCs 93
servers, connecting to 147
TCP/IP protocol suite 4
SMB (server message block) protocol, translating in
Gateway Services 170
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Protocols (continued)
SNMP (Simple Network Management Protocol) agent,
description 5
SPAP (Shiva Password Authentication Protocol) 121
TCP (Transmission Control Protocol)
description 14
RIP for IP architectural model 56
TCP/IP protocol suite 4
TCP/IP See TCP/IP
transport protocols supported by Windows NT 10
UDP (User Datagram Protocol
description 14 K
name queries to WINS servers 38
RIP for IP architectural model 56
TCP/IP protocol suite 4
WAN 90-94
Proxies (WINS-enabled computers) 33-35

Q

Questions, getting help 277, 297
Queue Operators, NetWare 192

R

RAS (Remote Access Service)
access to Internet via PPTP See PPTP
activating Switch.inf scripts 155
allowing access to networks 109, 117-119
auditing, description 127
audits, success and failure 131-132
authentication 120-121
AutoDial See AutoDial feature, RAS
call-back security 121-122, 310
callback, not supported on X.25 networks 141
capabilities and functionality 79-81
case sensitivity of Pad.inf reserved words 136
centralizing servers in a single domain 116
CHAP (Challenge Handshake Authentication
Protocol) 120, 162, 318 '
choosing and configuring modems 100-103
clients See Clients
configuring
callback options 121-122, 310
direct serial connections 103, 140
name resolution for clients 87-88, 107
ports 85, 104-105
RAS servers to provide IP addresses 86, 107
RAS servers to provide IPX net numbers 86, 108
RAS servers to use NetBEUI 106
servers to use TCP/IP 107
software for X.25 144
stand-alone remote servers to appear to local network
browsers 108

RAS (continued)
configuring (continued)
third-party dial-up servers for NetBIOS IP and
IPX 108
to use LAN protocols 106-108
connecting
to Microsoft RAS servers 146
to PPP servers 146
to SLIP servers 147
to third-party servers using IP 88
data encryption 121
dial-up PADS See Dial-up PADs; X.25 networks
dialogs :
interactive dialogs 123-125
postconnect dialogs 124
preconnect dialogs 124
static dialogs 123-125
distributing servers 116
encryption protocols 120
hanging up active connections 133
illustrations
PPP architecture 91
RAS architecture 80
installing
adding software 104-106
and configuring with Control Panel 86
hardware requirements 99
intermediary devices 123-126
Internet support 82
IP addressing 26-27
LAN protocols See Protocols, LAN
logs, RAS-specific 132, 155
maintenance 129-130
Microsoft RAS protocol 93
modem-pooling equipment 95, 103
modifying parameters 309-311
Multilink dialing 112-113
NetBIOS gateways 94
noisy links 315
number of clients connected simultaneously 313
overview 82-83
PPP See PPP
protecting servers from Internet attacks 163-164
rasphone not working 84
Remote Access Admin See herein Remote Access
Adminstrator's utility
Remote Access Administrator's utility
configuring callback privileges 121
description 85
granting permissions to users 117-119
location of 106
monitoring servers and users 129-130
troubleshooting with 130
remote logon, description 145
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RAS (continued)
restricting access to networks 109, 117-119
RFCs supported 6
scripts, using with other Microsoft RAS clients 158
security
features 97-98
options 82
serial cabling requirements 325
servers
centralizing in a single domain 116
configuring stand-alone remote servers to appear to
local network browsers 108
configuring third-party dial-up servers for NetBIOS
IP and IPX 108 :
configuring to provide IP addresses 86, 107
configuring to provide IPX net numbers 86, 108
configuring to use NetBEUI 106
configuring to use TCP/IP 107
connecting to 146
description 82
distributing 116
protecting from Internet attacks 163-164
setting RAS up in a Windows NT domain 115-116
status reporting 133
support for security hosts and switches 123-126
Switch.inf files See Switch.inf files
Terminal mode
activating on clients 126
using for remote logons 147-148
using with other Microsoft RAS clients 158
troubleshooting
modems 101
RAS client problems 132
user connections 130
with Event Viewer 86, 98
trusted domain model 116
using RAS as a simple dial-up router 65-67
vs. remote control solutions 81
writing scripts 124, 149-155
X.25 support 135-138
RasArp parameters, RAS 321
RasMan parameters, RAS 317
Rasphone not working, RAS 84
RawloTimeLimit parameter, RAS 320
RC4 encryption 121
RcvDgSubmittedPerGroupName parameter, RAS 313
Rdr parameters, RAS 320
Recursion, DNS name resolution 45
Redirectors, removing 171, 179
Regedt32 command (Registry Editor) 63, 309, 339
Registry
AutoDial configuration changed 111
enabling RAS-specific logs 132, 155

Registry (continued)
modifying parameters
AppleTalk 340-342
AsyncMac 315
File Server for Macintosh (MacFile) 342-345
IP 315
Nbf 321
NdisWan 316
NetbiosGateway 311-314
NwlnkIpx 322
NwInkRip 316
PPP 317-319
RasArp 321
RasMan 317
Rdr 320
Regedt32 command 63, 309, 339
Remote Access 309-311
RIP for IP 63-65
TCP/P 17
SYSTEM subtree icons 63
Registry Editor
See also Registry, modifying parameters
configuring key values 339-345
Relay Agent, DHCP
BOOTP broadcast messages 25
installing 54-55
Remote Access Administrator's utility
configuring callback privileges 121
description 85
granting permissions to users 117-119
location of 106
monitoring servers and users 129-130
troubleshooting with 130
Remote Access key, RAS 309
Remote access protocols 90-94
Remote Access Service See RAS
Remote administration, setting up SFM 247
Remote control solutions vs. RAS 81
Remote logons
See also RAS
authentication 120-121
automating using Switch.inf files See Switch.inf files
description 145
using RAS Terminal 147-148
RemoteListen parameter, RAS 314
Removing
extension-type file associations 296
LAN-to-LAN routing 56
Macintosh-accessible volumes 277
NetWare redirector installations 171, 179
SFM 247-248
trusted domains, troubleshooting 306
zones from networks 258
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Requests for Comments (RFCs) See RFCs
ResEdit utility 304
Reserved words
Modem.inf files 331
Pad.inf files 136
Resources
troubleshooting access 299
viewing those used by Macintosh workstations 288-289
Response keywords, Switch.inf files 150
Responses
Modem.inf files 328-329
Switch.inf files 150
Restarting Print Server for Macintosh 260
RestartTimer parameter, RAS 318
Restoring Macintosh-accessible volumes 296
Restricting access to networks 109, 117-119
Restrictions See Passwords; Permissions; Rights
Reusing passwords 190
RFCs (Requests for Comments)
DHCEP client and server services 24
DHCP Relay Agent information 54
name resolution modes 30
NetBIOS over TCP/IP (NetBT) 30
obtaining on the Internet 54
PPP and RAS 91
PPP IPX Configuration Protocol (IPXCP) 89
RIP information 54
SLIP 93
supported in RAS 6
supported in TCP/IP 6
WINS 33
Rights
See also Permissions; Security
activating gateways 172
file rights mappings in Gateway Services 174
migrating from NetWare to Windows NT servers
administrative rights 200
files 193-194
folders 193-194
log files 205
rights needed to migrate servers 196
transferred accounts after migration 197-198
user and group restrictions 200
NetWare vs. Windows NT file and folder rights 193
RIP (Routing Information Protocol)
description 54
RFCs 54
RIP for IP
dynamic routing 58
enabling IP routing 58
installing 55-56
IP datagrams 57
overview 56-57
reading routing tables 61-62

RIP (continued)
RIP for IP (continued)
Registry parameters 63—65
removing 56
Silent Mode 56, 65
static routing 58
stopping and starting 58
TCP/IP protocols 56
triggered updates parameter 64
troubleshooting 60-61
RIP for IPX :
enabling IPX routing 69
enabling type 20 broadcast propagation 55, 68
filtering capabilities 69
installing 55-56
IPX routing protocol 68-69
removing 56
SAP (Service Advertising Protocol) 68-70
troubleshooting 70-71
routers
description 54
routing between two LANs 53
support of RIP over dial-up (switched WAN) links 57
RIP for IP See RIP, RIP for IP
RIP for IPX See RIP, RIP for IPX
Route print utility 61 :
Route utility 23, 58-60
Routers
See also Routing
AppleTalk networks See AppleTalk
broadcast messages, not forwarding 31
creating router records 242
dedicated hardware routers 236 -
description 22, 51, 68, 236
enabling AppleTalk Protocol 255
installing a simple dial-up router 65-67
keeping synchronized 54
managing an IP router 58-60
network
layer devices 68
numbers 72, 237, 238, 241, 301
ranges 72, 238, 241, 257, 341
Parameter key values 342
planning setup of printing devices 262
RIP, description 54
RIP routing between two LANs 53
seed routers
AppleTalk adapter key values 341
description 213, 236
determining placement on network 240
multiple seed routers 239
planning 242
planning networks 239 .
seeding networks 254, 255-258
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Routers (continued)
troubleshooting
AppleTalk zones 303
intermittent appearance of printers and Windows NT
Server in Chooser 301
server access 302
RouteTimeout parameter, RIP for IP 65
Routing
See also Multi-Protocol Routing; Routers
AppleTalk Phase 2 networks
AppleTalk Protocol 246
description 213
introduced 210
planning 237
between
remote clients and LANs using RAS server 53, 65—
67
two LANSs using a RIP router 53
browsing across routers
with WINS 34
without WINS 34
creating router records 242
IP routing
See also IP routing
description 22-23
RIP for IP See RIP, RIP for IP
making a router plan 242, 302
overview 51
planning information when setting up AppleTalk
networks 238-239
routers See Routers
routing tables 22
gateway address, description 61-62
interface, description 61-62
metric, description 61-62
netmask, description 61-62
network address, description 61-62
reading 61-62
seed routing 213, 341
WINS in a routed environment See WINS
Routing Information Protocol (RIP) See RIP
RS-232C null modems 96, 103, 325-326

S

SAP (Service Advertising Protocol) 68-70, 89
Scripts ‘
See also Modem.inf files; Pad.inf files; Switch.inf files
logon scripts
migrating from NetWare 204
running when connecting directly to NetWare
resources 174

Scripts (continued) )
system logon script (Net$dat.log) 204
using with other Microsoft RAS clients 158
writing 124, 149-155
Search path, running NetWare-aware applications 177
Secondary master name server 43
Section headers
Modem.inf files 329
Switch.inf files 149
Security
See also Permissions; Rights
allowing remote access to networks 109, 117-119
call-back security 121-122, 310
cards 125
changing server name, logon message, and session
limits 282-283, 343
enforced callback, Multilink problems 112
gateway resources 173
hosts
customizing server's Modem.inf files 126
description 125
RAS intermediary devices 123
Microsoft Authentication 229, 248, 250, 282
migrating
NetWare files and folders 193-194
NetWare user account restrictions. 188—-191
multiple seed routers 239
network security provided with SFM 224-229
passwords See Passwords
PPTP 162
protecting RAS servers from Internet attacks 163-164
RAS options 82
RAS server audits 131-132
restricting remote access to networks 109, 117-119
setting server options
logon security for Macintosh users 281-282
with Server Manager 279
third-party authentication devices 125-126
trusted domain, single-network logon model 97
Windows NT features 97-98
Seed routers
See also Routers; Routing
AppleTalk adapter key values 341
description 71, 213, 236
determining placement on network 240
multiple seed routers 74, 239
planning 242
seeding networks
See also Networks, seeding
configuring AppleTalk protocol 254
configuring AppleTalk routing 74
description 213
selecting a network card adapter 255-258
using Windows NT Server computers 73, 213, 236
vs. nonseed routers 72, 236
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Seed routers (continued)
SeedingNetwork parameter, SFM 341
Sending messages to users 277, 290-291, 304
Serial Line IP (SLIP)
automating log on to SLIP computers 154
on TCP/IP networks 88
RAS 27,93
RFCs 93
servers, connecting to 147
TCP/IP protocol suite 4
Serial port connectors 323-326
Server Manager
changing server name, logon message, and session
limits 282-283, 343
disconnecting users and volumes 290
getting help 297
MacFile menu 280
sending messages to connected Macintosh users 291
setting
logon security for Macintosh users 281-282
security options 279
viewing

current users of Macintosh-accessible volumes 287

288
list of Macintosh-accessible volumes 286-287
open file forks 288-289

Server message block (SMB) protocol, translating in Gateway

Services 170
Server Operators group
administering SFM 213
creating printers 262
managing servers after NetWare migration 192
ServerName parameter, SFM 343
ServerOptions parameter, SFM 343
Servers
backing up files 296
centralizing RAS servers in a single domain 116
changing names 282-283, 343
configuring
RAS servers to provide IP addresses 86, 107
RAS servers to provide IPX net numbers 86, 108
RAS servers to use NetBEUI 106
RAS servers to use TCP/IP 107

stand-alone remote servers to appear to local network

browsers 108

third-party dial-up servers for NetBIOS IP and
IPX 108

to work with modem-pooling equipment 95, 103

connecting

clients to third-party remote access servers 88

through intermediary devices 123-124

to Microsoft RAS servers 146

to PPP servers 146

to remote servers 145-147

to SLIP servers 147

Servers (continued)

customizing Modem.inf files 126
distributing RAS servers 116
DNS servers 43-44
File Server for Macintosh See File Server for Macintosh
gateways, problems listing NetWare servers 180
installing network cards 232
MacFile See File Server for Macintosh
MacPrint See Print Server for Macintosh
migrating from NetWare to Windows NT
information in log files 205
inventorying resources before migrating servers 185
migrating several servers to one domain 199
rights needed to migrate servers 196
selecting servers for migration 196-197
tracking through a trial migration 204
Migration Tool See Migration Tool for NetWare
monitoring 129-130
name resolution and RAS 87, 107
name servers 43-44
NBNS (NetBIOS Name Server) 30
Parameter key values 342-344
PPP servers, connecting to 146
preparing to set up SFM 243-244
Print Server for Macintosh See Print Server for
Macintosh
print servers, managing after NetWare migration 192
RAS (Remote Access)
centralizing in a single domain 116
configuring stand-alone remote servers to appear to
local network browsers 108
configuring third-party dial-up servers for NetBIOS
IP and IPX 108
configuring to provide IP addresses 86, 107
configuring to provide IPX net numbers 86, 108
configuring to use NetBEUI 106
configuring to use TCP/IP 107
connecting to 146
description 82
overview 85-86
protecting from Internet attacks 163-164
restricting remote access to networks 109, 117-119
selecting modems 100
setting
security options with Server Manager 279
up Remote Access for X.25 networks 141-142
up SFM 214
SLIP servers, connecting to 147
stopping from seeding networks 256
troubleshooting
access to servers 302
receiving messages 304
X.25 network configurations 136

Service Advertising Protocol (SAP) 68-70, 89
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Services
See also specific service
DHCP See DHCP
File Server for Macintosh See File Server for Macintosh
GWNW See GSNW
name resolution See Name resolution
Print Server for Macintosh See Print Server for
Macintosh
RAS See RAS
required for running NetWare-aware
applications 177-179
RIP for IP See RIP, RIP for IP
RIP for IPX See RIP, RIP for IPX
SEM See SFM
stopping
and pausing 284-285
and restarting Print Server for Macintosh 260
RIP for IP with Services icon in Control Panel 58
with Devices icon in Control Panel 247
troubleshooting startup 181
WINS See WINS
Services for Macintosh See SFM
Services icon
configuring Print Server for Macintosh for user
account 264
configuring RIP for IP 56
starting services 181
stopping and restarting Print Server for Macintosh 260
stopping and starting RIP for IP 58
Setting up
adding RAS software 104-106
restricting remote access to networks 109, 117-119
SFM See SFM, setting up
SFM (Services for Macintosh)
See also AppleTalk networks; File Server for Macintosh;
Print Server for Macintosh
accessing shared file folders 218
AppleTalk
Filing Protocol, versions supported 214, 304
Phase 2 routing support 210, 213, 237, 246
avoiding LaserPrep Wars 223
benefits 210
checking event log 285-286
configuring
AppleTalk Protocol 253, 254-258
procedure 253-254
registry key values 339-345
configuring Macintosh-accessible volumes 220-221
description 210
extension-type associations, description 212
extra hard disk space required 215
features 209-210
File Manager vs. Windows NT Explorer 210
File Server for Macintosh See File Server for Macintosh

SFM (continued)

file sharing
between Macintosh and PC users 211-212
description 217-220
introduced 210
file storage 218
interfaces supported 215
introduced 209
LaserWriter printer driver, versions supported 214
macfile command 278, 297
MacFile icon See MacFile icon
MacFile See File Server for Macintosh
MacPrint See Print Server for Macintosh
managing file server security 279-296
network security 224-229
new capabilities in this release 209-210
NTES partition required 215
online help 277,297
planning setup of printing devices 261-262
primary group user account
changing 274-275
description 224
Print Server for Macintosh See Print Server for
Macintosh
printer sharing 210, 213
printing 221-223, 305
seed routers, using Windows NT Server
computers 73,213,236
sending messages to connected Macintosh users 291
server requirements 214
setting extension-type associations 292-296, 345
setting up
again after removing 245
AppleTalk Protocol 246
choosing a zone 251
File Manager toolbar buttons 251
File Server 246
for remote administration 247
from the network 247
from Windows NT Server 246
icon created in Control Panel 246
overview 245-246
preparation 243-244
Print Server 246
printers 259
workstation software 248-250
simplified administration 210, 213
spooling printers 213
stopping and removing 247-248
system requirements 214-215
system version required 215
translating file permissions 213
troubleshooting access to resources 299
using cross-platform applications 212
workstations able to use service 215
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SEM (continued)
Share name, description 217
Shares
choosing destination share for NetWare migration 203
creating or not creating during NetWare migration 203
description 217
planning server migration from NetWare 186
Sharing
files between Macintosh and PC
users 210,211-212,217-220
folders between Macintosh and PC
users 217, 220-221, 269
NetWare resources with Microsoft network clients
See GSNW
printers, SFM 210, 213, 262
Shiva Password Authentication Protocol (SPAP) 121
Silent Mode, RIP for IP 56, 65
SilentRip parameter, RIP for IP 65
Simple Network Management Protocol (SNMP) agent 5
SizWorkBufs parameter, RAS 314
SLIP (Serial Line Internet Protocol)
automating log on to SLIP computers 154
on TCP/IP networks 88
RAS 27,93
RFECs 93
servers, connecting to 147
TCP/IP protocol suite 4
slist NetWare utility See Net view command
Smart cards, X.25 140-143

SMB (server message block) protocol, translating in Gateway

Services 170

Sniffers 209, 225
SNMP (Simple Network Management Protocol) agent 5
Sockets

Berkeley Sockets interface See Windows Sockets

‘Windows Sockets interface See Windows Sockets
Software, setting up SFM workstations 248-250
SPAP (Shiva Password Authentication Protocol) 121
Spooling See Printers, spooling
Sprintnet entries in Pad.inf files 138
SQLBase for NetWare 176
Starting

Migration Tool for NetWare 195-196

restarting

File Server for Macintosh 283
Print Server for Macintosh 260, 284-285

RIP for IP with Services icon in Control Panel 58
Startup, troubleshooting

Gateway Services 179-180

services or subsystem startup problems 181

Windows NT Server startup 299

Static
dialogs 123-125
IP routing
configuring static routing tables 58-60
description 58
enabling 58
names 39
Stopping
AppleTalk Protocol 285
File Server for Macintosh 283, 284-285
Print Server for Macintosh 260, 284-285
RIP for IP with Services icon in Control Panel 58
servers from seeding networks 256
services with Devices icon in Control Panel 247
SEFM 247-248
Subkeys See Key values
Subnet masks 21, 62
Success audits 131
Summary.log, Migration Tool 204, 205-206
Supervisors, NetWare See NetWare, Supervisors
Switch.inf files
activating scripts 155
authentication macros 152-153
automating remote logons 148
carriage returns 155
commands 149-150
comment lines 149
description 125
example of an incomplete script 156
generic scripts
description 148
modifying 157-158
stepping through 153
keywords 150
large blocks of text, getting through 154
macros 151
overview 148
response keywords 150
responses 150
scripts failing 154
section headers 149
two-second gaps, getting through 154
using with other Microsoft RAS clients 158
Switches, RAS intermediary devices 123-126
Syntax
Modem.inf files 329-330
Pad.inf files 158
System
files
file rights mappings in Gateway Services 174
transferring during NetWare migration 203
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System (continued)
log 180, 181
logon script (Net$dat.log) 204
requirements, SFM 214-215
version, Macintosh computers 215
System icon, copying original hardware installation 110

T

TAPI dialing locations for AutoDial in RAS 111
TCP (Transmission Control Protocol)
description 14
RIP for IP architectural model 56 -
TCP/IP protocol suite 4
TCP/IP (Transmission Control Protocol/Internet Protocol)
administrative tools 5
advantages 3—4
ARP (Address Resolution Protocol)
ARP request and reply packets 15
arp utility 15, 60
description 15
TCP/IP protocol suite 4
configuration information 17
configuring
description 19
IP addresses 19-22
IP routing 22-23
RAS IP addressing 26-27
subnet masks 21
using DHCP 23-26
connecting
dissimilar systems 4
to the global Internet 4
connectivity utilities
available 4
not available 6
core technology and third-party add-ons 4-6
daemons not available 6
description 3, 10
diagnostic tools 4
flat vs. hierarchical name spaces 28-29
heterogeneous networks 9-10
ICMP (Internet Control Message Protocol) 4, 15
IGMP (Internet Group Management Protocol) 5, 21
installing TCP/IP 6
Internet protocols See Internet protocols
IP routing for multihomed systems 9
IP SeeIP
IPXCP (PPP IPX Configuration Protocol) 89
LAN Manager 8
name resolution See Name resolution
name space implementations 29

TCP/IP (continued)
NetBIOS over TCP/IP See NetBIOS; NetBT
Path MTU Discovery 5
PPP See PPP
PPTP See PPTP
protocol suite 4-6
RAS and TCP/IP
configuring servers 86, 107
overview 87
registry parameters 17
RFCs supported 6
RIP for IP architectural model 56
scalable internetworking technology 8-9
server services (daemons) not available 6
SLIP (Serial Line IP)
automating log on to SLIP computers 154
on TCP/IP networks 88
RAS 27,93
RFCs 93
servers, connecting to 147
TCP/IP protocol suite 4
SNMP 5
TCP (Transmission Control Protocol)
description 14
RIP for IP architectural model 56
TCP/IP protocol suite 4
UDP (User Datagram Protocol)
description 14
name queries to WINS servers 38
RIP for IP architectural model 56
TCP/IP protocol suite 4
using with third-party software 10-12
utilities
arp 15,60
ipconfig 60
nbtstat 60
ping 15, 60, 88
route print 61
tracert 61
winipcfg 60
Windows for Workgroups 8
Windows Sockets
interface 4
obtaining a copy of the specifications 12
overview 10-12
Windows 95 8
Windows NT network architecture 16
Windows NT Server 8
Windows NT Workstation 8
X Windows 11
TDI (transport driver interface) 16
Telephone Application Programming Interface See TAPI
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Telephony icon, creating TAPI dial locations 111
Terminal mode, RAS
activating on clients 126
using for remote logons 147-148
using with other Microsoft RAS clients 158
Testing modem compatibility 102
TimeoutBase parameter, RAS 315
Token ring
network media supported by Windows NT Server 231
planning setup of printing devices 261
supported by Phase 2 AppleTalk networks 237
TokenTalk
AppleTalk zones 237, 238
network numbers 237, 238
network ranges 238
number of nodes 237
Toolbars, setting up File Manager buttons 251
Tools for graphical administration of SFM 209
Tracert utility 61
Transferring NetWare resources to Windows NT
See Migration Tool for NetWare
Translating
access privileges, SFM 213
cross-platform filenames 218-220, 347-350
permissions 228
PostScript files for printing on Windows NT Server
printers 260
Transmission Control Protocol (TCP)
description 14
RIP for IP architectural model 56
TCP/IP protocol suite 4

Transmission Control Protocol / Internet Protocol See TCP/IP

Transport driver interface (TDI) 16
Transport protocols
AppleTalk See AppleTalk, Protocol
IPX See IPX
NetBEUI See NetBEUI
supported by Windows NT 10
TCP/IP See TCP/IP
Trial NetWare migrations
description 184
overview 204
Triggered updates parameter, RIP for IP 64
Troubleshooting
access to resources 299
access to servers 302
adding and removing trusted domains 306
AppleTalk zones 303
AutoDial 112
cannot
find files or folders 301
find server 302
save MS-DOS filenames 301

Troubleshooting (continued)
dial-up PADS 138
duplicate computer names 181
file icons 304
folder view 303
GSNW 179-181
intermittent appearance of printers and Windows NT
Server in Chooser 301
Macintosh-accessible volume unavailability 300, 304
MCA computers and LocalTalk cards 306
Microsoft UAM volume 303
modems 101
NetWare-aware applications 178
NetWare utilities and applications 181
network numbers 301
online help 277, 297
POSIX filenames 306
printing 305
RAS
RAS client problems 132
user connections 130
with Event Viewer 86, 98
receiving server messages 304
reinstalling Windows NT Server 306
RIP for IP 60-61
RIP for IPX 70-71
startup
Gateway Services 179-180
services or subsystem startup problems 181
Windows NT Server startup 299
TCP/IP networking problems 4
user passwords 300
using Device.log 155-158
viewing folder contents 304
Windows NT Server startup 299
Trust relationships after migrating NetWare servers 187
Type 20 packets 55, 68
Types, setting extension-type associations 295, 345

U

UAM (user authentication module)
description 209
troubleshooting user passwords 300
troubleshooting volume 303
UDP (User Datagram Protocol)
description 14
name queries to WINS servers 38
RIP for IP architectural model 56
TCP/IP protocol suite 4
Unimodem 327
Universal Modem Driver (Unimodem) 327
UpdateFrequency parameter, RIP for IP 65
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User Account Managers, NetWare 192
User accounts
concurrent connections 190
establishing 279
expiration dates 190
guest
accounts 284
logons 225
Macintosh workstations 224, 284
migrating NetWare accounts to Windows NT servers
See also Migration Tool for NetWare
centralizing in domain organization 186
consolidating during server migration 185
log files 205
managing after migration 192
mapping files 200-201
migrating to master domain 202
options 197-198
password options 190, 198
tracking through a trial migration 204
username conflicts 198—199
passwords See Passwords
rights for activating gateways 172
SFM
configuring Print Server for Macintosh 264
primary group, changing 274-275
primary group, description 224
setting up for Macintosh print jobs 266
setting up user accounts for Macintosh print
jobs 263-264
simplified administration 210, 213
troubleshooting passwords 300
Windows NT vs. NetWare 188-191
User authentication module (UAM)
description 209
troubleshooting user passwords 300
troubleshooting volume 303
User Datagram Protocol (UDP)
description 14
name queries to WINS servers 38
RIP for IP architectural model 56
TCP/IP protocol suite 4
User Manager
establishing user accounts 279
granting permissions to users 117-119
Username
name conflicts in NetWare server migration 198-199
NetWare migration mapping file assignments 201
reserved characters 201

Users

allowing remote access to networks 109, 117-119
disconnecting

AutoDisconnect parameter, RAS 310

from volumes 290

GSNW 171

viewing open file forks 288-289
granting Remote Access permissions 109, 117-119
monitoring 129-130
network security provided with SFM 224-229
ownership of migrated files and folders from

NetWare 193

primary group, SFM

changing 274-275

description 224
restricting remote access to networks 109, 117-119
sending messages over the network 277, 290, 304
troubleshooting

connections, RAS 130

Macintosh-accessible volume unavailability 300, 304

passwords 300
viewing current users of Macintosh-accessible

volumes 287-288

Utilities

See also Commands
arp 15, 60
ipconfig 60
Ipxintfc 179
ipxroute 70-71
macfile command 278, 297
nbtstat 60
NetWare
attach See Net use command
login See Net use command
logout See Net use command
map utility, memory allocation problems 181
slist See Net view command
supported by Windows NT 175
troubleshooting utilities and applications 181
ping 15, 60, 88
Regedt32.exe (Registry Editor) 63, 309, 339
Remote Access Administrator's utility See Remote
Access Administrator's utility
ResEdit 304
route print 61
route 23, 58-60
TCP/IP connectivity utilities 4
tracert 61
winipcfg 60
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v

Values, keys and subkeys See Key values
Viewing
current users of Macintosh-accessible volumes 287-288
list of Macintosh-accessible volumes 286-287
NetWare server connections, problems 180
open file forks 288-289
troubleshooting
folder contents 304
folder view 303
Virtual private networks (VPNs) 159, 161-162
Volume key values, SFM 344
Volumes
description 218
Macintosh-accessible volumes, passwords 229
migrating from NetWare servers
migration log files 205
planning server migration 186
selecting volumes to transfer 202
vs. Macintosh-accessible volumes 218
VPNs (virtual private networks) 159, 161-162

w

Wall Data Rumba for Windows 176
WAN (wide area networks)
options for RAS 82, 94-97
protocols 90-94
vs. PPTP 160
Wide area networks See WAN
Windows for Workgroups
installing TCP/IP 6
RAS clients 84
TCP/IP support 8
Windows Internet Name Service (WINS) See WINS
Windows Sockets
interface 4
obtaining a copy of the specifications 12
overview 10-12
Windows 95
access to NetWare servers 185
clients and RAS features 84
TCP/IP support 8
Windows NT Server
accessing NetWare resources 185
administrative accounts compared to NetWare 191-192
creating printers 262-263
cross-platform filename translation 218-220, 347-350
default node types 30 '
features list xiji—xiv

Windows NT Server (continued)
installing Gateway Services and
NWLink 171-172, 179-180
Migration Tool, NetWare See Migration Tool for
NetWare
Multi-Protocol Routing See Multi-Protocol Routing;
Routing
NetWare
See also NetWare
Migration Tool See Migration Tool for NetWare
support 89
network architecture and TCP/IP 16
network media supported
Ethernet See Ethernet
FDDI See FDDI
LocalTalk See LocalTalk
Token ring See Token ring
network model vs. NetWare 186-187
online help 277,297
permissions See Permissions
Printers folder See Printers folder
Registry See Registry
security features 97-98
setting up SFM 246
sharing a single folder twice 220
TCP/IP support 8
transport protocols supported 10
troubleshooting
intermittent appearance in Chooser 301
reinstalling and permissions 306
startup 299
trusted domain, single-network logon model 97
user accounts
compared to NetWare 188-191
for Macintosh workstations 224, 284
version 3.1 RAS clients 84
version 3.5x RAS clients 84
Windows NT Workstation
access to NetWare servers 185
TCP/IP support 8
Winipcfg utility 60
WINS (Windows Internet Name Service)
broadcast name resolution
description 33
in a routed environment 33-36
browsing across routers
with WINS 34
without WINS 34
DNS integration 45-47
name
registration 38
release 39
renewal 39-40
resolution 36-38
NBNS (NetBIOS Name Server) 30
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WINS (continued)
parameters, modifying 315
p-node mode 31
proxies 33-35
RFCs 33
routed environment 33-36
static names that never expire 39
WINS enabled on the client
name registration 38
name release 39
name resolution 36-38
WINS not enabled on the client
name registration 38
name release 39
name resolution 36
WINSNameServer parameter, RAS 315
WINSNameServerBackup parameter, RAS 315
Wizards
Add Printer wizard
creating printers on Windows NT Server 262-263
printing devices vs. creating printers 259
Modem wizard 104
Workgroup Managers, NetWare 192
Workstations
See also Clients
allowing to save passwords 282
criteria for using SFM 215
enabling workstations to use printers 264-265
installing authentication files 250
making PostScript printers available to PC
workstations 259
migrating NetWare account restrictions 190
network printing scenarios 260-261
NTFS partition required on server for SFM 215
number connected simultaneously
accessing Macintosh-accessible volumes 276
feature of SFM 209
RAS 313
to File Server for Macintosh 282, 283, 343, 344
permitting access to Macintosh-accessible volumes 276
setting up SFM software 248-250
troubleshooting
access to resources 299
Macintosh-accessible volume unavailability 300, 304
server access 302
viewing open file forks 288289
Windows NT Server user accounts for
Macintoshes 224, 284
zone assigned 238, 251

X

X Windows 11
X.3 parameters, smart cards 142

X.25 networks
callback not supported 141
configuring
PAD:s and serial communication settings 140
RAS software 144
description 135
dial-up PADs
accessing X.25 138-140
configuring 140
description 96
Pad.inf files 136138
setting up remote access clients 143
troubleshooting 138
vs. direct connection 139
X.25 configurations 136
X.25 networks (continued)
direct connections
setting up clients 143
vs. dial-up PADs 139
RAS configurations 136
RAS intermediary devices 123
setting up Remote Access
clients 143
servers 141-142
X.3 parameters, smart cards 142
X.25 smart cards 140, 141-143
x86 platform NetWare-aware applications 176

Z

ZoneList parameter, SFM 341
Zones, AppleTalk networks
adding to network 257
assigning 238, 241
choosing when
configuring AppleTalk Protocol 254-255
setting up SFM 251
default zones 73, 238, 257, 258, 340
definition 238
description 73, 237
DNS database subtree 42, 43
Parameter key values 342
planning setup of printing devices 261
removing from network 258
routing information 238
seeing current state 257
setting
information 257-258
zone information 76
troubleshooting 301, 303, 305
zone lists 73, 238
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