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2. 

3. 

Run your driver under the checked build of NT. Keeping track of pool tass is 
an expensive activity, so it only works under the checked version of NT. I 

When you're analyzing a crash, or when your driver is at a breakpoint, use 
the !poolused or !poolfind commands in WINDBG to examine the state of the 
pool areas. These commands sort the pool areas by tag value and displays 
various memory statistics for each tag. 

One easy way to use pool tagging is to replace the ExAllocatePool function 
with ExAllocatePoolWithTag with conditional compilation. This way, you can 
turn tagging on and off without too much trouble. Add something like the follow­
ing to your driver's header file: 

#if DBG 
#define ExAllocatePool( type, size \ 

ExAllocatePoolWithTag( (type), (size), 'DCBA' ) 
#endif 

The tag argument to ExAllocatePoolWithTag consists of four case-sensitive 
ANSI characters. Because of the way things work on little-endian machines, you 
need to specify the characters in reverse order. Hence, the DCBA in the example 
will become ABCD in the pool tag display. 

In this example, we used the same tag value for all the allocations made by a 
single driver. For some situations, you might also want to use different tag values 
for different kinds of data structures, or for allocations made by different parts of 
your driver. These kinds of strategies might help you see exactly what's been 
leaking out of your driver. 

The POOLMON utility that comes with the NT DDK also lets you look at 
the pool tags dynamically, without the need for WINDBG. You run this com­
mand-line utility on the target machine and it outputs a continuously updated 
display of the pool tags. See Chapter 6 of the DDK Programmer's Guide for details 
on running POOLMON. 

Using Counters, Bits, and Buffers 

There's no question that interactive driver debugging is a wonderful thing. 
Unfortunately, some kinds of bugs are time-dependent, and they disappear when 
you use breakpoints or single step through the code. This subsection presents sev­
eral techniques that may help you catch these bugs. 

10 Chapter 6 of the DDK Programmer's Guide claims that you can enable this feature in the free 
build of NT by ORing the FLG ]OOL_ENABLE _TAGGING bit into the GlobalFlag value of the 
HKEY_LOCAL_MACHINE\System \ CurrentControlSet \ Control \SessionManager key of the 
Registry. Unfortunately, none of the currently available documentation or header files defines 
what this value is. 
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Sanity counters You can use pairs of counters to perform several kinds of 
sanity checks in your driver. For example, you might count how many IRPs arrive 
at your driver and how many you send to IoCompleteRequest. Or, in a higher­
level driver, you could track the number of IRPs allocated versus the number 
released. Checks like these can help you find subtle inconsistencies in the behav­
ior of your driver. The only disadvantage of sanity counters is that they don't nec­
essarily tell you where the problem is occurring. 

Implementing a counter is very simple. Just declare a ULONG variable in 
your Device Extension for each counter and then add appropriate code to incre­
ment the counters throughout your driver. As with all debugging support, it's a 
good idea to wrap sanity-counter code in conditional compilation statements that 
depend on the DBG symbol. 

If you're feeling really ambitious, you can write a WINDBG extension to dis­
play the counters. As a simple alternative, your driver can force a bugcheck after 
it has collected enough data, and simply use a bugcheck callback to save the 
counter values. 

Event bits Another useful technique is to keep a collection of bit flags that 
track the occurrence of significant events in your driver. Each bit represents one 
specific event, and when that event happens, your driver sets the corresponding 
bit. Where sanity counters tell you about global-driver behavior, event bits can 
give you an idea of what parts of your code have executed. 

One of the decisions you'll have to make is whether to clear the event vari­
able during DriverEntry, during the Dispatch routine for IRP _MLCREATE, or 
when you begin processing each new IRP. Each of these options can be useful in 
different situations. 

Trace buffers The problem with event bits and counters is that they don't 
give you any idea of the sequence of execution of your code. To get around this 
limitation, you can add a simple tracing mechanism that makes entries in a spe­
cial buffer as different parts of your driver execute. 

Trace buffers can be very useful for tracking down unexpected interactions 
in asynchronous or full-duplex drivers. On the downside, this extra information 
isn't free. Trace buffers use more CPU time than counters or event bits, and this 
could have an effect on time-sensitive bugs. 

Implementing a trace buffer mechanism takes a little more work than the 
other techniques we've looked at. Here are the basic steps you need to follow: 

1. Add trace buffer data structures to your driver. Normally, you should put 
these structures in the Device Extension so you can trace things on a device­
by-device basis. Every once in awhile, you might find some value in a global 
buffer that traces the entire driver. 

2. Define a macro to make entries in the trace buffer. As with other pieces of 
debug code, it's a good idea to bracket the trace macro with conditional com­
pilation statements. 
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3. Insert calls to the trace macro at various strategic places in your driver. 

4. Write a debugger extension to dump the contents of trace buffer. 

The trace buffer itself is just an array, coupled with a counter that keeps 
track of the next free slot. The following code fragment illustrates the structure of 
a basic trace buffer. 

typedef _DEVICE_EXTENSION 

#if DBG 
ULONG TraceCount; 
ULONG TraceBuffer[ XX_TRACE_BUFFER_SIZE ]; 

#endif 

} DEVICE_EXTENSION, *PDEVICE_EXTENSION; 

Again, depending on what you're looking for, you can initialize the Trace­
Count field once in your DriverEntry routine, each time you get an 
IRP _MLCREATE request, or with each new IRP. 

Adding entries to the buffer is just a matter of storing an item in the array 
and incrementing the counter.H This code fragment shows how to implement a 
basic trace macro. 

#if DBG 
#define XXTRACE( pDE, Tag) \ 

if( pDE->TraceCount >= XX_TRACE_BUFFER_SIZE \ 
pDE->TraceCount = 0; \ 

pDE->TraceBuffer[ pDE->TraceCount++ ] = \ 
(ULONG) (Tag); \ 

#else 
#define XXTRACE( pDE, Tag) while ( FALSE) {} 
#endif 

Notice that this implementation ignores all the synchronization issues that 
arise when you call XXTRACE from multiple IRQL levels (potentially on multiple 
CPUs). Since the whole purpose of using trace buffers is to catch errors that are 
sensitive to timing, putting synchronization mechanisms into XXTRACE would 
probably make it useless. So, just how do you prevent the trace macro from trash­
ing itself? 

One solution is to call XXTRACE only from places in your driver where syn­
chronization won't be a problem. For example, if you call XXTRACE from DPC 
routines, synchronization is already being handled as part of the larger structure of 
the driver itself. Similarly, if you call it from an ISR and a SyncCritSection routine, 

11 If you have a large enough trace buffer and an accurate idea of how many events will be traced, 
you can save some time by eliminating the test for a full buffer. This is a very dangerous optimiza­
tion, so use it with care. 
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synchronization is already guaranteed. If you can't live with these restrictions, 
you'll have to add explicit synchronization to XXTRACE. 

17.10 SUMMARY 

When you write a driver, very few limits are placed on what you can do to the 
system. With all this power comes the heavy burden of making sure that your 
driver doesn't compromise system integrity. You need to correct not only overt, 
catastrophic errors, but also subtle problems that may over time damage the sys­
tem. This chapter has presented some techniques you can use to diagnose and 
eliminate bugs, both early in the development cycle, and later when the driver is 
out in the world. 

But suppose bugs aren't the problem. Suppose the driver works, but it just isn't 
fast enough. The next chapter examines the important area of driver performance. 
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There's a certain feverish look - a kind of glassy 
stare - that comes into the eyes of a programmer about to start tuning a piece of 
code. You can almost hear their thoughts: "If I just squeeze out a few cycles here 
and there, make this loop a little tighter, optimize the code by hand, maybe even 
use some assembly language ... " Through some kind of magic, everything will run 
twice as fast. 

Unfortunately, the results seldom meet these expectations, and after a lot of 
effort, the code runs only a few percent faster. The problem is that no amount of 
optimization or tuning will make up for an inherently slow design. Performance 
is something you have to think about all the way through the development cycle. 
If you've done that, then you can use the techniques described in this chapter to 
verify that your driver meets its performance goals. 

18.1 GENERAL GUIDELINES 

Acceptable driver performance can mean different things in different situations. 
As a result, the guidelines given in this section are necessarily a little fuzzy. Hope­
fully, they'll act as a springboard for your own thinking on the subject. 

Know Where You're Going 

You have to know where you're trying to go or else you won't know when 
you've gotten there. In the case of driver tuning, this means you should have 
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some specific performance targets in mind when you start. These targets can be 
the result of a number of things: 

• The device itself may have some timing needs. For example, it might 
need to be serviced within a certain minimum interval, or it may generate 
data at some particular rate. Understanding your device and how it will 
be used are important factors in setting performance targets. 

• Application programs may have expectations of how quickly the device 
will respond, or how many transactions per second it should be able to 
handle. 

• The user's perception may be the determining factor in choosing perfor­
mance targets. The drivers of video cards, sound boards, and even pointing 
devices are judged by how they feel to the user more than anything else. 

Very early in the design process, formulate your performance goals in the 
most concrete terms possible. Come up with numbers if you can. Then look at 
your overall driver design and see where these performance needs will have the 
biggest impact. 

Get to Know the Hardware 

Learn as much as you can about the hardware your driver is managing. 
Does it have any weird quirks that might impact driver performance? Are there 
any specific sequences of operations that make things go faster or slower? Are 
you making the most of any built-in processing capabilities of the device itself? If 
you're working with a multiunit controller, does it support overlapped operations 
on several devices at the same time? The more you know about the hardware 
you're driving, the better you'll be able to see what your options are. 

Explore Creative Driver Designs 

Some of the most powerful optimizations come, not from tweaking code, 
but from looking for a whole different approach to the problem. NT has a very 
well-defined driver architecture, but it may not always be suitable for what you're 
trying to do. 

For example, look at the way video and display drivers work. Display speed 
would be abysmal if Win32 went all the way through the 1/ 0 Manager every time 

. it touched the video hardware, so the drivers use a nonstandard architecture. In 
some cases, it may make sense to map device registers or device memory into 
user space if that's the only way to achieve acceptable performance. Real-time 
device control might demand this kind of design. 

The mouse class and port drivers provide another example of nonstandard 
interfaces. In this, case, the class driver gives the mouse port driver a pointer to a 
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function that it should call when mouse events arrive. This allows the port driver 
to pass data using a common buffer and greatly reduces the system's overhead in 
processing large numbers of events. 

The downside of all this is that you may end up compromising system 
integrity. Don't abandon the standard NT driver architecture right off the bat, but 
if it's clear that nothing else will give you good performance, go for it. 

Optimize Code Creatively 

This is where everyone wants to look first, when in fact it's probably the last 
place to focus your attention. It's worth repeating that no amount of clever opti­
mization will make up for an inherently bad design. If you do need to squeeze 
more performance out of your code, here are some things to think about. 

First, be very dear about what you're trying to accomplish. Your goal should 
be to find new ways of doing things, not just ways to tweak existing code. Most 
decent C compilers do a wonderful job of tweaking code. Your advantage as a 
human is that you know the context in which the code will run. This allows you to 
look for entirely different ways of accomplishing a particular task. Don't waste 
this gift by turning yourself into a glorified peep-hole optimizer. 

Also, focus your attention on the relatively small areas of code that really 
determine overall performance. It's often the case that one or two tiny subrou­
tines, comprising maybe 10 percent of your overall driver, will be the gate that 
controls the speed of the driver. Try to find those hot spots or critical code paths 
and make them as fast as possible. The code paths through your driver's most fre­
quently executed operations are a good place to look. 

Finally, don't assume that an optimization will have the same impact on all 
NT platforms. Some kinds of optimizations may work only on a specific type of 
CPU. If you plan to support your driver on more than one CPU or bus architec­
ture, be sure that improvements work equally well everywhere. At the very least, 
make certain that an optimization on one configuration doesn't degrade perfor­
mance anywhere else. 

Measure Everything You Do 

Concrete me¥urement forms the basis of all good science. It's amazing how 
much faster a pi~ of code can seem just because you've put several hours of 
work into optimizing it. Don't get caughtin the trap of wishful thinking; measure 
the impact of everything you do. If you don't have any quantitative data to go by, 
you won't know if you're helping or hurting. 

Later in this chapter, you'Usee one way to analyze.a driver's behavior using 
the PERFMON utility. You can also measure the speed of specific routines using 
the profiling timer available in NT. The only limitation is that this counter's reso­
lution on 80x86 machines is only one microsecond, and ana 100 MHz Pentium, a 
lot of instructions can flow by in that time. 
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18.2 PERFORMANCE MONITORING IN WINDOWS NT 

One of your options for observing a driver's behavior is to tie into NT's perfor­
mance monitoring system. The advantage of this technique is that you or anyone 
else can use the PERFMON utility to collect and display data about your driver. 
This section presents the overall architecture of NT's performance monitor system. 

Some Terminology 

Like other parts of NT, the performance system uses an object-based model 
to describe its operation. Before we look at the actual steps involved in using the 
performance system, it's a good idea to define some of the terms appearing in the 
discussion. 

Performance object This is any object that makes performance data avail­
able through the Registry. System components, drivers, and services can all 
export various performance objects. For example, the system exposes objects like 
memory and CPU, and drivers can expose separate performance objects for each 
device they support. 

Performance counter Data about a given performance object takes the 
form of counters. Although the name seems to imply the summing of discrete 
events, these counters can actually represent a wide variety of measurements: an 
absolute number of events, a rate of occurrence, a ratio of quantities, the average 
availability of a resource, and so forth. For example, NT's Memory object exposes 
counters representing the number of available bytes and the number of page 
faults per second. 

Object instance There may be more than one instance of some kinds of 
objects on the system. For example, there can be several CPUs and several disk 
drives. To distinguish among members of a set of identical objects, performance 
monitoring components usually represent these objects as separate instances of 
the object type. CPU performance data would show up as information about 
CPUO, CPUl, CPU2, and so on. 

Counter instance When a performance object supports multiple object 
instances, each instance will have its own complete set of counters. Referring back 
to the CPU object, there are separate interrupt rate counters for each CPU object 
instance. 

How Performance Monitoring Works 

Windows NT provides a common set of interfaces that drivers and applica­
tion programs can use if they want to participate in performance monitoring 
operations. Figure 18.1 shows how these interfaces work. 
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The following describes what happens when you run the PERFMON utility 
(located in the Administrative Tools program group). The process would be the 
same for any application program curious about system performance data. 

1. The PERFMON utility uses the Win32 RegQueryValueEx function to access 
the HKEY_PERFORMANCE_DATA key. 

2. The Registry API scans HKEY_LOCAL_MACHINE\ ... \ Services for drivers 
and services with a Performance subkey. Having this sub key marks a driver 
or service as a performance monitoring component. Values contained in the 
Performance subkey identify a data-collection OLL that acts as an interface 
between the Registry API and the objects being monitored. 

3. The Registry API maps these interface OLLs into the process requesting per­
formance data. It then calls the Open and Collect functions in each OLL to 
determine what objects and counters the OLL supports. 

4. Each time PERFMON wants updated performance information, it calls the 
RegQueryValueEx again. This results in calls to the Collect function in 
each performance component's data-collection OLL. The Collect function 
gets a raw data sample from the object being monitored and sends it back 
toPERFMON. 

5. When PERFMON closes the HKEY_PERFORMANCE_OATA key with Reg­
CloseKey, the Registry API calls the OLL's Close function to do any necessary 
cleanup. It then unmaps the OLL from the process. 
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You can see from this description that performance information isn't actu­
ally stored in the Registry in the same way that hardware or software configura­
tion data is. Rather, the Win32 Registry API calls gather performance data at the 
time someone asks for it. 

How Drivers Export Performance Data 

Drivers that support monitoring have to maintain performance data about 
themselves. They make this data available to their data-collection DLL using 
either of two different techniques: 

• 10Clls - Kernel-mode drivers make their performance data available 
through a privately defined IOCTL function. 

• File Mapping objects - User-mode drivers expose performance data 
through a File Mapping object (i.e., shared memory) that has a well­
known name. 

The example appearing later in this chapter shows how to implement a 
data-collection DLL for a kernel-mode driver. A similar example in the NT DDK 
illustrates how to set up monitoring for a user-mode system component. 

18.3 ADDING COUNTER NAMES TO THE REGISTRY 

One of the goals of NT's performance monitoring architecture was to make the 
display names of performance objects and counters independent of any particular 
national language. If you have the American version of NT installed, performance 
monitoring tools should display counter names in English, while the French ver­
sion of NT should use French names. 

To accomplish this, both the data-collection DLL and the PERFMON utility 
refer to performance objects and counters using index numbers rather than 
names. These index numbers are assigned when a driver is installed on a given 
machine, and they are globally unique on that system. These object and counter 
indexes are stored in the Registry along with their corresponding display names. 
Tools like PERFMON use this area of the Registry to convert an object or counter 
index into text. A similar mechanism allows PERFMON to display help text (in 
the appropriate language) about a given counter. 

Counter Definitions in the Registry 

As you can see from Figure 18.2, individual counter definitions are stored 
under the Perflib key, grouped according to their language ID. This scheme 
allows you to support counter names and help text in multiple languages without 
having to modify your driver. 
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Figure 18.2 Counter definition area in the Registry 

Look at Table 18.1 for a more detailed view of the individual Registry 
entries. As you can see, each performance object or counter is coupled with a 
unique, even integer. These pairs are stored under the Counters sub key for each 
language. Help text for a given counter has an odd-numbered index one greater 
than the index for the counter itself. Help text definitions are stored under the 
Help subkey of each language. 

Although you could do something disgusting such as using REGEDT32 to 
add your counter definitions to the Registry, there is an easier way. The NT DDK 

Table 18.1 Registry entries that define counter names and help text 

Perflib Registry entries 

Entry 

\nnn 

\nnn 
\ Counters 

\nnn 
\ Help 

Last Counter 
Last Help 

Contents 

Names and help text for a 
specific language ID 
REG_MULTI~SZ string 
composed of index / name 

REG_MULTCSZ string 
composed of index / help text 

Highest assigned name index 
Highest-assigned help index 

Example 

009 is the language ID for American 
English 
2 \0 System \0 
4 \0 Memory \0 
6 \0 % Processor time \0 \0 
3 \0 The System object type ... \0 
5 \0 The Memory object type ... \0 
7 \0 % Processor time is ... \0 \0 
Ox330 
Ox331 
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contains two utilities, LODCTR and UNLODCTR, that add and remove counter 
definitions for you. In order to add counters with LODCTR, you need to do the 
following: 

1. Write a LODCTR command file. 

2. Write a counter-offset header file. 

3. Add a subkey called Performance to your driver's Registry service key. 

4. Run the LODCTR utility to install the counter definitions. 

Writing LODCTR Command Files 

To use the LODCTR utility, you first need to write a command file describ­
ing the objects, counters, and help text you want to add to the Registry. The com­
mand file is divided into three sections and can contain the keywords listed in 
Table 18.2. 

Table 18.2 Section names and keywords in a LODCTR command file 

LODCTR command file 

Section Keywords Description 

[info] DRIVERNAME=DriverName 
APPLICATIONNAME=ProgName 
SYMBOLFILE=FileName.H 

Name, if driver 
Name, if service 
Counter-offset definition file 

[languages] langid=LanguageName IDs of languages in this file 
(LanguageName is ignored) 

[text] symboUangid_NAME=Name text 
symboUangid_HELP=Help text 

Name of one object or counter 
Single line of explanatory text 

The LODCTR utility uses the Win32 profile functions to parse its command 
file, so it should come as no surprise that these files usually have the extension 
IN!. Let's look at an example of the command and header files needed to define 
some performance counters. 

COUNTERS.lNI The following example of a LODCTR command file adds 
one object with two counters to the Registry. It supports only American English 
versions of the counters. 

[info] 
drivername=XXDRIVER 
symbolfile=COUNTERS.H 

[ languages] 
009=English 
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[text] 
XXDEVICE_009_NAME=XX Device 
XXDEVICE_009_HELP= The Xx Device does whatever it does. 

INTERRUPTS_009_NAME=Interrupts/sec 
INTERRUPTS_009_HELP=Measures the interrupt rate. 

OPERATIONS_009_NAME=Operations/sec 
OPERATIONS 009_HELP=Measures device activity. 

COUNTERS.H You also need to write a header file containing the relative 
index values of each object and counter that you plan to add to the Registry. This 
header file defines relative offsets for the XXDEVICE object and its two counters. 

#define XXDEVICE 
#define INTERRUPTS 
#define OPERATIONS 

o 
2 
4 

These indexes must be even numbers starting at zero. The names in the 
header file have to match the names in the [text] section of the LODCTR com­
mand file, and they are case-sensitive. This header file will also be included in 
your data-collection DLL. 

Using LODCTR and UNLODCTR 

To add your counter names to the Registry, run LODCTR from the com­
mand line and give it the name of the command file, like this: 

LODCTR COUNTERS.INI 

When you run LODCTR, it uses the Last Counter and Last Help values in 
the Perflib Registry key to assign absolute index numbers to your objects, 
counters, and help text items. It also stores the first and last counter and help 
indexes assigned to your driver in the Performance subkey of the driver's Regis­
try service key. 

A single command file can contain object and counter definitions in more 
than one language. However, LODCTR will only install counter definitions for 
language IDs already listed under the Perflib Registry key. 

To remove all the objects, counters, and help text associated with a particular 
driver or service, run the UNLODCTR utility. Its only argument is the name of the 
driver or service that you specified in the [info] section of the INI file. 

UNLODCTR XXDRIVER 

If you want to modify the object and counter names associated with a par­
ticular driver, you have to remove the existing counter definitions for the 
driver with UNLODCTR and run LODCTR again. LODCTR performs only 
minimal error checking, and if you run it twice for the same driver, the results 
are unpredictable. 
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18.4 THE FORMAT OF PERFORMANCE DATA 

When the Registry API calls your data-collection DLL, it expects you to return 
counter information in a very specific format. This data format is one of the more 
Byzantine things in NT, so it deserves a little motivating explanation. 

Along with the goal of language-independent object and counter names, the 
NT architects also wanted to make performance data totally self-descriptive. This 
means that programs like PERFMON should be able to process and display a 
block of performance data using only the contents of the block itself. This open­
ended, extensible architecture allows standard tools to monitor objects that they 
know nothing about. 

Unfortunately, data that's totally self-descriptive is also very complicated. 
The following subsections describe the Registry's performance data format. 

Overall Structure of Performance Data 

Figure 18.3 illustrates the overall structure of the information returned by 
your data-collection DLL. For each performance object in the DLL, you have to 
provide 

• Information about the object itself 

• Definitions for each counter the object exposes 

• A header for all the counter data 

• A block containing the counters themselves 

/ PERF_OBJECT_TYPE 

PERF _COUNTER_DEFINITION 1 

PERF _COUNTER_DEFINITION 2 

Object Type 1 
: 

Object Type 2 
PERF _COUNTER_DEFINITION M 

Object Type 3 
PERF_COUNTER_BLOCK 

: 
Counter 1 

Object Type N 
Counter 2 

: 

Counter M 

Copyright© 1994 by Cydonix Corporation. 940054a.vsd 

Figure 18.3 Structure of performance data for objects with single instances 
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The following subsections describe these structures in more detail. You can 
find additional information in the WINPEREH header file that comes with the 
Win32 SDK. 1 

PERF _OBJECT_TYPE This structure acts as a header for information 
about a single object type. You must provide one of these structures for each object 
being exposed by your performance DLL. Table 18.3 lists the fields in this structure. 

Table 18.3 Contents of a PERF_OBJECT _TYPE structure 

Field 

DWORD TotalByteLength 

DWORD DefinitionLength 

DWORD HeaderLength 
DWORD ObjectNameTitleIndex 
LPWSTR ObjectNameTitle 
DWORD ObjectHelpTitleIndex 
LPWSTR ObjectHelpTitle 
DWORD DetailLevel 

DWORD NumCounters 
DWORD DefaultCounter 
DWORD NumInstances 

DWORD CodePage 
LARGE_INTEGER PerfTime 

LARGE_INTEGER PerfFreq 

Contents 

sizeof( PERF _OBJECLTYPE ) 
+ NumCounters 
* sizeof( PERF_COUNTER_DEFINITION) 
+ sizeof( PERF _COUNTER_BLOCK) 
+ sizeof( allCounters ) 
sizeof( PERF _OBJECT_TYPE) 
+ NumCounters 
* sizeof( PERF _COUNTER_DEFINITION) 
sizeof( PERF _OBJECT_TYPE) 
Index of this object's name in the title database 
NULL 
Index of object's description in the help database 
NULL 
Complexity level of information 
• PERF _DETAILNOVICE 
• PERF_DETAIL_ADVANCED 
• PERF_DETAIL_EXPERT 
• PERF_DETAIL_WIZARD 
Number of counters in each counter block 
Default to display, or -1 
Number of instances of this object, or -1 if 
no separate instances 
a for drivers 
Current value, in counts, of the high-resolution 
performance counter 
Current frequency, in counts per second, of the 
high-resolution performance counter 

1 This header also contains a great deal of descriptive commentary. I recommend reading it if you're 
going to be working with the performance subsystem. 
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Table 18.4 Contents of a PERF _COUNTER_DEFINITION structure 

PERF _COUNTER_DEFINITION, *PPERF _COUNTER_DEFINITION 

Field 

DWORD ByteLength 
DWORD CounterNameTitleIndex 

LPWSTR CounterNameTitle 
DWORD CounterHelpTitleIndex 

LPWSTR CounterHelpTitle 
DWORD DefaultScale 

DWORD DetailLevel 

DWORD CounterType 
DWORD CounterSize 
DWORD CounterOffset 

Contents 

sizeof( PERF _COUNTER_DEFINITION) 
Index of this counter's name in the title 
database 
NULL 
Index of this counter's description in the help 
database 
NULL 
Scaling factor for display, expressed as a 
power of 10 
Complexity level of information 
• PERF_DETAIL_NOVICE 
• PERF_DETAIL_ADVANCED 
• PERF_DETAIL_EXPERT 
• PERF_DETAIL_WIZARD 
(See below) 
Size of counter in bytes 
Offset from start of PERF _COUNTER_BLOCK 
structure to the first byte of this counter 

PERF _COUNTER_DEFINITION You must supply a separate counter defi­
nition for each counter in your DLL. This block (described in Table 18.4) pinpoints 
the size and position of the counter data itself, as well as defining the type of 
information the counter represents. 

PERF _COUNTER_BLOCK This block (described in Table 18.5) is simply a 
header for all the raw counter data itself. The counters come immediately after it. 

Table 18.5 Contents of a PERF _COUNTER_BLOCK structure 

Field 

DWORD ByteLength 

Types of Counters 

Contents 

sizeof( PERF _COUNTER_BLOCK) 
+ sizeof( allCounters ) 

The CounterType field of the counter definition block specifies the kind of 
information represented by the counter. WINPEREH contains a number of pre­
defined types, most of which are listed in Table 18.6. Your choice of a counter type 
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Table 18.6 Use these values for the CounterType field of a PERF _COUNTER_DEFINITION 

Predefined CounterType values 

Counter type Description Suffix 

PERF _COUNTER_COUNTER 32-bit event rate /sec 
ACount / ATime 

PERF _ COUNTER_TIMER 64-bit Timer % 
ACount / A Time 

PERF _COUNTER_QUEUELEN_TYPE Average queue length 
ACount / ATime 

PERF _COUNTER_BULK_COUNT 64-bit event rate /sec 

I 

ACount / ATime 
PERF _COUNTER_TEXT Unicode text l PERF _COUNTER_RAWCOUNT 32-bit counter 

I 
No time averaging 

I PERF _SAMPLE_FRACTION % Busy counter numerator % 
1 or a on each sampling 
interrupt 
ACount / ATime 

PERF _SAMPLE_BASE % Busy counter denominator 
Directly follows numerator 
counter. 

PERF _SAMPLE_COUNTER Sampled counter 
ACount / ATime 

PERF _COUNTER_NODATA Label only; no data 
PERF _COUNTER_ TIMER_INV 64-bit Timer inverse % 

Measure % idle but display 
% busy 
100 - (ACount / ATime) 

PERF _AVERAGE_BULK A bulk count which, when 
divided (typically) by the number 
of operations, gives (typically) 
the number of bytes per operation. 
Count/Base 

PERF _AVERAGE_TIMER A timer which, when divided by sec 
an average base, produces a time in 
seconds which is the average time 
of some operation. This timer times 
total operations, and the base is 
the number of operations. 
Timer/Base 

PERF _AVERAGE_BASE Denominator of time or count 
averages 
Directly follows numerator counter. 
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Table 18.6 (Continued) 

Counter type 

PERF _COUNTER_MULTI_TIMER 

PERF _100NSEC_MULTCTIMER 

Description 

64-bit Timer in 100 nsec units 
,1Count / ,1 Time 
64-bit Timer inverse 
100 - (,1Count / ,1 Time) 
64-bit multi-instance Timer 
,1Count / ,1 Time 
Result can exceed 100% 
64-bit multi-instance Timer 
inverse 
100 * MULTI_BASE 
- (,1Count / ,1Time ) 
Result can exceed 100% 
Followed by a MULTCBASE. 
Counter 
Number of instances to which 
the preceding _MULTL, .. _INV 
counter applies 
64-bit multi-instance 100 nSec 
Timer 
,1Count / ,1 Time 
Result can exceed 100% 
64-bit Timer inverse 
100 * _MULTI_BASE 
- ,1Count / ,1 Time 
Result can exceed 100%. 
Followed by a MULTI_BASE 
counter 
Counter is a fraction of base 
Count/ Base 
No time averaging 
Base for the preceding counter 

Suffix 

% 

% 

% 

% 

% 

% 

% 

will determine not only the data you have to supply, but also how the Perfor­
mance Monitor displays that data. 

Objects with Multiple Instances 

If your data-collection DLL reports data separately for each instance of an 
object, you need to use a slightly different data format. As you can see from Figure 
18.4, the main change is that you have to supply a name for each object instance 
and separate instances of each counter. 
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PERF_OBJECT_TYPE 

PERF _COUNTER_DEFINITION 1 

PERF _COUNTER_DEFINITION 2 / PERF _INSTANCE_DEFINITION 

: Unicode Instance Name 

PERF _COUNTER_DEFINITION M PERF_COUNTER_BLOCK 

Instance 1 Counter 1 

Instance 2 

\ 
Counter 2 

: : 

Instance P Counter M 

Copyright © 1994 by Cydonix Corporation. 940058a. vsd 

Figure 18.4 Modified structure of performance data for objects with multiple instances 

You need to calculate slightly different values for two fields in the 
PERF_OBJECT_TYPE if you're using multiple object instances. Table 18.7 lists 
these changes. 

The other new item for multi-instance objects is a block that describes each 
object instance. See Table 18.8 for the contents of this block. Notice that you can 
identify an instance either by a Unicode name or by a number. If you use a name, 
the name string immediately follows the instance definition block. Keep in mind 
that, since this Unicode name string is embedded in the data, it won't be trans­
lated into the local language. 

Table 18.7 These fields of PERF_OBJECT _TYPE are different for multi-instance 
objects 

Field 

TotalByteLength 

NumInstances 

Contents 

sizeof( PERF _OBJECT_TYPE) 
+ NumCounters * sizeof( PERF _COUNTER_DEFINITION) 
+ NumInstances * sizeof( PERF_INSTANCE_DEFINITION) 
+ sizeof( allInstanceNames ) 
+ NumInstances * sizeof( PERF _COUNTER_BLOCK) 
+ NumInstances * sizeof( allCounters ) 
Value =1= 1 
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Table 18.8 Contents of a PERF _INSTANCE_DEFINITION structure 

PERF _INSTANCE_DEFINITION, *PPERF _INSTANCE_DEFINITION 

Field Contents 

DWORD ByteLength sizeof( PERF_INSTANCE_DEFINITION) 
+ sizeof( InstanceNameString) 

DWORD ParentObjectTitleIndex 

DWORD ParentObjectInstance 

DWORD UniqueID 

DWORD NameOffset 
DWORD NameLength 

Index in the title database of object type which is 
this object's parent or 0 if no hierarchy 
Index, starting at 0, into the instances being 
reported for the parent object type 
Zero-based numerical identifier used in place of 
a name; PERF _NO_UNIQUE_ID if none 
sizeof( PERF_INSTANCE_DEFINITION) 
sizeof( InstanceNameString ) or 0 if no name 

18.5 WRITING THE DATA-COLLECTION DLL 

As we've already seen, the data-collection DLL acts as an interface between the 
driver and the Registry API. This section describes the contents of the DLL and 
explains what you have to do to make the DLL visible to the system. 

Contents of the Data-Collection DLL 

The data-collection DLL consists of three major functions. You can call these 
routines anything you like, since their names will be recorded in the Performance 
subkey of your driver's Registry service key. The following subsections describe 
each of these functions. 

Open The Open function queries the Registry to determine the proper 
index values for each object and counter exported by the DLL. It also initializes 
the static versions of PERF _OBJECT_TYPE and PERF _COUNTER_DEFINITION 
structures used by the DLL's Collect function. Finally, it establishes a connection 
with the specific devices being monitored. Table 18.9 contains the prototype for 
the Open function. 

Table 18.9 Prototype for data collector's Open function 

DWORD XxPerfOpen 

Parameter 

IN LPWSTR IpDeviceNames 

Return value 

Description 

Unicode strings naming each device managed by 
this driver or NULL 
• ERROR_SUCCESS - function succeeded 
• ERROR_XXX - some Win32 error code 
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Table 18.10 Prototype for data collector's Collect function 

DWORD Xx Perf Collect 

Parameter 

IN LPWSTR lpwszValue 

IN OUT LPVOID *lppData 

IN OUT LPDWORD IpcbBytes 

OUT LPDWORD lpcObjectTypes 

Return value 

Description 

Unicode string identifying requested data 
• Global- data about all objects 
• index 1 index 2 ... - data about specific objects 
• Foreign ComputerName 
• Foreign ComputerName indexl index2 ... 
• Costly - data that's expensive to collect 
IN: Pointer to buffer pointer for returned data 
OUT SUCCESS: Updated pointer 
OUT ERROR: Unchanged from input input 
IN: Pointer to DWORD containing buffer size 
OUT SUCCESS: Number of data bytes in buffer 
OUT ERROR: 0 
OUT SUCCESS - Count of ObjectTypes 
OUT ERROR: 0 
ERROR_MORE_DATA - buffer too small 
ERROR_SUCCESS - all other cases 

Collect The Collect function (described in Table 18.10) is called once when 
the DLL is opened to get a list of all the objects supported by the DLL. From then 
on, it is called periodically to retrieve current counter values from each object 
being monitored. 

The first argument to this function is a NULL-terminated Unicode string 
describing the kind of data that the caller wants to receive. This argument can 
either be a specific keyword (like Global), or it can be a list of index numbers that 
identify particular object types. Your Collect function will need to parse this string 
to see if it can provide data about any of the objects the caller is interested in. 

Close This function is called when it's time to close the connection with 
the monitored devices and release any resources held by the DLL. The prototype 
for this function appears in Table 18.11. 

Table 18.11 Prototype for data collector's Close function 

DWORD XxPerfClose 

Parameter 

VOID 
Return value 

Description 

ERRO~SUCCESS 
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Error Handling in a Data-Collection DLL 

It's a good idea for your data-collection DLL to record any problems it 
encounters in the Event Log. That way, you or a system administrator can poke 
around with the Event Viewer utility if your driver's performance objects aren't 
showing up in PERFMON for some reason. 

Since a data-collection DLL is running in user mode, it doesn't use the ker­
nel-mode event-logging interface described in Chapter 13. Instead, it works with 
the Win32 event logging functions, RegisterEventSource, ReportEvent, and 
DeregisterEventSource. The code example that accompanies this chapter shows 
how to use these functions. 

Another implication of the data-collection DLL's user-mode environment 
is that you have to record its error message file (which is usually the DLL 
itself) in a slightly different part of the Registry. Rather than dangling beneath 
... Services\EventLog\System, the DLL's message file is recorded in ... Ser­
vices\EventLog\Application.2 Figure 18.5 shows how this works. 

It's also polite behavior to give system administrators the ability to control 
the amount of event logging your DLL performs. One way to do this is to put a 
REG_DWORD value called EventLogLevel under the Parameters subkey of the 
driver's Registry service key. The DLL's Open function retrieves this value from 
the Registry and uses it as a logging threshold. The higher the number, the more 
event-logging detail the DLL generates. 

HKEY LOCAL MACHINE\System\CurrentControISet\Services 

[ EventLog 

L Application 

~rces: REG_MULTLSZ: XXPERF ... 

L~ERF 
EventMessageFile: 

REG_EXPAND_SZ: 
%SystemRoot%\System32\XXPERF.DLL 

TypesSupported: REG_DWORD: Ox7 

Copyright © 1996 by Cydonix Corporation. 9600268. vsd 

Figure 18.5 Adding a data-collection DLL's message file to the Registry 

2 This also means the DLL's event messages will show up in the Application log rather than the Sys­
tem log when you use the Event Viewer utility. 



Sec. 18.5 Writing the Data-Collection OLL 477 

HKEY LOCAL MACHINE 

L syste~ 
L CurrentControlSet 

L Services 

L XxDriver 

L Performance 

Copyright © 1994 by Cydonix Corporation. 940056a.vsd 

Library: REG~SZ: XXPERF.DLL 
Open: REG~SZ: XxPerfOpen 
Collect: REG~SZ: XxPerfColiect 
Close: REG~SZ: XxPerfClose 
First Counter: ... 
First Help: ... 

I Last Counter: ... 
Last Help: ... 

Figure 18.6 Contents of a driver's Performance subkey 

Installing the DLL 

Once you've built the data-collection OLL itself, you need to move it to the 
%SystemRoot% \SYSTEM32 directory. To make NT aware of your OLL, you 
have to add several values to the Performance subkey of your driver's Registry 
service key. Figure 18.6 shows the structure of these Registry entries, and Table 
18.12 describes them in detail. 

The First Counter, Last Counter, First Help, and Last Help values were put 
there by LOOCTR. The data-collection OLL retrieves the two First values and 
uses them to calculate the proper index numbers for each of its objects, counters, 
and help text items. You only need to add the values that identify the OLL and its 
entry points. 

Table 18.12 Values in a driver's Performance subkey 

Performance subkey values 

Value 

Library 
Open 
Collect 
Close 

Description 

Full path name of data-collection OLL 
Name of OLL's (optional) Open function 
Name of OLL's Collect function 
Name of OLt's (optional) Close function 

Example 

XXPERF.OLL 
XxPerfOpen 
XxPerfCollect 
XxPerfCollect 
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18.6 CODE EXAMPLE: A DATA-COLLECTION DLL 

This example shows how to set up a data-collection DLL. It also illustrates the 
modifications you'd need to make to a kernel-mode driver in order to retrieve 
performance data from it. 

It takes a fair amount of code to implement all the pieces of this example. 
Unfortunately, not all of it will fit here. The complete code for all the components 
can be found in the CH1S directory on the disk that accompanies this book. In this 
directory, you'll find three subdirectories: 

• Driver - This directory contains a version of XXDRIVER that supports a 
IOCTL_XX_GET]ERF _DATA I/O control code. The driver itself is just a 
stub that illustrates how to pass performance data back to the collection 
DLL. The performance measurements generated by the driver are all 
bogus. 

• loctl - The only file in this directory is XXIOCTL.H which contains the 
IOCTL definitions and structures used by both the driver and the collec­
tion DLL. 

• Library - The files in this directory implement the data-collection DLL 
itself. This includes support for event logging, parsing the argument 
string of the DLL's Open function, and gathering and formatting perfor­
mance data. 

Again, because of space limitations, only selected portions of the data-collec­
tion DLL will appear here. 

XXPEREC 

This file of the example contains the Open, Collect, and Close functions that 
interface with the Win32 Registry API calls. 

Preamble area This section of the data-collection DLL's source code con­
tains header files, data definitions, and function prototypes necessary to the 
proper operation of the DLL. 

II 
II All-inclusive header file 
II 
#include "xxperf.h" 0 

II 
II Data global to this module @ 
II 
static HANDLE hDevicei 
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static DWORD dwOpenCount 0; 
static BOOL bInitialized FALSE; 

1/ 
II Initialized object header defined 
II in data.c 
1/ 
extern XX_HEADER_DEFINITION XxObjectHeader; ~ 

1/ 
II Forward declarations of routines 0 
1/ 
PM_OPEN_PROC 
PM_COLLECT_PROC 
PM_CLOSE PROC 

XxPerfOpen; 
XxPerfCollect; 
XxPerfClose; 

o The master header file includes WINPEREH from the Win32 SDK. This 
Win32 header defines all the performance data structures. 

@ Multiple functions in this source module need access to the device han­
dle, the count of threads using the library, and the initialization flag. The 
easiest way to deal with this is to make the variables global. 

~ The modules DATA.C and DATA.H contain a single copy of all the static 
parts of the object-type and counter-definition data. 

o The three exported functions in the DLL must be identified using these 
specific forward declarations if you want everything to work properly. 

Xx Perf Open This function sets up the DLL. This includes getting a handle 
to the target device and calculating the absolute index values for each object and 
counter exported by the DLL. To simplify the collection process, the DLL keeps a 
single, statically initialized copy of the data header information in a global struc­
ture defined in DATA.C and DATA.H. 

DWORD 
XxPerfOpen( 

LPWSTR lpDeviceNames 
) 

HKEY hKeyDriverPerf; 
DWORD dwFirstCounter; 
DWORD dwFirstHelp; 
DWORD dwType; 
DWORD dwSize; 
DWORD dwStatus; 

if( dWOpenCount 
{ 

o ) 0 
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XxOpenEventLog();@ 

hDevice = CreateFile@ 
XX_WIN32_DEVICE_NAME, 
GENERIC_READ, 
FILE_SHARE_READ I 

FILE_SHARE_WRITE, 
NULL, 
OPEN_EXISTING, 
FILE_ATTRIBUTE_NORMAL, 
NULL) ; 

if( hDevice == INVALID_HANDLE_VALUE 
{ 

II 

dwStatus = GetLastError(); 
XxLogErrorWithData( 

LOG_LEVEL_NORMAL, 
XXPERF_CANT_OPEN_DEVICE_HANDLE, 
&dwStatus, sizeof( dwStatus ) ); 

XxCloseEventLog() ; 
return dwStatus; 

II Open the Performance subkey of the driver's 
II service key in the Registry. 
II 
dwStatus = RegOpenKeyEx(O 

HKEY_LOCAL_MACHINE, 
" SYSTEM\\CurrentControlSet " 

"\\Services\\XxDriver" 
"\ \ Performance " , 

OL, 
KEY_ALL_ACCESS, 
&hKeyDriverPerf ); 

if( dwStatus != ERROR_SUCCESS 
{ 

XxLogErrorWithData( 
LOG_LEVEL_NORMAL, 
XXPERF_CANT_OPEN_DRIVER_KEY, 
&dwStatus, sizeof( dwStatus )); 

CloseHandle( hDevice ); 
XxCloseEventLog(); 
return dwStatus; 
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II 
II Get base index of first object or counter 
II 
dwSize sizeof (DWORD)i 
dwStatus RegQueryValueEx( 

hKeyDri verPerf, 
"First Counter", 
OL, 
&dwType, 
(LPBYTE)&dwFirstCounter, 
&dwSize) i 

if( dwStatus != ERROR_SUCCESS 
{ 

} 

II 

XxLogErrorWithData( 
LOG_LEVEL_NORMAL, 
XXPERF_CANT_READ_FIRST_COUNTER, 
&dwStatus, sizeof( dwStatus ))i 

RegCloseKey( hKeyDriverPerf )i 

CloseHandle( hDevice )i 

XxCloseEventLog()i 
return dwStatusi 

II Get base index of first help text 
II 
dwSize sizeof (DWORD)i 
dwStatus = RegQueryValueEx( 

hKeyDri verPerf , 
"First Help", 
OL, 
&dwType, 
(LPBYTE)&dwFirstHelp, 
&dwSize ) i 

if( dwStatus != ERROR_SUCCESS 
{ 

XxLogErrorWithData( 
LOG_LEVEL_NORMAL, 
XXPERF_CANT_READ_FIRST_HELP, 
&dwStatus, sizeof( dwStatus ))i 

RegCloseKey( hKeyDriverPerf )i 

CloseHandle( hDevice )i 

XxCloseEventLog()i 

481 
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return dwStatusi 

II 
II Don't need Registry handle anymore 
II 
RegCloseKey( hKeyDriverPerf )i 

II 
II Initialize PERF_OBJECT_TYPE struct0 
II 
XxObjectHeader.XxDevice. 

ObjectNameTitleIndex 
dwFirstCounter + XXDEVICEi 

XxObjectHeader.XxDevice. 

II 

ObjectHelpTitleIndex 
dwFirstHelp + XXDEVICEi 

II Initialize 1st PERF_COUNTER_DEFINITION 
II 
XxObjectHeader.Interrupts. 

CounterNameTitleIndex 
dWFirstCounter + INTERRUPTSi 

XxObjectHeader.Interrupts. 

II 

CounterHelpTitleIndex = 
dwFirstHelp + INTERRUPTSi 

II Initialize 2nd PERF_COUNTER_DEFINITION 
II 
XxObjectHeader.Operations. 

CounterNameTitleIndex 
dwFirstCounter + OPERATIONSi 

XxObjectHeader.Operations. 

II 

CounterHelpTitleIndex = 
dwFirstHelp + OPERATIONSi 

II Mark DLL as successfully initialized 
II 
bInitialized = TRUEi 

II One way or another, there's one more 
II thread using the DLL. 
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II 
dwOpenCount++i 

return ERROR_SUCCESS 
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o If the DLL is being called by SCREG from a remote computer, there may 
be multiple threads accessing it at the same time. Therefore the DLL 
needs to keep a count of how many times it's been opened. The first call 
causes the DLL to initialize itself; the rest simply bump the count. 

49 Any errors that occur will go to the Event Log. This helper function (defined 
in EVENTLOG.C) manages the details of setting up the connection. 

@} The kernel-mode driver will give performance data to the DLL in 
response to a special IOCTL code. To issue that IOCTL, the DLL needs a 
handle to the device. This handle is stored in a global variable (hDevice) 
where the rest of the DLL can get to it. 

o This next section of code gets a handle to the Performance sub key below 
XXDRIVER's Registry service key. Then it recovers the base index num­
ber for XXDRIVER's objects and counters (from the First Counter value), 
and the base index number for help text (from the First Help value). 

o Once the base index values are recovered, it's necessary to calculate the 
index number of every object, counter, and help text item supported by 
this DLL. The resulting indexes are put into the various ... TitleIndex 
fields of the statically initialized object header defined in DATA.C. 

XxPerfColiect The Collect function retrieves one sample of data from the 
object being monitored. After copying the static data header into the caller's 
buffer, it uses an IOCTL to put the current counter values there as well. 

DWORD 
XxPerfCollect( 

IN LPWSTR lpValueName, 
IN OUT LPVOID *lppData, 
IN OUT LPDWORD lpcbTotalBytes, 
IN OUT LPDWORD lpNumObjectTypes 
) 

DWORD dwQueryTypei 
DWORD dwStatusi 
DWORD dwBytesReturnedi 
PPERF_COUNTER_BLOCK pPerfCounterBlocki 
PXX_HEADER_DEFINITION pXxObjectHeaderi 

if( !bInitialized ) 0 
{ 
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*lpcbTotalBytes = (DWORD) 0; 
*lpNumObjectTypes = (DWORD) 0; 
return ERROR_SUCCESS; 

dwQueryType = XxGetPerfQueryType( IpValueName ); @ 

if( dwQueryType == PERF_QUERY_TYPE_FOREIGN ) 
{ 

II 
II Can't service foreign requests. 
II 
*lpcbTotalBytes = (DWORD) 0; 
*lpNumObjectTypes = (DWORD) 0; 
return ERROR_SUCCESS; 

if( dwQueryType == PERF_QUERY_TYPE_ITEMS 
{ 

if( !XxIsNumberlnList(~ 

XxObjectHeader. 
XxDevice. 

ObjectNameTitlelndex, 
IpValueName )) 

*lpcbTotalBytes = (DWORD) 0; 
*lpNumObjectTypes = (DWORD) 0; 
return ERROR_SUCCESS; 

if( *lpcbTotalBytes < 0 
( sizeof( XX_HEADER_DEFINITION ) + 

sizeof( XX_PERF_DATA ))) 

*lpcbTotalBytes = (DWORD) 0; 
*lpNumObjectTypes = (DWORD) 0; 
return ERROR_MORE_DATA; 

pXxObjectHeader = 0 
(PXX_HEADER_DEFINITION) *lppData; 

memmove( 
pXxObjectHeader, 
&XxObjectHeader, 
sizeof( XX_HEADER_DEFINITION )); 
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pPerfCounterBlock = ~ 
(PPERF_COUNTER_BLOCK) &pXxObjectHeader[lli 

if( !DeviceloControl( 
hDevice, 
IOCTL_XX_GET_PERF_DATA, 
NULL, 
0, 
(LPVOID)pPerfCounterBlock, 
sizeof( XX_PERF_DATA ), 
&dwBytesReturned, 
NULL) ) 

dwStatus = GetLastError()i 
XxLogErrorWithData( 

LOG_LEVEL_NORMAL, 
XXPERF_CANT_READ_PERF_DATA, 
&dwStatus, sizeof( dwStatus ) )i 

*lpcbTotalBytes = (DWORD) Oi 
*lpNumObjectTypes = (DWORD) Oi 
return ERROR_SUCCESSi 

*lppData = 8 
(PUCHAR)pPerfCounterBlock + 

sizeof( XX_PERF_DATA ) i 

*lpNumObjectTypes = XX_NUM_OBJECT_TYPESi 

*lpcbTotalBytes = 
sizeof( XX_HEADER_DEFINITION ) + 

sizeof( XX_PERF_DATA ) i 

return ERROR_SUCCESS 
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o If for some reason the DLL didn't initialize itself properly, just exit grace­
fully from this call. 

@ The DLL may be asked to provide a number of different kinds of data. The 
XxGetPerfQueryType helper function (defined in PARSE.C) scans the 
Unicode argument string and decides what kind the caller is asking for. 

@) The caller apparently passed an explicit list of object-type indexes. Use 
the XxIsNumberInList helper function (defined in PARSE.C) to deter­
mine whether the only object type we support was among the items in 
the list. If not, then do nothing. If this DLL supported multiple object 
types, it would need to call XxIsNumberInList for each one. 
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o Figure out how much space we'll need in the caller's buffer for all the 
objects we're going to return. If the buffer is too small, signal an error and 
don't return anything. ERROR_MORE_DATA is the only error condition 
signaled by the DLL. All other conditions (good or bad) return 
ERROR_SUCCESS. 

e pXxObjectHeader points to the static PERF _OBJECT_TYPE and 
PERF _COUNTER_DEFINITION structures that were set up by XxPerf­
Open. Copy this header information into the caller's buffer. 

<D Get a pointer to the place in the caller's buffer where the PERF_COUN­
TER_BLOCK is going to go. This is the start of the counter data itself. 
Then call the kernel-mode driver to dump raw counter data into the 
caller's buffer. This IOCTL also fills in the ByteLength field of the 
PERF _COUNTER_BLOCK. 

fi Finally, update the caller's arguments. 

XxPerfClose This function decrements the use-count for the DLL. If it hits 
zero, XxPerfClose frees any resources being held by the DLL. Here, this simply 
means closing the target device handle and the Event Log. 

DWORD 
XxPerfClose( 
{ 

II 
II One less thread is using the DLL 
II 
if( --dwOpenCount <= 0 ) 
{ 

II 
II When the last thread goes, 
II shut everything down 
II 
CloseHandle( hDevice ); 

XxCloseEventLog(); 

return ERROR_SUCCESS; 

Building and Installing this Example 

Because this example is rather involved, a little explanation of how to set it 
up is probably a good idea. Follow these steps to build and test the data-collection 
DLL and its kernel-mode driver. 
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1. Use the BUILD utility to create XXDRIVER.SYS. Move the driver file to the 
%SystemRoot% \SYSTEM32\DRIVERS directory. 

2. Use BUILD to generate XXPERF.DLL and move the DLL to the %System­
Root% \SYSTEM32 directory. 

3. Create a service key in the Registry for XXDRIVER using REGEDT32. 

4. Create a Parameters subkey beneath XXDRIVER's service key and add a 
REG_DWORD value called EventLogLevel to this key. Set EventLogLevel to 
3 (maximum information). 

5. Create a Performance subkey beneath XXDRIVER's service key and add 
REG_SZ values called Library, Open, Collect, and Close. Set these values up 
so that they match the examples listed in Table 18.12 

6. Under ... \Services \ EventLog \Application in the Registry, create a sub key 
called XXPERF. Add EventMessageFile and TypesSupported values to this 
subkey. (See Chapter 13 if the details are fuzzy.) Also add "XXPERF" to the list 
of event-logging sources stored in the REG_MULTLSZ Sources value under 
... \ Services \EventLog\Application. 

7. Run the LODCTR utility to add the object and counter names to the Registry. 
The command file is called COUNTERS.INI and it's in the CH18\UBRARY 
directory. 

8. Reboot the system and start XXDRIVER using the Devices applet in the Con­
trol Panel. 

9. Run the Performance Monitor application (located in the Administrative 
Tools program group). When you select Add to chart from the Edit menu, you 
should see "Xx Device" as one of the object types. 

If "Xx Device" doesn't show up in the Performance Monitor, start up the 
Event Viewer utility. Fatal error messages contain a Win32 status code that will 
help track down the problem. 

18.7 SUMMARY 

That finishes our look at driver performance. The techniques you've seen in this 
chapter will allow you to monitor the operation of your driver and decide what, if 
anything, you need to improve. Once again, don't wait until your driver is writ­
ten before you start thinking about performance; it's an issue that you should be 
thinking about all through the design process. 
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Although it's possible to develop drivers using only a single machine, you really 
need two systems if you plan to do any serious debugging. You connect these 
machines (referred to the host and the target) using a null-modem serial cable. A 
network link between the machines isn't required, but it's a very good idea. 
Assuming the host and target have the same CPU architecture, you configure 
them as follows. 

Host system You use the host system to compile and link your driver and 
to run the WINDBG Kernel debugger. If you have to make a choice, this should be 
the machine with the most powerful hardware. Here is a list of the things that live 
on the host system: 

• Windows NT retail build 

• Visual C++ 

• Win32 SDK tools 

• Windows NT DDK 

• Symbol files from target 

• Driver source code 

Target system The target system provides the environment for actually 
running your driver. Since you don't run the development tools on this system, 
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it doesn't need as much power as the host. These are the things to keep on the 
target: 

• Windows NT retail and checked build with debugging enabled 

• Driver executable 

• Driver's hardware 

• Crash dump file 

• Miscellaneous tools from the SDK (WINOBJ.EXE) 

• Hardware compatibility tests from the NT DDK 

You should install both the retail and checked versions of NT on the target 
machine. The checked version of NT performs a lot of sanity checking that's 
bypassed in the retail version, at the cost of reduced system performance. This 
sanity checking is very helpful when you're debugging a driver. However, before 
you send your driver out into the world, you'll also have to verify that it works 
with the retail version of the operating system. 

Connecting the Host and Target 

To debug your driver interactively with WINDBG, you need to connect the 
COM ports on the host and target machines using a standard, commercially avail­
able null-modem serial cable. For DB9 and DB2S connectors, the cable has these 
connections: 

• Transmit Data connected to Receive Data (pin 2 to pin 3) 

• Receive Data connected to Transmit Data (pin 3 to pin 2) 

• Ground connected to Ground (pin 7 to pin 7) 

WINDBG and the NT debug client don't use any of the other serial control 
lines. However, if you run into problems using a standard null-modem cable, you 
might try connecting jumpers from Data Terminal Ready to Data Set Ready and 
from Request To Send to Clear To Send. Make these modifications to the connec­
tors on both ends of the cable: 

• On a DB9 connector, add a jumper from pin 4 to pin 6 and a jumper from 
pin 7 to pin 8. 

• On a DB2S connector, add a jumper from pin 20 to pin 6 and from pin 4 to 
pinS. 

You have a certain amount of flexibility when it comes to connecting the 
host and target systems. By default, WINDBG uses the host's COM2 port, but you 
can override this value. For Intel 80x86 targets, the default debug port is COM2 if 
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you have multiple communications ports, or COM1 if you have a serial mouse 
attached to COM2. You can override these values by editing BOOT.INI 
(described below). RISC-based targets use COM1 as the default debug port. 

A.2 DEBUG SYMBOL FILES 

Along with the development software, you also need to put copies of the target 
system's debug symbol files on the host. These symbols are necessary if you plan 
to do any symbolic debugging or crash-dump analysis. Follow these steps to set 
up the symbol directories on the host: 

1. Under the directory where you installed NT, create subdirectories called 
... \SYMBOLS\FREE and ... \SYMBOLS\CHECKEO. 

2. From \SUPPORT\OEBUG\<platjorm>\SYMBOLS on the NT distribution 
CD, copy various symbol files to ... \SYMBOLS\FREE on the host. At a mini­
mum, you'll need EXE\NTOSKRNL.OBG, OLL \NTOLL.OBG, and 
OLL \HAL.OBG. 

3. Copy the checked versions of the same symbol files from \CHECKEO\SUP­
PORT\OEBUG\<platjorm> \SYMBOLS on the NT distribution CD to 
... \SYMBOLS\CHECKEO on the host. You'll need these symbols when you 
run your driver under the checked build of NT. 

4. Each time you rebuild your driver, copy the driver's symbol file into these 
directories. Refer back to Chapter 16 for an explanation of creating the 
driver's debug symbol file. 

One thing to watch out for: Installing an NT service pack changes all the 
symbol information. So, if you've upgraded NT on the target system with a ser­
vice pack, you have to get the operating system symbol files from the service pack 
CD. The symbols on the standard distribution CD won't work. The symbol direc­
tory paths on the service pack CD are the same as those on the NT distribution 
disk. 

A.3 ENABLING CRASH DUMPS ON THE TARGET SYSTEM 

Crash dump files can be very helpful when you're tracking down bugs in a ker­
nel-mode driver. Refer back to Chapter 17 for information on reading these files. 
Follow these steps on the target system if you want Windows NT to dump crash 
information after a bugcheck. 

1. In the Control Panel, double-click on the System applet. 

2. Click on the Recovery button. The Recovery dialog box will appear. 
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3. Select the Write Debugging Information To check box. You can enter a path 
and filename for the crash file in the test box, or accept the default value 
(%SystemRoot% \MEMORY.DMP). 

4. Select the Overwrite Any Existing File check box if you want new crashes to 
overwrite an existing dump file with the same name. If this check box is clear, 
you won't get any crash information if a dump file with the same name 
already exists. 

5. Reboot the system to have these options take effect. 

When a crash occurs, the system copies an image of physical memory into 
the paging file located on the system root partition. During the reboot after a 
crash, NT copies the crash image from the paging file to the target file specified in 
the Recovery dialog. 

If You Don't Get Any Crash Dump Files 

Several things can prevent the system from creating a dump file after a 
crash. If you're having troubles, here's what to look for. 

Premature reboot Make sure you don't hit the reboot switch until NT has 
finished dumping memory into the crash file. If you reboot before the dump is 
complete, you won't get any crash information. You can tell when NT has finished 
by looking at the message at the bottom of the blue screen display. 

Paging file issues NT can only use the paging file on the system root par­
tition for storing the crash image. If you don't have a paging file there, NT won't 
be able to save crash information. 

Also, make sure there's enough space in this paging file. It must be big 
enough to hold all of physical memory plus one additional megabyte. If the file is 
too small, you won't get any crash information. 

Lack of disk space There has to be enough space on the system root par­
tition to hold the dump file itself. Although you can specify any target directory 
for the dump file, NT initially creates it in the %SystemRoot% directory and then 
copies it to its final destination. If there isn't enough free space, NT won't be able 
to create the file. 

Hardware issues Certain specific hardware configurations have problems 
generating crash files. Most of them (though not all) involve SCSI disk controllers. 
If you search the Knowledge Base section of the Microsoft Developer CD for a title 
containing the name of your system (or SCSI controller) and MEMORY.DMp, you 
may find a bug report helpful. Other than getting some new hardware, there's not 
muchyou can do in this case. 
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Even if your system isn't one of the ones with known problems, the lack of a 
dump file may indicate that you're using an out-of-date driver for your system 
disk. See if there's a newer version available. 

A.4 ENABLING THE TARGET SYSTEM'S DEBUG CLIENT 

Both the retail and checked versions of Windows NT include a debugging client 
that allows NT to communicate over a serial line with the WINDBG debugger. 
However, you have to enable this debugging client on the target system if you 
want to debug the target system interactively with WINDBG. 

Depending on the CPU architecture, you follow different procedures to 
enable kernel-mode debugging on the target system. On RISC machines, you 
need to modify the OSLO ADOPTIONS environment variable in the ARC firm­
ware. See your system documentation for an explanation of how to do this. 

To enable the debugger on 80x86-based machines, you edit the BOOT.INI 
file located in the root directory of the boot partition. This is a hidden system file 
that tells the NT loader what operating systems are available for booting. Follow 
these steps to modify BOOT.INI: 

1. Remove the read-only, hidden, and system attributes from the file using this 
command: 

attrib -r -h -s BOOT.INI 

2. Open BOOT.lNI for editing with your favorite text editor. 

3. In the [operating systems] section, add appropriate options to the boot com­
mand line for the free and checked versions of Windows NT. 

4. Save the changes and close the file. 

S. Use the following command (or its File Manager equivalent) to restore the 
file's original attributes: 

attrib +r +h +s BOOT.INI 

Regardless of the machine architecture, you can specify the options listed in 
Table A.1. Keep the following things in mind when you're selecting bootstrap 
options. 

• If you specify NODEBUG, then DEBUGPORT, BAUDRATE, and CRASH­
DEBUG are ignored, 

• If you specify BAUDRATE, kernel debugging is enabled; you do not also 
have to specify DEBUG. Select the highest baud rate that works for both 
machines. 



.1 

Sec. A.4 Enabling the Target System's Debug Client 

Table A.1 Debugging options for BOOT.INI files or OSLOADOPTIONS 

BOOT.lNI options 

Options 

DEBUG 
NODEBUG 
DEBUGPORT=PortName 
BAUDRATE=BaudRate 
CRASHDEBUG 

Description 

Enables kernel-mode debugging. 
Disables kernel-mode debugging. This is the default. 
Specifies debug serial port used by target machine. 
Specifies baud rate used by target machine. 
Causes debugger to activate only when the system 

bugchecks. 
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MAXMEM=SizelnMB Specifies the amount of memory to be made available to 
the .system. 

SOS Displays the name of each module being loaded during 
system bootstrap 

• On 80x86 machines, COM2 is the default debugger communications port, 
if it exists and if it isn't being used. In all other cases, COM1 is the default. 

• The MAXMEM option can be useful for stress testing your driver in a 
low-memory environment. For example, you can limit a 24-megabyte 
machine to using only 12 megabytes. 

The following example of a BOOT.INI file offers three choices at boot time: a 
nondebugging, free version of NT; a free version of NT with the debugger 
enabled; and a checked version of NT with debugging enabled. The checked ver­
sion is also restricted to a 12 MB environment. 

[boot loader) 
timeout=30 
default=c:\ 

[operating systems] 
multi(0)disk(0)rdisk(0)partition(1)\winnt="NT Free" 
mul ti (0) disk (0) rdisk (0 ).~artition (1) \winnt= "NT Free" /DEBUGPORT=COM1 
multi (0) disk (0) rdisk (0 )parti tion (1 ).\wntchk= "NT Check" /DEBUG=COM1 /MAXMEM=12 



APPENDIX B 

Common Bugcheck 
Codes 

B.1 GENERAL PROBLEMS WITH DRIVERS 

A variety of driver errors can produce the bugchecks in Table B.1. The accom­
panying notes may help you locate the source of the problem. 

Table B.1 General errors 

Bugchecks caused by general driver problems 

Code and parameters 

IRQL_NOT _LESS_ OR_EQUAL (OxOA) 
1 - Address that was referenced 
2 - IRQL at time of reference 
3 - Type of access 

• O-Read 
• I-Write 

4 - Address where reference occurred 

KMODE_EXCEPTION_NOT _HANDLED (Ox1 E) 
1 - The exception codel 

2 - Address of the failing instruction 
3 - First exception parameter 
4 - Second exception parameter 
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Description 

CAUSE: A driver touched 
paged memory at or above 
DISPATCH_LEVEL IRQL. 
ACTION: The driver may be 
using a bogus pointer. Use the 
fourth bugcheck parameter 
to find the offending source 
code line. 

CAUSE: A driver generated 
an exception. 
ACTION: Use the second 
bugcheck parameter to locate 
the offending source code 
line. 
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Table B.1 (Continued) 

Code and parameters 

UNEXPECTED_KERNEL_MODE_ TRAP (Ox7F) 
1 - Code number of trap2 

PAGE_FAULT _WITH_INTERRUPTS_OFF (Ox4S) 

IRQL_NOT _DISPATCH_LEVEL (Ox08) 
IRQL_NOT _GREATER_OR_EQUAL (OxOS) 
IRQL_GT _ZERO_AT _SYSTEM_SERVICE (Ox4A) 

INVALlD_SOFTWARE_INTERRUPT (Ox07) 
SYSTEM_SERVICE_EXCEPTION (Ox3B) 
INVALID_DATA_ACCESS_ TRAP (Ox04) 
NO_EXCEPTION_HANDLlNG_SUPPORT (OxOB) 
TRAP _CAUSE_UNKNOWN (Ox12) 
LAST _CHANCE_CALLED_FROM_KMODE (Ox1S) 
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Description 

CAUSE: On Intel platforms, 
this means the CPU generated 
a trap that it can't handle in 
kernel mode. 
ACTION: FromWINDBG, 
find the trap frame address 
with kb. Use !trap to format 
the frame.3 The contents of 
EIP will show where the trap 
was taken. 

CAUSE: The kernel-mode 
stack has overflowed. This 
can mean other operating sys­
tem data structures have been 
damaged. 
ACTION: In the stack trace, 
look for a driver that's using 
too much stack space.4 

Same as OxOA (above). 

CAUSE: Miscellaneous 
problems with IRQL level. 
ACTION: Use the stack trace 
to locate the code causing the 
crash. 

CAUSE: Miscellaneous 
problems with exceptions. 
ACTION: Use the stack trace 
to locate the code executing at 
the time of the crash. 

1 You can determine what kind of exception it is by searching NTSTATUS.H for this number. A 
common exception code is Ox80000003. This means the system hit a hard-coded breakpoint or 
ASSERT while it was booted with the /NODEBUG switch. Connect a debugger and reboot with 
the /DEBUG switch to locate the problem. 

Another popular error is OxC0000005, which is an access violation. In this case, argument 4 
(the second exception parameter) is the address your driver was trying to touch. 

2 See the Inte1486 Processor Family Programmer's Reference (listed in the bibliography) for a list of 
CPU trap codes. 

3 On Intel platforms, the frame will be associated with a procedure calledNT!KiTrap. 
4 Keep in mind that the driver whose stack operation generated the bugcheck is not necessarily 

the driver that's using too much stack space. 
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B.2 SYNCHRONIZATION PROBLEMS 

The bugchecks in Table B.2 are caused by improper use of various NT synchroni­
zation mechanisms. 

Table B.2 Synchronization problems 

Bugchecks caused by synchronization problems 

Code and parameters 

SPIN_LOCK_INIT _FAILURE (Ox81) 
SPIN_LOCK_ALREADY _OWNED (OxF) 
SPIN_LOCK_NOT _OWNED (Ox10) 
NO_SPIN_LOCK_AVAILABLE (Ox1 D) 

MAXIMUM_WAIT _OBJECTS_EXCEEDED (OxOC) 
THREAD_NOT_MUTEX_OWNER (Ox11) 
SYSTEM_EXIT _OWNED_MUTEX (Ox39) 

MUTEX_LEVEL_NUMBER_ VIOLATION {Ox D) 
1 - Current thread's Mutex level 
2 - Mutex level of requested Mutex 

Description 

CAUSE: Misuse of spin locks. 
ACTION: Use the stack trace 
to locate the code executing 
at the time of the crash. 

CAUSE: Improper use of 
Mutexes in kernel mode. 
ACTION: Fix the driver logic 
error causing the problem. 

CAUSE: A driver thread has 
requested ownership of a 
Mutex that violates the level 
number sequence. 
ACTION: Use the stack trace 
to identify the driver. Use the 
level numbers to identify the 
Mutexes.1 

1 If the Mutexes belong to NT, use EXLEVELS.H to figure out which ones they are. 

B.3 CORRUPTED DRIVER DATA STRUCTURES 

The bugchecks in Table B.3 are caused by problems with various 1/ 0 Manger data 
structures. In general, these problems indicate some kind of serious logic error in 
a driver. 
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Table B.3 Driver data structure problems 

Bugchecks caused by data structure problems 

Code and parameters 

DEVICE_REFERENCE_ COUNT _NOT_ZERO (Ox36) 
1 - Address of Device object 

NO_MORE_'RP _STACK_LOCATIONS (Ox35) 
1 - Address of the IRP 

INCONSISTENT _IRP (Ox2A) 
1 - Address of the IRP 

MULT'PLE_'RP _COMPLETE_REQUESTS (Ox44) 
1 - Address of the IRP 

Description 

CAUSE: A driver has 
called IoDeleteDevice 
with a Device object that 
still has a nonzero refer­
ence count. 
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ACTION: Locate the 
driver logic error leading 
to this situation. 

CAUSE: A higher-level 
driver has tried to pass an 
IRP to a lower-level driver 
using IoCallDriver, but 
there are no more stack 
locations in the IRP.l 
ACTION: If your driver 
allocated the IRP, examine 
how you're calculating the 
number of stack slots. If the 
IRP is being passed to you, 
your Device object's Stack­
Size field is too small. 

CAUSE: The I/O Manager 
has found an IRP with 
fields that are not inter­
nally consistent.2 

ACTION: Make sure your 
driver isn't writing over 
the contents of the IRP. 

CAUSE: A driver has 
called IoCompleteRequest 
with an IRP that's already 
been completed. Either 
one driver is trying to com­
plete the same IRP twice, 
or two drivers both think 
they own the IRP. 3 

ACTION: The DeviceOb­
ject field of the IRP's stack 
locations will show you 
who was using the IRP. 
This may help. 
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Table 8.3 (Continued) 

Code and parameters 

CANCEL_STATE_IN_COMPLETED_IRP (Ox48) 
1 - Address of the IRP 

Description 

CAUSE: A driver has 
called IoCompleteRequest 
with an IRP that still has a 
cancel routine. 
ACTION: This is a driver 
logic error. Take the IRP out 
of the cancelable state be­
fore you try to complete it. 

CAUSE: A Device Queue 
object is in an inconsistent 
state. 
ACTION: The Device 
Queue object is probably 
getting corrupted by inap­
propriate access or be­
cause of bogus use of 
pointers. 

1 This is really a disaster, since the higher-level driver thinks it has filled in the IRP parameter 
fields for the lower-level driver. However, there was no room in the IRP for these parameters, so 
the higher-level driver has actually written off the end of the IRP and mangled some unrelated 
piece of memory. 

2 For example, an IRP that was being completed but was still marked as being attached to a 
driver's Device Queue object. 

3 Finding the two drivers is difficult, since the identity of the first one has already been covered 
up by the time the second driver makes the failing call to IoCompleteRequest. 

8.4 MEMORY PROBLEMS 

The bugchecks in Table BA are caused by driver memory problems. Drivers can 
cause many subtle (and not so subtle) system failures through improper use of 
memory. 
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Table B.4 Memory problems 

Bugchecks caused by memory problems 

Code and parameters 

MUST_SUCCEED_POOL_EMPTY (Ox41) 
1 - Size of unsatisfied request 
2 - Number of pages used of nonpaged pool 
3 - Number of too large PAGE_SIZE requests 
from nonpaged pool 
4 - Number of pages available 

NO_PAGES_AVAILABLE (Ox4D) 
1 - Number of dirty pages 
2 - Number of physical pages in machine 
3 - Extended commit value in pages 
4 - Total commit value in pages 

PFN_LlST _CORRUPT (Ox4E) 
1-1 
2 - ListHead value that was corrupt 
3 - Number of pages available 
4-0 

-OR-
1-2 
2 - Entry in list being removed 
3 - Highest physical page number 
4 - Reference count of entry being removed 
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Description 

CAUSE: There are no system 
page table entries left. This often 
means a driver isn't cleaning up 
after itself. 
ACTION: The !sysptes com­
mand may give some insight. 

CAUSE: A driver has called 
10BuildPartialMdl and passed 
a target MDL that isn't large 
enough to map the entire range 
of addresses requested. 
ACTION: Locate the call to 10-
BuildPartialMdl in the stack 
trace. Its arguments identify the 
bad MDL. Also use the stack trace 
to see who called this function. 

CAUSE: There isn't enough mem­
ory to satisfy a request from one of 
the XxxMuslSucceed pool areas. 
ACTION: Look for a driver that's 
leaking memory. 

CAUSE: The system has run out 
of free pages. 
ACTION: Look for processes or 
drivers that are leaking memory. 

CAUSE: A driver has probably 
corrupted an MDL. 
ACTION: Trace backward on the 
stack from the system routine 
that detected the error to the 
driver routine that passed the 
MDL. This may be the driver 
that corrupted the MDL. 
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Table B.4 (Continued) 

Code and parameters 

PROCESS_HAS_lOCKED_PAGES (Ox76) 
1 - Process address 
2 - Number of locked pages 
3 - Number of private pages 
4-0 

BAD_POOL_HEADER (Ox19) 
MEMORY_MANAGEMENT (Ox1 A) 
PFN_SHARE_COUNT (Ox1 B) 
PFN_REFERENCE_COUNT (Ox1 C) 
PAGE_FAULT _IN_NONPAGED_AREA (OxSO) 
INSUFFICIENT _SYSTEM_MAP _REGS (Ox4S) 

8.5 HARDWARE FAilURES 

Description 

CAUSE: A driver hasn't released 
some locked pages at the end of 
an I/O operation. 
ACTION: Look for a driver that 
isn't cleaning up after an I/O. 

CAUSE: Miscellaneous memory 
errors. 
ACTION: Look for drivers active 
at the time of the crash. One of 
them may be corrupting memory. 

The bugchecks in Table B.5 are the result of various hardware failures. Try to 
locate and correct the problem. 

Table B.S Hardware problems 

Bugchecks caused by hardware problems 

Code and parameters 

KERNEl_STACK_INPAGE_ERROR (Ox77) 
1-0 
2-0 
3 - PTE value at time of error 
4 - Address of Kernel stack signature 

-OR-
1-Status code 
2 -I/O status code 
3 - Page file number 
4 - Offset into page file 

KERNEl_DATA_INPAGE_ERROR (Ox7 A) 
1 - Lock type that was held: 

• Value 1, 2, 3 
• PTE address 

2 - Error status 

Description 

CAUSE: A page of the ker­
nel-mode stack couldn't be 
read because of a bad 
block in the paging file or 
a disk controller error. 
ACTION: If the first two 
parameters are zero, there 
is a hardware error. Else, 
look at the status code: 
• C000009C or C000016A: 

bad block 
• COOOOI85: SCSI cable or 

termination problem 
• C0000009A: insufficient 

nonpaged pool 

CAUSE: A page of kernel­
mode data couldn't be read 
because of a bad block in 
the paging file or a disk 
controller error. 
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Table B.5 (Continued) 

Code and parameters 

3 - Current process 
4 - Virtual address that could not be read 

DATA_BUS_ERROR (Ox2E) 
1 - Virtual address that caused the fault 
2 - Physical address that caused the fault 
3 - Processor status register (PSR) 
4 - Faulting instruction register (FIR) 

MULTIPROCESSOR_CONFIGURATION 
NOT_SUPPORTED (Ox3E) 

INSTALL_MORE_MEMORY (Ox7D) 
1 - Number of physical pages found 
2 - Lowest physical page 
3 - Highest physical page 
4-0 

NMLHARDWARE_FAILURE (Ox80) 
INSTRUCTION_BUS_ERROR (Ox2F) 
DATA_COHERENCY _EXCEPTION (Ox55) 
INSTRUCTION_COHERENCY _EXCEPTION (Ox56) 

Description 

ACTION: See error Ox77 
(above) 
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CAUSE: Either there is a 
parity error in system 
memory or a driver is 
accessing a nonexistent 
system-space address. 
ACTION: If a memory test 
succeeds, then use stack 
trace to locate the driver 
making the reference. 

CAUSE: NT has detected 
that all the CPUs in a mul­
tiprocessor system are not 
identical. This is not a sup­
ported configuration. 
ACTION: Correct the 
asymmetry. 

CAUSE: There isn't 
enough memory available 
to boot the system. 
ACTION: Install more 
memory. 

CAUSE: Miscellaneous 
hardware failures. 
ACTION: Use hardware 
diagnostics to locate and 
correct the problem. 

B.6 CONFIGURATION MANAGER AND REGISTRY PROBLEMS 

The bugchecks in Table B.6 result from problems with crucial Registry informa­
tion. If the failure occurs only when your driver is running, you may be able to 
trace the problem back to bad calls to Registry functions. Since the Registry is 
mapped into system space, drivers can also corrupt the Registry by using bogus 
address pointers. 
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Table B.6 Registry problems 

Bugchecks caused by Registry problems 

Code and parameters 

CONFIG_INITIALIZATION_FAILED (Ox67) 
1-5 
2 - Location where failure occurred 

CON FIG_LIST _FAILED (Ox73) 
1-5 
2-2 
3 - Index of hive 
4 - Pointer to UNICODE_STRING 
containing filename of hive 

CANNOT _WRITE_CONFIGURATION (Ox75) 

REGISTRY_ERROR (Ox51) 
1- Indicates where error occurred 
2 - Indicates where error occurred 
3 - Pointer to hive 
4 - Internal error return code 

Appendix B Common Bugcheck Codes 

Description 

CAUSE: Configuration Manager 
couldn't get enough paged pool 
for the Registry.l 
ACTION: Get a stack trace and 
call Microsoft. 

CAUSE: One of the core system 
Registry hives (SOFTWARE, 
SECURITY, or SAM) is unread­
able or corrupted. 
ACTION: Get a stack trace and 
call Microsoft. 

CAUSE: Either the SYSTEM hive 
is corrupted, or various crucial 
keys and values are missing. 
ACTION: Try booting from the 
Last Known Good configuration. 
If that fails, use the emergency 
repair disk. If that fails, reinstall 
NT. 

CAUSE: There is no room on the 
disk to increase the size of the 
SYSTEM hive files. 
ACTION: Free up space in the 
system partition. 

CAUSE: Something is seriously 
wrong with the Registry. It may 
be the result of an 1/ 0 error or 
file system corruption. 
ACTION: Try rebooting using 
the Last Known Good option or 
the emergency repair disk. 

1 This error should never occur, since Registry setup happens early enough during system initial­
ization that there should always be enough pool space. 
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B.7 FILE SYSTEM PROBLEMS 

The bugchecks in Table B.7 result from failures in a file-system driver or a related 
component. Since Microsoft doesn't currently support customer-written FSDs, 
there is little you can do to diagnose these problems. 

Table B.7 File system problems 

Bugchecks caused by file system problems 

Code and parameters 

CACHE_MANAGER (Ox34) 
FILE_SYSTEM (Ox22) 
FAT _FILE_SYSTEM (Ox23) 
NTFS_FILE_SYSTEM (Ox24) 
NPFS_FILE_SYSTEM (Ox25) 
CDFS_FILE_SYSTEM (Ox26) 
RDR_FILE_SYSTEM (Ox27) 
MAILSLOT _FILE_SYSTEM (Ox52) 
PINBALL_FILE_SYSTEM (Ox59) 
LM_SERVER_INTERNAL_ERROR (Ox54) 

APC_INDEX_MISMATCH (Ox01) 

KERNEL_APC_PENDING_DURING_EXIT (Ox20) 
1 - Address of pending APC 
2 - The thread's APC disable count 
3 - The current IRQL 

Description 

CAUSE: Internal problems 
with a Microsoft-supplied 
file-system driver. 
ACTION: Get a stack trace 
and call Microsoft. 

CAUSE: This internal error 
could be the result of file 
system problems. 
ACTION: Get a stack trace 
and call Microsoft. 

CAUSE: This indicates a logic 
error in a file system driver. 
ACTION: See if any third­
party file system drivers were 
installed at the time of the 
crash. Be suspicious of them. 
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B.8 SYSTEM INITIALIZATION FAILURES 

The bugchecks in Table B.8 occur only during system initialization. Some of them 
are the result of mismatched software components, while others indicate prob­
lems that can only be diagnosed by Microsoft. 

Table B.8 Bootstrap and initialization failures 

Bugchecks caused by bootstrap problems 

Code and parameters 

MISMATCHED_HAL (Ox79) 
1 - 1 (Release levels don't match) 
2 - Release level of Kernel 
3 - Release level of HAL 

-OR-
1 - 2 (Build types don't match) 
2 - Kernel build type 

• 0 - Free multiprocessor-enabled build 
• 1 - Checked multiprocessor-enabled build 
• 2 - Free uniprocessor build 

3 - HAL build-type 
-OR-

1 - 3 (MCA HAL required) 
2 - Machine type detected at bootstrap 

• 2meansMCA 
3-HALtype 

FTDISK_INTERNAL_ERROR (Ox58) 

INACCESSIBLE_BOOT _DEVICE (Ox7B) 
1 - Pointer to boot Device object 
-OR-
1 - Pointer to UNICODE_STRING structure 
containing ARC name of volume that can't be 
mounted. 

Description 

CAUSE: The HAL revision 
level and HAL configuration 
type do not match those of the 
Kernel or the machine type. 1 

ACTION: Make sure the 
proper versions of the HAL 
and NTOSKRNL are installed. 

CAUSE: The system is trying to 
boot from the wrong copy of a 
mirrored partition. 
ACTION: Reboot from the 
shadow copy of the partition. 

CAUSE: Either the device 
driver for the boot device 
failed to initialize, or the file 
system driver for the boot 
device didn't recognize the file 
structures on the volume. 
ACTION: Be sure the right 
device driver is installed for the 
boot device, and that the sys­
tem is trying to boot from the 
correct location. 



Sec. B.8 System Initialization Failures 

Table B.8 (Continued) 

Code and parameters 

PHASEO_EXCEPTION (Ox78) 

SESSION1_INITIALIZATION_FAILED (Ox6D) 
SESSION2_INITIALIZATION_FAILED (Ox6E) 
SESSION3_INITIALIZATION_FAILED (Ox6F) 
SESSION4_INITIALIZATION_FAILED (Ox70) 
SESSION5_INITIALIZATION_FAILED (Ox71) 
1 - NT status code at time of failure 

PHASEO_INITIALIZATION_FAILED (Ox31) 
PHASE1_INITIALIZATION_FAILED (Ox32) 
HAL_INITIALIZATION_FAILED (Ox5C) 
HEAP_INITIALIZATION_FAILED (Ox5D) 
OBJECT _INITIALIZATION_FAILED (Ox5E) 
SECURITY _INITIALIZATION_FAILED (Ox5F) 
PROCESS_INITIALIZATION_FAILED (Ox60) 
HAL 1_INITIALIZATION_FAILED (Ox61) 
OBJECT1_INITIALIZATION_FAILED (Ox62) 
SECURITY1_INITIALIZATION_FAILED (Ox63) 
SYMBOLIC_INITIALIZATION_FAILED (Ox64) 
MEMORY1_INITIALIZATION_FAILED (Ox65) 
CACHE_INITIALIZATION_FAILED (Ox66) 
FILE_INITIALIZATION_FAILED (Ox68) 
I01_INITIALIZATION_FAILED (Ox69) 
LPC_INITIALIZATION_FAILED (Ox6A) 
PROCESS1_INITIALIZATION_FAILED (Ox6B) 
REFMON_INITIALIZATION_FAILED (Ox6C) 
1 - NT status code describing the failure 
2 - Indicator of location where failure occurred 
WINDOWS_NT _BANNER (Ox4000007E) 
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Description 

CAUSE: Failure during initial­
ization of a system component. 
ACTION: Get a stack trace and 
call Microsoft. 

CAUSE: Failure during initial­
ization of a system component. 
ACTION: Get a stack trace and 
call Microsoft. 

CAUSE: Failure during initial­
ization of a system component. 
ACTION: Get a stack trace and 
call Microsoft. 

1 This error probably means that someone has manually updated either NTOSKRNL.EXE or 
HAL.DLL. It can also result from mixing a uniprocessor HAL with a multiprocessor Kernel, or 
vice versa. 



506 Appendix B Common Bugcheck Codes 

B.9 INTERNAL SYSTEM FAILURES 

The bugchecks in Table B.9 all come from fatal errors within a Microsoft-supplied 
software component. For the most part, there's little you can do to track these 
errors. 

Table B.9 Internal system errors 

Bugchecks caused by internal system problems 

Code and parameters 

PORT _DRIVER_INTERNAL (Ox2C) 
SCSI_DISK_DRIVER_INTERNAL (Ox2D) 
FLOPPY _INTERNAL_ERROR (Ox37) 
SERIAL_DRIVER_INTERNAL (Ox38) 
ATDISK_DRIVER_INTERNAL (Ox42) 

STREAMS_INTERNAL_ERROR (Ox4B) 
NDIS_INTERNAL_ERROR (Ox4F) 
XNS_INTERNAL_ERROR (Ox57) 

CORRUPT _ACCESS_TOKEN (Ox28) 
SECURITY_SYSTEM (Ox29) 

Description 

CAUSE: Miscellaneous errors from 
a system-supplied driver. 
ACTION: Get a stack trace and 
call Microsoft. 

CAUSE: Internal errors from 
system-supplied networking 
components. 
ACTION: Get a stack trace and call 
Microsoft. 

CAUSE: Internal security sub­
system errors. 
ACTION: Get a stack trace and call 
Microsoft. 
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HalAllocateCommonBuffer, 156, 291, 296-97 
HalAssignSlotResources, 45 
HAL.DLL,429 
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Half-duplex devices, 223 
HalFreeCommonBuffer, 157,295,297 
HalGetAdapter, 75, 156, 266-69, 272, 277-78, 293, 296 
HalGetBusData, 38,41, 45,141-42 
HalGetlnterruptVector,77 
HalSetBusData, 38, 41, 45 
HalTranslateBusAddress, 157 
Hardware,24-47 

allocating, 152-62 
autoconfiguration requirements, 32-33 
basics of, 24-33 
bus architecture, understanding, 45 
buses, 33-45 
control registers, understanding, 45-46 
data transIer mechanisms, 29-30 

understanding, 46 
device-dedicated memory, 31 
device memory, understanding, 46 
device microcode, loading, 157-58 
device re~sters, 25 

accessmg, 26-27 
direct memory access (DMA) mechanisms, 30-31 
error and status reporting, understanding, 46 
hints for working with, 45-47 
problems with, 422-23 
releasing, 155-56 
testing, 46-47 
See also Auto-detected hardware 

Hardware Abstraction Layer (HAL), 3, 74, 84 
Hardware database, querying, 125-27 
Hardware failures, 500-501 
Hardware initialization, 122-62 

allocating/releasing hardWare, 152-62 
auto-detected hardware, finding, 122-30 
device memory, mapping, 156-57 
unrecognized hardware, finding, 139-52 
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Hardware resources, claiming, 153-55 
Hardware tests, 420 
Hard-wired addreses, 157 
Header,44 
Header files, 81-82 
Higher-level drivers, 350-97 

allocating additional IRPs, 364-76 
buffered 1/0 requests, 374 
creating IRPs from scratch, 371-74 

driver-managed memory, 374 
ExAllocatePool,372-74 
IoAllocateIrp, 371-72 

direct I/O requests, 374-75 
driver-allocated IRPs, 375-76 

asynchronous I/O, 375-76 
synchronous I/O, 375 

filter drivers, 376-93 
intermediate drivers, 350-52 
IoBuildAsynchronousFsdRequest, creating IRPs 

with, 368-69 
IoBuildDeviceIoControlRequest, creating IRPs 

with,369-71 
IoBuildSynchronousFsdRequest, creating IRPs 

with,367-68 
I/O completion routines, 360-64 

code example, 363-64 
execution context, 361 
requesting I/O completion callback, 360 
wliat they do, 362-63 

IRP stack, controlling size of, 365-66 
tightly coupled drivers, 394-97 

High-lRQL crashes, 434-35 

I 
Identifier (subkey), 124 
IgnoreCount field, 268 
IMAGEHLP.DLL,439 
Incremental development, 79-80 
Information field, 64 
Initialization and cleanup routines, 101-21 

driver cleanup example, 115-18 
DriverEntry routine, writing, 101-5 
driver initialization example, 105-13 
reinitialize routines, writing, 113-14 
shutdown routines, writing, 118-19 
testing the driver, 119-21 
unload routine, writing, 114-15 

Initialization routines, discarding, 84-85 
InsertHeadList, 99 
InsertTailList,99 
Installing drivers, 409-13 

by hand, 409-10 
cfriver Re~stry entries, 410 
end-user mstallation of nonstandard drivers, 412-

13 
end-user installation of standard drivers, 410-12 

after NT installation, 412 
during Gill setup, 411-12 
during text setup, 410-11 

Integral subsystems, 7 
Interactive debugging, 440-42 

breakpoints, setting, 441 
debug session, startin(1;/ stopping, 440-41 
hard breakpoints, setting, 442 
print statements, using, 442 

Intermediate drivers, 11, 300-52 
definition of, 350 

and layered architecture, 351-52 
Interrupt behavior, 46 
Interrupt objects, 76-77 

layout of, 76 
manipulation of, 77 

Interrupt priorities, 28 
Interrupt request level (IRQL), 49-51, 60, 88 
Interrupts, 49 

CPU priority levels, 49 
interrupt processing sequence, 50-51 
interrupt request level (IRQ), 49 
software-generated interrupts, 51 

Interrupt Service routine (ISR), 56, 297 
function of, 187-88 
writing, 186-88 

execution context, 186-87 
Interrupt synchronization, 93-95 

and DPCs,95 
interrupt blocking, 94-95 

Interrupt vectors, 28 
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IoAcquireCancelSpinLock, 232, 235 
IoAllocateAdapterChannel, 75, 268-69, 273, 281, 294 
IoAllocateController, 73 
IoAllocateErrorLogEntry, 312 
IoAllocateIrp, 66, 366, 371-72 
IoAllocateMdl, 263, 292, 294, 374 
IoAttachDevice, 70 
IoAttachDeviceByPointer, 70, 378, 380 
IoBuildAsynchronousFsdRequest, creating IRPs 

with, 366-69 
IoBuildDeviceIoControlRequest, creating IRPs with, 

366-71 
IoBuildPartialMdl,263 
IoBuildSynchronousFsdRequest, creating IRPs with, 

366-68,375 
IoCallDriver, 66, 70,230,233,358,364-65,367,374-76, 

394 
IoCancelIrp, 230 
IoCompleteRequest, 66, 205, 232-34, 273, 353, 357, 

360-61,365,368,370, 
375,376,397,423,426 
I/O completion routines, 58, 360-64 

code example, 363-64 
execution context, 361 
requesting I/O completion callback, 360 
wnat they do, 362-63 

IoConnectlnterrupt, 77, 207 
IoCreateController, 73, 102 
IoCreateDevice, 70, 102-5, 132,353,378-79,395 
IoCreateNotificationEvent, 326 
IoCreateSymbolicLink, 70, 326 
IoCreateSynchronizationEvent, 326 
IOCTL argument-l?assing methods, 167-69 
10CTL buffers, DrIver dispatch routines, managing, 

177 
10CTL header files, writing, 169 
10CTL requests, processing, 174-76 
IOCTLs,464 
IoDeleteController,73 
IoDeleteDevice,70,354,379 
IoDeleteSymbolicLink, 70, 102,354 
IoDetachDevice, 70, 379 
IoDisconnectlnterrupt, 77 
IoFlushAdapterBuffers, 75, 265, 271, 274, 295 
IoFreeAdapterChannel, 75,270,295 
IoFreeController, 73 
IoFreeIrp,66,369,373-74 
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IoFreeMapRegisters, 75, 270 
IoFreeMdl, 263, 295 
IoGetConfigurationInformation, 142 
IoGetCurrentIrpStackLocation, 67, 357, 365 
IoGetDeviceObjectPointer, 70,353,356,378-79,395 
IoGetNextIrpStackLocation, 67, 358, 362, 365 
IoInitializeIrp, 372, 374 
IoInitializeTlmer, 204 
IOLOGMSG.DLL,308 
I/O Manager, 7,49,55-72,84,101,460 
IoMapTransfer, 75, 269-71, 273, 274, 286-87, 292, 294, 

295 
IoMarkIrpPending, 67, 294, 358, 362, 375 
IoQueryDeviceComponentInformation, 128 
IoQueryDeviceConfi~urationData, 128 
IoQueryDeviceDesmption, 125-28, 150, 152 
IoQueryDeviceIdentifier, 128 
IoRegisterDriverReinitialization, 113 
IoRegisterShutdownNotification, 119 
IoReleaseCanceISpinLock,232-34 
IoReportResourceUsage, 154-57 
I/O request dispatching mechanism, 163-64 
IoRequestDpc, 274, 295, 297 
I/O request packets (IRPs), 58, 63-67 

alternate IRPs, 224 
IRP header, 64-65 

externally visible fields in, 65 
layout of, 64-65 
manipulating, 65-67 
primary IRPs, 224 
stack locations, 65, 67 
structure of, 64 

1/ 0 requests: 
canceling, 229-36 
cancel routine, 232-34 
Cancel spin lock, 231-32 
IRP Cancel flag, 232 
synchronization issues, 231-32 

IoSetCancelRoutine, 233 
IoSetCompletionRoutine, 67, 358, 360, 362, 363, 374, 

375 
IoSetHardErrorOrVerifyDevice,372 
IoSetNextIrpStackLocation,67 
I/O space, definition of, 26 
I/O space registers, 26 
I/O stack locations, 64 
IoStartNextPacket, 66, 224-26, 233-34, 242, 244, 282, 

423 
IoStartPacket, 66, 222, 224-26, 282, 338, 434 
IoStartTimer, 204 
IoStatus.Information, 230, 357 
IoStatus member, 64, 273 
IoStopTimer, 205 
I/O system service dispatch routines, 55-56 
IoWnteErrorLogEntry,313 
!SA bus, 33-36 

autoconfiguration, 36 
device memory, 36 
DMA capabilities, 34-36 
interrupt mechanisms, 34-35 
register access, 33-34 

ISR,60 

K 
KdPrint, 442 
KeAcquireSpinLock, 97 
KeBugCheck, 426, 427, 434 

KeBugCheckEx, 426, 427 
KeCancelTimer, 214 
KeClearEvent, 326 
KeDelayExecutionThread,212 
KeDeregisterBugCheckCallback,454 
KeFlushIoBuffers, 264, 272, 291, 297 
KeGetCurrentIrql, 94 
KeInitializeCallbackRecord,454 
KeInitializeDeviceQueue, 226, 227, 228 
KeInitializeDpc, 213, 229 
KeInitializeEvent, 326 
KeInitializeMutex, 328 
KeInitializeSpinLock, 97 
KeInitializeTlmer,214 
KeInsertByKeyDeviceQueue, 227 
KeInsertDeviceQueue, 227, 245 
KeInsertQueueDpc, 228-29 
KeLowerIrql, 94, 227, 269 
KeQuerySystemTime, 214 
KeQueryTickCount, 214 
KeQueryTimeIncrement, 214 
KeRaiseIrql,94, 227, 269 
KeReadStateMutex,328 
KeReadStateTimer, 214 
KeRegisterBugCheckCallback, 454 
KeReleaseMutex, 328-29 
KeReleaseSemaphore, 295, 329 
KeReleaseSpinLock, 97 
KeReleaseSpinLockFromDpcLevel, 97 
KeRemoveDeviceQueue, 227, 246 
KeRemoveEntryDeviceQueue, 227, 233 
KeRemoveQueueDpc,228 
KeResetEvent, 326 
Kernel,3-4 
KERNEL functions, Win32 subsystem, 9 
Kernel mode, 48-61 

control objects, 4 
data transfer, 59-60 
deferred procedure calls (DPCs), 51-53 
device dnvers, 11 
dispatcher objects, 4 
exceptions, 48-49 
Executive, 4-7 , 
file-system drivers (FSDs), 11-12 
Hardware Abstraction Layer (HAL), 3 
intennediate drivers, 11 
interrupts, 49-51 
I/O components, 10-15 

I/O subsystem design goals, 10 
I/O processing sequence, 58-61 
kernel,3-4 
kernel-mode threads, 49 
layered drivers, 10-11 
network drivers, 13-15 
postprocessing: 

by the driver, 60 
by the I/O Manager, 60-61 

request preprocessing: 
by the driver, 59 
byNT,58-59 

SCSI drivers, 12-13 
user buffer access, 53-54 
Windows NT, 2 

Kernel-mode drivers, 21 
data transfer routines, 56 
driver initialization and cleanup routines, 55 
I/O system service dispatch routines, 55-56 
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resource synchronization callbacks, 57 
structure of, 54-58 

Kernel-mode threads, 49 
Kernel stack, 86, 87 
KeSetTimer, 214-15 
KeSetTimerEx, 214 
KeStallExecutionProcessor, 212 
KeSynchronizeExecution, 77, 96 
KeWaitForMultipleObjects, 324-25, 328, 375 
KeWaitForSingleObject, 324, 328, 330, 334, 368, 370 
KiTrap, 436 

L 
Language monitor DLL, and printer drivers, 19 
Latched interrupts, 28-29 
Layered drivers, 10-11, 351, 352-60 

code example, 354-56 
how they work, 352-53 
initialization! cleanup in, 353-54 

DriverEntry routine, 353-54 
Unload routine, 354 

IRPs in, 357-58 
lower-level driver, calling, 359-60 
transparent larer, 356 
virtual/logica device layer, 357 

Legacy 16-bit applications, drivers for, 21-22 
Level-sensitive (level-triggered) interrupt, 29 
Linked lists, 98-100 

doubly-linked lists, 99 
removing blocks from, 99-100 
singly-linked lists, 98 

listHead field, 100 
LODCTR utility, 466-67 
Logging device errors, 299-319 

error logging, 312-13 
code example, 313-19 
preparing a driver for, 310-11 

error-log packet, allocating, 311-12 
event logging in Windows NT, 299-301 
generating log entries, 310-13 
messages, 301-10 

adding message resources to a driver, 308-9 
message codes, 302-3 
message definition files, 303-8 
registering drivers as event sources, 309-10 
XXMSG.MC, 305-7 

Logical space, 260 
Long Procedure Call (LPC) facility, 6 
Lookaside lists, 90-91 
Low-level audio drivers, 21 

M 
MajorFunction field, 65 
MajorFunction table, 235, 356, 378-81, 383-84, 395 

filter driver object, 380-81 
MAKEFILE.INC, 408 
Mapping registers, 74 
MCA bus, 36-38 

autoconfiguration, 38 
device memory, 38 
DMA capabilities, 38 
interrupt mechanisms, 38 
register access, 37-38 

MCI drivers, 20-21 
MC utility, 307-8 
MdlAddress field, 65, 374 

INDEX 

Memory Description Lists (MDLs), 260 
managing IlO buffers with, 261-63 

Memory-mapped registers, 27 
Memory suballocation, system support for, 88-91 
MEMORY.TXT,439 
Message-code fields, meaning of, 302 
Message definition files, 303-8 

compiling, 307-8 
header section, 303 
keywords used in, 303 
MC utility, 307-8 

message section, 303-4 
MessageId keyword, 307 
Messages, 301-10 

message codes, 302-3 
message definition files, 303-8 

compiling, 307-8 
header section, 303 
keywords used in header seciton of, 303 
MC utility, 307-8 
message section, 303-4 

message resources, adding to a driver, 308-9 
registering drivers as event sources, 309-10 
XXMSG.MC, 305-7 

METHOD_BUFFERED, 168, 177 
METHOD_IN_DIRECT, 168, 177 
METHOD_NEITHER, 168, 177 
METHOD_OUT_DIRECT, 168, 177 
Microsoft Hardware Compatibility Tests (HCTs), 421-

22 
MmbuildMdlForNonPagedPool, 263, 292, 294 
MmGetMdlByteCount, 263 
MmGetMdlByteOffset, 263 
MmGetMdlVirtualAddress, 263, 273 
MmGetSystemAddressForMdl, 263 
MmGetSystemAddressForMdl field, 262 
MmIsThisAnNtAsSystem, 89 
MmMapIoSpace, 157 
MmPageEnhreDriver, 85 
MmQuerySystemSize, 89 
MmResetDriverPaging, 85 
MmUnmapIoSpace, 157 
Module list, 428 
MouConfiguration, 81 
MouConnectToPort,81 
MouseClassStartlo, 81 
MouseClassUnload,81 
MSGnnnnn.BIN,308 
Multimedia drivers, 20-22 

kernel-mode device drivers, 21 
low-level audio drivers, 21 
MCI drivers, 20-21 
WINMM,20 

Multiple CPUs, synchronizing, 95-97 
Multiprocessor dependencies, 424 
Multithreading dependencies, 424 
Mutex objects, 327-29 

Fast Mutex, 332, 423-24 

N 
NDIS intermediate drivers, 14 
Network driver interface specfication (NDIS), 13-14 
Network drivers, 13-15 

kernel-mode networking clients, 15 
NDIS intermediate drivers, 14 
network interface card (NIC) drivers, 13-14 
transport drivers, 14-15 
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NIC drivers, 13-14 
Nonpaged pool, 86 
NonPagedPool,87 
NonPagedPoolCacheAligned, 87 
NonPagedPoolCacheAlignedMustS,88 
NonPagedPoolMustSucceed,87 
Nonpaged system memory, controlling, 85-86 
Nonsignaled dispatcher objects, 323 
Normal response tests, 420 
NTDDK.H, 81, 103,434,442,448 
NTDETECT, 122-23 
NT driver support routines, 83-84 
NTOSKRNL.EXE,429 
NTSTATUS, 82-83, 102 
NTSTATUS.H, 83, 437 
NtXxx,83 

o 
ObDereferenceObject, 327, 331, 354, 379, 39506 
Object instance, 462 
Object Manager, 5, 84 
ObReferenceObjectByHandle, 327, 331, 354, 395 
OEMSETUP.INF (control script), 411-12 
OOP, and Windows NT, 62-63 
Open and close operations, 56 
OpenGL API, 15 
Ol'TIONAL_DIRS (keyword),404 
OS/2 subsystem, 8 
OtherDrivers class, 152-54 
Outputlnterrupts Valid flag, 241 
Overall system architecture, windows NT, 1-10 
OverrideConflict parameter, 155 

p 
Packet-based bus master DMA drivers, 285-91 

Adapter Control routine: 
and bus master hardware, 287 
and scatter/gather lists, 289-90 

bus master hardware, setting up, 286-88 
DpcForIsr routine: 

and bus master hardware, 287-88 
and scatter / gather support, 290-91 

hardware with scatter / gather support, 288-89 
scatter / gather lists, 288-91 

building with 1I0MapTrailsfer;289-91 
Packet-based slave DMA drivers, 272-85 

Adapter Control routine, 273 
code example, 276-85 

DEVICE_EXTENSION, 276-77 
TRANSFER.C,278-85 
XxAdapterControl,281-82 
XxDpcForIsr,283-85 
XXDRlVER.H,276 
XxGetDmaInfo,277-78 
XxIsr, 282-83 
XxStartIo,278-81 

DMA transfers, splitting, 274-76 
DpcForIsr routine, 274 
DriverEntry routine, 272 
Interru)Jt Service routine, 273-74 
Start I/O routine, 272-73 

Paged pool, 86, 87-88 
PagedPool, 88 
PagedPoolCacheAligned, 88 
Parallel port, 189-201 

code example, 192-201 

DEVICE_EXTENSION, 192-93 
INIT.C, 193-95 
TRANSFER.C, 193-201 
XxCreateDevice, 193-95 
XxDpcForIsr, 200-201 
XXDRlVER.H, 192-93 
XxInitHardware,195 
XxIsr, 199-200 
XxStartIo, 195-97 
XxTransmitBytes,197-99 

device registers, 191 
driverfor, 192 
how it works, 189-90 
interrupt behavior, 192 

Partial resource descriptor, contents of, 129 
PCI bus, 41-45 

autoconfiguration, 44-45 
device memory, 44 
DMA capabilities, 43-44 
interrupt mechanisms, 43 
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register access, 43 
PCI (peripheral component interconnect), See PCI bus 
PERF _COUNTER_BLOCK, 470 
PE+RF_COUNTER_DEFINITION,470 
Perflib key, 464, 467 
PERFMON utility, 461, 463, 464 
PERF_OBJECT_TYPE,469 
Performance, Windows NT, 2 
Performance counter, 462 
Physical addresses, 31, 260 
PollingInterval field, 216 
PopEntryList, 98 
Portability, Windows NT, 2 
PortBase field, 82 
Port drivers, 11 

SCSI,13 
video,17 

Port monitor DLL, 19-20 
Ports, definition of, 26 
POSIX subsystem, 8 
Precompiled heads, using, 404 
Primary IRPs, 224 
Printer drivers, 17-20 

configuration DLL, 18 
DDK,17-18 
language monitor DLL, 19 
port monitor DLL, 19-20 
print processor DLL, 18-19 
spooler, 18 

Printer Job Language (PJL), 19 
Print processor TILL, 18-19 
Process field, 262-63 
Process Manager, 6, 84 
Product information file, 406-7 
Programmed I/O data transfers, 180-202 

driver initialization/ cleanup, 182-85 
connecting to interrupt source, 183-85 
disconnecting from interrupt source, 185 
initializing DpcForIsr routine, 183 
initializing Start I/O entry point, 182-83 

interrupt service routine, writing, 186-88 
parallel port, 189-201 

code example, 192-201 
device regISters, 191 
driver for, 192 
how it works, 189-90 
interrupt behavior, 192 
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Start 110 routine, writing, 185-86 
synchronizing driver routines, 181-82 
testing, 201-2 
what happens during, 180-81 

Programmed I/O (PIO), 29-30 
Protected subsystems, 7 
PsCreateSystemThread, 331, 337 
PushEntryList, 98 
PutBuffer, 396-97 
PVOID ControllerExtension field, 72 

Q 
QueueRequest, 397 

R 
Read and write requests, processing, 173-74 

buffered I/O, 173-74 
direct I/O, 174 
neither method, 174 

Recursive BUILD operations, 403-4 
REGCON.C, 143-52 
RegCreateKeyEx, 412 
RegisterEventSource, 476 
Registry: 

adding counter names to, 464-66 
adding driver parameters to, 140 
and auto-detected hardware, 123-25 
and Configuration Manager, 501-2 
counter definitions in, 464-66 
driver entries, 410 

RegQueryValueEx, 463 
RegSetValueEx, 412 
Reinitialize routines, 55, 113-14 

writing, 113-14 
execution context, 113 
what it does, 113 

Reliability, Windows NT, 1 
RemoveHeadList, 99 
RemoveTailList,99 
ReportEvent, 476 
RESALLOC.C, 158-62 
Resoruceleaks, 423 
Resource allocation, 152-53 
Resource lists, 32 
Resource synchronization callbacks, 57 
Robustness, Windows NT, 1 
RtlConvertLongToLargeInteger, 214 
RtlConvertUlongToLargeInteger, 214 
RtlCopyBytes, 318 
RtlLargeIntegerXx, 214 
RtlMoveMemory, 294 
RtlQueryRegistryValues, 140-41, 148, 314 
RtlTimeFieldsToTime, 214 
RtlTimeToTimeFields, 214 
RtlZeroMemory, 268 
Runtime library, 84 

S 
Sample drivers, 80 
ScatterGather, 268 
Scatter I gather list, 288 
SCSI drivers, 12-13 

class drivers, 13 
filter drivers, 13 
port and miniport dirvers, 13 

SCSI Request Blocks (SRBs), 88 

INDEX 

Security Monitor, 84 
Security References Monitor, 6 

See also Packet-based slave DMA drivers; Packet-
based bus master DMA drivers 

Semaphore objects, 329-30 
ServiceGroupOrder, 415-16 
Shutdown routines, 55 

enabling shutdown notification, 119 
writing: 

execution context, 118 
what it does, 119 

Signaled dispatcher objects, 323 
Signaling mechanisms, 28-29 
Simplex devices, 223 
Singly-linked lists, 98 
16550 UART, 236-57 

code example, 239-57 
CANCEL.C, 253-57 
DEVICE EXTENSION in XXDRIVER.H, 240-

41 -
DEVQUEUE.C, 244-46 
DISPATCH,241-44 
INPUT.C, 247-49 
ISR.C, 249-53 
XxAltemateStartNextPacket, 245-46 
XxAltemateStartPacket, 244-45 
XxCancelAltemateIrp, 256-57 
XxCleanupDeviceQueue, 253-56 
XxDispatchCleanup, 243-44 
XxDispatchRead, 242-43 
XxDispatchWrite, 241-42 
XxDpcForInputs, 249 
XxHandleInputFifoTimeOut, 252-53 
XxHandleInputFifoTrigger, 251-52 
XxIsr, 250-51 

definition of, 236 
device registers, 236-38 
interrupt behavior, 238-39 

Size fields, 262 
Slave DMA, 31 
Slots, 37 
Software-generated interrupts, 51 
Source-code debugging, 430-31 
SOURCES file, writing, 401-3 
Special driver architectures, 15-22 
Spin locks, 95-97 

how they work, 95 
rules for using, 97 
using, 96-97 

Spooler, 18 
Ssytem crashes, 423 
StackSize field, 365-66, 380 
Stack trace, 428-29 
Standalone tests, of hardware, 47 
Start I/O routine, 56, 59, 297 

function of, 186 
writing, 185-86 

execution context, 185-86 
StartService, 412 
StartVa field, 261 
Status register, 25 
Status reporting, 46 
Status return values, 82-83 
STOP message: 

bugcheck information, 427 
deciphering, 429-30 
layout of, 427-29 
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module list, 428 
recovery instructions, 429 
stack trace, 428-29 

Stress tests, 420 
Subsystem components, 7-8 

environment subsystems, 7-8 
integral subsystems, 7 

SynchCritSection routines, 57 
Synchronization problems, 496 
System crashes, 426-30 

definition of, 426 
STOP message: 

bugcheck information, 427 
deciphering, 429-30 
layout of, 427-29 
module list, 428 
recovery instructions, 429 
stack trace, 428-29 

System DMA, 31 
System hangs, 424 
System initialization failures, 504-5 
System threads, 320-49 

T 

creating, 321-22 
system worker threads, 322-23 
terminating, 321-22 
thread priority, managing, 322 
thread synchronization, 323-25 

general synchronization, 323-25 
time synchronization, 323 

when to use, 320-21 

Tail.Overlay.ListEntry field, 100 
> TBE (transmit buffer empty) flag, 236 

Thread hangs, 423-24 
Thread synChronization, 323-25 

code example, 334-49 
DEVICE_EXTENSION in XXDRIVER.H, 335-

36 
how the driver works, 334-35 
THREAD.C, 339-41 
TRANSFER.C, 341-49 
XxAcquireAdapterObject, 345-47 
XxAdapterControl, 345-47 
XxCreateDevice function in INIT.C, 336-37 
XxDispatchReadWrite in DISPATCH.C,338-

39 
XxDr.cForIsr, 348-49 
XxKIlIThread, 340-41 
XxPerformDataTransfer,341-45 
XxPerformSynchronousTransfer, 347-48 
XxThreadMain, 339-40 

general synchronization, 323-25 
synchronization deadlocks, 333-34 
brrnesynchronization,323 
See also Dispatcher objects 

Tightly coupled drivers, 351, 394-97 
how they work, 394-95 
initialization/ cleanup in, 395-96 

lower DriverEntry routine, 395 
lower Unload routine, 396 
upper DriverEntry routine, 395-96 
upper Unload routine, 396 

I/O request processing in, 396-97 
asynchronous I/O, 397 
synchronous I/O, 396-97 

Time dependencies, 424 

Timer objects, 330-31 
Timer routines, 57 
Timers, 203-21 

CustomTimerDpc routines, 212-14 
device timeouts, 203-5 

catching, 204-11 
expiration times, specifying, 214-15 
I/O timer routines, 203-4 

521 

noninterrupting devices, working with, 211-12 
timer-based driver code example, 215-21 

INIT.C, 216-17 
TRANSFER.C, 217-21 
XXDRIVER.H,216 
XxPollingTimerDpc, 220-21 
XxStartIo, 218-19 
XxTransmitBytes, 219-20 

TraceCount field, 457 
TRANSFER.C, 193-201, 207-11, 217-21, 278-85, 341-49 
Transport drivers, 14-15 
Trap frames, 436 
TXTSETUP.OEM (control script), 411-12 

U 
Unicode manipulation functions, 92 
Unicode strings, 91-93 

datatypes, 91-92 
working with Unicode, 92-93 

Unidriver, 18 
Unload routine, 55 

writing, 114-15 
execution context, 114 
what it does, 114-15 

UNLODCTR utility, 467 
Unrecognized hardware: 

driver parameters, adding to the Registry, 140 
finding, 139-52 
querying the Registry example, 142-52 

REGCON.C,143-52 
XxBusCallback, 150-52 
XxCheckForBus, 150-52 
XxFindNextDevice, 146-48 
XxGetHardwareInfo, 143-46 
XxGetInterruptInfo,148-50 
XxGetPortInfo, 148-50 

retrieving driver parameters from, 140-41 
UserBuffer field, 65 
User buffers, access to, 53-54 
USER function, Win32 subsystem, 9 
User mode, Windows NT, 2 

V 
Vendor information file, 405-6 
VerQueryValue, 405 
Version information: 

including, 405-7 
product information file, 406-7 
vendor information file, 405-6 

Video drivers, 15-17 
DirectDraw HAL, 16-17 
display drivers, 16 
GDI engine, 16 
video port and miniport drivers, 17 

Virtual addresses, 31, 260 
Virtual DOS Machine (VDM) subsystem, 8, 21-22 
Virtual Memory Manager, 6, 84 
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W 
WDBGEXTS.H,448 
WIN32K.SYS, 9 
Win32 objects, 63 
Win32 subsystem, 8-10 
WINBASE.H,447-48 
WINDBG utility, 419-21, 440-46, 489 

code example, 446-52 
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LICENSE AGREEMENT AND LIMITED WARRANTY 

READ THE FOLLOWING TERMS AND CONDITIONS CAREFULLY BEFORE OPENING 
THIS DISK PACKAGE. THIS LEGAL DOCUMENT IS AN AGREEMENT BETWEEN YOU AND PRENTICE­
HALL, INC. (THE "COMPANY"). BY OPENING THIS SEALED DISK PACKAGE, YOU ARE AGREEING TO 
BE BOUND BY THESE TERMS AND CONDITIONS. IF YOU DO NOT AGREE WITH THESE TERMS AND 
CONDITIONS, DO NOT OPEN THE DISK PACKAGE. PROMPTLY RETURN THE UNOPENED DISK 
PACKAGE AND ALL ACCOMPANYING ITEMS TO THE PLACE YOU OBTAINED THEM FOR A FULL 
REFUND OF ANY SUMS YOU HAVE PAID. 

1. GRANT OF LICENSE: In consideration of your payment of the license fee, which is part of the price 
you paid for this product, and your agreement to abide by the terms and conditions of this Agreement, the Company 
grants to you a nonexclusive right to use and display the copy of the enclosed software program (hereinafter the "SOFT­
WARE") on a single computer (i.e., with a single CPU) at a single location so long as you comply with the terms of this 
Agreement. The Company reserves all rights not expressly granted to you under this Agreement. 

2. OWNERSHIP OF SOFTWARE: You own only the magnetic or physical media (the enclosed disks) on 
which the SOFTWARE is recorded or fixed, but the Company retains all the rights, title, and ownership to the SOFT­
WARE recorded on the original disk copy(ies) and all subsequent copies of the SOFTWARE, regardless of the form or 
media on which the original or other copies may exist. This license is not a sale of the original SOFTWARE or any copy 
to you. 

3. COPY RESTRICTIONS: This SOFTWARE and the accompanying printed materials and user manual 
(the "Documentation") are the subject of copyright. You may not copy the Documentation or the SOFTWARE, except 
that you may make a single copy of the SOFTWARE for backup or archival purposes only. You may be held legally 
responsible for any copying or copyright infringement which is caused or encouraged by your failure to abide by the 
terms of this restriction. 

4. USE RESTRICTIONS: You may not network the SOFTWARE or otherwise use it on more than one 
computer or computer terminal at the same time. You may physically transfer the SOFTWARE from one computer to 

another provided that the SOFTWARE is used on only one computer at a time. You may not distribute copies of the 
SOFTWARE or Documentation to others. You may not reverse engineer, disassemble, decompile, modifY; adapt, trans­
late, or create derivative works based on the SOFTWARE or the Documentation without the prior written consent of 
the Company. 

5. TRANSFER RESTRICTIONS: The enclosed SOFTWARE is licensed only to you and may not be 
transferred to anyone else without the prior written consent of the Company. Any unauthorized transfer of the SOFT­
WARE shall result in the immediate termination of this Agreement. 

6. TERMINATION: This license is effective until terminated. This license will terminate automatically 
without notice from the Company and become null and void if you fail to comply with any provisions or limitations of 
this license. Upon termination, you shall destroy the Documentation and all copies of the SOFTWARE. All provisions 
of this Agreement as to warranties, limitation of liability, remedies or damages, and our ownership rights shall survive 
termination. 

7. MISCELLANEOUS: This Agreement shall be construed in accordance with the laws of the United 
States of America and the State of New York and shall benefit the Company, its affiliates, and assignees. 

8. LIMITED WARRANTY AND DISCLAIMER OF WARRANTY: The Company warrants that the 
SOFTWARE, when properly used in accordance with the Documentation, will operate in substantial conformity with 
the description of the SOFTWARE set forth in the Documentation. The Company does not warrant that the SOFT-



WARE will meet your requirements or that the operation of the SOFTWARE will be uninterrupted or error-free. The 
Company warrants that the media on which the SOFTWARE is delivered shall be free from defects in materials and 
workmanship under normal use for a period of thirty (30) days from the date of your purchase. Your only remedy and 
the Company's only obligation under these limited warranties is, at the Company's option, rerum of the warranted item 
for a refund of any amounts paid by you or replacement of the item. Any replacement of SOFTWARE or media under 
the warranties shall nor extend the original warranty period. The limited warranty set forth above shall not apply to any 
SOFTWARE which the Company determines in good faith has been subject to misuse, neglect, improper installation, 
repair, alteration, or damage by you. EXCEPT FOR THE EXPRESSED WARRANTIES SET FORTH ABOVE, THE 
COMPANY DISCWMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITA­
TION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PUR­
POSE. EXCEPT FOR THE EXPRESS WARRANTY SET FORTH ABOVE, THE COMPANY DOES NOT 
WARRANT, GUARANTEE, OR MAKE ANY REPRESENTATION REGARDING THE USE OR THE RESULTS 
OF THE USE OF THE SOFTWARE IN TERMS OF ITS CORRECTNESS, ACCURACY, RELIABILITY, CUR­
RENTNESS, OR OTHERWISE. 

IN NO EVENT, SHALL THE COMPANY OR ITS EMPLOYEES, AGENTS, SUPPLIERS, OR 
CONTRACTORS BE LIABLE FOR ANY INCIDENTAL, INDIRECT, SPECIAL, OR CONSEQUENTIAL DAM­
AGES ARISING OUT OF OR IN CONNECTION WITH THE LICENSE GRANTED UNDER THIS AGREE­
MENT, OR FOR LOSS OF USE, LOSS OF DATA, LOSS OF INCOME OR PROFIT, OR OTHER LOSSES, 
SUSTAINED AS A RESULT OF INJURY TO ANY PERSON, OR LOSS OF OR DAMAGE TO PROPERTY, OR 
CLAIMS OF THIRD PARTIES, EVEN IF THE COMPANY OR AN AUTHORIZED REPRESENTATIVE OF 
THE COMPANY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL 
LIABILITY OF THE COMPANY FOR DAMAGES WITH RESPECT TO THE SOFTWARE EXCEED THE 
AMOUNTS ACTUALLY PAID BYYOU, IF ANY, FOR THE SOFTWARE. 

SOME JURISDICTIONS DO NOT ALLOW THE LIMITATION OF IMPLIED WARRANTIES 
OR LIABILITY FOR INCIDENTAL, INDIRECT, SPECIAL, OR CONSEQUENTIAL DAMAGES, SO THE 
ABOVE LIMITATIONS MAY NOT ALWAYS APPLY. THE WARRANTIES IN THIS AGREEMENT GIVE YOU 
SPECIFIC LEGAL RIGHTS AND YOU MAY ALSO HAVE OTHER RIGHTS WHICH VARY IN ACCOR­
DANCE WITH LOCAL LAW 

ACKNOWLEDGMENT 

YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, UNDERSTAND IT, 
AND AGREE TO BE BOUND BY ITS TERMS AND CONDITIONS. YOU ALSO AGREE THAT THIS AGREE­
MENT IS THE COMPLETE AND EXCLUSIVE STATEMENT OF THE AGREEMENT BETWEEN YOU AND 
THE COMPANY AND SUPERSEDES ALL PROPOSALS OR PRIOR AGREEMENTS, ORAL, OR WRITTEN, 
AND ANY OTHER COMMUNICATIONS BETWEEN YOU AND THE COMPANY OR ANY REPRESENT A­
TIYE OF THE COMPANY RELATING TO THE SUBJECT MATTER OF THIS AGREEMENT. 

Should you have any questions concerning this Agreement or if you wish to contact the Company for any 
reason, please contact in writing at the address below. 

Robin Short 
Prentice Hall PTR 
One Lake Street 
Upper Saddle River, New Jersey 07458 



OPERATING SYSTEMS 
Windows NT 

HE 

A GUIDE FOR PROGRAMMERS 
Art Baker 

The most comprehensive, authoritative guide to Windows NTTM driver development. 

E 
DISI 

INCLUI 

Now that Windows NT is rapidly becoming the business operating system of choiGe, more and 
more programmers are faced with developing Windows NT drivers. To write NT drivers we ll , you 
first need to understand the Windows NT driver architecture. But you' ll also know a myriad of 
practical details that are rarely, if ever, documented. 

The Windows NT Device Driver Book tells you all you need to know. It clarifies the murky Microsoft 
Driver Development Kit (DDK) documentation, and contains extensive detail that's missing from the 
DDK. This information is invaluable right now-and it will prepare you for the future, when Microsoft 
introduces the common Win32 Driver Model for Windows NT and Windows® 95. 

You'll learn about the NT I/O Manager and its data structures, anp discover how various hardware 
issues will impact the design of your driver. Once you know the fundamentals, Windows NT 
device driver expert Art Baker presents basic and advanced NT driver-writing techniques in 
unprecedented detail . Learn about: 

• Full-duplex driver architecture 
• Techniques for handling time-out conditions 
• Logging device errors 
• Kernel-mode threads and higher-level drivers 

The Windows NT Device Driver Book is rep~ete with practical detail ,. including: 

• The mechanics of setting up a driver development environment 
• How to analyze crash dumps and make WINDBG work for you 
• Detailed information on common bugcheck codes 

There's also extensive sample code on diskette, designed to help stream line your own development 
projects. Whether you're designing or coding Win NT driver or porting an existing driver from 
another operating system environment, The Windows NT Device Driver Book contains all the 
information you'll need to get the job done. 

About the Author 

Art Baker, founder of Cydonix Corporation, has been writing device-control software for the last 25 
years. For more than 12 years, he has specia lized in training professional developers to write 
device drivers. 

PRENTICE HALL 
Upper Saddle River, NJ 07458 

http://www.prelihall.(om 

U.S. $44.95 
Canada $62.95 

o 76092 00177 5 

ISBN 0-13-184474-1 
90000 

9 780131 844742 


