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1. Go to the Network control panel (Start menu I Settings I Control 
Panel I Network) and select the Services tab. 

2. Click the Add Service button. 

3. Select Microsoft TCP/IP Printing from the Select Service window and then 
click OK. 

4. Enter the location of the Terminal Server install files if prompted. 

The LPD compatible printing system will now be installed on your server, and 
you'll be brought back to the Network control panel window. 

5. Click Close from the Network control panel window. 

6. Select Yes to restart the computer. 

After the computer has restarted, you'll be able to set up the LPD printer as an NT 
printer, as follows: 

1. Go to the Printer control panel (Start menu I Settings I Printer) and double-click 
Add Printer. 

2. Select My Computer from the initial Add Printer Wizard window. 

3. Select Add Port. 

4. From the Printer Ports window, select LPR port. This port type was added to 
the list when you installed the Microsoft TCP /IP printing service. 

5. In the Add LPR Compatible printer window, enter the IP address or hostname 
of the LPD print server next to the field labeled Name or Address of Server 
Providing LPD. 

6. Enter the queue name or printer name on the server that you want to print to 
in the field labeled Name of Printer or Print Queue on That Server. 

The new LPD port will now be added to the list of ports in the Add Printer 
Wizard port window. 

7. Click Next in the Add Printer Wizard port window. 

8. Select the correct make and model for the printer and click Next. 

9. Enter the printer name and click Next. 

Author's Note: Support for LPD Printers 
MetaFrame provides the same support for LPD printers as that included with NT Server 4.0. This support 

is based on the LPD printing scheme defined in RFC1179, which is supported by most LPD network print 

servers today. 

The instructions provided for setting up an NT printer to print to an LPD queue can also be used to set up 

UNIX printers on Terminal Server alone. 

I:.«''. Real-World Tip: Special Queue Names 
Some LPD print servers, such as HP Jet Direct's print server, use special queue names to define how the 

data should be handled (for example, "raw" for no formatting). Refer to the manufacturer's instructions 

on which queue name to choose. 
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10. Select the Share radio button and enter the share name if you want to share the 
printer on the network. Then click Next. 

11. Select whether you want to print a test page and then click Finish. 

The printer you just created will now be available in the printer lists for the clients 
on MetaFrame. 

Setting Up FTP Services on Terminal Server 
FTP (File Transfer Protocol) originated in the UNIX world as a means to access files 
on remote systems. To access files on a remote FTP server from UNIX, you would 
normally type the ftp [IP address or host name of FTP server] command. From 
here, you can use standard FTP commands such as ls, get and put to list files on, 
retrieve files from, and send files to the FTP server. 

Out of the box, Terminal Server is capable of being configured as an FTP server. 
By providing the FTP service to your UNIX clients, you can make files and directo­
ries on your Terminal Server available to them. One good use for this is for making 
the ICA UNIX client available for download for your UNIX workstations. 

For your Terminal Server to become an FTP server, you must first install the 
Internet Information Server (IIS), which is included on the Terminal Server CD­
ROM. The following instructions guide you through installing IIS 3.0 and setting up a 
directory on Terminal Server for anonymous access through FTP: 

1. Run the IIS setup program by either double-clicking the Install Internet 
Information Server icon on the desktop or running the 
C: \WTSRV\SYSTEM32\INETINS. EXE program (Start menu I Run). 

2. When prompted, enter the location of your Terminal Server install files (for 
example, D: \1386). 

3. Click OK at the Microsoft Internet Information Server 3.0 Setup window. 

4. Under Options, select FTP Service and Internet Service Manager for installa­
tion. Click OK. 

5. By default, the IIS server will be installed under C: \WTSRV\SYSTEM32\INETSRV. If 
this directory does not yet exist, you'll be prompted whether you want to create 
it. Click Yes to create the directory and continue. 

6. At the Publishing Directory window, enter the directory on the Terminal Server 
that you want to publish to your UNIX clients. By default, the directory will be 
C: \I net Pub\ Ftp root. This directory and its subdirectories are the only directo­
ries that the remote FTP clients will be able to see. 

7. Click Yes to create the directory if it does not already exist. 

The files for the IIS server will now be copied to your hard drive, and the FTP 
service will be started. 

8. Click OK at the final setup window. 
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At this point, the FTP service has already been started on your server. Any files that 
are now placed under C: \ InetPub\Ftproot (or whatever publishing directory you set 
up in step 6) will immediately be available for download through anonymous FTP by 
your UNIX clients.Your UNIX clients will need to type ftp [IP address or host­

name of your Terminal Server] to attach. They will be prompted for a username and 
password. Have them type anonymous for the username and their email address or 
leave the password field blank. They can now enter standard FTP commands to list, 
send, and retrieve files from the Terminal Server published directory. 

By default, the only type of access that's enabled to your server is anonymous 
access. A special IIS user is created during the installation of IIS-IIS_[ server name]. 
This user is considered the anonymous user. By controlling this user's access to the 
FTP publishing directory, you control the access of all users who use anonymous 
access. If you want to increase the security on the files you publish, you can change 
the NTFS permissions for the !IS_[ server name] user to the FTP publishing directo­
ry and its files. 

The FTP server included with Terminal Server has many more options you may be 
interested in using. Although these options are beyond the scope of this book, you can 
view which of them are available by running the Microsoft Internet Service Manager 
tool (Start menu I Programs I Microsoft Internet Server I Internet Service Manager), 
highlighting the FTP service, and then selecting Service Properties under the 
Properties menu. 

Replacing UNIX Terminals with Windows-based Terminals 
This section if for administrators who are interested in replacing their text-based 
UNIX terminals with Windows-based Terminals, but yet still retain user access to the 
UNIX hosts. Although specific guidelines for particular systems is beyond the scope of 
this book, you'll be provided with general guidelines to help get you started. These 
general guidelines will also be of use for replacing other types of text-based terminals 
with WBTs, such as 3270 andVT-100 terminals. 

The IP Address Test 

Because you'll be replacing all your text-based terminals with WBTs and because all 
the WBTs will be running terminal emulation sessions on Terminal Server, the appli­
cation on the host you're accessing must be able to differentiate the sessions running 
on Terminal Server. 

Real-World Tip: Using Web Browsers to Access Files 

For those who are not familiar with or do not want to type the FTP commands, you can also use a Web 

browser that supports access to FTP servers to access the files on your Terminal Server. For example, if 

your UNIX clients are using Netscape Navigator, they would type in the following address to access the 

files on your Terminal Server through FTP: 

ftp://[IP address or hostname of the Terminal Server] 
They could then browse directories and retrieve files just as they would on any FTP server on the Internet. 



336 Chapter 18 MetaFrame and UNIX Clients 

For example, suppose you have a UNIX server running a text-based accounting 
application, and you have ten VT-100 text terminals attached to it through direct serial 
connections.You want to replace these ten terminals with WBTs running off of a sin­
gle Terminal Server whose IP address is 10. 1 . 1 . 1 . Each WBT will be running a VT-
100 terminal emulator from a Terminal Server session. The problem here is that every 
WBT that accesses the UNIX server will be accessing it using the same source IP 
address ( 10. 1 . 1 . 1). As long as your UNIX application does not think that each IP 
address represents a single client, you'll have no problem. If, instead, the UNIX appli­
cation assigns such things as security rights to the user by IP address, you'll likely have 
difficulties running it from Terminal Server. 

Before investing much time or money, perform this simple test to help ensure that 
you can run multiple simultaneous user host sessions from one machine with one IP 
address: 

1. Load the terminal emulator you intend to use on an NT 4.0 workstation. 

2. Open up two or three simultaneous sessions to your UNIX host. 

3. Log into your UNIX server from each session using a different username. 

4. Test the UNIX application that users will normally be running to ensure you 
have no problems running it from two or three simultaneous sessions from the 
same IP address. 

A key indicator that an application will be a problem is if you're required to enter 
the client's IP addresses into a table on the host before new users can fully access it. 
Also check with the publisher of the application to see if any problems are involved 
with accessing the application using multiple sessions from the same IP address. 

Choosing Your WBTs 

You have several options available when choosing your Windows-based Terminals. If 
you're going to use RDP-based WBTs and Terminal Server, you'll need to network 
them. Some shops have already replaced the serial cables going out to their text termi­
nals with network cables to make it easier to replace them with networked devices 
such as PCs, Network Computers, or WBTs. 

If you still have serial cables running out to your terminals, you may want to con­
sider purchasing MetaFrame. With MetaFrame, you can directly connect the ICA­
based WBT's to a multiport serial communications card (for example, Digiboard) that's 
installed in your MetaFrame server. Make sure, of course, that the WBT you choose 
supports direct serial links to a MetaFrame server. 

For more information on WBTs and their manufacturers, see Appendix B, 
"Windows-Based Terminal Manufacturers." 

Setting Up the Server 

On the Terminal Server, you'll need to install your chosen terminal emulation pro­
gram and make shortcuts available for everyone who will be using it. For more infor­
mation on how to set up applications on Terminal Server, see Chapter 10, "Installing 
Applications on Terminal Server." 
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Be careful of user settings such as screen color, text size, key mappings, and so on 
when using terminal emulators in a multiuser environment.You need to make sure 
these settings are kept in separate locations for each terminal emulator user so that one 
user's settings does not overwrite another's. If your terminal emulator program has a 
definable directory for terminal settings, make this directory the user's home directory. 
As long as the home directory has been mapped to the base of the user directory 
using the SUBST command, as shown in Chapter 10, users should have no difficulty 
keeping their settings separate. If the settings are all kept in one location, you might 
want to consider either making them read-only or, if the terminal emulator is small, 
installing a copy under each user's home directory. 

Replacing the Terminals 

As long as you've planned appropriately, replacing the terminals should go very 
smoothly. Because the cabling should already be in place, you can simply replace each 
user's text terminal with a WBT, one at a time. Because you don't need to take down 
the UNIX server to do this, only the user whose terminal you're currently replacing 
will be affected by the transition. 

As more WBTs access the Terminal Server simultaneously, keep a close eye on the 
server's performance. If the server usage is scaling over what you had planned, you may 
need to purchase more hardware or an additional server. It's better to catch an unex­
pected performance problem now then after all the WBTs have been rolled out. For 
more information on measuring the performance of your server, see Chapter 13, 
"Measuring Performance." 





MetaFrame and Macintosh 

WINDOWS 32-BIT AND 16-BIT APPLICATIONS as well as DOS applications running 
on a Macintosh?Yes! Although running these applications on a Macintosh has been 
done by using many different methods in the past, using the MetaFrame ICA client 
for Macintosh tops the list as being the most seamless and easy way.You may be sur­
prised at the ease with which the Macintosh ICA client brings together the disparate 
worlds of Macintosh and Windows. 

This chapter starts out with the installation and use of the Macintosh ICA client. In 
this first section, you'll learn how to install the client, incorporate your Macintosh 
printers into your Terminal Server desktop, and how to access your local Mac drives. 
The second half of this chapter is dedicated to advanced Macintosh integration topics, 
such as setting up Macintosh-accessible volumes on Terminal Server, printing directly 
to AppleTalk printers from TS, and accessing TS remotely by using MacPPP. 

For those administrators who do not often work in the world of Macintosh, you'll 
find many introductory tips to help you as we go along. 

Installing and Using the Macintosh ICA Client 
This section covers the installation and use of the standard Macintosh I CA client, 
which runs as a normal application from your Macintosh desktop. With this client, you 
can access MetaFrame just as you would with any other ICA client. 
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Installing the Macintosh ICA Client 
The installation of the Macintosh ICA client is actually very simple. Many of the fea­
tures that you find in the 32-bit or 16-bit version of the I CA client are also available 
in the Mac version. Before getting into the installation process, we need to go over the 
minimum requirements that you need to meet for the Macintosh ICA client to work: 

!\!II Operating system You need version 7 .1 or later of the Macintosh OS. If you 
have version 7 .1, you'll also need to download and install the Thread Manager 
extension, which is available at Apple's Web site (www. apple. com). 

!\!II Processor The client was written to work on 68030/040 or PowerPC proces­
sors. 

!\!II TCP /JP The Macintosh ICA client only works with TCP /IP, not Apple Talk. 
You need either MacTCP or Open Transport TCP /IP version 1.1 or later. 

!\!II Memory At least 4MB available. 

!\!II Disk At least 2MB free. 

!\!II Video Requires either a 16- or 256-color video display. 

The Citrix Macintosh ICA client is included on the MetaFrame CD-ROM in the 
\clients\icamac folder off the root. It's also available for free download on Citrix's 
Web site at www.download.citrix.com. Here's how to install it: 

1. Copy the MACICA_SEA. HQX file from either the CD-ROM or Citrix's download 
page to your Mac's local hard disk. Expanding this file directly from the CD­
ROM can cause freezing on some systems. 

2. Decompress the MACICA_SEA.HQX file using Stuffit Expander or a similar decom­
pression utility. Note that the filenames may differ slightly if you're using the 
version from the Citrix's Web site. 

3. Double-click the Citrix ICA Client 2.6.SEA file that was expanded from the 
HQX file. The files inside of the SEA file will be put into the temporary folder 
on your Macintosh. 

4. Double-click the installer icon from the temporary folder and follow the direc­
tions. 

Real-World Tip: The HQX Extension 
For those who have not worked much in the Macintosh world, the HQX extension may be unfamiliar. The 

HQX extension means that the file has been compressed by using the BinHex compression algorithm. 

Just as zip files are the most common type of compression in the PC world, most Mac files available for 

download on the Internet use the HQX extension. 

The most common method for decompressing HQX files is to download, install, and use the freely avail­

able Stuffit Expander utility from Aladdin Systems (www.aladdinsys.com). The install program will create 

an icon on the Macintosh desktop. To decompress an HQX file, you need to drag and drop it onto the 

Stuffit Expander icon. 
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A Citrix ICA Client folder will now be created with icons for the Citrix ICA 
client, the ICA client editor, the ICA client guide, and the ICA client editor guide. 
Normally, the next step is to create connection icons using the ICA client editor: 

1. From the Citrix ICA Client folder, double-click the Citrix ICA Editor icon. 

2. In the Citrix ICA Client Editor dialog box that appears, select either Server 
or Published Application. With the Macintosh ICA client, you can access both. 
Publishing applications is covered in detail in Chapter 20, "Application 
Publishing and Load Balancing with MetaFrame." 

3. In the Server field, either enter the IP address of the MetaFrame server or select 
the server or published application from the drop-down list. 

4. If you want to have the connection automatically log onto the server, you can 
optionally enter the username, domain, and password for logon. 

5. Click Save to save the connection icon for later use or click Connect to connect 
directly to MetaFrame without creating a connection icon. 

Using the Macintosh ICA Client 
Now that you have the connection up and running, it's time to go over how to use 
some of its main features, such as access to the Macintosh client's local drives and 
printers as well as the Clipboard. 

Connecting to MetaFrame 

You can connect to your MetaFrame server by double-clicking the connection icon 
you created in the previous section. This will open a standard Terminal Server session 
on your Macintosh desktop.You'll first be taken to a Terminal Server logon screen 
where you need to enter your Terminal Server username and password. If you entered 
these already when creating the connection, this screen will not appear. After you've 
logged on, your Terminal Server desktop appears.You'll be able to access the Terminal 
Server and its applications in a manner nearly identical to other ICA clients. 

Real-World Tip: The MacPing Utility 
For the connection to work, you must have TCP/IP connectivity to your Meta Frame server. The easiest 

way to ensure that you have TCP/IP connectivity is to ping it. You may be surprised to know that unlike 

most other operating systems, Mac OS has no built-in ping utility. To resolve this need, Apple has made 

available a MacPing utility for free download from its Web site (www. apple. com). Download this utili­

ty and keep it in a centrally accessible location for quick TCP/IP troubleshooting. 

Author's Note: The Option Key 
Because the Alt key is not available with most Macintosh keyboards, use the Option key instead. 
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Accessing Your Local Drives from MetaFrame 

Just as with most other ICA clients, your local Macintosh drives can be automatically 
incorporated into your MetaFrame desktop. With this capability, you can open files from 
your Macintosh, work on the files using Windows applications running on MetaFrame, 
and then save the files back to your local Mac drive. Here's how to set it up: 

1. Open the Citrix ICA editor from the Citrix ICA Client folder. 

2. Select Default Settings from the Options menu. 

3. Select Drive Mappings from the drop-down list at the top of the Citrix ICA 
client editor window. 

The window will now change to show you the default drive letter mappings 
that will be used on MetaFrame to represent your local Macintosh drives. Note 
that if you choose a drive letter that already exists on the MetaFrame server, 
MetaFrame will automatically remap the drive to a letter higher in the alphabet. 

4. To change any of the default mappings, select a mapping and click Modify. 

5. Select the drive letter you want the resource to be mapped to. 

6. Once you're finished modifying the drive mappings, click Save. 

The next time you connect by using one of the ICA connections, you'll be able to 
see and use your local Macintosh drives just as you would any other drive letter on 
the MetaFrame desktop. 

Printing to Your Local Printers from MetaFrame 

Besides accessing local drives, you can also print to your local printers from 
MetaFrame. When set up correctly, your local Macintosh printers will automatically 
become a part of your available printer list in MetaFrame. 

For this feature to work, the printer must be attached directly to your Mac. Also, make 
sure that the printer you want to print to from MetaFrame is listed in the Macintosh 
Chooser dialog box and that you can print to it locall~ from the Mac workstation. 

Follow these steps to make your Macintosh's local printers accessible from MetaFrame: 

1. Open the Citrix ICA editor from the Citrix ICA Client folder. 

2. Select Default Settings from the Options menu. 

3. Select Printer Setup from the drop-down list at the top of the Citrix ICA client 
editor window. 

4. Select either PostScript if your printer supports PostScript or Direct Printer if it 
does not. 

5. (Postscript only) Select your Postscript printer from the drop-down list or select 
Generic Postscript if your particular model is not available. 

6. (Direct Printer only) Select your printer from the list or type the name exactly 
as it would appear in the Add Printer Wizard in MetaFrame. You can get to the 
Add Printer Wizard by going to the control panel and selecting Printers I Add 
Printer from the MetaFrame console. 

7. Select Enable Local Printer and click Save. 
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When you next connect to the MetaFrame server, the local printer that you just set 
up will be available from any printer selection list.Your local printer will appear as fol­
lows: 

[Macintosh name]#[Printer name] 

The Macintosh name can be set in the Macintosh Sharing Setup control panel. 

Clipboard Integration 

By default, objects that you cut and paste to the Clipboard on your MetaFrame session 
will also be available to other applications running on your Macintosh. An example of 
the use of this feature would be to copy a graphic from your Internet browser running 
on MetaFrame so that you can work with it in a graphics program, such as Photoshop, 
running on your Macintosh. 

Advanced Macintosh Integration 
For those who want more than just basic integration tips and instructions, this section 
is for you. You'll learn how to set up your Terminal Server as a Macintosh file server, 
how to print to networked AppleTalk printers from MetaFrame, and how to connect 
your Mac to MetaFrame using dial-up PPP connections. 

Quick Overview of Macintosh AppleTalk Networking 
For those who are new to Macintosh networks, this section will provide a quick 
overview of the concepts you'll need to know about when integrating your 
Macintosh network with Terminal Server using AppleTalk. Keep in mind that this dis­
cussion is only pertinent to the AppleTalk protocol. The Macintosh ICA client does 
not use Apple Talk-it uses MacTCP or Open Transport TCP. Apple Talk will only be 
used with Terminal Server if you plan to make either Terminal Server files or printers 
available directly to Macintosh clients, outside of any Terminal Server session. 

The AppleTalk Protocol 

Macintosh computers use a protocol called Apple Talk to communicate with each other 
as well as with other devices on a network. Apple Talk has gone through various itera­
tions since its initial development; however, the version that you'll most likely be 
working with is either EtherTalk or Token Talk: 

Real-World Tip: Non-Postscript Drivers 
Postscript drivers are included with Macs. However, if you need to print to a PC printer that does not 

support Postscript, you might need to download and install the correct driver first. You'll find a good col­

lection of non-Postscript drivers available in the PowerPrint package available from lnfoWave Wireless 

Messaging at www. infowave. com. 
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Ill! EtherTalk is AppleTalk designed to work over Ethernet networks using the 
Ethernet 802.3 frame type. 

Ill! Token Talk is AppleTalk designed to work on Token Ring using the standard 
802.5 frame type. 

Both Token Talk and EtherTalk are extensions to the AppleTalk protocol and there­
fore share the same fundamental Apple Talk design concepts that will be explained next. 

AppleTalk Zones 

AppleTalk networks are logically divided into units called zones. For NT administra­
tors who are not familiar with zones, you can think of a zone as an NT workgroup 
that has been spanned across network segments. Every AppleTalk node on a particular 
network needs to become part of either the default zone or a particular predefined 
zone when they first attach to the network.You can have devices that are part of dif­
ferent zones on the same network segment. 

Zones are normally used to keep network resources together. For example, suppose 
you want just two Macintosh users on one segment and three users on another segment 
to be able to see an Apple Talk printer. By assigning all five workstations and the printer 
to the same zone, only the workstations in that zone will be able to see the printer. Note 
that as with NT workgroups, this is not as much a security measure as a logical division 
of network resources. Workstations can still freely switch zones if needed. 

Zones are defined on a particular segment by what is called a seed router. Seed 
routers normally advertise the zones they're aware of on all network segments to 
which they're attached. When setting up Apple Talk networking on a Macintosh, you'll 
need to choose which zone the Macintosh will be a part of. This zone list is retrieved 
from the seed router on that segment. 

Network Numbers 

Although zones can span network segments, each segment is assigned a unique range 
of network numbers, called a cable range, to keep it addressable from other segments. 
This way, routers that support AppleTalk, such as Terminal Server (which is capable of 
AppleTalk routing), know where to send AppleTalk packets that are destined for net­
works other than their own. 

Each network number can be from 1 to 65,279. Up to 253 devices can be assigned 
to one network number, hence the need for a cable range to support more than 253 
devices on one segment. Unless you have an unusually large number of devices on 
one segment, a cable range of one network number should be plenty. 

AppleTalk Addressing 

If you could look inside of an Apple Talk packet, you would find two primary identify­
ing pieces of information that allow it to reach its intended destination: the network 
number and the node number. An Apple Talk device's network address is normally 
written like this: 

[network number].[node number] 
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For example, a Macintosh that's part of network 101 and has node number 15 
would have a network address of 101 . 15. 

When an AppleTalk device first attaches to the network, it will retrieve its network 
number from that segment's AppleTalk router. It will then randomly generate a node 
number, check whether that node is available on the segment, and then use it as part 
of the address. This unique method of automatic address assignment makes setting up 
AppleTalk networks very easy. 

Setting Up Macintosh-Accessible Volumes on TS 
For an all-in-one Terminal Server networking solution for Macintosh, you can set up 
your Terminal Server or any NT Server on the network as a Macintosh file server.You 
can only make NTFS volumes accessible to Macintosh users; FAT volumes cannot 
store the required additional file information necessary to work with Macs. The fol­
lowing instructions will guide you through setting up the services for Macintosh on 
Terminal Server: 

1. Go to the Network control panel (Control Panel I Network) and select the 
Services tab. 

2. Click the Add button to add a new service. 

3. Select Services for Macintosh from the Select Network Service window and 
click OK. 

4. Enter the location of your Terminal Server setup files if prompted. 

5. At the AppleTalk Protocol Properties window, which appears next, select the 
AppleTalk zone that each network card is to be made a part of. The Terminal 
Server resources to be made available to Macintoshes will appear on the zone 
that you configure. 

Note that the zone list is pulled from whichever AppleTalk router is currently 
attached to that network segment. If no routers are attached, no zones will be 
listed. The card becomes part of the default zone instead. 

If you wish to make this server into an Apple Talk router or seed router, select 
the Routing tab from the AppleTalk Protocol Properties window. Otherwise, 
click OK. 

Author's Note: Socket Numbers 
Mac gurus may notice the omission of sockets. Socket numbers are also part of the identifying informa­

tion in the AppleTalk packets. However, in terms of Terminal Server, node and network numbers are the 

most pertinent. In addition, this discussion primarily focuses on the features of AppleTalk Phase II. 
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At this point, you'll be prompted to restart your server. The server needs to be 
restarted to begin the Macintosh service and continue the installation. 

After the reboot, you'll notice a new shortcut and a new control panel available on 
your Terminal Server. Under the Start menu's Programs I Administrative Tools selection, 
you'll see a new shortcut for File Manager. File Manager is the same file manager you 
may have used with NT 3.51. It has been enhanced with the additional menu-the 
MacFile menu. Under this menu are options for setting up and administering 
Macintosh volumes. In addition to File Manager, you'll also notice a MacFile control 
panel in the Control Panel window. The MacFile control panel allows you to monitor 
the usage of the Macintosh-accessible volumes that you've set up. The following 
instructions will guide you through the setup of a basic Macintosh-accessible volume 
on Terminal Server: 

1. Open File Manager from the Start menu by selecting the Programs I 
Administrative Tools group. 

2. Select Create Volume from the MacFile menu. 

3. In the Create Macintosh-Accessible Volume window, shown in Figure 19.1, fill 
in the volume name and path. Note that the path should point to a directory on 
an NTFS volume on one of your Terminal Server's local drives. 

Author's Note: Terminal Server As an AppleTalk Router 
To make your Terminal Server into an Apple Talk router or seed router, perform the following steps with 

the Routing tab selected: 

1. Click Enable Routing to enable AppleTalk routing. 

2. To make this server into a seed router, check Use This Router As a Seed Router. For each network 

card in the drop-down list, you need to define a network number range and assign zones. 

3. Click OK when you're finished. 

Author's Note: Setting Up a Mac-Accessible Volume on TS 
The instructions guide you through setting up a directory on your Terminal Server as a Macintosh­

accessible volume with guest access (and therefore no password). This guest access has nothing to do 

with the Guest account on NT; it instead refers to Macintosh guest access. Because of the fundamental 

user authentication differences between Macintosh and NT, setting up a volume for access using 

encrypted passwords involves several more steps. For more information on these steps, see the 

README. UAM text file, located in the AppleShare folder in the Microsoft UAM volume (which is made 

accessible to Macintosh, by default, by Terminal Server when the services for Macintosh are first 

installed). 
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Figure 19.1 Creating a Macintosh-accessible volume. 

4. Leave the password blank and make sure the Guests Can Use This Volume check 
box is checked. 

5. If you want to make the volume read-only, check the This Volume Is Read­
Only check box. 

6. Select OK to create the volume. 

In the Chooser window on your Macintosh, you should see your Terminal Server 
listed under AppleShares. By connecting to it with Guest access, your Mac users 
should be able to see and use the volume that you just created.You'll also see the 
Microsoft UAM Volume. 

Printing to AppleTalk Printers 
With Terminal Server, you can set up and print directly to any AppleTalk printer on 
your network. This is a very handy feature if you have Apple Talk-only printers on the 
network that you want Mac users to be able to print to from their MetaFrame ses­
sions. Printing to an AppleTalk printer requires the services for Macintosh, so make 
sure they're loaded before continuing. Here's how to set an AppleTalk printer up on 
Terminal Server: 

1. Go to Control Panel I Printers and double-dick the Add Printer icon. 

2. Select My Computer. 

3. Click the Add Port button to add a port for an AppleTalk printer. 

4. Highlight AppleTalk Printing Device from the Printer Ports window and click 
OK. If you do not see this port listed, the services for Macintosh are not 
installed. 

5. From the Available AppleTalk Printing Devices window, select the zone that the 
printer is a part of and then select the AppleTalk printer that you wish to print to. 

Author's Note: My Computer 

Make sure you select My Computer and not Network Printer Server. Apple Talk printers install as a new 

type of printer port off your computer. 
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6. You'll be prompted whether you wish to capture the AppleTalk printer device. 
Click Yes if you want to prevent Macintosh users from printing directly to the 
printer. 

7. The Apple Talk printer you just created should now appear in the Add Printer 
Wizard window. Make sure the check box for it is checked. Click Next. 

The rest of the installation is identical to setting up a standard NT printer. Select 
the make and model, assign the printer a name, and then optionally share it. 
Once the AppleTalk printer has been set up on Terminal Server, all your Terminal 
Server clients on this server, including non-Macintosh ones, will be able to print to it 
from their sessions. 

Connecting to TS Using PPP 
Using PPP, you can connect your Macintosh to a Terminal Server using several differ­
ent remote connection options, such as using either analog or ISDN modems. Because 
of the popularity of using PPP to connect to the Internet, several different PPP 
options are available that you can use to connect your Macintosh to a Terminal Server 
network. Covering the specific steps of what you need to do for each of these options 
is beyond the scope of this book; however, here's what you need to do in general: 

1. Select and install a PPP client on your Macintosh and configure it to dial into 
the MetaFrame server using a modem. 

2. Configure the Terminal Server with Remote Access Services using TCP /IP with a 
modem that's set up to receive the incoming Macintosh calls. For further informa­
tion on setting up RAS, see Chapter 14, "Terminal Server and Remote Access." 

3. Establish a PPP connection to Terminal Server by dialing into it with the 
MacPPP client. Test the connection by pinging your Terminal Server using 
MacPing (available at www. apple. com). 

4. Once a TCP/IP connection has been established, run your Macintosh ICA 
client connection to attach to MetaFrame. 

For a list of some commonly used or recommended MacPPP clients, go to either 
www. apple. com or www. macorchard. com. At the Mac Orchard site, you'll find a large 
collection of useful Internet-related Macintosh software, including a listing of the vari­
ous PPP clients available for the Macintosh. 

I Author's Note: The PPP Protocol 
Microsoft RAS fully supports the PPP protocol for both dial-in and dial-out access. With the default options 

set and TCP/IP enabled, you can use either PAP or CHAP authentication from the MacPPP client. Header 

compression is also enabled by default. Knowing these settings may help you when setting up your MacPPP 

clients. 
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Application Publishing and Load 
Balancing with MetaFrame 

N THIS CHAPTER, YOU'LL LEARN about two very powerful features of MetaFrame: 
application publishing and load balancing. Application publishing is an application­
centric view of thin-client computing. With application publishing, you set up your 
servers to publish a set of applications to your users. Instead of the traditional concept 
of choosing the server first and then running the applications from a desktop, you first 
choose the applications and then log on to the server and run them directly. As you'll 
learn in this chapter, application publishing is the method of choice when it comes to 
providing both applications and desktops to users. 

Load balancing is an add-on feature for MetaFrame that's available for purchase from 
Citrix. Load balancing and application publishing are closely related. Load balancing 
allows you to evenly spread your published application users across a group of servers, 
called a server farm. When a user attempts to run a particular load-balanced published 
application, the server farm will decide which server is currently being used the least 
and will connect the user to it. In this chapter, you'll learn how to setup a load­
balanced server farm and how you can tune its performance. 

Advantages of an Application-Centric Approach 
Although at first it might seem that the change from server-centric to application­
centric access is not very significant, publishing applications have many benefits: 
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ll Security When you set up published applications, you can control which groups 
or users can use them. This is a very simple and easy way to secure access to 
your server's applications. 

ll Seamless Windows This is a great but often misunderstood feature that is designed 
to integrate well with published applications. When you run a published applica­
tion in a Seamless Window, it appears as just another application on the desktop. 
This seamless integration into the user's desktop is a boon to the administrator and 
to the user. Normally, a user has two different desktops-his or her own desktop 
and the MetaFrame desktop. This doubles the work of the administrator and com­
plicates the thin-client connection. With seamless windows, the users only have to 
worry about their own desktops. Applications running on the MetaFrame server 
are seamlessly integrated into it, just as if they were any other Windows applica­
tion. Seamless Windows also ensures that only a single MetaFrame license is taken 
at the server, even if the user is running several applications on it at once. We'll get 
further into the many benefits of Seamless Windows in this section. 

ll Load balancing Load balancing only works with published applications. This 
provides you with the highest level of performance and reliability for running 
applications in the enterprise. When the client chooses an application, the master 
MetaFrame server in the load-balanced server farm decides which server you 
should run it on, based on several adjustable parameters. Remember that this is 
an add-on option. By default, MetaFrame can publish only applications from 
individual servers, not as part of a server farm. 

ll Publishing applications on the Internet The Application Configuration Tool allows 
you to create a publishable HTML or I CA file for use on your Web page. We'll go 
into detail about this feature in Chapter 16, "Terminal Server and the Internet." 

Publishing an Application from the Server 
Applications are published by using the Application Configuration Tool. To publish an 
application, follow these steps: 

1. Choose Start J Programs J MetaFrame Tools folder, and then Application 
Configuration. 

2. Select New from the Application menu to create a new application. 

3. Enter the application name in the Enter Application Name dialog box. This 
name will be advertised on the network and is what the clients will see. 

4. At the Choose Application Type screen, you have two application types you can 
choose: explicit or anonymous. The main purpose of anonymous users is to pro­
vide access to applications from the Web. Unless you're publishing an application 
on the Web, choose the Explicit option. For more information on anonymous 
users, see Chapter 16. At this point, select Explicit and click Next. 

5. The Define the Application dialog box appears, as shown in Figure 20.1. Enter 
the command line and working directory for the application you're publishing. 
If you want to publish a desktop instead, leave the command line and working 
directory blank. Click Next when you're finished. 
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Figure 20.1 Filling in the command line. 

6. At the Specify Application Window Properties screen, you can choose to hide 
the application's title bar and start it maximized. Choose the options appropriate 
for your needs and click Next to continue. 

7. In the Configure Groups and Users screen, choose the groups or users who will 
be allowed access to the application. You should create specific groups for specif­
ic applications to control access to the server. Users who do not have access to 
an application will receive the message shown in Figure 20.2 after they try to 
log on to the application. Click Next when you're finished. 

Real-World Tip: Keeping the Name Unique 
When you publish an application from any server on a network, that application is automatically added 

to the browser list of all the applications available on that network. Suppose you have two separate 

MetaFrame servers on a network. On the first server, you publish Application A; on the second server, you 

publish Application B. When your clients try to create a connection, they'll see Application A and 

Application B in the list of applications available. 

For this reason, you should keep application names unique. One suggestion is to always put the server 

name in front of the application (Server 1- Application A). This way, your users will know which server 

they're running the application from. If you're using a load-balancing server farm, put a name that repre­

sents the farm in front of the application (Cluster 1 - Application A). 

Note for WinFrame Administrators: Publishing Applications in a Mixed 
WinFrame/MetaFrame Environment 
You can set up a load-balancing server farm with a mix of WinFrame 1.7 and MetaFrame servers and 

publish a common set of applications. Because both servers handle publishing applications nearly identi­

cally, the client should notice little difference as long as the application runs well on both NT 3.51 and 

NT 4.0. On the other hand, publishing desktops will not work too well because the WinFrame desktop is 

NT 3.51 based and the MetaFrame desktop is NT 4.0 based. Therefore, your clients could get either desk­

top, depending on which one the ICA master browser chooses. Also, you should be aware of the incom­

patibility of profiles between WinFrame and MetaFrame. 
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Figure 20.2 Denial of access. 

8. The next window, Add the Application to Citrix Servers, is only of concern if 
you're using load balancing. Load balancing is an additional option pack you 
need to purchase from Citrix and install on your MetaFrame server. It allows 
you to publish a single application from multiple servers. If you do not have load 
balancing installed, skip this screen. If you do have load balancing, you need to 
select the servers in the server farm on which the application can execute. By 
default, only your current server is in the Configured list. Only servers that have 
load balancing enabled and are on the local network will be listed. For more 
information on load balancing, see the "Load Balancing" section at the end of 
this chapter. Click Next when you're finished. 

Publishing Desktops 
Publishing applications makes good sense in terms of reliability and performance, 
because you can have multiple servers publishing the same set of applications. If one 
server goes down, users can still get to the applications, because they're still being pub­
lished by the other servers. 

What if a user needs a desktop on the server and not just a single application? 
Publishing desktops is a good option for power users who need access to several dif­
ferent applications on Terminal Server. An example of this is an administrator who 
needs access to several different administrative applications on the server. Publishing 
these applications and running them in separate sessions would take more server 
resources than publishing a desktop for the administrator and running the applications 
from there. 

To set up a published desktop, create a published application called MetaFrame 
Desktop by using the Application Configuration Tool, as shown in the previous section. 
Leave the command line and working directory blank for the published application. 

Once the published application is created, your users will be able to select 
MetaFrame Desktop for their connection. When they click this, they'll be taken to a 
logon prompt and then to their own desktop. To increase security, you may want to 
create a Desktop_Users group and give this group rights to run only the MetaFrame 
Desktop application. 

For greater reliability, you can set up a server farm by using load balancing and 
publish the desktop on the servers. Then, if one server goes down, the users on that 
server only need to reattach to a working server to receive another desktop. 



Publishing an Application from the Server 353 

Connecting to a Published Application at the Client 
As soon as you publish an application from the server, the server adds it to the browse 
list for the clients. To connect to a published application from an ICA client, follow 
these steps: 

1. From the ICA client, create a new entry (select New from the Entry menu on 
the 32-bit ICA client). Select Network for the connection type and click Next. 

2. At the next window shown in Figure 20.3, select Published Application instead 
of Server. When you click the down arrow next to Published Application, the 
client will send a broadcast packet out to the network in search of the list of 
published applications available.You can then select the application that you 
need from this list. After you're finished, click Next. 

3. At the next screen, make sure Seamless Windows is selected in order to take 
advantage of its advanced features. The rest of the options are the same as if you 
were setting up a server connection. For more information on these options, see 
Chapter 9, "Installing Clients." 

Creating an Icon for the Published Application 
At this point, the application is not completely seamless. The user first needs to run 
the ICA client and then select the application that he or she wants. To make the con­
nection seamless, you can create an icon or shortcut on a user's desktop for the con­
nection. The program you need to create the shortcut for is WFCRUN32. EXE 

[Application Name], where the application name matches the application description 
in the Remote Application Manager. 

Figure 20.3 Description window. 
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Advantages of Seamless Windows 
The Seamless Windows feature has several advantages besides making applications 
appear as if they're running locally. One of the lesser known ones is how Seamless 
Windows sessions take up MetaFrame licenses. Suppose you're running two published 
applications on your workstation-Application A and Application B. Because these are 
published applications, you have two connections opened with your MetaFrame serv­
er, one for each application. How many MetaFrame licenses are you taking? The 
answer is only one if you're using Seamless Windows for both applications. There are 
some exceptions to this rule: First, the applications must both have all the same set­
tings, including the same settings for encryption, protocol, disk cache, and bitmaps. 
Second, they must both be running from the same server. If you're running the appli­
cations from different servers, they take up two licenses. These limitations may be fixed 
in future hot fixes or service packs for MetaFrame. 

Load Balancing 
Load balancing is perhaps the most powerful add-on feature for MetaFrame, and the 
reason many corporations will choose it over Terminal Server alone. Load balancing 
allows you to publish an application for execution on any one of a group of 
MetaFrame servers. This group of servers is called a server farm. In this section, we'll go 
over how load balancing works and how to set it up. 

Setting Up Load Balancing 
The first step in setting up load balancing is installing the option pack license. This 
option pack needs to be purchased and installed on all the servers in the server farm 
that will be participating in the load balancing. As with the standard client licensing 
process for MetaFrame, the license code you obtain from the option pack needs to be 
installed using the MetaFrame licensing tool. 

Once you've installed the license on all servers in the server farm, it's time to pub­
lish your applications. Publishing an application to be load balanced is nearly identical 
to publishing a single server application. The exception is when you come to the step 
of choosing the servers on which the application can be run. Follow the steps listed 
under the "Publishing an Application from the Server" section in this chapter. When 
you get to the step in the Add Application to Citrix Servers window where you 
choose which servers the application can execute on, select all the servers in the server 
farm and add them to the Configured list on the right. 

If one of the servers is not listed, make sure that load balancing is installed on that 
server and that it's connected to the network. Also, make sure that all the servers, 
including the one you're on, are running the same protocols. If you need to bring up 
one of the servers during the installation, you can click the Update List button in the 
Add Application to Citrix Servers window once the server is up in order to add it to 
the Available list. 

After you've followed all the steps and created the published application, it should 
be immediately available to your clients. 
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Understanding and Tuning Load Balancing 
Setting up the published application is only half the battle. To understand what else 
needs to be done, you need to know how load balancing works. When you publish an 
application, it becomes part of the ICA master browser's list of applications. When 
your clients attempt to run the application, they first contact the ICA master browser 
on their network and request the application. If the application runs on a single server, 
the browser will return the address of the server to the client so that the client can log 
on. If the application is load balanced, the master browser will query the servers in the 
server farm to determine the load on each. It will then return to the client the address 
of the server with the least current load, based on the load factor of each server. 

The load factor, which is returned by each of the servers, is calculated for each pro­
tocol running on the servers. With the Load Balancing Administration Tool, you can 
tune this factor based on several different parameters. These parameters can be set for 
each server in the server farm.You can find the Load Balancing Administration Tool in 
the MetaFrame Tools folder in Start menu's Programs selection. Open the tool and 
select one of the servers in the server farm listed in the left pane of the Load 
Balancing Administration window. The right pane will change to show two tabs­
Basic and Advanced-for each load balance settings that you can adjust for the select­
ed server. 

Under the Basic tab, you can adjust the user load factor. User load represents the 
ratio of the server's current number of users to either the total number of user licenses 
(pooled + local) on the network or the user-defined maximum, whichever is smaller. 
By default, the user-defined maximum is 10,000, which means that the load will be 
based on current users to total user licenses. If you do not want this particular server 
to have more than a given number of users, you can change the maximum users set­
ting (Assume User Load Is at 100% at X Users) to the number you want. Once this 
maximum is reached, no more users will be added to this server. 

Under the Advanced tab are several more specific parameters you can adjust to 
influence the load factor reported by the server. One important thing to note is that 
both user load (under the Basic Tab) and the sessions calculations (under the Advanced 
tab) do not take into account activity from RDP sessions. If you have mixed RDP and 
ICA clients, you should adjust parameters such as Processor Usage, Swap Activity, and 
Memory Load to accurately report the load on the server. 

Moving the slide bars next to each parameter upward will increase that parameter's 
influence in the calculation of the final load factor. Remember that raising one para­
meter's influence can lower the rest. Without a thorough understanding of these para­
meters, you could make your server falsely report that its load is low, when in fact it's 
running out of resources. You can use Performance Monitor to watch many of these 
parameters to see which one most accurately reflects the load on your server: 

ll Pagefile Usage Represents the ratio of the current pagefile size to the allowed 
minimum free space left in the pagefile. If your pagefile is not sized properly, this 
parameter can be deceptive. 

ll Swap Activity Number of times per second that the pagefile is accessed. This is 
a good indicator of activity if the server has sufficient memory. 



356 Chapter 20 Application Publishing and Load Balancing with MetaFrame 

Ii Processor Usage Percentage of time that the processor is utilized. 

Ii Memory Load Ratio of total physical memory to available memory. 

Ii Sessions Ratio of configured ICA connections to free ICA connections. 

Ii Overall Adjustment Adjusts the load factor reported by the server. By default, 
this is set to No Adjustment. 
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The History of Terminal Server 

ALTHOUGH HAVING A GOOD TECHNICAL grasp of Terminal Server is essential, it can 
also be beneficial to understand the technology from a historical perspective. This 
appendix gives you a good understanding of where the product has been and where it 
is headed. 

The Terminal Server Story 
The story ofTerminal Server begins with a south-Florida software company called 
Citrix, founded by Ed Iacabucci and twelve programmers in 1989. With the help of 
Mr. Iacabucci's strong OS/2 background at IBM, Citrix set to work on a 
DOS/Windows terminal server based on OS/2. 

The resulting Win View product was a significant technological accomplishment. It 
was the first product on the market that gave administrators the capability to distribute 
multiple Windows 3.x desktops to remote users from a single server. This new tech­
nology became an excellent remote-access solution for many networks. From home, 
users could dial in to the Win View server and access a Windows desktop on the cor­
porate network as though they were sitting at the server itself. 

In November 1992, Citrix licensed the source code for Windows NT 3.51. Its 
intention was to rewrite core sections of the operating system to make it work as a 
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Windows NT 3.Sx terminal server. In 1995, they released their first version of this 
product, called WinFrame. 

WinFrame 
WinFrame quickly gained industry-wide attention. The product split the user interface 
from the Windows applications running on the server, packaged it, and sent it across 
the network to a WinFrame client. It offered businesses the capability to simultaneous­
ly run multiple remote Windows NT desktops off a central NT-based server, on nearly 
every type of client in their enterprise. Even legacy computers could run 32-bit 
Windows applications with the robust power of a Pentium-based server. 

The secret was the remote-control protocol called Independent Computing 
Architecture (ICA), which split the user interface from the application, compressed it, 
and sent it over the wire to the Windows terminal. ICA was specially designed to 
work well over low-bandwidth connections, such as modem links. The Windows ter­
minal only received screen updates, and did not actually process the applications, 
allowing a low-end terminal to leverage the high-end capabilities of a server. 

Windows NT Server 4.0, Terminal Server Edition 
It did not take long for Microsoft to realize the potential ofWindows terminals, espe­
cially with the rise of competing technologies such as Java. With Citrix's technology, 
Windows applications could run on nearly every desktop in the enterprise, including 
UNIX, Macintosh, and OS/2. Citrix was also interested in working with Microsoft for 
several reasons, including access to large enterprise class organizations and enhanced 
support. 

In early 1997, a team of Citrix representatives, led by Mr. Iacabucci, went to 
Redmond to negotiate with Microsoft. In May 1997, the announcement was made: 
Microsoft had licensed significant portions of the WinFrame technology from Citrix 
and released it as Windows NT Server 4.0, Terminal Server Edition. This product 
incorporated much of the current WinFrame MultiWin code, which enables a single 
Citrix server to support multiple Windows sessions. Microsoft, with the assistance of 
Citrix, integrated this technology into Windows NT Server 4.0. 

Because Microsoft did not license the ICA protocol from Citrix, Microsoft also 
developed its own version of Citrix's ICA protocol, called the Remote Desktop 
Protocol (RDP), which Microsoft based heavily on the communications protocol it 
was already using with its NetMeeting product. 

MetaFrame 
The RDP protocol was designed to work across TCP/IP. For those who needed 
Terminal Server to work with more protocols and platforms, Citrix offered an add-on 
product to Terminal Server called MetaFrame, which allows the base Terminal Server 



The Future of Terminal Server 361 

product to work across IPX/SPX and NetBEUI, using the ICA protocol. It also allows 
a much larger variety of clients, such as Macintosh and UNIX X Window, to connect 
to Microsoft's Terminal Servers. This, along with several other features, makes 
MetaFrame an attractive alternative for many companies, especially enterprise organi­
zations. 

The Future ofTerminal Server 
Microsoft is already working on a new version ofTerminal Server that will work with 
the next version of NT Server, version 5.0. Citrix continues to work on making ICA 
clients for an even larger variety of operating systems and platforms than they current­
ly support. 

The legal agreement between Citrix and Microsoft prevents Microsoft from creat­
ing non-Windows clients for Terminal Server for a period of time. As a result, you can 
expect this functionality to continue to be provided by Citrix. However, Microsoft has 
the freedom to add other functionality to the product, such as load balancing and 
more integrated access to client-side drives and printers. Expect to see many new 
Terminal Server innovations from both companies. 

To keep up to date on the latest product happenings, refer to each respective com­
pany's Web page: 

11 Citrix MetaFrame www. cit r ix. com 

11 Microsoft's Terminal Server www.microsoft.com/ntserver/basics/terminalserver 





Windows-Based Terminal 
Manufacturers 

THE FOLLOWING IS A LIST of some of the major manufacturers of Windows-based 
Terminals (WBTs). The company's home page is usually the best place to start to find 
out more about their WBT offerings. From time to time you will also find WBT 
comparisons in computer trade magazines. Keep your eyes open for new WBT offer­
ings, for the WBT market is a new one and is growing rapidly. 

Boundless Technologies 
100 Marcus Blvd. 
P.O. Box 18001 
Hauppauge, NY 11788-3762 
1-800-231-5445 or 516-342-7400 
info@boundless.com 
www.boundless.com 

Javelin Systems, Inc. 
17891 Cartwright Rd. 
Irvine, CA 92614 
949-440-8000 
sales@jvln.com 
www.jvln.com 
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Ketronics 
P. 0. Box 14687 
Spokane, WA 99214-0687 
509-928-8000 
www.keytonic.com 

Neoware 
400 Feheley Dr. 
King of Prussia, PA 19406 
1-800-NEOWARE 
info@neoware.com 
www.neoware.com 

Network Computing Devices, Inc. 
350 North Bernardo Ave. 
Mountain View, CA 94043-5207 
1-800-800-9599 
info@ncd.com 
www.ncd.com 

Tektronix, Inc. 
Corporate Headquarters 
P.O. Box 1000 
Wilsonville, OR 97070-1000 
1-800-TEK-WIDE 
www.tek.com/vnd 

Wyse Technology, Inc. 
3471 N. First St. 
San Jose, CA 95134 
800-GET-WYSE 
info@wyse.com 
www.wyse.com 



Disaster Recovery Kit 

THE DISASTER RECOVERY KIT (DRK) is an important part of your administrative 
arsenal. If your Terminal Server ever goes down, you need to be prepared to quickly 
bring it back to life. The Disaster Recovery Kit will help you do this by providing you 
with the critical information you need to restore your server. The DRK can addition­
ally serve as an administrative and troubleshooting tool for your server. 

In this appendix, you will learn how to create a DRK. 

Creating the Disaster Recovery Kit 
The best time to create your DRK is while you are installing Terminal Server. It is 
critical to record such information as license key codes, hardware configuration, and 
installation notes so that you are prepared if you ever have to reinstall your server in a 
hurry in the future. The Disaster Recovery Kit (DRK) is intended to serve this pur­
pose and more. 

The DRK can take many forms, depending on what you find the most useful for 
your environment.You could keep all the information in the DRK in electronic form 
on your local drive or on the drive of another server on the network. You could also 
print out all the information for the DRK and keep it in a binder in safe storage. 

No matter which option you choose, it is important to gather sufficient informa­
tion in order to quickly rebuild your server from scratch. 
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Gathering Server Information 
Out of all the information you will be gathering, detailed server information is per­
haps the most critical. Included with Terminal Server is an often-overlooked utility for 
gathering server information-the Windows NT Diagnostics program. With the 
Windows NT Diagnostics program, you can gather all the following information into 
either a printed report or text file (see Figure C.1): 

1111 Version Provides version information, including to whom Terminal Server is 
registered, the product number, and the service pack level. 

1111 System Includes the loaded HAL, system processors, processor speed, and BIOS 
version. 

1111 Display Provides information on the current resolution, VGA BIOS version, 
display adapter, and display drivers. 

1111 Drives Shows the total and free space of all system drives. 

II Memory Provides a large variety of information on memory, including total 
memory and memory available. 

1111 Services Lists the services and device drivers that are currently loaded. 

lilll Resources Shows the system resources currently being taken, including I/O 
ports, IRQs, DMAs, and memory ranges. 

II Environment Displays both the user and system environment variable settings. 

1111 Network Provides detailed network information, including logon domain, 
workstation name, protocols loaded, network adapter MAC addresses, network 
statistics, and network settings. 

Figure C.1 Windows NT Diagnostics program. 
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To create a report on your server with the Windows NT Diagnostics program, follow 
these steps: 

1. Run the Windows NT Diagnostics program from Start Menu, by selecting 
Programs I Administrative Tools. 

2. In the Windows NT Diagnostic program main window, click Print. The Create 
Report window appears. 

3. In the Create Report window, select All Tabs under Scope. Selecting All Tabs 
creates a report with all the information listed previously. 

4. Select Complete under Detail Level in order to create as detailed a report as 
possible on your server. 

5. Select either File, Clipboard or Default Printer under Destination, depending on 
the media format in which you want the report. 

6. Click OK to create the report. 

Besides the Windows NT Diagnostics program, there are often utilities available from 
your server's manufacturer for gathering server information. COMPAQ, for one, makes a 
survey utility for gathering detailed information on their servers. This utility is freely 
available on their web site (www. compaq. com). The survey utility can generate a report 
with COMPAQ-specific information, such as the model of all installed COMPAQ 
components, which is lacking in reports from the Windows NT Diagnostic program. 

Application Installation 
Because of the unique manner in which applications are installed on Terminal Server, 
it is important to maintain good records of their installation techniques. These records 
will help in both the administration and troubleshooting of your server. They will also 
make it easier for you to delegate server responsibilities, such as setting up new users 
with applications. The following is a list of some of the pertinent information you 
should keep on the applications installed on your server: 

1111 Application basics, including a description of the application, its purpose, and 
who makes it. 

1111 Any notes taken from application testing, such as memory used by the applica­
tion and any problems encountered. 

Ill Detailed installation steps of the initial application install, and instructions for 
setting up new users on the application. 

1111 Application troubleshooting tips. 

1111 Application technical support information, such as telephone numbers, contact 
names, and hours of operation for technical support. 
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Other Information 
The following are some of the many other pieces of information that should be kept 
on your server and network as part of the DRK: 

1111 Take the time to record the licensing key codes for all the products that you will 
be installing on Terminal Server. It is especially important to record the 
MetaFrame license and product codes if you will be installing it. 

Ill Any driver disks you needed during the installation should be kept with 
theDRK. 

1111 Any unusual BIOS or jumper settings. 

Ill Network diagrams. 

Ill Maintenance logs for keeping track of server maintenance and for making notes 
on troubleshooting. 

Server Images as a DRK 

Experienced administrators may want to consider simply taking an image of their 
server using an imaging product such as Ghost. Restoring a server using an image is 
one of the quickest and most reliable means of disaster recovery. Some administrators 
go as far as making a bootable CD-ROM that holds the server image and completely 
automates its installation. Of course, if you use this technique, you need to make sure 
that changeable data, such as user data, is kept on other servers on the network. 

Imaging is one of the best techniques to use in a load balancing or load sharing 
setup. Data is normally already stored centrally with this setup because users can log 
on to either server. 



Terminal Server Resources 

w ITH SUCH A DIVERSE PRODUCT as Terminal Server, it is impossible to do it full 
justice in print. Every day new products come out that add to or enhance its robust 
capabilities. In this appendix, you will learn about some of the many resources that are 
available to you as a Terminal Server administrator. 

Resource List 
The following are some of the many Web sites on the Internet that have information 
that will be of use to you as a Terminal Server administrator: 

11111 www. cit r ix. com Citrix's Web site has loads of useful troubleshooting informa­
tion, including a knowledge database and online forum. Even if you will not be 
installing the add-on product MetaFrame, this Web site is worth a look. 

1111 www.microsoft.com/ ntserver /basics Jterminalserver This is Terminal 
Server's home page at Microsoft. Here you will find links to several additional 
Terminal Server resources. Microsoft's support site (support. microsoft. com) 
also has a growing collection ofTerminal Server troubleshooting tips. 

Ill! www. technot ips. com A periodically updated collection ofWeb site links, tips, 
and other useful information for Terminal Server administrators maintained by 
the author. 
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1111 www. thinergy. com Citrix will be updating this page with information about 
their Thinergy conference. Thinergy '98 was one of the first conferences dedi­
cated entirely to thin-client technology. While this conferences will likely occur 
only once a year, you can currently obtain names of many of the companies that 
are most involved with thin-client technology by looking at this Web site. 

1111 www. thinwor ld. com This site is a good place to go for information on thin 
clients in general. They also do an interesting monthly piece called "Thinworld's 
ThinMan," where they interview leading business people involved in the thin­
client movement. 

1111 www. winntmag. com Windows NT magazine currently sponsors a Terminal 
Server community at their Web site, where you can post and read Terminal 
Server-related messages. 

With this list, the book has come to an end. Good luck in all your Terminal Server 
endeavors and, as always, think thin! 



Symbols 
I (forward slash), 329 
% (percentage sign), 118 
16-bit clients 

access denied, 181 
connections, 277-278 
data files, 181-182 
DOS,39 
file settings, 182-183 
I CA clients, 153 
lockups, 181 
missing files, 181 
protocol installation, 150-152 
Registry, 170 
running, 181 
troubleshooting, 181-182 
user global mode, 161 
workgroups, 137-139 

32-bit clients 
access denied, 181 
data files, 181-182 
file settings, 182-183 
global mode, 161 
installation, 126, 152-153, 161 
lockups, 181 
memory, 240 
missing files, 181 
network adapters, 63 
performance, 160, 241 
protocols, 148-149 
Registry, 170 
running, 1 81 
server connection, 154-155 
troubleshooting, 181-182 
see also Windows 95/98;Windows NT Server 

A 
Access 97, 222 
access rights, see permissions; security 
ACCESS97,ADM (ZAK policy template 

file), 222 
accounts, see user accounts 
ACL (access control list), 34, 53, 123-124, 204 
ACLCHECK utility, 205 
ACLSET utility, 193 
activating, see enabling 
ActiveX, 146 
adding 

alerts, 254 
icons to desktop, 216 
local hard drives, 90-91 
log files, 250 

MetaFra1ne licenses, 72 
modems, 72, 272 
NetWare printers, 286 
printers, 90-91 
properties to NTFS, 53 

Index 

Terminal Server to existing WANs, 316 
TS Connection Configuration Tool, 78-79 
workgroups, 138 

addresses, see IP addresses; MAC addresses 
Administration Tool, 225-230, 317-318 
administrators, 198-199 

ACL lists, 204 
WinFrame, 6, 28 

advanced load balancing, 355 
after-hours testing ofWANs, 314, 316 
Aladdin Systems Web site, 340 
alerts, 254 
aliases, 170 
All Users profile, 214 
animation 

applications, 24, 179, 186 
screen savers, 24 2 

anonymous users 
applications, 350 
MetaFrame, 44 
permissions, 335 

APis (application program interfaces) 
DOS, 39 
Novell NDS, 185 
Win 32 subsystem, 38 
Windows, 39, 184 

Apple Web site, 340 
AppleTalk protocol, 343-348 
applets, 305 
application compatibility scripts, 127-131, 178 

183-184 ' 
Application Configuration Tool, 350-354 
applications 

animation, 24, 179, 186 
anonymous, 350 
browser lists, 351 
calculations, 234 
competition, 159 
connections, 353 
corporate, 22 
desktop, 191, 217, 228 
developing, 184-186 
directories, 88, 122 
distribution, 176, 221 
DOS, 178-180 
embedding, 300, 302 
executing, 56 
explicit, 350 
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graphics, 234, 242 
home directories, 122, 161, 164-167, 175 
installation, 160-163, 167-169, 172, 175-177, 

205,367 
Java, 12 
launching, 191, 227, 302 
load balancing, 162, 355 
low-end, 23-24 
memory,234 
multitasking, 36, 38 
names, 351 
performance, 13, 160, 234, 316, 319 
permissioru, 162, 242 
printing, 234 
processor-intensive, 23 
program interface, see AP!s 
prototyping, 234 
publishing, 24, 89, 191, 300-303, 312, 349-354 
querying, 234 
running, 24, 142-143, 191, 242, 354 
screens, 234 
Seamless Windows, 354 
testing, 163 
troubleshooting, 56, 184, 188 
user mode, 38-39 
WANs, 311-312 
Windows, 21-22, 170, 181-183, 240-241 

Applications Registry key (Compatibility), 183 
async connections, see dial-in connections 
audio 

mapping, 92 
MetaFrame, 43 
Net PCs, 12 

auditing, 35 
files, 195 
logon/logout attempts, 204-205 
Registry, 197 
user access, 299 

authentication 
passthrough, 281 
redirection, 291 
VPNs,299 

auto-sense, Terminal Server installation, 63 
Autoanswer mode (modems), 269 
AutoLogon option, 85-86 
automating 

ACL lists administration, 204 
connectioru, 79 
Terminal Server client installation, 136 

available memory, 356 

B 
background, accessing, 208 
backup domain controllers (BDCs), 95, 108 
backups 

files, 193 
local, 64 
Registry, 172, 196-197 
remote, 64 
Terminal Server installation, 64 
WANs,316 

balancing applications, 162 
bandwidth 

audio, 92 
LANs,307 
LPT ports, 157 
monitoring from the console, 318 
networks, 24 
PCs, 13 
profiles, 213 
XWindow,9 
see also performance; speed 

basic load balancing, 355 
batch files, 116, 119-121 
BDCs (backup domain controllers), 95, 108 
bindery context, 290 
BIOS settings, 368 
blinking cursors, 179 
"blue screen of death;' 57 
Boundless Technologies, 363 
bridges, 311, 315 
Briefcase, 208 
broadcast packets, 307 
broken connections, 89 
browse lists 

applications, 351 
I CA clients, 311 
MetaFrame servers, 310 
WANs,313 

browsers, see Web browsers 

c 
cable range (AppleTalk network numbers), 344 
caching input/output, 37 
CACLS.EXE utility, 123-124 
calculations applications, 234 
CALL batch file command,.119-120 
callback security checks, 111, 267-268 
capacity recommendations, 62 
capturing 

packets, 320-323 
ports, 287-288 

case-sensitive commands in UNIX, 326 
cases, sealed, 11 
cat readme.txt command (UNIX), 326 
cd command (UNIX), 326 
CD-ROMs,37 

MetaFrame, 328 
Net PCs, 12 
Terminal Server, 67 

central Registry key, 175 
CHANGE USER/QUERY command, 177 
changing, see editing 
character-based stage, Turminal Server 

installation, 68-69 
Checked policy setting, 221 
Choice Computing Web site, 205 
CIR (committed information rate), 315 
Citrix Corporation 

agreements with Microsoft, 361 
I CA client, 341, 360 
Macintosh, 340-341 



protocols, 148 
Web site, 42, 369 
Windows NT Server 4.0, 360 
WinFrame, 359-360 

clearing logon names, 202 
clients 

16-bit, 137-138, 150, 161 
32-bit, 160-161 
audio, 92 
Connection Manager, 143-144 
Creator Tool, 152-153 
load balancing, 355 
LPC, 37 
MetaFrame, 45, 312 
non-Windows, 42 
sessions, 145-146 
shadowing, 93 
Terminal Server, 133-134, 140-141 
testing, 236 
thin, 3-4 
Windows,42 

Clipboard 
mapping, 92 
MetaFrame integration, 343 
redirection, 43 

cloning, 17 4 
color 

desktop, 225 
reducing, 242 

COM ports 
mapping, 92 
MetaFrame, 43 
RAS installation, 264 

comma-delimited format (CSV), 252 
command-line processors, 117 
commands 

CHANGE USER/QUERY, 177 
desktop, 226 
DOS, 326 
FTP, 334 
GOTO label, 238 
IPXROUTE, 311 
man, 327 
mount, 327 
prompt, 191 
SendKey, 237 
TimeDelay (seconds), 237 
UNIX, 326, 329 

committed information rate (CIR), 315 
common folders 

accessing, 208-209 
desktop, 227 
editing, 192 

common program groups, 162 
COMMON.ADM policy template file, 219 
communications equipment, RAS installation, 

263-264 
Compaq Web site, 367 
compatibility, 178 

application scripts, 127-131 
keys, 183-184 
NDS for NT, 281 

protocols with server fanns, 354 
Windows NT, 29, 160 

compression of files, 340 
conditional logon scripts, 121 
configuration 

application compatibility scripts, 128 
connections, 83-84 
dial-in, 275-276 
GSNW,284 
load balancing, 354 
logon scripts, 108-109 
performance tests, 238-240, 252-254 
profiles, 107 
RAS, 265-267 
terminal emulators, 334-337 
users, 104, 297-298 
virus protection, 198 

connections 
applications, 353 
asynchronous, 82, 86, 88 
automating, 79 
broken, 89 
dial-in, 27 5 
Dial-Up Networking, 271-273 
entries, 77 
external, 298 
!CA clients, 80-83, 90-92, 312 
icons, 341 
internal, 298 
Macintosh, 341, 348 
MetaFrame, 154-155, 309-311 
monitoring from the console, 83-90, 318 
permissions, 92-94 
RDP clients, 79-80, 308 
servers, 140 144 
sessions, 89 
timed out, 89 
users, 118 
WinFrame, 78 

console 110, 39 
Control Panel, 225 

accessing, 208 
Desktop, 227 

conversion 
to NTFS, 53-55 
Win 16 to Win 32 subsystem, 39 

copying profiles, 214-215 
Corel Office, 129 
corporate applications, 22 
cost 

Network Computers (NC), 12 
PCs, 15-19 
WBTs, 12 
Web browsers, 9 

counters, Performance Monitor, 249-250 
creating 

administrator accounts, 198 
Disaster Recovery Kit (DRK), 365 
groups, 112-113 
home directories, 105-107, 112, 164-165 
HTML code, 303 
!CA clients, 80-82, 301-302, 341 

creating 373 
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icons, 353 
logon scripts, 117-127 
phonebook entries, 272 
policies, 219-221 
profiles, 105, 107, 212, 215-216 
RDP clients, 79-80 
security manual, 189 
servers, 367-368 
users, 102-104, 107-112, 125, 297-298 
WTS_USERS groups, 200 

Creator Tool (Terminal Server), 136 
cross-platforming Windows applications, 19-22 
crossover cables, 314-315 
CSV (comma-delimited format), 252 
cursors, blinking, 179 
custom folders, 226 

D 
decompression of files, 327, 340 
dedicated links, 314 
default 

computer policies, 220-223 
connections, 94 
frame types, 310 
GSNW tree, 283 
logon prompts, 88 
permissions, 200 
printers, 91 

Default User profile, 214 
editing, 215-216 
key, 170, 172 
policies, 220, 224 

delays, user-interaction, 237-238 
deleting 

connections, 93 
entries, 78 
icons from desktop, 217 
modems, 79 

demonstration servers, firewalls, 297 
departmental communications, 21 
desktop 

accessories, 208 
applications, 191, 227-228, 352 
background, 208 
Briefcase, 208 
color, 225, 242 
Control Panel, 208, 225, 227 
controlling, 155 
drive access, 226 
folders, 192, 208-210, 227 
icons, 216-217, 226 
Internet Explorer, 208 
items, 225 
locking, 248 
MS-DOS prompt, 208 
My Computer, 208 
network access, 226 
Network Neighborhood, 208 

organizing, 207-209 
policies, 191-192, 219-221 
profiles, 191, 210-217 
Registry editing, 227 
Run command, 208, 226 
screen savers, 228 
security, 190-192 
server, 5 
shadowing, 90 
Start menu items, 226 
user profiles, 215-216, 227 
wallpaper, 225, 228 
Windows Explorer, 208 

detecting network frame types, 310 
developing applications, 184-186 
device.log file, 270 
DHCP, 12 
dial-in connections, 82, 86, 88 

!CA clients, 262-263, 272, 275-278 
monitoring, 201 
permissions, 96, 111-112 
RAS, 261, 264, 267-269, 273-275 
WANs,317 
Windows, 271-273 

directories 
application compatibility scripts, 127 
files, 194 
home, 105-106, 112, 122, 281 
permissions, 123-124 
security, 205 
sizing, 205 
temporary, 122 
working applications, 88 
see also Registry 

disabling 
graphics, 242 
mapping, 92 
RAS, 267 
Registry, 225, 227 
screen savers, 24 2 
Terminal Server, 199 
user logon, 85 

Disaster Recovery Kit (ORK), 365-368 
disconnecting 

messages, 230 
sessions, 86-90, 93, 143-144 
users, 109 

Disk Frontier utility, 205 
disk striping with parity (RAID 5), 59 
Diskeeper 20, 129 
disks 

directories, 135 
performance, 250 
qnotas, 194 
sizing, 205 
space, 340 

displaying legal notices, 201-202 
distribution, applications, 217, 221 
DI.Ls (Dynamic Llnk Libraries), 22 
DNS (domain name service), 46, 309 
documentation, 57-60, 188 



domains 
administrators, 199 
backup domain controllers, 95, 108 
connections, 94 
default computer policies, 223 
logons, 123 
members, 65 
primary domain controllers, 95, 108 
sessions, 228-229 
users, 118 
WFW workgroups, 138 
Windows NT, 291 

DOS applications, 39, 178-180 
commands, UNIX equivalents, 326 
console 1/0, 39 
dial-in, 278 
!CA clients 146, 152 
IP stack, 148 
MetaFrame, 42, 153-154 
NetWare print queues, 287-288 
network adapters, 151 
performance, 39 
protocols 150-152 
screen modes, 39, 157-158, 178, 180 
simulation, 39 
threads, 39 
timer interrupts, 39 

DOSKBD utility, 179 
Dr. Watson Web site, 129 
drivers, 343, 368 
drives, 366 

arrays, 63 
desktop, 226 
FAT, 55-56 
floppy, 37 
hard, 37 
JAZ,37 
local, 331, 342 
mapping, 92, 123, 145, 165-167, 178, 281, 

285-286 
MetaFrame, 43-44, 73 
NetWare, 285-286 
NTFS, 55-56 
tape, 37 

DRK (Disaster Recovery Kit), 365-368 
dual boot, 66, 178 
DumpACL, 204 
DumpEvt, 204 
duplexing, 193 
duplication 

SIDs, 174 
usernames, 99 

E 
ECHO batch file command, 120 
editing 

administrator names, 199 
Default User profiles, 215-216, 220 
files, 123-124 
GSNw,284 

HKEY_CURRENT_USER, 175 
HKEY_LOCAL_MACHINE, 175 
!CA client files, 304 
!NI files, 185 
logon prompts, 88 
macros, 237 
passwords, 142, 281, 291-292 
Registry, 124, 170, 183, 185, 196, 217-220, 

225-227 
TS Connection Configuration Tool, 78 
UNIX hot keys, 331 
users, 112-113, 127 

embedding applications, 44, 300-302 
enabling 

encryption, 87-88 
licenses, 75 
NetWare utilities, 287 
policies, 223 
RAS, 267, 269 
Terminal Server, 68 

encapsulation, protocols, 300 
encryption 

enabling, 87-88 
MetaFrame, 46 
packets, 322 
public keys, 88 

environment variables, 126-127, 366 
errors, notification, 194 
Ethernet, 344 
Event Viewer, 204 
Everyone group, 124, 193-197 
Excel 97, 129 
executing 

applications, 56, 355 
files, 116 
Java, 304 

expiration of user accounts, 111 
explicit applications, 350 
Explorer 

drives, 285 
security, 191 

exporting Performance Monitor data to 
databases, 251-252 

extensibility, Windows NT, 29 
external connections, 298 

F 
FAT (File Allocation Table), 53-54, 193 

drive size, 55-56 
files, 56-57 
hard drives, 3 7 
Macintosh servers, 345-34 7 
speed, 55 

fax, registering, 75 
files 

applications, 181 
batch, 116, 119-121 
compression, 340 
decompression, 327, 340 
directory objects, 33, 55-56 

files 375 
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executable logon scripts, 116 
extensions, 340 
FAT, 53-55, 193 
NTFS, see NTFS 
permissions, 123-124, 194-195 
recovering, 56-57 
security, 52 
servers, 345-34 7 
setting;, 182-183 
speed, 55 
transferring, 289 

filtering passwords, 203 
Find utility, 208, 226 
finding Windows applications settings, 182-183 
firewalls, 296-297, 300 
floppy drives, 12, 37 
folders 

common, 192, 208-209 
custom, 226 
desktop, 227 
personal, 209-211 

forward slash (/), 329 
frame types, 292-293, 310, 315 
fresh installation, 66 
ftp utility (file transfer protocol), 334-335 
full names,99-100 
full-screen mode, DOS applications, 39, 142, 

157-158, 178, 180 

G 
Gateway Services for NetWare, see GSNW 
GDI (Graphics Device Interface), 38 
get command (FTP), 334 
GETSID utility, 174 
Ghost imaging product, 368 
GINA, see logons 
global groups, 96, 113 

data files, 182, 185 
HKEY_LOCAL MACHINE key, 171-172 
memberships, 103 
naming,100 
stand-alone servers, 96, 171-172 
users, 111 

GOTO command, 120, 238 
graphics 

accelerator cards, 12 
applications, 186, 234 
disabling, 242 
UNIX !CA client, 329 

Graphics Device Interface (GDI), 38 
groups, 96-97, 100, 103-104, 112-113 

connections, 93 
memberships, 96, 103-104, 125 
messages, 93 
migrating into Windows NT, 290 
users, 224 
WTS_USERS, 200 

GSNW (Gateway Services for NetWare), 
282-284, 312-313 

GUI-based stage, 70 
.gz zipped installation files, 327 

H 
HAL (Hardware Abstraction Layer), 32, 57-58, 

65, 69 
half-screen mode, 178, 180 
hand-held devices, 23 
handles (Object Manager), 33-34 
hard drives 

cloning, 17 4 
directories, 205 
FAT,37 
local,90-91,145-146 
mapping, 156 
Net PCs, 11 
NTFS, 37 
partitions, 68 
sharing, 145-146 

hardware, 185 
outdated, 18 
PCs, 16 
RAID,65 
Terminal Server, 17, 61, 65, 133-134 
UNIX,328 

Hardware Abstraction Layer (HAL), 32, 57-58, 
65,69 

HCL (Hardware Compatibility List), 57-58 
help, online, 184 
hiding desktop items, 225 
highlighting user groups, 112 
history ofTerrninal Server, 359-360 
HKEY_CLASSES_ROOT key (Registry), 170 
HKEY_CURRENT_CONFIG key 

(Registry), 170 
HKEY_CURRENT_USER key (Registry), 12, 

170, 173-177 
HKEY J.,OCAL_MACHINE key (Registry), 

170-172, 175-177, 197 
HKEY_USER key (Registry), 170, 172, 217 
home directories, 105-106 

applications, 128-129, 161, 175 
creating, 112, 164-165 
drive letters, 122, 165-167 
local paths, 106, 122 
logon scripts, 165 
map root, 105, 281 
Novell servers, 165 
standard, 106 
Terminal Server, 105-106 
TS User Manager, 101 
UNC paths, 106 
user-specific mode, 163 
usernames, 106-107 
WinFrame, 106 

host computers, 21, 308-309 
hot keys, 156, 331 
HotJava, 306 
HP-UX,328 
HQX file extension (Macintosh), 340 
HTML, 296, 303 
Hyperterminal, 269 



I 
1/0 (input/output), 37, 39 

see also COM ports 
ICA (Independent Computing Architecture), 6, 

42, 47-48 
applications, 148-150, 277-278, 301-303, 353 
audio, 92 
browsing, 111 
configuration, 275-276 
connections, 80-82, 90-92, 341 
dial-in permissions, 262-263 
DOS, 150-152, 278 
editing, 304 
encryption, 87 
files, 301-302 
hard drives, 156 
hot keys, 156, 331 
IP addresses, 304 
!PX/SPX, 147, 154 
Java, 304-305 
local resources, 157 
Macintosh, 340-343 
master browser, 355 
MetaFrame, 152-153 
MIME type, 302 
modem links, 360 
operating systems, 146 
packets, 322-323 
platforms, 146 
printers, 15 7 
protocols, 82-83, 147-148 
ren1ote access, 27 6 
security, 263 
servers, 154-155 
TCP/IP ports, 154, 296-297 
Terminal Server, 157 
testing, 304 
UNIX, 326-331 
updating, 146 
user accounts, 230-231 
WANs, 312-313 
Windows, 150-152, 275-277 

icons 
adding, 216 
creating, 353 
deleting, 217 
desktop, 226 

ICSA (International Computer Security 
Association) Web site, 300 

idle timeout, 87, 109, 185 
IEAK.ADM (ZAK policy template file), 222 
IF batch file command, 121 
IFMEMBER utility, 125 
HS (Internet Information Server), 334 
imaging servers, 60-61, 368 
industry standards, 10 
INI files, 183, 185 

installation 
applications, 160-163, 167-169, 172, 175-176, 

205,367 
DOS, 150-154 
files, 326-327 
GSNW, 282-283 
!CA client, 328-330 
IIS 3.0, 334 
Java, 304-305 
Macintosh, 340 
MetaFrame, 71-75, 152-153 
Network Monitor, 320-321 
option packs, 354 
PCs, 16 
RAS, 263-267 
scripts, 129-130 
TCP/IP, 137-138, 266-267 
Terminal Server, 16, 52-71 

automating, 135-136 
client sessions, 13 9 
MetaFrame, 41 

WBTs, 336-337 
WinBatch, 236 
Windows, 148-152, 175 

integration 
Macintosh Clipboard with MetaFrame, 343 
NetWare, 288 

internal connections, 298 
International Computer Security Association 

(ICSA) Web site, 300 
International Telecommunication Union 

(ITU), 47 
Internet 

applications, 350 
Information Server (IIS), 334 
security, 206 
Terminal Server, 295-300 

Internet Explorer (IE), 13, 129, 208, 222 
Internet Scanner for Windows NT, 204, 206 
intranets, 300 
Intrusion Detection, Inc., 204 
IP addresses 

AppleTalk, 344 
applications, 185 
!CA client servers, 154 
MetaFrame clients, 312 
multiple, 336 
network adapters, 321 
ranges, 267 
RAS parameters, 270 
static, 308 
troubleshooting, 304 
UNIX terminals, 336 
WBTs, 336 

IPCONFIG/ ALL command, 270 
IPX/SPX 

features, 14 7 
frame type, 292-293, 310 
!CA client, 147, 154 
MAC address, 293 
MetaFrame, 309-311 
network number, 293 

IPX/SPX 377 
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protocol, 83 
RAS,266 
RIP,293 
SAP, 293 
Windows forWorkgroups, 150 

IPXROUTE command options, 293, 311 
IR.Qs, see COM ports 
ISS (Internet Scanner for Windows NT), 204 
ITU (International Telecommnnication 

Union), 47 

J-K 
Java 

applications, 7, 12 
Ho1Java, 306 
!CA client, 146, 304 
installation, 304-305 
Internet Explorer 4.0, 13 
]view, 305 
limitations, 7 
MetaFrame, 305, 328 
Netscape Communicator, 13 
Netscape Navigator, 306 
Terminal Server, 7-8, 20 
thin-client solutions, 7-8 
Web sites, 305 

Javelin Systems, Inc., 363 
JAZ drives, 37 
JDK (Java Developer Kit) 1.0/1.1, 304, 328 
job-level commnnications, 21 
jnmpersettings,368 
Jview, 305 
JVM (Java Virtnal Machine), 304 

Kane Security Analyst for NT, 204 
kernel mode components, 30-38, 244 
Ketronics, 364 
keyboard shortcuts, 141-142 
keyboards 12, 37 
keys, see Registry 

L 
LANs (local area networks) 

bandwidth, 307 
Manager Client for DOS, 151 
Net PCs, 11 

lannching applications 
desktop, 227 
logon, 191 
shells, 228 
Web pages, 302 

lazy write service, 37 
legacy host computers, 21 
legal notices, 201-202 
licenses 

key codes, 368 
MetaFrame, 72, 75 
Terminal Server installation, 70 

Line Printer Daemon (LPD), 332-334 

links, 314-316 
load balancing, 46, 213, 349-356 
Load Balancing Administration Tool, 355 
loading HKEY_USERS key, 217 
local drives, 145-146 

accessing, 331 
administrations, 199 
applications, 242 
backups, 64 
desktop, 90-91 
Macintosh, 342 
mapping, 92 
MetaFrame, 43-44 
paths, 106, 122 

local groups, 96-97, 113 
memberships, 103 
naming, 100 
profiles, 211 
users, 111 

local printers, 145-146 
accessing, 156-157, 332 
desktop 90-91 
Macintosh, 342 
MetaFrame, 43-44 
printer mapping, 92 

Local Procedure Call Facility (LPC), 37 
locking 

desktop, 228, 248 
passwords, 198-199 
Registry, 214 
workstations, 142 

lockups, applications, 181 
log files 

adding, 250 
network performance, 319-320 
packets, 323 
Session counters, 319 

Logical Disk counter (Performance 
Monitor), 250 

logoffs 
attempts, 204-205 
connections, 93 
servers, 143 
users, 195 
utility, 124 

logons 
applications, 191 
attempts, 204-205 
banners, 223 
connections, 85, 93 
hours, 96, 109, 113 
names,202 
permissions, 109-110 
prompts, 88 
scripts, see scripts, logon 
Special Access, 93 
Terminal Server, 123, 141 
users, 116, 125 
USRLOGON.CMD, 109, 115-116 
variables, 11 7-119 
workstations, 96, 110-111 

Lotus Smart Suite 97, 129 



low-end applications, 23-24 
LPC (Local Procedure Call Facility), 37 
LPD (Line Printer Daemon), 332-334 
LPT 

MetaFrame, 43 
port mapping, 92, 157 
redirecting, 123 

ls command, 326, 334 

M 
MAC addresses, 293 

applications, 185 
network adapters, 321 
PCs, 322 

Macintosh, 340-348 
!CA client, 146, 340-341 
MetaFrame, 42, 341-343 
Terminal Server, 20, 348 

MacPing utility, 341 
macros, 237 
maintenance logs, 367 
man command, 327 
mandatory profiles, 214, 216 
manuals, 189 
manufacturers, 364 
map root 

home directories, 105, 281 
Net Ware user directory, 107 

mapping 
drives, 165-167, 285-286 
hard drives, 156 
local resources, 157 
MetaFrame, 73 
workstations, 145 

memory 
alerts, 254 
applications, 234, 240 
counter, 249 
kernel, 244 
load balancing, 356 
Macintosh, 340 
Network Computers (NC), 12 
objects, 33 
overutilization, 179-180 
performance, 245, 253-254 
physical, 244 
requirements, 241 
Terminal Server, 7, 62-63 
thrashing, 240 
utilization, 240, 246 
Virtual Memory Manager, 35-36 
WBTs, 12 

messages 
disconnecting, 230 
RAS,269 
resetting, 230 
sending, 93, 124, 230 
sessions, 228, 230 

MetaFrame, 41-48, 360 
accessing, 328 
addresses, 312 

Administration Tool, 225-230 
applications, 44, 89, 350-354 
browsing, 310 
CD-ROM,328 
connection entries, 330-331 
connections, 43, 311 
desktop, 90, 352 
dial-in permissions, 262-263 
DOS applications, 153-154, 157-158, 179 
frame types, 310 
!CA client, 6, 42, 47-48 

connections, 80-82, 90-92, 276-278 
hard drives, 15 6 
hot keys, 15 6 
installation, 152-153 
local resources, 157 
overrides1 9 2 
printers, 15 6-157 
protocols, 82-83, 147-148 
server connection, 154-155 
updating, 146 

installation, 41, 71-73 
Java, 305 
licenses, 72, 75, 368 
load balancing, 46, 354-356 
Macintosh, 341-343 
moderns, 58, 72, 79 
MS-DOS mode icon, 178 
NetWare, 287, 292-293 
printers, 43-44, 331-333 
registering, 73-75 
remote access, 296 
SAP, 309 
server farms, 46, 354 
shadowing, 44-4 5, 231 
TCP /IP connections, 331 
UNIX, 328-329, 332-334 
user accounts, 230-231 
WBTs,336 
WFW, 273-275 
Windows, 153, 271-273 
WinFrame Administrators, 6 

methods (Object Manager), 33-34 
Microkernel processes, 31-32 
Microsoft 

agreements with Citrix, 361 
Client for DOS, 151 
Java, 305 
RDP, 47-48 
Web site, 206, 369 

migrating, 281, 288-290 
MIME, 302 
mirroring (RAID 1), 59, 193, 213 
missing files, 181 
mkdir command (UNIX), 326 
mode clients, 179 
modems 

links, 360 
MetaFrame, 72, 74 
RAS, 264, 269, 272, 274 
Terminal Server installation, 58 

modems 379 



380 modems 

TS Connection Configuration Tool, 79 
WFW, 274 
Windows NT 4.0, 272 

monitoring 
bandwidth, 318 
connections, 318 
dial-in access, 201 
files, 195 
networks, 318-323 
performance, 243 
processes, 35 
servers, 254 
WANs,323 

monitors, "blue screen of death," 5 7 
more readme.txt command (UNIX), 326 
mounting MetaFrame, 326-328 
mouse, 12, 37 
MS-DOS mode, 178, 208 
multiprocessing, 241 
multitasking, 29, 36, 38 
My Computer, 191, 208 

name resolution 
DNS,309 
groups, 113 

N 

Terminal Server client, 60, 135 
users, 99-100 
WINS,309 

National Computer Security Association 
(ICSA), 300 

Navigator 3.0, 129 
NC (Network Computer), 12 
NDS for NT, 281, 290-292 
NDSPSVR utility, 283 
Neoware, 364 
NET directory, 135 
Net PCs, 10-12 
NET USE command, 286 
Netadmin utility, 185 
NetBEUI, 82 

RAS,267 
Terminal Server, 273 
Windows for Workgroups, 150 

NetBIOS, 82 
!CA client, 147 
MetaFrame, 311 

NetHood personal folder, 211 
Netscape 

Communicator, 13, 129 
Navigator, 306 
Plug-in/ Active X Control, 303 

Net Ware 
applications, 185 
drives, 285-286 
files, 289 
home directories, 165 
integration, 288 
!PX protocol, 292-293 
logon scripts, 116, 280, 285-286 

map root, 107 
migrating, 281 
Migration Tool, 288-290 
NDS for NT, 290-292 
passwords, 288, 290 
printers, 286-288 
protocols, 148 
settings, 104 
technical support, 280 
utilities, 287 
validation, 281 
see also GSNW 

Network Computer (NC), 12 
Network Monitor, 320-322 
Network Neighborhood, 191, 208 
networks, 366 

adapters, 3 7 
32-bit, 63 
auto-sense, 63 
DOS, 151 
high-performance, 242 
MAC addresses, 3 21 
protocols, 14 9 
Terminal Server, 58, 71 

applications, 185 
bandwidth, 24 
desktop, 226 
diagrams, 368 
designing, 59 
frame types, 31.0 
monitoring, 318-323 
numbers, 292-293, 344 
performance, 319-320 
remote control solutions, 260-261 
security, 189-190, 296-297 
sessions, 228, 230 
Terminal Server installation, 63-64, 67, 71 
see also LANs;WANs 

notification of errors, 194 
NT Security utility, 292 
NT Server 4.0 Resource Kit, 117 
NT Virtual DOS Machine (NTVDM), 39 
ntconfig.pol policy file, 219 
NTFS (NT File Security), 53-57 

auditing, 195 
backups, 193 
directories, 194 
error notification, 194 
Everyone group, 193 
hard drives, 37 
Macintosh servers, 345-34 7 
monitoring, 195 
permissions, 194-195 
security, 71, 298 
storing, 193 
Terminal Server installation, 65, 71 
userlog out, 195 

NTP Software Web site, 194 



0-P 
Object Manager, 26, 33-34 
ODBC drivers, 129 
Office 97, 222 
oftline testing, 314 
online help, 184 
OnNow, 11 
operating systems 

I CA client, 146 
Macintosh, 340 
performance, 36 

Option Packs, 46, 354 
organizing desktop, 207-209 
OS/2, 42 
Outlook 97, 222 
overloading switched links, 315 
overriding user profiles, 89 

packets, 316, 320-323 
parallel ports, 12, 37 
partitions, 56, 68-69 
PASSFILT.DLL utility, 203 
passthrough authentication, 281 
passwords, see permissions; security 
PATHMAN utility, 127 
paths, 106, 117, 127 
pausing 

batch files, 121 
RAS, 267 

pcANYWHERE, 317 
PCs, 13-19 

MAC addresses, 322 
Net PCs, 11 
upgrading, 16, 22 

PDCs (primary domain controllers), 95, 108 
Pentium processors, 11 
per-user configuration, 96 
percentage signs, 118 
performance 

applications, 160, 241, 316, 319 
DOS, 39 
increasing, 241-242 
memory, 240, 245 
multiprocessing, 241 
operating system, 36 
processors, 62, 240 
protocols, 241 
REGMON utility, 183 
servers, 254 
SMS,243 
Task Manager, 244-246 
Terminal Server, 52, 66, 299 
testing, 60, 234, 238-240 
WANs, 307, 313 
Windows NT, 29, 52 
see also bandwidth; speed 

Performance Monitor 
Alert tool, 254 
counters, 249-250 
data, 251 

exporting data, 251-252 
log files, 250 
networks, 318 
servers, 247-248, 254 
Session counters, 319 
standards, 24 7 
tests, 248, 252-254 
Total Bytes counter, 319 
workload, 248 

permissions 
anonymous, 335 
applications, 162, 242 
connections, 92-94 
Control Panel, 208 
default, 200 
desktop, 208, 226-227 
dial-in, 96, 111, 261-264, 267-268, 271-275 
directories, 123-124 
files, 123-124 
Find utility, 208 
folders, 208-209 
hard drives, 156 
installation files from CD-ROM, 326 
Internet Explorer, 208 
local drives, 331 
Macintosh volumes, 346 
MetaFrame, 328 
MS-DOS prompt, 208 
My Computer, 208 
Network Neighborhood, 208 
printers, 156-157, 332 
RAS users, 111 
read-only, 35, 195 
Registry, 196-197 
restrictions, 200 
Run command, 208 
Terminal Server, 94 
UNIX,329 
user groups, 194 
Windows applications, 181, 208 
see also security 

persistent caching, 45 
personal folders, 209-211 
phonebook entries, 272 
physical memory, 356 
physical security, 189-190 
PIF tips, 180 
platforms, 146, 328 
Plug-and-Play, 11 
point-of-sale terminals, 23 
pointers, 170 
policies 

activating, 223 
computer, 220, 222-223 
creating, 219-221 
desktop, 1 91 
restrictions, 218 
reversing, 221 
settings, 221 
system, 218 
System Policy Editor, 225-226 

policies 381 



382 policies 

template files, 219 
users, 99, 202, 218, 220, 224 
ZAK template files, 222 

portability 
WBTs, 10 
Windows NT, 29 

ports 
capturing, 287-288 
ICA,297 
objects, 33 
parallel, 12, 37 
RAS,268 
serial, 12, 37 
TCP/IP, 296-297 

PostScript drivers, 343 
PPP,348 
ppp.log file, 270 
preferred server, 283 
Preset callback, 111, 268 
primary domain controllers, see PDCs 
printers, 281 

accessing, 156-157 
Control Panel, 286 
default, 91 
GSNw,284 
local, 43-44, 90-91, 145-146, 332, 342 
LPD,333 
Macintosh, 343, 347-348 
NetWare, 286-288 
PostScript drivers, 343 
queues, 286-288, 332 
sharing, 145-146 
UNIX, 332-334 
Windows NT, 332-334 

PrintHood personal folder, 211 
printing application reports, 234 
privileged mode, see kernel mode 
Process counter, 33, 35, 245, 249 
processes 

logon scripts, 281 
monitoring, 35 
terminating, 230 
utilization, 179-180,253 

processors 
capacity recommendations, 62 
command-line, 117 
counters, 249 
installation, 58 
intensive applications, 23 
load balancing, 356 
multiple, 62 
speed, 13, 62 
Terminal Server installation, 61-62 
utilization, 240 

profiles, 105 
All User, 214 
bandwidth, 213 
configuration, 107 
copying, 214-215 
Default User, 214 
desktop, 191, 216-217 

icons, 216 
local, 211 
mandatory, 214 
personal folders, 209-211 
Registry, 209-210 
roaming, 107, 212-213 
templates, 215 
user, 89, 118, 215-216 

programming interface, 7 
Project 95/98, 129 
properties 

adding to NTFS, 53 
Object Manager, 33 
TS User Manager, 101 
users, 104 

protocols 
Apple Talk, 343-345 
asynchronous, 82 
encapsulation, 300 
FTP, 296 
HTML,296 
ICA,6 
I CA clients, 82-83 
IMAP4,296 
installation, 148-150 
!PX/SPX, 83, 150 
NetBEUI, 82, 150 
NetBIOS, 82 
network adapters, 149 
performance, 241 
POP3,296 
PPP, 348 
RDP, 5-6 
Real Audio, 296 
RIP, 293 
SAP, 293 
selecting, 147-148 
server farms, 354 
SFTP, 296 
SMTP,296 
standards, 313 
TCP/IP, 83 
Terminal Server, 6 
VRML,296 
WANs,313 
Windows 3.1, 151 

prototyping 
applications, 234 
WANs,313 

public access terminals, 22 
public keys, 88 
publishing applications, 24, 191, 350-354 

corporate intranet, 300 
!CA client files, 301-303 
MetaFrame, 44 
running, 89 
viewing, 312 
WANs, 311-312 
Web pages, 300-301 

purchasing computers, 16 
put command (FTP), 334 



Q-R 
querying, 32, 93 

applications, 234 
user-specific mode, 177 
ZAK policy template file, 222 

queues 
names, 333 
printers, 287-288 

Quota Manager, 194 

RAID (Reliable Array of Inexpensive Disks) 
disk striping with parity, 59, 193 
hardware-level, 65 
mirroring, 59 
Terminal Server installation, 59, 65-66 
Windows NT software-level, 65 

RAM (random-access memory), 11-12 
RAS (Remote Access Server), 96 

callback security checks, 111, 267-268 
device.log file, 270 
dial-in permissions, 111, 261, 264, 267-269, 272 
DTR,269 
enabling, 267 
installation, 263-265 
IPCONFIG/ ALL command, 270 
IPX/SPX, 266 
messages, 269 
modems, 269, 273 
NetBEUI, 267 
pausing, 267 
phonebook entries, 272 
ports, 268 
ppplog file, 270 
remote control, 261 
TCP /IP, 266-267 
troubleshooting, 269-270 
users, 269 
WFW, 273-275 
Windows 95, 271 
Windows NT 4.0, 272-273 

RDISK.EXE utility, 172, 196 
RDP (Remote Desktop Protocol), 6, 42, 47-48 

connections, 79-80 
encryption, 87 
packets, 322 
TCP/IP, 6, 47, 296-297 
WANs, 308-309 

read-only permissions, 35, 195-196 
Real Audio, 296 
Recent personal folder, 211 
reconnecting disconnected sessions, 89-90, 93 
recording 

licensing key codes, 368 
macros,237 

recovering 
files, 56-57 
servers, 368 
Terminal Server installation, 66 

redirection 
audio, 43 
authentication, 291 
Clipboard, 43 

Remote Desktop Protocol 383 

reducing color, 242 
reentrant 32-bit clients, 240 
REGBACK utility, 172, 196 
REGINI utility, 125, 178 
registration 

!CA client files, 302 
MetaFrame, 73-75 

Registry 
auditing, 197 
backups, 172, 196-197 
central key, 175 
editing, 124, 170, 183, 185, 217-220 

disabling, 225, 227 
testing, 196 

entries key, 183-184 
Everyone group, 195 
HKEY_CLASSES_ROOT key, 170 
HKEY_CURRENT_CONFIG key, 170 
HKEY_CURRENT_USER key, 170, 173-177, 

210 
HKEY_LOCAL_MACHINE key, 170-172, 175-

177, 197 
HKEY_USERS key, 170, 217-218 
locking, 214 
permissions, 196-197 
policies, 191 
profiles, 209-214 
security, 183, 196-197, 205 
settings, 17 5 
SIDs, 174 
Trojan horse attacks, 197 
user settings, 175, 217 
Windows, 170 

REGMON utility, 183 
reinstallation, Terminal Server, 22 
Reliable Array of Inexpensive Disks, see RAID 
REM batch file command, 121 
remote access 

16-bit clients, 277 
bridges, 311 
devices, 262 
dial-in, 276 
firewalls, 296-297 
FTP servers, 334 
MetaFrarne, 296 
node solutions, 260 
PCs, 13, 17 
restrictions, 276 
Terminal Server, 18, 22, 271, 275, 295-300 
users, 44, 64, 223, 260-261 
WANs,317 
Windows for Workgroups, 150 
WinFrarne, 360 
Win View, 359 
workstations, 320-323 

Remote Access Server, see RAS 
Remote Applications Manager, 153 
Remote Desktop Protocol, see RDP 



384 Remote Possible 

Remote Possible, 317 
removing Everyone gronp, 124 
replacing 

UNIX terminals, 335-337 
WBTs (Windows-based Terminals), 23 

replication logon scripts, 108 
resetting 

messages, 230 
sessions, 89 

resolution screens, 140-141 
resources, 366 

applications, 186 
local, 157 

restrictions, 233 
applications, 242 
logon hours, 109 
passwords, 203 
policies, 218 
Registry permissions, 197 
remote access, 276 
servers, 200 
shells, 225-226 
Terminal Server, 94 
workstations, 110 

reversing policies, 221 
RIP (Router Information Protocol), 293 
roaming profiles, 107, 212-213 
rollouts, 16 
root access, 329 
ROOTDRV2.CMD, 129 
routers, 315-316 
RSA Web site, 88 
Run command 

accessing, 208 
desktop, 226 
security, 191 

running 
application compatibility scripts, 143, 354 

16-bit client, 181 
32-bit client, 181 
bandwidth, 319 
compatibility scripts, 129 
DOS, 157-158 
locally, 24, 161, 242 
switching between, 142 
in IM>rd 97, 191 

!CA UNIX client, 330 
Java applications, 12 
logon scripts, 226 
published applications, 89 
tasks, 141 
UNIX commmands, 329 

s 
SAP (Service Advertisement Protocol), 

293,309 
scalability 

performance test, 238-240 
Windows NT, 29 

scanners, 37 
Schedule service (Terminal Server), 199 
screens 

applications, 234 
desktop, 228 
modes, 178, 180 
resolution, 140-141 
savers, 242 

scripts 
application compatibility; 127-131, 178 
delays, 237-238 
drive letters, 178 
install, 129 
logon, 109 

batch files, 116 
conditional, 121 
creating, 117-125 
directories, 122-124 
drive mappings, 123 
environment variables, 126-127 
executables files, 116 
files, 123-124 
group memberships, 12 4-12 5 
home directories, 122 
logging '!ff, 124 
mapping NetWare drives, 285-286 
messages, 12 4 
Net IMzre, 116 
ports, 287-288 
replication, 108 
Terminal Server, 123 
timeout, 12 7 
users, 116, 125, 127 
variables, 117-119 

simulation, 235-236 
testing, 238 
user-interaction, 235 
user-simulation, 237, 253 

SCSI devices, 37 
Seamless Windows, 45, 354 
SecureICA, 46 
security 

administrators, 198-199 
applications, 188, 205 
client sessions, 146 
command prompt, 191 
desktop, 190-192, 352 
dial-in access, 201 
directories, 205 
documentation, 188 
encryption, 87-88 
Explorer, 191 
FAT, 193 
firewalls, 296-297 
FTP, 335 
hard drives, 146 
!CA clients, 263 
IDs (S!Ds), 34 
Internet, 206 
legal notices, 201-202 
logon/logoff, 143, 202-205 



manual, 189 
MetaFrame, 46 
My Computer, 191 
Network Neighborhood, 191 
networks, 189-190 
NTFS, 71, 193-195, 298 
passwords 

editinJ!., 142, 281, 291-292 
lenJ!.th, 202 
local administrators, 199 
migratinJ!., 2 90 
locking, 19 8 
NctWare, 288 
restrictions, 203 
stronJ!. filterinJ!., 203 

PCs, 13, 17 
permissions, 35, 194, 197, 200 
printers, 146 
public keys, 88 
RAS 261 
Registry, 183, 196-197, 205 
remote access, 262, 276 
Run command, 191, 201 
servers, 143, 189-190 
sessions, 143-144 
Task Manager, 143 
Terminal Server, 17, 52, 187-188, 295-298 
third-party tools, 204 
Trojan horse attacks, 199 
UPS, 190 
user account policies, 202 
virus protection, 198 
WBTs, 10 
Web sites, 206 
Windows NT, 52 
Word 97, 191 
workstations, 142 
WTS_USERS group, 200 
see also permissions 

Security Reference Monitor, 34-35 
seed router (AppleTalk), 344, 346 
selecting 

protocols, 14 7 -148 
users, 112 

sending messages, 93, 124, 230, 269 
SendKey command, 237 
SendTo personal folder, 211 
serial ports, 11-12, 37 
servers, 359 

capacity, 24 7 
connections, 140, 144 
demonstration-only, 297 
documentation, 66 
farms, 46, 349, 351, 354-355 
!CA client, 154 
images, 60-61, 68, 368 
logging off, 143 
Macintosh, 345-347 
maintenance logs, 368 
MetaFrame, 154-155, 312 
mirror imaging, 213 

models, 58 
multiple application publishing, 352 
network adapters, 242 
performance, 248, 252-254 
recovering, 368 
reports, 367 
security, 189-205 
sessions, 143, 228-229 
shutting down, 143 
stand-alone, 96 
surveys, 36 7 

Service Advertisement Protocol (SAP), 
293,309 

services, 199, 366 
Session Manager (SMSS), 37 
sessions 

connections, 89-90, 143-144 
counter, 249, 319 
domains, 228-229 
load balancing, 356 
logging on, 141 
messages, 228, 230 
networks, 228, 230 
Performance Monitor, 254 
screen resolution, 140-141 
servers, 228-229 

Set by Caller callback, 111, 268 
settings 

ICA clients, 90-92 
policies, 221 
RAS, 267-268 
users, 113 

SETUP.EXE utility, 136, 139 
Shadow Taskbar (MetaFrame), 231 
shadowing 

clients, 93 
connections, 93 
desktop, 90 
MetaFrame, 44-45 
user accounts, 230-231 

shareware Web sites, 164 
sharing hard drives, 145-146, 216 
shells, 225-228 
shortcut keys, see icons; keyboard shortcuts 
shutting down servers, 143 
SIDs (security IDs), 34, 174 
simulation 

DOS,39 
scripts, 235-236 
WANs,315 

single user policies, 224 
sites, WANs, 316 
sizing directories, 205 
SMS (Systems Management Server), 243, 320 
SMSS (Session Manager), 37 
SNA Client/Server, 129 
sockets (AppleTalk), 345 
software, 16-17 
Solaris, 328 
Somarsoft, 204 
spaces, 99 

spaces 385 
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speed 
FAT, 55 
NTFS, 55 
RAS,269 

SPX, see IPX/SPX 
stand-alone servers, 96 
Standard VGA screen resolution, 140 
standards 

home directories, 106 
industry, 1 0 
WANs,313 

Start menu 
Desktop, 226 
keyboard shortcut, 141 

starting, see enabling; launching 
StartMenu personal folder, 211 
static addresses, 308 
status 

networks, 230 
RAS ports, 268 

stopping RAS, 267 
storage devices, 58, 65 
storing 

data files, 185 
files, 193 
Registry settings, 175 

strong password filtering, 203 
Stuffit Expander, 340 
SUBST command, 122 
SunOS, 328 
SuperVGA screen resolution, 140 
SuperCACLS, 204 
switched links, 314-316 
synchronization of Net Ware, 288 
system, 366 

counter, 250 
default profile, 170 
environment variables, 126 
files, 176 
ID, see serial ports 

System Policy Editor, 218-221, 225-226 
Systems Management Server (SMS), 243, 320 

T 
T120 protocol series, 4 7 
tab-delimited format (TSV), 252 
tape drives, 3 7 
TAPI support, 45, 73 
.tar file (UNIX), 327 
Task Manager, 143, 243-246 
tasks 

running, 141 
user-interaction scripts, 235 

TCO (Total Cost of Ownership), 15-19 
TCP /IP (Transfer Control Protocol/Internet 

Protocol) 
!CA client, 147, 154 
installation, 137-138 

Macintosh, 340 
MetaFrame, 74, 331 
ports, 296-297 
protocols, 83, 313 
RAS, 266-267 
RDP,6,47 
Windows 3.1, 151 
Windows for Workgroups, 150 

technical support for NetWare, 280 
Technotips Web site, 369 
telephones, MetraFrame, 75 
template profiles, 211, 215 
temporary directories, 122 
temporary environment variables, 126 
terminal emulators, 336-33 7 
Terminal Server, 40 

Administration Tool, 32, 225-230 
applications, 21-24, 38, 184 
architecture, 4-5 
Client Connection Manager, 143-144 
client sessions, 135-136, 139-141, 145-146 
compnter policies, 117, 222-223 
Creator tool, 136 
cross-platforming, 19-20 
departmental commnnications, 21 
desktop, 5, 225-228 
DOS, 39, 148 
dual-boot compnters, 66 
FTP, 334-335 
global commnnications, 20 
hand-held devices, 23 
hard drive partitions, 68 
hardware, 16-18, 61, 65, 133-134 
history, 359-360 
home directories, 105-106 
!CA client, 157 
installation, see installation, Terminal Server 
Java, 7 -8, 20 
job-level communications, 21 
kernel, 28-38 
limitations, 23-24 
local resources, 157 
logons, 123, 130 
Macintosh, 20, 348 
memory, 7 
name resolntion, 135 
NetWare integration, 288 
networks, 24, 63, 320 
Object Manager, 26 
PCs, 16-19, 22 
performance, 52, 241-242, 299 
permissions, 18, 94, 200, 297-298 
point-of-sale terminals, 23 
processors, 62 
profiles, 210-214 
programming interface, 7 
protocols, 6 
pnblic access terminals, 22 
purchasing, 16 
RDP, 47-48 



Registry, 227 
reinstallation, 22 
reliability, 52 
remote access, 18, 22, 261, 271-275, 295-300 
remote technical support, 44 
rollouts, 16 
security, 17, 52, 187-188 
services, 199 
software, 16-1 7 
TCP/IP, 47 
thin-client solutions, 7 
TS Client Group, 139 
TS Connection Configuration Tool, 78-82 
TS User Manager, 101 
UNIX workstations, 20 
upgrading, 16 
user accounts, 28, 30, 38-39, 202, 224, 299 
Virtual Memory Manager, 28 
viruses, 16 
WANs, 18, 63, 316 
Win 32 subsystem AP!, 26-.27 
Windows, 7 

comparing, 25-28, 52, 281 
cross-plaiforming, 22 
IP stack, 148 
upgrading, 67 

Windows Manager/GD!, 27-28 
workload, 248 
X Window Terminals, 20 
ZAK, 221-222 
see also MetaFrame; RDP 

terminals, 22-23 
terminating processes, 230 
testing 

applications, 162-163, 316 
clients, 236 
dial-up links, 315 
!CA client files, 304 
IP addresses, 336 
oflline, 314 
Performance Monitor, 248, 252-254 
Registry, 196 
scripts, 238 
server capacity, 24 7 
WANs, 60, 313-317 

TFTP, 12 
thin clients, 3-8 
Thinergy, 370 
Thinworld, 370 
thrashing, 240 
threads, 33, 39 
time zones, 71 
TimeDelay (seconds) command, 237 
timeout option, 85-89, 127 
timer interrupts, 39 
TokenTalk, 344 
Total Bytes counter (Performance 

Monitor), 319 
Total Cost of Ownership (TCO), 15-19 
Transfer Control Protocol/Internet Protocol, 

see TCP/IP 

transferring files to Windows NT, 289 
Trojan horse attacks, 197, 199 
troubleshooting 

applications, 56, 178, 183-184, 188 
DLLs,22 
DOS applications, 178-180 
IP addresses, 304 
memory overutilization, 179-180 
RAS, 269-270 
WANs,307 
Windows applications, 181-182 

Trumpet WinSock Web site, 151 
Trusted Systems, 204 
TS_USERS group, 112 
TSV (tab-delimited format), 252 

u 
UNC paths, 106 
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Uni to Multiprocessor (UPTOMP) utility, 32 
uninterruptible power supplies (UPS), 190 
UNIX 

commands, 326, 329 
FTP, 334-335 
graphics, 329 
!CA client, 326-331 
IP addresses, 336 
MetaFrame, 42, 332-334 
platform support, 146, 328 
root access, 329 
tar file, 327 
terminals 335-337 
workstations, 20 
XWindow,9 

unloading HKEY_USERS key, 217 
upgrading 

CPU, 12 
I CA client, 146 
PCs, 16, 22 
RAM, 12 
remote, 223 
Terminal Server, 16 
Windows 3.x, 175 
Windows NT to Terminal Server, 67 
WinFrame 1.6/ 1. 7, 66 

UPS (uninterruptible power supplies), 190 
UPTOMP (Uni to Multiprocessor) utility, 32 
usage delay, 238 
USB, 12 
user accounts 

audits, 299 
authentication, 299 
callback security checks, 111 
configuration, 96 
connections, 93-94, 118 
creating, 102-103 
data files, 181-182 
descriptions, 100 
developing, 185 
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dial-in permissions, 96, 111-112 
directories, 122 
domains, 118 
drive mappings, 123 
editing, 112-113 
environment variables, 126 
expiration, 111 
global mode, 111, 161, 167-169, 175-176 
gronps, 96-97, 297-298 

creating, 113 
desktops, 215-216, 227 
Everyone, 19 5 
h(~hlighting, 112 
memberships, 96, .103-104, 125 
WTS_USERS, 197, 200 

home directories, 105-106, 117, 122 
identification, 174, 185 
information, 96 
installation, 160 
local, 111 
log off/on, 85, 96, 108-109, 113, 116, 118, 

123-124, 193, 195 
map root, 107 
messages, 93, 124 
migrating into Windows NT, 288-290 
modes, 28, 30, 38-39 
multiple applications, 166 
naming, 99-100, 106-107 
NetWare, 104, 288 
paths, 117 
PCs, 18 
per processor, 62, 65 
permissions, 194, 200 
policies, 202, 220, 224-225 
profiles, 89, 96, 105, 107, 118, 173, 215-216 
properties, 104 
RAS,269 
Registry, 124, 175 
selecting, 112 
sessions, 228 
settings, 113, 217 
shadowing, 230-231 
Terminal Server, 18, 297-298 
workstations, 109-111 

User Manager for Domains, 97, 101-102, 
112-113, 202 

user-interaction scripts, 235, 237-238 
user-level options, 84 
user-simulation scripts, 237, 253 
user-specific mode 

applications, 167, 175-176 
HKEY _CURRENT_ USER, 173-17 5 
home directories, 163 
querying, 177 
Registry settings, 175 

USRLOGON.CMD file, 109, 130-131, 115-116 
utilities 

ACLCHECK, 205 
ACLSET, 193 
CACLS.EXE, 123-124 

Disk Frontier, 205 
DOSKBD, 179 
DumpACL, 204 
DumpEvt, 204 
GETSID, 174 
!FMEMBER, 125 
LOGOFF, 124 
logon scripts, 125 
MacPing, 341 
NDSPSVR, 283 
Netadmin, 185 
NetWare, 287 
NT Security, 292 
PASSFILT.DLL, 203 
PATHMAN, 127 
query process, 32 
RDISK, 172, 196 
REGBACK, 172, 196 
REGINI, 125, 178 
REGMON.EXE, 183 
SETUP.EXE, 136, 139 
SnperCACLS, 204 
UPTOMP, 32 
WinBatch, 163 

v 
validation ofNetWare, 281 
variables, 117-119, 126-127 
verifying frame types, 310 
versions, 366 
video adapters, 58, 71 
viewing 

HALs, 32 
packets, 323 
Performance Monitor, 251 
published applications, 312 
RAS, 269 
sessions, 228-229 
UNIX hot keys, 331 

Virtual Memory Manager, 28, 35-36 
viruses, 16, 198 
Visual Test simulation product, 236 
voice mail, 92 
volumes, Macintosh, 346 
VPNs (Virtual Private Networks), 298-300 
VRML,296 

W-Z 
wallpaper, desktop, 225, 228 
WANs (wide area networks) 

adding to existing environments, 316 
Administration Tool, 317-318 
applications, 311-312 
bridges, 311 
broadcast packets, 307 
browse lists, 312-313 



!CA, 312-313 
links, 314-316 
MetaFrame, 311 
Network Monitor, 320-323 
packets, 316, 320-323 
PCs, 18 
performance, 307, 313, 318-320 
prototyping, 313 
RDP, 308-309 
Terminal Server, 18, 63 
testing, 313-317 

WBTs (Window-based Terminals), 9 
AutoLogon option, 86 
cost, 12 
features, 10 
installation, 336-337 
IP addresses, 336 
manufacturers, 363-364 
memory, 12 
MetaFrame, 336 
multiport serial communications card, 336 
purchasing, 16 
portability, 10 
replacing, 23 
security, 10 
UNIX terminals, 335-337 
user data, 10 

Web browsers, 8 
cost, 9 
FTP access, 335 
MetaFrame, 42, 74 
publishing applications, 300 

Web sites 
Aladdin Systems, 340 
Apple, 340 
applications, 301-302 
Choice Computing, 205 
Citrix Corporation, 42, 69, 340-341, 369 
Compaq,367 
Hardware Compatibility List (HCL), 57 
HTML code, 303 
!CA client, 301-302, 327 
ICSA,300 
Internet Scanner 5 .2 for NT, 206 
Java, 305 
Microsoft, 206, 369 
NTP Software, 194 
RSA,88 
security, 206 
shareware, 164 
Somarsoft, 204 
Technotips, 369 
Thinergy Conference, 370 
Thinworld, 370 
Trumpet WinSock, 151 
Trusted Systems, 204 
WBT manufacturers, 363-364 
WinBatch, 236 
Windows NT, 206, 370 
ZAK (Zero Administration Kit), 221 
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WFW (Windows for Workgroups), 137-138, 
150, 273-275 

WIL (Window Interface Language), 237 
WinBatch utility, 163, 235-236 
window mode, toggling between full-screen 

mode and, 142 
Windows 3.1/3.11, 21, 38-39, 175, 181-184 

cross-platforming, 22 
Explorer, 208 
!CA client, 146 
IP stack, 148 
Manager, 27-28, 38 
Messaging, 129 
MetaFrame, 4 2 
personal folder, 211 
protocols, 150-153 
Registry, 170 
Task Manager, 179 
Terminal Server (WTS), 7, 26-27, 200 

Windows 95/98 
32-bit clients, 148 
dial-in, 276-277 
Dial-Up Networking, 271-272 
frame types, 310 
host files, 308-309 
!CA client, 146 
Java, 304 
MAC address, 322 
MS-DOS mode icon, 178 
RAS,271 

Windows-based Terminals, see WBTs 
Windows for Workgroups (WFW), 137-138, 

150, 273-275 
Windows NT Server, 26-29, 281, 360 

32-bit clients, 149, 160 
applications, 160, 184 
Diagnostics program, 366-367 
dial-in connections, 272, 276-277 
domains, 291 
files, 289 
groups, 290 
host files, 308-309 
ICA client, 146 
Java, 304 
keyboard shortcuts, 141-142 
MAC address, 322 
modems, 272 
passwords, 290 
performance, 29, 52 
policy template files, 219 
printers, 332-334 
profiles, 212 
publications, 370 
RAID,65 
RAS, 272-273 
reliability, 52 
security, 52, 142 
server reports, 367 
Terminal Server, 25-28, 52 
upgrading, 67 
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users, 222, 288-290 
Virtual Memory Manager, 28 
Web sites, 206 

WINDOWS.ADM policy template file, 219 
WinFrame,28,66, 175,359-360 

Administrators, 6 
applications, 351 
connections, 78-79 
home directories, 106 
I CA client, 146 
TAP! support, 73 

WINNT.ADM policy template file, 219 
WINS,309 
WinView server, 359 
WinZip, 327 
Word 97, 129, 191 
working directories, 88 
workstations 

applications, 354 
drive letters, 145 
locking, 142 
logon, 96, 109-111 
packets, 320-323 
Performance Monitor, 253 
WANs,323 
WFW, 138 
WinBatch, 236 

writing 
applications to hardware, 185 
lazy, 37 

WTS (Windows Terminal Server), 200 
WTS_USERS group, 197 

X Window Terminal, 9, 20 

.Z compressed installation files, 327 
ZAK (Zero Administration Kit), 221 
zones, 344 



~ Books for Networking 
Riders\ Professionals 

Windows NT Titles 

Windows NT 
TCP/IP 

Windows NT TCP/IP 
By Karanjit Siyan 
1st Edition Summer 1998 
500 pages, $29.99 
ISBN: 1-56205-887-8 

11;;, If you're still looking for 
--------' good documentation on 
Microsoft TCP /IP, then look no fur­
ther-this is your book. Windows NT 
TCP/IP cuts through the complexities 
and provides the most informative and 
complete reference book on Windows­
based TCP /IP. Concepts essential to 
TCP /IP administration are explained 
thoroughly, then related to the practical 
use of Microsoft TCP /IP in a real-world 
networking environment. The book 
begins by covering TCP /IP architecture, 
advanced installation and configuration 
issues, then moves on to routing with 
TCP/IP, DHCP Management, and 
WINS/DNS Name Resolution. 

\Vindows NT 
DNS 

Windows NT DNS 
By Michael Masterson, 
Herman L. Knief, Scott 
Vinick, and Eric Roul 
1st Edition Summer 1998 
325 pages, $29.99 

_i"'_'"------'---' ISBN: 1-56205-943-2 

Have you ever opened a Windows NT 
book looking for detailed information 
about DNS only to discover that it does­
n't even begin to scratch the surface? 
DNS is probably one of the most compli­
cated subjects for NT administrators, and 
there are few books on the market that 
really address it in detail. This book 
answers your most complex DNS ques­
tions, focusing on the implementation of 

the Domain Name Service within 
Windows NT, treating it thoroughly 
from the viewpoint of an experienced 
Windows NT professional. Many 
detailed, real-world examples illustrate 
further the understanding of the material 
throughout. The book covers the details 
of how DNS functions within NT then 
explores specific interactions with ~ritical 
network components. Finally, proven 
procedures to design and set up DNS are 
demonstrated.You'll also find coverage of 
related topics, such as maintenance, secu­
rity, and troubleshooting. 

Windmvs NT 
Registry 

Windows NT Registry 
By Sandra Osborne 
1st Edition Summer 1998 
500 pages, $29.99 
ISBN: 1-56205-941-6 

;;;\ The NT Registry can 
~111 be a very powerful tool 

for those capable of using it wisely. 
Unfortunately, there is very little infor­
mation regarding the NT Registry, due 
to Microsoft's insistence that its source 
code be kept secret. If you're looking to 
optimize your use of the Registry, you're 
usually forced to search the Web for bits 
of information. This book is your 
resource. It covers critical issues and set­
tings used for configuring network pro­
tocols, including NWLink, PTP, TCP /IP, 
and DHCP. This book approaches the 
material from a unique point of view, 
discussing the problems related to a par­
ticular component, and then discussing 
settings, which are the actual changes 
necessary for implementing robust 
solutions. There is also a comprehensive 
reference of Registry settings and com­
mands, making this the perfect addition 
to your technical bookshelf. 



\.Vindmvs NT 
Pcrform::mcc 
Monitoring~ 

BenchmJrk:ing, and 
Tuning 

Windows NT 

Performance Monitoring, 

Benchmarking, and 

Tuning 
By Mark Edmead and Paul 

Hinsberg 
i; 

"-------~ 1st Edition Fall 1998 

400 pages, $29.99 

ISBN: 1-56205-942-4 

Performance monitoring is a little like 
preventative medicine for the administra­
tor: No one enjoys a checkup, but it's a 
good thing to do on a regular basis. This 
book helps you focus on the critical 
aspects of improving the performance of 
your NT system, showing you how to 
monitor the system, implement bench­
marking, and tune your network. The 
book is organized by resource compo­
nents, which makes it easy to use as a ref­
erence tool. 

Windmvs NT 
Terminal Server 
and Citrix MetaFrame 

Windows NT Terminal 

Server and Citrix 

MetaFrame 
By Ted Harwood 

1st Edition Winter 1998 

500 pages, $29.99 

ISBN: 1-56205-944-0 

It's no surprise that most administration 
headaches revolve around integration 
with other networks and clients. This 
book addresses these types of real-world 
issues on a case-by-case basis, giving tools 
and advice on solving each problem. The 
author also offers the real nuts and bolts 
of thin client administration on multiple 
systems, covering such relevant issues as 
installation, configuration, network con­
nection, nianagen1ent, and application 
distribution. 

WindmvsNT 
Security 

Windows NT Security 
By Richard Puckett 

1st Edition Winter 1998 

600 pages, $29.99 

ISBN: 1-56205-945-9 

Swiss cheese. That's what 
Mil'. 
••l some people say 

Windows NT security is like. And they 
may be right, because they only know 
what the NT documentation says about 
implementing security. Who has the time 
to research alternatives; play around with 
the features, service packs, hot fixes, and 
add-on tools, and figure out what makes 
NT rock solid? Well, Richard Puckett 
does. He's been researching Windows NT 
Security for the University ofVirginia for 
a while now, and he's got pretty good 
news. He's going to show you how to 
make NT secure in your environment, 
and we mean really secure. 

·windows NT 
Administration 
Handbook 

Windows NT 

Administration 

Handbook 
By Eric Svetcov 

1st Edition Winter 1998 

400 pages, $29.99 
~""' ~"'-"l ---~ ISBN: 1-56205-946-7 

Administering a Windows NT network is 
kind of like trying to herd cats-an 
impossible task characterized by constant 
motion, exhausting labor, and lots of hair­
balls. Author Eric Svetcov knows all 
about it-he's administered NT networks 
for some of the fastest growing compa­
nies around Silicon Valley. So we asked 
Eric to put together a concise manual of 
best practices, a book of tools and ideas 
that other administrators can turn to 
again and again in administering their 
own NT networks. Eric's experience 
shines through as he shares his secrets for 
administering users, for getting domain 
and groups set up quickly and for 



troubleshooting the thorniest NT prob­
lems. Daily, weekly, and monthly task lists 
help organize routine tasks and preventa­
tive maintenance. 

Planning for Windows 

NT 5 
Planning for By David Lafferty and 
Windows NT S Eric K. Cone 

1st Edition Spring 1999 
400 pages, $29.99 
ISBN: 0-73570-048-6 

------~ 

Windows NT 5 is poised to be one of 
the largest and most important software 
releases of the next decade, and you are 
charged with planning, testing, and 
deploying it in your enterprise. Are you 
ready? With this book, you will be. 
Planning for Windows NT 5 lets you know 
what the upgrade hurdles will be, informs 
you how to clear them, guides you 
through effective Active Directory design, 
and presents you with detailed rollout 
procedures. MCSEs David Lafferty and 
Eric K. Cone give you the benefit of 
their extensive experiences as Windows 
NT 5 Rapid Deployment Program mem­
bers, sharing problems and solutions 
they've encountered on the job. 

MCSE Core MCSE Core Essential 

Reference 
By Matthew Shepker 
1st Edition Fall 1998 
500 pages, $19.99 
ISBN: 0-7357-0006-0 

You're sitting in the first 
session of your Networking Essentials 
class and the instructor starts talking 
about RAS and you have no idea what 
that means.You think about raising your 
hand to ask about RAS, but you recon­
sider-you'd feel pretty foolish asking a 

question in front of all these people.You 
turn to your handy MCSE Core Essential 
Reference and find a quick summary on 
Remote Access Services. Question 
answered. It's a couple months later and 
you're taking your Networking Essentials 
exam the next day.You're reviewing prac­
tice tests and you keep forgetting the 
maximum lengths for the various con1-
monly used cable types. Once again, you 
turn to the MCSE Core Essential Reference 
and find a table on cables, including all of 
the characteristics you need to memorize 
in order to pass the test. 

BackOffice Titles 

Implcmcntinµ; 
Exchange .~e.rwr 

Implementing 

Exchange Server 
By Doug Hauger, 
Marywynne Leon, and 
William C. Wade III 
1st Edition Fall 1998 

~~-" ----~ 450 pages, $29.99 
ISBN: 1-56205-931-9 

If you're interested in connectivity and 
maintenance issues for Exchange Server, 
then this book is for you. Exchange's 
power lies in its ability to be connected 
to multiple email subsystems to create a 
"universal email backbone." It's not 
unusual to have several different and 
complex systems all connected via email 
gateways, including Lotus Notes or 
cc:Mail, Microsoft Mail, legacy mainframe 
systems, and Internet mail. This book 
covers all of the problems and issues asso­
ciated with getting an integrated system 
running smoothly and addresses trou­
bleshooting and diagnosis of email prob­
lems with an eye toward prevention and 
best practices. 



SQL Server System 

Administration 
SQL Server System By Sean Baird, Chris Miller, 
Administration 

et al. 
1st Edition Fall 1998 
400 pages, $29.99 

iii;;.. ISBN: 1-56205-955-6 

How often does your SQL Server go 
down during the day when everyone 
wants to access the data? Do you spend 
most of your time being a "report mon­
key" for your co-workers and bosses? 
SQL Server System Administration helps 
you keep data consistently available to 
your users. This book omits the introduc­
tory information. The authors don't 
spend time explaining queries and how 
they work. Instead they focus on the 
information that you can't get anywhere 
else, like how to choose the correct repli­
cation topology and achieve high avail­
ability of information. 

Internet 
Information Server 
Administration 

Internet Information 

Server Administration 
By Kelli Adam, et. al. 

1st Edition Winter 1998 
300 pages, $29.99 
ISBN: 0-73570-022-2 

~~), 
------~ Are the new Internet 
technologies in Internet Information 
Server 4.0 giving you headaches? Does 
protecting security on the Web take up all 
of your time? Then this is the book for 
you. With hands-on configuration training, 
advanced study of the new protocols in IIS 
4, and detailed instructions on authenticat­
ing users with the new Certificate Server 
and implementing and managing the new 
e-commerce features, Internet Iriformation 
Server Administration gives you the real-life 
solutions you need. This definitive resource 
also prepares you for the release of 
Windows NT 5 by giving you detailed 

advice on working with Microsoft 
Management Console, which was first used 
by IIS 4. 

UNIX/Linux Titles 

Solaris Solaris Essential Reference 
By John Mulligan 
1st Edition Winter 1998 
350 pages, $19.99 
ISBN: 0-7357-0230-7 

Looking for the fastest, eas­
iest way to find the Solaris 
command you need? Need 

a few pointers on shell scripting? How 
about advanced administration tips and 
sound, practical expertise on security 
issues? Are you looking for trustworthy 
information about available third-party 
software packages that will enhance your 
operating system? Author John 
Mulligan-creator of the popular 
Unofficial Guide to Solaris Web site 
(sun.icsnet.com)-delivers all that and 
more in one attractive, easy-to-use refer­
ence book. With clear and concise 
instructions on how to perform impor­
tant administration and management tasks 
and key information on powerful com­
mands and advanced topics, Solaris 
Essential Reference is the reference you 
need when you know what you want to 
do and you just need to know how. 

Linux System 
Administration 

Linux System 

Administration 
By James T. Dennis 
1st Edition Winter 1998 
450 pages, $29.99 
ISBN: 1-56205-934-3 

~ 
~-----~ As an administrator, you 
probably feel that most of your time and 
energy is spent in endless firefighting. If 
your network has become a fragile quilt 



of temporary patches and workarounds, 
then this book is for you. For example, 
have you had trouble sending or receiving 
your email lately? Are you looking for a 
way to keep your network running 
smoothly with enhanced performance? 
Are your users always hankering for more 
storage, more services, and more speed? 
Linux System Administration advises you 
on the many intricacies of maintaining a 
secure, stable system. In this definitive 
work, the author addresses all the issues 
related to system administration, from 
adding users and managing files perrnis­
sion to internet services and Web hosting 
to recovery planning and security. This 
book fulfills the need for expert advice 
that will ensure a trouble-free Linux 
environment. 

Llnux Security 

Linux Security 
By John S. Flowers 
1st Edition Spring 1999 
400 pages, $29. 99 
ISBN: 0-7357-0035-4 

New Riders is proud to 
_i:I ____ ~ offer the first book 
aimed specifically at Linux security issues. 
While there are a host of general UNIX 
security books, we thought it was time to 
address the practical needs of the Linux 
network. In this definitive work, author 
John Flowers takes a balanced approach 
to system security, from discussing topics 
like planning a secure environment to 
firewalls to utilizing security scripts. With 
comprehensive information on specific 
system compromises, and advice on how 
to prevent and repair them, this is one 
book that every Linux administrator 
should have on the shelf. 

Linux GUI 
Application 
Development 

Linux GUI Application 

Development 
By Eric Harlow 
1st Edition Spring 1999 
400 pages, $34.99 
ISBN: 0-7357-0214-7 

i:\ 
-----~ We all know that Linux 
is one of the most powerful and solid 
operating systems in existence. And as the 
success of Linux grows, there is an 
increasing interest in developing applica­
tions with graphical user interfaces that 
really take advantage of the power of 
Linux. In this book, software developer 
Eric Harlow gives you an indispensable 
development handbook focusing on the 
GTK + toolkit. More than an overview 
on the elements of application or GUI 
design, this is a hands-on book that delves 
deeply into the technology. With in-depth 
material on the various GUI program­
ming tools, a strong emphasis on 
CORBA and CCI programming, and 
loads of examples, this book's unique 
focus will give you the information you 
need to design and launch professional­
quality applications. 

Lotus Notes and 
Domino Titles 

Domino System 
Administration 

Domino System 
Administration 
By Rob Kirkland 
1st Edition Winter 1998 
500 pages, $29.99 
ISBN: 1-56205-948-3 

i;\ 
-------' Your boss has just 
announced that you will be upgrading to 
the newest version of Notes and Domino 
when it ships. As a Premium Lotus 
Business Partner, Lotus has offered a sub­
stantial price break to keep your company 
away from Microsoft's Exchange Server. 



How are you supposed to get this new 
system installed, configured, and rolled 
out to all of your end users? You under­
stand how Lotus Notes works-you've 
been administering it for years. What you 
need is a concise, practical explanation 
about the new features, and how to make 
some of the advanced stuff really work. 
You need answers and solutions from 
someone like you, who has worked with 
the product for years, and understands 
what it is you need to know. Domino 
System Administration is the answer-the 
first book on Domino that attacks the 
technology at the professional level, with 
practical, hands-on assistance to get 
Domino running in your organization. 

Lotus Notes 
&Domino 

Lotus Notes & Domino 
Essential Reference 
By Dave Hatter and Tim 

Bankes 
1st Edition Winter 1998 

500 pages, $19.99 
ISBN: 0-7357-0007-9 

You're in a bind because you've been 
asked to design and program a new data­
base in Notes for an important client that 
will keep track of and itemize a myriad 
of inventory and shipping data. The client 
wants a user-friendly interface, without 
sacrificing speed or functionality. You are 
experienced (and could develop this app 
in your sleep), but feel that you need to 
take your talents to the next level. You 
need something to facilitate your creative 
and technical abilities, something to per­
fect your programming skills.Your answer 
is waiting for you: Lotus Notes & Domino 
Essential Reference. It's compact and simply 
designed. It's loaded with information. All 
of the objects, classes, functions, and 
methods are listed. It shows you the 
object hierarchy and the overlaying rela­
tionship between each one. It's perfect for 
you. Problem solved. 

Networking Titles 

Cisco Router 
Configuration & 
Troubleshooting 

-------' 

Cisco Router 
Configuration & 

Troubleshooting 
By Pablo Espinosa and 
Mark Tripod 

1st Edition Winter 1998 

300 pages, $34.99 

ISBN:0-7357-0024-9 

Want the real story on making your 
Cisco routers run like a dream? Why not 
pick up a copy of Cisco Router 
Configuration & Troubleshooting and see 
what Pablo Espinosa and Mark Tripod 
have to say? They're the folks responsible 
for making some of the largest sites on 
the Net scream, like Amazon.com, 
Hotmail, USAToday, Geocities, and Sony. 
In this book, they provide advanced con­
figuration issues, sprinkled with advice 
and preferred practices.You won't see a 
general overview on TCP /IP-we talk 
about more meaty issues like security, 
monitoring, traffic management, and 
more. In the troubleshooting section, the 
authors provide a unique methodology 
and lots of sample problems to illustrate. 
By providing real-world insight and 
examples instead of rehashing Cisco's 
documentation, Pablo and Mark give net­
work administrators information they can 
start using today. 



Implementing & 
Troubleshooting 
LDAP 

Implementing & 

Troubleshooting LDAP 
By Robert Lamothe 
1st Edition Spring 1999 
400 pages, $29.99 
ISBN: 1-56205-947-5 

i\ 
~----~ While there is some lim-
ited information available about LDAP, 
most of it is RFCs, white papers, and 
books about programming LDAP into 
your networking applications. That leaves 
the people who most need information­
administrators-out in the cold. What do 
you do if you need to know how to 
make LDAP work in your system?You 
ask Bob Lamothe. Bob is a UNIX 
administrator with hands-on experience 
in setting up a corporate-wide directory 
service using LDAP. Bob's book is NOT 
a guide to the protocol; rather, it is 
designed to be an aid to administrators to 
help them understand the most efficient 
way to structure, encrypt, authenticate, 
administer, and troubleshoot LDAP in a 
mixed network environment. The book 
shows you how to work with the major 
implementations of LDAP and get them 
to coexist. 

Implementing 
Virtual Private 
Networks: 

Implementing Virtual 
Private Networks: 
A Practitioner's Guide 
By Tina Bird and Ted 

A Practitioner's Guide Stockwell 
1st Edition Spring 1999 

..._iii.i1 ____ ( 1~_,,~~_t;_,.~ 300 pages, $29.99 

ISBN: 0-73570-047-8 

Tired oflooking for decent, practical, 
up-to-date information on virtual private 
networks? Implementing Virtual Private 
Networks, by noted authorities Dr. Tina 
Bird and Ted Stockwell, finally gives you 
what you need-an authoritative guide 

on the design, implementation, and 
maintenance of Internet-based access to 
private networks. This book focuses on 
real-world solutions, demonstrating how 
the choice of VPN architecture should 
align with an organization's business and 
technological requirements. Tina and Ted 
give you the information you need to 
determine whether a VPN is right for 
your organization, select the VPN that 
suits your needs, and design and imple­
ment the VPN you have chosen. 
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Windows NT® 
Terminal Server 
and Citrix MetaFrame 

Ted Harwood is the Senior Netw~rk Engineer with 
Davocom One, a network design and implementation firm 
specializing in Citrix and Microsoft technology. As a 
Terminal Server beta tester and one of the very first 
Certified Citrix Administrators, Mr. Harwood has years of 
experience implementing the thin client technology that 
underpins Microsoft NT Terminal Server and Citrix 
MetaFrame, and is uniquely qualified to share his insight 
and real-world expertise. 

Mr. Harwood begins with a brief but technical overview 
for those new to NT thin client technology. Moving 
quickly to the heart of the material, he illustrates the best 
practices for getting the products up and running on your 
network. He closes with a comprehensive solutions guide. 

Intended for experienced administrators and consultants 
responsible for integrating Terminal Server and Citrix 
MetaFrame solutions into their networks, this book 
provides solid advice and practical solutions to help you 
when you need it the most. Windows NT Terminal Server 
and Citrix MetaFrame is the most relevant, informative, 
and focused reference available on these thin client 
technologies. 

If you use Windows NT 
Terminal Server and Citrix 
MetaFrame in your enterprise 
network, this book offers 
practical advice to help you: 

Install, configure, and optimize 
Windows Terminal Server and 
Citrix MetaFrame on your network 

Set up user software on Windows•, 
Macintosh•, UNIX0

, and Java™ 
clients 

Create logon scripts and 
application compatibility scripts 

Determine the applications that 
are best suited to run on Terminal 
Server, then install and 
troubleshoot those applications 

Establish a performance baseline 
and effectively monitor network 
performance 

Implement remote access to 
corporate computing resources 

Publish applications to the Web 
with MetaFrame and access 
Terminal Server across the Internet 

Establish and utilize a disaster 
recovery plan 

Secure your thin client servers 
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