





































































































































































































































































































































































































































































































































































































































































































































































































Command Reference

The tables in this section provide categorized lists of commands that enable
you to quickly access the complete reference information in the alphabetical
command section.

Account Management Commands

These commands manage the local or domain user account database.

Command

Description

ADDUSERS [RK]
AUDITPOL [RK]
DISKUSE [RK]
DUMPEL [RK]
GLOBAL [RK]
IFMEMBER [RK]
LOCAL [RK]
NET ACCOUNTS
NET COMPUTER

NET GROUP

NET LOCALGROUP
NET USER
PULIST [RK]
USRSTAT [RK]
WHOAMI [RK]

Creates, updates, and deletes user accounts.
Displays or alters Windows NT auditing policies.
Displays file usage statistics by user.

Dumps a formatted event log.

Displays the names of members of a global group.
Tests group membership.

Displays the names of members of a local group.
Manages user account database policies.

Adds or deletes computers from a Windows NT
domain.

Manages global groups.

Manages local groups.

Manages user accounts.

Displays process and user accounts.
Displays user statistics for a domain.

Displays the current user name and domain name.
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System Management Commands

These commands provide general computer and system management.

Command Description

AT Schedules commands to execute at a specified time
and date.

CMD Executes the default Windows NT command shell.

COMMAND Executes the MS-DOS command shell.

DATE Displays or sets the system date.

DUMPEL [RK] Dumps a formatted event log.

EXIT Exits the current command shell.

INSTSRV [RK] Installs or removes a Windows NT service exe-
cutable.

KILL [RK] Kills a process.

. LOGEVENT [RK]

LOGOFF [RK]
NET COMPUTER

NET CONFIG SERVER
NET CONFIG WORKSTATION
NET CONTINUE

Logs an event in the application event log.
Logs off the current Windows NT session.

Adds or deletes computers from a Windows NT
domain.

Configures the server service.
Configures the workstation service.

Continues services.

NET NAME Manages messenger service names.

NET PAUSE Pauses services.

NET SEND Sends a messenger service message.

NET SESSION Manages server computer connections.

NET SHARE Manages printer and directory shares.

NET START Starts services.

NET STATISTICS Displays server and workstation service statistics.

NET STOP Stops services.

NET TIME Displays and synchronizes to remote computer
time.

NET USE Manages remote connections.

NET VIEW Displays available network resources.

NTBACKUP Automatic volume backup.

PERMCOPY [RK]

Copies share permissions.

PULIST [RK] Displays process and user accounts.

REG [RK] Manipulates the Windows NT registry.
RMTSHARE [RK] Manages shares on a remote computer.
SC [RK] Manages Windows NT services.

SCLIST [RK] Displays services on specified computer.
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SCOPY [RK]
SHUTDOWN [RK]

SOON [RK]
SRVINFO [RK]
SUBST

TIME
TRANSLATE [RK]
USRSTAT [RK]
VER

WINAT

Copies files and security information.

Initiates Windows NT shutdown on the specified
computer.

Executes a scheduled command in the near future.
Displays general computer and server information.
Creates virtual drive mappings.

Displays or sets the system time.

Translates a Windows NT error code to text.
Displays user statistics for a domain.

Displays Windows NT version information.

Schedules commands to execute at a specified time
and date.

Command

Application Control Commands

These commands provide application control.

Description

ASSOC
ASSOCIATE [RK]
AT

ATTRIB

CMD
COMMAND

EXIT

FTYPE

KILL [RK]
LOCAL [RK]
LOGOFF [RK]
PULIST [RK]
REG [RK]
SCLIST [RK]
SHUTDOWN [RK]

SLEEP [RK]
SOON [RK]
START
WINAT

Displays and alters file associations.
Creates or deletes file associations.

Schedules commands to execute at a specified time
and date.

Displays or changes the attributes of one or more
files.

Executes the default Windows NT command shell.
Executes the MS-DOS command shell.

Exits the current command shell.

Displays and alters file types.

Kills a process.

Displays the names of members of a local group.
Logs off the current Windows NT session.
Displays process and user accounts.

Manipulates the Windows NT registry.

Displays services on specified computer.

Initiates Windows NT shutdown on the specified
computer.

Pauses execution for a specified period of time.
Executes a scheduled command in the near future.

Executes a command in a new window or console
window.

Schedules commands to execute at a specified time
and date.
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Network Management Commands

These commands provide network control and management.

Command

Description

DUMPEL [RK]
NET COMPUTER

Dumps a formatted event log.

Adds or deletes computers from a Windows NT
domain.

NET FILE Manages open files on a server.

NET NAME Manages messenger service names.

NET SEND Send a messenger service message.

NET SESSION Manages server computer connections.

NET SHARE Manages printer and directory shares.

NET TIME Displays and synchronizes to remote computer
time.

NET USE Manages remote connections.

NET VIEW Displays available network resources.

PERMCOPY [RK]
RMTSHARE [RK]
SHUTDOWN [RK]

Copies share permissions.
Manages shares on a remote computer.

Initiates Windows NT shutdown on the specified
computer.

SRVINFO [RK] Displays general computer and server information.
USRSTAT [RK] Displays user statistics for a domain.
WHOAMI [RK] Displays the current user name and domain name.

File and Directory Commands

These commands provide file and directory control and management.

Command Description

ATTRIB Displays or changes the attributes of one or more
files.

CACLS Displays and modifies access control lists of files.

cb Changes or displays the current directory.

CHDIR Changes or displays the current directory.

COPY Copies files.

DEL Deletes files.

DIR Lists files in a directory.

DIRUSE [RK] Displays directory and file space usage statistics.

DISKUSE [RK] Displays file usage statistics by user.

ERASE Deletes files.

FC Compares files.
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FIND
FINDSTR
MD

MKDIR
MORE

MOVE

NET FILE
NTBACKUP
RD

REN
RENAME
REPLACE
RMDIR
ROBOCOPY [RK]
SCOPY [RK]
SORT
SUBST
TYPE
XCACLS
XCOPY

Filters text files for matching lines.
Searches for strings in files.

Creates directories.

Creates directories.

Filters text files into pages.

Moves files from one directory to another.
Manages open files on a server.
Automatic volume backup.

Deletes directories and their contents.
Renames files and directories.

Renames files and directories.

Replaces files with updated versions.
Deletes directories and their contents.
Replicates file and directory trees.

Copies files and security information.
Sorts text lines.

Creates virtual drive mappings.

Displays a text file in the console window.
Displays and modifies access control lists of files.

Copies files and directories.

Scripting Language Commands

These commands comprise the core shell scripting language.

Command Description

CALL Invokes another script file or script label as a
procedure.

CHOICE [RK] Obtains keyboard input for script.

CLIP [RK] Captures command input to the clipboard.

cLS Clears the console window.

CMD Executes the default Windows NT command shell.

COLOR Sets the console window foreground and back-
ground colors.

COMMAND Executes the MS-DOS command shell.

DOSKEY Manages command editing, history, and macros.

ECHO Controls command output to console window.

ENDLOCAL Ends localized scope for environment variable

EXIT

changes.

Exits the current command shell.
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FOR
GOTO
IF
PATH
PAUSE
POPD
PROMPT
PUSHD

REM
SET

SETLOCAL

SHIFT
START

TITLE
VER

Iterates commands.

Transfers control to a script label.

Executes commands conditionally.

Sets the command search path.

Pauses script execution.

Restores previously saved drive and directory.
Sets the command shell prompt.

Saves current directory and changes to new
drive/directory.

Comments.

Sets environment variables and performs arithmetic
computations.

Begins localized scope for environment variable
changes.

Accesses additional command arguments.

Executes a command in a new window or console
window.

Sets the title text of the console window.
Displays Windows NT version information.




Alphabetical Listing
of Commands

The rest of this part provides a complete alphabetical command reference for
all Windows NT shell commands. In addition, the following topics in this sec-
tion provide summary information on various aspects of shell scripting:

Command Line Editing Standard Variables

Command Line Syntax Variable Syntax

Parameter Syntax

The formatting used in the syntax descriptions accompanying each command is
described in the introduction of this book. Some of the more common syntax
elements used in commands are shown in the following table.

Syntax Description

.ext A file extension, typically of 1 to 3 letters, prefixed
with a period. ’

args An arbitrary list of command arguments, typically
separated by spaces.

command Any valid Windows NT scripting command, possi-
bly including arguments.

command-name Any valid Windows NT script command name,
without arguments.

computer A NetBIOS computer name, typically prefixed

- with \\.

drive: A drive letter followed by a colon character.

file , A combination of a drive letter, path and file name.

filename A file name only, without a drive or directory path.

This can be a long file name, possibly including
spaces, unless noted otherwise.

filetype A registry defined file type name.
label A script label.
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nn A decimal number.

path A directory path. One or more directory names
separated by backslash characters. Paths that begin
with a backslash are absolute paths that start at
the root directory. Paths that begin with a directory
name are relative to the current directory.

switches If a command has a large number of optional
switches, these are all represented by switches in
the command syntax.

uncname A UNC name, such as \\server\share\path.
var An environment variable name.
Reserved shell character Any of the special characters g, !, (,) or ~.

Where a command has several syntax variations, these are numbered in the
syntax description. The text then refers to a specific variation by this number.
For example, Assoc(2) refers to syntax variant 2 of the Asso¢c command.

Command examples follow the conventions used throughout this book.
Commands are shown in lowercase except for variable names and script labels,
which are shown in uppercase.

ADDUSERS [RK]

Creates, updates and deletes user accounts.

Syntax:

1. ADDUSERS [\\computer] /D [drive:][path]filename [/S:c]
2. ADDUSERS [\\computer] /C [drive:][path]filename [/S:c]
3. ADDUSERS [\\computer] /E [drive:][path]filename [/S:c]

Switches:
/D Dumps user accounts to filename.
/C Creates accounts as specified by the contents of filename.
/E Deletes accounts as specified by the contents of filename.
/Sic Sets the field delimiter character to c.

The ADDUSERS command creates, updates, or deletes user accounts on the speci-
fied computer. The local account database is used if no computer is specified.
Account information is accessed via a text file, allowing large numbers of
accounts to be rapidly processed.

The account file used by ADDUSERS is a text file containing comma-delimited
records suitable for processing with a spreadsheet program. If required, the /s
switch changes the delimiter character used in the file.
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Use ADDUSERS (1) to dump the account database of the specified computer (or, by
default, the local computer) to the specified filename. This records account
information for later restore, if needed. It also creates a prototype account file
to assist in the preparation of a new file for ADDUSERS(2) and ADDUSERS(3). All
information about accounts, local groups and global groups is saved except
account password information.

Use ADDUSERS (2) to create accounts, local groups and global groups.
Information for the accounts to create is taken from the specified account file.
Passwords for newly created accounts are left blank.

Use ADDUSERS (3) to delete accounts, local groups and global groups.
Information for the accounts to delete is taken from the specified account file.
Take care when deleting accounts—the Windows NT security model does not
allow an account to be recreated once deleted.

The account file is a text file that is divided into three sections: for user

accounts, local groups and global groups. Each section begins with a header,
which is [user] for the user account section, [Global] for global groups, and
[Local] for local groups. Not all sections need be present in the account file.

Following the appropriate header are individual records for each user, global
group, or local group, one record per line. For user accounts, the record is
organized as follows:

User Name, Full Name, Password, Home Drive, Home Path, Profile, Script
For global groups, the record is organized as follows.

Global Group Name, Comment, UserName, ...
For local groups, the record is organized as follows.

Local Group Name, Comment, UserName, ...

For both global and local groups, the UserName element is repeated as often
as needed for each user in the group.

ASSOC

Displays and alters file associations.

Syntax:

ASSOC

ASSOC .ext

ASSOC .ext=

ASSOC .ext=filetype

BN =

The Assoc command displays and alters the mapping between file extensions
and file types. A file type is a named registry entry describing a type of file and
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how to launch its associated application. Use AssoC to connect a file type to one
or more file extensions (and hence to an application). File types are manipulat-
ed by the FTYPE command.

Use Assoc(1) to display all current associations, and Assoc(2) to display a spe-
cific association. Use ASS0C(3) to delete an existing association, and ASS0C(4) to
create a new association or change an existing one.

After you create an association, you can automatically invoke an application
by opening a file with the associated extension. You can also use the PATHEXT
standard variable to further automate the association.

Example:

ftype NotePad=notepad.exe "%1"
assoc .abc=NotePad
set PATHEXT=%PATHEXT%;.abc

These commands first create a new file type called NotePad, which will execute
NOTEPAD.EXE. Then the file extension .ABC is associated with this type.
Finally, the .ABC extension is added to the path extension list. Once these com-

mands are executed, entering DATA at the command prompt opens the file
DATA.ABC in Notepad.

Notes:

File type information and file extension associations are stored in the
HKEY_CLASSES_ROOT section of the registry. Therefore, changes made
using the AsSoc command are retained across system shutdowns and will affect
all users.

See also: ASSOCIATE, FTYPE, Standard Variables, START

ASSOCIATE [RK]

Creates or deletes file associations.

1. ASSOCIATE .ext
2. ASSOCIATE .ext /D [/F]
3. ASSOCIATE .ext [drive:]{pathlfilename [/F]

Switches:
/D Deletes association.
/F Forces operation without a confirmation.

The assocIATE command displays and alters the associations between file exten-
sions and an application. ASSOCIATE combines the Assoc and FTYPE commands
into a single step process.
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Use AssOCIATE(1) to display the association for a file extension. Use ASSOCI -
ATE(2) to delete an existing association. The /F switch forces the deletion with-
out prompting for confirmation. Use ASSOCIATE(3) to create an association or
change an existing association. The /F switch forces the change without confir-
mation, should an existing association already exist.

ASSOCIATE automatically creates an intermediate file type to connect the speci-
fied file extension and application. This type is named extfile, where ext is
taken from the file extension specified.

Notes:

Although ASSOCIATE is easier to use, ASSOC and FTYPE are preferred, as they are
more flexible, and provide a finer grained control of file type associations.

File type information and file extension associations are stored in the
HKEY_CLASSES_ROOT section of the registry. Therefore, changes made
using the ASSOCIATE command are retained across system shutdowns and will
affect all users.

See also: Assoc, FTYPE

AT, WINAT [RK]

Schedules commands to execute at a specified time and date.

Syntax:
1. AT [\\computer]
2. AT [\\computer] /DELETE [/YES]
3. AT [\\computer] id /DELETE
4. AT [\\computer] time [/INTERACTIVE] "command"
5. AT [\\computer] time [/INTERACTIVE] /NEXT:date[,...] "command"
6. AT [\\computer] time [/INTERACTIVE] /EVERY:date[,...] "command"
Switches:
/DELETE Deletes either the specified command or all
commands.
/YES Deletes all commands without prompting for con-
firmation.
/INTERACTIVE Allows the scheduled command to interact with the
desktop.
INEXT Specifies that the command executes once on the
specified date.
/EVERY Specifies that the command executes repeatedly on

the specified date:
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The AT command schedules a Windows NT command for later execution. The
WINAT command offers a GUI to the AT command. By default, the AT command
schedules commands on the local computer. Specify computer to schedule com-
mands on remote computers.

Use AT(1) to display a list of all currently scheduled commands. This also pro-
vides a list of command identifiers (ID numbers). Use AT(2) to delete all sched-
uled commands. The /Yes switch skips the confirmation prompt. Use AT(3) to

delete a specific command by command ID number.

Use AT(4) to schedule a command to execute once at the specified time. If the
time specified is later than the current clock time, the command will execute
later the same day. If the time is earlier than the specified time, the command
will execute at that time the next day. After the command executes it is auto-
matically deleted from the scheduled command list.

Use AT(5) to execute a command once at a specified time and date. The date
value is either the name of a day of the week or a day of the month. If omitted,
the current day of the month is assumed. If the day or date is earlier in the
week or month than the current day or date, the command is scheduled for the
next week or month. If the day or date is the same as the current day or date,
the command may execute today, next week, or next month, depending upon
the value of time.

Use AT(6) to execute a command repeatedly at the specified time and date, or
time and day of the week. The syntax is identical to AT(5) except for the use of
the /EVERY switch instead of /NEXT.

For all command forms, specify time using either am/pm or a 24-hour clock
format. Spaces are not permitted in the time string.

The /INTERACTIVE switch allows the command to interact with the Windows
NT desktop when executed.

Example:

at 3:00am /every:Saturday "backup c: d:"
at 15:00 /next:15 /interactive "reminder birthday"

Notes:

The AT command relies upon the Windows NT Schedule service to execute
scheduled commands. If necessary, start this service using Windows NT
Control Panel or the WINAT [RK] command. The service must execute in an
account with sufficient rights to access the resource needed by the command,
such as shared directories.
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Commands can execute when no interactive user is logged on. Therefore, do
not rely on interactive drive mappings to network shares. Either use UNC
names in commands, or include the necessary NET USE commands to map the
shares to drives.

Administrator rights are required to schedule commands. Scheduled commands
are preserved across system restarts.

See also: soon

ATTRIB

Displays or changes the attributes of one or more files.

Syntax:

1. ATTRIB [/S]
2. ATTRIB [drive:][path]filename [/S]
3. ATTRIB [+R | -R] [+A | -A] [+S | -S] [+H | -H] [drive:][path]filename [/S]

Switches:
+R | -R Sets or resets the read-only attribute.
+A L -A Sets or resets the archive attribute.
+5 1 -§ Sets or resets the system attribute.
+H | -H Sets or resets the hidden attribute.
/s Searches for matching files in all sub-directories.

The ATTRIB command sets or resets the attributes of specified files. Attributes
include R for read-only files, A for archived files, s for system files, and H for
hidden files. Use the “+” form to set the attribute, and the “-” form to reset it.

Use ATTRIB(1) to display the attributes of all files in the current directory. The
/8 switch displays attributes of files in the current directory and all sub-directo-
ries. Use ATTRIB(2) to display the attributes for a single file or a set of files
matching a wildcard file name. Use ATTRIB(3) to alter attributes of the specified
file or files. You can specify multiple attributes to alter by placing a space
between each attribute.

Use the filename argument to specify the files to alter or display. Wildcards can
be used. If no file name is specified, *.* is assumed. Note that ATTRIB requires a
space between the end of the file name and the /s switch, if present.

Example:

attrib +r +s +h c:\boot.ini

See also: DIR, DEL.
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AUDITPOL [RK]

Displays or alters Windows NT auditing policies.

Syntax:

1. AUDITPOL [\\computer]
2. AUDITPOL [\\computer] [/ENABLE | /DISABLE] [/cat:opt] [...]

Switches:
JENABLE Enables auditing (default).
/DISABLE Disables auditing.
/cat:opt Sets auditing options for audit category cat to opt.

The Aub1tPoL command displays or alters Windows NT auditing policies. By
default, the AupITPOL command processes policies on the local computer.
Specify computer to process policies on remote computers

Use AUDITPOL (1) to display current policies for the specified computer or the
local computer. Use AUDITPOL (2) to alter auditing policies. The /ENABLE or
/DISABLE switches enable or disable auditing. Each category switch (/cat:opt)
sets specific policies for the computer.

The categories used for cat are as follows:

¢ System Audit system events.

¢ Logon Audit logon/logoff events.

¢ Object Audit object access.

o Privilege Audit use of privileges.

* Process Audit process creation and termination.
e Policy Audit security policy changes.

* Sam Audit SAM changes.

Each category is followed by an opt option to control the auditing for that cat-
egory. The options used for opt are as follows:

* Success Audit success events.

¢ Failure Audit failure events.

o All Audit all events in this category.

e None Do not audit this category.
Example:

auditpol \\transfer-4 /enable /logon:failure
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AUTOEXEC.BAT
The MS-DOS startup script.

Windows NT does not process AUTOEXEC.BAT in the same way as MS-DOS.
The script file is not processed at system startup. Instead, Windows NT scans
CAAUTOEXEC.BAT during logon. During scanning, any SET and PATH com-
mands are processed, thus adding to or modifying the user environment vari-
ables. Environment variables set through AUTOEXEC.BAT are set after those
defined for the system and the user through Control Panel. These variables are
then available to all applications, including Windows NT command shell
sessions.

Windows NT only scans AUTOEXEC.BAT; it does not execute it. If the script
contains conditional statements (IF, G0TO, etc.) that are used to control the set-
ting of environment variables, the results can be unpredictable.

The PATH variable is treated specially. Any PATH commands or SET PATH com-
mands in AUTOEXEC.BAT append the path value to the current path, rather
than over-writing it.

You can disable the processing of AUTOEXEC.BAT at logon using the follow-
ing registry value:

HKEY_CURRENT_USER\Software\Microsoft\

Windows NT\CurrentVersion\Winlogon\ParseAutoexec

Set this value to a type of DWORD and a value of 1 to enable parsing, or 0 to
disable parsing. Note that this value is per-user, not per-system.

Notes:

The Windows NT Resource Kit ships with a tool, AUTOEXNT, which enables
Windows NT to execute an equivalent to AUTOEXEC.BAT at startup.

CACLS, XCACLS [RK]

Displays and modifies access control lists of files.

Syntax:

CACLS [drive:][path]}filename [/T]
XCACLS [drive:][path]filename [/T]
CACLS [drive:][path]filename [switches]
4. XCACLS [drive:][path]}filename [switches]

w N =

Switches:

T Processes files in the current directory and all sub-
directories.

/E Edits ACLs instead of replacing them.
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/C Continues on access denied errors. '

/G user:perm;sp Grants user-specified permission (sp is valid for
XCACLS only).

IR user Revokes specified users access rights.

/P user:perm;sp . Replaces specified users access rights (sp is valid for
XCACLS only).

/D user Denies specified user access.

Y Skips confirmation and prompt when replacing

access rights (xcAcLS only).

The cacLs command displays and alters the access permissions on files and
directories. The xcAcLS[RK] command is an extended form of the CACLS com-
mand. Both commands operate only on files stored on NTFS partitions.

Use CACLS(1) or XCACLS(2) to display the current permissions for one or more
files or directories. Use the /T switch to include subdirectories. Wildcards may
be specified for filename.

The output of cacLs(1) and xcacLs(2) differs depending on the type of object
being displayed. For files, the commands display the name of the file and the
associated permissions. Each permission is displayed as the name of a user of
group, followed by the permission granted to that user or group. For example,
BUILTIN\Guests:F indicates that the Guests group has full permission on the file.

When directory permissions are displayed, the output consists of two lines for
each user or group granted access to the directory. The first line shows file per-
missions, while the second shows directory permissions. Each permission type
is identified by a two letter code as follows:

Permission Code Permission Type Description

(01 Object Inherit Specifies the permissions that are
inherited by files copied into or cre-
ated in this directory.

(I0) : Inherit Only Specifies that the OI or CI permis-
sions apply only to created or
copied files, and not to the directo-
ry itself.

(CI) Container Inherit Specifies the permissions that are
inherited by directories copied into
or created in this directory.

(NP) No Propagation Specifies that the listed permissions

are not be to propagated into new
ACLs.
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Use cACLS(3) or XCACLS(4) to modify or replace the permissions for the files and
directories specified. These commands edit or replace the access control lists
(ACLs) that are used to control access rights to files and directories. By default,
cacLs/xcacLs replaces the entire ACL with a new one based on the supplied
switches. Use the /E switch to edit the existing ACL instead (that is, the exist-
ing ACL is altered by the cacLs/xcacLs command, rather then being replaced by
a new one).

The /R switch removes all ACL entries (ACEs) for the specified user from the
ACL, thus revoking all rights for that user. This makes sense only when editing
the ACL (with the /e switch), since replacing the ACL will revoke all existing
permissions anyway. Multlple user names can be specified following the /r
switch.

The /p switch adds an access denied ACE to the ACL for the specified user.
This denies all access for the specified user. Multiple user names can be speci-
fied following the /b switch.

The /a6 switch specifies an access allowed ACE for the specified user. Specify
permissions granted to the user using perm. The following table shows valid
characters that can be part of perm.

Valid Character Description

Read access.

Change (write) access.

Full control.

Change permissions (special access).
Take ownership (special access).
Execute (special access).

Read (special access).

Write (special access).

UgmEXo=" T

Delete (special access).

The R (read), ¢ (change, that is, write) and F (full control) permissions are nor-
mal permissions, which are actually combinations of the other (special access)
permissions. These are the only permissions accepted by cacLs; the other per-
missions are recognized by xcacLs only.

The /P switch is similar to /6, except that the specified permissions replace any
that already exist when editing an ACL.

When applied to a directory, the XcACLS command can manipulate the directory
permissions and file inheritance permissions separately. Specify directory per-
missions in perm and file inheritance permissions in sp.
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Notes:

Group names can be substituted for user names anywhere in a cacLs/xcacLs
command. These should be quoted if they contain spaces.

When evaluating permissions, Windows NT will stop processing an ACL when
access has been explicitly denied or granted. Therefore, always place access
denied ACEs before access granted ACEs in an ACL (that is, place all /b
switches before /G and /P switches).

CALL

Invokes another script file or script label as a procedure.

Syntax:

1. CALL [drive:][path]filename [args]
2. CALL :label [args]

The cALL command invokes another script as a procedure. The invoked script is
executed and, upon completion, execution of the current script continues at the
statement following the CALL statement.

Use cALL(1) to call a script in another file (either .BAT or .CMD). Execution
begins at the first line in the file. Use cALL(2) to call a script procedure within
the current script file, at the location specified by 1abel. Execution begins at
the first line following the specified label. You must always precede 1abel with
a colon. :

Execution of the procedure ends when the end of the script file is reached. You
can quickly jump to the end of the script file using Goto :E0F, which therefore
acts as a “return” statement for the procedure.

Arguments to the procedure are handled in a similar manner to those passed to
a script from a command line, including special parameter substitutions.

The environment is shared between the caller and the callee. Thus the callee
can access variables set by the caller, and can use a variable to return a result
from the procedure upon completion. A common convention is to use the RET
variable for this purpose.

Example:

echo Step 1
call :SuB1
echo step 3
goto :EOF

18UB1
echo Step 2
goto :EOF
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This sample displays the following when executed:

Step 1
Step 2
Step 3

See also: GoTo, Labels, Parameter Syntax

CD

See CHDIR.

CHDIR, CD

Changes or displays the current directory.

Syntax

CHDIR [drive:]

CHDIR path

CHDIR [/D] drive:path
CHDIR ..

CD [drive:]

CD path

CD [/D] drive:path

8. CD ..

~N o oA WD -

Switches:

/D Changes the current drive in addition to changing the current
directory.

The cHDIR command displays or alters the current directory for a specified
drive. The ¢b command is a synonym for CHDIR.

Use CHDIR(1) or ¢D(5) to display the current directory for a drive. If no drive is
specified, the current directory for the current drive is displayed.

Use CHDIR(2) or ¢D(6) to change the current directory on the current drive. The
specified path can be absolute (starting at the root of the drive) or relative to
the current directory. Use CHDIR(3) and ¢D(7) to change the current directory on
a specified drive. If the /b switch is specified, the current drive changes to
drive.

Use CHDIR(4) or CD(8) to move one level up the directory tree (towards the root
directory) on the current drive. This command is not valid at the root of a
directory tree.

The cHpIR command changes the case of the specified path to match that actu-
ally found in the directory tree. If the command shell prompt includes the cur-
rent path name, this is reflected in the displayed path name.
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Unlike most other shell commands, the cHDIR command accepts path names
containing spaces without the need to use double quotes, although these can
still be used if desired. Also, cHDIR allows wildcards as path names, and
changes to the first directory found whose name matches the wildcard speci-
fied. This is convenient with long directory names, as it is only necessary to
type enough of the path name to uniquely identify the directory, and then add
a trailing “*” to the path name.

Command completion editing is particularly useful with the ¢HpIR command, as
only the first few characters of the directory path need to be typed, followed
by the command completion key.

Notes:

Current directories are maintained independently for each drive and command
shell. New command shells inherit the current drive and directories of the
invoking command shell.

See also: MkDIR, RMDIR, Command Line Editing

CHOICE [RK]

Obtains keyboard input for script.

Syntax:
1. CHOICE [/C:choices] [/N] [/S] [/T:c,nn] [prompt)

Switches:
/C Specifies allowed choices.
IN Do not display choices and prompt character.
/S Treat choices as case sensitive.
/T Default choice after a specified timeout.

The cHoicE command waits for the user to type a keystroke and then returns
this keystroke as an exit code. The keystrokes allowed are specified by choices.
The default choices are YN. Normally, choices are not case sensitive. Use the /s
switch to make choices case sensitive.

Use cHOICE(1) to display the prompt text followed by a list of valid choices in
brackets and a question mark. The /N switch suppresses the display of the
choice list and question mark, in which case only prompt is displayed.

By default, the cHoICE command waits forever for user input. The /T switch
specifies a default choice ¢ and a timeout period of nn seconds. If there is no
user input within nn seconds after displaying the choice, cHOICE automatically
returns choice c.
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The cHoIcE command returns the selected choice as an exit code value. The
choice is returned as an index into the choices choice list, with the first choice
corresponding to 1. Thus the default YN choice list returns an exit code of 1 for
Y and 2 for N. The exit code value is available via the IF ERRORLEVEL command
and %ERRORLEVELS variable.

Example:

cmd /c choice /c:SPX Enter network card type
if errorlevel 3 goto card_X

if errorlevel 2 goto card_P

if errorlevel 1 goto card_S

echo invalid choice

goto exit

Notes:

The 1F ERRORLEVEL command is true if the exit code is greater than or equal to
the specified value. Therefore test choice values in descending order to ensure
correct operation.

Some versions of the CHOICE command, including the version shipped with the
Windows NT Resource Kit, contain a bug. After the cHoICE command executes,
console input is suppressed for future interactive commands within a script. To
avoid this problem, execute the cHoICE command within a nested command

shell.

CLIP [RK]

Captures command input to the Clipboard.

Syntax:

1. CLIP < [drive:][path]filename
2. command | CLIP

The cL1P command captures its command input and places it as text in the
Windows NT Clipboard. It is then available for pasting into any Windows
application.

Use cLIP(1) to place the contents of the specified file into the Clipboard. Use
CLIP(2) to capture the command output from command and place it in the

Clipboard.

Example:

dir | clip

CLS

Clears the console window.
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Syntax:

1. CLS
The cLs command clears the console window and positions the cursor to the
top left location in the window. The window is cleared to the colors specified

for this window. These are selected either via the console window menu or via
the cOLOR command.

If you use large console windows (larger than the default 80 columns by 25
rows), then the cLs command is useful before executing legacy applications that
only execute in 80 column by 25 row mode. Using CLS first ensures that the
unused portions of the console window are cleared of distracting characters.

See also: coLoR

CMD

Executes the default Windows NT command shell.

Syntax:

1. CMD [/X | /Y] [/A } /U] [/Q] [/T:bf]
2. CMD [/X ! /Y] [/A ! JU] [/Q] [/T:bf] /C command
3. CMD /X | /Y] [/A } /U] [/Q] [/T:bf] /K command

Switches:

/X Enable command extensions (default).

Y Disable command extensions. ,

/A All command output to files or pipes will be ANSI (default).

U All command output to files or pipes will be Unicode.

/Q Turn echo off by default when executing scripts (non-
functional).

/T Sets foreground and background window colors.

/C Execute command specified and then terminate shell. _

/K Execute command specified and then prompt for additional
commands.

The cMp command invokes a Windows NT command shell. Use cMp(1) to
invoke a normal shell, which then prompts for commands to execute. Use
CMD(2) to execute command. After execution completes the shell terminates. Use
CMD(3) to execute command. After execution completes the shell remains in mem-
ory and prompts for additional commands.
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The /x and /v switches control command extensions. Windows NT 4.0 intro-
duced numerous extensions to shell syntax and commands, and these exten-
sions are enabled with the /x switch (the default) or disabled with the /v
switch. Generally the new command extensions are backward compatible, but
it might be necessary to disable command extensions (using /Y) when executing
some legacy scripts.

The default state of command extensions can be toggled using the Registry key:

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\EnableExtensions

Set this value to a type of bworD and a value of 0 to disable command exten-
sions by default. In this case, the /x switch is required on each invocation of
cMD to enable command extensions.

The /A and /u switches control the format of command output sent to a pipe
or file by this command session. If /A is used (the default), output will be 8-bit
ANSI characters. If /u is used, output will be 16-bit Unicode characters.

The /7 switch changes the foreground and background colors used by the con-
sole window. See the coLors command for the meaning of the bf argument. If
/T is not specified, the command shell uses the current console window colors,
or the colors specified in the shortcut used to start the console window. If none
of these are specified, the colors set in the Control Panel Console settings are
used.

Notes:

The /q switch (not listed in the preceding text) is documented as disabling com-
mand script echo. However, it appears to be non-functional in all versions of
the command shell tested.

The /e switch is also not functional, although for backward compatibility,
CMD.EXE accepts it. Microsoft Knowledge Base article Q158141 states that
this switch alters the size of the environment available under Windows NT.
This information is incorrect. Windows NT does not set a fixed upper limit on
the size of the environment used by 32-bit applications, including CMD.EXE.
Example:

cmd /x /c "myscript.bat"

This command executes the script MYSCRIPT.BAT with command extensions
enabled, and then terminates the shell session.

See also: commanp, Command Line Editing, Command Line Syntax, ECHO, COLOR
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COLOR

Sets the console window foreground and background colors.

Syntax:

1. COLOR
2. COLOR bf

The coLor command changes the foreground and background colors of the cur-
rent console window. Use COLOR(1) to restore the console window colors to
those in effect when the command shell was started.

Use COLOR(2) to set the colors to bf. This is a two character parameter, the first
character of which specifies the background color, the second the foreground
color. The colors are taken from the following table.

0 Black 8 Gray

1 Blue 9 Light Blue

2 Green A Light Green

3 Aqua B Light Aqua

4 Red C Light Red

S Purple D Light Purple

6 Yellow E Light Yellow

7 White F Bright White
Example:

color 17

This coLor command displays white text on a blue background.
Notes:

The console window colors can also be changed using the Properties dialog
box for the console window. Click the title bar icon to access this dialog box.

In addition, the /T switch can be used to alter the colors when starting a new
command shell via the cMp command. Default colors for a console window can
be set using the Properties dialog box for any Command Prompt shortcut.
Finally, the default colors for all console windows can be set via the Control
Panel Console dialog box.

See also: cLs

COMMAND
Executes the MS-DOS command shell.
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Syntax:

1. COMMAND [/E:nn]
2, COMMAND [/E:nn] /C command

Switches:
/E Specifies the number of bytes to reserve for environment vari-
able storage.
/C Execute command specified and then terminate.

The commanp command invokes an MS-DOS command shell. Windows NT pro-
vides a 16-bit MS-DOS compatible command shell, COMMAND.COM. This
shell can be used to execute older MS-DOS scripts that do not execute correct-
ly on the default Windows NT shell, CMD.EXE.

Use commanp (1) to invoke an MS-DOS shell, which prompts for commands to
execute. Use COMMAND (2) to execute command. After execution completes, the shell
terminates.

The /& switch can be used to specify the size, in bytes, of environment variable
storage in the shell.

While an MS-DOS command shell is executing, clicking the close box of the
console window will not close the console window. Exit the MS-DOS com-
mand shell using the EXIT command first.

The MS-DOS shell does not support the same command line editing as the
Windows NT shell (CMD.EXE). However, once a command is submitted for
execution (by pressing Enter), the complete command line is passed to a
Windows NT shell for execution. Thus the MS-DOS command shell inherits
many of the features of the Windows NT shell, including most command line
syntax and the ability to execute 16 and 32-bit windows applications.

Notes:

Other switches documented elsewhere for COMMAND.COM are not valid
under Windows NT and may cause unpredictable behavior.

If you include the current path in your command prompt, the MS-DOS shell
displays this using short names, that is, uppercase “8.3” names, not mixed case
long file names.

See also: cup, Ex1T, Command Line Syntax.
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Command Line Editing
Special keys for command line editing.
When typing a command, several special keys are available allowing command

editing and command history recall. These special keys are available in all
Windows NT console applications that prompt for lines of input.

Basic editing keys edit a command line while it is being entered. The basic edit-
ing keys are shown in the following table. -

Keystroke Description

Left arrow Move cursor one character left.

Right arrow Move cursor one character right.

Ctrl+left arrow Move cursor one word left.

Ctrl+right arrow Move cursor one word right.

Home Move cursor to start of command.

End Move cursor to end of command.

Esc Clear the command line. ‘

Insert Toggles insert and overwrite mode.

Delete Delete the character to the right of the cursor.
Backspace Delete the character to the left of the cursor.
Enter Execute the command. The cursor does not need to be at

the end of the command.

Template editing keys use the command template. The command template is a
hidden copy of the most recent command entered. The template editing keys
are shown in the following table.

Key Description

F1 Copy the template character at the same column position as the
cursor into the command.

F2 Search and insert template characters. Press F2 and then a char-
acter in the template. Characters are copied from the template up
to, but not including, the first character matched in the template.

F3 Copy all remaining template characters starting from the current
cursor position.

F4 Delete characters. Press F4 and then a character. Characters in
the command line are deleted starting from the cursor up to, but
not including, the first character matched in the command.

ES Copy the entire template into the command.

Command history editing keys access a list of recently typed commands. These
can be recalled for editing and re-execution. The history editing keys are
shown in the following table.
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Keystroke Description

Up arrow Recall commands from the newest to the oldest.
Down arrow Recall commands from the oldest to the newest.

Page Up Recall the oldest command.

Page Down Recall the newest command.

F7 Displays the command history list in a popup window.

Use the cursor keys to move up and down the list. Press
Esc to close the window, or Enter to execute the selected
command. Commands in the list are numbered for use by
F9. The command history popup does not appear if the
, history list is empty.
Alt+F7 Clears the command history of all commands.

F8 _ Recalls commands that match the characters typed at the
command line. A command matches if the command
starts with the same characters typed at the command
line. Repeatedly pressing E8 cycles through all commands
in the history buffer that start with the typed characters.

F9 Recalls a command from the history by command num-
ber. After recall the command can be edited before execu-
tion. Command numbers are displayed by pressing F7.

Command completion editing allows the command shell to automatically com-
plete a partially typed file or directory name. To enable command completion
editing, set the following Registry key to the ANSI code for the command com-
pletion key (typically the Tab key, 0x9):

HKEY_CURRENT_USER\Software\Microsoft\Command
Processor\CompletionChar

Once command completion editing is enabled, type the first few letters of a file
or directory name, and then press the command completion key (such as the
Tab key). The partial file name will be completed using the first matching file
name in the current directory. Press the command completion key again to
cycle through all matching files or directories in the current directory.

Notes:

Command history information is maintained independently for each executable
program name by the command shell. If the same command is launched several
times in succession by the same shell, each copy can access the command histo-
ry from the earlier copies.

See also: DOSKEY
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Command-Line Syntax

Special symbols used in commands.

The Windows NT shell processes certain symbols that are entered as part of a
command. These symbols are not visible to the command itself (that is, they are
stripped from the command text by the shell before the command is executed).

The command redirection symbols control command input, command output
and command error output. The symbols are shown in the following table.

Command Description

>file Redirects command output to the file specified. You can
also use a standard device name such as LPT1, CON,
PRN or CONOUTS as the file name. Any preexisting con-
tents of the file are lost.

>>file Redirects command output to the file specified. If the file
already exists, all command output is appended to the end
of the file.

<file Redirects command input from the file specified. You
can also use a standard device name such as CON or

CONINS.

2>file Redirects command error output to the file specified.
You can also use a standard device name such as LPT1,
CON, PRN or CONOUTS as the file name. Any preexist-
ing contents of the file are lost.

2>&1 Redirects command error output to the same location as
command output. This makes any command output redi-
rection also apply to command error output.

cmd1 | cmd2 Pipes the command output of cmd? to the command input
of cmd2. Multiple pipe characters are allowed, creating a
chain of commands, each sending output to the next com-
mand in the chain.

Command input and output redirection is inherited by commands executed
from within a shell. Thus if you start a shell and redirect its output, all com-
mands executed within that shell will also have their output redirected.

Multiple command symbols allow multiple commands to be combined on one
command line. The pipe symbol (shown in the preceding table) is both a redi-
rection symbol and a multiple command symbol. The multiple command sym-
bols are shown in the following table.
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Command Description

cmd1 & cmd2 Executes command cmd?, then command cmd2. Additional
commands can be added using additional ampersand
symbols.

cmd1 && cmd2 Executes command cmd?, then executes command cmd2
only if cmd1 completed successfully.

cmd1 | cmd2 Executes command cmd?1, then executes command cmd2
only if cmd1 did not complete successfully.

() Use parentheses to indicate the nesting of complex multi-
command sequences. Also used in IF ... ELSE commands

and multi-line commands.

When executing commands using the conditional symbols && and ! !, the sec-
ond command only executes if the previous command either did, or did not,
complete successfully. A “successful” command is one that returns an exit code
of 0. An unsuccessful command is one that returns an exit code of non-zero.
Exit codes can be accessed via the %ERRORLEVEL% variable or the IF ERRORLEVEL
command.

To over-ride the meanings of special symbols and treat them as regular charac-
ters, precede the symbol by a carat ~character. To enter a literal carat character,
use two carat characters in sequence.

Example:

dir *.txt >>list.txt
dir *.exe /s | more
(dir c: & dir d:) | more

This last example shows the use of parentheses. With the parentheses, the out-
put of both DIR commands is sent through a pipe to the MORE command, one
after the other. Without the parentheses, only the output of the second com-
mand is sent to the pipe.

Notes:

Variable substitution and parameter substitution occur before the shell processes
special symbols. Therefore, it is possible to place special symbols within vari-
ables or parameters and have them processed by the shell as part of a command.

See also: Variable Syntax, Parameter Syntax, Command Line Editing

COPY
Copies files.

Syntax:
(1) COPY [/A | /B] source {/A | [B] [+...] [destination [/A } /B]] [/V] [/N] [/Z]
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Switches:
/A Copy files in ASCII mode.
/B Copy files in binary mode.
% Verify file copy operations.
IN Use short (MS-DOS) file names aduring copy.
1z Use restartable copy mode.

The copy command copies files from one location to another, or to a device
(such as LPT1 or CON). copy copies files either in binary mode or ASCII
mode. In binary mode, copy performs a byte-by-byte exact copy of the file spec-
ified. In ASCII mode, copy performs a byte copy up to, but not including, the
first end-of-file character (Ctrl+Z) encountered in the source. If the destination
is specified as ASCII, then a single end-of-file character is appended to the end
of the file.

_The /A switch selects ASCII mode and the /8 switch selects binary mode. The
default mode is binary, unless the coPy command is combining files. Multiple /A
and /B switches can be specified in the cory command. Place a /A or /B switch
before the first source file to set the default cory mode. Subsequent switches
placed after a file name change the copy mode for that file and also for addi-
tional files specified in the coPY command, until another /A or /B switch is
encountered.

The /v switch forces the COPY command to verify all file copy operations. The
/N switch uses short (MS-DOS) file names instead of long file names. The /z
switch copies all files in restartable mode. In restartable mode, the cory com-
mand tracks the file copy progress in the destination file so that the copy oper-
ation can be restarted. This is used primarily when copying files across WAN
network connections.

The source can be a single file, a wildcard file name, a path, or a device. The
source can also be a list of files, separated by +characters. The destination can
be a single file, a path, or a device. If destination is not present, the current
drive and directory is assumed as the destination for the copy.

The copy command can be used to combine files by concatenating several files
into one output file. Files are combined if the source specifies multiple files
separated by +characters, or if a destination file is specified and the source is
specified using a wildcard. The default mode when combining files is ASCIL.

Example:

copy c:\bin e:\temp\bin
copy c:\*.txt 1lptit:
copy a.cpp+b.cpptc.cpp sysi.cpp
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Notes:
Use the xcopy command to copy complete directory trees.

See also: XCOPY, ROBOCOPY, SCOPY, MOVE, REPLACE

DATE

Displays or sets the system date.

Syntax:

1. DATE
2. DATE date
3. DATE /T

Switches:
/T Do not prompt for a new date.

The DATE command displays or sets the system date. Use DATE(1) to display the
current date and display a prompt asking for the new date. Press Enter only to
leave the date unchanged. Use DATE(2) to set a new date directly from the com-
mand line. Use DATE(3) to display the date only.

Dates should be entered in the form mm-dd-yy.

See also: TIME

DEL, ERASE

Deletes files.

Syntax:

1. DEL [/P] [/F] [/S] [/Q] [/A:attr] [drive:][path]filename
2. ERASE [/P] [/F] [/S] [/Q] [/A:attr] [drive:][path]filename

Switches:
/P Prompt for confirmation before deleting each file.
IF Force delete of read-only files.
/8 Search specified directory and all sub-directories for files
to delete.
/Q Quiet mode. Skip global wildcard confirmation prompt.
|Azattr Select files to delete based on attributes.

The peL command deletes files from directories. It does not delete directories.
The ERASE command is a synonym for DEL.
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The filename specifies the name of the file to delete. Wildcards are allowed. If
the filename is *.*, the DEL command prompts for confirmation before deleting
all files in the directory. This prompt can be defeated by using the /a switch.

The /P switch prompts for confirmation of each individual file deletion. The /F
switch forces DEL to delete read-only files. Normally these files are not deleted.

The /s switch deletes files in the current directory and all subdirectories that
match the filename. If the path is specified, files in the specified directory and
all its subdirectories are deleted. (Subdirectories themselves are not deleted,
only the files they contain.)

The /A switch selects files by attributes, in addition to name. The attr argu-
ment can include any of the following items:

Character  Description

R Select read-only files

S - Select system files.

H Select hidden files.

A Select files needing archiving.

- Prefix an attribute letter to invert the selection.

Example:

del /a:-a /s c:\workdir

This example deletes all files in the ¢:\WoRKDIR tree which do not require
archiving (that is, have already been placed in a backup set).

See also: RMDIR

DIR

Lists files in a directory.

Syntax:
1. DIR [drive:][path][filename] [switches]

Switches:
/P Pause after each page of information.
/W Wide format.
/D Wide format sorted by column.
/B Bare format, without summary information.
IN Long list format (default).
/A :]attr Filter files to display by specified attributes.

/01 : 1sort Specify sort order for files.
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ITI:]t Select time field to display.

/8 Display file in directory and all subdirectories.
/L Use lowercase when displaying file names.

X Include MS-DOS compatible names (8.3 names).
/C Display thousands separator in numbers.

Disable switch (such as /-c).

The pIR command lists files found in a specified directory or directories.
Specify an optional drive and path, followed by an optional file name. The file
name can contain wildcards. If the file name is not present, *.* is assumed.

The pIR command has numerous switches for controlling output. In addition to
reading switches from the command line, the DIR command reads switches from
the environment variable piremp. These are included before the switches in the
command line. Switches can be disabled (or there effect reversed) by prefixing
the switch with a dash. For example, use /-N to disable long format output.

The /P switch paginates DIR output so that long listings do not scroll off the
console window. Alternatively, pipe the output of the DIR command into the
MORE filter.

The /N switch formats the DIR output using the long file name format, with
names in the right-most column. This is the default output format. To output
in a format compatible with MS-DOS, use the /-N switch. The /w switch dis-
plays DIR output in wide format, with multiple names per line. Directory
names are enclosed in brackets. The /p switch is similar to /w, except that
names are sorted in columns, rather than in rows. Finally, the /B switch forces
“bare” output. This format outputs one name per line and suppresses all addi-
tional information output. Bare format is suitable for input into other com-
mands for additional processing.

The /A switch filters files by attributes, as specified by attr. The following table
shows valid attr characters.

Character Description

D Filter for directories only.

R Read-only files and directories only.
H Hidden files and directories.only.

S System files and directories only.

A Archivable file and directories only.

- Invert meaning of filter.

For example, to display files only (no directories), use /A: -D.
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The /0 switch sorts files for display. The default is unsorted (although
Windows NT NTFS directories are naturally sorted by file name). The follow-
ing table shows valid sort characters.

Character Description

N Sort alphabetically by name.

E Sort alphabetically by file extension.

G Group directories before files.

S Sort by file size (smallest first). Directories always have a
size of 0.

D Sort by date and time (oldest first).

- Invert the sort order.

The /7 switch selects the time field for display and/or sorting (if /0:D is also
specified). Use /T:C to sort/display by the files creation time. Use /T:A to
sort/display by the files last access time. Use /T:w (the default) to sort/display
by the files last modification time. File create and access times are only avail-
able in NTFS partitions.

The /L switch forces file names to be displayed using all lowercase. The /x
switch adds an additional display column to the /N format, showing the MS-
DOS compatible (short) file name in addition to the full (long) file name. The
/¢ switch displays thousands separators (commas in North America) in all
numeric fields. To disable this, use /-c.
Example:

dir c:\winnt\system32\*.exe /0:D /B i FIND /I "ras"

This example lists all executable files in the C:AWINNT\SYSTEM32 directory
that contain the string "ras", listed in bare format in order of ascending date.

See also: DIRUSE, DISKUSE

DIRUSE [RK]

Displays directory and file space usage statistics.

Syntax
1. DIRUSE [/S | /V] [/M | /K | /B] [/C] [/,] [/*] dirs
2. DIRUSE [/S | /V] [/M | /K | /B) [/C] [/,]1 [/*] /Q:nn [/L] [/A] [/D] [/O]
dirs
Switches:
/s Include subdirectories in the output.

v Display progress while scanning subdirectories.
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M Display disk use in megabytes.

/K Display disk use in kilobytes.

/B Display disk use in bytes (default).

/c Use compressed file sizes (NTFS only).
/ Use thousands separator in output.

/* Use top-level directories in each specified directory.
/Q:nn Mark directories that exceed nn bytes in size (or n# kilo-
bytes or megabytes if /K or /M is specified).

1A Generates an alert if the specified size is exceeded.

/D Display only directories that exceed the specified size.

/0 Do not check subdirectories for size overflow.

/L List of directories marked as oversized is sent to log file,
diruse.log.

The p1rusE command computes directory and file size statistics. The totals
reported by DIRUSE are computed by adding up the exact file sizes, rather
than the space occupied on disk by the files. Therefore, the numbers reported
by DIRUSE may be lower than the actual amount of disk space used.

Use DIRUSE(1) to report file sizes only. Use DIRUSE(2) to report file sizes and
check for directories that exceed a specified threshold size.

Without any switches, DIRUSE reports the total bytes used by all files in each of
the directories specified by dirs. Several directories can be specified. For each
directory, DIRUSE computes the size of all the files in the directory and all subdi-
rectories. The /s switch displays file size totals for each individual subdirectory
in each specified directory. Alternatively, the /v switch shows scan progress
during total computations.

The /M, /K and /B switches set the scale value used. The /8 switch displays
results in bytes. The /k switch displays results in kilobytes (1 kilobyte = 1024
bytes). The /u switch displays results in megabytes (1 megabyte = 1,048,576
bytes). These switches also control the interpretation of the nn value specified
in the /a switch as bytes, kilobytes, or megabytes.

If NTFS compression is used, DIRUSE uses the expanded file size when comput-
ing totals. The /¢ switch uses the compressed file size instead.

The /* switch computes totals for each top-level directory within each of the
specified dirs. This allows a quick break down of a disk drive into usage by
directory, by specifying the root of the drive.
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The /a switch sets a threshold level for directory checking. The nn value is
interpreted according to the /M, /k and /B switches. Any directory whose size
exceeds the threshold is marked with a “!” in the output. The /D switch to
restricts output only to directories whose size exceeds the threshold. The /A
switch generates an administrative alert if the threshold is exceeded. The /0
switch prevents subdirectories from being checked for overflow—only the
directories specified by dirs are checked.
Example:

diruse c:\ /* [k /,

Displays the disk space used, in kilobytes with comma separators, by each
directory off the root of drive C:.

See also: DIR, DISKUSE

DISKUSE [RK]

Displays file usage statistics by user.
Syntax: .
1. DISKUSE dir [switches]

Switches:
[F:file Store command output in the specified file.
/E:file Store command error output in the specified file.
/Uzuser Compute usage for the specified user only.
/8 Include subdirectories in the scan.
T Use table format for output (space or comma delimited).
W Unicode output (default is ASCII).
/Q Quiet mode. No display output.
/R:file Read user restrictions from the specified file.
/0 Show only users over the specified limit.
v Verbose output. Include information on individual files.
/D:AlC!W Display the access (A), creation (C) or last written (W)
date stamp.
IN:nn Display only the largest nn files per user.
/X:nn Display only files at least n#n bytes long.

The piskuse command compiles disk usage statistics by file owner. bISKUSE can
only be used on NTES volumes. The specified directory dir is scanned and a
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report compiled of disk space usage by individual user name. The /s switch
includes subdirectories in dir in the scan.

The compressed sizes of files are always used for the computations. Normally,
DISKUSE computes the disk space used for all users. The /u switch computes the
disk usage for the specified user only. Specify the user in normal
DOMAIN\Username format.

The /F switch sends DISkUSE output to the specified file. The /E switch sends
DISKUSE error output to the specified file. These switches generate file output
in addition to display output. When the /T switch is used, the output generated
by the /F switch differs from the display output. The /a switch suppresses dis-
play output and only file output is generated.

The /T switch generates output in table format. Output to the display in this
mode is space delimited. Output to a file (using the /F switch) is comma delim-
ited. The comma-delimited output can be processed by a ForR command or read
into a spreadsheet for further analysis.

The /r switch reads the specified file for a list of per-user disk space limits.
The file must be a text file containing one user limit per line. The first item on
the line must be the user name (in DOMAIN\Username format). The second
item, offset from the first by spaces, must be the threshold size, in bytes, for
that user. If the /r switch is used, the /0 switch limits the report to users who
exceed their specified threshold.

The /v switch adds verbose file information to the output, listing all files
owned by each user. The /D switch specifies which time stamp to display in this
listing. The /N switch displays only the largest n# files for each user, while the
/x switch displays only files 71 bytes or larger.

See also: DIRUSE

DOSKEY

Manages command editing, history, and macros.

Syntax:

DOSKEY /REINSTALL [/LISTSIZE=size]
DOSKEY /HISTORY

DOSKEY /INSERT | /OVERSTRIKE

DOSKEY /MACROS[:ALL | :exename]
DOSKEY /MACROFILE=file

DOSKEY [/EXENAME=exename] name=[text]

DO WN =




278  Part III: Scripting Command Reference

Switches:
/REINSTALL Clears the command history buffer.
/LISTSIZE Sets the size of the command history buffer.
/ INSERT Select insert mode for command editing.
/OVERSTRIKE Select overstrike mode for command editing.
/MACROS Displays currently defined macros.
/ EXENAME Specifies the executable name for the macro.
/MACROFILE Specifies a macro file for macro loading.

The poskey command manages the command editing features of the command
shell, including the command history buffer and command macros. Command
history and macro buffers are maintained on a per-shell, per-application name
basis. Only programs that use line input can access a command history and use
command macros. The command history for a specific application is retained
between invocations of the application, provided the application is started
from the same command shell.

Use DOSKEY (1) to clear the command history buffer. The /L1STSI1ZE switch sets
the maximum number of commands saved in the buffer. The /REINSTALL switch
clears all history buffers for all applications. Use Alt+F7 to clear the history
buffer for the current application. Use DoskeY(2) to display the current history
buffer (or press F7).

Use DOSKEY(3) to control the initial insert mode of the cursor. The default is
overstrike mode. The mode can also be toggled durmg editing by pressing the
Insert key.

Use DOSKEY (4) to list currently defined macros. By default, macros for the com-
mand shell are listed. Use the :ALL option to list macros for all applications, or
:exename to list macros for the specified application. When the :ALL option is
used, the output is generated in a format suitable for use by the /MACROFILE
switch.

Use DosSKeY (5) to load a set of macros from a file. The macros are added to any
already defined. Typically this file is generated by using poskeY (4) and redirect-
ing command output to a file.

Use DoSKEY (6) to define a macro. By default, the macro is defined for the com-
mand shell. Alternatively, the /EXENAME switch defines the macro for use by the

icati ified by o The ame the ma mand
application specified by exename. The macro name names the macro command,

while text defines the text to be executed by the command. If text is missing,
the named macro definition is deleted.
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The following table shows special characters recognized within the macro com-
mand text.

Character Description

$G or $g Command output redirection. Equivalent to the >
redirection symbol.

$G$G or $g$g Command output redirection with append.
Equivalent to the >> redirection symbol.

SL or $1 Command input redirection. Equivalent to the <
redirection symbol.

$B or $b Pipe redirection. Equivalent to the | redirection
symbol.

$T or $t Multiple command separator. Equivalent to the &
symbol.

$$ Use to enter a literal $ character.

$1 to $9 Command line arguments to the macro.

$* Represents all command line arguments.

Example:

doskey /macros:all >macfile.mac
doskey /macrofile=macfile.mac
doskey ls=dir/w $*

1s c:\winnt

The first two examples show how to create a macro file and then restore it for
later use. The last example (line 3) shows how to create a new macro com-
mand, 1s, to output a Unix-like directory listing.

Notes:

Some Windows NT documentation states that DOSKEY macros are not valid
within scripts. This is not true; DOSKEY macros are valid within scripts.
However, macros are not advised in scripts, as they may not always be avail-
able when the script is executed.

Under MS-DOS, the poskey command loaded a TSR to perform command edit-
ing. Under Windows NT, the editing features are built into the operating sys-
tem, and the DoskeY command merely provides a means to control these
features.

DOSKEY can be used to create simple scripts. First, use DOSKEY /REINSTALL to clear
the history buffer. Then enter and execute the script commands. Then save the
commands as a prototype script using DOSKEY /MACROS, redirecting the output to
a new script file.
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See also: Command Editing, Command Syntax

DUMPEL [RK]

Dumps a formatted event log.
Syntax:

1. DUMPEL /L log [/E nn] [/F filename] [/M name [/R]] [/S computer] [/T | /C]
[/NS] [/FORMAT fmt]

2. DUMPEL /B /L logfile [/E nn] [/F filename] [/M name [/R]] [/T | /C] [/NS]
[ /FORMAT fmt]

Switches:
L Specifies log or logfile to dump.
/B Dump a logfile.
/E nn Filter for event ID nn.
/F filename Dump output to filename.
/M name . Filter for events logged by specified name.
/R Reverses /M name filter.
/S computer Specifies source computer for log.
T Delimit dump report using tabs.
/c Delimit dump report using commas.
INS Do not dump strings.
/FORMAT fmt Format the report using fmt.

The puMpEL command dumps the contents of a Windows NT event log or log
file. The output can be formatted as required, and is suitable for input to a FoR
or FIND command for further processing.

Use DUMPEL (1) to dump an event log. The /L switch specifies the log to dump—
specify application, system or security. The /s switch specifies the computer
containing the log to dump (the default is the local computer). Use DUMPEL (2) to
dump an event log file. Event log files are created using Windows NT Event
Viewer. The event log dump is displayed in the console window unless the out-
put is redirected to a file, or the /F switch is used.

Normally, the entire log is dumped. The /e switch limits the dump to events
having an event ID of nn. Up to 10 /E switches can be specified. The /M switch
limits the dump to events having a source of name, or, if the /R switch is also
specified, to events having a source other than name.

The log dump output consists of one line per event. Normally the fields in the
output are delimited by spaces. The /7 switch delimits the fields by tabs, while
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the /¢ switch delimits the fields by commas. The fields to dump for each event
is controlled by the /FormAT switch. The fmt text specifies the ordering and con-
tents of each field. The following table shows all valid characters in fmt.

Valid Character Description

Time of day.
Date

Event type.
Event category.
Event ID.
Event source.

User name.

o W~ o -~

Computer name.

w

Event string.

The default value for fmt is dtTCISucs.
Example:
dumpel /1 application /format dtTC

This example dumps the application log of the local computer, and restricts the
output to the date, time, event type, and event category.

See also: LOGEVENT

ECHO

Controls command output to console window.

Syntax:

ECHO

ECHO ON | OFF
@ECHO %ECHO%
ECHO text

W N =

The ECHo command controls command window script output, or generates
script output to the console window.

When executing a script, the command shell, by default, echoes each executed
command in the console window. Use ECHO(2) to enable or disable this feature.
Use ECHO(1) to display the current state of the echo toggle.

Script commands that begins with an e character will not be echoed in the con-
sole window, regardless of the state of the echo toggle.

It is common practice to disable echo in scripts except during debugging, when
echo can be useful to trace commands and monitor variable expansion. To
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facilitate this, an EcHo variable is often defined, containing the text oN or oFF
only. Then, placing ECHO(3) as the first command in a script toggles command
echo according to the value in this variable.

Use ECHO(4) to display text in the console window. Text is always output,
regardless of the state of the echo toggle. Environment variables in text are
expanded normally before the text is output, allowing ECHO(4) to be used as a
general purpose print command. To avoid confusion with ECHO(1) and ECHO(2),
text cannot be empty, consist only of spaces, or consist only of on or oFf. To
display an empty line, use a single Tab character for text.

See also: TITLE, Now

ENDLOCAL

Ends localized scope for environment variable changes.

Syntax:
1. ENDLOCAL
The ENDLOCAL command, when used in a script file, ends a local scope for envi-

ronment variable changes. Any changes made to the environment before an
ENDLOCAL command is executed are lost.

Executing an ENDLOCAL command restores the environment to its exact state at
the time the most recent SETLOCAL command was executed. Any changed vari-
ables are restored to the value they had prior to the seTLOCAL command, and
any newly created variables since the SETLOCAL command are deleted.

SETLOCAL/ENDLOCAL commands can be nested up to 32 levels deep, creating addi-
tional local scopes within the current scope. If any local scopes exist when the
script file ends, an implicit ENDLOCAL is performed to restore the environment at
the end of the script.

SETLOCAL/ENDLOCAL is very useful within script procedures, as it allows variables
to be made local to the procedure.

Notes:

ENDLOCAL is valid only within a script file. The command is accepted interactive-
ly, but no localization occurs.

See also: SETLOCAL, SET

ERASE

See DEL.
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EXIT

Exits the current command shell.
Syntax:
1. EXIT

The EXIT command exits the current command shell, ending the shell session.
The program invoking the shell then continues executing. If the command shell
exiting is the one that started the console window, the window closes.

Notes:

The exit code from the command shell is the most recent exit code from the
last executed program. Thus a nested command shell passes back to its parent
shell the exit code from any program it executes.

See also: cMD, COMMAND

FC

Compares files.

Syntax:

1. FC /L [switches] [drivel:][path1]filenamel [drive2:][path2]filename2
2. FC /B [drivel:]{patht1]filenamel ([drive2:][path2]filename2

Switches:
A Display only first and last line for each difference found.
/B Perform binary comparison.
/c Perform case insensitive comparison.
/L Compare files as ASCIL.
/LBn Set maximum consecutive mismatches to # lines.
IN Display line numbers during comparison.
T Do not expand tabs into spaces.
v Compare files as Unicode.
W Compress whitespace runs for comparison and ignore lead-
ing/trailing whitespace.
/nn Minimum number of lines that must match after mismatch.

The Fc command compares files. Files can be compared in two modes:
ASCII/Unicode or binary. Use Fc(1) to compare files in ASCII or Unicode. Use
FC(2) to compare files in binary. If the files being compared have a file exten-
sion of .EXE, .COM, .SYS, .OB]J, .LIB, or .BIN then the default comparison
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mode is binary. Otherwise, the default mode is ASCII/Umcode Wildcards can
be used for filename? and filename2.

When in ASCII/Unicode mode, F¢ locates and displays the portions of the files
that differ. Normally, Fc displays all different lines. The /A switch abbreviates
the output so only the first and last lines in a set of lines that are different are
displayed.

The /nn switch specifies that Fc must locate nn matching lines from both files
before the files are considered re-synchronized after a mismatch. The default is
2 lines.

The /¢ switch performs a case insensitive comparison. The /w switch forces Fc
to consider all runs of whitespace (spaces and tabs) to be equivalent to a single
space. Also, with this switch, whitespace at the start and end of lines is
ignored. Fc then treats lines differing only in the amount of whitespace as iden-
tical.

Normally, F¢c expands tabs at every eighth column position. The /T switch
treats tabs as tab characters. This can cause FC to consider identically indented
lines as different unless the /w switch is used.

When comparing files in binary mode, Fc outputs a list of differences as hexa-
decimal byte values and byte offsets in the file.

Notes:

FC does not return an exit code. The XCPTEST sample script shows how FC
output can be filtered by a script to programmatically determine the result of a
file comparison.

FIND

Filters text files for matching lines.

Syntax:

1. FIND [/V] [/C] [/N] [/I] "string" [drive:][path]filename
2. FIND [/V] [/C] [/N] [/I] "string"

Switches:
v Invert test. Displays lines 7ot matching the string.
/c Display only the count of matching lines.
/N Digplay line numbers of matching lines

/1 ; Ignore case when matching line.
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The FinD command searches and filters text. Text lines are matched against the
specified string. Those lines that contain the string are displayed. Those that
do not are discarded.

Use FIND(1) to filter text from one or more files. The filename can contain
wildcards, allowing multiple files to be searched.

Use FIND(2) to filter text from command input. By default, command input is
all text typed at the console up to the end of file character, Ctrl+Z. Use the
console input redirection symbols to redirect console input from a file or
device. Use the pipe command to send the output of any command to the com-
mand input of the FIND command for processing.

The /v switch inverts the sense of the string matching. Instead of displaying
those lines that contain the string, the /v switch displays only those lines that
do not contain the string. The /¢ switch displays only a count of the matching
lines, rather than the lines themselves. The /N switch prefixes each displayed
line with the line number in the text file. The /I switch ignores case differences
when searching for string in the input lines.

Example:

dir ! find /C "<DIR>"
This command counts the number of subdirectories in the current directory.

See also: MORE, SORT, FINDSTR

FINDSTR

Searches for strings in files.

Syntax:

FINDSTR- [switches] [/S] strings {drive:][path}filename
FINDSTR [switches] /[F:file strings

FINDSTR [switches] [/S] /C:string [drive:][path]filename
FINDSTR [switches] [F:file /C:string

FINDSTR [switches] [/S] /G:file {[drive:][path]filename
6. FINDSTR [switches] /F:file [G:file

O BN =

Switches:

/B Matches strings if they occur at the beginning of the line.
/E Matches strings if they occur at the end of the line.

/X Matches strings if they exactly match the line.

/L Treat search strings as literal text.

/R Treat search strings as regular expressions (default).

/1 String matches are case insensitive.
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v Display lines that do 7ot match the specified strings.

IN Display the line number before each line.

M Display only the file name for each file containing matches.
/0 Display the file offset before each line.

/C:string Specify a search string.

/G:file Get search strings from the specified file.

/F:file Get list of files to search from the specified file.

/s Search all subdirectories of the directory specified.

The FINDSTR command searches one or more text files for lines containing one
of the specified match strings. Normally, FINDSTR displays each matching line.
Use FINDSTR(1), FINDSTR(3) or FINDSTR(5) to match the files specified by file-
name. Wildcards can be used. The /s switch searches subdirectories for addi-
tional files to process.

Use FINDSTR(2), FINDSTR(4) or FINDSTR(6) to match against a list of files. The
file specified by the /F switch contains a list of file names to search, one file
name per line.

Use FINDSTR(1) or FINDSTR(2) to match file lines against strings. Multiple strings
can be specified, separated by spaces. Enclose strings in double quotes. Thus
"one two" matches against the strings "one" or "two". Use FINDSTR(3) or FIND-
STR(4) to match file lines against string. The string specified by the /¢ switch
can contain spaces. Thus /C:"one two" matches against the string "one two" only.

Use FINDSTR(5) or FINDSTR(6) to match file lines against a list of strings con-
tained in a file. The file specified by the /6 switch contains a list of strings to
match, one per line.

Normally, FINDSTR considers a line matched if the line contains an occurrence
of at least one of the specified search strings. The /B switch only matches lines
in which the search string occurs at the beginning of the line, and the /e switch
only matches lines in which the search string occurs at the end of the line.
Using /B and /E together only matches lines that exactly match the search
string, and contain no additional characters before or after the string. The /x
switch can also be used for this purpose.

By default, FInpsTR displays all matching lines found. The /N switch prefixes
each line with its line number, or the /0 switch prefixes each line with its byte
offset in the file. The /M switch suppresses the display of matching lines, and
instead displays only the names of files containing matching lines. Finally, the
/v switch inverts the line selection logic; lines (or files if using /m) are displayed
that do not contain a match against the search strings. The /1 switch ignores
case during string matching.
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The /L switch treats search strings as literal strings. In this case, the text speci-
fied by string or strings is matched character for character against text in the
file being searched. By default (or if the /R switch is used), search strings are
treated as regular expressions. Rather than matching literally, FINDSTR uses each
search string as a template that describes the pattern of text to match. This is
similar to the use of wildcard characters in file names, but more powerful. In a
regular expression, most characters are treated as literal characters and match
exactly the character specified (like a literal search string). Some characters are
special, however. These are shown in the following table.

Special Character Description

. {dot) Matches any single character.

* Matches the previous character or class any number of
times (including zero).

- Matches the beginning of the line. Similar in effect to the
/B switch.

$ Matches the end of the line. Similar in effect to the /E
switch.

[class] Matches any character listed between brackets.

[~class] Matches any character not listed between brackets.

[x-y] Matches any character in the range x to y.

\x Escapes the character x to a literal.

\< Matches the beginning of a word.

\> Matches the end of a word.

Example:

findstr "a[0-9][0-9]*" *.txt

This example finds all lines containing the letter “a” followed by one or more
decimal digits in all .TXT files in the current directory.

findstr /i "\\\\[a-20-9\$][a-z0-9\$]*\\[a-z0-9\$][a-20-9\$]}*" *.doc

This example finds all lines containing UNC share names in all .DOC files in
the current directory. The 4 backslashes match the \\ prefix for a UNC name
(two backslashes escaped). The [a-z0-9\$] part of the match string matches
any letter, digit or literal $ character (allowed characters in a UNC name). The
first occurrence matches one letter, digit, or $. The second occurrence is fol-
lowed by an * character, so this matches any number (including zero) of letters,
digits, or $ characters. The following 2 backslashes match a literal backslash.

See also: FIND
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FOR

Iterates commands.

Syntax:

1. FOR [/D] %var IN (set) DO command

2. FOR /R [drive:][path] %var IN (set) DO command
3. FOR /L %var IN (start,step,end) DO command

4. FOR /F ["opts"] %var IN (set) DO command

5. FOR /F ["opts"] %var IN ("string") DO command
6. FOR /F ["opts"] %var IN ('cmd') DO command

Switches:
/D Match directory names instead of file names.
/R Recursive directory tree walk.
/L Iterate a numeric series.
/F File token parsing.

The FOR command iterates files, directories, text file lines, command output and
numeric series. For each step in the iteration, the command specified is executed.
The iterator variable, %var, is substituted in the command in a manner similar
to that used for parameter substitution. The iterator variable is named using a
single letter after the percent, such as %i or %n. Note that the iterator variable
name #s case sensitive.

When placing a FOR command in a script file, double the % on all references to
the iterator variable. Thus, use %%n instead of %n within a script file. Do not do
this if entering a FoR command directly at the command prompt.

Use FOR(1) to iterate a set of files or directories. set specifies the files to iterate,
and must be a file name or a wildcard. You can include a drive letter and path
name in set, otherwise the current drive and directory is assumed. By default,
FOR(1) iterates files. Use the /D switch to iterate directories instead. Parameter
qualifiers can be used in %var to access portions of the file or path name being
iterated (see “Parameter Syntax”).

Use FOR(2) to perform a FOR(1) type iteration on an entire directory tree.
Specify a drive and/or path name as the root of the directory tree to iterate fol-
lowing the /R switch. If no drive or path is specified, the current directory is
assumed. FOR(2) walks the directory tree specified, executing the FoR command
for the specified set in each directory. If set is *.*, all files in the entire tree are
iterated. If set is a single dot, only the directories themselves are iterated.

Use FOR(3) to perform a numeric iteration. The start, step and end values are
numeric values specifying the start value, step amount (increment) and end
value for the iteration. Start and end values are inclusive. Use an end value less
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than a start value, along with a negative step value, to perform a descending
iteration. The iteration ends when the current iterator value in var exceeds the
end value specified.

Use FOR(4), FOR(5) and FOR(6) to parse text files and strings into tokens. FOR(4)
processes each file specified in set as a text file, iterating each line in each file.
Note that, in this case, set is a set of one or more file names separated by
spaces. Wildcards are not allowed.

FOR(5) processes the text string specified. In this case, the iterated command is
called only once, with the results of the parsing in the iterator variable.

FOR(6) processes the output of a command. Enclose cmd in single quotes. The com-
mand is executed, and each line of output generated by the command is parsed
before command is executed. This form of the FOR command is very useful, as it
allows the output of commands to be captured and parsed for further processing.
FOR(6) executes the specified cmd to completion before starting the iteration.

To parse a line of text, the FOR command first breaks the line into tokens. A
token is a portion of an input line delimited by delimiter characters (such as
commas or spaces). By default, tokens are delimited by space or tab characters
(but see the notes below). The tokens are then assigned to the iterator variable
or variables. Finally, the specified command is executed. The process then repeats
for the next line. Empty lines are skipped (the commana is not executed). The
parsing and tokenizing operation is controlled by the optional opts. If present,
these must be enclosed in double quotes. Individual options in opts are separat-
ed by spaces. The following table shows all available options.

Option Description

eol=c Specifies an end of line comment delimiter character.

skip=n Specifies the number of lines to skip at the start of each
text file.

delims=xxx Specifies one or more delimiters to use instead of the

default space and tab.

tokens=x,y,m-n Specifies which tokens on each line are to be placed in
variables for iteration.

The eol option specifies an optional logical end of line character. Text beyond
this character on a line is ignored and not included in any tokens. This is useful
to skip comments when delimited by a character such as semi-colon or pound.

The skip option can be used to skip a number of lines before tokenizing begins.
This is useful when processing command output if the first few lines of output
are headers.
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The delims option specifies an alternate token delimiter set, instead of the
default space or tab. Each character specified is recognized as a delimiter when
parsing the line. Comma is a common alternative delimiter. The delimiter set
breaks each line of text into tokens. Delimiters themselves are not included in
the tokens.

The tokens option specifies which tokens to include in the iterator variables.
Tokens are numbered starting at 1. You can specify a list of tokens, or a range
separated by a dash. In addition, if the last character of the tokens option is an
asterisk, an additional token is generated that contains all remaining text on
the line not already assigned to other tokens.

The first token on each line, or the lowest numbered token specified by the
tokens option, is placed in the iterator variable svar when the command is execut-
ed. If additional tokens are specified by the tokens option, then the FOR com-
mand automatically creates additional iterator variables to contain the tokens.
These are named sequentially up the alphabet, starting at the next letter after
svar. The ordering of token indices in the tokens options is not important:
tokens are always assigned from left to right across the command.

Example:

for /r %i in (*.bmp) do copy %i c:\bitmaps
for /1 %i in (1,1,10) do set ARRAY %i=0
for /f "delims=, tokens=1-5" %i in ("12,456,777") do echo %i%j%k%1%m

The last example shows how the FoR command can strip the commas from
numbers. This allows the output of commands that use this format to be
processed so that they can be used with (for example) the SET command.

Notes:

In certain versions of Windows NT, the For(4) command does not accept tab
as a default delimiter. To overcome this, specify a literal tab character using the
delims= option.

The For(4) command cannot process a file name containing spaces. Instead,
use a FOR(6) command in combination with a TYPE command. For example,
replace:

for /f %I in (name with spaces.txt) do echo %I
with
For /f %I in ('type "name with spaces.txt"') do echo %I

See also: Parameter Syntax
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FTYPE
Displays and alters file types.

Syntax:

FTYPE

FTYPE filetype
FTYPE filetype=
FTYPE filetype=text

S =

The FTYPE command displays and alters file type commands in the registry.
Once a file type is defined you can use the Assoc command to associate it with
one or more file extensions.

Use FTYPE(1) to display all current file types, and FTYPE(2) to display a specific
file type. Use FTYPE(3) to delete an existing file type, and FTYPE(4) to create a
new type or change an existing type.

The text can be any valid Windows NT executable program and any addition-
al required parameters (spaces are allowed). Always specify the file name of the
executable, including the file extension and (typically) the path name. Within
the text, use %0 or %1 to represent the name of the file being opened. %2
onwards represents additional arguments supplied. You can use %* to represent
all arguments (from %2 onwards), and %-n to represent all arguments starting at
argument n. Generally, %0 or %1 should be enclosed in double quotes to ensure
that file names with embedded spaces are correctly processed.

Example

ftype Text.File=notepad.exe "%1"
Notes:

File type information and file extension associations are stored in the
HKEY_CLASSES_ROOT section of the registry. Therefore changes made using
the FTYPE command are retained across system shutdowns and affect all users.

See also: ASSOC, ASSOCIATE.

GLOBAL [RK]

Displays the names of members of a global group.

Syntax:
1. GLOBAL groupname domain | \\computer
The 6LoBAL command displays the member list for a specified global group. The

global group is specified using groupname. GLOBAL locates the group either in the
specified domain or on the specified computer.
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Example:

global Administrators \\styx

See also: LOCAL, IFMEMBER, NET GROUP

GOTO

Transfers control to a script label.

Syntax:

1. GOTO [:]label
2. GOTO :EOF

The coTo command transfers control to a different location within the script.
GOTO executes a jump to the specified location—no automatic return to the
caller location is possible.

Use 6oT0(1) to jump to another location in the current script specified by 1abel.
The colon before the label in the coTo statement is optional. Use GoTo(2) to
jump to the end of the current script file. This either terminates the current
script, or (if the script was invoked via a CALL statement) returns to the calling
‘script.

Example:

goto :exit

rexit

See also: caLL, Label

IF

Executes commands conditionally.

Syntax:

IF [NOT] ERRORLEVEL level command
IF [NOT] [/I] stri==str2 command

IF [NOT] EXIST file command

IF [/I] vall op val2 command

IF CMDEXTVERSION version command

IF [NOT] DEFINED varname command

7. IF test (command) ELSE (command)

D U WN =

Switches:

/T Specifies string comparisons are to be case insensitive.
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The 1F command provides conditional command execution. A test condition is
evaluated and, if true, the specified command is executed. Frequently, the command
is a CALL or GoTo command. However, any valid command can be used, includ-
ing another IF command. Use the NOT clause with 1F (1), IF(2), IF(3) or IF(6) to
invert the sense of the conditional test performed.

Use 1F (1) to test the exit code from a previous command. Commands generally
return 0 if successful, and a non-zero error code if not successful. 1F (1) evalu-
ates true if the previous command set ERRORLEVEL equal to, or greater than,
level. A command’s exit code is also available via the %ERRORLEVEL% variable.

Use 1IF(2) to compare two strings for equality. The /1 switch performs a case-
insensitive comparison. The strings must be enclosed in double quotes if they
contain spaces, or if one or both of the strings is a variable name. When com-
paring parameter values, which may already contain double quotes, enclose
both strings in alternate delimiters, such as braces.

Use 1F(3) to check if the specified file exists. IF(3) evaluates true if the specified
file exists. Full path names and wildcards can be used for file. If a wildcard is
used, the test evaluates true if at least one file matches the pattern specified. You
can also test for the existence of a directory by specifying a directory name for
file. To test that file is a directory and not a file, test for the existence of a file
named “.” within the directory—all directories contain at least this file.

Use IF(4) to compare strings or numbers. The two values, val7 and val2 are
compared using the operator op. If the comparison evaluates to true, the con-
mand is executed. The following table shows valid comparison operators.

Comparison Operator Value

EQU True if the two values are equal.

NEQ True if the two values are not equal.

LSS True if val7 is less than valz.

LEQ True if val? is less than or equal to val2.
GTR ' True if val7 is greater than val2.

GEQ True if val? is greater than or equal to vai2.

In some versions of Windows NT, the comparison operators must be specified
as uppercase. Using lowercase operators results in a syntax error.

If both va17 and val2 are comprised entirely of decimal digits, the comparison
if performed numerically. Otherwise, the comparison is performed as a text
comparison. In this case the /I switch can be used to indicate that the compari-
son should be case insensitive.
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Use 1F(5) to test for the command script extensions revision. This test evalu-

ates to true if the current script extension revision is greater than or equal to

version. Currently, the command extension revision is 1. If future versions of
Windows NT alter the script language by adding new features, this value will
be incremented. This allows scripts to verify which syntax and commands are
available and adapt accordingly.

Use IF(6) to see if a variable is defined. The test evaluates to true if varname is a
defined environment variable. Do not enclose varname in percent symbols.

Use IF(7) as a variation on any other IF command type to add an ELSE clause.
Replace test with any of the tests described previously. If the test evaluates to
true, the first command in parentheses is executed. If the test evaluates to false,
the second command in parentheses, after the ELSE clause, is executed. Note
that 1F(7) and the ELSE clause are presently undocumented by Microsoft, and
should therefore be used with caution.

Example:

if "%08%"=="Windows_NT" echo Running on Windows NT..
if exist c:\winnt if exist c:\winnt\. echo Valid Windows NT directory found!
if %ERRORLEVEL% LEQ 1 echo Command completed ok!

The last example shows the use of % ERRORLEVEL% and a comparison
operator as an alternative to the IF ERRORLEVEL command.

See also: SET, Variable Syntax, Standard Variables

IFMEMBER [RK]
Tests group membership.
Syntax:

1. IFMEMBER groupname [...]

The 1FMemBER command checks Windows NT group membership for the current
logged-on user. Specify a list of one or more group names for checking, sepa-
rated by spaces. For each group, 1FMEMBER checks to see if the current logged-on
user is a member of that group. IFMEMBER then returns a count of the number of
matches as its exit code.

The exit code can be accessed using the IF ERRORLEVEL command and %ERROR-
LEVELS variable.

Example:

ifmember Administrators
if not errorlevel 1 exit

This example exits the script if the current user is not an administrator.
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See also: GLOBAL, LOCAL, NET GROUP

INSTSRV [RK]

Installs or removes a Windows NT service executable.

Syntax:

1. INSTSRV servicename drive:path\filename [-A acct] [-P pwd]
2. INSTSRV servicename REMOVE

Switches:
-A acct Execute the service using the specified account name.
-P pwd Logon to the specified account name using the specified

password.

The INSTSRV command installs a Windows NT service executable file. Services
are special .EXE files designed specifically to execute as Windows NT services.
They are managed by the service control manager (SCM), and execute indepen-
dently of interactive logons.

Use INSTSRV(1) to install a new service. The service is assigned the specified
servicename, which then appears in lists of services, such as that presented by
Control Panel. The executable for the service must also be specified. Always
include the full drive and path name to the executable file.

The -A switch specifies an account in which to execute the service. If this is not
specified the SYSTEM (also known as the LocalSystem) account is used. The -P
switch supplies a password when logging on using the specified account.

Use INSTSRV(2) to remove a previously installed service. The .EXE file is not
deleted by this operation.

Example:

instsrv SysMonitor c:\bin\sysmon.exe -a MonitorAccount -p pwd42

See also: sc, SCLIST

KILL [RK]

Kills a process.

Syntax:

1. KILL [-F] pid
2. KILL [-F] name

Switches:

-F Force the process kill.



296  Part III: Scripting Command Reference

The KiLL command kills a Windows NT process. The -F switch forces the
process to be killed.

 Troubleshooring Tip = . . . i

Using the -F flag can result in the loss of unsaved data.

Use KILL(1) to kill a process by process ID (pid). Use Task Manager or PULIST
to obtain process IDs for all processes.

Use K1LL(2) to kill a process by task name or window name. The name can be
either a task name (typically the executable name) or a window name (typically
the applications main window title). In either case, wildcards can be used to
match the name to the process.

See also: PULIST

Labels

Marks a target for control flow transfers.

Syntax:

1. :label
A label is a line in a script file comprised of a colon followed by a label name.
Valid label names follow the same syntax conventions as file names, except
that spaces are not allowed. Labels must appear at the start of a line, and can-

not be part of a compound or multi-line command. Spaces are permitted
before and after the colon character.

The label :e0F is special. If this label is not defined in the script file, it is
assumed to exist at the very end of the file. In this way, the statement G0oTO :EOF
means jump to the end of the script and can be interpreted as an “exit” or
“return” statement.

See also: cALL, GOTO

LOCAL [RK]

Displays the names of members of a local group.
Syntax:
1. LOCAL groupname domain | \\computer

The LocaL command displays the member list for a specified local group. The
local group is specified using groupname. LOCAL locates the group either in the
specified domain or on the specified computer.
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Example:

local Administrators \\styx

See alSO:GLOBAL,IFMEMBER,NET GROUP

LOGEVENT [RK]

Logs an event in the application event log.

Syntax:

1. LOGEVENT
2. LOGEVENT [-M \\computer] [-S severity] [-C category] text

Switches:

-n Logs event on specified computer.
-S Log with the specified severity.
-C Log event with the specified category.

The LoGEVENT command adds events to the Windows NT application event log.
This allows scripts to record information messages and success/failure results.
This is particularly useful when the script is scheduled via the AT command, as
these scripts typically do not interact with the desktop.

Use LOGEVENT (1) to install the event log program. This step is necessary on any
computer that is to view the event log information generated by LOGEVENT.
LOGEVENT (2) also performs the installation step if it detects that LOGEVENT has not
been execute previously.

Use LOGEVENT(2) to add an event to the event log. The event should be
described using text. The -u switch specifies which computer receives the event
log entry. The default is the local computer. The -s switch sets the severity of
the event being logged. Severity values are shown in the following table.

Value Description
s Success audit.
F : Failure audit.

Information event.
w Warning event.

Error event.

Each severity is displayed using a different icon in the event log viewer.

The -c switch includes an optional event category. The category is a numerical
value stored as part of the event. Its meaning is specific to the event being
logged.
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Example:

logevent -s i -c 400 "File write error: log.txt"

See also: DUMPEL

LOGOFF [RK]

Logs off the current Windows NT session.

Syntax:
1. LOGOFF [/F] [/N]

Switches:
IF Force applications to close without saving un-saved data.
IN Do not confirm before logoff.

The L0GOFF command terminates the current Windows NT session. Normally,
LOGOFF confirms that a logoff is desired and then prompt the user to save
unsaved data before proceeding. The /F switch forces applications to close
without saving data. The /N switch skips the logoff confirmation request.

MD

See MKDIR.

MKDIR, MD

Creates directories.

Syntax:

1. MKDIR [drive:]path
2. MD [drive:]path

The MKDIR command creates a new directory or directories. The ub command is
a synonym for MKDIR.

The MKDIR command can create a complete tree of directories in a single com-
mand, by creating all intermediate directories specified in path. For example,
the command MKDIR C:\A\B\C\D creates directory C:\A, then C:\A\B, then
C:\A\B\C etc as necessary.

See also: RMDIR, CHDIR

MORE

Filters text files into pages.
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Syntax:

1. MORE
2. MORE /E [/C] [/P] [/S] [/Tn] [+n]
3. MORE /E [/C] [/P] [/S] [/Tn] [+n] file [...]

Switches:
/E Enable extended features.
/c Clear screen before displaying page of output.
/P Expand form-feed characters.
/8 Collapse multiple blank lines into one.
/Tn Expand tabs to column 7.
+n Start output at line #.

The MoRe command splits text files up into pages. This allows command output
to be viewed that would otherwise scroll off the console window.

Use MORE(1) or MORE(2) to filter command input. By default, command input is
all text typed at the console up to the end of file character, Ctrl+Z. Use the
console input redirection symbols to redirect console input from a file or
device. Use the pipe command to send the output of any command to the com-
mand input of the MORE command for processing.

Use MORE (3) to filter one or more text files. File names are separated by spaces.

The /¢ switch clears the console window before each page is displayed. The /p
switch expands form-feed characters in the input. The /s switch collapses mul-
tiple blank lines into a single blank line, compacting the output. The /T switch
expands tabs, setting tab stops at the specified columns. Finally, the +# switch
starts displaying output at line 7, skipping earlier lines. For MORE (3), only lines
in the first file are skipped.

At the end of each page of output, MoRe displays the prompt —More - and waits
for user input. Press any key to continue to the next page. If the /E switch is
used, the following commands can be entered at the prompt.

Command Description

Pn Display next » lines.

Sn Skip next # lines.

F Display next file. Only applicable to MORE(3).
Q Quit.

= Show line number.

? Show help.

Spacebar Display next page.

Enter Display next line.
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Notes:

In some versions of Windows NT, the /T switch does not correctly expand tabs
to spaces.

See also: FIND, SORT

MOVE

Moves files from one directory to another.

Syntax:

1. MOVE [drive:][path]filename [drive:]dstpath
2. MOVE [drive:]srcpath [drive:]dstpath

The move command moves files and directories from one location to another.

Use MovE (1) to move individual files to the specified dstpath directory.
Wildcards can be used with filename to move multiple files.

Use MOVE (2) to move a complete directory to the specified dstpath directory.
The entire directory, including all files and subdirectories, is moved.

Notes:
MOVE operates rapidly when the source and destination drives are the same.

Under MS-DOS, the MovE command was used to rename directories. Windows
NT uses the REN command to rename directories.

See also: COPY, XCOPY, ROBOCOPY, RENAME

NET ACCOUNTS

Manages user account database policies.

Syntax:

1. NET ACCOUNTS [/DOMAIN]
2. NET ACCOUNTS /SYNC [/DOMAIN]
3. NET ACCOUNTS [switches]

Switches:
/SYNC Synchronize all account databases.
/DOMAIN Perform the specified operation on the
domain controller.
/FORCELOGOFF:nn ! NO Set number of minutes before forced

logoff occurs.

/MINPWLEN:nn Specifies the minimum password length.
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/MAXPWAGE:nn | UNLIMITED Specifies the maximum password age, in
days.

/MINPWAGE :nn Specifies the minimum password age, in
days.

/UNIQUEPW:nn Sets unique password count to nn.

The NET ACCOUNTS command manages user account database policies. All com-
mands operate on the local computer account database, unless the /DoMAIN
switch is specified, in which case the commands operate on the domain
account database. On Windows NT domain controllers, the local and domain
account databases are synonymous.

Use NET ACCOUNTS(1) to display current account database policy information.
Use NET ACCOUNTS(2) to synchronize all account databases within the domain.
This command is not valid on computers that are not members of a domain.

Use NET ACCOUNTS(3) to change account database policies. Individual switches
change specific policy options. The /poMaAIN switch changes policies in the cur-
rent domain. If this switch is not present, policies on the local computer are
changed.

The /FORCELOGOFF switch sets the number of minutes before a user is forced to
log off. Forced logoffs occur either when the user account expires, or when
valid logon hours expire (if the account has restricted logon hours). The
/FORCELOGOFF :No switch disables forced logoffs.

The /MINPWLEN switch sets the minimum length of a password allowed. Valid
minimum lengths range from O to 14 characters. The default is six characters.
The 7uNIQUEPW switch sets the size of the old password buffer. Valid sizes range
from O to 24. The unique password buffer is used to check password unique-
ness for each account. If (for example) a buffer size of 4 is set, then Windows
NT will reject attempts to change an account password to any of the four most
recently used passwords for that account.

The /MINPWAGE switch sets the minimum password age, in days, before the pass-
word can be altered for a user account. The range is 0 to 49710 days. The
default is 0, which allows passwords to be changed at any time. The /MAXPWAGE
switch sets the maximum password age, in days, before a password expires
and a new password must be supplied. The range is 0 to 49710 days, and the
default is 90 days. The /mAXPWAGE:UNLIMITED switch disables password
expiration.

Example:

net accounts /minpwage:5 /maxpwage:3@ /domain
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This example sets the password aging policy such that password cannot be
changed more frequently than once every five days, and expire every 30 days.
The policy is changed in the domain.

See also: NET USERS

NET COMPUTER

Adds or deletes computers from a Windows NT domain.

Syntax:

1. NET COMPUTER \\computer /ADD
2. NET COMPUTER \\computer /DEL

Switches:
/ADD Adds specified computer to the domain.
/JDEL Deletes specified computer from the domain.

The NET compPUTER command manages computer accounts within a domain. The
command is only valid when executed on a Windows NT domain controller.

Use NET COMPUTER(1) to add a computer to the domain. Use NET COMPUTER(2) to
delete a computer from the domain. Windows NT workstation and server
computers must become members of a domain to pass logon requests to the
domain controllers in that domain.

NET CONFIG SERVER

Configures the server service.

Syntax: '

1. NET CONFIG SERVER
2. NET CONFIG SERVER [/AUTODISCONNECT:nn] [/SRVCOMMENT:"text"] [/HIDDEN:[YES | NO}]

Switches:
/AUTODISCONNECT : nn Sets the auto-disconnect time to nn minutes.
/SRVCOMMENT : "text" Sets the server announce comment to text.
JHIDDEN: [YES ! NO] Hides or un-hides the server.

The NET CONFIG SERVER command configures the server service. All Windows
NT computers (servers and workstations) provide a server service. Use NET CON-
FIG SERVER(1) to display the current configuration, and NET CONFIG SERVER(2) to
change the configuration.

The /AuTODISCONNECT switch specifies the numbers of minutes before a remote
session is automatically disconnected. The range is 1 to 65535 minutes, and
the default is 15 minutes. Specify -1 minutes to disable auto-disconnection.
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The /SRVCOMMENT switch specifies a comment that is displayed on other comput-
ers when browsing this computer. Comments are displayed in the Windows NT
Explorer and with the NET VIEW command.

The /H1DDEN switch hides the computer from other computers when browsing.
Hiding a computer does not provide any additional security, it merely excludes
the computer from the list of computers displayed by Windows NT Explorer
or the NET VIEW command.

Example:

net config server /hidden:yes
This example hides the computer from other computers browsing the network.

See also: NET VIEW

NET CONFIG WORKSTATION

Configures the workstation service.

Syntax:

1. NET CONFIG WORKSTATION
2. NET CONFIG WORKSTATION [/CHARCOUNT:nn] [/CHARTIME:nn] [/CHARWAIT:nn]

Switches:
/CHARCOUNT : nin Sets the number of bytes buffered before data
transmission occurs.
/CHARTIME :nn Sets the timeout, in milliseconds, before data trans-
mission occurs.
/CHARWAIT:nn Sets the amount of time Windows NT waits for a

device to become available, in seconds.

The NET CONFIG WORKSTATION command configures the workstation service. All
Windows NT computers (servers and workstations) provide a workstation ser-
vice. Use NET CONFIG WORKSTATION(1) to display the current configuration, and
NET CONFIG WORKSTATION(2) to change the configuration.

The /CHARCOUNT switch sets the maximum number of bytes buffered by
Windows NT before data is sent to a communications port. The range is 0 to
65,535 bytes, and the default is 16 bytes.

The /cHARTIME switch sets the idle timeout period, in milliseconds, before
Windows NT sends data to the communications port. The range is 0 to
65,535,000 ms, and the default is 250 ms.
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The /CHARWAIT switch sets the number of seconds Windows NT will wait for a
communications port to become available. The range is 0 to 65535 seconds,
and the default is 3,600 seconds.

Example:

net config workstation /charwait:60

This example sets the communications port timeout to 60 seconds.

NET CONTINUE, NET PAUSE, NET START, NET STOP

Starts, stops, continues, or pauses services.
Syntax:

NET START

NET START service
NET STOP service

NET PAUSE service
NET CONTINUE service

g AW =

These commands control services running on the local Windows NT computer.
Services can also be controlled using the Windows NT Control Panel or the
SC[RK] command.

Use NET START(1) to display a list of running services. Use NET START(2) to start
a service, and NET STOP(3) to stop a service. Use NET PAUSE(4) to pause a ser-
vice, and NET CONTINUE(5) to restart the service after a pause.

Use the Control Panel dialog box’s Services icon to obtain a list of available
services. This list also provides the names that should be used when specifying
the service to process.

Example:

net stop remote access service
This example stops the Windows NT remote access service.
Notes:
The sc(rRK] command can also control services running on remote computers.

See also: s¢, INSTSRV

NET FILE

Manages open files on a server.

Syntax:

1. NET FILE
2. NET FILE id /CLOSE
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Switches:

/CLOSE Closes the specified file.

The NET FILE command manages remotely opened files on a server. Use NET
FILE(1) to display a list of all remotely opened files, including each file’s unique
id number. Use NET FILE(2) to force a file to close. Specify the id number for
the file to close.

Froublesheotne s i

Closing open files with NET FILE can result in a loss of file data.

See also: NET FILE

NET GROUP, NET LOCALGROUP
Manages local and global groups.

Syntax:

@1. NET GROUP [/DOMAIN]

02. NET LOCALGROUP [/DOMAIN]

03. NET GROUP group [/DOMAIN]

04. NET LOCALGROUP group [/DOMAIN]

05. NET GROUP group /ADD [/COMMENT:"text"] [/DOMAIN]

©6. NET LOCALGROUP group /ADD [/COMMENT:"text"] [/DOMAIN]

07. NET GROUP group /DELETE [/DOMAIN]

08. NET LOCALGROUP group /DELETE [/DOMAIN]

09. NET GROUP group username [...] [/ADD | /DELETE] [/DOMAIN]
10. NET LOCALGROUP group name [...] [/ADD | /DELETE] [/DOMAIN]

Switches:

/DOMAIN Perform the specified operation on the domain
controller. ,

/ADD Adds the group to the account database or adds the
specified names to the group.

/DELETE Deletes the group from the account database or
deletes the specified names from the group.

/ COMMENT Adds a comment describing the group.

The NET GROUP and NET LOCALGROUP commands manage local and global groups.
Only Windows NT servers can maintain global groups—Windows NT work-
stations only maintain local groups. All commands operate on the local com-
puter account database, unless the /DOMAIN switch is specified, in which case the
commands operate on the domain account database. On Windows NT domain
controllers, the local and domain account databases are synonymous.
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Use NET GROUP(1) or NET LOCALGROUP(2) to display a list of all global or local
groups. Use NET GROUP(3) or NET LOCALGROUP(4) to display a list of all members
of the specified group. Global groups can only have user accounts as members.
Local groups can have user accounts and global groups as members.

Use NET GROUP(5) or NET LOCALGROUP(6) to add a new group to the account data-
base. The /coMMENT switch adds the specified text as a descriptive comment to
the group.

Use NET GROUP(7) or NET LOCALGROUP(8) to delete an existing group. Members of

the group themselves are not deleted, but their membership in the group is
deleted.

Use NET GROUP(9) or NET LOCALGROUP(1@) to add or delete group members.
Follow the group name with a list of one or more names to add to the group.
Enclose names containing spaces in double quotes. The /AbD switch adds names
to the group, while the /DELETE switch deletes names from the group. Only user
accounts can by added to global groups, while user accounts or global groups
can be added to local groups.

Example:

net group "Power Users" BobM PollyC KurtB /add
This example adds three users to the global Power Users group.

See also: ADDUSERS, NET USERS, GLOBAL, LOCAL, IFMEMBER

NET LOCALGROUP

See NET GROUP.

NET NAME

Manages messenger service names.

Syntax:

1. NET NAME
2. NET NAME name [/ADD]
3. NET NAME name /DELETE

Switches:
/ADD Adds the specified name to the name list.
/DELETE Deletes the specified name from the name list.

The NET NAME command manages the list of alias names used by the Windows
NT messenger service. These names can be used as target names with the NeT
SEND command. In addition to names added using the NET NAME command,
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Windows NT automatically adds the computer name and the interactive user
logon name to the list of available names.

Use NET NAME(1) to display the list of names currently maintained by this com-
puter. Use NET NAME(2) to add the specified name to the alias list. The /aDD
switch is optional. Use NET NAME(3) to delete the specified name from the alias
list. Computer names cannot be deleted from the list.

If any computer sends a message via the messenger service, and that message is
sent to a name that appears in the alias name list, the message will appear in a
dialog box on the computer.

Notes:

The Windows NT messenger service must be running on a computer for mes-
sages to be received on that computer.

See also: NET SEND

NET PAUSE

See NET CONTINUE.

NET SEND

Sends a messenger service message.

Syntax:
1. NET SEND [name | * | /DOMAIN[:name] , /USERS] "message"

Switches:
/DOMAIN Sends the message to the specified domain.
/USERS Sends the message to all connected users.

The NET SEND command sends a message to the computers specified. Enclose
the message in double quotes.

The destination can be one of the following:

name Sends the message to the specified computer or user
name, or alias name created via the NeET NAME command.

* Sends the message to all computers in the workgroup.

/DOMAIN Sends the message to all the names in the domain.

/DOMAIN:name  Sends the message to all the names in the specified
domain.

/USERS Sends the message to all users remotely connected to this

computer.
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Example:

net send * "Server STYX will be shut down in 10 minutes."
This example sends the message shown to all computers in the workgroup.
Notes:

The Windows NT messenger service must be running on a computer for mes-
sages to be received on that computer.

See also: NET NAME

NET SESSION

Manages server computer connections.

Syntax:

1. NET SESSION
2. NET SESSION \\computer
3. NET SESSION \\computer /DELETE

Switches:

/DELETE Deletes the connection to the specified computer and closes
all open files.

The NET sEssION command manages remote computer connections. It can only
be used on Windows NT servers.

Use NET SESSION(1) to display a list of all open connections, and NET SESSION(2)
to display details of open connections from the specified computer. Use NET SES-
SION(3) to break the connection from the specified computer and close all open
files.

voubleshooting Tip

Using NET SESSION(3) can cause the loss of file data.

See also: NET FILE

NET SHARE

Manages printer and directory shares.

Syntax:
1. NET SHARE
2. NET SHARE share
3. NET SHARE share=drive:path [/USERS:nn | /UNLIMITED] [/REMARK:"text"]
4. NET SHARE share [/USERS:nn | /UNLIMITED] [/REMARK:'text"]
5. NET SHARE [share | device | drive:path] /DELETE
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Switches:
/USERS Limits maximum number of simultaneous users to nn.
JUNLIMITED Allows unlimited users.
/REMARK Sets share comment to text.
/DELETE Deletes existing share.

The NET SHARE command manages shared printers and directories (folders) on
the local computer.

Use NET SHARE(1) to display information about all shares defined on the local
computer. Use NET SHARE(2) to display detailed information about the specified
share.

Use NET SHARE(3) to create a new shared directory named share, which maps to
the specified drive:path. The /USERS switch limits the number of simultaneous
connections to the share to nn, while the /UNLIMITED switch (the default) allows
an unlimited number of simultaneous connections. The /REMARK switch assigns a
descriptive comment to the share, which is available when the share is browsed
by a remote computer.

Use NET SHARE(4) to modify the properties of an existing share. Use NET
SHARE (5) to delete a share. Specify the share to delete using either the share
name, the device name (if the share is a printer share), or the drive and path
name.

Example:

net share cdrom=g:\ /remark:"Local CD-ROM drive"
This example creates a new share named cDRoM that maps to the local path 6:\.
Notes:

Shares names that end in a $ character are not displayed when browsing the
local computer from a remote computer.

See also: NET USE, RMTSHARE

NET START

See NET CONTINUE.

NET STATISTICS

Display server and workstation service statistics.

Syntax:

1. NET STATISTICS SERVER
2. NET STATISTICS WORKSTATION
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The NET STATISTICS command displays statistics about the server or worksta-
tion services on a Windows NT computer. Both services normally run on both
Windows NT servers and Windows NT workstations.

Use NET STATISTICS(1) to display statistics for the server service, and NET STA-
TISTICS(2) to display statistics for the workstation service.

NET STOP

See NET CONTINUE.

NET TIME

Displays and synchronizes to remote computer time.

Syntax:

1. NET TIME [/SET]
2. NET TIME \\computer [/SET]
3. NET TIME /DOMAIN:name [/SET]

Switches:
/SET Sets the local computer time to that obtained from the
remote computer.
/DOMAIN Specifies the domain with which to synchronize the time.

The NET TIME command displays the time on a remote computer and optionally
synchronizes the local computer time to that computer.

Use NET TIME(1) to obtain the time from the computer designated as the time
server for the domain, Use NET TIME(2) to obtain the time from the specified
computer. Use NET TIME(3) to obtain the time from the designated time server in
the specified domain.

The /seT switch sets the local computer time to match the time obtained from
the remote computer.

Only Windows NT servers can be designated as time servers. To designate a
server as a time server, add a new Registry value to this key on that server:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanMa
nServer\Parameters

The value to add should be named TimeSource, should have a type of REG_DWORD,
and should have a value of 1.

Example:

net time \\server-1 /set
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This example sets the local computer time to that obtained from the server
SERVER-1.

NET USE

Manages remote connections.

Syntax:

1. NET USE

2. NET USE device

3. NET USE [device | *] \\computer\share [password | *] [/USER:username]
[/PERSISTENT: [YES | NO]]

4. NET USE [device | *] [password | *] /HOME

5. NET USE [device | *] /DELETE

6. NET USE /PERSISTENT:[YES | NO]

Switches:
JUSER Specifies the user account to use when connecting
to the share.
/PERSISTENT Specifies if the connection should persist across
logoff/logon operations.
/DELETE Deletes the connection.

The NET USE command manages remote connections on the local computer to
shares on remote computers. NET USE maps remote resources, such as shared
directories, to local resources, such as drive letters.

Use NET USE(1) to display a list of all current connections to remote computers,
and NET USE(2) to display detailed connection information for the specified
device.

Use NET USE(3) to map a local device to a remote share. The local device may
be a drive letter, p: through z:, (used when the remote share is a directory) or a
printer, LPT1: through LPT3: (used when the remote share is a printer). Specify
an * instead of a device name to automatically use the next available device
name. The remote share to map is specified by the UNC name,
\\computer\share. Use the NET VIEW command to view available network shares.

If the remote share is password protected, specify the password following the
UNC name. Specify an * to make NET USE prompt for a password interactively.
This avoids the need to embed passwords in scripts, where their secrecy may be
compromised. Use the /USER switch to specify a different user account to use
when connecting to the share. The username may include a domain name in the
form DOMAIN\username.

The /PERSISTENT switch controls the persistence of the connection. Specify
/PERSISTENT:NO to create a connection which will exist only for the current
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interactive session. Specify /PERSISTENT:YES to specify a connection which will
be automatically restored at the next logon. The default value of the /PERSIS-
TENT switch is set using NET USE(6).

Use NET USE(4) to map the designated home directory to the specified device,
which must be a drive letter or *. The home directory is specified as part of a
user’s account profile.

Use NET USE(5) to delete an existing connection, including persistent
connections.

Example:

net use g: \\server-1\cdrom-a /persistent:no

This example makes a temporary connection to the share \\SERVER-1\CDROM-A
and maps it to local drive G:.

See also: NET SHARE, NET VIEW.

NET USER

Manages user accounts.

Syntax:
"~ 1. NET USER [/DOMAIN]
2. NET USER user [/DOMAIN]
3. NET USER user [password | *] [ADD [switches] [/DOMAIN]
4. NET USER user [password | *] [switches] [/DOMAIN]
5. NET USER user /DELETE [/DOMAIN]
Switches:
/DOMAIN " Processes accounts in the domain.
/DELETE Deletes the specified user account.

/ACTIVE:[YES ! NOJ
/COMMENT : "text"
/COUNTRYCODE: nnn

/EXPIRES: [date | NEVER]

/FULLNAME ; "name"
/HOMEDIR:path

/PASSWORDCHG: [YES | NO]

Activates or deactivates the account.
Adds a descriptive comment to the account.

Specifies the country code for localized
messages.

Specifies an account expiration date; NEVER
indicates that the account never expires.

Specifies the full name of the account.

Specifies the home directory for the
account.

Allows or disallows password changes by
the user.
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/PASSWORDREQ: [YES | NOJ Specifies if this account must have a
password.

/PROFILEPATH: path Specifies the profile path for this account.

/SCRIPTPATH:path Specifies the script path for this account.

/TIMES: [times ! ALL] Specifies allowed logon hours, or ALL to
allow unlimited logon hours.

/USERCOMMENT : " text" Specifies a user comment for the account.

/WORKSTATIONS: [1ist | *] Specifies a list of computers from which the

account may logon, or * for no restrictions.

The NET USER command manages user accounts. All commands operate on the
local computer account database, unless the /DoMAIN switch is specified, in
which case the commands operate on the domain account database. On
Windows NT domain controllers, the local and domain account databases are
synonymous.

Use NET USER(1) to display a list of all user accounts in the account database.
Use NET USER(2) to display details for the specified user. Use NET USER(3) to add
a new account. Follow the new user account name with a password or an * to
obtain the password interactively. Use NET USER(4) to modify the properties of
an existing account, and NET USER(5) to delete an account.

The /AcTIVE switch activates or deactivates the account. An inactive account
cannot be used for logon operations, but still exists in the account database.
The /commenT switch specifies a descriptive comment, while the /USERCOMMENT
switch adds a user comment to the account. The /EXPIRES switch specifies an
expiration date for the account. Format the date according to the conventions
specified by the Control Panel’s Regional Settings icon.

The /FuLLNAME switch specifies the full name for the account. This is displayed
in some security dialog boxes. The /HOMEDIR switch specifies the home directory
for the account. The /PAssworDCHG switch prevents or allows the user to change
the account password. The /PassworDREQ switch specifies that a password must
be specified for this account. The /PROFILEPATH switch specifies the profile path
for this account, while the /SCRIPTPATH switch specifies the logon script path for
this account.

The /TIMES switch specifies the allowed logon hours for this account. Use
/TIMES:ALL to specify unlimited logon hours. Restrict logon hours by specifying
a set of allowed logon times. times is specified as a list of allowed time slots,
separated by semi-colons. Each time slot can specify a day or the week, or a
range of days, and a range of hours (in one-hour increments). For example:
mon-wed, 8am-5pm;thu-fri,8am-4pm.
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The /WORKSTATIONS switch specifies a list of workstations from which the
account is permitted to logon. Specify /WORKSTATIONS:* to allow unrestricted
logon, or specify a comma separated list of workstations to restrict logon to
only those computers.

Example:

net user PerryM Secret /add /fullname:"Perry Mason"
/scriptpath:d:\winnt\system32\repl\import\scripts\logon.bat

This example creates a new account called PerryM with a password of secret,
and sets the script path to D: \WINNT\SYSTEM32\REPL\IMPORT\SCRIPTS\LOGON.BAT.

See also: NET ACCOUNTS, ADDUSERS

NET VIEW

Displays available network resources.

Syntax:

1. NET VIEW [/DOMAIN[:name]]
2. NET VIEW \\computer

Switches:
/DOMAIN Specifies the domain name for display.

The NET VIEW command views available network resources (directory and print-
er shares).

Use NET VIEW(1) to display a list of server computers in the local workgroup or
domain. The /poMAIN switch displays a list of computers in the domain named
name. If name is omitted, the /DomMAIN switch displays a list of available domains.

Use NET VIEW(2) to display a list of all resources on the specified computer.
Notes:

Only servers which are not hidden are displayed by the NET VIEW(1) command.
Individual resources with share names ending in a $ character are not displayed
by the NET VIEW(2) command.

See also: NET USE

NOW [RK]

Displays text with a time stamp.

Syntax:
1. NOW text
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The now command displays the text entered on the command line prefixed by
the current time and date. Now(1) is similar to the ECHO command except for the
date and time prefix.

Example:

now Script execution begun...

See also: ECHO, TITLE

NTBACKUP

Automatic volume backup.

Syntax:

1. NTBACKUP EJECT /TAPE:n
3. NTBACKUP BACKUP paths [switches]

Switches:

/A Appends backup sets to the end of the tape.

IV Verifies the backup operation.

/R Restricts access to the tape owner or
administrators.

/D"text" Specifies a descriptive comment for the backup set.

/B Includes the local registry in the backup operation.

/HC:[ON ! OFF] Enables or disables hardware compression on the
tape drive.

/T type Specifies the type of backup to perform.

/L"filename" Specifies a file name for the backup log.

/E Restricts the backup log to exceptions only.

/TAPE:n Specifies the destination tape drive for the
operation.

The NTBACKUP command provides tape archival facilities for complete volumes
or directory trees. NTBACKUP is a Windows N'T GUI application, but it can be
controlled completely from command line switches and is frequently used in
scripts to automate regular backup schedules.

Use NTBACKUP (1) to eject the tape from the specified drive. Use NTBACKUP(2) to
initiate a complete backup operation, with optional verify. Specify one or more
paths to backup. Separate individual paths from each other with spaces. Each
path must refer to a local drive or a mapped network drive—UNC names are
not accepted by NTBACKUP. Each path creates a new, distinct, backup set on the
tape.
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The /A switch appends the new backup sets to the end of the tape, preserving
any existing backup sets. If /A is not specified, all existing sets on the tape will
be over-written by the new backup sets. The /v switch performs a verify pass
after the backup operation is complete. All files on the tape are verified against
the original files on disk. Verify results are recorded in the log file and in the
system event log. '

The /R switch restricts subsequent access to the backup sets to the tape owner
or an administrator. The /D switch specifies a descriptive comment for all back-
up sets. Do not place a space between the switch and the opening double quote.

The /B switch backs up the local registry. This switch is only applicable to
paths that specify the drive containing the Windows NT directory. The /Hc
switch controls hardware compression on the tape drive (if this feature is
supported).

The /7 switch specifies the type of tape backup operation to perform. Follow
the switch with a space and then one of the types specified in the following
table.

Type Description

normal Back up all files, then clear the archive flag on all
files.

copy . Back up all files, but do not clear the archive flags.

incremental Back up only changed files, then clear the archive

flag on these files.

differential Back up only changed files, but do not clear the
archive flags.

daily Back up only those files changed today, but do not
clear the archive flags.

The /L switch specifies the name of a log file which can be used to record
backup operation results. The /E switch restricts this log file information to
exceptions and errors only.

The /7aPE switch specifies which tape device to use for the backup operation.

Example:

ntbackup backup c:\Library d:\Library /v /d"Library Backup" /t normal

This example performs a normal backup of the paths ¢:\Library and
D:\Library.

Notes:

NTBACKUP operations that are run by the Schedule Service must take special pre-
cautions to ensure correct operation. First, ensure that the Windows NT
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Schedule Service is running in an account with sufficient rights to access the dri-
ves, directories, and network shares to be backed up. Second, ensure that all
network shares are mapped to the appropriate local drive before starting the
backup operation. The UNCBACK sample script can provide this mapping automat-
ically.

Parameter Syntax
Command shell parameter substitution.

Arguments to a script are accessible within the script via script parameters.
Arguments are specified either on the command line or in a CALL statement, and
are separated by spaces, tabs, commas, equal signs, or semi-colons. To pass any
of these characters as part of an argument, enclose the argument in double
quotes. The double quotes enclosing the argument are passed as part of the
argument—the command shell does not strip them.

Parameters are named %n, where n is the parameter index, 0 to 9. The first
argument is passed in parameter %1, the second in %2 and so on. %0 always con-
tains the name of the script file itself (exactly as typed). Arguments beyond the
ninth are accessed using the SHIFT command. The special parameter %+ refers
to all script arguments, exactly as typed, excluding %o.

Parameter names can also be qualified so that only part of the argument is
returned. Qualifiers are placed between the percent sign and the parameter index,
and are prefixed by a tilde. For example, %~fd1 applies the “f” and “d” qualifiers
to parameter 1. Qualifiers treat the parameter text as a file or path name, and
extract portions of the name. The following table shows all parameter qualifiers.

Qualifier Description

f Expand parameter to a fully qualified path name.

d Expand parameter to a drive letter only.

p Expand parameter as a 'path only.

n Expand parameter as a file name only.

x Expand parameter as a file extension only.

s Modify # and x qualifiers to refer to the short (MS-DOS)
name.

$var: Treat var as a directory list, and search all directories for the

file specified by the parameter. Then expands to the full path
name of the first match found.

For example, assume that Windows NT is installed in C:\WINNT, that the cur-
rent directory is DAHOME, and that parameter %1 contains XCOPY.EXE. The
following table shows some examples of qualified parameter substitution and
the resulting text.




318 Part III: Scripting Command Reference

Parameter Result
%~F1 D:\HOME\XCOPY.EXE
%~d1 D:
%~p1 \HOME\
%~n1 XCOPY
%~x1 EXE
%-nx1 XCOPY.EXE
%~$PATH: 1 CAWINNT\SYSTEM32\XCOPY.EXE
%~dp$PATH: 1 CAWINNT\SYSTEM 32\
Notes:

Qualifiers can also be used with the iterator variables used in FOR commands.

See also: FOR, CALL, CMD, SHIFT

PATH

Sets the command search path.

Syntax:

PATH

PATH path
PATH ;

SET PATH=path
SET PATH

o bW N =

The PATH command alters the Windows NT command search path. The com-
mand search path is used when the command shell attempts to locate a com-
mand for execution. See the START command for more information concerning
the use of the search path.

The command search path is a list of directory names, separated by semi-
colons. To locate a command to execute, Windows NT first searches the cur-
rent directory, and then searches each directory listed in the search path, in
order, until the executable is located. The current search path is stored in the
PATH environment variable.

Use PATH(1) or PATH(5) to display the current search path. Use PATH(3) to clear
the current search path. This restricts command execution to the current direc-
tory only.

Use PATH(2) or PATH(4) to set a new search path. You can include %PATH% in the
path specification to add the new path information to the existing path.

Example:

path c:\bin;%PATH%
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See also: START

PAUSE

Pauses script execution.

Syntax:
1. PAUSE

The PAuUSE command stops execution of the script command and displays the
prompt Press and key to continue.. Script execution continues when any key
is pressed, except Ctrl+C, which terminates script execution.

See also: SLEEP, CHOICE, TIMEOUT

PERMCOPY [RK]

Copies share permissions.

Syntax:

1. PERMCOPY \\srccomputer srcshare \\dstcomputer dstshare

The pERMCOPY command copies access rights (ACLs) from one share to another,
either on the same or a different server. PERMCOPY cannot copy to or from sys-
tem maintained shares (such as ¢s).

To copy permissions, specify a source computer and share name, and a destina-
tion computer and share name.

Example:

permcopy \\styx files? \\arbiter files2

POPD

Restores previously saved drive and directory.

Syntax:
1. POPD

The porp command reverses the operation of a PusHD command by recovering
the most recently saved drive and directory from the save stack.

If the previous PusHD mapped a UNC name, which resulted in the allocation of a
temporary drive letter, PopD deletes the drive mapping and release the drive letter.

See also: PUSHD, CHDIR

PROMPT

Sets the command shell prompt.
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Syntax:

. PROMPT

. PROMPT prompt

. SET PROMPT=prompt
. SET PROMPT

HoW NN =

The PROMPT command alters the Windows NT command shell prompt. This
prompt is displayed when the command shell is ready to accept input, either
from the keyboard or from a script (if echo is on). The current command
prompt is stored in the PROMPT environment variable. Use PROMPT (4) to display
the current prompt (unless it is set to the default value).

Use PROMPT (1) to reset the prompt to the system default. This also clears the
PROMPT variable. The default prompt displays the current path and a greater
then symbol, and is equivalent to the prompt string $psg.

Use PROMPT (2) or PROMPT(3) to set a specific prompt. The prompt is set to
prompt, and this value is also set in the PROMPT variable. The prompt argument is
used literally as the prompt. Within this argument you can specify the codes
shown in the following table.

Code Description

$A Ampersand character.

$B Pipe (|) character.

$C Left parenthesis.

$D Current date.

$E Escape code (ASCII 27).

$F Right parenthesis.

$G Greater than character.

$H Backspace character.

$L Less than character.

$N Current drive letter.

$P Current drive letter and directory path.
$Q Equal sign.

$S Space.

$T Current time.

$v Windows NT version number.

$_ New line.

$$ Dollar sign.

$+ Displays a series of “+” signs, corresponding to the number of

pushed directories on the PUSHD stack. See PUSHD.
$M Displays the remote name (UNC name) for the current drive.
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Notes:

Changing the prompt always changes the PROMPT variable, and vice versa.

PULIST [RK]

Displays process and user accounts.

Syntax:

1. PULIST [\\computer] [\\computer...]
The puL1ST command displays a list of executing processes on each of the com-
puters specified. Processes executing on the local computer are displayed if no
computer names are specified. The list specifies the process executable, the

process ID assigned by the system, and (for the local computer only) the user
name associated with the process.

The process ID can be used as an argument to the KILL command.

See also: KILL

PUSHD

Saves current directory and change to new drive/directory.

Syntax:

PUSHD

PUSHD [drive:]path
PUSHD ..

PUSHD uncname

A WON =

The pusHD command saves the current drive and directory on a stack and
optionally switches to a new drive and directory. The saved drive and directory
can subsequently be restored from the stack using the PoPb command.
PUSHD/POPD command pairs can be nested, allowing multiple saved directories to
be stacked up. If $+ is part of the current PROMPT string, the nesting depth of
pushed directories is indicated by a string of + signs in the command prompt.

Use PuUsHD(1) to save the current drive and directory. This is useful before call-
ing another script that can alter the drive and/or directory. After calling the
script, use POPD to restore the drive and directory.

Use PUSHD(2) to save the current drive and directory and then change the drive
and directory to that specified by path. The specified path can be absolute
(starting at the root of the drive) or relative to the current directory. Use
PUSHD(3) to save the current drive and directory and then move one level “up”
the directory tree on the current drive towards the root. This command is not
valid at the root of a directory tree.
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Use PUsHD(4) to save the current drive and directory and then change to the
UNC path specified by uncname. A UNC path takes the form
\servername\sharename\path. To switch to this directory, PUSHD creates a
temporary drive mapping to map the UNC share onto a drive letter. Temporary
drive letters are allocated starting at Z: and working down the alphabet, skip-
ping letters already in use. When a PoPD command is executed the drive letter is
un-mapped from the share.

Example:

pushd e:\workdir
pushd \\master-serv\datat\archive\temp

See also: POPD, CHDIR, PROMPT

RD
See RMDIR.
REG [RK]

Manipulates the Windows NT Registry.

Syntax:

01. REG QUERY [rootkey\]keypath[\valuename] [\\computer] [/S]
02. REG ADD [rootkey\]keypath\valuename=value [type] [\\computer]
03. REG UPDATE [rootkey\lkeypath\valuename=value [\\computer]
04. REG DELETE [rootkey\]keypath[\valuename] [\\computer] [/F]
05. REG COPY [rootkey\]keypathi[\valuename] [\\computeri]
[rootkey\lkeypath2[\valuename] [\\computer2]

06. REG SAVE [rootkey\lkeypath filename [\\computer]

07. REG BACKUP [rootkey\]keypath filename [\\computer]

08. REG RESTORE filename [rootkey\]keypath [\\computer]

09. REG LOAD filename [rootkey\]keypath [\\computer]

10. REG UNLOAD [rootkey\lkeypath [\\computer]

Switches:
/s Display keys and values for all subkeys.
/F Skip delete confirmation.

The REG command manipulates the Windows NT Registry on the specified
computer or (by default) the local computer.

oubleshooting Ti

The Windows NT Registry contains information critical to the operation
of the system. Inappropriate changes to the contents of the Registry can
compromise Windows NT stability.
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Registry entries are specified using a hierarchy of keys, which are similar to
directories, and values, which are similar to files. Elements in a registry path
are separated by backslashes. The root of the hierarchy is one of the root keys,
which are predefined. Valid root key values are shown in the following table.

Root Key Value

HKILM HKEY_LOCAL_MACHINE, the local machine hive.

HKCU HKEY_CURRENT_USER, the current users hive.

HKCR HKEY_CLASSES_ROOT, the root of the class information.

HKU HKEY_USERS.

HKCC HKEY_CURRENT_CONEFIG, the current machine configuration.

When accessing remote computers, only HKLM and HKU root keys are valid.
If the root key is not specified, HKLM is assumed.

Use REG(1) to query the registry and display key and value information for the
specified keypath. If a valuename is specified, this item is displayed. Otherwise,
all keys and values in the specified keypath are displayed. The /s switch dis-
plays values in all subkeys under the key specified. Key names are shown in
brackets in the query output.

Use REG(2) to add a new value to the Registry. The value type can be one of the
- following types:

REG_SZ A text string (the default type).

REG_DWORD A 32-bit binary value, entered as a decimal number.

REG_EXPAND_SZ A text string that can contain environment variables
in percent signs. These are expanded when the string
is used.

Use REG(3) to update an existing value with new data, and use ReG(4) to delete
a value or a key. Specifying a key only (no value) deletes the entire key, includ-
ing all values and subkeys it contains. The /F switch skips the confirmation
prompt.

Both REG(2) and REG(3) use the backslash character in the value as an
escape. Therefore, to store a literal backslash character, specify a double back-
slash (\\) instead.

Use REG(5) to copy a complete key or individual value from one location or
computer to another. Entire trees of keys can be copied using this command.

Use REG(6) or REG(7) to save a registry key to the specified file. Do not specify a
file extension with filename. Use REG(8) to restore a registry key previously
saved using REG(6) or REG(7).
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Use REG(9) to load a registry hive at the specified key. This key is created and
the hive is then linked to the registry at this location. The hive is then accessi-
ble at the specified location in the registry until it is unloaded. Use ReG(10) to
unload a previously loaded hive.

Example:

reg add HKLM\Software\AcmeCorp\WonderApp\V1.0\LoadDir=c:\apps REG_SZ
reg delete HKLM\Software\AcmeCorp\WonderApp /f

REM

Comments.

Syntax:
1. REM text
The REM command provides comments in a script file. The command performs

no actions. The command shell ignores any text entered as part of the REM
command.

REN, RENAME

Renames files and directories.

Syntax:

REN [drive:][path]filenamel filename2
REN [drive:])path1 path2

. RENAME [drive:][path]filenamel filename2
RENAME [drive:]pathl path2

AW =

The REN command renames a file or directory. The RENAME command is a syn-
onym for the REN command.

Use REN(1) or RENAME(3) to rename a file. The new file name is specified using
filename2. You cannot specify a new drive or directory for the new file name—
the REN command cannot move files. Wildcards are allowed for both fizename?
and filename2, allowing multiple renames. The wildcards in the source and des-

tination should correspond, so that valid file names are formed when renaming
the file.

Use REN(2) or RENAME(4) to rename a directory. The new directory name is spec-
ified using path2. You cannot specify a new drive for the new directory—the
REN command cannot move directories. Wildcards are allowed for both path1
and path2, allowing multiple renames. The wildcards in the source and destina-
tion should correspond, such that valid directory names are formed when
renaming the file.
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To ensure source and destination wildcard names correspond, make sure that
the wildcard characters occur at the same location in the source and destina-
tion names.

See also: MOVE

RENAME

See REN.

REPLACE

Replaces files with updated versions.

Syntax:

1. REPLACE [drive?:][pathi]filename [drive2:][path2] [/A | /U] [/P] [/R] [/W]
2. REPLACE [drivel:][path1]filename [drive2:][path2] /S [/P] [/R] [/W] [/V]

Switches:
/A Add new files to destination directory.
/P Prompt for confirmation before all operations.
/R Allow replacement if destination file is read only.
w Prompt for a key press before copying files.
/8 Replace all files in all subdirectories of the destination.
/U Only replace files that are older than the source.

The RerLACE command searches for and updates files in the destination (path2)
with files in the source (path1). The source filename can use wildcards. If no
destination is specified, the current directory is assumed. The destination must
be a directory, not a file name.

Use REPLACE(1) to replace files in the specified destination. Each source file that
also exists in the destination is copied to the destination, over-writing the file
replaced. The /A switch adds source files that do not exist in the destination.
The /u switch updates files in the destination that are older than the corre-
sponding source file.

Use REPLACE(2) to replace files in an entire directory tree. For each source file,
REPLACE searches the destination directory tree for any matching file names. For
each file found, REPLACE copies the source file into the appropriate directory,
over-writing the file. The /u switch updates files in the destination that are
older than the corresponding source file. '

The /P switch prompts before each file replacement. The /r switch allows
replacing read only files. The /w switch prompts for a key press before starting
the replace operation.
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Example

replace c:\src e:\distribution /s /u

See also: copy, xcory

RMDIR, RD
Deletes directories and their contents.
Syntax:

1. RMDIR [/8] [/Q] [drive:]path
2. RD [/S] [/Q] [drive:]path

Switches:
/S Delete all files and directories in the specified directory.
/Q Quiet mode. Skip confirmation prompt if /S is used.

The rupIR command deletes directories or directory trees. The RD. command is a
synonym for RMDIR.

Specify the directory to delete with path, optionally including a drive letter. By
default, rupIr will not delete a directory that is not empty.

The /s switch deletes a directory that is not empty. In this case, RMDIR deletes all
files in the directory before deleting the directory itself. If the directory con-
tains subdirectories, they are also deleted, and so on down the directory tree.

Use the /s switch with care, as it allows RMDIR to delete entire directory trees in
a single command. RMDIR prompts before proceeding, unless the /a switch is
used.

Notes:

The rMpIR includes the functionality of the MS-DOS DELTREE command. DELTREE
is not a Windows NT command, although the DELTREE command may work if a
earlier version of MS-DOS or Windows 95 is present in the current path.

See also: DEL

RMTSHARE [RK]

Manages shares on a remote computer.

Syntax:

RMTSHARE \\computer

RMTSHARE \\computer\share

RMTSHARE \\computer\share=[drive:]path [switches]
RMTSHARE \\computer\share [switches]

RMTSHARE \\computer\share /DELETE

o AW N =
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Switches:

/G Removes access control from share.

/G user:perm Sets specified permissions for specified user.

/REMOVE user Removes specified user from access control list for
share. '

/USERS:nn Sets maximum number of simultaneous users to 7.

JUNLIMITED Sets an unlimited number of users on the share.

/REMARK: text Sets the share comment to text.

/DELETE Deletes the share.

The rMTSHARE command manages shares available on a remote server computer.
Use RMTSHARE(1) to display a list of available shares on the specified computer.
Use RMTSHARE (2) to display details about a specific share.

Use RMTSHARE (3) to create a new share, named share, on the specified remote
computer. This new share refers to the drive and path specified on this computer
(so C:\ refers to the root of drive C: on the remote computer, not the computer
where the RMTSHARE command is executed). Use RMTSHARE (4) to modify the prop-
erties of an existing share. Use RMTSHARE (5) to delete an existing share.

The /6 (or /GRANT) switch sets access control for the share. Use /6 by itself to
remove all access control, and grant everyone full access to the share. Use /6
with a user and perm to set specific access permissions for the specified user or
group. Use R (read), ¢ (change), F (full) or N (none) for perm. Use the /REMOVE
switch to remove user from the permissions list.

The /users switch sets the maximum number of simultaneous users for the
share and the /UNLIMITED switch removes this limitation.

The /REMARK switch adds a comment to the share. Enclose the comment text in
double quotes.

Example:

rmtshare \\MOTHRA\C_Root=C:\

ROBOCOPY [RK]

Replicates file and directory trees.

Syntax:
1. ROBOCOPY srcpath dstpath [file [...]] [switches]
Switches:
/S Copies subdirectories, excluding empty ones.

/E Copies subdirectories, including empty ones.
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/T
/Rin
/Win
/REG
/X
/v
/L

/XA R |}

/IXF file
/XD dir
/XC

/XN

/X0

/XX

/XL

/18

/ETA

/MOVE
/PURGE

Timestamps all copied and skipped files.
Sets retry count to # {default 1,000,000).
Wiaits # seconds between retries (default 30).
Saves /R and /W as new default settings.
Reports all extra files.

Verbose report output.

Lists actions only, but don’t actually perform
them.

Sets thevspecified attributes.

Resets the specified attributes.

Excludes files with the specified attribute set.
Copies only files with the archive attribute set.

Copies only files with the archive source
attribute set, then resets it. Destination
attribute is always set.

Excludes files matching name.
Excludes directories matching dir.
Excludes changed files.

Excludes newer files.

Excludes older files.

Excludes extra files.

Excludes lonely files.

Includes same files.

Shows estimated time remaining during each
copy.

Moves files, rather than copy them.

Deletes files in destination that do not exist in

©source.

The roBoCOPY command replicates files and directories from one location to
another. Unlike other copy commands, RoBoCOPY only copies the minimum
number of files to synchronize the source and destination directories. This is
useful on WAN links where bandwidth can be limited.

To ensure robustness on WAN links, ROBOCOPY performs retries when errors
occur. The number of retries to perform is set by the /R switch, and the wait
period between retries is set by the /w switch. Use the /ReG switch in conjunc-
tion with these switches to set new default values.
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The file source for ROBOCOPY is srcpath. This can be either a local drive/directo-
ry, or a UNC path. Similarly, the destination for ROBOCOPY is dstpath. This can
also be either a local drive/directory, or a UNC path. Both srcpath and dstpath
must specify directory names, not file names.

By default, roBocoPY only processes files in the specified srcpath. The /S switch
processes files in subdirectories of srcpath. This allows RoBocoPY to replicate an
entire directory tree. Use the /E switch instead of /s if rRoBocoPY should also
replicate empty directories.

In addition to copying files, ROBOCOPY generates a report of which files are
copied. The /v switch generates a verbose report, and the /x switch includes
“extra” files in the report. The /ETA switch displays display estimated copy
times while copying files. The /L switch only generates a report—no actual
copying is performed.

Normally, RoBocoPY copies file contents exactly, including time stamp informa-
tion and attributes, except for the archive attribute, which is always set in the
copied file. The /a+ switch sets the specified attributes in the destination files,
and the /A- switch resets the specified attributes in the destination files. The /xA
switch excludes source files that have the specified attributes set. Finally, The
/A switch copies only files that have the archive attribute set, or the /M switch
copies only these files and then resets this attribute in the source files. The /u
switch is the only switch that changes source files in any way.

All command arguments after the srcpath and dstpath that are not switches are
assumed to be file names that are used to specify which files and directories in
the srcpath are to be considered for copying. By default, *.* is assumed, caus-
ing RoBOCOPY to copy all files in the source path to the destination (and all files
in all subdirectories, if /s or /E is specified). Multiple file names can be speci-
fied, each of which can be a wildcard.

If the command includes a /xF switch, then all subsequent file names on the
command line are excluded from the file copy operation. For example, the
command:

ROBOCOPY c:\ e:\ *.* /XF *.EXE *.COM

copies all files from C:\ to E:\ except .EXE and .COM files. Similarly, if the
command includes a /xb switch, then all subsequent names are assumed to be
directory names to exclude from the copy. Directory names cannot contain
wildcards. /xF and /xp switches can be mixed on the command to switch
between excluding directory names and file names.

Before copying a file, ROBOCOPY assigns it a category, depending upon the state
of the file and any corresponding file of the same name in the destination.
These categories are shown in the following table.
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Category Description

Lonely A file that exists only in the source.

Same A file that exists in the source and destination. Both files
have identical size and time stamps.

Changed A file that exists in the source and destination, but the desti-
nation file has a different size than the source.

Newer A file that exists in the source and destination, but the
source file is newer than the destination.

Older A file that exists in the source and destination, but the
source file is older than the destination.

Extra A file that exists only in the destination.

Mismatched A file exists in the source, but the destination contains a

directory, not a file, of the same name.

By default, after a file has been categorized, ROBOCOPY copies all files that are
lonely, changed, newer or older. The default copying of older files means that
ROBOCOPY can overwrite newer versions of files with older versions, so care must
be used when using the default behavior.

The /xL switch excludes lonely files from the copy. Only files which exist in the
destination will be copied from the source.

The /1s switch includes same files in the copy. Normally this is not needed, but
can be used to force a refresh of the destination from the source.

The /xc switch excludes changed files from the copy. The /xN switch excludes
newer files from the copy, and the /x0 switch excludes older files from the
copy. The /xx switch excludes extra files from all processing.

The /x0 switch is normally used to prevent older versions of files in the source
from overwriting newer versions in the destination. It can also be used to
implement a bi-directional replication. By executing two ROBOCOPY commands
with the /x0 switch, and swapping the srcpath and dstpath in the second com-
mand, a given directory tree can be kept fully replicated in both directions. The
/%0 switch must be used carefully, however. During the file copy process, the
destination file temporarily has a time stamp that is newer than the source file.
If the copy operation is interrupted, then a later use of the /x0 switch can cause
ROBOCOPY to accidentally over-write the original source file, mistakenly thinking
that the partially copied file is newer than the original.

The /MovE switch moves files rather than copies them. The /PURGE switch

processes extra and mismatched files. If the /PURGE switch is included (and the
/Xx switch is not present), then RoBOCOPY deletes all extra files found in the des-
tination. In addition, all mismatched directories in the destination are deleted,
including their contents. This ensures that the destination is an exact duplicate
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of the source tree. However, using /PURGE with a mis-entered dstpath can have
disastrous results, as RoBOCOPY rapidly purges all directories and files in the des-
tination. Therefore, use /PURGE with great caution.

Example:

robocopy c:\ e:\archive\drive_c /e /xo /xn *.bak pagefile.sys

See also: copy, xcopy

SC [RK]
Manages Windows NT services.

Syntax:

01. SC [\\computer] QUERY [servicename | switches]
02. SC [\\computer] QC servicename [switches]

03. SC [\\computer] GETDISPLAYNAME servicename
04. SC [\\computer] GETKEYNAME servicedisplayname
05. SC [\\computer] ENUMDEPEND servicename

06. SC [\\computer] CREATE servicename [switches]
07. SC [\\computer] DELETE servicename

8. SC [\\computer] CONFIG servicename [switches]
09. SC [\\computer] START servicename [args]

10. SC [\\computer] STOP servicename

11. SC [\\computer] PAUSE servicename

12. SC [\\computer] CONTINUE servicename

13. SC [\\computer] INTERROGATE servicename

14. SC [\\computer] CONTROL servicename value

Switches:

TYPE= type Type of service. Can be Own, Share, Interact,
Kernel, or Filesys (default is Share).

START= start Startup control for the service. Can be Boot,
System, Auto, Demand or Disabled (default is
Demand).

ERROR= error Error severity if service fails. Can be Normal,
Severe, Critical or Ignore (default is Normal).

BINPATH= path Path name (including drive) to the service exe-
cutable or driver file.

GROUP= group Name of service group for this service.

DEPEND= groups List of groups upon which this service depends.

OBJ= account Name of user account for service, or driver object
name for drivers (default is LocalSystem).

DISPLAYNAME= name  The friendly display name for the service.
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PASSWORD= pwd The password used to logon to the user account
specified by OB].

STATE= state - Service states to enumerate. Can be Inactive or All
(default is Active).

BUFSIZE= nn Sets service enumeration buffer size to nn bytes.

RI= rindex Sets the resume index for long enumerations.

The sc command controls Windows NT services and drivers. Note that some
s¢ commands, if used incorrectly, can leave Windows NT in an un-bootable
state.

The sc(1) to sc(5) commands query the service control manager for informa-
tion regarding services. No changes are made to services or drivers by these
commands. The sc(6), sc(7) and s¢(8) commands create, delete or configure
services. The sc(9) to sc(14) commands control the execution of installed ser-
vices. Each command works with the service control manager (SCM) on the
specified computer, or (by default) on the local computer.

Each service is referred to by its servicename, which is a short name used inter-
nally by the service control manager. Typically, this name is not used for dis-
play purposes. Instead, each service also has a service display name, which is
more descriptive and can be localized. The s¢(1) command can be used to
obtain a list of service names.

Some sc commands accept one or more switches to set command options.
Switches require a space between the equal sign and the switch value, as shown
in the following table.

Switch Description

TYPE= Specifies the type of service being installed.

START= Indicates when the service should be started by the service
control manager.

ERROR= Indicates the severity of the error that should be reported if
the service fails to start as specified.

BINPATH= Specifies the full path to the service executable or driver
binary.

GROUP= Specifies to which dependency group the service belongs.

DEPEND= Specifies which dependency groups the service depends upon
before it can start.

0BJ= Specifies the account name under which the service is run.

DISPLAYNAME= Specifies the “friendly” display name for the service.

PASSWORD= Specifies the password to use when logging on to the

account specified with the 0BJ= switch.
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STATE= Specifies which services to enumerate when querying service
information.
BUFSIZE= Specifies the size of internal buffers used by sc (use larger

buffers if SC requests this).
RI= Restarts a long enumeration at the specified index.

Use the sc(1) command to display service information for installed services.
Without a servicename or switches, sC(1) displays details of all active services.
Specify a servicename to display details for a specific service. Specify the TYPE=,
STATE= and GRoOUP= switches to display details for services of the specified type,
group, and state.

Use the sc(2) command to display service configuration information for the
specified servicename. Use the S¢(3) command to display the full display name
for the specified servicename, and use the sc(4) command to display the service
name for the specified service display name. Use double quotes with the ser-
vicedisplayname. Use SC(5) to list all services upon which the specified service-
name depends.

Use the sc(6) command to create a new service called servicename and the
sc(7) command to delete a service called servicename. Deleting a service
removes it from the registry, and is #o¢ the same as stopping the service. Use
switches with the sc(6) command to specify (at the minimum) the path to the
service executable. Use the sc(8) command to reconfigure a previously created
service.

Use the s¢(9) command to start an installed service. The optional args are
passed to the service as startup arguments. Use the sc(10) command to stop a
service, and the s¢(11) command to pause a service. Use the sc(12) command
to resume execution of a paused service. The actual effect of pausing a service
is service dependent. Use the s¢(13) command to interrogate the current state
of a service. Use the s¢(14) command to send a control code (a decimal value)
to the service. The meaning of control codes is service dependent.

Example:

sc start PlugPlay

sc create NewService binpath= c:\bin\service\autotest.exe start= auto
displayname= "New Service"

sc pause NewService

sc \\mothra query NewService

Notes:
Most s¢ commands that alter service status require administrator privilege.

See also: SCLIST, INSTSRV, NET CONTINUE
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SCLIST [RK]

Displays services on specified computer.

Syntax:
1. SCLIST [/R | /S] [/M computer]

Switches:
/R Displays only running services.
/8 Displays only stopped services.
IM computer Displays services for computer.

The scL1sT command lists services present on the specified computer, or (by
default) on the local computer. The /R switch restricts the list to running ser-
vices, and the /s switch restricts the list to stopped services.

The list is displayed with one service per line. The first column shows the sta-
tus of the service, the second shows the service short name, and the third col-
umn the full display name.

See also: s¢

SCOPY [RK]

Copies files and security information.

Syntax:
1. SCOPY [drivel:][path1][filenamel] [drive2:][path}[filename2} [/0] [/A] [/S]

Switches:
/0 Copy owner security information.
1A Copy auditing information.
/S Copy all files in subdirectories.

The scory command copies files from one location to another on NTFS vol-
umes. The NTFS security information (if present) for each file is copied with
the file. Security information includes access control lists (ACLs), ownership
information, and auditing information.

Use scopY (1) to copy files. Wildcards can be used for filenamer. If filenamet is
not present, *.* is assumed. The /s switch copies files in subdirectories as well
as files in the specified directory.

By default, scopy copies the access control list of each file as well as file data.
The /0 switch copies file ownership information as well. Use of the /0 switch
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requires administrator privilege. The /A switch copies auditing information. Use
of the /A switch requires Manage Auditing rights.

Example

scopy c:\users e:\backup\users /s /a /o

See also: COPY, XCOPY, ROBOCOPY

SET

Sets environment variables and performs arithmetic computations.

Syntax:
1. SET
2. SET var
3. SET var=
4. SET var=value
5. SET /A expression
Switches:
/A Evaluates a numeric expression.

The seT command sets the values of environment variables, or performs arith-
metic computations.

Use seT(1) to display the entire list of variables defined in the current environ-
ment. Use SET(2) to display the list of all variables that begin with the var text.

Use SeT(3) to delete an existing variable named var from the environment. Use
SET(4) to define or redefine a variable named var with the vaiue specified.
Expansion of environment variables within vaiuve occurs before the value is
stored in var. The value can contain equal sign characters, but not it cannot
begin with an equal sign.

Use SET(5) to evaluate a numeric expression. If the command is entered interac-
tively, the numeric result is displayed in the console window. If the command is
part of a script, the result is not displayed. Note that the expression can con-
tain assignment operators, allowing numeric results to be assigned to environ-
ment variables.

The expression is comprised of operators, variables, and literal numbers.
Literals are can be either decimal (the default), hexadecimal (by prefixing the
literal with Ox), binary (by prefixing with 0b) or octal (by prefixing with 0).
Take care not to prefix a decimal literal with a leading zero—doing so causes
the literal to be treated as an octal number. The following table shows some
examples of literals.
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Literal Description

123 Decimal literal.

-14 Negative decimal literal.

0x100 Hexadecimal literal, equal to 256 decimal.
0b1001 Binary literal, equal to 9 decimal.

014 Octal literal, equal to 12 decimal.

Variables can also be used in expressions. Percent characters are not required
in the expression; the SET command evaluates the values of variables directly.
Undefined variables are assumed to have a value of zero. Variable values are
evaluated using the same syntax as literals—decimal, hexadecimal, binary and
octal numbers are all valid.

The operators allowed in an expression are shown in the following table. All
operators except the expression separator and unary minus are binary opera-
tors—they take two values as arguments. The operators are listed in decreasing
order of precedence.

Operator Description

() Use parentheses to group sub-expressions.
* % Multiplication, division and modulus.

+ - Addition and subtraction.

<< >> Left and right logical bitwise shift.

& Bitwise logical AND.

- Bitwise logical exclusive OR.

! Bitwise logical OR.
= Basic assignment

*= [= %= += .= Assignment operators.
1
1

, Expression separator.

The operators are shown in order of precedence. Operators at the top of the
list are evaluated before those lower in the list. This means that 1+2*3 is evalu-
ated as 1+(2+3), yielding 7. Parentheses can be used to override this evaluation
order.

The % operator is the modulus operator. The expression A % B computes the
integer remainder when A is divided by B.

The << and >> operators perform logical bitwise shift operations. The expres-
sion X << N logically shifts all the bits in x left by N bits by adding N zero bits
onto the right of x. For example, 12 << 1 yields 24. The expression X >> N logi-
cally shifts all the bits in x right by N bits by deleting n bits from the right of x.
For example, 13 >> 1 yields 6. The << and >> operators must be escaped to
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avoid conflict with the redirection commands. Use ~>~> or ~<~< to enter these
operators. This is also true for the <<= and >>= assignment operators.

The bitwise logical operators & (AND), ! (OR) and ~ (exclusive OR) combine
the bits in their two arguments according to the boolean AND, OR and exclu-
sive OR functions. Since the characters &, | and ~ are all command syntax
characters, these operators must be escaped using a ~ character when entered
in shell scripts. Therefore use ~&, ~! and ~~ to enter these operators. This is also
true for the &=, != and ~= assignment operators.

The = operator is the basic assignment operator. The left of the = operator must
be a variable name. The result of the expression on the right is stored, as a dec-
imal result, in the specified variable.

The extended assignment operators, such as +=, *= etc, are a shorthand way of
writing an expression such as x=x+4. This expression can be re-written using the
+= assignment operator as X+=4.

“o»

The expression separator operator, “,”, allows multiple expressions to be eval-
uated using a single SET command. Separate each expression by a comma.
Typically, the expressions are assignment expressions. When the SET command
is typed at the console, the last (right-most) expression result is displayed.

Example:

set VARARGS=14,15,16

set DIRCMD=/w

set /a X=(I*14) + (B << 1) + (C "& 0b1100)
set /a X=4,Y=5,Z=10

Notes:

An expression that is comprised only of a single variable name, with no other
operators or literals, is not always evaluated correctly. Instead of SET /A X, use
SET /A x+0 as a workaround. This appears to be a shell bug.

Troubleshooting Ti

In some versions of Windows N'T, using parentheses results in a syntax
error. This appears to be a shell bug.

See also: SETLOCAL, ENDLOCAL, Standard Variables, SETX

SETLOCAL

Begins localized scope for environment variable changes.

Syntax:

1. SETLOCAL
2. SETLOCAL ENABLEEXTENSIONS | DISABLEEXTENSIONS
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The SETLOCAL command, when used in a script file, begins a local scope for
environment variable changes. Any changes made to the environment after a
SETLOCAL command is executed are local to the script.

Executing an ENDLOCAL command restores the environment to its exact state at
the time the most recent SETLOCAL command was executed. Any changed vari-
ables are restored to the value they had prior to the SETLOCAL command, and
any newly created variables since the seTLocAL command are deleted.

SETLOCAL/ENDLOCAL commands can be nested up to 32 levels deep, creating addi-
tional local scopes within the current scope. If any local scopes exist when the
script file ends, an implicit ENDLOCAL is performed to restore the environment at
the end of the script.

SETLOCAL/ENDLOCAL is very useful within script procedures, as it allows variables
to be made local to the procedure.

Use SETLOCAL (1) to begin a new localized variable scope. Use SETLOCAL(2) to
begin a new scope and also explicitly enable or disable shell command exten-
sions. As with the environment, the current state of the shell extensions toggle
is saved and restored when an ENDLOCAL command is executed.

Notes:

SETLOCAL is valid only within a script file. The command is accepted interactive-
ly, but no localization occurs.

See also: ENDLOCAL, SET

SHIFT

Accesses additional command arguments.

Syntax:

1. SHIFT
2. SHIFT /n

Switches:
/n Parameter index from which to start shifting (such as /2).

The sHIFT command accesses command arguments beyond the first nine
entered. The standard parameter syntax (%1, %2, and so on) provides direct
access to only nine command arguments. The shift command provides access
to additional arguments by shifting the arguments down the parameter list.
The first argument is discarded.

Use SHIFT(1) to shift all arguments one place in the parameter list. The argu-
ment in parameter %0 is discarded and replaced by the argument from %1. The
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argument in parameter %1 is replaced by the argument from %?2. This contin-
ues up to parameter %9, which receives a new argument from the command
line. Thus each sHIFT(1) command discards the argument in %0, moves argu-
ments in %1 through %9 down one parameter index, and moves a new argument
from the command line into %9.

Use SHIFT(2) to start the shift operation at parameter index 7. The command
SHIFT /3 starts the shift at parameter %3. This leaves parameters %@, %1 and %2
unaltered by the shift process.

See also: Parameter Syntax

SHUTDOWN [RK]

Initiates Windows NT shutdown on the specified computer.

Syntax:
1. SHUTDOWN \\computer [/R] [/T:nn] [/Y] [/C] message
2. SHUTDOWN /L [/R] [/T:nn] [/Y] [/C] message
3. SHUTDOWN \\computer /A
4, SHUTDOWN /L /A
Switches:
/L Shuts down local computer.
/A Aborts shutdown.
/R Restarts computer after shutdown.
/Tinn Sets timeout to nn seconds.
A% Forces confirmation for all questions.
/C Forces applications to close (can result in data loss).

The sHUTDOWN command initiates the shutdown of a Windows NT computer.
After the specified timeout interval, the Windows NT computer will shutdown
normally.

Use SHUTDOWN (1) to shutdown the specified computer remotely. Use SHUTDOWN(2)
to shutdown the local computer. Use SHUTDOWN(3) or SHUTDOWN(4) to abort the
shutdown. Shutdowns can only be aborted during the specified timeout period.

The /R switch forces a restart after the shutdown is complete. The /T switch
sets the timeout period before the shutdown starts to nm seconds. The /v switch
assumes a yes response to all questions asked by SHUTDOWN.

The /¢ switch forces a shutdown at a computer regardless of the state of run-
ning applications. Use this switch with caution, as it forces applications to
close without saving data first. This can result in data loss.
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Example:

shutdown \\MOTHRA /T:45

SLEEP [RK]

Pauses execution for a specified period of time.
Syntax:

1. SLEEP nn

The sLEeP command pauses command execution for nn seconds and then con-
tinues. This is useful when waiting for asynchronous operations to complete.

Example:
sleep 4

See also: PAUSE, TIMEOUT

SOON [RK]

Executes a scheduled command in the near future.

Syntax:

1. SOON [\\computer] [delay] [/INTERACTIVE] "command"
2. SOON /D
3. SOON /D [/L:nn] [/R:nn] [/I:ON | /I:OFF]

Switches:
/INTERACTIVE Allows the scheduled command to interactive with
the desktop.
/D ‘Modify or display default settings.
/L Set default local machine delay.
/R Set default remote machine delay.
/1 Set default interactive switch,

The soon command schedules a command to execute via the Windows NT
scheduler in the near future. Executing a S00N.command is equivalent to exe-
cuting an AT command with the time set to delay seconds in the future.

Use soon(1) to schedule a command for execution. The command is executed
on the local computer unless computer is specified. The command is scheduled
to execute delay seconds in the future. If no delay is specified, SooN uses default
values set with the /b switch. The /INTERACTIVE switch allows the command to
interact with the Windows NT desktop.
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Use soon(2) to display the current default values for the local and remote
delays, and the interactive switch. Use sooN(3) to alter these values. The /L
switch sets the default delay for commands executed locally, and the /R switch
sets the default delay for commands executed remotely. The /1 switch sets the
default state of the /INTERACTIVE switch.

Example

soon \\polycrates 300 "copy c:\logfiles e:\archives"
Notes:

You can create a script that executes periodically by placing a s0oN command
in the script itself. Each time the script executes it schedules another run of the
same script after the specified delay.

See also: AT

SORT

Sorts text lines.

Syntax:
1. SORT [/R] [/+n]

Switches:
/R Reverses the sort order.
/+n Sorts based on the characters in column 7.

The sorRT command sorts text lines into alphanumeric order using the ASCII
character set as the collating sequence. SORT reads command input for lines to
sort. By default, command input is all text typed at the console up to the end
of file character, Ctrl+Z. Use the console input redirection symbols to get con-
sole input from a file, device, or another command.

The /r switch reverses the sort order. The /+n switch sorts the lines according
to data starting in column 7 of each line. The first column is numbered 1.

See also: FIND, MORE

SRVINFO [RK]

Displays general computer and server information.

Syntax:

1. SRVINFO [switches]
2. SRVINFO [switches] \\computer
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Switches:
INS Do not display service information.
/D Display service drivers and services.
v Display Exchange and SQL information.
/8 Display share information.

The srvINFo command displays general computer, server, and service informa-
tion. Use SRVINFO(1) to display information for the current computer, and srv-
INFO(2) to display information for the specified computer.

The basic information displayed includes the computer name, Windows NT
type and version information, the current domain (if any) and Primary Domain
Controller (PDC), and the current IP address. Following this is a list of
installed CPUs, disk drives, and services. If the /b switch is specified the service
list also includes device drivers. Finally, a list of network adapter cards is dis-
played followed by the system up time.

Example:

srvinfo | find "PDC"

This example displays the name of the PDC for the domain.

Standard Variables

Standard environment variables defined by Windows NT.

Windows NT defines a number of standard environment variables. These gen-
erally provide information on the NT system environment and status of the
machine and current user. Standard environment variables are collected from a
number of sources to form the default environment available to a command
shell when it starts execution.

The sources for standard variables are:
¢ Special values built-in to the system (such as OS).

* The system environment as defined in Control Panel System (stored in the
Registry).

® The user environment as defined in Control Panel System (stored in the
Registry).

® Any SeT commands in C\AUTOEXEC.BAT (if parsing is enabled).
e Any SeT commands in a Windows NT logon script.

The following table lists the standard Windows NT environment variables.
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Variable Description

CMDCMDLINE Command line passed to CMD.EXE, provided no
variable exists of this name.

COMPUTERNAME Network name of the computer, as defined in
Control Panel Network. »

COMSPEC Path to Windows NT command shell executable.

ERRORLEVEL Numeric value of last program exit code, provided
no variable exists of this name.

HOMEDRIVE Drive letter corresponding to path of home directory.

HOMEPATH Path to home directory, excluding drive letter.

HOMESHARE UNC name of share if home directory is on a net-
work share.

LOGONSERVER Name of server that performed the logon.

NUMBER_OF_PROCESSORS

0s

PATH

PATHEXT

PROCESSOR_ARCHITECTURE

PROMPT

SystemDrive
SystemRoot
USERDOMAIN

USERNAME
USERPROFILE

Number of CPUs detected (1 for single CPU
systems).

Specifies the name of the running OS. Always
“Windows_NT” on Windows NT systems.

A semi-colon separated list of directory names to
search when trying to locate an application to exe-
cute (see PATH command).

A semi-colon separated list of file extensions to test
when attempting to locate a command executable
(see START command).

Name of CPU architecture (such as “x86”).

Defines the format of the shell command prompt
(see PROMPT command).

Drive letter of drive containing Windows NT.
Path (including drive) to Windows NT directory.

Name of domain or local machine used to log user
on.

Name of user logged on.

Path to user profile of current user.

The command shell specially handles the ERRORLEVEL and CMDCMDLINE variables.
If these variables are defined by a SET command, they behave normally. If,
however, these variables are not defined and they are then expanded in a com-
mand, the shell replaces %ERRORLEVELS with the exit code of the most recently
executed application, and sCMDCMDLINE% with the exact text of the command line
used to invoke the shell. sCMDCMDLINE% can be used to access the switches used
to invoke the current command shell.
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Notes:

Some standard variables are not available when executing a scheduled script
via the AT command. Specifically, those which contain information regarding
the current logon session (such as USERNAME) are not available.

See also: SET, START, CMD

START

Executes a command in a new window or console window.

Syntax:

1. START ["title"] [switches] command [args]
2. START [drive:]path

Switches:

/Dpath Sets the current drive and directory for the
command to path.

/1 Initializes the environment from the initial
environment used by this command shell.

/MIN O /MAX Starts the new command window minimized
or maximized.

/SEPARATE OT /SHARED Starts a 16-bit Windows application in a
shared (default) or separate memory space.
Ignored for other application types.

/LOW, /NORMAL, /HIGH or Specifies the priority class for the command.

/REALTIME The default is /NORMAL.

IWAIT Wiaits for the application to terminate before
continuing.

/B Executes command without creating a new
window.

The START command starts a new application or executes a command in a new
console window. Any valid application or command can be executed using the
START command, including built-in shell commands, scripts, 16-bit Windows
applications, 32-bit Windows applications, console applications, POSIX and
068/2 applications.

Use START(1) to execute a command. If the command is a script command or
script file, then a new command shell is started to execute that command. This
shell is started with the /k switch. This means that the new console window
remains active when the command has finished executing, allowing command
output to be viewed. To over-ride this behavior, use START to explicitly execute
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cMp, the command shell, and then submit the command to this shell using the
/C switch.

title specifies the title of the new command window. This is also displayed in
the Windows NT task bar. The titie is ignored for Windows applications,
which provide their own title text. The /D switch specifies a starting drive and
directory for the application.

Normally, the new application or command inherits the environment of the
command shell executing the sTART command. The /1 switch makes the com-
mand inherit the environment exactly as it was when the command shell began
operation. Changes to the environment made within the command session are
not passed to the new application.

The /MIN and /MAX switches control the position of the new window created for
the application. Without these switches, Windows NT creates a new, normal,
window for the application. The /MIN switch starts the application with a mini-
mized window (just a new entry on the task bar). The /MaX switch starts the
application with a maximized window.

If the application specified by command is a 16-bit Windows 3.x application, the
/SHARED switch specifies that the application is started in the shared memory
space used by 16-bit applications. (This is the default.) The /SEPARATE switch
starts the application in a new address space. Using /SEPARATE increases robust-
ness if the application crashes, but can use additional resources while the appli-
cation executes.

The /LOW, /NORMAL, /HIGH and /REALTIME switches control the priority class for
the application. The default priority class is normal, which should be used for
the majority of applications. Use low priority if you want the application to
execute as a background task when Windows NT is not busy. Use high priority
to execute the application as an urgent task, ahead of other regular applica-
tions. Use the real-time priority only for special real-time applications.
Incorrect use of the real-time priority can cripple a Windows NT system. Use
the priority switches (except /Low) with restraint, as they interfere with
Windows NT ability to correctly balance system loads.

Without the /wAIT switch, the START command begins execution of the specified
application or command and then immediately completes—the START command
does not wait for the application to complete. With the /WAIT switch the START
command waits until the application terminates before completing.

The /B switch applies only to script and console commands, not Windows
applications. The /8 switch executes the specified command within the current
console window, rather than in a new console window. The command is exe-
cuted under the control of a new command shell, and this shell is started with
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the /K switch. Therefore, when the command completes, the new shell is still
running. Use the EXIT command to exit this shell and return to the original

shell.

If the first token of command is the exact text cmp, then this is replaced by the
contents of the COMSPEC variable. This ensures that the correct command
shell is executed, and allows the token cMD to act as a placeholder for whichev-
er command shell is specified with the coMSPEC variable.

If the first token in command does not specify an explicit file extension, then the
START command uses the PATHEXT variable as a list of file extensions to test
when searching for an executable file. PATHEXT must contain a list of file exten-
sions, separated by semi-colons. START tests each file extension in turn when
trying to locate a command to execute. The default value for PATHEXT is

.COM; .EXE; .BAT; .cMD. When searching for the file to execute, START searches the
current directory, and then each directory specified by the PATH variable. File
extensions in the PATHEXT are applied first. That is, START first checks the current
directory for all possible file extensions, then searches the first entry in the PATH
for all possible PATHEXT file extensions, then the second entry in PATH and so on.

Use START(2) to start a copy of Windows NT Explorer in the drive and directo-
ry specified.

Example:
start /de:\database /i /low /min cmd /c cleanup.bat

This example executes the script CLEANUP.BAT in a minimized window as a
low priority task, using the initial shell environment and starting in the

EADATABASE directory.

See also: cup, Command Syntax

SUBST
Creates virtual drive mappings.
Syntax:

1. SUBST
2. SUBST drivel: [drive2:]path
3. SUBST drivel: /D

Switches:
/D Deletes virtual drive mapping.

The suBsT command creates virtual drives by mapping a drive letter to an arbi-
trary location in a directory tree on a local drive. Once mapped, the virtual
drive letter can be used as a shortcut to access the specified drive and path.
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Use suBsT(1) to display a list of all currently mapped virtual drive letters. Use
SUBST(2) to create a new virtual drive. Specify the virtual drive to create in
drivet, which must be an unassigned drive letter. Use drive2 and path to specify
the actual path for the virtual drive.

Use sussT(3) to delete a virtual drive mapping.
Example:

subst v: c:\winnt\system32\logfiles
Notes:

The suBsT command implementation was flawed under MS-DOS and Windows
95. It is fully operational in Windows NT.

Drives created using the SUBST command are present only in the current
Windows NT session. They are not persistent.

TIME
Displays or sets the system time.

Syntax:

1. TIME
2. TIME time
3. TIME /T

Switches:
/T Do not prompt for a new time.

The TiME command displays or sets the system time. Use TIME(1) to display the
current time and display a prompt asking for the new time. Press Enter only to
leave the time unchanged. Use TIME(2) to set a new time directly from the com-
mand line. Use TIME(3) to display the time only.

See also: DATE

TIMEOUT [RK]

Pauses execution for a specified period of time or until a key is pressed.
Syntax:
1. TIMEOUT nn

The TIMEOUT command pauses for nn seconds and then continues. The com-
mand also continues if a key is pressed during the timeout period. This is use-
ful when waiting for asynchronous operations to complete.
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During the timeout period a count-down timer is displayed showing the
remaining time before execution continues.

See also: PAUSE, SLEEP

TITLE

Sets the title text of the console window.
Syntax:
1. TITLE text

The TITLE command alters the title displayed in the title bar of the console win-
dow. This is also displayed in the Windows NT task bar. Use TITLE(1) to set
the title to text.

TITLE is useful to show the progress of long scripts without having to fill the
console window with distracting output.

See also: ECHO, Now

TRANSLATE [RK]

Translates a Windows NT error code to text.
Syntax:

1. TRANSLATE code

The TRANSLATE command converts a Windows NT error code (a Win32 error
code) into text form. This is useful when a command returns an exit code with
a numeric Windows NT error. In this case, use TRANSLATE %ERRORLEVEL% tO
obtain the error message text.

Example:

translate 5

This example returns the text Access is denied.

TYPE

Displays a text file in the console window.
Syntax:
1. TYPE [drive:][path]filename

The TYPE command displays a text file in the console window. The file contents
are dumped directly to command output for display. Command output redirec-
tion can be used to redirect output to a file or device.
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Example:

type readme.txt

USRSTAT [RK]

Displays user statistics for a domain.

Syntax:
1. USRSTAT domain

The usrRSTAT command displays a report listing the user name, full name, and
last logon date/time for each user in the specified domain.

Example:

usrstat nevada

Variable Syntax

Environment variable substitution.

Variable substitution is the first operation that occurs after a command is
entered. The shell searches the command text for variable names bracketed by
% signs. For each such name found, the shell deletes the variable name and
replaces it with the current value of the variable. If a pair of % characters sur-
round a variable name that is not defined, the name and the percent characters
are not altered in interactive mode. In script mode, the name and the percent
characters are deleted.

The shell also defines two substitute-only variables: %ERRORLEVELS and %CMDCMD -
LINES. If there is no user variable named ERRORLEVEL in the environment, then
the shell replaces SERRORLEVEL% with the exit code returned by the most recently
executed command. If there is a user variable of this name, then normal substi-
tution occurs. Similarly, if there is no user variable named CMDCMDLINE,
then the shell replaces scmpempLINES with the full text of the command line used
to invoke this copy of the shell.

There are several additional ways to modify the variable substitution process.
These are shown in the following table.

Variable Description

%svars .Substitutes the value of var for the variable name in the
command. If var is not defined, does not alter the command
text.

svar:stri=stras Substitutes the value of var for the variable name in the

command. Before substitution, each occurrence of str7 in
the var is replaced with str2.




350 Part III: Scripting Command Reference

svar:stri=s% Substitutes the value of var for the variable name in the
command. Before substitution, each occurrence of str7 in
the var is deleted.

svar:-n% Substitutes the value of var for the variable name in the
command. Substitution of the value of var begins at the nth
character of the value. The first character is numbered 0.

ssvar:-n,len% Substitutes the value of var for the variable name in the
command. Substitution of the value of var begins at the nth
character of the value and continues for 1en characters, or
until the end of the value. The first character is numbered 0.

svar:-0,len%s Substitutes the value of var for the variable name in the
command. Substitution of the value continues for Ien char-
acters, or until the end of the value.

Example:

set VAR1=d:\winnt40\system32
set VAR2=cmd.exe ‘
echo %VAR1:\=/% %VAR2:~0,3%

The output of the ECHO command is d: /winnt4@/system32 cmd. Note the replace-
ment of backward slashes by forward ones, and the extraction of the first three
characters from variable var2.

See also: Parameter Syntax, Command Syntax, SET

VER

Displays Windows NT version information.

Syntax:
1. VER

The VER command displays the Windows NT command shell version
information.

Example:
for /f "skip=1 tokens=4" %i in ('ver') do set OSVER=%i

This example uses the parse features of FOR to extract the version number of
Windows NT from the VER command output.

WHOAMI [RK]

Displays the current user name and domain name.

Syntax:
1. WHOAMI
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The wHoamI command displays the domain name and user name of the currently
logged in user. The names are displayed in the standard DOMAIN\UserName
format.

Example:

for /f "delims=\ tokens=2" %i in ('whoami') do set USER=%1

The user name is available via the usERNAME variable. However, the user can
alter this with a SET command. The example above shows how to obtain the
true user name from the output of WHOAMI.

WINAT

See AT.

XCACLS

See cACLS.

XCOPY

Copies files and directories.
Syntax:

1. XCOPY source [destination] [switches]

Switches:

1A Copies files that have the archive attribute set (modi-
fied).

/N Copies files that have the archive attribute set, and reset
the attribute.

/D Copies only files with a source time newer than the des-
tination time.

/D:mm-dd -yy Copies files changed on or after the specified date.

/P Prompts before creating each destination file.

/s Copies directories and subdirectories, except empty
ones.

/E Copies directories and subdirectories, including empty
ones.

N Verifies all copy operations.

M Prompts for a key press before copying files.

/c Continues even if errors occur.

/1 Assumes destination is a directory if it does not exist.
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/a Quiet. Do not display names while copying.

/F Shows full source and destination names.

/L Displays names that would be copied, but do not do
actual copy.

/H Copies hidden and system files as well as normal files.

/R Copies even if destination file is read only.

T Creates directory tree, but do not copy files.

/v Only copies files that already exist in the destination.

/K Copies attributes.

IN Use short (MS-DOS) file names during copy.

1z Use restartable copy mode.

The xcopy command copies files and directories from one location to another.
XCOPY has numerous switches to control the copy process.

The source can be a single file, a wildcard file name, or a directory name. If
source is a directory name, all files in the directory are copied. The destination
can be a file name or a directory name. If no destination is specified, the cur-
rent directory is assumed. If destination does not exist, XCOPY prompts to
choose between creating a file or directory with the specified name. The /1
switch assumes that the destination is to be a directory. The /P switch prompts
before creating each destination file. The /w switch prompts before starting the
copy. This is useful if the destination specifies removable media, such as a flop-
py disk.

By default, xcopy copies only the files in the source directory. The /s switch
copies files in all subdirectories as well. The /€ switch copies empty subdirecto-
ries as well as those containing files. The /T switch only copies directories, not
files. Use the /E switch with /T to copy empty directories as well.

The /A switch only copies files that have the archive attribute set (that is, have
been modified since the last backup). The /m switch copies these files are then
reset this attribute on each source file. The /b switch only copies files when the
source file time and data is newer than the destination file time and date.
Alternatively, specify an explicit time and data with the /b switch to copy only
those files newer than that date. The /H switch copies hidden and system files,
in addition to normal files. Finally, the /u switch only copies files that already
exist in the destination.

The /a switch prevents the display of file name while copying. The /F switch
displays the full source and destination file names during the copy. The /L
switch only displays the file names—no actual file copy operations occur.
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The /k switch copies attributes as well as file data. Normally, XCOPY resets
the attributes on the destination file. The /R switch copies to a destination file
marked read only. The /N switch copies files using short (MS-DOS) file names
only.

The /v switch verifies all file copy operations. The /z switch copies all files in
restartable mode. In restartable mode, xcopy tracks the file copy progress in the
destination file so that the copy operation can be restarted. This is used pri-
marily when copying files across WAN network connections.

See also: COPY, ROBOCOPY, SCOPY, MOVE, REPLACE













Appendix

The RCMD Resource Kit Utility

One tool in the Windows NT Resource Kit that is particularly useful is the
RCMD utility. This utility provides a remote command execution facility

for Windows NT servers and workstations. The utility only ships with the
Windows NT Server version of the Resource Kit, although it can be used
with Windows NT workstations or servers in both the client and target roles.

RCMD executes command-line programs (including scripts) on a remote com-
puter (the farget) and displays the results of these commands on the local
computer (the client). The command results are displayed in the same console
window on the client used to initiate the RCMD session. Because the com-
mand executes on the remote computer, it can access all the local resources on
that computer.

Commands that can be executed remotely are restricted to 32-bit Windows NT
console applications that use the command input, command output and com-
mand error output streams only (see Chapter 2). MS-DOS applications, 16-bit
and 32-bit Windows applications, and Windows NT console applications that
use cursor positioning cannot be used.

RCMD Client and

Target Computer Installation

The RCMD client is installed as part of the Windows NT Server Resource Kit.
The only file needed for the client is the executable RCMD.EXE. In addition to
client installation, each target computer (i.e. each computer which will execute
commands on behalf of an RCMD client) must have the Remote Command
Server service installed.




358 Part IV: Appendixes

To install the Remote Command Server service on a target computer, proceed
as follows:

1. Copy the files RCMDSVC.EXE and OEMNSVRC.INF from the
Resource Kit installation directory to the %SYSTEMROOT %\System32
directory on the target computer.

2. On the target computer, open the Control Panel and select the Network
icon. In the Network dialog box, select the Services tab and click the Add
button.

3. In the Select Network Service dialog box that opens, select Remote
Command Server and Click OK.

4. Click OK to close the Network dialog box.
Repeat the steps above on each target computer.

After the Remote Command Server service is installed on a target computer it
can be started and stopped manually, or set to auto-start when NT boots. The
service can be started and stopped locally using the Control Panel Services
icon, remotely using the Windows NT Server Manager utility, or by using the
SC command line utility (described in the Command Reference).

Command Execution

To execute a command on a target computer from a client computer, use the
following syntax:

1. RCMD \\computer command
2. RCMD \\computer

Use ReMD (1) to execute a single command on the specified target computer. For
example:

remd \\pythagoras dir c:\

This command will display a directory of all files in the root of drive C: on the
computer PYTHAGORAS.

Use ReMD(2) to establish an interactive session on the specified target computer.
This starts a command shell on the target computer and displays the shell
prompt locally (on the client). Normal shell commands (including scripts) can
then be entered and executed on the target computer. To terminate the session,
either exit the remote shell using the EXIT command, or press Ctrl+Break to ter-
minate the RCMD session.
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Because commands are executed remotely in a remote command shell on the
target computer, command shell state information local to the client is not used
or altered by remote commands. For example:
@1. C:\>set VAR=Test
@2. C:\>echo %VAR%
23. Test
@4. C:\>rcmd \\pythagoras
@5. Connected to \\pythagoras
086.
@7. Microsoft(R) Windows NT(TM)
@8. (C) Copyright 1985-1996 Microsoft Corp.
9. )
10. D:\USERS\DEFAULT>echo %VAR%
11. %VAR%
12. D:\USERS\DEFAULT>exit
13. Remote server \\pythagoras disconnected
14, C:\>

In this example, the variable vAR is defined in the local command shell (as
shown by the first ECHo command). However, this variable is not available to
the command shell executing on the target computer—the second ECHO com-
mand does not expand %VARs.

RCMD Security Features

RCMD provides several security features that prevent unauthorized access to
target computers. ‘

¢ The Remote Command Server service must be running on a target com-
puter before it will accept commands for remote execution. Therefore this
service can be stopped to prevent unauthorized remote command access.
Starting and stopping the service is a privileged operation protected by
Windows NT security mechanisms.

* A user who submits a remote command via RCMD must have the inter-
active logon user right on the target computer. By default, only adminis-
trators have this user right on Windows NT Server computers.

e The Remote Command Server impersonates the remote user when execut-
ing all remote commands. Thus the command executes with the same
rights and privileges as the remote user, and no others.
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Other Useful
Command Line Tools

The Command Reference in Part III of this book covers all of the Windows NT
and Windows NT Resource Kit utilities that are typically used in scripts.
However, there are a number of additional command line utilities and tools
that may be useful in some circumstances. These are listed in this appendix.
For a full description of the operation of these commands, consult the
Windows NT and the Windows NT Resource Kit on-line documentation.

AUTOEXNT[RK] A service that executes a script when Windows NT boots.
Equivalent to the MS-DOS AUTOEXEC.BAT facility.

COMPREG[RK] Compares two registry keys, looking for differences. Useful to
determine differences in system configurations.

COMPACT Provides command-line control of the built-in compression
available on NTFS volumes.

COMPRESS[RK] Provides manual file compression. Use the EXPAND command to
restore the original file or files.

DELSRV[RK] Deletes an installed Windows NT service.

DHCPCMD[RK] Provides command-line control of the Windows NT DHCP
server.

DHCPLOC[RK] Locates DHCP servers on the local subnet.

DISKMAP[RK] Displays information on hard disk partitions, fault-tolerance
setup data and other disk information.

DNSCMD[RK] Provides command-line control of the Windows NT DNS
server.

DRIVERS[RK] Displays a complete list of all installed Windows NT device dri-

vers. Useful to determine which devices are installed.

EXETYPE [RK] Determines the type of executable represented by a file (script,
16-bit Windows application etc.).
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FILEVER[RK]

FREEDISK[RK]

GETMAC[RK]

INSTSRV[RK]

IPCONFIG
NETDOM[RK]
PASSPROP[RK]
PATHMAN[RK]
RASLIST[RK]
RASUSERS[RK]
REGDMP [RK]

REGFIND[RK]
REGINI[RK]
SECADD[RK]
SETX[RK]

SHOWDISK[RK]

SRVCHECK[RK]

TIMETHIS[RK]
WINSCHK[RK]
WINSCL[RK]

WINSDMP [RK]

Displays the internal version stamp information present in
many EXE and DLL files.

Checks the amount of free disk space against a specified
minimum.

Gets the MAC (physical) network address or addresses.
Provides a useful way to get a unique value on each computer:

Installs a Windows NT service executable and assigns the ser-
vice a name.

Displays IP configuration information.

Provides command-line domain management.
Controls password policy on a server.

Edits the PATH variable values stored in the registry.
Displays RAS server announcements.

Displays a list of all accounts that have dial-in rights.

Dump the registry in a format compatible with the REGINI[RK]
command.

Searches the registry for values or key names.
Edits the registry by reading a special editing script.
Adds security control to registry entries.

Sets environment variables in the user or computer portions of
the registry. Changes made are persistent, unlike those made
with the SET command.

Displays disk partition information.

Displays information about all non-hidden shares on a
computer.

Times how long a command takes to execute.
Verifies WINS database and replication integrity.

Provides command-line control of the Windows N'T WINS
server.

Dumps a WINS database.
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ANIMAL.BAT
database file example, 231-236
interactive text input example,
231-236
applications
console, command shells, 20
control commands, 243

Index

launching, 37
command search sequence, 39-40
[ile associations, 41-44
PATH environment variable, 38
scripting, 44-45
START command, 45-48
ARGECHO.BAT, parameter
substitution, 16 :
arguments
passing, 103-104
procedures
DELSYNCFILE, 174
FINDSWITCH, 167
GETARG, 165
GETSWITCH, 166
PARSECMDLINE, 163
passing vo, 113, 152
REGDELM/REGDELU, 170
REGGETM/REGGETU, 169
REGSETM/REGSETU, 167
RESOLVE, 171
SRAND, 170
STSYNCFILE, 174
VARDEIL, 163
WAITSYNCFILE, 175
scripts, 15-16, 94
arithmetic operators, basic
expressions, 83-85
arrays, indexed/named, 91-93
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assignment operators, SET
command, 87

ASSOC command, 43, 249

ASSOCIATE command, 43, 250

ASSOCIATE [RK] command, 44

AT command, Schedule Service, 63,
251

ATTRIB command, 253

auditing print jobs, PIJCOUNT.BAT
script, 195-197

AUDITPOL command, 254

AUTOEXEC.BAT, SET/PATH
command processing, 255

automating operations via
scripts, 8

B

background color, console window,
10, 13

basic character command line
editing, 30

basic expressions, SET command,
82-83

batch commands, 8

batch files, 8

binary (base 2) numbers, 85-86

branch commands, 102

building scripts, 145-147

built-in system variables, 67

burn-in testing of systems,
XCPTEST.BAT script, 210

C

C switch {/C)
allowed key choices, 128
nested script execution, 103

CACLS command, 255
CALL command, 258
indirect, 116
procedure calling, 108
CD command, 259
Chain command, script chaining,
103
chaining scripts, 102-103
character size, console window
options, 10
CHDIR command, 259
CHECKX86 procedure, 153
CHOICE command, 260
choice selection, 127
debugging, 173
exit code, 128
circular script chaining, 102
CLEANUP command, script
chaining, 103
CLEANUP.BAT, script chaining
example, 102
clients, RCMD vutility, installing, 357
CLIP command, 261
CLIP [RK] command, filters, 61
closing local scope, 149
CLS command, 49, 261
CMD command, starting command
shells, 27, 262
CMD.EXE command shell, 10,
25-26
CMDCMDLINE environment
variable, 82 '
COLOR command, 264
codes, 50
controlling script output, 49
COMMAND command, 264
command echo, removing, 131
command line
editing keys, 266
syntax, 268
utilities, Windows N'T Resource
Kit, 361-362
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command output parsing, FOR
command, 138
command prompt, shortcut for
large prompt, 13
command shells, 20
CMD.EXE, 25-26
command filters, 59-60
CLIP [RK], 61
FIND, 60
MORE, 60
SORT, 60
command line editing, 30-31
command redirection symbols,
52-55
COMMAND.COM, 25-26
compound commands, 56-59
console window, 10
controlling script output, 48
DOSKEY command, 34-35
launching applications, 37
scripting, 44-45
macros, DOSKEY command, 35-36
modes
interactive, 20
seript, 20-25
nesting, 29
Schedule Service, 61-62
AT command, 63
starting, 27-28
CMD.EXE switches, 28
terminating, 29
command switches, command shell
syntax, 24
COMMAND.COM command shell,
25-26
commands
ADDUSERS, 248
application control, 243
ASSOC, 249
ASSOCIATE, 250
AT, 251

ATTRIB, 253
AUDITPOL, 254
CACLS, 255
CALL, procedure calling, 108, 258
CD, 259
Chain, script chaining, 103
CHDIR, 259
CHOICE, 260
choice selection, 127
debugging, 173
CLEANUSP, script chaining, 103
CLID, 261
CLS, 261
CMD, 262
COLOR, 264
COMMAND, 264
completion editing, 33
compound, 56-59
COPY, reading console input, 129,
269 )
DATE, 271
DEL, 105, 271
deleting files, 105
DIR, 272
directory, 244
DIRUSE, 274
DISKUSE, 276
DOSKEY, 34-35, 277
macros, 35-36
DUMPEL, 280
ECHO, 281
script chaining, 103
script nesting, 104
ECHO OFEF, deactivating
command echo, 17
ENDLOCAL, 282
ERASE, 271
EXIT, 283
FC, 283
file, 244
filters, 59-60
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CLIP [RK], 61
FIND, 60
MORE, 60
SORT, 60
FIND, 284
FINDSTR, 285
FOR, 288
command iteration, 130
directory iteration, 131-133
file iteration, 130
muneric iteration, 133
parsing strings/command output,
138
text parsing iteration, 134
text parsing options, 136
variable recursion, 139
FTYPE, 291
GLOBAL, 291
GOTO, 292
control flow within scripts, 106
Jumping to specific label, 107
IE, 292
conditional command execution,
119
enabling command echo, 17
loop termination, 108
multi-line, 124
nested, 124
IF DEFINED, testing variable
existence, 120
IF ERRORLEVEL
choice-based branching, 128
exit code testing, 119
IFMEMBER, 294
INSTSRY, 295
KILL, 295
LOCAL, 296
LOGEVENT, 297
LOGOFE 298
MD, 298

MKDIR, 298
MORE, 298
MOVE, 300
multi-line, 76-77
NET ACCOUNTS, 300
NET COMPUTER, 302
NET CONFIG SERVER, 302
NET CONFIG WORKSTATION,
303
NET CONTINUE, 304
NET FILE, 304
NET GROUB, 305
NET LOCALGROUP, 305
NET NAME, 306
NET PAUSE, 304
NET SEND, 307
NET SESSION, 308
NET SHARE, 308
NET START, 304
NET STATISTICS, 309
NET STOP, 304
NET TIME, 310
NET USE, 311
NET USER, 312
NET VIEW, 314
network management, 244
NOW, 314
NTBACKUP 315
PATH, 318
PAUSE, 319
pausing script execution, 125
stopping script at error, 146
PERMCOPY, 319
POPD, 319
PROMPT, 319
PULIST, 321
PUSHD, 149, 321
RD, 326
REG, 322

relational IF, value comparison, 123
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REM, 324
REN, 324
RENAME, 324
REPLACE, 325
RMDIR, 326
RMTSHARE, 326
ROBOCOPY, 327
SC, 331
Schedule Service, 61-62
Al 63
SOON [RK], 64
SCLIST, 334
SCOPY, 334
scripting, 245
search sequence, launching
applications, 39-40
SET, 335
SETLOCAL, local scope for
variables, 149
SETLOCAL, 337
SHIFT, 108, 338
SHUTDOWN, 339
SLEEP, 126, 340
SOON, 340
SORT, 341
SRVINFO, 341
START, 344
string-compare IE, equality
comparison, 120
SUBST, 346
system management, 242
TIME, 347
TIMEOUT, 347
script timeout pauses, 125
TITLE, 348
TRANSLATE, 348
TYPE, 348
users
account management, 241
interaction, 125
USRSTAT, 349

VER, 350
WHOAM]I, 350
WINAT, 251
XCACLS, 255
XCOPY, 351
compound commands, 56-59
COMSPEC environment variable,
81
console applications, command
shells, 20
console window
background color, 13
cursor options, 10
font display options, 11
full screen mode, 10
Insert Mode, 11
overview, 9
pausing output, 9
popup background/text color, 13
positioning onscreen, 13
Quick Edit Mode, 11
screen buffer options, 11
settings options, 10
text color, 13
window dimensions, 12
control flow in scripting, chaining
scripts, 101-102
Control Panel, environment
variable sources, 68-69
COPY command, 129, 269
Ctrl+Break keys, stopping script
execution, 15
Cirl+C keys, stopping script
execution, 15
Cirl+S keys, pausing console
window, 9
cursor, console window options, 10
customizing
console window, 10

MTPLOGON.BAT script, 201
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D

database file uses, ANIMAL.BAT
script example, 231-236
DATE command, 271
deactivating echo, ECHO OFF
command, 17
DEBUG variable, 150
debugging
CHOICE command, 173
scripts, TRACE variable, 146
DEFDIR variable, 71
DEL command, 105, 271
deleting
files, recursion example, 105-106
sync files, DELSYNCFILE
procedure, 174
delimiters, parsing text into tokens,
134
DELIMS option, text parser FOR
command, 136
DELM.BAT, recursion example, 105
DELM2.BAT, GOTO file deletion,
108
DELSYNCFILE procedure, deleting
sync file, 174
DIR command, 272
DIRCOUNT command macro, 36
directories
commands, 244 :
iteration, FOR command, 131-133
REPL.BAT replication, 218
setting for script, PUSHD
command, 149
DIRUSE command, 274
DISKUSE command, 276
DOSKEY command, 34-35, 277
DIRCOUNT macro, 36
EXIT macro, 36

LS macro, 35
MYNAME macro, 36
double quotes, parameters, 97-99
downloading script libraries, 145
drive, setting for script, PUSHD
command, 149
DUMPEL command, 280

E

echo, removing command echo,
131 '
ECHO command, 281
command shell prompt, 21
controlling script output, 51
script chaining, 103
script nesting, 104
ECHO OFF command, deactivating
command echo, 17
ECHO variable, script tracing, 146
editing, command line, 30
basic character, 30
command completion, 33
command history, 31-32
keys, 266
template, 31
enabling command echo, IF
command, 17
ENDLOCAL command, 72, 78, 282
environment variables, 342
CMDCMDLINE, 82
COMSPEC, 81
ENDLOCAL command, 78
ERRORLEVEL, 82
number formats, 85
PATH, 81
PATHEXT, 81
scope, 77
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scripting, 66, 82, 88
SETLOCAL command, 78
setting, 69-71
size limits, 72
sources, 66-67
string indexing, 90
substituting, 72-73
tunneling, 79-80
EOF label, 108
EOL option, text parser FOR
command, 136
ERASE command, 271
error output stream, command
redirection, 53
ERRORLEVEL environment variable,
82
example of procedure, 116
executing scripts, 7, 14
exit code, CHOICE command, 128
EXIT command
macro, 36
terminating command shells, 29,
283
extended hardware testing,
XCPTEST.BAT script, 210215
external commands, launching
applications, 37

F

FC command, 283
File commands, 244
files
associations, launching applications,
41-44
BAT, 14
CMD, 14
deleting, recursion example,
105-106

extensions, launching applications,
42
iteration, FOR command, 130
Filters commands, 59-61
FIND command, filters, 60, 284
FINDSTR command, 285
FINDSWITCH procedure, finding
switch argument, 167
fonts, console window display
options, 10-11
FOR command, 288
command iteration, 130
directory iteration, 131-133
file iteration, 130
numeric iteration, 133
parsing strings/command output,
138
text parsing iteration, 134-136
variable recursion, 139
FTYPE command, 43, 291
full screen mode, console window,
10

G

GETA macro, 93

GETARG procedure, obtaining
positional argument, 165

GETINPUTLINE procedure, reading
input lines, 172

GETSWITCH procedure, obtaining
switch argument, 166

GETSYNCFILE procedure, synch file
names, 173

GETTEMPNAME procedure, naming
temp file, 176

GLOBAL command, 291
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GOTO command, 292
control flow within scripts, 106
EOF command, terminating
command shells, 29
jumping to specific label, 107

H

halting script execution, Ctrl+C
keys, 15

hardware, extended testing,
XCPTEST.BAT script, 210-215

HELLO.BAT, execution example, 14

HELP procedure, online help
display, 147

hexadecimal (base 16) numbers,
85

history buffers, command line
editing, 31-32

I

IF command, 292
COMMAND.COM, 26
conditional command execution,

119
enabling command echo, 17
loop termination, 108
multi-line, 124
nested, 124
IF DEFINED command, testing
variable existence, 120

IF ERRORLEVEL command

choice-based branching, 128

exit code testing, 119
IFMEMBER command, 294

indexing
arrays, 91-93
strings, 90
indirect CALL commands, 116
indirection of variables, 141
INIT procedure, script libraries, 117
input lines, reading, GETINPUTLINE
procedure, 172
input stream, command redirection,
52
Insert Mode, console window, 11
installing "
RCMD client, 357
Remote Command Server service,
358
INSTSRV command, 295
inter-file procedure calls, 109
interactive
commands, user oriented, 125
mode '
command shells, 20
undefined variables, 73
text, ANIMAL.BAT script example,
231-236
internal commands, launching
applications, 37
intra-file procedure calls, 109
iterating commands, 130
iteration variables, 130

JK

jump operations
chaining scripts, 102
to specific label, GOTO command,
107
KILL command, 295
KILLALL procedure, 117
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L

labels, 296
- EOE 108
jumping to specific label, GOTO
command, 107
scripts, 106
launching applications, 37
command search sequence, 39-40
file associations, 41-44
PATH environment variable, 38
scripting, 44-45
START command, 45-48
libraries
downloading, 145
_LIBSKEL.BAT, 151, 153
_MTPLIB.BAT, 145, 154-156, 159
scripts, 116-117
LIBSKEL.BAT, script library
template, 151
LOCAL command, 296
local scope, closing, 149
LOGEVENT command, 297
logical bit operators, SET
command, 86-87
LOGOFF command, 298
logons
script sample, MTPLOGON.BAT,
199, 201-202
setup, built-in user variables, 67
loops
chaining scripts, 102
wait, timeout checks, 127
LS command macro, 35

M

macros, command

DIRCOUNT, 36

EXIT, 36

LS, 35

MYNAME, 36
MAIN procedure, 114-115, 147
main script body example, 149
MAKEUSR.BAT

new user accounts, 178-180,

185-187

procedures, 180-182

switches, 178-179
MASTER.BAT, SLEEP script

synchronization, 126

MD command, 298
MKDIR command, 298
modes, command shell

interactive, 20

script, 20-25
MORE command, filters, 60, 298
MOVE command, 300
MTPLOGON.BAT

customizing, 201

logon script sample, 199-202
multi-line commands, 76-77, 124
multiple

commands, compound commands,

56-59
expressions, SET command, 88

MYNAME command macro, 36
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N

N switch (/N), suppressing key
choices, 127
named arrays, syntax, 91-93
naming temporary files,
GETTEMPNAME procedure, 176
nesting
command shells, 29
IF commands, 124
procedures, 110
scripts, 103, 104
variable substitution, RESOLVE
procedure, 171
NET ACCOUNTS command, 300
NET COMPUTER command, 302
NET CONFIG SERVER command,
302
NET CONFIG WORKSTATION
command, 303
NET CONTINUE command, 304
NET FILE command, 304
NET GROUP command, 305
NET LOCALGROUP command, 305
NET NAME command, 306
NET PAUSE command, 304
NET SEND command, 307
NET SESSION command, 308
NET SHARE command, 308
NET START command, 304
NET STATISTICS command, 309
NET STOP command, 304
NET TIME command, 310
NET USE command, 311
NET USER command, 66, 312
NET VIEW command, 314
network management commands,
244
new user accounts, MAKEUSR.BAT
script, 178-180, 185-187

Notepad
script creation, 146
simple script example, 9
NOW command, 314
NOW [RK] command, controlling
script output, 52
NTBACKUP command, 315
number formats, SET command, 85
binary (base 2), 85
hexadecimal (base 16), 85
octal (base 8), 85
numeric iteration, FOR command,
133

O

obtaining
positional argument, GETARG
procedure, 165
switch argument, GETSWITCH
procedure, 166
octal (base 8) numbers, 85
operators
arithmetic, basic expressions, 83-85
assignment, 87
logical bit, 86-87
relational, 123
options, text parser FOR command,
136
Options tab, console window, 10
outline of basic script, 16
output, script, 48
@ command, 50
CLS command, 49
COLOR command, 49
ECHO command, 51
NOW [RK] command, 52
REM command, 49
TITLE command, 50
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output stream, command
redirection, 53
overview of console window, 9

P

Parameters
script, 94
arguments, 16
double quotes, 97-99
substitution, 95
syntax, 95-96
substitution, 16
syntax, 317
PARSECMDLINE procedure, parsing
command line, 163-164
parsing
command line, PARSECMDLINE
procedure, 163-164
text lines into tokens, 134
Passing
arguments to procedures, 113, 152
return results to procedures, 152
PATH command, 318
PATH environment variable, 81
launching applications, 38
specifying search path, 15
PATHEXT environment variable, 81
PAUSE command, 319
pausing script execution, 125
stopping script at error, 146
Pausing console window output, 9
Peer-to-peer replication, REPL.BAT
script, 217-219, 223-230
PERMCOPY command, 319
PJCOUNT.BAT
print job auditing, 195-197
procedures, 196

POPD command, 319
Popup colors, console window, 13
Positioning console window
onscreen, 13
Print job auditing, PICOUNT.BAT
script, 195-197
Procedure dispatchers, 151
Procedure values, environment
variables, returning, 75
Procedures, 108
CHECKXS86, 153
DELSYNCEFILE, deleting sync file,
174
FINDSWITCH, finding switch
argument, 167
GETARG, obtaining positional
argument, 165
GETINPUTLINE, reading input
lines, 172
GETSWITCH, obtaining switch
argument, 166
GETSYNCFILE, synch file names,
173
GETTEMPNAME, naming temp
file, 176
HELP online help display, 147
INIT, script libraries, 117
inter-file calls, 109
intra-file calls, 109
KILLALL, 117
MAIN, 114-115, 147
MAKEUSR.BAT script, 180-182
nesting, 110
PARSECMDLINE, parsing
command line, 163-164
REGSETM, variable Registry
values, 167-168
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REGSETU, variable Registry
values, 167-168
REPL.BAT script, 220-222
returning values from, 113
script placement, 110
SETSYNCEFILE, setting synch file,
174
state and variable scope, 111
structuring, 114-116
USRQUOTA.BAT script, 189-191
VARDEL, variable deletion by
prefix, 163
WAITSYNCEFILE, 175
XCPTEST.BAT script, 211-213
Prompt, command shell, 21-23
PROMPT command, 319
command shell prompt, 21
nesting command shells, 29
Pseudo-random numbers, RAND
procedure, 171
PULIST command, 321
PUSHD command, setting
drive/directory, 149, 321

Q-R

qualifiers, parameter syntax, 96
Quick Edit Mode, console window,
11

RAND procedure, pseudo-random
numbers, 171
random number generator
seeding, SRAND procedure, 170
RCMD utility
installing client, 357
remote command execution facility,
357

security features, 359

target computer command
execution, 358
RD command, 326
reading input lines, GETINPUTLINE
procedure, 172
recursion
file deletion, 105-106
script nesting, 104
substitution, 74
variables, 139
redirecting commands, 52-55
REG command, 322
REGDELM procedure, deleting
Registry variables, 170
REGDELU procedure, deleting
Registry variables, 170
REGGETM procedure, 155
REGGETU procedure, 155
Registry, variables
deleting, 170
getting, 168
setting values, 167-168
REGSETM procedure, variable
Registry values, 167-168
REGSETU procedure, variable
Registry values, 167-168
relational IF command, value
comparison, 123
REM command, controlling script
output, 49, 324
Remote Command Server service,
installing, 358
Removing command echo, 131
REN command, 324
RENAME command, 324
REPL.BAT
peer-to-peer replication, 217-219,
223-230 |
procedures, 220-222
switches, 219
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REPL.BAT script, switches, 217
REPLACE command, 325
replication
logon scripts to servers, 200
peer-to-peer based, REPL.BAT
script, 217-219, 223-230
reserve characters, command shell
syntax, 25
return results, passing to
procedures, 152
returning values from procedures,
113
RMDIR command, 326
RMTSHARE command, 326
ROBOCOPY command, 327
running
scripts, 7
see also executing scripts

S

S switch (/S), upper/lowercase
choices, 127
SC command, 331
Schedule Service, 61-64
SCLIST command, 334
scope
closing, 149
environment variables, 77
setting for variables, SETLOCAL
command, 149
SCOPY command, 334
screen buffer, console window, 11
script control flow, 101
chaining scripts, 102
GOTO command, 106
nesting scripts, 103

script labels, 106

script libraries, 116-117
downloading, 145
INIT procedures, 117
LIBSKEL.BAT template, 151
_MTPLIB.BAT, 145
script mode
command shells, 20
prompt, 21-23
syntax, 24-25
undefined variables, 74
script procedures, 108-110
SCRIPT1.BAT
nested scripts, 103
passing arguments to procedures,
113
script chaining, 103
scripting
arguments, 94
controlling output, 48
@ command, 50
CLS command, 49
COLOR command, 49
ECHO command, 51
NOW [RK] command, 52
REM command, 49
TITLE command, 50
environment variables, 65-66, 82,
88
CMDCMDLINE, 82
COMSPEC, 81
ENDLOCAL command, 78
ERRORLEVEL, 82
number formats, 85
PATH, 81
PATHEXT, 81
scope, 77
SETLOCAL command, 78
setting, 69-71
size limits, 72
sources, 66-67
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string indexing, 90
substituting, 72-73
tunneling, 79-80
undefined, 73-74
launching applications, 44-45
parameters, 94
double guotes, 97-99
substitution, 95
syntax, 95-96
variables, 66
SCRIPTNAME variable, 150
SCRIPTPATH variable, 150
scripts, 7, 14
@ character, echo cancelling, 16
ARGECHO.BAT, parameter
substitution, 16
arguments, parameters, 15-16
automating operations, 8
basic outline, 16
BAT file type, 14
building, 145-147
chaining
circular loops, 102
Jjump operations, 102
self-chaining, 102
with arguments intact, 103
choice selection, CHOICE
command, 127
CLEANUP.BAT, script chaining
example, 102
CMD file type, 14
command output parsing, FOR
command, 138
commands, 245
deactivating echo, ECHO OFF
command, 17
debugging, 146
DELM.BAT, recursion example,
105

DELM2.BAT, GOTO file deletion,
108
directory iteration, FOR command,
131-133
enabling command echo, IF
command, 17
executing, 14
exit code testing, [IF ERRORLEVEL
command, 119
FOR command, 130
IF command, conditional command
execution, 119
main body example, 149
MAIN procedures, 114-115
MAKEUSR.BAT
new user accounts, 178-180,
185-187
procedures, 180-182
MASTER.BAT, SLEEP script
synchronization, 126
MTPLOGON.BAT
customizing, 201
logon script sample, 199-202
nesting, recursion, 103-104
numeric iteration, FOR command,
133
pausing execution, PAUSE
command, 125
PJCOUNT.BAT
print job aunditing, 195-197
procedures, 196
procedure dispatchers, 151
reading console input, COPY
command, 129
REPL.BAT, peer-to-peer replication,
217-219, 223-230
SCRIPT1.BAT, nested scripts, script
chaining, 103
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simple NotePad example, 9
SKELETON.BAT
code listing, 148
script template example, 147
skeletons, 145-147
SLAVE.BAT, SLEEP script
synchronization, 126
stopping _
at error, PAUSE command, 146
execution, Ctrl+C keys, 15
string parsing options, FOR
command, 138
synchronization, SLEEP command,
126 ,
text parsing, FOR command,
134-136
timeout pauses, [IMEOUT
command, 125
tracing, 146, 150
user management, 177
USRQUOTA.BAT
procedures, 189-191
switches, 188
user disk space checking,
187-189, 192-194
value comparison, relational IF
command, 123
Windows NT management, 205
XCPTEST.BAT, extended hardware
testing, 210-215
search paths, launching
applications, 38
security features, RCMD utility, 359
seeding random number generator,
SRAND procedure, 170
self-chaining scripts, 102
SET command, 82, 335
assignment operators, 87
AUTOEXEC.BAT, defining
variables, 68

basic expression syntax, 82-83
environment variable setup, 69-71
logical bit operators, 86-87
multiple expressions, 88
number formats, 85
SETLOCAL command, 72, 337
environment variables, 78
local scope for variables, 149
SETSYNCFILE procedure, setting
synch file, 174
setting
environment variables, 69-71
synch file, SETSYNCFILE
procedure, 174
settings options, console window,
10
SHIFT
command, 94, 338
processing arguments in loops, 108
shortcuts, large command prompt,
13
SHUTDOWN command, 339
simple control flow
chaining scripts, 102
GOTO command, 106
nesting scripts, 103
sites, REPL.BAT replication, 218
sizing environment variables, 72
skeleton scripts, 145-147
SKELETON.BAT
code listing, 148
script template example, 147
SKIP option, text parser FOR
command, 136
SLAVE.BAT, SLEEP script
synchronization, 126
SLEEP command, script
pausing/synchronization, 126,
340
soak testing of systems,
XCPTEST.BAT script, 210
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SOON command, 340
SOON [RK] command, Schedule
Service, 64
SORT command, filters, 60, 341
sources, scripting environment
variables, 66-67
special characters, command shell
prompt, 23
special symbols used in commands,
268
SRAND procedure, seeding
random number generator, 170
SRVINFO command, 341
standard environment variables,
342
START command, 344
launching applications, 45-48
nesting command shells, 29
starting command shells, 27
starting
command shells, 27-28
scripts, 7
see also executing
state and variable scope,
procedures, 111
stopping script execution, Ctrl+C
keys, 15
streams, command redirection, 52
string-compare IF command,
equality comparison, 120
strings
indexing, 90
parsing options, FOR command,
138
substitution, 89
structuring procedures, 114-116
SUBST command, 346
substituting
parameters, 16, 95

variables, 349
environment variables, 72-74
through recursion, 139
suspended scripts, recursion, 106
switches
CMD.EXE, starting command
shells, 28
command, command shell syntax,
24
MAKEUSR.BAT script, 178-179
REPL.BAT script, 217-219
USRQUOTA.BAT script, 188
XCPTEST.BAT script, 210
symbols
command redirection, 53-55
compound commands, 56
used in commands, 268
sync files
deleting, DELSYNCFILE
procedure, 174
names, GETSYNCFILE procedure,
173
synchronizing scripts, SLEEP
command, 126
syntax
command shell
command switches, 24
multiple arguments, 24
reserved characters, 25
environment variables, 88
substitution, 89
string indexing, 90
string substitution, 89
substitution, 76
parameter, 95
double quotes, 97-99
qualifiers, 96
START command, 46
system management commands,
242
System Properties dialog box, 68
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T

T switch {/T), timeouts for CHOICE
command, 128
target computer, RCMD command
execution/install, 358
templates
editing, 31
LIBSKEL.BAT script library, 151
temporary files, naming,
GETTEMPNAME procedure, 176
terminating
command shells, 29
script execution, Curl+C keys, 15
text
color, console window options, 10,
13
parsing
iteration, FOR command,
134-136
lines into tokens, 134
text file editors, script creation, 146
TIME command, 347
Timeout checks, wait loops, 127
TIMEOUT command, script timeout
pauses, 125, 347
TITLE command, controlling script
output, 50, 348
tokens, parsing text lines, 134
TOKENS option, text parser FOR
command, 136-137
TRACE variable, debugging scripts,
146, 150
TRANSLATE command, 348
tunneling, environment variables,
79-80
TYPE command, 348

U

UNCBACK.BAT, NTBACKUP UNC
filename support, 206-209
undefined variables, 73-74
user
accounts
MAKEUSR.BAT script, 178-180,
185-187
management commands, 241
disk space checking,
USRQUOTA.BAT script,
187-189, 192-194
interaction commands, 125
_management scripts, 177
USRQUOTA.BAT
procedures, 189-191
switches, 188
user disk space checking, 187-189,
192-194
USRSTAT command, 349

\Y%

values, returning from procedures,
113
VARDEL procedure, variable
deletion by prefix, 163
variables
customizing MTPLOGON.BAT
script, 201
DEBUG, 150
deleting
by prefix, VARDEL procedure,
163
[from Registry, 170
ECHO, script tracing, 146
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environment, 85-93
PATH, 38
PATHEXT, 38-39
getting from Registry, 168
%I, 130
indirection, 141
iteration, 130
PATH, specifying search path, 15
recursion, FOR command, 139
scope, procedures, 111
scripting, 65-66
SCRIPTNAME, 150
SCRIPTPATH, 150
setting
local scope, SETLOCAL
command, 149
Registry values, 167-168
substitution, 349
via recursion, 139
TRACE, 150
debugging scripts, 146
VDM (virtual DOS machine),
COMMAND.COM, 25
VER command, 350
virtual DOS machine (VDM), 25

W

wait loops, timeout checks, 127
WAITSYNCFILE procedure, 175
WHOAMI command, 350
WINAT command, 251
Windows Notepad, script creation,
146
Windows NT
management scripts, 205
Resource Kit
command line utilities, 361-362
RCMD urility, 357
windows, console window, 9, 12

X-Z

XCACLS command, 255
XCOPY command, 351
XCPTEST.BAT
extended hardware testing, 210-215
switches, 210
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