






















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































GLOSSARY 

access control list (ACL) The part of a security descriptor that enumerates 
who has what access to an object. The owner of an object can change the 
object's ACL to allow or disallow others access to the object. An ACLis made 
up of an ACL header and zero or more access control entry (ACE) struc­
tures. An ACL with zero ACEs is called a null ACL and indicates that no user 
has access to the object. 

access token A data structure that contains the security identification of a 
process or a thread, which includes its security ID (SID), the list of groups 
that the user is a member of, and the list of privileges that are enabled and 
disabled. Each process has a primary access token that it inherits by default 
from its creating process. 

affinity mask A bitmask that specifies the processors on which the thread is 
allowed to run. The initial thread affinity mask is inherited from the pro­
cess affinity mask. 

APC queue A queue in which asynchronous procedure calls (APCs) waiting 
to execute reside. The APC queues (one for user mode and one for kernel 
mode) are thread-specific-each thread has its own APC queues (unlike the 
DPC queue, which is systemwide). 

asymmetric multiprocessing (ASMP) A multiprocessing operation system 
that typically selects one processor to execute operating system code while 
other processors run only user code. 

asynchronous 1/0 An 1/0 model that allows an application to issue an 1/0 
request and then continue executing while the device transfers the data. 
This type ofl/O can improve an application's throughput because it allows 
the application to continue with other work while an 1/0 operation is in 
progress. 

asynchronous procedure call (APC) A function that provides a way for user · 
programs and system code to execute code in the context of a particular user 
thread (and hence a particular process address space). An APC can be either 
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kernel mode or user mode. (Kernel-mode APCs don't require "permission" 
from a target thread to run in that thread's context, as user-mode APCs do.) 

attribute list A special kind of file attribute in an NTFS file header that con­
tains additional attributes. The attribute list is created if a particular file has 
too many attributes to fit in the MFT record. The attribute list attribute 
contains the name and type code of each of the file's attributes and the file 
reference of the MFT record where the attribute is located. 

automatic working set trimming A technique the memory manager uses 
when physical memory runs low to increase the amount of free memory 
available in the system. 

bad-cluster file A system file (filename $BadClus) that records any bad spots 
on the disk volume. 

balance set manager A system thread that wakes up once per second to 
check and possibly initiate various scheduling and memory management­
related events. 

bitmap file A system file (filename $Bitmap) in which NTFS records the 
allocation state of the volume. The data attribute for the bitmap file con­
tains a bitmap, each of whose bits represents a cluster on the volume, iden­
tifying whether the cluster is free or has been allocated to a file. 

boot file A system file (filename $Boot) that stores the Windows NT boot­
strap code. 

cache manager The component of the Windows NT executive that provides 
systemwide caching services for NTFS and other file system drivers, includ­
ing network file system drivers (servers and redirectors). 

careful write A technique for constructing a file system's l/0 and caching 
support. See also write-through. 

checked build A special debug version of Windows NT Workstation that is 
available only as part of the MSl)N Professional (or higher) subscription. 
(No checked build is available for Windows NT Server.) The checked build 
is created by compiling the Windows NT sources with the compile-time flag 
DEBUG set to TRUE. 
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checkpoint records A checkpoint record that helps. NTFS determine what 
processing would be needed to recover a volume if a crash were to occur 
immediately. This record also includes redo and undo information. 

class drivers A type of kernel-mode device driver that implements the J/0 
processing for a particular class of devices, such as disk, tape, or CD-ROM. 

clock interrupt handler A system routine that updates the system time and 
then decrements a counter that tracks how long the current thread has run. 

cluster factor The cluster size on a volume, which is established when a user 
formats the volume with either the Format command or the Disk Adminis­
trator utility. 

clusters Same-size allocation units into which a volume is divided. Each cluster 
must be uniquely numbered using 64 bits. 

collided page fault A fault that occurs when another thread or process faults 
a page that is currently being in-paged. 

context switch The procedure of saving the volatile machine state associated 
with a running thread, loading another thread's volatile state, and starting 
the new thread's execution. 

control objects A set of kernel objects that establishes semantics for control­
ling various operating system functions. This set includes the kernel process 
object, the asynchronous procedure call (APC) object, the deferred proce­
dure call (DPC) object, and several objects used by the I/O system, such as 

. the interrupt object. 

deferred procedure call (DPC) A routine that performs most of the work 
involved in handling a device interrupt after the interrupt service routine 
(JSR) executes. The DPC routine executes at an interrupt request level (JRQL) 
that is lower than that of the JSR to avoid blocking other interrupts unnec­
essarily. A DPC routine initiates I/O completion and starts the next queued 
J/O operation on a device. 

device drivers Loadable kernel-mode modules (typically ending in .SYS) 
that interface between the I/O system and the relevant hardware. Device 
drivers on Windows NT don't manipulate hardware directly, but rather they 
call parts of the HAL to interface with the hardware. 
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device objects Data structures that represent a physical, logical, or virtual 
device on the system and describe its characteristics, such as the alignment 
it requires for buffers and the location of its device queue to hold incom­
ing 1/0 request packets. 

dirty page threshold The number of pages that the system cache keeps in 
memory before waking up the cache manager's lazy writer system thread to 
write out pages back to the disk. This value is computed at system initializa­
tion time and depends on physical memory size and the value of the regis­
try key HKLM\System ... \Control\Session Manager\Memory Management\ 
LargeSystemCache. 

dispatch code Instructions of assembly language code stored in an interrupt 
object when it is initialized. When an interrupt occurs, this code is executed. 

dispatch routines The main functions that a device driver provides. Some 
examples of dispatch routines are open, close, read, and write, and any other 
capabilities the device, file system, or network supports. When called on to 
perform an 1/0 operation, the 1/0 manager generates an IRP and calls a 
driver through one of the driver's dispatch routines. 

dispatcher database A set of data structures the kernel maintains to make 
thread-scheduling decisions. The dispatcher database keeps track of which 
threads are waiting to execute and which processors are executing which 
threads. See also dispatcher ready queue. 

dispatcher header A data structure that contains the object type, signaled 
state, and a list of the threads waiting on that object. 

dispatcher objects A set of kernel objects that incorporates synchronization 
capabilities and alters or affects thread scheduling. The dispatcher objects 
include the kernel thread, mutex (called mutant internally), event, kernel 
event pair, semaphore, timer, and waitable timer. 

dispatcher ready queue The most important structure in the dispatcher 
database (located at KiDispatcher&adyListHea<l). The dispatcher ready queue 
is really a series of queues, one queue for each scheduling priority. The 
queues contain threads that are in the ready state, waiting to be scheduled 
for execution. 

driver objects Data structures that represent an individual driver in the 
system and record for the 1/0 manager the address of each of the driver's 
dispatch routines (entry points). 



Glossary 

driver support routines Routines called by device drivers to accomplish their 
I/0 requests. 

dynamic-link library (DLL) A set of callable subroutines linked as a binary 
image that can be dynamically loaded by applications that use them. 

environment subsystems User processes that expose the native operating 
system services to user applications, thus providing an operating system 
environment, or personality. Windows NT ships with three environment 
subsystems: Win32, POSIX, and OS/2 1.2. 

event An object with a persistent state (signaled or not signaled) that can be 
used for synchronization. 

exception A synchronous condition that results from the execution of a par­
ticular instruction. Running the same program with the same data under the 
same conditions can reproduce exceptions. 

exception dispatcher A kernel module that services all exceptions, except 
those simple enough to be resolved by the trap handler. The exception 
dispatcher's job is to find an exception handler that can "dispose of" the 
exception. 

executive The upper layer of NTOSKRNL.EXE. (The kernel is the lower 
layer.) The executive contains the process and thread manager, the virtual 
memory manager, the memory manager, the security reference monitor, the 
I/O system, and the.cache manager. See also kernel. 

executive objects Objects implemented byvarious components of the exe­
cutive (such as the process manager, memory manager, I/O subsystem, and 
so on). The executive objects and object services are primitives that the en­
vironment subsystems use to construct their own versions of objects and 
other resources. Because executive objects are typically created either by an 
environment subsystem on behalf of a user application or by various com­
ponents of the operating system as part of their normal operation, many of 
them contain (encapsulate) one or more kernel objects. See also kernel objects. 

executive resources Resources that provide both exclusive access (like a 
· mutex) as well as shared read access (multiple readers sharing read-only 

access to a structure). Because executive resources are available only to kernel­
mode code, they are not accessible from the Win32 APL 
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fast 1/0 A means of reading or writing a cached file without going through 
the work of generating an I/O request packet (IRP). 

fast LPC A special interprocess communication facility used to send messages 
between threads. 

file mapping objects Win32 API underlying primitives in the memory man­
ager that are used to implement shared memory (called section objects inter­
nally). See also section object. 

file reference A 64-bit value that identifies a file on an NTFS volume. The 
file reference consists of a file numb.er and a sequence number. The file 
number corresponds to the position of the file's file record in the master file 
table minus 1 (or to the position of the base file record minus 1 if the file 
has more than one file record). 

file system driver A type of kernel-mode device driver that accepts I/0 re­
quests to files and satisfies the requests by issuing its own, more explicit, 
requests to physical device drivers. 

file system filter driver A type of kernel-mode device driver that intercepts 
I/O requests, performs additional processing, and passes them on to lower­
level drivers. 

filter drivers See file system filter driver. 

foreground application The process that owns the thread that owns the win­
dow that is in focus. 

free build The version of the Windows NT system that can be purchased as 
a retail product. It is built with full compiler optimizations turned on and 
has internal symbol table information stripped out from the images. See also 
checked build. 

GDI batching A technique for accumulating graphics calls made by a Win32 
application and then sending them as a "batch." GDI batching prevents 
unnecessary calls to the graphics subsystem, thus improving graphics per­
formance. 

hardware abstraction layer (HAL) A loadable kernel-mode module 
(HAL.DLL) that provides the low-level interface to the hardware platform 
on which Windows NT is running. The HAL hides hardware-dependent 
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details such as I/O interfaces, interrupt controllers, and multiprocessor. 
communication mechanisms-any functions that are architecture-specific 
and machine-dependent. 

heap A region of one or more pages that can be subdivided and allocated 
in smaller chunks by a set of functions provided by the heap manager. 

heap manager A set of functions that allocate and deallocate variable amounts 
of memory (not on a page-size granularity). The heap manager functions 
exist in two places: NTDLL.DLL and NTOSKRNL.EXE. The subsystem 
APis (such as the Win32 heap APis) use the copy in NTDLL, and various 
executive components and device drivers use the copy in NTOSKRNL. 

hyperspace A special region used to map the process working set list and to 
temporarily map other physical pages for such operations as zeroing a page 
on the free list (when the zero list is empty and a zero page is needed), in­
validating page table entries in other page tables (such as when a page is 
removed from the standby list), and on process creation to set up a new 
process's address space. 

1/0 request packet (IRP) A data structure that controls how the I/0 opera­
tion is processed at each stage. Most I/0 requests are represented by an IRP, 
which travels from one I/O system component to another. 

1/0 subsystem API The internal executive system services (such as NtReadFile 
and NtWriteFile) that subsystem DLLs call to implement a subsystem's docu­
mented I/O functions. 

1/0 system The Windows NT executive component that accepts I/O requests 
(from both user-mode and kernel-mode callers) and delivers them, in a 
different form, to I/O devices. 

ideai processor The preferred processor that a particular thread should run 
on. 

idle summary A bitmask (KildleSummary) in which each set bit represents 
an idle processor. 

impersonation A capability that allows threads to have a different access 
token than that of the process. 
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initialization routine A driver routine that the I/O manager executes when 
it loads the driver into the operating system. The initialization routine cre­
ates system objects that the I/O manager uses to recognize and access the 
driver. 

in-paging 1/0 A condition that occurs when a read operation must be issued 
to a file (paging or mapped) to satisfy a page fault. The in-page I/O opera­
tion is synchronous-the thread waits on an event until the I/0 completes­
and is not interruptible by asynchronous procedvre call (APC) delivery. 

intelligent file read-ahead A technique that predicts what data the calling 
thread is likely to read next based on the data that it is currently reading. 

interrupt An asynchronous event (one that can occur at any time) that is 
unrelated to what the processor is executing. Interrupts are generated pri­
marily by I/0 devices, processor clocks, or timers, and they can be enabled 
(turned on) or disabled (turned off). 

interrupt dispatch table (IDT) A data structure that Windows NT uses to 
locate the routine that will handle a particular interrupt. The interrupt 
request level ( IRQL) of the interrupting source serves as a table index, and 
table entries point to the interrupt-handling routines. 

interrupt dispatcher A submodule of the kernel's trap handler that responds 
to interrupts. 

interrupt object A kernel control object that allows device drivers to register 
interrupt service routines (ISRs) for their devices. An interrupt object con­
tains all the information the kernel needs to associate a device ISR with a 
particular level of interrupt, including the address of the ISR, the interrupt 
request level (IRQL) at which the device interrupts, and the entry in the 
kernel's interrupt dispatch table with which the ISR should be associated. 

interrupt request levels (IRQLs) A ranking of interrupts by priority. A pro­
cessor has an IRQL setting that threads can raise or lower. Interrupts that 
occur at or below the processor's IRQL setting are blocked, or masked, whereas 
interrupts that occur above the processor's IRQL setting are not masked. 

interrupt service routine (ISR) A device driver routine that the kernel's inter­
rupt dispatcher transfers control to when a device issues an interrupt. In the 
Windows NT I/0 model, ISRs run at a high device interrupt request level 
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(IRQL), so they perform as little work as possible to avoid blocking lower­
level interrupts unnecessarily. An ISR queues a deferred procedure call 
(DPC), which runs at a lower IRQL, to execute the remainder of interrupt 
processing. Only drivers for interrupt-driven devices have ISRs; a file system, 
for example, doesn't have one. 

job object New namable, securable, sharable object in Windows NT 5.0 that 
controls certain attributes of processes associated with the job. A job object's 
basic function is to allow groups of processes to be managed and manipu­
lated as a unit. The job object als~ records basic accounting information for 
all processes associated with the job and for all processes that were associ­
ated with the job but have since terminated. 

kernel The lowest layer in NTOSKRNL.EXE. The kernel, a component of 
the executive, determines how the operating system uses the processor or 
processors and ensures that they are used prudently. The kernel provides 
thread scheduling and dispatching, trap handling and exception dispatch­
ing, interrupt handling and dispatching, and multiprocessor synchroniza­
tion. See also executive. 

kernel mode A privileged mode of code execution in a processor in which 
all memory is totally accessible and all CPU instructions can be issued. 
Operating system code (such as system services and device drivers) runs in 
kernel mode. See also user mode. 

kernel objects A primitive set of objects implemented by the Windows NT 
kernel. These objects are not visible to user-mode code but are created and 
used only within the executive. Kernel objects provide fundamental capa­
bilities, such as synchronization, on which executive objects are built. See also 
executive objects. 

kernel-mode device driver The only type of driver that can directly control 
and access hardware devices. 

kernel-mode graphics driver A Win32 subsystem display or print device 
driver that translates device-independent graphics (GDI) requests into device­
specific requests. 

key A mechanism to refer to data in the registry. Although keys appear in 
the object manager namespace, the registry manages them, in a way simi­
lar to how it manages file objects. Zero or more key values are associated with 
a key object; key values contain data about the key. 
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lazy writer A set of system threads that call the memory manager to flush 
cache contents to disk as a background activity (asynchronous disk writing). 
The cache manager optimizes disk 1/0 by using its lazy writer. 

local procedure call (LPC) An interprocess communication facility for high­
speed message passing (not available through the Win32 API but rather an 
internal mechanism available only to Windows NT operating system com­
ponents). LPCs are typically used between a server process and one or more 
client processes of that server. An LPC connection can be established be­
tween two user-mode processes or between a kernel-mode component and 
a user-mode process. 

local security authority (LSA) server A user-mode process running the image 
LSASS.EXE that is responsible for the local system security policy (such as 
which users are allowed to log on to the machine, password policies, the list 
of privileges granted to users and groups, and the system security auditing 
settings), user authentication, and sending security audit messages to the 
Event Log. 

local security authority (LSA) server policy database A database (stored 
in the registry under HKEY_LOCAL_MACHINE\Security) that contains 
the system security policy settings. This database includes such information 
as what domains are trusted to authenticate logon attempts, who has per­
mission to access the system and how (interactive, network, and service logons), 
who is assigned which privileges, and what kind of security auditing is to be 
performed. 

log file A metadata file (filename $LogFile) NTFS uses to record all opera­
tions that affect the NTFS volume structure, including file creation or any 
commands, such as Copy, that alter the directory structure. The log file is 
used to recover an NTFS volume after a system failure. 

logging A transaction-processing technique NTFS uses to maintain file sys­
tem integrity in the case of system crashes or other failures. In NTFS log­
ging, the suboperations of any transaction that alters important file system 
data structures are recorded in a log file before they are carried through 
on the disk so that if the system crashes, partially completed transactions 
can be redone or undone when the system comes back online. 

logical cluster numbers (LCNs) The numbering of all clusters from the 
beginning of the volume to the end with which NTFS refers to physical . 
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locations on a disk. To convert an LCN to a physical disk address, NTFS mul­
tiplies the LCN by the cluster factor to get the physical byte offset on the 
volume, as the disk driver interface requires. 

logical sequence numbers (LSNs) The numbers that NTFS uses to identify 
records written to the log file. 

logon process A user-mode process running WINLOGON.EXE that is re­
sponsible for capturing the username and password, sending them to the 
local security authority server for verification, and creating the initial pro­
cess in the user's session. 

look-aside list A fast memory allocation mechanism that contains only fixed­
sized blocks. Look-aside lists can be either pagable or nonpagable, so they 
are allocated from paged or nonpaged pool. 

mapped file 1/0 The ability to view a file residing on disk as part of a process's 
virtual memory. A program can access the file as a large array without buff­
ering data or performing disk 1/0. The program accesses memory, and the 
memory manager uses its paging mechanism to load the correct page from 
the disk file. If the application writes to its virtual address space, the memory 
manager writes the changes back to the file as part of normal paging. 

master file table (MFT) The heart of the NTFS volume structure. The MFT 
is implemented as an array of file records. The size of each file record is fixed 
at 1 KB, regardless of cluster size. 

memory manager The Windows NT executive component that implements 
demand-paged virtual memory, giving each process the illusion that it has 
a 4-GB 32-bit address space (while mapping a subset of that address space 
to physical memory). 

metadata Data that describes the files on a disk; also called volume structure data. 

metadata files A set of files in each NTFS volume that contains the informa­
tion used to implement the file system structure. 

MFT mirror An NTFS metadata file (filename $MFTMirr) located in the 
middle of the disk called that contains a copy of the first few rows of the 
master file table. 
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.miniport drivers A type of kernel-mode device driver that maps a generic 
1/0 request to a type of port into a adapter type, such as a specific SCSI 
adapter. 

mirror A capability of the fault tolerant driver to duplicate data from one disk 
onto another disk so that a redundant copy can always be retrieved. This 
support is commonly called RAID level 1. 

mirror set A technique by which the contents of a partition on one disk are 
duplicated in an equal-size partition on another disk. 

modified page writer A thread in the virtual memory manager that is respon­
sible for limiting the size of the modified page list by writing pages to their 
backing store locations when the list becomes too big. The modified page 
writer consists of two system threads: one to write out modified pages 
(MiModifiedPageWriter) to the paging file and a second one to write modi­
fied pages to mapped files (MiMappedPageWriter). 

mount A technique NTFS uses when it first accesses a volume; in this context, 
to mount means to prepare the volume for use. To mount the volume, NTFS 
looks in the boot file to find the physical disk address of the master file table. 

MSDN Microsoft Developer Network, Microsoft's support program for devel­
opers. MSDN offers four CD-ROM subscription programs: MSDN Library, 
Professional, Enterprise, and Universal 

mutant Internal name for a mutex. 

mutex A synchronization mechanism used to serialize access to a resource. 

network logon service A user-mode service inside the SERVICES.EXE pro­
cess that responds to network logon requests. Authentication is handled as 
local logons are, by sending them to the LSASS process for verification. 

network redirectors and servers File system drivers that transmit remote 
1/0 requests to a machine on the network and receive such requests, respec­
tively. 

nonpaged pool Memory pool that consists of ranges of system virtual ad­
dresses that are guaranteed to be resident in physical memory at all times 
and thus can be accessed from any address space without incurring paging 
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I/O. Nonpaged pool is created at system initialization and is used by kernel­
mode components to allocate system memory. There are two types of non­
paged pools: one for general use, and a small one (four pages) reserved for 
emergency use when nonpaged pool is full and the caller can't tolerate al­
location failures. 

NTDLL.DLL A special system-support library primarily for the use of sub­
system DLLs that contains System service dispatch stubs to Windows NT 
executive system services and internal support functions used by subsystems, 
subsystem DLLs, and other native images. 

NTKRNLMP.EXE The executive and kernel for multiprocessor systems. 

NTOSKRNL.EXE The executive and kernel for uniprocessor systems. 

object In the Windows NT executive, a single, run-time instance of a stati­
cally defined object type. 

object attribute A field of data in an object that partially defines the object's 
state. 

object directory A container object for other objects. The object directory 
is used to implement the hierarchical namespace within which other object 
types are stored. 

object handle An index into a process-specific handle table, pointed to by 
the executive process (EPROCESS) block. 

object manager The Windows NT executive component responsible for creat­
ing, deleting, protecting, and tracking objects. The object manager centralizes 
resource control operations that would otherwise be scattered throughout 
the operating system. 

object type A system-defined data type, services that operate on instances of 
the data type, and a set of object attributes (sometimes called an object class). 

page directory A page the memory manager creates to map the location of 
all page tables for that process. Each process has a single page directory. 

page directory entries (PD Es) The page directory is composed of PD Es, each 
of which is currently 4 bytes long and describes the state and location of all 
the possible page tables for that process. 
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page fault A reference to an invalid page. The kernel trap handler dispatches 
this kind of fault to the memory manager fault handler ( MmAccessFault) to 
resolve. 

page frame database A database that describes the state of each page in 
physical memory. Pages are in one of eight states: active (also called valid), 
transition, standby, modified, modified no write, free, zeroed, or bad. 

page table A page of mapping information (made up of any array of page 
table entries) the operating system constructs that describes the location of 
the virtual pages in a process address space. Because Windows NT provides 
a private address space for each process, each process has its own set of 
process page tables to map that private address space, since the mappings 
will be different for each process. The page tables that describe system space 
are shared among all processes. 

page table entry {PTE) An entry in a process's page table that contains the 
address to which the virtual address is mapped. The page can be in physi­
cal memory or it can be on disk. 

paged pool A region of virtual memory in system space that can be paged 
in and out of the system process's working set. Paged pool is created at sys­
tem initialization and is used by kernel-mode components to allocate sys­
tem memory. Uniprocessor systems have two paged pools; multiprocessor 
systems have four. Having more than one paged pool reduces the frequency 
of system code blocking on simultaneous calls to pool routines. 

PALcode "Privileged Architecture Library;' the Alpha operating system­
specific support code that is similar to BIOS libraries. 

port drivers A type of kernel-mode device driver that implements the pro­
cessing of an 1/0 request specific to a type of 1/0 port, such as SCSI. 

private cache map A structure that contains the location of the last two reads 
so that the cache manager can perform intelligent read-ahead. 

process The virtual address space and control information necessary for the 
execution of a set of thread objects. 

process ID A unique identifier for a process (internally called a client ID). 
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prototype page table entries (prototype PTEs) A software structure the 
memory manager relies on to map potentially shared pages when a page can 
be shared between two processes. An array of prototype PTEs is created 
when a section object is first created. 

quantum The length of time a thr.ead is allowed to run before Windows NT 
interrupts the thread to find out whether another thread at the same priority 
level is waiting to run or whether the thread's priority needs to be reduced. 

queue A method for threads to enqueue and dequeue notifications of the 
completion ofl/O operations (called an 1/0 completion portin the Win32 API). 

quota charges In the Windows NT object manager, the record of how much 
the object manager subtracts from a process's allotted paged and/or non­
paged pool quota when a thread in the process opens a handle to the object. 

ready summary A 32-bit mask (KiReadySummary) that Windows NT main­
tains to speed up the selection of which thread to run or preempt. 

redo information Information included in the NTFS checkpoint record that 
explains how to reapply one suboperation of a fully logged ("committed") 
transaction to the volume if a system failure occurs before the transaction 
is flushed from the cache. 

reference count The object manager's record of how many object pointers 
it has dispensed to operating system processes. The object manager incre­
ments a reference count for an object each time it gives out a pointer to the 
object; when kernel-mode components finish using the pointer, they call the 
object manager to decrement the object's reference count. 

resident attribute Ha file is small, all its attributes and their values (its data, 
for example) fit in the file record. When the value of an attribute is stored 
directly in the master file table, the attribute is called a resident attribute. 

SAM database A database (stored in the registry under HKEY_LOCAL­
_MACHINE\SAM) that contains the defined users and groups, along with 
their passwords and other attributes. 

scatter/gather 1/0 A kind of high-performance I/0 Windows NT supports, 
available via the Win32 ReadFileScatterand WriteFileScatterfunctions. These 
functions allow an application to issue a single read or write from more than 
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one buffer in virtual memory to a contiguous area of a file on disk. To use 
scatter/gather I/O, the file must be opened for noncached I/O, the user 
buffers being used have to be page-aligned, and the I/Os must be asynchro­
nous (overlapped). 

section See section object. 

section object An object that represents a block of memory that two or more 
processes can share. A section object can be mapped to the paging file or 
to another file on disk. The executive uses section objects to load execut­
able images into memory, and the cache manager uses them to access data 
in a cached file. In the Win32 subsystem, a section object is called a file­
mapping object. 

section obj~ct pointers Structure for each open file (represented by a file 
object) that is the key to maintaining data consistency for all types of file 
access as well as to providing caching for files. The section object pointers 
structure points to one or two control areas. One control area is used to map 
the file when accessed as a data file, and one is used to map the file when it 
is run as an executable image. 

secure attention sequence (SAS) A keystroke combination that when en­
tered notifies WINLOGON of a user logon request. 

security accounts manager (SAM) server A set of subroutines responsible 
for managing the database that contains the usernames and groups defined 
on the local machine or for a domain (if the system is a domain controller). 
The SAM runs in the context of the LSASS process. 

security auditing A way in which Windows NT detects and records impor­
tant security-related events or any attempts to create, access, or delete sys­
tem resources. Logan identifiers record the identities of all users, making 
it easier to trace anyone who performs an unauthorized action. 

security descriptor Information that controls who has what access to an 
object. A security descriptor consists of the owner's security ID; the security 
ID of the primary group for the object (used only by POSIX); the discretion­
ary access control list (DACL), which specifies who has what access to the 
object; and the system access control list (SACL), which specifies which op­
erations by which users should be logged in the security audit log. 
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security reference monitor (SRM) A component in the Windows NT execu­
tive (NTOSKRNL.EXE) that is responsible for performing security access 
checks on objects, manipulating privileges (user rights), and generating any 
resulting security audit messages. 

semaphore A counter that provides a resource gate by allowing some maxi­
mum number of threads to access the resources protected by the semaphore. 

server processes User processes that are Windows NT services, such as the 
Event Log and Schedule services. Many add-on server applications, such as 
Microsoft SQL Server and Microsoft Exchange Server, also include compo­
nents that run as Windows NT services. 

shared cache map A structure that describes the state of a cached file, in­
cluding its size and (for security reasons) its valid data length. 

shared memory Memory visible to more than one process or that is present 
in more than one virtual address space. 

signal state The state of a synchronization object. 

sparse files Files, often large, that contain only a small amount of nonzero 
data relative to their size. 

spinlock The locking mechanism the kernel uses to achieve multiprocessor 
mutual exclusion. The spinlock gets its name from the fact that the kernel 
(and thus, the processor) is held in limbo, "spinning;' until it gets the lock. 
Spinlocks, like the data structures they protect, reside in global memory. 

stream A sequence of bytes within a file. 

stripe set with parity A fault tolerant variant of a regular stripe set. Fault 
tolerance is achieved by reserving the equivalent of one disk for storing parity 
for each stripe. 

structured exception handling A type of exception handling that allows 
applications to gain control when exceptions occur. The application can 
then either fix the condition and return to the place the exception occurred, 
unwind the stack (thus terminating execution of the subroutine that raised 
the exception), or declare back to the system that the exception isn't recog­
nized, and to continue searching for an exception handler that might pro­
cess the exception. 
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subsystem dynamic-link libraries (DLLs) DLLs that translate a documented 
function into the appropriate undocumented Windows NT system service 
calls. This translation might or might not involve sending a message to the 
environment subsystem process that is serving the user application. 

symbolic link A mechanism for referring to an object name indirectly. 

symmetric multiprocessing (SMP) A multiprocessing operating system in 
which there is no master processor-the operating system as well as user 
threads can be scheduled to run on any processor. All the processors share 
just one memory space. 

synchronization A thread's ability to synchronize its execution by waiting for 
an object to change from one state to another. A thread can synchronize with 
executive process, thread, file, event, semaphore, mutex, and timer objects. 
Section, port, access token, object directory, symbolic-link, profile, and key 
objects don't support synchronization 

synchronous 1/0 A model for 1/0 in which a device performs a data trans­
fer and returns a status code when the 1/0 is complete. The program can 
then access the transferred data immediately. When used in their simplest 
form, the Win32 ReadFileand WriteFilefunctions are executed synchronously. 
They complete an 1/0 operation before returning control to the caller. 

system cache Pages used to map files open in the system cache. 

system page table entries (PTEs) Pool of system PTEs used to map system 
pages such as 1/0 space, kernel stacks, and memory descriptor lists. 

system service dispatch table Table in which each entry contains a pointer 
to a system service rather than to an interrupt handling routine. 

system support processes User processes, such as the logon process and 
the session manager, that are not Windows NT services (that is, not started 
by the service controller). 

system thread A kind of thread th;:it runs only in kernel mode. System threads 
always reside in the System process (always process ID 2). These threads have 
all the attributes and contexts of regular user-mode threads (such as a hard­
ware context, priority, and so on) but run only in kernel-mode executing 
code loaded in system-space code, whether that be in NTOSKRNL.EXE or 
in any other loaded device driver. System threads don't have a user process 



Glossary 

address space and hence must allocate any dynamic storage from operating 
system memory heaps, such as paged or nonpaged pool. 

system working set The physical memory being used by the system cache, 
paged pool, pagable code in NTOSKRNL.EXE, and pagable code in device 
drivers. 

thread An entity_within a process that Windows NT schedules for execution. 
A thread includes the contents of a set of volatile registers representing the 
state of the processor; two stacks, one for the thread to use while executing 
in kernel mode and one for executing in user mode; a prjvate storage area 
for use by subsystems, run-time libraries, and DLLs; a unique identifier called 
a thread ID (also internally called a client ID). 

thread context A thread's volatile registers, the stacks, and the private stor­
age area. 

timer A mechanism that notifies a thread when a fixed period of time elapses. 

transaction An 1/0 operation that alters file system data or changes the 
volume's directory structure. The separate disk updates that make up the 
transaction must be executed atomically; that is, once the transaction begins 
to execute, all of its disk updates must be completed. If a system failure 
interrupts the transaction, the part that has been completed must be un­
done, or rolled back. The rollback operation returns the database to a pre­
viously known and consistent state, as if the transaction had never occurred. 

transaction table A table that keeps track of transactions that have been 
started but that are not yet committed. The suboperations of these active 
transactions must be removed from the disk during recovery. 

transition A kind of invalid page table entry (PTE) in which the desired page 
is in memory on either the standby, modified, or modified-no-write list. The 
page is removed from the list and added to the working set. 

translation look-aside buffer A CPU cache of recently translated virtual 
page numbers. 

trap A processor's mechanism for capturing an executing thread when an 
exception or an interrupt occurs, switching it from user mode into kernel 
mode, and transferring control to a fixed location in the operating system. 
In Windows NT, the processor transfers control to the kernel's trap handler. 
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trap frame A data structure in which the execution state of the interrupted 
thread is stored. This information allows the kernel to resume execution of 
the thread after handling the interrupt or the exception~ The trap frame 
is usually a subset of a thread's complete context. 

trap handler A module in the kernel that acts as a switchboard, fielding ex­
ceptions and interrupts detected by the processor and transferring control 
to code that handles the condition. 

type object An internal system object that contains information common to 
each instance of the object. 

Unicode An international character set standard that defines unique 16~bit 
values for most of the world's known character sets. 

update records The most common type of record NTFS writes to the log file. 
Each update record contains the information needed to redo an operation 
that updated the file system structure. 

user mode The nonprivileged processor mode that applications run in. A 
limited set of interfaces are available in this mode, and the access to system 
data is limited. See also kernel mode. 

virtual address descriptors (VADs) Data structur~s the memory manager 
maintains that keep track of which virtual addresses have been reserved in 
the process's address space. VADs are structured as a self-balancing binary. 
tree to make lookups efficient. 

virtual address space A set of virtual memory addresses that the process can 
use. 

virtual block caching A method the Windows NT cache manager uses to 
keep track of which parts of which files are in the cache. 

virtual cluster numbers (VCNs) VCNs number the clusters belonging to a 
particular file from 0 through m. VCNs are not necessarily physically contigu­
ous, but they can be mapped to any number oflogical cluster numbers (LCNs) 
on a volume. 

virtual device drivers (VDDs) Drivers used to emulate 16-bit MS-DOS ap­
plications. They trap what an MS-DOS application thinks are references to 
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1/0 ports and translate them into native Win32 1/0 functions. Because Win­
dows NT is a fully protected operating system, user-mode MS-DOS applica­
tions can't access hardware directly and thus must go through a real kernel-mode 
device driver. 

volume One or more logical disk partitions that are treated as a single unit. 

volume file A system file (filename $Volume) that contains the volume name, 
the version ofNTFS for which the volume is formatted, and a bit that when 
set signifies that a disk corruption has occurred and must be repaired by the 
Chkdsk utility. 

volume set A single logical volume composed of a maximum of 32 areas of 
free space on one or more disks. 

wait block A data structure that represents a thread waiting on an object. 
Each thread that is in a wait state has a list of the wait blocks that represent 
the object(s) the thread is waiting on. Each dispatcher object has a list of the 
wait blocks that represent which threads are waiting on the object. 

Win32 application programming interface (API) The primary programming 
interface to the Microsoft Windows operating system family, including Win­
dows NT, Microsoft Windows 9x (including both Windows 95 and Windows 
98), and Microsoft Windows CE. 

Windows NT internal routines Subroutines inside the Windows NT execu­
tive, kernel, or hardware abstraction layer (HAL) callable only from kernel 
mode (such as from device drivers or other Windows NT operating system 
components). 

Windows NT services Processes started by the Windows NT service control 
manager. For example, the Schedule service is a user-mode process that 
supports the at command (which is equivalent to the UNIX command cron). 

Windows NT system services Undocumented functions callable from user 
mode (also called executive system services). For example, NtCreateProcess is 
the internal system service the Win32 CreateProcess function calls to create a 
new process. 

working set A subset of virtual pages resident in physical memory. There are 
two kinds of working sets-process working sets and the system working set. 
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write-back A caching strategy the lazy write file system uses to improve per­
formance. In write-back, the file system writes file modifications to the cache 
and flushes the contents of the cache to disk in an optimized way, usually 
as a background activity. 

write-through An algorithm the FAT file system uses that causes disk modi­
fications to be immediately written to the disk. Unlike the careful-write ap­
proach, the write-through technique doesn't require the file system to order 
its writes to prevent inconsistencies. See also careful write. 
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especially like the section that describes strategies for deploy­
ment in large organizations and compatibility with other net­
work and operating systems. Get the MICROSOFT WINDOWS NT 
WORKSTATION RESOURCE KIT-and get the essential reference 
for installing, configuring, and troubleshooting Microsoft 
Windows NT Workstation version 4.0. 

Microsoft Press® products are available worldwide wherever quality 
computer books are sold. For more information, contact your book or 
computer retailer, software reseller, or local Microsoft Sales Office, or visit 
our Web site at mspress.microsoft.com. To locate your nearest source for 
Microsoft Press products, or to order directly, call 1-800-MSPRESS in the 
U.S. (in Canada, call 1-800-268-2222). Aficl'Osott®Press Prices and availability dates are subject to change. 



You'vEread .. . . THEIR .BOOKS ••• 

• Now hear THEM SPEAK 

on-Siie IN PERSON! 

Have the fallowing authors and industry experts come to 
your company to deliver their personally developed courses. 

COMING SOON! 

COMING SOON! 

COMING SOON! 



David Solomon Expert Seminars 
Offers These Leading Edge Developer Courses 

On-Site Seminars: These 
seminars are available for delivery 
on-site at companies worldwide. 
Classes are available in lecture 
format or with hands-on labs. 

Public Seminars: We 
occasionally run public seminars. 
Please check our web site to see 
when and where our next seminars 
are scheduled. 

Interest List: To receive 
notifications of new seminars and 
public offerings, join either our 
electronic mail or regular postal 
mailing list. Just fill out our on-line 
form on our web site, or send an 
email to seminars@solsem.com 
stating your preference. If you wish 
to receive printed mailings, please 
include your full mailing address. 

Windows NT, Win32, and Visual C++ are registered trademarks of Microsoft Corporation. 
© 1998 David Solomon Expert Seminars, Inc. 
All Rights Reserved 

"""""".solsem.com 

For More Information: 
See our web site for the latest 
course map and ... 

• Detailed course descriptions, 
prerequisites, and durations for all our 
seminars. 

• Biographies of each of our instructors 
with links to their books and articles. 

• List of conferences at which we are 
speaking or exhibiting. 

• Schedules for upcoming public 
seminars. 

• Current pricing and terms. 

Web: http://www.solsem.com 
Email: seminars@solsem.com 
Tel: 800-492-4898 

outside USA: + 1-860-355-9029 
Fax:: 860-355-9050 



Learn to.administer 

thishof -neUloperating 
'~Ir system-

and prepare for the 
Microsoft Certified 

Professional exam 

U.S.A. $79.99 
U.K. £7 4.99 [V.A.T. included] 

Canada $107.99 
ISBN 1-57231-439-7 

at the same time. 

It you're a system administrator or need to 
become one, you can teach yourself to manage 
today's hot operating system technology­
Microsoft® Windows NT® Workstation 4.0 and 
Microsoft Windows NT Server 4.0. Work through 
this self-paced learning package and you'll be 
able to provide critical day-to-day administration 
in any environment-single user, single domain, 
or enterprise. And because this kit is based on 
Microsoft Official Curriculum, it also prepares 
you for the Microsoft Certified Professional 
exams. Get the hands-on training you want. Get 
MICROSOFT WINDOWS NT NETWORK ADMINISTRA­

TION TRAINING. 

Microsoft Press® products are available worldwide wherever quality 
computer books are sold. For more information, contact your book or 
computer retailer, software reseller, or local Microsoft Sales Office, or visit 
our Web site at mspress.microsoft.com. To locate your nearest source for 
Microsoft Press products, or to order directly, call 1-800-MSPRESS in the 
U.S. (in Canada, call 1-800-268-2222). Mictosott®Press Prices and availability dates are subject to change. 



Inside 
Windows NT 

Second Edition 

The official, comprehensive 
developer's guide to the 
Windows NT kernel. 
Unlock the full power and performance of Microsoft® Windows NT 
with this classic-and newly updated-guide to Windows NT 
architecture. Written in full partnership with the product 
development team, it takes you deep into the core components 
of Windows NT. INSIDE WINDOWS NT, Second Edition, shares an 
abundance of information and insight based on the Windows 
NT 4.0 source code. This information will help you make better 
design decisions, debug more effectively, understand system 
performance, and troubleshoot problems. Improvements in this 
edition of the book include: 

• More detailed descriptions of code flows , data structures , 
and other elements 

• Chapters on the cache manager and NTFS 

• Hands-on experiments that let you see the internal behavior 
of Windows NT using available utilities 

• A look ahead to Windows NT 5.0 via notes throughout the 
book and a final chapter devoted to upcoming developments 

In short, INSIDE WINDOWS NT, Second Edition, is mandatory 
reading for developers, technical managers, and all IS 
professionals who want to get the most from Microsoft 
Windows NT. 

I S BN 1-57231-677- 2 9 Q Q Q Q 
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