
















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































GLOSSARY

access control list (ACL) The part of a security descriptor that enumerates
who has what access to an object. The owner of an object can change the
object’s ACL to allow or disallow others access to the object. An ACL is made
up of an ACL header and zero or more access control entry (ACE) struc-
tures. An ACL with zero ACEs is called a null ACL and indicates that no user
has access to the object.

access token A data structure that contains the security identification of a
process or a thread, which includes its security ID (SID), the list of groups
that the user is a member of, and the list of privileges that are enabled and
disabled. Each process has a primary access token that it inherits by default
from its creating process.

affinity mask A bitmask that specifies the processors on which the thread is
allowed to run. The initial thread affinity mask is inherited from the pro-
cess affinity mask.

APC queue A queue in which asynchronous procedure calls (APCs) waiting
to execute reside. The APC queues (one for user mode and one for kernel
mode) are thread-specific—each thread has its own APC queues (unlike the
DPC queue, which is systemwide).

asymmetric multiprocessing (ASMP) A multiprocessing operation system
that typically selects one processor to execute operating system code while
other processors run only user code.

asynchronous I/0  An I/O model that allows an application to issue an I/O
request and then continue executing while the device transfers the data.
This type of I/O can improve an application’s throughput because it allows
the application to continue with other work while an I/O operation is in
progress.

asynchronous procedure call (APC) A function that provides a way for user
programs and system code to execute code in the context of a particular user
thread (and hence a particular process address space). An APC can be either
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kernel mode or user mode. (Kernel-mode APCs don’t require “permission”
from a target thread to run in that thread’s context, as user-mode APCs do.)

attribute list A special kind of file attribute in an NTFS file header that con-
tains additional attributes. The attribute list is created if a particular file has
too many attributes to fit in the MFT record. The attribute list attribute
contains the name and type code of each of the file’s attributes and the file
reference of the MFT record where the attribute is located.

automatic working set trimming A technique the memory manager uses
when physical memory runs low to increase the amount of free memory
available in the system.

bad-cluster file A system file (filename $BadClus) that records any bad spots
on the disk volume.

balance set manager A system thread that wakes up once per second to
check and possibly initiate various scheduling and memory management—
related events.

bitmap file A system file (filename $Bitmap) in which NTFS records the
allocation state of the volume. The data attribute for the bitmap file con-
tains a bitmap, each of whose bits represents a cluster on the volume, iden-
tifying whether the cluster is free or has been allocated to a file.

boot file A system file (filename $Boot) that stores the Windows NT boot-
strap code.

cache manager The component of the Windows NT executive that provides
systemwide caching services for NTFS and other file system drivers, includ-
ing network file system drivers (servers and redirectors).

careful write A technique for constructing a file system’s I/O and caching
support. See also write-through.

checked build A special debug version of Windows NT Workstation that is
available only as part of the MSDN Professional (or higher) subscription.
(No checked build is available for Windows NT Server.) The checked build
is created by compiling the Windows N'T sources with the compile-time flag
DEBUG set to TRUE.
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checkpoint records A checkpoint record that helps NTFS determine what
processing would be needed to recover a volume if a crash were to occur
immediately. This record also includes redo and undo information.

class drivers A type of kernel-mode device driver that implements the 1/O
processing for a particular class of devices, such as disk, tape, or CD-ROM.

clock interrupt handler A system routine that updates the system time and
then decrements a counter that tracks how long the current thread has run.

cluster factor The cluster size on a volume, which is established when a user
formats the volume with either the Format command or the Disk Adminis-
trator utility.

clusters Same-size allocation units into which a volume is divided. Each cluster
must be uniquely numbered using 64 bits.

collided page fault A fault that occurs when another thread or process faults
a page that is currently being in-paged.

context switch The procedure of saving the volatile machine state associated
with a running thread, loading another thread’s volatile state, and starting
the new thread’s execution.

control objects A set of kernel objects that establishes semantics for control-
ling various operating system functions. This set includes the kernel process
object, the asynchronous procedure call (APC) object, the deferred proce-
dure call (DPC) object, and several objects used by the I/O system, such as

. the interrupt object.

deferred procedure call (DPC) A routine that performs most of the work
involved in handling a device interrupt after the interrupt service routine
(ISR) executes. The DPC routine executes at an interrupt request level (IRQL)
that is lower than that of the ISR to avoid blocking other interrupts unnec-
essarily. A DPC routine initiates I/O completion and starts the next queued
I/O operation on a device.

device drivers Loadable kernel-mode modules (typically ending in .SYS)
that interface between the I/O system and the relevant hardware. Device
drivers on Windows NT don’t manipulate hardware directly, but rather they
call parts of the HAL to interface with the hardware.
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device objects Data structures that represent a physical, logical, or virtual
device on the system and describe its characteristics, such as the alignment
it requires for buffers and the location of its device queue to hold incom-
ing I/O request packets.

dirty page threshold The number of pages that the system cache keeps in
memory before waking up the cache manager’s lazy writer system thread to
write out pages back to the disk. This value is computed at system initializa-
tion time and depends on physical memory size and the value of the regis-
try key HKLM\System.. \Control\Session Manager\Memory Management\
LargeSystemCache.

dispatch code Instructions of assembly language code stored in an interrupt
object when it is initialized. When an interrupt occurs, this code is executed.

dispatch routines The main functions that a device driver provides. Some
examples of dispatch routines are open, close, read, and write, and any other
capabilities the device, file system, or network supports. When called on to
perform an I/O operation, the I/O manager generates an IRP and calls a
driver through one of the driver’s dispatch routines.

dispatcher database A set of data structures the kernel maintains to make
thread-scheduling decisions. The dispatcher database keeps track of which
threads are waiting to execute and which processors are executing which
threads. See also dispatcher ready queue.

dispatcher header A data structure that contains the object type, signaled
state, and a list of the threads waiting on that object.

dispatcher objects A set of kernel objects that incorporates synchronization
capabilities and alters or affects thread scheduling. The dispatcher objects
include the kernel thread, mutex (called mutant internally), event, kernel
event pair, semaphore, timer, and waitable timer.

dispatcher ready queue The most important structure in the dispatcher
database (located at KiDispatcherReadyListHead). The dispatcher ready queue
is really a series of queues, one queue for each scheduling priority. The
queues contain threads that are in the ready state, waiting to be scheduled
for execution.

driver objects Data structures that represent an individual driver in the
system and record for the I/O manager the address of each of the driver’s
dispatch routines (entry points).
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driver support routines Routines called by device drivers to accomplish their
I/0 requests.

dynamic-link library (DLL) A set of callable subroutines linked as a binary
image that can be dynamically loaded by applications that use them.

environment subsystems User processes that expose the native operating
system services to user applications, thus providing an operating system
environment, or personality. Windows NT ships with three environment
subsystems: Win32, POSIX, and OS/2 1.2.

event An object with a persistent state (signaled or not signaled) that can be
used for synchronization.

exception A synchronous condition that results from the execution of a par-
ticular instruction. Running the same program with the same data under the
same conditions can reproduce exceptions.

exception dispatcher A kernel module that services all exceptions, except
those simple enough to be resolved by the trap handler. The exception
dispatcher’s job is to find an exception handler that can “dispose of” the
exception.

executive The upper layer of NTOSKRNL.EXE. (The kernel is the lower
layer.) The executive contains the process and thread manager, the virtual
memory manager, the memory manager, the security reference monitor, the
I/0 system, and the cache manager. See also kernel.

executive objects Objects implemented by various components of the exe-
cutive (such as the process manager, memory manager, I/O subsystem, and
so on). The executive objects and object services are primitives that the en-
vironment subsystems use to construct their own versions of objects and
other resources. Because executive objects are typically created either by an
environment subsystem on behalf of a user application or by various com-
ponents of the operating system as part of their normal operation, many of
them contain (encapsulate) one or more kernel objects. See also kernel objects.

executive resources Resources that provide both exclusive access (like a
mutex) as well as shared read access (multiple readers sharing read-only
access to a structure). Because executive resources are available only to kernel-
mode code, they are not accessible from the Win32 API.
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fast I/0 A means of reading or writing a cached file without going through
the work of generating an I1/0 request packet (IRP).

fast LPC A special interprocess communication facility used to send messages
between threads.

file mapping objects Win32 API underlying primitives in the memory man-
ager that are used to implement shared memory (called section objects inter-
nally). See also section object.

file reference A 64-bit value that identifies a file on an NTFS volume. The
file reference consists of a file number and a sequence number. The file
number corresponds to the position of the file’s file record in the master file
table minus 1 (or to the position of the base file record minus 1 if the file
has more than one file record).

file system driver A type of kernel-mode device driver that accepts 1/O re-
quests to files and satisfies the requests by issuing its own, more explicit,
requests to physical device drivers.

file system filter driver A type of kernel-mode device driver that intercepts
I/0 requests, performs additional processing, and passes them on to lower-
level drivers.

filter drivers Seefile system filter driver.

foreground application The process that owns the thread that owns the win-
dow that is in focus.

free build The version of the Windows NT system that can be purchased as
a retail product. It is built with full compiler optimizations turned on and
has internal symbol table information stripped out from the images. See also
checked build.

GDI batching A technique for accumulating graphics calls made by a Win32
application and then seriding them as a “batch.” GDI batching prevents
unnecessary calls to the graphics subsystem, thus improving graphics per-
formance.

hardware abstraction layer (HAL) A loadable kernel-mode module
(HAL.DLL) that provides the low-level interface to the hardware platform
on which Windows NT is running. The HAL hides hardware-dependent
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details such as I/O interfaces, interrupt controllers, and multiprocessor
communication mechanisms—any functions that are architecture-specific
and machine-dependent.

heap A region of one or more pages that can be subdivided and allocated
in smaller chunks by a set of functions provided by the heap manager.

heap manager A set of functions that allocate and deallocate variable amounts
of memory (not on a page-size granularity). The heap manager functions
exist in two places: NTDLL.DLL and NTOSKRNL.EXE. The subsystem
APIs (such as the Win32 heap APIs) use the copy in NTDLL, and various
executive components and device drivers use the copy in NTOSKRNL.

hyperspace A special region used to map the process working set list and to
temporarily map other physical pages for such operations as zeroing a page
on the free list (when the zero list is empty and a zero page is needed), in-
validating page table entries in other page tables (such as when a page is
-removed from the standby list), and on process creation to set up a new
process’s address space.

1/0 request packet (IRP) A data structure that controls how the I/O opera-
tion is processed at each stage. Most 1/O requests are represented by an IRP,
which travels from one I/O system component to another.

1/0 subsystem APl The internal executive system services (such as NtReadFile
and NtWriteFile) that subsystem DLLs call to implement a subsystem’s docu-
mented I/0 functions.

I/0 system The Windows NT executive component that accepts I/O requests
(from both user-mode and kernel-mode callers) and delivers them, in a
different form, to I/O devices.

ideai processor The preferred processor that a particular thread should run
on.

idle summary A bitmask (KildleSummary) in which each set bit represents
an idle processor.

impersonation A capability that allows threads to have a different access
token than that of the process.
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initialization routine A driver routine that the I/O manager executes when
it loads the driver into the operating system. The initialization routine cre-
ates system objects that the I/O manager uses to recognize and access the
driver.

in-paging I/0 A condition that occurs when a read operation must be issued

to a file (paging or mapped) to satisfy a page fault. The in-page I1/O opera-
tion is synchronous—the thread waits on an event until the I/O completes—
and is not interruptible by asynchronous procedure call (APC) delivery.

intelligent file read-ahead A technique that predicts what data the calling
thread is likely to read next based on the data that it is currently reading.

interrupt An asynchronous event (one that can occur at any time) that is
unrelated to what the processor is executing. Interrupts are generated pri-
marily by I/O devices, processor clocks, or timers, and they can be enabled
(turned on) or disabled (turned off).

interrupt dispatch table (IDT) A data structure that Windows NT uses to
locate the routine that will handle a particular interrupt. The interrupt
request level (IRQL) of the interrupting source serves as a table index, and
table entries point to the interrupt-handling routines.

interrupt dispatcher A submodule of the kernel’s trap handler that responds
to interrupts. '

interrupt object A kernel control object that allows device drivers to register
interrupt service routines (ISRs) for their devices. An interrupt object con-
tains all the information the kernel needs to associate a device ISR with a
particular level of interrupt, including the address of the ISR, the interrupt
request level (IRQL) at which the device interrupts, and the entry in the
kernel’s interrupt dispatch table with which the ISR should be associated.

interrupt request levels (IRQLs) A ranking of interrupts by priority. A pro-
cessor has an IRQL setting that threads can raise or lower. Interrupts that
occur at or below the processor’s IRQL setting are blocked, or masked, whereas
interrupts that occur above the processor’s IRQL setting are not masked.

interrupt service routine (ISR) A device driver routine that the kernel’s inter-
rupt dispatcher transfers control to when a device issues an interrupt. In the
Windows NT I/O model, ISRs run at a high device interrupt request level
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(IRQL), so they perform as little work as possible to avoid blocking lower-
level interrupts unnecessarily. An ISR queues a deferred procedure call
(DPC), which runs at a lower IRQL, to execute the remainder of interrupt
processing. Only drivers for interrupt-driven devices have ISRs; a file system,
for example, doesn’t have one.

job object New namable, securable, sharable object in Windows NT 5.0 that
controls certain attributes of processes associated with the job. A job object’s
basic function is to allow groups of processes to be managed and manipu-
lated as a unit. The job object also records basic accounting information for
all processes associated with the job and for all processes that were associ-
ated with the job but have since terminated.

kernel The lowest layer in NTOSKRNL.EXE. The kernel, a component of
the executive, determines how the operating system uses the processor or
processors and ensures that they are used prudently. The kernel provides
thread scheduling and dispatching, trap handling and exception dispatch-
ing, interrupt handling and dispatching, and multiprocessor synchroniza-
tion. See also executive.

kernel mode A privileged mode of code execution in a processor in which
all memory is totally accessible and all CPU instructions can be issued.
Operating system code (such as system services and device drivers) runs in
kernel mode. See also user mode.

kernel objects A primitive set of objects implemented by the Windows NT
kernel. These objects are not visible to user-mode code but are created and
used only within the executive. Kernel objects provide fundamental capa-
bilities, such as synchronization, on which executive objects are built. See also
executive objects.

kernel-mode device driver The only type of driver that can directly control
and access hardware devices.

kernel-mode graphics driver A Win32 subsystem display or print device
driver that translates device-independent graphics (GDI) requests into device-
specific requests.

key A mechanism to refer to data in the registry. Although keys appear in
the object manager namespace, the registry manages them, in a way simi-
lar to how it manages file objects. Zero or more key values are associated with
a key object; key values contain data about the key.
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lazy writer A set of system threads that call the memory manager to flush
cache contents to disk as a background activity (asynchronous disk writing).
The cache manager optimizes disk I/O by using its lazy writer.

local procedure call (LPC) An interprocess communication facility for high-
speed message passing (not available through the Win32 API but rather an
internal mechanism available only to Windows NT operating system com-
ponents). LPCs are typically used between a server process and one or more
client processes of that server. An LPC connection can be established be-
tween two user-mode processes or between a kernel-mode component and
a user-mode process.

local security authority (LSA) server A user-mode process running the image
LSASS.EXE that is responsible for the local system security policy (such as
which users are allowed to log on to the machine, password policies, the list
of privileges granted to users and groups, and the system security auditing
settings), user authentication, and sending security audit messages to the
Event Log. '

local security authority (LSA) server policy database A database (stored
in the registry under HKEY_LOCAL_MACHINE\Security) that contains
the system security policy settings. This database includes such information
as what domains are trusted to authenticate logon attempts, who has per-
mission to access the system and how (interactive, network, and service logons),
who is assigned which privileges, and what kind of security auditing is to be
performed.

log file A metadata file (filename $LogFile) NTFS uses to record all opera-
tions that affect the NTFS volume structure, including file creation or any
commands, such as Copy, that alter the directory structure. The log file is
used to recover an NTFS volume after a system failure.

logging A transaction-processing technique NTFS uses to maintain file sys-
tem integrity in the case of system crashes or other failures. In NTFS log-
ging, the suboperations of any transaction that alters important file system
data structures are recorded in a log file before they are carried through
on the disk so that if the system crashes, partially completed transactions
can be redone or undone when the system comes back online.

logical cluster numbers (LCNs) The numbering of all clusters from the
beginning of the volume to the end with which NTFS refers to physical
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locations on a disk. To convert an LCN to a physical disk address, NTFS mul-
tiplies the LCN by the cluster factor to get the physical byte offset on the
volume, as the disk driver interface requires.

logical sequence numbers (LSNs) The numbers that NTFS uses to identify
records written to the log file.

logon process A user-mode process running WINLOGON.EXE that is re-
sponsible for capturing the username and password, sending them to the
local security authority server for verification, and creating the initial pro-
cess in the user’s session.

look-aside list A fast memory allocation mechanism that contains only fixed-
sized blocks. Look-aside lists can be either pagable or nonpagable, so they
are allocated from paged or nonpaged pool.

mapped file /O  The ability to view a file residing on disk as part of a process’s
virtual memory. A program can access the file as a large array without buff-
ering data or performing disk I/O. The program accesses memory, and the
memory manager uses its paging mechanism to load the correct page from
the disk file. If the application writes to its virtual address space, the memory
manager writes the changes back to the file as part of normal paging.

master file table (MFT) The heart of the NTFS volume structure. The MFT
is implemented as an array of file records. The size of each file record is fixed
at 1 KB, regardless of cluster size.

memory manager The Windows NT executive component that implements
demand-paged virtual memory, giving each process the illusion that it has
a 4-GB 32-bit address space (while mapping a subset of that address space
to physical memory).

metadata Data that describes the files on a disk; also called volume structure data.

metadatafiles A setoffilesin each NTFS volume that contains the informa-
tion used to implement the file system structure.

MFT mirror An NTFS metadata file (filename $MFTMirr) located in the
middle of the disk called that contains a copy of the first few rows of the
master file table.

493



INSIDE WINDOWS NT

494

-miniport drivers A type of kernel-mode device driver that maps a generic

I/0 request to a type of port into a adapter type, such as a specific SCSI
adapter.

mirror A capability of the fault tolerant driver to duplicate data from one disk
onto another disk so that a redundant copy can always be retrieved. This
support is commonly called RAID level 1.

mirror set A technique by which the contents of a partition on one disk are
duplicated in an equal-size partition on another disk.

modified page writer A thread in the virtual memory manager that is respon-
sible for limiting the size of the modified page list by writing pages to their
backing store locations when the list becomes too big. The modified page
writer consists of two system threads: one to write out modified pages
(MiModifiedPageWriter) to the paging file and a second one to write modi-
fied pages to mapped files (MiMappedPageWriter).

mount A technique NTFS uses when it first accesses a volume; in this context,
to mount means to prepare the volume for use. To mount the volume, NTFS
looks in the boot file to find the physical disk address of the master file table.

MSDN Microsoft Developer Network, Microsoft’s support program for devel-
opers. MSDN offers four CD-ROM subscription programs: MSDN Library,
Professional, Enterprise, and Universal

mutant Internal name for a mutex.
mutex A synchronization mechanism used to serialize access to a resource.

network logon service A user-mode service inside the SERVICES.EXE pro-
cess that responds to network logon requests. Authentication is handled as
local logons are, by sending them to the LSASS process for verification.

network redirectors and servers File system drivers that transmit remote
I/O requests to a machine on the network and receive such requests, respec-
tively.

nonpaged pool Memory pool that consists of ranges of system virtual ad-
dresses that are guaranteed to be resident in physical memory at all times
and thus can be accessed from any address space without incurring paging
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I/O. Nonpaged pool is created at system initialization and is used by kernel-
mode components to allocate system memory. There are two types of non-
paged pools: one for general use, and a small one (four pages) reserved for
emergency use when nonpaged pool is full and the caller can’t tolerate al-
location failures.

NTDLL.DLL A special system-support library primarily for the use of sub-
system DLLs that contains System service dispatch stubs to Windows NT
executive system services and internal support functions used by subsystems,
subsystem DLLs, and other native images.

NTKRNLMP.EXE The executive and kernel for multiprocessor systems.
NTOSKRNL.EXE The executive and kernel for uniprocessor systems.

object In the Windows NT executive, a single, run-time instance of a stati-
cally defined object type.

object attribute A field of data in an object that partially defines the object’s
state.

object directory A container object for other objects. The object directory
is used to implement the hierarchical namespace within which other object
types are stored.

object handle An index into a process-specific handle table, pointed to by
the executive process (EPROCESS) block.

object manager The Windows NT executive component responsible for creat-
ing, deleting, protecting, and tracking objects. The object manager centralizes
resource control operations that would otherwise be scattered throughout
the operating system.

objecttype A system-defined data type, services that operate on instances of
the data type, and a set of object attributes (sometimes called an object class).

page directory A page the memory manager creates to map the location of
all page tables for that process. Each process has a single page directory.

page directory entries (PDEs) The page directory is composed of PDEs, each
of which is currently 4 bytes long and describes the state and location of all
the possible page tables for that process.
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page fault A reference to an invalid page. The kernel trap handler dispatches
this kind of fault to the memory manager fault handler (MmAccessFault) to
resolve.

page frame database A database that describes the state of each page in
physical memory. Pages are in one of eight states: active (also called valid),
transition, standby, modified, modified no write, free, zeroed, or bad.

page table A page of mapping information (made up of any array of page
table entries) the operating system constructs that describes the location of
the virtual pages in a process address space. Because Windows NT provides
a private address space for each process, each process has its own set of
process page tables to map that private address space, since the mappings
will be different for each process. The page tables that describe system space
are shared among all processes.

page table entry (PTE) An entry in a process’s page table that contains the
address to which the virtual address is mapped. The page can be in physi-
cal memory or it can be on disk.

paged pool A region of virtual memory in system space that can be paged
in and out of the system process’s working set. Paged pool is created at sys-
tem initialization and is used by kernel-mode components to allocate sys-
tem memory. Uniprocessor systems have two paged pools; multiprocessor
systems have four. Having more than one paged pool reduces the frequency
of system code blocking on simultaneous calls to pool routines.

PALcode “Privileged Architecture Library,” the Alpha operating system—
specific support code that is similar to BIOS libraries.

port drivers A type of kernel-mode device driver that implements the pro-
cessing of an I/O request specific to a type of I/O port, such as SCSI.

private cache map A structure that contains the location of the last two reads
so that the cache manager can perform intelligent read-ahead.

process The virtual address space and control information necessary for the
- execution of a set of thread objects.

process ID A unique identifier for a process (internally called a client ID).
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prototype page table entries (prototype PTEs) A software structure the
memory manager relies on to map potentially shared pages when a page can
be shared between two processes. An array of prototype PTEs is created
when a section object is first created.

quantum The length of time a thread is allowed to run before Windows NT
interrupts the thread to find out whether another thread at the same priority
level is waiting to run or whether the thread’s priority needs to be reduced.

queue A method for threads to enqueue and dequeue notifications of the
completion of I/O operations (called an 1I/O completion portin the Win32 APT).

quota charges In the Windows NT object manager, the record of how much
the object manager subtracts from a process’s allotted paged and/or non-
paged pool quota when a thread in the process opens a handle to the object.

ready summary A 32-bit mask (KiReadySummary) that Windows NT main-
tains to speed up the selection of which thread to run or preempt.

redo information Information included in the NTFS checkpoint record that
explains how to reapply one suboperation of a fully logged (“committed”)
transaction to the volume if a system failure occurs before the transaction
is flushed from the cache.

reference count The object manager’s record of how many object pointers
it has dispensed to operating system processes. The object manager incre-
ments a reference count for an object each time it gives out a pointer to the
object; when kernel-mode components finish using the pointer, they call the
object manager to decrement the object’s reference count.

resident attribute If a file is small, all its attributes and their values (its data,
for example) fit in the file record. When the value of an attribute is stored
directly in the master file table, the attribute is called a resident attribute.

SAM database A database (stored in the registry under HKEY_LOCAL-
-MACHINE\SAM) that contains the defined users and groups, along with
their passwords and other attributes.

scatter/gather I/0 A kind of high-performance I/O Windows NT supports,
available via the Win32 ReadFileScatter and WriteFileScatter functions. These
functions allow an application to issue a single read or write from more than
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one buffer in virtual memory to a contiguous area of a file on disk. To use
scatter/gather 1/0, the file must be opened for noncached 1/0, the user
buffers being used have to be page-aligned, and the I/Os must be asynchro-
nous (overlapped). ‘

section See section object.

section object An object that represents a block of memory that two or more
processes can share. A section object can be mapped to the paging file or
to another file on disk. The executive uses section objects to load execut-
able images into memory, and the cache manager uses them to access data
in a cached file. In the Win32 subsystem, a section object is called a file-
mapping object.

section object pointers Structure for each open file (represented by a file
object) that is the key to maintaining data consistency for all types of file
access as well as to providing caching for files. The section object pointers
structure points to one or two control areas. One control area is used to map
the file when accessed as a data file, and one is used to map the file when it
is run as an executable image.

secure attention sequence (SAS) A keystroke combination that when en-
tered notifies WINLOGON of a user logon request.

security accounts manager (SAM) server A set of subroutines responsible
for managing the database that contains the usernames and groups defined
on the local machine or for a domain (if the system is a domain controller).
The SAM runs in the context of the LSASS process.

security auditing A way in which Windows NT detects and records impor-
tant security-related events or any attempts to create, access, or delete sys-
tem resources. Logon identifiers record the identities of all users, making
it easier to trace anyone who performs an unauthorized action.

security descriptor Information that controls who has what access to an
object. A security descriptor consists of the owner’s security ID; the security
ID of the primary group for the object (used only by POSIX); the discretion-
ary access control list (DACL), which specifies who has what access to the
object; and the system access control list (SACL), which specifies which op-
erations by which users should be logged in the security audit log.
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security reference monitor (SRM) A component in the Windows NT execu-
tive (NTOSKRNL.EXE) that is responsible for performing security access
checks on objects, manipulating privileges (user rights), and generating any
resulting security audit messages.

semaphore A counter that provides a resource gate by allowing some maxi-
mum number of threads to access the resources protected by the semaphore.

server processes User processes that are Windows NT services, such as the
Event Log and Schedule services. Many add-on server applications, such as
Microsoft SQL Server and Microsoft Exchange Server, also include compo-
nents that run as Windows NT services.

shared cache map A structure that describes the state of a cached file, in-
cluding its size and (for security reasons) its valid data length.

shared memory Memory visible to more than one process or that is present
in more than one virtual address space.

signal state The state of a synchronization object.

sparse files Files, often large, that contain only a small amount of nonzero
data relative to their size.

spinlock The locking mechanism the kernel uses to achieve multiprocessor
mutual exclusion. The spinlock gets its name from the fact that the kernel
(and thus, the processor) is held in limbo, “spinning,” until it gets the lock.
Spinlocks, like the data structures they protect, reside in global memory.

stream A sequence of bytes within a file.

stripe set with parity A fault tolerant variant of a regular stripe set. Fault
tolerance is achieved by reserving the equivalent of one disk for storing parity
for each stripe.

structured exception handling A type of exception handling that allows
applications to gain control when exceptions occur. The application can
then either fix the condition and return to the place the exception occurred,
unwind the stack (thus terminating execution of the subroutine that raised
the exception), or declare back to the system that the exception isn’t recog-
nized, and to continue searching for an exception handler that might pro-
cess the exception.
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subsystem dynamic-link libraries (DLLs) DLLs that translate a documented
function into the appropriate undocumented Windows NT system service
calls. This translation might or might not involve sending a message to the
environment subsystem process that is serving the user application.

symbolic link A mechanism for referring to an object name indirectly.

symmetric multiprocessing (SMP) A multiprocessing operating system in
which there is no master processor—the operating system as well as user
threads can be scheduled to run on any processor. All the processors share
just one memory space.

“synchronization A thread’s ability to synchronize its execution by waiting for

an object to change from one state to another. A thread can synchronize with
executive process, thread, file, event, semaphore, mutex, and timer objects.
Section, port, access token, object directory, symbolic-link, profile, and key
objects don’t support synchronization

synchronous I/0 A model for I/O in which a device performs a data trans-
fer and returns a status code when the I/0 is complete. The program can
then access the transferred data immediately. When used in their simplest
form, the Win32 ReadFileand Writelilefunctions are executed synchronously.
They complete an I/O operation before returning control to the caller.

system cache Pages used to map files open in the system cache.

system page table entries (PTEs) Pool of system PTEs used to map system
pages such as I/0O space, kernel stacks, and memory descriptor lists.

system service dispatch table Table in which each entfy contains a pointer
to a system service rather than to an interrupt handling routine.

system support processes User processes, such as the logon process and
the session manager, that are not Windows NT services (that is, not started
by the service controller).

systemthread AKkind of thread that runs only in kernel mode. System threads
always reside in the System process (always process ID 2). These threads have -
all the attributes and contexts of regular user-mode threads (such as a hard-
ware context, priority, and so on) but run only in kernel-mode executing
code loaded in system-space code, whether that be in NTOSKRNL.EXE or
in any other loaded device driver. System threads don’t have a user process
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address space and hence must allocate any dynamic storage from operating
system memory heaps, such as paged or nonpaged pool.

system working set The physical memory being used by the system cache,
paged pool, pagable code in NTOSKRNL.EXE, and pagable code in device
drivers.

thread An entity within a process that Windows NT schedules for execution.
A thread includes the contents of a set of volatile registers representing the
state of the processor; two stacks, one for the thread to use while executing
in kernel mode and one for executing in user mode; a private storage area
for use by subsystems, run-time libraries, and DLLs; a unique identifier called
a thread ID (also internally called a client ID).

thread context A thread’s volatile registers, the stacks, and the private stor-
age area.

timer A mechanism that notifies a thread when a fixed period of time elapses.

transaction An I/O operation that alters file system data or changes the
volume’s directory structure. The separate disk updates that make up the
transaction must be executed atomically; that is, once the transaction begins
to execute, all of its disk updates must be completed. If a system failure
interrupts the transaction, the part that has been completed must be un-
done, or rolled back. The rollback operation returns the database to a pre-
viously known and consistent state, as if the transaction had never occurred.

transaction table A table that keeps track of transactions that have been
started but that are not yet committed. The suboperations of these active
transactions must be removed from the disk during recovery.

transition AXkind of invalid page table entry (PTE) in which the desired page
is in memory on either the standby, modified, or modified-no-write list. The
page is removed from the list and added to the working set.

translation look-aside buffer A CPU cache of recently translated virtual
page numbers.

trap A processor’s mechanism for capturing an executing thread when an
exception or an interrupt occurs, switching it from user mode into kernel
mode, and transferring control to a fixed location in the operating system.
In Windows NT, the processor transfers control to the kernel’s trap handler.
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trap frame A data structure in which the execution state of the interrupted
thread is stored. This information allows the kernel to resume execution of
the thread after handling the interrupt or the exception. The trap frame
is usually a subset of a thread’s complete context.

trap handler A module in the kernel that acts as a switchboard, fielding ex-
ceptions and interrupts detected by the processor and transferring control
to code that handles the condition.

type object An internal system object that contains information common to
each instance of the object.

Unicode An international character set standard that defines unique 16-bit
values for most of the world’s known character sets.

update records The most common type of record NTFS writes to the log file.
Each update record contains the information needed to redo an operation
that updated the file system structure.

user mode The nonprivileged processor mode that applications run in. A
limited set of interfaces are available in this mode, and the access to system
data is limited. See also kernel mode.

virtual address descriptors (VADs) Data structures the memory manager
maintains that keep track of which virtual addresses have been reserved in
the process’s address space. VADs are structured as a self-balancing binary
tree to make lookups efficient.

virtual address space A set of virtual memory addresses that the process can
use.

virtual block caching A method the Windows NT cache manager uses to
keep track of which parts of which files are in the cache.

virtual cluster numbers (VCNs) VCNs number the clusters belonging to a
particular file from 0 through m. VCNs are not necessarily physically contigu-
ous, but they can be mapped to any number of logical cluster numbers (LCNs)
on a volume.

virtual device drivers (VDDs) Drivers used to emulate 16-bit MS-DOS ap-
plications. They trap what an MS-DOS application thinks are references to
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I/0 ports and translate them into native Win32 I/O functions. Because Win-
dows NT is a fully protected operating system, user-mode MS-DOS applica-
tions can’t access hardware directly and thus must go through a real kernel-mode
device driver.

volume One or more logical disk partitions that are treated as a single unit.

volume file A system file (filename $Volume) that contains the volume name,
the version of NTFS for which the volume is formatted, and a bit that when
set signifies that a disk corruption has occurred and must be repaired by the
Chkdsk utility. )

volume set A single logical volume composed of a maximum of 32 areas of
free space on one or more disks.

wait block A data structure that represents a thread waiting on an object.
Each thread that is in a wait state has a list of the wait blocks that represent
the object(s) the thread is waiting on. Each dispatcher object has a list of the
wait blocks that represent which threads are waiting on the object.

Win32 application programming interface (API) The primary programming
interface to the Microsoft Windows operating system family, including Win-
dows NT, Microsoft Windows 9x (including both Windows 95 and Windows
98), and Microsoft Windows CE.

Windows NT internal routines Subroutines inside the Windows NT execu-
tive, kernel, or hardware abstraction layer (HAL) callable only from kernel
mode (such as from device drivers or other Windows NT operating system
components).

Windows NT services Processes started by the Windows NT service control
manager. For example, the Schedule service is a user-mode process that
supports the at command (which is equivalent to the UNIX command cron).

Windows NT system services Undocumented functions callable from user
mode (also called executive system services). For example, NtCreateProcess is
the internal system service the Win32 CreateProcess function calls to create a
new process.

working set A subset of virtual pages resident in physical memory. There are
two kinds of working sets—process working sets and the system working set.
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write-back A caching strategy the lazy write file system uses to improve per-
formance. In write-back, the file system writes file modifications to the cache
and flushes the contents of the cache to disk in an optimized way, usually
as a background activity.

write-through An algorithm the FAT file system uses that causes disk modi-
fications to be immediately written to the disk. Unlike the careful-write ap-
proach, the write-through technique doesn’t require the file system to order
its writes to prevent inconsistencies. See also careful write.
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Stage 2: creating the executive process object,
162-67, 166

Stage 3: creating the initial thread and its
stack and context, 168

Stage 4: notifying the Win32 subsystem about
the new processes, 168—69

Stage 5: starting execution of the initial
thread, 169

Stage 6: performing process initialization in
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summarized, 157
introduced, 150
CreateRemoteThread function, 177
CreateThread function, 177, 180-82, 183, 219-20

critical sections, 124, 124

DACL (discretionary access control list), 310-15

data compression, 421-26, 421, 422, 423, 424,
425

data structures, process, continued

kernel process (KPROCESS) block, 147, 147,
164

overview, 142
process control block (PCB), 147, 147

process environment block (PEB), 148, 148,
166, 166

scheduling
dispatcher database, 197-98, 198
dispatcher ready queue, 197-98, 198
idle summary, 198, 198
ready summary, 198, 198

section object pointers, 301

shared cache map, 376

thread

executive thread (ETHREAD) block, 171-72,
172, 173

kernel thread (KTHREAD) block, 172, 173,
174

overview, 142

thread environment block (TEB), 171, 174-75,
175

wait blocks, 132-34, 133

data redundancy, 397
data streams, 367, 399-400
data structures

access control entry (ACE), 311-15, 311
b+ tree, 420
cache manager
introduced, 374
per-ile, 37678, 377, 378
systemwide, 375-76, 375
CONTEXT, 5
dispatcher headers, 132-33, 133
executive synchronization, 132-34, 133
1/0
driver objects and device objects, 34447,
345, 346
file objects, 341-44, 342, 343
introduced, 341

I/0 request packets (IRPs), 328, 348—49,
348, 385, 386 (see also1/0 requests)

1/0 status blocks, 353-54
process

executive process (EPROCESS) block, 141-45,
142, 143, 146-47, 163
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ExitThread function, 177

509



INSIDE WINDOWS NT

experiments
access tokens, 318-19
address translation, 263-64, 263, 264
base named objects, 122, 122
C2 security compliance, 14, 14
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deferred procedure calls (DPCs), 92
driver and device objects, 347
exception activity, 98
executive process (EPROCESS) block format,
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mapping system threads to device drivers, 7375,
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pool usage, 229-30, 229, 230
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mirror sets, 443, 443
sector sparing, 445
stripe sets with parity, 444-45, 444
introduced, 397, 440
RAID level 1 support, 397
RAID level 5 support, 397
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FCBs (file control blocks), 404, 405
fetch policies, 276
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fibers, 171
FIFO (first in, first out) policies, 277-78

file allocation table (FAT) file system, 395-96,
398-90, 405, 406, 427, 448, 450

FILE_ATTRIBUTE_TEMPORARY flag, 381
file caching and mapped file I/O, 331
!file command, 303
file control blocks (FCBs), 404, 405
FILE_FLAG_NO_BUFFERING flag set, 378
FILE_FLAG_OVERLAPPED flag, 329
FILE_FLAG_RANDOM_ACCESS flag, 384
FILE_FLAG_SEQUENTIAL_SCAN flag, 383
FILE_FLAG_WRITE_THROUGH flag, 381
file mapping objects, 43, 220, 298-304, 299, 301,
364, 376

filename indexing, 419-21, 419
filenames, 412-15, 413, 414, 415
file namespaces, 412-13, 413
file objects, 341-44, 342, 343
file reference numbers, 410, 410
files records, 410, 411-12, 412
file systems

careful write, 427-28

drivers, 65, 333, 334

file allocation table (FAT), 395-96, 398-90,
405, 406, 427, 448, 450

high-performance file system (HPFS), 395-96,
398-90

lazy write, 428
NTFS (see Microsoft Windows NT File System
[NTFS])
recoverable, 368—-69, 428-29
requirements, 395-96
filter drivers, 65, 478
first in, first out (FIFO) policies, 277-78
flags, global, 135-37, 135, 136. See also specific flags
FlushFileBuffers function, 381, 382
flushing mapped files, 382
FlushInstructionCache function, 150
FlushViewOfFile function, 298
Sfopen function, 342, 343
foreground applications, 205
fork function, 226
frame-based exceptidn handlers, 95
free builds, 22

FtDisk.sys driver. See fault tolerance in NTFS
function drivers, 478
functions. See also specific functions

process, 150

thread, 177, 177

G
GDI (Graphical Device Interface), 49-53
GetCommandLine function, 150
GetCompressedFileSize function, 421
GetCurrentProcessID function, 150
GetEffectiveRightsFromAcl function, 312
GetEnvironmentStrings function, 150
GetEnvironmentVariable function, 150
GetExitCodeProcess function, 150
GetExitCodeThread function, 177
GetProcessHeap function, 227
GetProcessTimes function, 150
GetProcessVersion function, 150
GetQueuedCompletionStatus function, 330, 463
Get/SetPriorityClass function, 189
Get/SetProcessAffinityMask function, 189
Get/SetProcessPriorityBoost function, 190
Get/SetProcessShutdownParameters function, 150
Get/SetThreadContext function, 177
Get/SetThreadPriorityBoost function, 190
Get/SetThreadPriority function, 189
GetStartuplnfo function, 150
GetSystemInfo function, 220
GetThreadSelectorEntry function, 177
GetThreadTimes function, 177
GetVolumelnformation function, 421
GINA (Graphical Identification and Authentica-
tion), 77, 322
global flags, 135-37, 135, 136. See also specific flags
Global Flags utility, 135-37, 135, 136
Globalxxx functions, 218
granted access rights, 116
granularity of allocations, 220
Graphical Device Interface (GDI), 49-53

Graphical Identification and Authentication
(GINA), 77, 322

group SID, 310
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H
HAL (hardware abstraction layer), 63-64, 64, 475
Thandle command, 115, 303
handles
introduced, 12
objects, 112-15, 114, 116-18
handle table for processes, 114-15, 114
hardware abstraction layer (HAL), 63-64, 64, 475
hardware drivers, 65, 333, 334
HasOverlappedloCompleted function, 330
HeapAlloc function, 227
HeapCreate function, 226, 227
HeapDestroy function, 226
HeapFree function, 227
heap functions, 226-27
heap manager, 227, 233
Heapxxx functions, 218
Hierarchical Storage Management (HSM), 458

high-performance file system (HPFS), 395-96,
398-90

HPFS (high-performance file system), 395-96,
398-90

HSM (Hierarchical Storage Management), 458

ideal processor, 213
Idle process, 70-71, 71
idle summary, 198, 198
idle threads, 204
IDs
client, 4
process, 4
security IDs (SIDs), 310, 313, 314, 315
thread, 5
IDT (interrupt dispatch table), 86, 87, 88-90, 91
IFS (Installable File System), 363
ImpersonateLoggedOnUser function, 316
ImpersonateNamedPipeClient function, 316
ImpersonateSecurityContext function, 316
ImpersonateSelf function, 315-16

impersonation and access tokens, 315-19, 316,
317, 319

index buffers, 417
indexing facility in NTFS, 400
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indexing filenames, 419-21, 419
inheritance designation, 114, 114
in-page clustering, 383
in-paging I/0, 269-70
Installable File System (IFS), 363
intelligent read-ahead, 382
IntelliMirror (Windows NT 5.0), 461-62
internal routines, 3
internal synchronization, 233-34
international extensions (Windows NT 5.0), 469
interrupt dispatching
interrupt processing, 86-90, 87
interrupt types and priorities, 84-86, 84, 85
introduced, 82, 83
software interrupts, 90-94, 91
interrupt dispatch table (IDT), 86, 87, 88-90, 91
interrupt levels vs. priority levels, 193, 193
interrupt objects, 89-90
interrupt processing, 86-90, 87
interrupt request levels (IRQLs), 84-86, 84, &5,
88, 90, 91-92, 93, 125, 351-52, 353, 3565
interrupt requests (IRQs), 84
interrupts
asynchronous procedure call (APC), 92-94
deferred procedure call (DPC), 90-92, 91
defined, 82
masking, 85, 85
servicing, 86-90, 87, 350-52, 352, 353
interrupt service routines (ISRs), 83, 89-90,
338-39, 338

invalid page table entries (PTEs), 266-67, 266,
267

I/0O completion, 353-56, 354, 355
1/0 functions
asynchronous I/0, 329-30, 330
fast 1/0, 330, 385-87, 386, 387
introduced, 329
mapped file I/O and file caching, 331
scatter/gather I/0, 331
synchronous I/0, 329
I/0 manager, 328, 402-3, 402, 403, 476, 476
IoPageLockLimit registry value, 235

I/0 request packets (IRPs), 328, 348-49, 348,
385, 386. See also 1/0 requests
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I/0 requests
introduced, 350
to layered drivers, 356-59, 357, 358, 359, 360
to single-layered drivers, 350-56, 351, 352, 353,
354, 355
1/0 status blocks, 353-54
1/0 system
data structures

driver objects and device objects, 344-47,
345, 346

file objects, 341-44, 342, 343
introduced, 341

I/0 request packets (IRPs), 328, 348-49,
348, 385, 386 (see also1/0 requests)

design goals, 325
device drivers
introduced, 332-35, 332, 334, 335, 336
loaded driver list experiment, 337
structure, 338-39, 338
synchronization, 340-41, 340
in-paging, 269-70
introduced, 60, 325-26
1/0 functions
asynchronous 1/0, 329-30, 330
fast I/0, 330, 385~87, 386, 387
introduced, 329
mapped file I/O and file caching, 331
scatter/gather 1/0, 331
synchronous 1/0, 329
1/0 manager, 328, 402-3, 402, 403, 476, 476
I/0 requests
introduced, 350
to layered drivers, 356-59, 357, 358, 359, 360

to single-layered drivers, 350-56, 351, 352,
353, 354, 355

mapped file, 298
structure and model overview, 326-28, 327
lirp command, 349

IRPs (I/O request packets), 328, 348-49, 348,
385, 386. See also1/0O requests

IRQLs (interrupt request levels), 84-86, 84, 85,
88, 90, 91-92, 93, 125, 351-52, 353, 355

IRQs (interrupt requests), 84

ISRs (interrupt service routines), 83, 89-90,
338-39, 338

J

job object (Windows NT 5.0), 5, 118, 462-64, 464

K

KeActiveProcessors system variable, 199
KeBalanceSetManager function, 281
KelnitializeThread function, 181
KeNumberProcessors system variable, 199

kernel. See also executive

hardware support, 62-63
introduced, 60-61

kernel debugger

access token experiment, 318-19

Ica command, 303, 304

!devobj command, 347

Idriver command, 337

!drvobj command, 347

Ifile command, 303

!handle command, 115, 303

introduced, 20-22, 23-24, 23

lirp command, 349

Hookaside command, 231

!memusage command, 289, 303

!perb command, 88

!pcr comimand, 88

!pfn command, 297

!process command, 134, 145, 155-56, 156, 179,
255, 263-64, 274, 318, 349

!processfields command, 144-45

!pte command, 255, 264, 297

Ithread command, 134, 179, 180, 349

!threadfields command, 172

ltoken command, 319

Itokenfields command, 318

lvad command, 274, 275

kernel dispatcher, 184
kernel mode

device drivers, 333, 334
GDI in, 51-53

graphics drivers, 332
introduced, 8-9

operating system models and, 28-32, 29, 31,
32-34, 33, 44
performance counters, 10
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kernel mode, continued
Performance Monitor experiment, 10-11, 11
Plug and Play Manager, 476, 477
Policy Manager, 476, 477
Power Manager, 476, 477
Win32 USER in, 51-53
kernel objects, 61-62, 103—4, 104

kernel process (KPROCESS) block, 147, 147,
164, 253, 254

kernel synchronization, 125-27, 126

kernel thread (KTHREAD) block, 172, 173, 174
KeSwapProcessOrStack, 281

KiDispatcherLock system variable, 199
KiDispatcherReadyListHead system variable, 199
KildleSummary system variable, 199
KiReadySummary, 199

KiThreadStartup, 182

KPROCESS (kernel process) block, 147, 147,
164, 253, 254

KTHREAD (kernel thread) block, 172, 173, 174

L
LargeSystemCache registry value, 235
layered operating systems, 29-30
lazy evaluation algorithms, 225
lazy write file systems, 428
lazy writing and write-back caching, 379, 379
LCNs (logical cluster numbers), 407
least recently used (LRU) policies, 277
LFS (log file service), 403, 403, 430-32, 430, 431
link command, 46
In utility, 401
local procedure calls (LPCs), 137-40, 138, 140
local security authentication server (LSASS), 77
local security authority (LSA) policy database, 307
local security authority (LSA) server, 307, 309, 309
Localxxx functions, 218
LockFile function, 344, 385
log file, 408, 409
log file service (LFS), 403, 403, 430-32, 430, 431
logging
introduced, 430
log file service (LFS), 403, 403, 430-32, 430, 431
log record types, 432-35, 433, 434
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logical blocks, 367
logical cluster numbers (LCNs), 407
logical sequence numbers (LSNs), 368-69, 431
logon process (WinLogon)

initialization, 322-23

introduced, 76-77, 308, 321-22, 321

user logon steps, 323-24
LogonUser function, 315
Nookaside command, 231
look-aside lists, 231-32, 384
LPCs (local procedure calls), 137-40, 138, 140
LRU (least recently used) policies, 277
LsalLogonUser function, 323
LsalookupAuthenticationPackage function, 322
LSA (local security authority) policy database, 307
LsaRegisterLogonProcess function, 322
LSA (local security authority) server, 307, 309, 309
LSASS (local security authentication server), 77
LSNs (logical sequence numbers), 368-69, 431

M
mapped files

and file caching, 331

flushing, 382

introduced, 298

and shared memory, 220-22, 221
mapping interface, 389-90, 390, 391
MapViewOfFile function, 218, 222, 331, 365

. masking interrupts, 85, 85

master file table (MFT), 407-10, 408

MDLs (memory descriptor lists), 392, 392

memory. See also physical memory; virtual memory
incorrect sharing of, 124, 124

memory descriptor lists (MDLs), 392, 392

memory management. See also physical memory;
virtual memory

address space layout
introduced, 6, 7, 7, 238—41, 239, 240
system, 246-48, 246, 248, 249, 250
user, 241-42, 243-44, 243, 244, 245
address translation
byte within page, 261
experiment, 263-64, 263, 264
introduced, 250-52, 251
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memory management, address translation, memory management, working sets, continued

continued v expanding and trimming, 281-82, 282

page directories, 25455 introduced, 276

page table entries (PTEs), 251, 251, 252, * paging policies, 276-78, 277
253-54, 253, 255, 256-58, 258, 259, 260-61 process, 278-80, 278

process and system page tables, 256, 257 system, 282-84, 283, 284

tra2n5s;ating virtual addresses, 252-54, 252, memory manager, 36465

translation lookaside buffer (TLB), 261-62, <0 Pools
262 nonpaged, 227, 228

paged, 227, 228

system, 227-32, 228, 229, 230
memory protection, 305
Imemusage command, 289, 303

components, 232-33
internal synchronization, 233-34
memory usage examination, 236-38, 237

page fault handling
collided page faults, 270-71 metadata, 364, 368, 389-90, 390, 407-10, 408
in-paging 1/0, 269-70 methods
introduced, 265, 265-66, 266 - Close, 111
invalid page table entries (PTEs), 266-67, Delete, 111
266, 267 objects, 110-12, 111
page files, 271, 272, 272 ’ Open, 111
prototype page table entries (PTEs), 267—69, Parse, 111
268, 269 parse, 112, 121
page frame database Query name, 111
introduced, 285, 285, 286, 287-89, 287 Security, 111
modified page writer, 292-93, 293 MFT (master file table), 407-10, 408
page frame number (PFN) structures, 294-97, Microsoft Cluster Server, 470
294, 296, 298 ) Microsoft Developer Network (MSDN), 2
page list dynamics, 290-92, 290 Microsoft Management Console (MMC), 459-60
state diagram for page frames, 290 Microsoft Software Installer (MSI), 460
section objects, 220, 298-304, 299, 301 Microsoft Windows 95
services virtual address space layout, 240, 240
copy-on-write page protection, 224-26, 225, Windows NT vs., 42-43
226 Microsoft Windows 98
heap functions, 226-27 virtual address space layout, 240, 240
introduced, 218 Windows NT vs., 42-43 '
protecting memory, 222-23, 224 Microsoft Windows NT. See also exééutive;
reserving and committing virtual memory, experiments; kernel; Win32 application
219-20 » . programming interface (API); Win64
shared memory and mapped files, 220-22, application programming interface (API)

221
system memory pools, 227-32, 228, 229, 230
tuning, 234-36, 235, 236

virtual address descriptors (VADs), 6, 6, 273-75,
274

working sets
balance set manager and swapper, 281-82, 282

64-bit, 480-81

architecture overview, 32-34, 33, 44
checked builds, 22, 25

design goals, 28

device driver overview, 64—66

examining internal data structures and
variables, 26
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Microsoft Windows NT, continued

free builds, 22
global flags, 135-37, 135, 136

hardware abstraction layer (HAL), 63-64, 64,
- 475

internal routines, 3

model used, 31-32

networking capabilities, 15-16

NTOSKRNL.EXE core image file, 38-39, 39,
67-69, 68, 69 '

number of licensed processors, 36-37, 37

portability, 34-35 (see also hardware abstraction

layer [HAL]; kernel)
prefixes for function names, 67
product type registry values, 41, 41
requirements, 27
security and (see security)
services, 4

stability with Win32 USER and GDI in kernel
mode, 51-53

subsystems
DLLs, 33, 33, 46, 48, 58-59
introduced, 45-48, 46, 47
0S/2, 56-58, 57
POSIX, 54-56
Win32, 49-54

symmetric multiprocessing (SMP) and, 35-39,
36, 37, 39, 124-25, 212-15

system files, 45
system process overview, 70
system services, 3

tools (see also kernel debugger; Performance
Monitor)

introduced, 17, 18

Platform SDK, 2, 19

Windows NT DDK, 19

Windows NT Resource Kits, 18-19
undocumented interfaces, 66-69, 67, 68, 69
versions, 22, 25, 36-37, 37, 38-39, 39
Windows 95 and Windows 98 vs., 42—43
Windows NT Server, 39-41, 41, 43

Windows NT Server, Enterprise Edition, 39-41,

41, 43
Windows NT Workstation, 39-41, 41, 43
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Microsoft Windows NT 5.0

new features
Active Desktop, 467
Active Directory, 452—-53
application developmeht, 462
Distributed File System (DFS), 457-58
distributed security extensions, 453-55
encrypting file system (EFS), 455-57, 456
IntelliMirror, 461-62
international extensions, 469
introduced, 451-52
job object, 5, 118, 462-64, 464
Microsoft Management Console (MMC),

459-60

Microsoft Software Installer (MSI), 460
NTFS extensions, 458-59

Plug and Play (see Plug and Play in Windows
NT 5.0)

Security Configuration Editor, 457
storage management, 461

Task Scheduler, 468-69

user improvements, 467-68

Very Large Memory (VLM) on Alpha systems,
241, 46567, 466, 481

Win32 Driver Model (WDM), 46465, 476,
477-80

Windows Scripting Host (WSH), 469

Plug and Play (see Plug and Play in Windows
NT 5.0)

security model extensions, 306
system extensions
clustering support for servers, 470
introduced, 470
Microsoft Terminal Server, 470-72

Very Large Memory (VLM), 241, 465-67, 466,
481

Microsoft Windows NT File System (NTFS)

attributes for files, 410, 411-12, 412

design goals and features
bad-cluster remapping, 400-401
data redundancy, 397 \
fault tolerance (see fault tolerance in NTFS)
high-end file S}}stem requirements, 395-96
indexing facility, 400
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Microsoft Windows NT File System (NTES),
design goals and features, continued

introduced, 395

large disks and large files, 398-99
multiple data streams, 399-400
POSIX support, 401
recoverability, 396-97

security, 397

Unicode-based names, 400

fault tolerance and (see fault tolerance in
NTFS)

internal structure, 402-5, 402, 403, 404
logging :
introduced, 430

log file service (LFS), 403, 403, 430-32, 430,
431

log record types, 432-35, 433, 434
on-disk structure
clusters, 406-7, 406

data compression, 421-26, 421, 422, 423, 424,
425

filename indexing, 419-21, 419
filenames, 412-15, 413, 414, 415

file reference numbers, 410, 410
files records, 410, 411-12, 412
introduced, 405

master file table (MFT), 407-10, 408

resident and nonresident attributes, 415-19,
416, 417, 418

volumes, 405, 405

recoverability in (see recoverability support in
NTFS) :

Windows NT 5.0 extensions, 458-59
Microsoft Windows NT Terminal Server, 470-72
MiMappedPageWriter thread, 292-93
MiModifiedPageWriter thread, 292-93
minidrivers, 478
miniport drivers, 333, 334
mirroring data, 397
mirror sets, 443, 443
MmAccessFault function, 265
MmAvailablePages system variable, 284, 293, 298
MMC (Microsoft Management Console), 459-60
MmHighestUserAddress system variable, 242

MmlIsThisAnNtAsSystem function, 236

MmMaximumNonPagedPoolInBytes system variable,
228

MmMaximumWorkingSetSize system variable, 278

MmMinimumFreePages system variable, 284, 292,
293

MmModifiedPageMaximum system variable, 293
MmNonPagedPoolEnd system variable, 248

MmNonPagedPoolExpansionStart system variable,
248

MmNonPagedPoolStart system variable, 248
MmNonPagedSystemStart system variable, 248
MmNumberOfPhysicalPages system variable, 298
MmPagedPoolEnd system variable, 248
MmPagedPoolPage system variable, 228, 283
MmPagedPoolStart system variable, 248
MmPagesAboveWsThreshold system variable, 282

MmPeriodicAgressiveCacheWsMin system variable,
374

MmQuerySystemSize function, 236

MmResidentAvailablePages system variable, 284,
293, 298

MmSizeOfNonPagedPoolInBytes system variable, 228
MmSizeOfPagedPoollnBytes system variable, 228

MmSizeOfSystemCachelnPages system variable, 248,
372

MmSystemCacheEnd system variable, 248, 372
MmSystemCachePage system variable, 283, 373
MmSystemCacheStart system variable, 248, 372
MmSystemCacheWorkingSetList system variable, 248
MmSystemCacheWsMaximum system variable, 284

MmSystemCacheWs. MaximumWorkingSetSize system
variable, 284

MmSystemCacheWsMinimum system variable, 284

MmSystemCacheWs. MinimumWorkingSetSize system
variable, 284

MmSystemCacheWs.PageFaultCount system variable,
283, 373

MmSystemCacheWs.Peak system variable, 283, 373

MmSystemCacheWs. WorkingSetSize system variable,
283, 373

MmSystemCodePage system variable, 283

MmSystemDriverPage system variable, 283
MmSystemRangeStart system variable, 248
MmUserProbeAddress system variable, 242
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MmWorkingSetReductionMaxCacheWs system

variable, 374
MmWorkingSetReductionMinCacheWs system
: variable, 374

MmWorkingSetSizeExpamion system variable, 282

MmWorkingSetSizeIncrement system variable, 282

MmWorkingSetVolReductionMaxCacheWs system
variable, 374

MmWsAdjustThreshold system variable, 282
MmWsExpandThreshold system variable, 282
MmWsTrimReductionGoal system variable, 282
modified page writer, 292-93, 293
monolithic operating systems, 29, 29
mounting volumes, 408
MSDN (Microsoft Developer Network), 2
MSI (Microsoft Software Installer), 460
multiple data streams, 399-400
multiprocessing

asymmetric (ASMP), 36, 36

symmetric (SMP), 35-39, 36, 37, 39, 124-25,

212-15

mutex objects, 132
mutual exclusion, 123-25, 124

N
name retention, 116
names of objects, 120-23, 121, 122
networking

capabilities, 15-16

client/server model, 30
network logon service, 308
network redirectors and servers, 65
next processor, 213
NonPagedPoolQuota registry value, 235
nonpaged pool, 227, 228, 235
NonPagedPoolSize registry value, 235
nonresident attributes, 415-19, 416, 417, 418

nonsignaled state of synchronization objects,
129, 131

nonsparse data, compressing, 423-26, 424, 425
NitCreateFile function, 342, 343
NiCreatePagingFile system service, 271
NitCreateThread function, 181

NTDLL.DLL, 58-59 '
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NTES. See Microsoft Windows NT File System
(NTFS)

NitGlobalFlags system variable, 135

NTMS (Windows NT Media Services), 461

NTOSKRNL.EXE core image file, 38-39, 39,
67-69, 68, 69

NtReadFile function, 329, 330

NtWriteFile function, 350, 351

null access control lists (ACLs), 311

null discretionary access control lists (DACLs), ’
311

o
object directory object, 122-23
object manager. See also executive
executive objects, 103, 104-5, 104, 105-6
introduced, 101-4, 102, 104
object handles, 112-15, 114, 116-18
object headers, 106, 106, 107-8, 107, 108
object methods, 110-12, 111
object names, 120-23, 121, 122
object retention, 116-18, 117
object security, 115-16
object services, 107-8, 108
object structure overview, 106, 106
resource accounting, 118-19, 119
type objects, 106, 106, 108-10, 109, 110
objects
asynchronous procedure call (APC), 93
attributes, 12
body, 106, 106, 107
class, 12
control, 62
deferred procedure call (DPC), 62, 91
defined, 12
device, 344-47, 345, 346
directories, 120, 121, 122-23
dispatcher, 62, 127, 128-29, 128, 131, 133, 133
driver, 344-47, 345, 346
event, 130
executive, 103, 104-5, 104, 105-6
file, 341-44, 342, 343

file mapping, 43, 220, 298-304, 299, 301, 364,
376
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objects, continued
handles, 112-15, 114, 116-18
headers, 106, 106, 107-8, 107, 108
interrupt, 89-90
introduced, 12
job (Windows NT 5.0), 5, 118, 462-64, 464
kernel, 61-62, 103-4, 104
methods, 110-12, 111
mutex, 132
names, 120-23, 121, 122
object directory, 122-23
port, 138, 138, 139-40, 140
process, 109
protecting

access tokens and impersonation, 315-19,
316, 317, 319

introduced, 310

security descriptors and access control, 310-15,
311

retention of, 116-18, 117
section, 43, 220, 298-304, 299, 301, 364, 376
security of, 115-16
services, 12, 107-8, 108
structure overview, 106, 106
symbolic link, 123
thread, 133
type, 12, 106, 106, 108-10, 109, 110
Object Viewer ‘
base named objects experiment, 122, 122

local procedure call (LPC) port objects
experiment, 138, 138

object manager exploration experiment, 102-3,

102
section objects experiment, 300
type object experiment, 109, 109

Win32 device name to Windows NT device
name mapping experiment, 346, 346

OH tool. See Open Handles (OH) tool
OnNow design initiative, 473
OpenFileMapping function, 222
Open Handles (OH) tool

handles experiment, 113

section objects experiment, 300
OpenjobObject function (Windows NT 5.0), 464
Open method, 111

OpenProcess function, 150

operating systems. See also Microsoft Windows
entries

client/server, 30, 31

introduced, 28

layered, 29-30

monolithic, 29, 29
0S/2 subsystem, 56-58, 57
owner SID, 310

P
page directories, 254-55
page directory entries (PDEs), 253, 254
page directory index, 252-54, 252, 253
PagedPoolquota registry value, 235
PagedPoolSize registry value, 235
PAGE_EXECUTE attribute, 224
PAGE_EXECUTE_READ attribute, 224
PAGE_EXECUTE_READWRITE attribute, 224
PAGE_EXECUTE_WRITECOPY attribute, 224
page fault handling

clustering values, 277

collided page faults, 270-71

in-paging I/0, 269-70

introduced, 265, 265-66, 266

invalid page table entries (PTEs), 266-67, 266,
267

page files, 271, 272, 272

prototype page table entries (PTEs), 267-69,
268, 269

page faults, defined, 265

page file quota, 271

page files, 271, 272, 272

page frame database
introduced, 285, 285, 286, 287-89, 287
modified page writer, 292-93, 293

page frame number (PFN) structures, 294-97,
294, 296, 298

page list dynamics, 290-92, 290
state diagram for page frames, 290

page frame numbers (PFNs), 253, 256-57, 258,
267

page frame number (PFN) structures, 294-97,
294, 296, 298
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PAGE_GUARD attribute, 224

page list dynamics, 290-92, 290
PAGE_NOACCESS attribute, 224

page protection, copy-on-write, 224-26, 225, 226
PAGE_READONLY attribute, 224
PAGE_READWRITE attribute, 224

paged pool, 227, 228

page table entries (PTEs), 251, 251, 252, 253-54,
253, 255, 256-58, 258, 259, 260-61

invalid, 26667, 266, 267

prototype, 267-69, 268, 269
page table index, 252-54, 252, 253
page tables, process and system, 256, 257
PAGE_WRITECOPY attribute, 224
paging policies, 276-78, 277
PALcode (Alpha systems), 86, 87
Parse method, 111
parse method, 112, 121
PCB (process control block), 147, 147
PCR (processor control region), 86, 88
!pcrb command, 88
!per command, 88
PDEs (page directory entries), 253, 254

PEB (process environment block), 148, 148, 166,
166

per-file cache manager structures, 37678, 377,
378

performance counters
address space use for single process, 243
cache flush operations, 381

cache memory descriptor list (MDL) activity,
392

cache read activity, 389

fast I/O activity, 387

lazy writer activity, 379
mode-related, 10

page file usage, 272

pinning and mapping activity, 391
process, 148, 149

read-ahead, 382, 384

system cache physical size and page fault
information, 373

system pool, 228
system working set, 283
thread, 176, 176-77
virtual memory, 242
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Performance Monitor
deferred procedure call (DPC) experiment, 92
exception activity experiment, 98
interrupt monitoring experiment, 92
introduced, 20, 21

kernel mode vs. user mode experiment, 10-11,
11

memory utilization experiment, 243-44, 244, 245
physical memory experiment, 288-89

priority boosts and decays experiment, 209, 209
priority inversion experiment, 210-11, 211
process work set size experiment, 280

system service activity experiment, 100

thread-scheduling state changes experiment,
185-87, 186, 187

PFMON tool, page fault behavior experiment, 292
!pfn command, 297
PFNs (page frame numbers), 253, 256-57, 258, 267

PFN (page frame number) structures, 294-97,
294, 296, 298

physical cache size, 372-74, 373, 374

physical memory. See also memory management;
virtual memory

experiment, 288-89

introduced, 7, 8

system variables, 298
pinning interface, 389-90, 390, 391
placement policies, 277

* Platform Software Development Kit (SDK), 2, 19

Plug and Play in Windows NT 5.0
architecture, 476-80, 476
certification, 480
driver changes, 475
evolution of, 473
implementation, 473-75
introduced, 464-65, 472

Plug and Play Manager, 476, 477

Policy Manager, 476, 477

pools. See memory pools

portability, 34-35. See also hardware abstraction
layer (HAL); kernel

port drivers, 333, 334

port objects, 138, 138, 139-40, 140
POSIX subsystem, 54-56, 226
POSIX support in NTFS, 401
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power management. See Plug and Play in
Windows NT 5.0

Power Manager, 476, 477
PRCB (processor control block), 86, 88
preemptive scheduling, 200-202, 201
prefixes for function names, 67
printer drivers, 332
priority boosts
after 1/Os, 207-8, 207, 208
for GUI threads entering wait states, 208
priority inversion, 210-12, 211
priority levels, 187-89, 188, 193, 193
private cache map, 376
privileged access control, 13
privilege levels (rings), 8
process address space
concluding setup, 165
initial, 164
process and thread manager, 59
Iprocess command, 134, 145, 155-56, 156, 179,
255, 263-64, 274, 318, 349
process control block (PCB), 147, 147
process environment block (PEB), 148, 148, 166,
166
processes
components of, 4
CreateProcess function flow
introduced, 156-59, 158
overview, 158
Stage 1: opening the image to be executed,
159-62, 160, 161

Stage 2: creating the executive process object,
162-67, 166

Stage 3: creating the initial thread and its
stack and context, 168

Stage 4: notifying the Win32 subsystem about
the new processes, 168—69

Stage 5: starting execution of the initial
thread, 169

Stage 6: performing process initialization in
the context of the new process, 170

summarized, 157

data structures

executive process (EPROCESS) block, 141-45,
142, 143, 146-47, 163

processes, data structures, continued

kernel process (KPROCESS) block, 147, 147,
164

overview, 142
process control block (PCB), 147, 147

process environment block (PEB), 148, 148,
166, 166

defined, 4

functions, 150

handle table, 114-15, 114
IDs, 4

introduced, 4-6, 6

kernel debugger /process command, 134, 145,
155-56, 156

memory utilization experiment, 243-44, 244, 245
objects, 109

page tables, 256, 257

performance counters, 148, 149

process information experiment, 152-55, 153,
154

quotas, 118-19, 119

security structures, 316, 316

sharing memory between, 220-22, 221
system variables, 148, 149

tools, 151, 151

working sets, 278-80, 278

Process Explode utility, 119, 119, 191, 244, 245,
317, 317

Iprocessfields command, 144—45
processing, client/server model, 30
Process Monitor, 151

processor access modes. See kernel mode; user
mode

processor affinity, 184

processor control block (PRCB), 86, 88
processor control region (PCR), 86, 88
Processor Upgrade Utility, 64, 64
Process Viewer, 154-55, 154, 244, 245
programs, defined, 4

protecting memory, 222-23, 224
protecting objects

access tokens and impersonation, 315-19, 316,
317, 319

introduced, 310

security descriptors and access control, 310-15,
311
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prototype page table entries (PTEs), 267-69,
268, 269

PsActiveProcessHead system variable, 149

PsCreateProcessNotifyRoutineCount system variable,
149

PsCreateProcessNotifyRoutine system variable, 149
PsIdleProcess system variable, 149
PsInitialSystemProcess system variable, 149
PspCidTable system variable, 149

PspCreateThreadNotifyRoutineCount system variable,
176

PspCreateThreadNotifyRoutine system variable, 176
PspForegroundQuantum system variable, 199

Pstat utility, 337

Ipte command, 255, 264, 297

PTEs (page table entries), 251, 251, 252, 253-54,
253, 255, 256-58, 258, 259, 260-61

invalid, 266-67, 266, 267
prototype, 267-69, 268, 269

Q

quantum end scheduling, 202-3, 202
quantums

introduced, 184

scheduling and, 195-96, 197, 202-3, 202
quantum stretching, 205-7, 205, 206
QueryDosDevice function, 345

QueryInformationfobObject function (Windows
NT 5.0), 464

Query name method, 111
Quick Slice, 151, 153, 153
Quick View
image subsystem type experiment, 47, 47

undocumented function listing experiment,
68, 68

quotas
changes, 116
process, 118-19, 119

R
RAID level 1 and 5 support, 397
read-ahead
asynchronous, with history, 383-84
intelligent, 382
virtual address, 383
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ReadFileEx function, 93, 356
ReadFile function, 329
ReadFileScatter function, 331
ready state, 194, 194
ready summary, 198, 198
real-time priorities, 192
recoverability support in NTFS. See also fault
tolerance in NTFS
evolution of file system design
careful write file systems, 427-28
introduced, 396-97, 426-27
lazy write file systems, 428
recoverable file systems, 428-29
introduced, 426
logging
introduced, 430
log file service (LFS), 403, 403, 430-32, 430, 431
log record types, 432-35, 433, 434
recovery
analysis pass, 436-37, 437
introduced, 436
redo pass, 437, 438
undo pass, 438-40, 438, 439
recoverable file systems, 368-69, 428-29
recovery :
analysis pass, 436-37, 437
introduced, 436
redo pass, 437, 438
undo pass, 438-40, 438, 439
redo pass, 437, 438
reference counts, 116-17, 117
RegisterDeviceNotification routine, 474-75
registry
abbreviations, 15
introduced, 14-15, 15
memory manager variables, 235
product type registry values, 41, 41
Windows NT startup information, 45-46, 46
replacement policies, 277-78

resident and nonresident attributes, 415-19, 416,
417, 418

resource accounting, 118-19, 119
Resource Kits, 18-19
retention of objects, 116-18, 117
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rings (privilege levels), 8
rollback operations, 396
RpcImpersonateClient function, 316
running state, 194-95, 194

S
SACL (system access control list), 310, 311
SAM (security accounts manager) database, 308
SAM (security accounts manager) server, 307
SAS (secure attention sequence), 76
scatter/gather 1/0, 331
SCBs (stream control blocks), 404-5, 404
scheduling. See also threads
adjusting
introduced, 204-5
priority boosts after I/Os, 207-8, 207, 208

priority boosts and decays experiment, 209,
209

priority boosts for GUI threads entering wait
states, 208

priority inversion, 210-12, 211
quantum stretching, 205-7, 205, 206
context switching, 203
data structures
dispatcher database, 197-98, 198
dispatcher ready queue, 197-98, 198
idle summary, 198, 198
ready summary, 198, 198
idle thread, 204
interrupt levels vs. priority levels, 193, 193
overview, 184-85
preemptive, 200-202, 201
priority levels, 187-89, 188
process priorities experiment, 191, 191, 192
quémtum end, 202-3, 202
quantums, 195-96, 197
real-time priorities, 192
symmetric multiprocessing (SMP) and, 212-15
system variables, 199
termination, 203
thread priorities experiment, 191, 191, 192

thread-scheduling state changes experiment,
185-87, 186, 187

thread states, 194-95, 194

scheduling, continued
tools, 190-91, 190
voluntary switching, 199-200, 200
Win32 scheduling APIs, 189-90
SDKs (Software Development Kits), 2, 19
SeAuditPrivilege privilege, 320
section object pointers, 301

section objects, 43, 220, 298-304, 299, 301, 364,
376 .

sectors, 406, 406

sector sparing, 445

secure attention sequence (SAS), 76

secure logon facility, 305

security
auditing, 305, 320-21, 320
C2 compliance experiment, 14, 14
C2-level, 13-14, 14
components and database, 307-9, 308, 309
default authentication package, 308
desired access rights, 115-16
discretionary access control, 13, 305
discretionary access control list (DACL), 310-15

distributed security extensions in Windows NT
5.0, 453-55

experiment for process and thread security
information, 317, 317

granted access rights, 116

group SID, 310

introduced, 13-14, 305-7

local security authentication server (LSASS), 77

local security authority (LSA) policy database,
307

local security authority (LSA) server, 307, 309,
309

logon process (WinLogon)
initialization, 322-23
introduced, 76-77, 308, 321-22, 321
user logon steps, 323-24

memory protection, 305

network logon service, 308

in NTEFS, 397

of objects, 115-16

owner SID, 310

privileged access control, 13

process security structures, 316, 316
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security, continued
protecting objects

access tokens and impersonation, 315-19,
316, 317, 319

introduced, 310

security descriptors and access control, 310-15,
311

secure attention sequence (SAS), 76
secure logon facility, 305
security accounts manager (SAM) database, 308
security accounts manager (SAM) server, 307
security auditing, 305
security quality of service (SQOS), 315
security reference monitor (SRM), 307, 309, 309
system access control list (SACL), 310, 311
thread security structures, 316, 316
Win32 API and, 13-14
Windows NT 5.0 extensions, 306
security accounts manager (SAM) database, 308
security accounts manager (SAM) server, 307

Security Configuration Editor (Windows NT 5.0),
457

security descriptors, 116

and access control, 310-15, 311
security IDs (SIDs), 310, 313, 314, 315
Security method, 111
security quality of service (SQOS), 315

security reference monitor (SRM), 60, 116, 307,
309, 309

SeLsaCommandPort port, 309, 309
SeRmCommandPort port, 309, 309
server communication ports, 139, 140, 140
server connection ports, 139, 140
servers
clustering support for (Windows NT 5.0), 470
local security authority (LSA), 307, 309, 309
Microsoft Terminal Server, 470-72
network redirectors and, 65
security accounts manager (SAM), 307
service controller (SERVICES), 77-78
services, 4, 12, 107-8, 108
SERVICES (service controller), 77-78
servicing interrupts, 86-90, 87, 350-52, 352, 353
session manager (SMSS), 75-76
session working set, 472
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SetHandleInformation function, 114

SetInformationfobObject function (Windows NT 5.0),
464

SetProcessWorkingSetSize function, 278, 279
SetThreadAffinityMask function, 189
SetThreadldealProcessor function, 190, 213
SetThreadPriority function, 463

shared cache map structure, 376

shared memory and mapped files, 220-22, 221
SIDs (security IDs), 310, 313, 314, 315

signaled state of synchronization objects, 129,
130, 130, 131,132

SleepEx function, 190
Sleep function, 190

SMP (symmetric multiprocessing), 35-39, 36, 37,
39, 124-25, 212-15

SMSS (session manager), 75-76
Software Development Kits (SDKs), 2, 19
software interrupts, 90-94, 91
sparse files, compressing, 421-22, 421, 422, 423
spinlocks, 125-27, 126, 341
SQOS (security quality of service), 315
SRM (security reference monitor), 307, 309, 309
standby state, 194, 194
start-of-process function, 96
start-of-thread function, 96
storage management (Windows NT 5.0), 461
stream-based caching, 367
stream control blocks (SCBs), 404-5, 404
streams, 367, 399-400
stripe sets with parity, 444-45, 444
structured exception handling, 94
structures. See data structures
subsystems
DLLs, 33, 33, 46, 48, 58-59
dynamic-link libraries (DLLs), 33, 33, 46, 48
introduced, 45-48, 46, 47
0S/2, 56-58, 57
POSIX, 54-56
Win32, 49-54
Suspend/ResumeThread function, 189
swapper, balance set manager and, 281-82, 282
SwitchToThread function, 190
symbolic link objects, 123
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symbolic links, 123

symmetric multiprocessing (SMP), 35-39, 36, 37,
39, 124-25, 212-15

synchronization
defined, 110
device drivers, 340-41, 340
executive
data structures, 132-34, 133
introduced, 127-28
waiting on dispatcher objects, 128-29, 128
what signals objects, 130, 130, 131, 132
introduced, 123-25, 124
kernel, 125-27, 126
synchronous 1/0, 329
syscall instruction, 99
system access control list (SACL), 310, 311
SYSTEM access token, 319, 319

system address space layout, 246-48, 246, 248,
249, 250

system files, 45
system memory pools, 227-32, 228, 229, 230
SystemPages registry value, 235
system page tables, 256, 257
SystemParametersInfo function, 464
System process, 71-75, 73, 74
system processes
Idle process, 70-71, 71
introduced, 70
local security authentication server (LSASS),

77
logon (seelogon process (WinLogon))
service controller (SERVICES), 77-78
session manager (SMSS), 75-76
System process, 71-75, 73, 74
System Properties, 24-25, 24, 205, 205
system services, 3, 82, 99-100, 99, 101
system threads, 71-75, 73, 74, 384
system variables. See also specific variables
cache flush operations, 381

cache memory descriptor list (MDL) activity,
392

cache read activity, 389
fast I/O activity, 387
lazy writer activity, 379

system variables, continued
physical memory, 298
pinning and mapping activity, 391
pool size, 228
process, 148, 149
scheduling, 199

system cache physical size and page fault
information, 373

system cache virtual size and addresses, 372
system space regions, 248

thread, 175, 176

user address space, 242

working set-related, 282, 284

systemwide cache manager structures, 375-76,
375

system working sets, 282-84, 283, 284, 373, 373

T

Task Manager
file cache (not system cache) size, 374
introduced, 151

memory utilization experiment, 243—44, 244,
245

page file usage experiment, 272, 272

process information experiment, 152-55, 153,
154

system memory information experiment, 237-38,
237

Task Scheduler (Windows NT 5.0), 468-69

TEB (thread environment block), 171, 174-75,
175 ‘

Terminal Server, 470-72
terminated state, 194, 195

TerminateJobObject function (Windows NT 5.0),
464

TerminateProcess function, 150
TerminateThread function, 177
termination scheduling, 203

Ithread command, 134, 179, 180, 349

thread environment block (TEB), 171, 174-75,
175

Ithreadfields command, 172
thread IDs, 5
thread objects, 133

525



INSIDE WINDOWS NT

threads. See also scheduling
balance set manager, 72
components of, 4-5
context of, 5
CreateThread function, 177, 180-82, 183
data structures

executive thread (ETHREAD) block, 171-72,
172, 173

kernel thread (KTHREAD) block, 172, 173,
174

overview, 142

thread environment block (TEB), 171, 174-75,
175

defined, 4

fibers vs., 171
functions, 177, 177
idle, 204
introduced, 4-6, 6

kernel debugger /thread command, 134, 179,
180

MiMappedPageWriter, 292-93
MiModifiedPageWriter, 292-93
modified page writer, 292-93, 293
performance counters, 176, 176-77
quantums and, 195-96, 197
security structures, 316, 316
states, 194-95, 194
symmetric multiprocessing (SMP) and, 212-15
system, 71-75, 73, 74, 384
system variables, 175, 176
thread information experiment, 179
tools, 178, 178
Win32, 96-98
zero page, 291
TLB (translation look-aside buffer), 261-62, 262
Tlist utility, 97, 152, 179
Itoken command, 319
Itokenfields command, 318

tools. See also kernel debugger; Performance
Monitor

introduced, 17, 18
process, 151, 151
scheduling, 190-91, 190
thread, 178, 178
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transaction processing, 396. See also logging;
recovery

transaction table, 436
transition state, 194, 195
translation look-aside buffer (TLB), 261-62, 262
trap dispatching
exception dispatching, 82, 94-98, 96
interrupt dispatching
interrupt processing, 86-90, 87
interrupt types and priorities, 84-86, 84, 85
introduced, 82, 83
software interrupts, 90-94, 91
introduced, 81-83, §2
system service dispatching, §2, 99-100, 99, 101
trap frames, 82-83
trap handler, 81-83, 82
traps, defined, 81
trimming working sets, 279, 281-82, 282
TrusteeAccessToObject function, 312
type objects, 12, 106, 106, 108-10, 109, 110

U

undocumented interfaces, 6669, 67, 68, 69
undo pass, 438-40, 438, 439

Unicode, 16-17, 400

UnlockFile function, 385

unnamed communication ports, 139
unnamed data attributes, 410

update records, 432-34, 433

user address space layout, 241-42, 243-44, 243,
244, 245

user improvements (Windows NT 5.0), 467-68
user mode
introduced, 8-9
operating system models and, 28-32, 29, 31, 44
performance counters, 10
Performance Monitor experiment, 10-11, 11
Plug and Play components, 476, 480

\'

VACBs (virtual address control blocks), 375-78,
375, 377, 378

lvad command, 274, 275
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VADs (virtual address descriptors), 6, 6, 273-75,
274

VCNs (virtual cluster numbers), 407
VDDs (virtual device drivers), 332

versions of Windows NT, 22, 25, 36-37, 37, 38-39,
39

Very Large Memory (VLM), 241, 465-67, 466,
481

views, 222, 369-71, 370, 371

virtual address control blocks (VACBs), 375-78,
375, 377, 378

virtual address descriptors (VADs), 6, 6, 27375,
274 i

virtual addresses, translating, 252-54, 252, 253
virtual address read-ahead, 383
VirtualAllocEx function, 219
VirtualAlloc function, 219, 273
virtual block caching, 367

virtual cache size, 371-72, 372
virtual cluster numbers (VCNs), 407
virtual device drivers (VDDs), 332
virtual files, 326

VirtualFreeEx function, 219
VirtualFree function, 219

virtual memory. See also memory management;
physical memory

introduced, 6-7, 7, 8

OS/2 subsystem, 57, 57

reserving and committing, 219-20
virtual memory (VM) manager, 59, 403, 403
Virtualxxx functions, 218

VLM (Very Large Memory), 241, 465-67, 466,
481

VM. See virtual memory
volume file, 408, 410
volume management features
introduced, 440
stripe sets, 441-43, 442
volume sets, 441, 441
volumes
fault tolerant
introduced, 443
mirror sets, 443, 443
sector sparing, 445
stripe sets with parity, 44445, 444
introduced, 405, 405

volume sets, 441, 441
voluntary switching, 199-200, 200

w

wait block structures, 132-34, 133
WaitForMultipleObjects function, 127, 133
WaitForSingleObject function, 127

waiting state, 194, 195

WBEM (Web-Based Enterprise Management),
459-60

WDM (Win32 Driver Model), 464-65, 476, 477-80

Web-Based Enterprise Management (WBEM),
459-60

Win32 application programming interface (API)
64-bit extension to, 481

64-bit pointer functions (Windows NT 5.0),
466-67

introduced, 2-4

job functions (Windows NT 5.0), 464
memory protection options, 224
process-related functions, 150
scheduling functions, 189-90
security and, 13-14

subsystem, 49-54

thread-related functions, 177
threads, 96-98

Very Large Memory (VLM), 241, 465-67, 466,
481

Win32 Driver Model (WDM), 46465, 476, 477-80
Win32 Software Development Kit (SDK), 2
Windows. See Microsoft Windows entries

Windows Management Interface (WMI), 459-60
Windows NT DDK, 19

Windows NT Diagnostics, 39, 39

Windows NT File System. See Microsoft Windows
NT File System (NTFS)

Windows NT Installable File System (IFS), 363
Windows NT Media Services (NTMS), 461
Windows NT Resource Kits, 18-19

Windows NT Server, 39-41, 41, 43

Windows NT Server, Enterprise Edition, 39-41,
41, 43

Windows NT Terminal Server, 470-72
Windows NT Workstation, 39-41, 41, 43
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Windows Scripting Host (WSH), 469
WinLogon (logon process)
initialization, 322-23
introduced, 76-77, 308, 321-22, 321
user logon steps, 323-24
WMI (Windows Management Interface), 459-60
working sets
balance set manager and swapper, 281-82, 282
expanding and trimming, 281-82, 282
introduced, 276
paging policies, 276-78, 277
process, 278-80, 278
system, 282-84, 283, 284
write-ahead logging, 430
write-back caching, 379, 379, 428
WriteFileEx function, 93, 356
WriteFile function, 329
WriteFileScatter function, 331
write throttling, 392-93
write-through algorithms, 427
WSH (Windows Scripting Host), 469

528

X

x86 systems

page table entry (PTE) status and protection
bits, 258, 259, 260-61

page tables and, 254

system cache address space, 370

system cache virtual size, 371-72, 372
system memory size, 236, 236

system space layout, 246-47, 246, 248, 249
virtual address space layouts, 238-39, 239

Z

zero page thread, 291
ZwMapViewOfSection function, 222
ZwOpenSection function, 222
ZwUnmapViewOfSection function, 222
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