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On return from the NdisMRegisterMiniport () function, the NDIS Miniport dri­
ver's initialization is complete. It returns from DriverEntry with 
NDIS_STATUS_SUCCESS, which is of course a private version of NT's ordinary 
STATUS_SUCCESS status. 

Transmit Processing 
When a TDI client, such as a protocol driver, has a message to transmit, it calls 
the NDIS Library with that message. The NDIS Library in turn calls the 
appropriate NDIS Miniport driver's MiniportSend () or MiniportSendPackets ( ) 

routine. 

NDISv4 supports the option of sending multiple packets with one call to the 
NDIS Miniport driver. These packets are described by an array of pointers, 
each of which is a pointer to an ND IS packet to be sent. This is done via the 
MiniportSendPackets () routine. 

NDIS Miniport drivers that do not support the option of sending multiple 
packets at one time are called by the NDIS Library at their MiniportSend ( ) 

routine with a pointer to an NDIS Packet describing the message to be sent. 

A transmitted or received message is described by an NDIS_PACKET. The structure 
of an NDIS_PACKET is opaque to NDIS drivers. The NDIS Library provides the 
functions necessary to retrieve information about and manipulate the packet 
and the message it describes. Each NDIS_PACKET comprises one or more 
NDIS_BUFFERS, which are also opaque. Each NDIS_BUFFER describes a virtually 
contiguous part of a message located in kernel virtual memory. 

NDIS_BUFFERS in Windows NT are in fact MDLs. However, unlike MDLs used 
by standard Kernel mode drivers, MD Ls used by NT networking are chained 
through their Mdl->Next pointers. This allows TDI drivers to build messages 
made up of virtually discontiguous buffers. Each buffer can hold a separate 
part of the message. Figure 24.2 illustrates the relationship of the NDIS_PACKET 

and NDIS_BUFFER data structures, and the fragments of the message that each 
NDIS_BUFFER represents. 

NDIS_BUFFERs 
NDIS PACKET (MDLs) 

Head ---. --+- --. ~ Next Next Next Next 
"- Tail 

StartVa 

'"'"" ~#. ~-' 
h StartVa ....., 

ByteOffset 

~. ~-
ByteOffset 

r ~- ~ 
I Transport Trailer Message Data I Transport Header I DataLink Header I 

Figure 24.2. NDIS_PACKETS point to NDIS_BUFFERs which point to message fragments. 
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When called at its MiniportSend () entry point with a packet to transmit, the 
NDIS Miniport driver makes the request active on its adapter. The NDIS 
Miniport driver may call a wide variety of support routines in the NDIS 
Library to facilitate this process. 

Interrupt and DPC Processing 
When an adapter interrupts, Windows NT calls the NDIS Library's interrupt 
service routine. What happens next depends on how the NDIS Miniport is con­
figured. If the NDIS Miniport driver has registered a MiniportIsr() routine, the 
NDIS Library calls that routine. If the MiniportIsr() returns TRUE, a DpcForIsr 
is requested. 

The NDIS specification encourages Miniport drivers to not register a 
MiniportIsr() routine. In this case, when the NDIS Library receives the inter­
rupt, it automatically requests a DpcForIsr. 

The DpcForIsr routine is part of the NDIS Library. When this function is 
entered, the NDIS Library acquires a lock and calls the NDIS Miniport driver's 
MiniportHandlelnterrupt () routine, which is in effect the NDIS Miniport's 
DpcForIsr. It is interesting to note that the NDIS Library serializes NDIS 
Miniport DPC routine execution. Thus, unlike in standard Kernel mode dri­
vers, NDIS DPC routines cannot be re-entered multiple times or active on mul­
tiple processors simultaneously. 

Transmit Completion 
When the NDIS Miniport driver's MiniportHandlelnterrupt() routine is called 
to indicate that a previously transmitted operation is complete, the NDIS 
Miniport driver calls NdisMSendComplete ( ), with a pointer to the NDIS_PACKET 

that has been completed and the ultimate status of the transmit operation. 

After completing a transmit operation, NDIS Miniport drivers typically do not 
notify the NDIS Library that it may initiate a new transmit operation (the 
exception to this would be a driver that has disabled further transmit opera­
tions due to lack of resources). Rather, the NDIS architecture assumes that 
multiple transmit packets can be in progress in the driver simultaneously. 
Therefore, the driver continues to be called at its MiniportSend () routine to 
transmit packets even while other packets are in progress. 

Message Reception 
Of course, the NIC may interrupt because it has received a message. Network 
drivers are unusual in that they must deal with a significant volume of unso­
licited input compared to other drivers. Depending on the adapter hardware 
and the version of NDIS being supported, NDIS Miniport drivers will typically 
preallocate and supply the adapter with data buffers for message reception. 
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In the MiniportHandlelnterrupt () routine that runs as a result of an interrupt, 
the driver sees that a new message has been received. How the NDIS Miniport 
driver passes this message to the NDIS Library, and subsequently to TDI dri­
vers, depends on the version of NDIS being supported and the features the dri­
ver supports. 

In most cases, however, a message is received and buffered internally by the 
NDIS Miniport driver. To inform the NDIS Library that a message has been 
received, the NDIS Miniport driver calls a function such as 
NdisMEthlndicateReceive () (the actual name of the function depends on the 
LAN protocol being used-this example assumes Ethernet). 

From within NdisMEthlndicateReceive(), the NDIS Library informs the various 
protocols that a message has been received by an adapter driver. Each protocol 
driver that wants a copy of the message then calls the NDIS Library with a 
pointer to an NDIS_PACKET. In response to this request, the NDIS Library calls 
back the NDIS Miniport driver at its MiniportTransferData() routine. In this 
routine, the NDIS Miniport driver copies the received message from its inter­
nally allocated data buffer to the NDIS_PACKET provided by the TDI protocol 
driver. 

Note 

The preceding example is one among many ways that NDIS drivers han­
dle incoming packets. There are others, some of which are more efficient 
than the method described. 

Serialization 
The execution of NDIS Miniport drivers is typically "automatically" serialized 
by the NDIS Library. The NDIS Library holds a spin lock to ensure this serial­
ization while it is executing within an NDIS Miniport driver. This frees NDIS 
Miniport drivers from having to worry about most synchronization issues. 

Learning More About Developing 
NDIS Drivers 
NDIS LAN Miniport drivers are well documented in the Windows NT DDK. 
The source code for several example NDIS (LAN) Miniport drivers is provided. 
NDIS WAN Miniport drivers and NDIS Intermediate drivers are also docu­
mented in the Windows NT DDK, but not nearly as thoroughly as are NDIS 
LAN Miniport drivers. A sample NDIS WAN Miniport driver appears on the 
DDK, and a sample NDIS Intermediate driver is available from Microsoft. 
These files can be found in the \ddk\src\network directory. 









Appendix A 
Windows NT Status Codes/ 

Win32 Error Codes 

This appendix contains a list of Windows NT status codes (STATUS_xxxx) 
and the corresponding values returned by Win32. Note that NT status values 
are shown in the table in hex (as they are traditionally displayed), but Win32 
error values are shown in the table in decimal (their traditional format). 

Table A.l is sorted in alphabetical order by NT status code name. Table A.2 is 
sorted by Win32 error code name. Note that because there are fewer Win32 
error codes than there are NT status codes, multiple NT status codes map to 
the same Win32 error code. 



Table A.l. Windows NT Status codes and corresponding Win32 error codes. I~ NT Status Win32 Error 
NT Status Value Wm32 Error Code Value 

STATUS_ABIOS_INVALID_COMMAND OxCOOO0113 ERROR_MR_MID_NOT_FOUND 317 ""'C 
~ 

STATUS_ABIOS_INVALID_LID OxCOOOO1l4 ERROR_MR_MID_NOT_FOUND 317 ""1 
.-t 

STATUS_ABIOS_INVALID_SELECTOR OxCOOOO1l6 ERROR_MR_MID_NOT_FOUND 317 -
STATUS_ABIOS_LID_ALREADY_OWNED OxCOOOO1l1 ERROR_MR_MID_NOT_FOUND 317 ~ 
STATUS_ABIOS_LID_NOT _EXIST OxCOOOOllO ERROR_MR_MID_NOT_FOUND 317 > 
STATUS_ABIOS_NOT_LID _OWNER OxCOOO0112 ERROR_MR_MID_NOT_FOUND 317 ""0 

""0 
STATUS_ABIOS_NOT_PRESENT OxCOOOOlOF ERROR_MR_MID_NOT_FOUND 317 (b 

:::3 
STATUS_ABIOS_SELECTOR_NOT_AVAILABLE OxCOOO0115 ERROR_MR_MID_NOT_FOUND 317 0-
STATUS_ACCESS_DENIED OxCOOOO022 ERROR_ACCESS_DENIED 5 ><. 

STATUS_ACCESS_ VIOLATION OxCOOOOO05 ERROR_NOACCESS 998 
(b 
Vl 

STATUS_ACCOUNT_DISABLED Oxcooooon ERROR_ACCOUNT _DISABLED 1331 
STATUS_ACCOUNT_EXPIRED OxCOOO0193 ERROR_ACCOUNT _EXPIRED 1793 
STATUS_ACCOUNT_LOCKED_OUT OxCOOO0234 ERROR_ACCOUNT_LOCKED_OUT 1909 
STATUS_ACCOUNT _RESTRICTION OxCOOOO06E ERROR_ACCOUNT_RESTRICTION 1327 
STATUS_ADAPTER_HARDWARE_ERROR OxCOOOOOC2 ERROR_ADAP _HDW _ERR 57 
STATUS_ADDRESS_ALREADY_ASSOCIATED OxCOOO0238 ERROR_ADDRESS_ALREADY _ASSOCIATED 1227 
STATUS_ADDRESS_ALREADY_EXISTS OxCOOO020A ERROR_DUP _NAME 52 
STATUS_ADDRESS_CLOSED OxCOOO020B ERROR_NETNAME_DELETED 64 
STATUS_ADDRESS_NOT_ASSOCIATED OxCOOO0239 ERROR_ADDRESS_NOT _ASSOCIATED 1228 
STATUS_A GENTS_EXHAUSTED OxCOOOO085 ERROR_NO_MORE_ITEMS 259 
STATUS_ALIAS_EXISTS OxCOOO0154 ERROR_ALIAS_EXISTS 1379 
STATUS_ALLOCATE_BUCKET OxCOOO022F ERROR_MR_MID_NOT_FOUND 317 
STATUS_ALLOTTED_SPACE_EXCEEDED OxCOOOOO99 ERROR_ALLOTTED_SPACE_EXCEEDED 1344 
STATUS_ALREADY_COMMITTED OxCOOOO021 ERROR_ACCESS_DENIED 5 
STATUS_APP_INIT_FAILURE OxCOOO0145 ERROR_MR_MID_NOT_FOUND 317 
STATUS_ARRAY_BOUNDS_EXCEEDED OxCOOOOO8C STATUS_ARRAY_BOUNDS_EXCEEDED 3221225612 
STATUS_AUDIT_FAILED OxCOOO0244 ERROR_MR_MID_NOT_FOUND 317 
STATUS_BACKUP _CONTROLLER OxCOOOO187 ERROR_MR_MID_NOT_FOUND 317 
STATUS_BAD_COMPRESSION_BUFFER OxCOOOO242 ERROR_MR_MID_NOT_FOUND 317 
STATUS_BAD_DESCRIPTOR_FORMAT OxCOOOOOE7 ERROR_BAD_DESCRIPTOR_FORMAT 1361 



STATUS_BAD_DEVICE_TYPE OxCOOOOOCB ERROR_BAD_DEV _TYPE 66 
STATUS_BAD _DLL_ENTRYPOINT OxCOOOO251 ERROR_MR_MID_NOT_FOUND 317 
STATUS_BAD_FUNCTION_TABLE OxCOOOOOFF ERROR_MR_MID_NOT_FOUND 317 > '"0 
STATUS_BAD _IMPERSONATION_LEVEL OxCOOOOOA5 ERROR_BAD_IMPERSONATION_LEVEL 1346 '"0 
STATUS_BAD _INHERITANCE_ACL OxCOOOOO7D ERROR_BAD _INHERITANCE_ACL 1340 

(!) 
::;:l 

STATUS_BAD_INITIAL_PC OxCOOOOOOA ERROR_BAD _EXE_FORMAT 193 0.. 

STATUS_BAD_INITIAL_STACK OxCOOOOO09 ERROR_STACK_ OVERFLOW 1001 
><" 

STATUS_BAD_LOGON_SESSION_STATE OxCOOOOI04 ERROR_BAD_LOGON_SESSION_STATE 1365 ~ 
STATUS_BAD_MASTER_BOOT _RECORD OxCOOOOOA9 ERROR_MR_MID_NOT_FOUND 317 

~ STATUS_BAD_NETWORK_NAME OxCOOOOOCC ERROR_BAD_NET_NAME 67 
STATUS_BAD _NETWORK_PATH OxCOOOOOBE ERROR_BAD_NETPATH 53 S" 

0.. 
STATUS_BAD_REMOTE_ADAPTER OxCOOOOOC5 ERROR_BAD_REM_ADAP 60 0 
STATUS_BAD_SERVICE_ENTRYPOINT OxCOOOO252 ERROR_MR_MID_NOT_FOUND 317 ~ 

Vl 

STATUS_BAD _STACK OxCOOOO028 ERROR_MR_MID_NOT_FOUND 317 Z 
STATUS_BAD_TOKEN_TYPE OxCOOOOOA8 ERROR_BAD_TOKEN_TYPE 1349 ...., 
STATUS_BAD_ VALIDATION_CLASS OxCOOOOOA7 ERROR_BAD_ VALIDATION_CLASS 1348 CJ') 

STATUS_BAD_ WORKING_SELLIMIT OxCOOOOO4C ERROR_INVALID_PARAMETER 
r-t 

87 ~ 
r-t 

STATUS_BIOS_FAILED_TO_CONNECT_INTERRUPT OxCOOOO16E ERROR_MR_MID_NOT_FOUND 317 ,:: 
Vl 

STATUS_BUFFER_TOO_SMALL OxCOOOO023 ERROR_INSUFFICIENT_BUFFER 122 () 
STATUS_CANCELLED OxCOOOO120 ERROR_OPERATION_ABORTED 995 0 
STATUS_CANNOT_DELETE OxCOOOO121 ERROR_ACCESS_DENIED 5 0.. 

(!) 

STATUS_CANNOT_IMPERSONATE OxCOOOOI0D ERROR_CANNOLIMPERSONATE 1368 Vl 

STATUS_CANNOT_LOAD_REGISTRY _FILE OxCOOO0218 ERROR_MR_MID_NOT_FOUND 317 § 
STATUS_CANT _ACCESS_DOMAIN_INFO OxCOOOOODA ERROR_CANT_ACCESS_DOMAlN_INFO 1351 ::;:l 

STATUS_CANT _DISABLE_MANDATORY OxCOOOO05D ERROR_CANT_DISABLE_MANDATORY 1310 
W 
N 

STATUS_CANT_OPEN_ANONYMOUS OxCOOOOOA6 ERROR_CANT_OPEN_ANONYMOUS 1347 t'l1 
STATUS_CANT_TERMINATE_SELF OxCOOOOODB ERROR_MR_MID_NOT_FOUND 317 I-t 

I-t 

STATUS_CANT_WAIT OxCOOOOOD8 ERROR_MR_MID_NOT_FOUND 317 0 
I-t 

STATUS_CHILD_MUST_BE_ VOLATILE OxCOOOO181 ERROR_CHILD_MUST_BE_ VOLATILE 1021 () 
STATUS_CLIENT_SERVER]ARAMETERS_INVALID OxCOOO0223 ERROR_MR_MID_NOT_FOUND 317 0 

0.. 
STATUS_COMMITMENT_LIMIT OxCOOOO12D ERROR_COMMITMENT_LIMIT 1455 (!) 

Vl 
STATUS_CONFLICTING_ADDRESSES OxCOOOOO18 ERROR_INVALID_ADDRESS 487 

continues 
Vt 
\0 
~ 



Table A.l. Continued I~ NT Status Wm32 Error 
NT Status Value Wm32 Error Code Value 

STATUS_CONNECTION_ABORTED OxCOOO0241 ERROR_CONNECTION_ABORTED 1236 '"0 
~ 

STATUS_CONNECTION_ACTIVE OxCOOO023B ERROR_ CONNECTION_ACTIVE 1230 1-1 
I'"t 

STATUS_CONNECTlON_COUNT_LIMIT OxCOOO0246 ERROR_CONNECTION_COUNT_LIMIT 1238 ~ 

STATUS_CONNECTION_DISCONNECTED OxCOOO020C ERROR_NETNAME_DELETED 64 ~ 
STATUS_CONNECTlONJN_USE OxCOOO0108 ERROR_DEVICE_IN_USE 2404 > 
STATUS_CONNECTION_INVALID OxCOOO023A ERROR_CONNECTION_INVALID 1229 '"0 

'"0 
STATUS_CONNECTION_REFUSED OxCOOO0236 ERROR_CONNECTION_REFUSED 1225 ('1) 

1:1 
STATUS_CONNECTION_RESET OxCOOO020D ERROR_NETNAME_DELETED 64 Q.. 

STATUS_CONTROL_C_EXIT OxCOOOO13A ERROR_MR_MID_NOT_FOUND 317 ><' 
('1) 

STATUS_CONVERT_TO_LARGE OxCOOO022C ERROR_MR_MID_NOT_FOUND 317 fJJ 

STATUS_COULD_NOT_INTERPRET OxCOOOOOB9 ERROR_MR_MID_NOT_FOUND 317 

STATUS_CRC_ERROR OxCOOOO03F ERROR_CRC 23 

STATUS_CTL_FILE_NOT_SUPPORTED OxCOOOO057 ERROR_NOT_SUPPORTED 50 

STATUS_DATA_ERROR OxCOOOO03E ERROR_CRC 23 

STATUS_DATA_LATE_ERROR OxCOOOO03D ERROR_IO_DEVICE 1117 

STATUS_DATA_NOT_ACCEPTED OxCOOO021B ERROR_MR_MID_NOT_FOUND 317 

STATUS_DATA_OVERRUN OxCOOOO03C ERROR_IO_DEVICE 1117 

STATUS_DEBUG_ATTACH_FAILED OxCOOO0219 ERROR_MR_MID_NOT_FOUND 317 

STATUS_DELETE_PENDING OxCOOOO056 ERROR_ACCESS_DENIED 5 

STATUS_DEVICE_ALREADY_ATTACHED OxCOOOO038 ERROR_MR_MID_NOT_FOUND 317 

STATUS_DEVICE_CONFIGURATlON_ERROR OxCOOO0182 ERROR_INVALID_PARAMETER 87 

STATUS_DEVICE_DATA_ERROR OxCOOOO09C ERROR_CRC 23 

STATUS_DEVICE_DOES_NOT_EXIST OxCOOOOOCO ERROR_DEV _NOT_EXIST 55 

STATUS_DEVICE_NOT_CONNECTED OxCOOOO09D ERROR_NOT_READY 21 

STATUS_DEVICE_NOT_PARTITIONED OxCOOO0174 ERROR_DEVICE_NOT]ARTlTlONED 1107 

STATUS_DEVICE_NOT_READY OxCOOOOOA3 ERROR_NOT_READY 21 

STATUS_DEVICE_POWER_FAILURE OxCOOOO09E ERROR_NOT_READY 21 

STATUS_DEVICE_PROTOCOCERROR OxCOOOO186 ERROR_IO_DEVICE 1117 

STATUS_DFS_EXIT_PATH_FOUND OxCOOOOO9B ERROR_PATH_NOT_FOUND 3 

STATUS_DFS_UNAVAILABLE OxCOOOO26D ERROR_MR_MID_NOT_FOUND 317 



STATUS_DIRECTORY _NOT_EMPTY OxCOOO0101 ERROR_DIR_NOT_EMPTY 145 
STATUS_DlSK_CORRUPT_ERROR OxCOOOO032 ERROR_DISK_CORRUPT 1393 
STATUS_DISK_FULL OxCOOOO07F ERROR_DISK_FULL 112 > '"0 
STATUS_DlSK_OPERATION_FAILED OxCOOOO16A ERROR_DISK_OPERATION_FAlLED 1127 '"0 
STATUS_DISK_RECALIBRATE_FAlLED OxCOOOO169 ERROR_DISK_RECALlBRATE_FAlLED 1126 

(D 

::l 
STATUS_DlSK_RESET_FAILED OxCOOOO16B ERROR_DISK_RESET_FAILED 1128 0-

STATUS_DLL_INIT_FAILED OxCOOOO142 ERROR_DLL_INILFAILED 1114 
><. 

STATUS_DLL_INIT_FAILED_LOGOFF OxCOOO026B ERROR_MR_MID_NOT_FOUND 317 ~ 
STATUS_DLL_NOT_FOUND OxCOOOO135 ERROR_MOD_NOT_FOUND 126 

~ STATUS_DOMAlN_CONTROLLER_NOT_FOUND OxCOOO0233 ERROR_DOMAlN_CONTROLLER_NOT_FOUND 1908 
STATUS_DOMAlN_CTRLR_CONFIG_ERROR OxCOOOO15E ERROR_MR_MID_NOT_FOUND 317 ::l 

0-
STATUS_DO MAIN_EXISTS OxCOOOOOEO ERROR_DOMAlN_EXISTS 1356 0 

STATUS_DOMAlN_LIMIT_EXCEEDED OxCOOOOOEl ERROR_DOMAlN_LIMIT_EXCEEDED 1357 ~ r:n 
STATUS_DOMAlN_TRUST_INCONSISTENT OxCOOOO19B ERROR_DOMAlN_ TRUST_INCONSISTENT 1810 Z 
STATUS_DRIVER_CANCEL_TIMEOUT OxCOOO021E ERROR_MR_MID_NOT_FOUND 317 ~ 
STATUS_DRIVER_ENTRYPOINT_NOT_FOUND OxCOOO0263 ERROR_PROC_NOT_FOUND 127 C/') 

STATUS_DRIVER_INTERNAL_ERROR OxCOOOO183 ERROR_IO_DEVICE 
rt 

1117 ~ 
rt 

STATUS_DRIVER_ORDINAL_NOT_FOUND OxCOOO0262 ERROR_INVALID_ORDINAL 182 C r:n 
STATUS_DRIVER_UNABLE_TO_LOAD OxCOOO026C ERROR_MR_MID_NOT_FOUND 317 (') 
STATUS_DUPLICATE_NAME OxCOOOOOBD ERROR_DUP _NAME 52 0 
STATUS_DUPLICATE_OBJECTID OxCOOO022A STATUS_DUPLICATE_OBJECTID 3221226026 0-

(D 

STATUS_EA_CORRUPT_ERROR OxCOOOO053 ERROR_FILE_CORRUPT 1392 r:n 

STATUS_EA_TOO_LARGE OxCOOOOO50 ERROR_EA_L1ST_INCONSISTENT 255 ~ 
STATUS_EAS_NOT_SUPPORTED OxCOOOOO4F ERROR_MR_MID_NOT_FOUND 317 ::l 
STATUS_END_OF _FILE OxCOOOOO11 ERROR_HANDLE_EOF 38 

W 
tv 

STATUS_ENTRYPOINT_NOT_FOUND OxCOOOO139 ERROR_PROC_NOT_FOUND 127 t'Tj 
STATUS_EOM_OVERFLOW OxCOOOOl77 ERROR_EOM_OVERFLOW 1129 

t; 
t; 

STATUS_EVALUATION_EXPIRATION OxCOOO0268 ERROR_MR_MID_NOT_FOUND 317 0 
t; 

STATUS_EVENTLOG_CANT_START OxCOOOO18F ERROR_EVENTLOG_CANT_START 1501 (') 
STATUS_EVENTLOG_FILE_CHANGED OxCOOOO197 ERROR_EVENTLOG_FILE_CHANGED 1503 0 

0-
STATUS_EVENTLOG_FILE_CORRUPT OxCOOOO18E ERROR_EVENTLOG_FILE_CORRUPT 1500 (D 

r:n 
STATUS_FAIL_CHECK OxCOOOO229 ERROR_MR_MID_NOT_FOUND 317 

continues 
Vl 
\0 
W 



Table A.l. Continued I~ NT Status Win32 Error 
NT Status Value Win32 Error Code Value 

STATUS_FILE_CLOSED OxCOOOO128 ERROR_INVALID_HANDLE 6 ~ 
~ 

STATUS_FlLE_CORRUPLERROR OxCOOOOI02 ERROR_FILE_CORRUPT 1392 t-t 
t"'t 

STATUS_FILE_DELETED OxCOOOO123 ERROR_ACCESS_DENIED 5 ~ STATUS_FlLE_FORCED_CLOSED OxCOOOOOB6 ERROR_HANDLE_EOF 38 

STATUS_FILE_INVALID OxCOOOO098 ERROR_FILE_INVALID 1006 > 
STATUS_FlLE_IS_A_DIRECTORY OxCOOOOOBA ERROR_ACCESS_DENIED 5 ~ 

~ 
STATUS_FlLE_IS_OFFLlNE OxCOOO0267 ERROR_MR_MID_NOT_FOUND 317 ("b 

::s 
STATUS_FlLE_LOCK_ CONFLICT OxCOOOO054 ERROR_LOCK_ VIOLATION 33 0... 
STATUS_FILE_RENAMED OxCOOOOOD5 ERROR_MR_MID_NOT_FOUND 317 ><" ("b 
STATUS_FILES_OPEN OxCOOOOI07 ERROR_MR_MID_NOT_FOUND 317 en 

STATUS_FLOAT_DENORMAL_OPERAND OxCOOOO08D STATUS_FLOAT_DENORMAL_ OPERAND 3221225613 

STATUS_FLOAT_DIVIDE_BY_ZERO OxCOOOO08E STATUS_FLOAT_DIVIDE_BY_ZERO 3221225614 

STATUS_FLOAT_INEXACT _RESULT OxCOOOO08F STATUS_FLOAT_INEXACT_RESULT 3221225615 

STATUS_FLOAT _INVALID_OPERATION OxCOOOO090 STATUS_FLOAT_INVALID_OPERATION 3221225616 

STATUS_FLOAT _OVERFLOW OxCOOOO091 STATUS_FLOAT_OVERFLOW 3221225617 

STATUS_FLOAT_STACK_CHECK OxCOOOO092 STATUS_FLOAT_STACK_CHECK 3221225618 

STATUS_FLOAT _UNDERFLOW OxCOOOO093 STATUS_FLOAT_UNDERFLOW 3221225619 

STATUS_FLOPPY _BAD_REGISTERS OxCOOO0168 ERROR_FLOPPY_BAD_REGISTERS 1125 

STATUS_FLOPPY _ID _MARK_NOT_FOUND OxCOOO0165 ERROR_FLOPPY_ID _MARK_NOT_FOUND 1122 

STATUS_FLOPPY_UNKNOWN_ERROR OxCOOOO167 ERROR_FLOPPY_UNKNOWN_ERROR 1124 

STATUS_FLOPPY_ VOLUME OxCOOOO164 ERROR_MR_MID_NOT_FOUND 317 

STATUS_FLOPPY _WRONG_CYLINDER OxCOOO0166 ERROR_FLOPPY_ WRONG_CYLINDER 1123 

STATUS_FOUND_OUT_OF _SCOPE OxCOOO022E ERROR_MR_MID_NOT_FOUND 317 

STATUS_FREE_ VM_NOT_AT_BASE OxCOOOO09F ERROR_INVALID_ADDRESS 487 

STATUS_FS_DRIVER_REQUIRED OxCOOO019C ERROR_MR_MID_NOT_FOUND 317 

STATUS_FT _MISSING_MEMBER OxCOOO015F ERROR_IO_DEVICE 1117 

STATUS_FT_ORPHANING OxCOOOO16D ERROR_IO_DEVICE 1117 

STATUS]ULLSCREEN_MODE OxCOOOO159 ERROR_FULLSCREEN_MODE 1007 

STATUS_GENERIC_NOT_MAPPED OxCOOOOOE6 ERROR_GENERIC_NOT_MAPPED 1360 

STATUS_GRACEFUL_DISCONNECT OxCOOO0237 ERROR_GRACEFUL_DISCONNECT 1226 



-

STATUS_GROUP _EXISTS OxCOOOO065 ERROR_GROUP _EXISTS 1318 

STATUS_GUIDS_EXHAUSTED OxCOOOO083 ERROR_NO_MORE_ITEMS 259 

STATUS_HANDLE_NOT_CLOSABLE OxCOOO0235 ERROR_INVALID_HANDLE 6 > "0 
STATUS_HOST_UNREACHABLE OxCOOO023D ERROR_HOST_UNREACHABLE 1232 "0 

(t) 
STATUS_ILL_FORMED_PASSWORD OxCOOOO06B ERROR_ILL_FORMED_PASSWORD 1324 ::s 
STATUS_ILL_FORMED _SERVICE_ENTRY OxCOOOO160 ERROR_MR_MID_NOT_FOUND 317 0-

STATUS_ILLEGAL_CHARACTER OxCOOOO161 ERROR_MR_MID_NOT_FOUND 317 
><. 

STATUS_ILLEGAL_DLL_RELOCATION OxCOOO0269 ERROR_MR_MID_NOT_FOUND 317 ?:> 
STATUS_ILLEGAL_FLOAT_CONTEXT OxCOOOO14A ERROR_MR_MID_NOT_FOUND 317 

~ STATUS_ILLEGAL_FUNCTION OxCOOOOOAF ERROR_INVALID_FUNCTION 1 

STATUS_ILLEGAL_INSTRUCTION OxCOOOOOID STATUS_ILLEGAL_INSTRUCTION 3221225501 ::s 
0-

STATUS_IMAGE_ALREADY_LOADED OxCOOOOI0E ERROR_SERVICE_ALREADY_RUNNING 1056 0 

STATUS_IMAGE_CHECKSUM_MISMATCH OxCOOO0221 ERROR_BAD_EXE_FORMAT 193 $J 
rJ) 

STATUS_IMAGE_MP _UP_MISMATCH OxCOOO0249 ERROR_BAD_EXE_FORMAT 193 Z 
STATUS_IN_PAGE_ERROR OxCOOOOO06 ERROR_SWAPERROR 999 ~ 
STATUS_INCOMPATIBLE_FILE_MAP OxCOOOO04D ERROR_INVALID_PARAMETER 87 Vl 

r-t 
STATUS_INFO_LENGTH_MISMATCH OxCOOOOO04 ERROR_BAD_LENGTH 24 ~ 

r-t 
STATUS_INSTANCE_NOT_AVAILABLE OxCOOOOOAB ERROR_PIPE_BUSY 231 c: 

rJ) 

STATUS_INSTRUCTION_MISALIGNMENT OxCOOOOOAA ERROR_MR_MID_NOT_FOUND 317 (') 
STATUS_INSUFF _SERVER_RESOURCES OxCOOO0205 ERROR_NOT_ENOUGH_SERVER_MEMORY 1130 0 
STATUS_INSUFFICIENT _LOGON_INFO OxCOOO0250 ERROR_MR_MID_NOT_FOUND 317 0-

(t) 

STATUS_INSUFFICIENT_RESOURCES OxCOOOO09A ERROR_NO_SYSTEM_RESOURCES 1450 
rJ) 

STATUS_INTEGER_DIVIDE_BY_ZERO OxCOOOO094 STATUS_INTEGER_DIVIDE_BY_ZERO 3221225620 ~ 
~. 

STATUS_INTEGER_OVERFLOW OxCOOOO095 ERROR_ARITHMETIC_OVERFLOW 534 ::s 
STATUS_INTERNAL_DB_CORRUPTION OxCOOOOOE4 ERROR_INTERNAL_DB_CORRUPTION 1358 

W 
N 

STATUS_INTERNAL_DB_ERROR OxCOOOO158 ERROR_INTERNAL_DB_ERROR 1383 t'Tj 

STATUS_INTERNAL_ERROR OxCOOOOOE5 ERROR_INTERNAL_ERROR 1359 
t"1 
t"1 

STATUS_INVALID_ACCOUNT_NAME OxCOOOO062 ERROR_INVALID_ACCOUNT_NAME 1315 0 
t"1 

STATUS_INVALID_ACL OxCOOOO077 ERROR_INVALID_ACL 1336 (') 
STATUS_INVALID_ADDRESS OxCOOOO141 ERROR_UNEXP _NET_ERR 59 0 

0-
STATUS_INVALID_ADDRESS_COMPONENT OxCOOO0207 ERROR_INVALID_NETNAME 1214 (t) 

rJ) 

STATUS_INVALID_ADDRESS_ WILDCARD OxCOOO0208 ERROR_INVALID_NETNAME 1214 

Vl 
continues \0 

VI 



Table A.l. Continued I~ NT Status Win32 Error 
NT Status Value Win32 Error Code Value 

STATUS_INVALID_BLOCK_LENGTH OxCOOOO173 ERROR_INVALID_BLOCK_LENGTH 1106 ~ 
~ 

STATUS_INVALID_BUFFER_SIZE OxCOOO0206 ERROR_INVALID _USER_BUFFER 1784 I-t .... 
STATUS_INVALID _ CID OxCOOOOOOB ERROR_INVALID_PARAMETER 87 -
STATUS_INVALID _COMPUTER_NAME OxCOOOO122 ERROR_INVALID_COMPUTERNAME 1210 ~ 
STATUS_INVALID_CONNECTION OxCOOOO140 ERROR_UNEXP _NET_ERR 59 > 
STATUS_INVALID_DEVICE_REQUEST OxCOOOO010 ERROR_INVALID_FUNCTION ~ 

~ 
STATUS_INVALID_DEVICE_STATE OxCOOOO184 ERROR_BAD_COMMAND 22 ('D 

~ 
STATUS_INVALID_DISPOSITION OxCOOOO026 STATUS_INVALID_DISPOSITION 3221225510 0-
STATUS_INVALID _DOMAIN_ROLE OxCOOOOODE ERROR_INVALID_DOMAIN_ROLE 1354 ><. 

('D 
STATUS_INVALID_DOMAIN_STATE OxCOOOOODD ERROR_INVALID_DOMAIN_STATE 1353 en 

STATUS_INVALID _FILE_FOR_SECTION OxCOOOO020 ERROR_BAD _EXE_FORMAT 193 
STATUS_INVALID_GROUP_ATTRIBUTES OxCOOOOOA4 ERROR_INVALID_GROUP_ATTRIBUTES 1345 
STATUS_INVALID_HANDLE OxCOOOOO08 ERROR_INVALID _HANDLE 6 
STATUS_INVALID_HW_PROFILE OxCOOO0260 ERROR_MR_MID_NOT_FOUND 317 
STATUS_INVALID _ID ~UTHORITY OxCOOOO084 ERROR_INVALID _ID _AUTHORITY 1343 
STATUS_INVALID_IMAGE_FORMAT OxCOOOO07B ERROR_BAD _EXE_FORMAT 193 
STATUS_INVALID_IMAGE_LE_FORMAT OxCOOOO12E ERROR_BAD _EXE_FORMAT 193 
STATUS_INVALID_IMAGE_NLFORMAT OxCOOOO11B ERROR_BAD _EXE_FORMAT 193 
STATUS_INVALID_IMAGE_NOT_MZ OxCOOOO12F ERROR_BAD _EXE_FORMAT 193 
STATUS_INVALID _IMAGE_PROTECT OxCOOOO130 ERROR_BAD _EXE_FORMAT 193 
STATUS_INVALID_IMAGE_ WIN_16 OxCOOOO131 ERROR_BAD_EXE_FORMAT 193 
STATUS_INVALID_INFO_CLASS OxCOOOOOO3 ERROR_INVALID]ARAMETER 87 
STATUS_INVALID _LDT _DESCRIPTOR OxCOOOO11A ERROR_MR_MID_NOT_FOUND 317 
STATUS_INVALID _LDT _OFFSET OxCOOOO119 ERROR_MR_MID_NOT_FOUND 317 
STATUS_INVALID _LDT_SIZE OxCOOOO118 ERROR_MR_MID_NOLFOUND 317 
STATUS_INVALID_LEVEL OxCOOOO148 ERROR_INVALID_LEVEL 124 

STATUS_INVALID_LOCK_SEQUENCE OxCOOOOO1E ERROR_ACCESS_DENIED 5 
STATUS_INVALID_LOGON_HOURS OxCOOOO06F ERROR_INVALID _LOGON_HOURS 1328 
STATUS_INVALID_LOGON_TYPE OxCOOO010B ERROR_INVALID_LOGON_TYPE 1367 
STATUS_INVALID_MEMBER OxCOOOO17B ERROR_INVALID_MEMBER 1388 



STATUS_INVALlD_NETWORK_RESPONSE OxCOOOOOC3 ERROR_BAD_NELRESP 58 
STATUS INVALID OPLOCK PROTOCOL OxCOOOOOE3 ERROR MR MID NOT FOUND 317 

STATUS=INVALlD=OWNER - OxC000005A ERROR=INVALlD=OwNER 1307 ~ 
STATUS_INVALlD]AGE_PROTECTION OxC0000045 ERROR_INVALlD]ARAMETER 87 "'0 
STATUS_INVALID_PARAMETER OxCOOOOOOD ERROR_INVALID_PARAMETER 87 g 
STATUS_INVALlD_PARAMETER_1 OxCOOOOOEF ERROR_INVALID_PARAMETER 87 9-7 
STATUS INVALID PARAMETER 10 OxCOOOOOF8 ERROR INVALID PARAMETER 87 ~ 
STATUS=INVALID=PARAMETER=l1 OxCOOOOOF9 ERROR=INVALlD=PARAMETER 87 ~ 
STATUS INVALID PARAMETER 12 OxCOOOOOFA ERROR INVALID PARAMETER 87 ~ 

STATUS_INVALlD_PARAMETER_2 OxCOOOOOFO ERROR_INVALID_PARAMETER 87 S 
STATUS_INVALlD_PARAMETER_3 OxCOOOOOFl ERROR_INVALlD]ARAMETER 87 5-
STATUS_INVALID_PARAMETER_ 4 OxCOOOOOF2 ERROR_INVALlD]ARAMETER 87 ~ 

STATUS_INVALlD]ARAMETER_5 OxCOOOOOF3 ERROR_INVALID_PARAMETER 87 ~ 

STATUS_INVALlD_PARAMETER_6 OxCOOOOOF4 ERROR_INVALID_PARAMETER 87 Z 
STATUS_INVALlD_PARAMETER_7 OxCOOOOOF5 ERROR_INVALlD]ARAMETER 87 ..., 
STATUS_INVALlD_PARAMETER_8 OxCOOOOOF6 ERROR_INVALID_PARAMETER 87 ~ 

STATUS_INVALlD_PARAMETER_9 OxCOOOOOF7 ERROR_INVALID_PARAMETER 87 ~ 

STATUS INVALID PARAMETER MIX OxC0000030 ERROR INVALID PARAMETER 87 $:=: 
- - - - - fJ) 

STATUS INVALID PIPE STATE OxCOOOOOAD ERROR BAD PIPE 230 

STATUS=INVALlD=PLUGPLAY_DEVICE_PATH OxC0000261 ERROR=MR_MID_NOT_FOUND 317 Q 
STATUS_INVALID_PORT_ATTRIBUTES OxC000002E ERROR_MR_MID_NOT_FOUND 317 R--
STATUS INVALID PORT HANDLE OxC0000042 ERROR INVALID HANDLE 6 ~ 
STATUS_INVALlD]RIMARY_GROUP OxC000005B ERROR_INVALID_PRIMARY_GROUP 1308 ~ 

STATUS INVALID QUOTA LOWER OxC0000031 ERROR MR MID NOT FOUND 317 5· 
STATUS=INVALID=READ_MODE OxCOOOOOB4 ERROR=BAD]IPE - 230 ~ 
STATUS_INVALlD_SECURITY_DESCR OxC0000079 ERROR_INVALlD_SECURITY_DESCR 1338 tyj 

STATUS_INVALlD_SERVER_STATE OxCOOOOODC ERROR_INVALlD_SERVER_STATE 1352 ~ 
STATUS_INVALID_SID OxC0000078 ERROR_INVALID_SID 1337 g 
STATUS_INVALID_SUB_AUTHORITY OxC0000076 ERROR_INVALID_SUB_AUTHORITY 1335 () 
STATUS_INVALlD_SYSTEM_SERVICE OxC000001C ERROR_INVALID_FUNCTION 8-
STATUS_INVALlD_UNWIND_TARGET OxC0000029 ERROR_MR_MID_NOT_FOUND 317 ~ 

STATUS_INVALID _USER_BUFFER OxCOOOOOE8 ERROR_INVALID _USER_BUFFER 1784 

. v-. 
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Table A.l. Continued 
I~ NT Status Win32 Error 

NT Status Value Win32 Error Code Value 

STATUS_INVALID_VARIANT OxCOOO0232 ERROR_MR_MID_NOT_FOUND 317 ~ 
p) 

STATUS_INVALID_VIEW _SIZE OxCOOOOOIF ERROR_ACCESS_DENIED 5 t; 
t"'t 

STATUS_INVALID_ VOLUME_LABEL OxCOOOO086 ERROR_LABEL_TOO_LONG 154 1-0-1 

STATUS_INVALID_WORKSTATION OxCOOOO070 ERROR_INVALID_WORKSTATION 1329 $ 
STATUS_IO _DEVICE_ERROR OxCOOOO185 ERROR_IO_DEVICE 1117 > 
STATUS_IO_PRIVILEGE_FAILED OxCOOOO137 ERROR_MR_MID_NOLFOUND 317 '"0 

'"0 
STATUS_IO_TIMEOUT OxCOOOOOB5 ERROR_SEM_TIMEOUT 121 (I) 

::s 
STATUS_IP_ADDRESS_CONFLICTl OxCOOO0254 ERROR_MR_MID_NOT_FOUND 317 0-
STATUS_IP_ADDRESS_CONFLICT2 OxCOOO0255 ERROR_MR_MID_NOT_FOUND 317 ~. 

STATUS_KEY _DELETED OxCOOOO17C ERROR_KEY_DELETED 
(I) 

1018 (Jl 

STATUS_KEY_HAS_CHlLDREN OxCOOOO180 ERROR_KEY_HAS_CHlLDREN 1020 
STATUS_LAST_ADMIN OxCOOOO069 ERROR_LAST_ADMIN 1322 
STATUS_LICENSE_QUOTA_EXCEEDED OxCOOO0259 ERROR_LICENSE_QUOTA_EXCEEDED 1395 
STATUS_LICENSE_VIOLATION OxCOOO026A ERROR_MR_MID_NOT_FOUND 317 
STATUS_LINK_FAILED OxCOOOO13E ERROR_UNEXP _NET_ERR 59 
STATUS_LINK_TIMEOUT OxCOOOO13F ERROR_UNEXP _NET_ERR 59 
STATUS_LM_CROSS_ENCRYPTION_REQUIRED OxCOOOO17F ERROR_LM_CROSS_ENCRYPTION_REQUIRED 1390 
STATUS_LOCAL_DISCONNECT OxCOOOO13B ERROR_NETNAME_DELETED 64 
STATUS_LOCK_NOT_GRANTED OxCOOOO055 ERROR_LOCK_ VIOLATION 33 
STATUS_LOG_FILE_FULL OxCOOOO188 ERROR_LOG_FILE_FULL 1502 
STATUS_LOGIN_TIME_RESTRICTION OxCOOO0247 ERROR_LOGIN_TIME_RESTRICTION 1239 
STATUS_LOGIN_ WKSTA_RESTRICTION OxCOOO0248 ERROR_LOGIN_ WKSTA_RESTRICTION 1240 
STATUS_LOGON_FAILURE OxCOOOO06D ERROR_LOGON_FAILURE 1326 
STATUS_LOGON_NOT_GRANTED OxCOOOO155 ERROR_LOGON_NOT_GRANTED 1380 
STATUS_LOGON_SERVER_CONFLICT OxCOOOO132 ERROR_MR_MID_NOT_FOUND 317 
STATUS_LOGON_SESSION_COLLISION OxCOOOOI05 ERROR_LOGON_SESSION_COLLISION 1366 
STATUS_LOGON_SESSION_EXISTS OxCOOOOOEE ERROR_LOG ON_SESSION_EXISTS 1363 
STATUS_LOGON_TYPE_NOT_GRANTED OxCOOOO15B ERROR_LOGON_TYPE_NOT_GRANTED 1385 
STATUS_LOST_ WRITEBEHIND_DATA OxCOOO0222 ERROR_MR_MID_NOT_FOUND 317 
STATUS_LPC_REPLY_LOST OxCOOO0253 ERROR_INTERNAL_ERROR 1359 



- ~--- - -------

STATUS_LUIDS_EXHAUSTED OxCOOOO075 ERROR_LUIDS_EXHAUSTED 1334 

STATUS_MAPPED_ALlGNMENT OxCOOO0220 ERROR_MAPPED_ALlGNMENT 1132 

STATUS_MAPPED_FILE_SIZE_ZERO OxCOOOO11E ERROR_FILE_INVALID 1006 > 
~ 

STATUS_MARSHALL_OVERFLOW OxCOOO0231 ERROR_MR_MID_NOT_FOUND 317 ~ 

STATUS_MEDIA_ WRITE_PROTECTED OxCOOOOOA2 ERROR_WRITE_PROTECT 19 
('1) 

~ 
STATUS_MEMBER_IN_ALIAS OxCOOOO153 ERROR_MEMBER_IN_ALIAS 1378 

p.. 

STATUS_MEMBER_IN_GROUP OxCOOOO067 ERROR_MEMBER_IN_ GROUP 1320 
><. 

STATUS_MEMBER_NOT _IN_ALIAS OxCOOOO152 ERROR_MEMBER_NOT_IN_ALIAS 1377 ~ 
STATUS_MEMBER_NOT_IN_GROUP OxCOOOO068 ERROR_MEMBER_NOT_IN_GROUP 1321 

~ STATUS_MEMBERS_PRIMARY_GROUP OxCOOOO127 ERROR_MEMBERS_PRlMARY _GROUP 1374 5· 
STATUS_MEMORY_NOT_ALLOCATED OxCOOOOOAO ERROR_INVALID_ADDRESS 487 p.. 
STATUS_MESSAGE_NOT_FOUND OxCOOO0109 ERROR_MR_MID_NOT_FOUND 317 0 

STATUS_MISSING_SYSTEMFILE OxCOOOO143 ERROR_MR_MID_NOT_FOUND 317 ~ 
(J) 

STATUS_MORE_PROCESSING_REQUIRED OxCOOOOO16 ERROR_MORE_DATA 234 Z 
STATUS_MUTANT _LIMIT_EXCEEDED OxCOOOO191 ERROR_MR_MID_NOT_FOUND 317 ~ 
STATUS_MUTANT_NOT_OWNED OxCOOOO046 ERROR_NOT_OWNER 288 (FJ 

.-t 
STATUS_NAME_TOO_LONG OxCOOO0106 ERROR_FlLENAME_EXCED _RANGE 206 ~ 

.-t 
STATUS_NEL WRITE_FAULT OxCOOOOOD2 ERROR_NET_ WRITE_FAULT 88 C 

(J) 

STATUS_NETLOGON_NOT_STARTED OxCOOOO192 ERROR_NETLOGON_NOLSTARTED 1792 () 
STATUS_NETWORlCACCESS_DENlED OxCOOOOOCA ERROR_NETWORK_ACCESS_DENIED 65 0 
STATUS_NETWORK_BUSY OxCOOOOOBF ERROR_NETWORK_BUSY 54 p.. 

('1) 

STATUS_NETWORK_CREDENTIAL_CONFLICT OxCOOOO195 ERROR_SESSION_CREDENTIAL_CONFLICT 1219 
(J) 

STATUS_NETWORK_NAME_DELETED OxCOOOOOC9 ERROR_NETNAME_DELETED 64 § 
STATUS_NETWORK_UNREACHABLE OxCOOO023C ERROR_NETWORK_UNREACHABLE 1231 ~ 

STATUS_NO _BROWSER_SERVERS_FOUND OxCOOO021C ERROR_NO_BROWSER_SERVERS_FOUND 6118 
W 
N 

STATUS_NO_CALLBACK_ACTIVE OxCOOO0258 ERROR_MR_MID_NOT_FOUND 317 ~ 
STATUS_NO_EAS_ON_FlLE OxCOOOO052 ERROR_FILE_CORRUPT 1392 1"1 

STATUS_NO_EVENT_PAIR OxCOOOO14E ERROR_MR_MID_NOT_FOUND 317 0 
1"1 

STATUS_NO_GUID_TRANSLATION OxCOOO010C ERROR_MR_MID_NOT_FOUND 317 () 
STATUS_NO _IMPERSONATION_TOKEN OxCOOOO05C ERROR_NO _IMPERSONATION_TOKEN 1309 0 

p.. 
STATUS_NO_LDT OxCOOOO117 ERROR_MR_MID_NOT_FOUND 317 ('1) 

(J) 

STATUS_NO_LOG_SPACE OxCOOOO17D ERROR_NO_LOG_SPACE 1019 

continues 
Vl 
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Table A.l. Continued 18 NT Status Win32 Error 
NT Status Value Wm32 Error Code Value 

STATUS_NO_LOGON_SERVERS OxCOOOO05E ERROR_NO_LOGON_SERVERS 1311 ~ 
~ 

STATUS_NO_MEDIA OxCOOOO178 ERROR_NO_MEDIA_IN_DRIVE 1112 ""' f"'t 

STATUS_NO_MEDIA_IN_DEVICE OxCOOOOO13 ERROR_NOT_READY 21 !0-004 

STATUS_NO_MEMORY OxCOOOOO17 ERROR_NOT_ENOUGH_MEMORY 8 ~ 
STATUS_NO _PAGEFILE OxCOOOO147 ERROR_MR_MID_NOT_FOUND 317 > 
STATUS_NO_SECURITY_ON_OBJECT OxCOOOOOD7 ERROR_NO_SECURITY_ ON_OBJECT 1350 '"0 

'"0 
STATUS_NO_SPOOL_SPACE OxCOOOOOC7 ERROR_NO_SPOOL_SPACE 62 (D 

::l 
STATUS_NO_SUCH_ALIAS OxCOOOO151 ERROR_NO_SUCH_ALIAS 1376 0-
STATUS_NO_SUCH_DEVICE OxCOOOOOOE ERROR_FILE_NOT_FOUND 2 ><' (D 
STATUS_NO_SUCH_DOMAIN OxCOOOOODF ERROR_NO_SUCH_DOMAIN 1355 en 

STATUS_NO _SUCH_FILE OxCOOOOOOF ERROR_FILE_NOT _FOUND 2 

STATUS_NO_SUCH_GROUP OxCOOOO066 ERROR_NO_SUCH_GROUP 1319 

STATUS_NO_SUCH_LOGON_SESSION OxCOOOO05F ERROR_NO_SUCH_LOGON_SESSION 1312 

STATUS_NO_SUCH_MEMBER OxCOOOO17A ERROR_NO_SUCH_MEMBER 1387 

STATUS_NO_SUCH_PACKAGE OxCOOOOOFE ERROR_NO_SUCH_PACKAGE 1364 

STATUS_NO_SUCH_PRIVILEGE OxCOOOO060 ERROR_NO _SUCH_PRIVILEGE 1313 

STATUS_NO_SUCH_USER OxCOOOO064 ERROR_NO_SUCH_USER 1317 

STATUS_NO_TOKEN OxCOOOO07C ERROR_NO_TOKEN 1008 

STATUS_NO_TRUST_LSA_SECRET OxCOOOO18A ERROR_NO_TRUST _LSA_SECRET 1786 

STATUS_NO_TRUST_SAM_ACCOUNT OxCOOOO18B EJ..ill.OR_NO_TRUST_SAM_ACCOUNT 1787 

STATUS_NO_USER_SESSION_KEY OxCOOO0202 ERROR_NO_USER_SESSION_KEY 1394 

STATUS_NOLOGON_INTERDOMAIN_TRUST_ACCOUNT OxCOOOO198 ERROR_NOLOGON_INTERDOMAIN_TRUST_ACCOUNT 1807 

STATUS_NOLOGON_SERVER_TRUST_ACCOUNT OxCOOOO19A ERROR_NOLOGON_SERVER_TRUST_ACCOUNT 1809 

STATUS_NOLOGON_ WORKSTATION_TRUSLACCOUNT OxCOOOO199 ERROR_NOLOGON_ WORKSTATION_TRUST_ACCOUNT 1808 

STATUS_NONCONTINUABLE_EXCEPTION OxCOOOO025 STATUS_NONCONTINUABLE_EXCEPTION 3221225509 

STATUS_NONE_MAPPED OxCOOOO073 ERROR_NONE_MAPPED 1332 

STATUS_NONEXISTENT_EA_ENTRY OxCOOOO051 ERROR_FlLE_ CORRUPT 1392 

STATUS_NONEXISTENT_SECTOR OxCOOOOO15 ERROR_SECTOR_NOT_FOUND 27 

STATUS_NOT_A_DIRECTORY OxCOOO0103 ERROR_DIRECTORY 267 

STATUS_NOT_CLIENT_SESSION OxCOOO0217 ERROR_NOLSUPPORTED 50 



----

STATUS_NOT_COMMITIED OxC000002D ERROR_INVALID_ADDRESS 487 

STATUS NOT FOUND OxC0000225 ERROR MR MID NOT FOUND 317 
STATUS=NOT=IMPLEMENTED OxC0000002 ERROR=INVALID~FUNCTION ? 
~~~~~=~~~=~~~~~PROCESS ~:~~~~~~!~ !:~~=~~~=~~~~~PROCESS !~:2 g 
STATUS_NOT_MAPPED_DATA OxC0000088 ERROR_INVALID_ADDRESS 487 ~ 
STATUS NOT MAPPED VIEW OxC0000019 ERROR INVALID ADDRESS 487 >< 
STATUS=NOT=REGISTRY_FlLE OxC000015C ERROR=NOT_REGISTRY_FlLE 1017 ~ 
STATUS NOT SAME DEVICE OxCOOOOOD4 ERROR NOT SAME DEVICE 17 ~ 

STATUS_NOT_SERVER_SESSION OxC0000216 ERROR_NOT_SUPPORTED 50;S 
STATUS_NOT_SUPPORTED OxCOOOOOBB ERROR-.NOT_SUPPORTED 50 5-
STATUS NOT TINY STREAM OxC0000226 ERROR MR MID NOT FOUND 317 0 

STATUS=NT_CROSS~ENCRYPTION_REQUIRED OxC000015D ERROR=NT~CROSS_ENCRYPTION_REQUIRED 1386 ~ 
STATUS_OBJECT_NAME_COLLISION OxC0000035 ERROR_ALREADY_EXISTS 183 Z 
STATUS_OBJECT_NAME_INVALID OxC0000033 ERROR_INVALID_NAME 123 ~ 

STATUS_OBJECT_NAME_NOT_FOUND OxC0000034 ERROR_FILE_NOT_FOUND 2 ~ 

STATUS_OBJECT_PATH_INVALID OxC0000039 ERROR_BAD_PATHNAME 161 ~ 

STATUS_OBJECT_PATH_NOT_FOUND OxC000003A ERROR_PATH_NOT_FOUND 3 ~ 

STATUS_OBJECT]ATH_SYNTAX_BAD OxC000003B ERROR_BAD]ATHNAME 161 n 
STATUS_OBJECT_TYPE_MISMATCH OxC0000024 ERROR_INVALID_HANDLE 6 0 
STATUS_OBJECTlD_EXISTS OxC000022B STATUS_OBJECTID_EXISTS 3221226027 ~ 
STATUS OPEN FAILED OxC0000136 ERROR MR MID NOT FOUND 317 ~ 
STATUS_OPLOCK_NOT_GRANTED OxCOOOOOE2 ERROR_MR_MID_NOT_FOUND 317 ~ 

STATUS_ORDINAL_NOT_FOUND OxC0000138 ERROR_INVALID_ORDINAL 182 ~ 

STATUS_PAGEFILE_CREATE_FAILED OxC0000146 ERROR_MR_MID_NOT_FOUND 317 N 
STATUS_PAGEFILE_QUOTA OxC0000007 ERROR_PAGEFILE_QUOTA 1454 t'fj 

STATUS_PAGEFILE_QUOTA_EXCEEDED OxC000012C ERROR_MR_MID_NOT_FOUND 317 ::4 
STATUS]ARITY_ERROR OxC000002B STATUS_PARITY_ERROR 3221225515 g 
STATUS_PARTmON_FAILURE OxCOOOOl72 ERROR_PARTITION_FAILURE 1105 n 
STATUS_PASSWORD_EXPIRED OxC0000071 ERROR_PASSWORD_EXPIRED 1330 8-
STATUS_PASSWORD_MUST_CHANGE OxC0000224 ERROR_PASSWORD_MUST_CHANGE 1907 ~ 

STATUS_PASSWORD_RESTRICTION OxC000006C ERROR]ASSWORD_RESTRICTION 1325 

. 0\ 
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Table A.l. Continued Is NT Status Win32 Error 
NT Status Value Win32 Error Code Value 

STATUS_PATH_NOT_COVERED OxCOOO0257 ERROR_HOST_UNREACHABLE 1232 ~ 
~ 

STATUS_PIPE_BROKEN OxCOOOO14B ERROR_BROKEN_PIPE 109 t-t 
I""t 

STATUS_PIPE_BUSY OxCOOOOOAE ERROR_PIPE_BUSY 231 ~ STATUS_PIPE_CLOSING OxCOOOOOBl ERROR_NO_DATA 232 

STATUS_PIPE_CONNECTED OxCOOOOOB2 ERROR_PIPE_CONNECTED 535 > 
STATUS]IPE_DISCONNECTED OxCOOOOOBO ERROR_PIPE_NOT _CONNECTED 233 '"0 

'"0 
STATUS_PIPE_EMPTY OxCOOOOOD9 ERROR_NO_DATA 232 (l) 

::l 
STATUS_PIPE_LISTENING OxCOOOOOB3 ERROR_PIPE_LISTENING 536 0-
STATUS_PIPE_NOT_AVAILABLE OxCOOOOOAC ERROR_PIPE_BUSY 231 ><" 
STATUS_PLUGPLAY _NO_DEVICE OxCOOO025E ERROR_SERVICE_DISABLED 1058 

(l) 
V'J 

STATUS_PORT_ALREADY_SET OxCOOOO048 ERROR_INVALID _PARAMETER 87 

STATUS_PORT_CONNECTION_REFUSED OxCOOOO041 ERROR_ACCESS_DENIED 5 

STATUS_PORT_DISCONNECTED OxCOOOO037 ERROR_INVALID_HANDLE 6 

STATUS_PORT_MESSAGE_TOO_LONG OxCOOOOO2F ERROR_MR_MID_NOT_FOUND 317 

STATUS]ORT_UNREACHABLE OxCOOO023F ERROR_PORT_UNREACHABLE 1234 

STATUS_POSSIBLE_DEADLOCK OxCOOOO194 ERROR_POSSIBLE_DEADLOCK 1131 

STATUS_PRINT_CANCELLED OxCOOOOOC8 ERROR_PRINT_CANCELLED 63 

STATUS_PRINT_QUEUE_FULL OxCOOOOOC6 ERROR_PRlNTQ_FULL 61 

STATUS_PRIVILEGE_NOLHELD OxCOOOO061 ERROR_PRIVILEGE_NOT_HELD 1314 

STATUS_PRIVILEGED_INSTRUCTION OxCOOOOO96 STATUS_PRIVILEGED_INSTRUCTION 3221225622 

STATUS_PROCEDURE_NOT_FOUND OxCOOOO07A ERROR_PROC_NOT_FOUND 127 

STATUS_PRO CESS_IS_TERMINATING OxCOOO010A ERROR_ACCESS_DENIED 5 

STATUS_PROFILING_AT _LIMIT OxCOOOOOD3 ERROR_MR_MID_NOT_FOUND 317 

STATUS_PROFILING_NOT_STARTED OxCOOOOOB7 ERROR_MR_MID_NOT_FOUND 317 

STATUS_PROFILING_NOT _STOPPED OxCOOOOOB8 ERROR_MR_MID_NOT_FOUND 317 

STATUS]ROPSET_NOT_FOUND OxCOOO0230 ERROR_MR_MID_NOT_FOUND 317 

STATUS]ROTOCOL_UNREACHABLE OxCOOO023E ERROR_PROTO COL_UNREACHABLE 1233 

STATUS_PWD_HISTORY_CONFLICT OxCOOOO25C ERROR_MR_MID_NOT_FOUND 317 

STATUS_PWD_TOO_RECENT OxCOOOO25B ERROR_MR_MID_NOLFOUND 317 

STATUS_PWD_TOO_SHORT OxCOOO025A ERROR_MR_MID_NOT_FOUND 317 



STATUS_QUOTA_EXCEEDED OxC0000044 ERROR_NOT_ENOUGH_QUOTA 1816 
STATUS QUOTA LIST INCONSISTENT OxC0000266 ERROR MR MID NOT FOUND 317 
STATUS=RANGE=NOiLOCKED OxCOOOOO7E ERROR=NOT_LOCKED - 158 ~ 
STATUS_RECOVERY_FAILURE OxC0000227 ERROR_MR_MID_NOT_FOUND 317 '"0 
STATUS_REDIRECTOR_NOT_STARTED OxCOOOOOFB ERROR_PATH_NOT_FOUND 3 g 
STATUS REDIRECTOR PAUSED OxCOOOOODl ERROR REDIR PAUSED 72 ~ 
STATUS-REDIRECTOR-STARTED OxCOOOOOFC ERROR-MR MiD NOT FOUND 317 :><: 

STATUS=REGISTRY_CORRUPT OxC000014C ERROR=BIDDB - - 1009 ~ 
STATUS_REGISTRY_IO_FAILED OxC000014D ERROR_REGISTRY_IO_FAILED 1016 ~ 

STATUS_REGISTRY_QUOTA_LIMIT OxC0000256 ERROR_MR_MID_NOT_FOUND 317 ~ 
STATUS_REMOTE_DISCONNECT OxC000013C ERROR_NETNAME_DELETED 64 5-
STATUS_REMOTE_NOT_LISTENING OxCOOOOOBC ERROR_REM_NOT_LIST 51 9 
STATUS_REMOTE_RESOURCES OxC000013D ERROR_REM_NOT_LIST 51 ~ 

STATUS_REMOTE_SESSION_LIMIT OxCOOOOI96 ERROR_REMOTE_SESSION_LIMIT_EXCEEDED 1220 Z 
STATUS_REPLY_MESSAGE_MISMATCH OxC000021F ERROR_MR_MID_NOT_FOUND 317 ~ 

STATUS_REQUEST_ABORTED OxC0000240 ERROR_REQUEST_ABORTED 1235 ~ 

STATUS_REQUEST_NOT_ACCEPTED OxCOOOOODO ERROR_REQNOT_ACCEP 71 ~ 

STATUS_RESOURCE_DATA_NOT_FOUND OxC0000089 ERROR_RESOURCE_DATA_NOT_FOUND 1812 ~ 

STATUS_RESOURCE_LANG_NOT_FOUND OxC0000204 ERROR_RESOURCE_LANG_NOT_FOUND 1815 (") 
STATUS_RESOURCE_NAME_NOT_FOUND OxC000008B ERROR_RESOURCE_NAME_NOT_FOUND 1814 0 
STATUS_RESOURCE_NOT_OWNED OxC0000264 ERROR_NOT_OWNER 288 ~ 
STATUS_RESOURCE_TYPE_NOT_FOUND OxC000008A ERROR_RESOURCE_TYPE_NOT_FOUND 1813 ~ 
STATUS_RETRY OxC000022D ERROR_MR_MID_NOT_FOUND 317 ~ 

STATUS REVISION MISMATCH OxC0000059 ERROR REVISION MISMATCH 1306::S 
STATUS=RXACT_COMMIT_FAILURE OxCOOOOllD ERROR=RXACT_COMMIT_FAILURE 1370 ~ 
STATUS_RXACT_INVALID_STATE OxCOOOOllC ERROR_RXACT_INVALID_STATE 1369 t'Ii 
STATUS_SECRET_TOO_LONG OxC0000157 ERROR_SECRET_TOO_LONG 1382 ~ 
STATUS_SECTION_NOT_EXTENDED OxC0000087 ERROR_OUTOFMEMORY 14 g 
STATUS_SECTION_NOT_lMAGE OxC0000049 ERROR_INVALID_PARAMETER 87 (") 
STATUS_SECTION_PROTECTION OxC000004E ERROR_INVALID_PARAMETER 87 8-
STATUS_SECTION_TOO_BIG OxC0000040 ERROR_NOT_ENOUGH_MEMORY 8 ~ 

STATUS_SEMAPHORLLIMIT_EXCEEDED OxC0000047 ERROR_TOO_MANY]OSTS 298 

. 0\ 
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NT Status Value Win32 Error Code Value 

STATUS_SERIAL_NO _DEVICE_INITED OxCOOOO150 ERROR_SERIAL_NO_DEVICE 1118 ""d 
~ 

STATUS_SERVER_DISABLED OxCOOOO080 ERROR_SERVER_DISABLED 1341 I-t 
!""t 

STATUS_SERVER_NOLDISABLED OxCOOOO081 ERROR_SERVER_NOLDISABLED 1342 ~ 

STATUS_SHARED_IRQBUSY OxCOOOO16C ERROR_IRQBUSY 1119 
$ 

STATUS_SHARING_PAUSED OxCOOOOOCF ERROR_SHARING_PAUSED 70 > 
STATUS_SHARING_ VIOLATION OxCOOOO043 ERROR_SHARlNG_ VIOLATION 32 ~ 

~ 
STATUS_SPECIAL_ACCOUNT OxCOOOO124 ERROR_SPECIAL_ACCOUNT 1371 (D 

::s 
STATUS_SPECIAL_GROUP OxCOOOO125 ERROR_SPECIAL_GROUP 1372 0-
STATUS_SPECIAL_USER OxCOOOO126 ERROR_SPECIAL_USER 1373 ><. 
STATUS_STACK_OVERFLOW OxCOOOOOFD ERROR_STACK_OVERFLOW 

(D 
1001 Vl 

STATUS_STACK_OVERFLOW _READ OxCOOO0228 ERROR_MR_MID_NOT_FOUND 317 

STATUS_SUSPEND _COUNT_EXCEEDED OxCOOOO04A ERROR_SIGNAL_REFUSED 156 

STATUS_SYNCHRONIZATION_REQUIRED OxCOOOO134 ERROR_MR_MID_NOT_FOUND 317 

STATUS_SYSTEM_PROCESS_TERMINATED OxCOOO021A ERROR_MR_MID_NOLFOUND 317 

STATUS_THREAD _IS_TERMINATING OxCOOOO04B ERROR_ACCESS_DENIED 5 

STATUS_THREAD _NOT_IN_PROCESS OxCOOOO12A ERROR_MR_MID_NOT_FOUND 317 

STATUS_TIME_DIFFERENCE_ALDC OxCOOOO133 ERROR_MR_MID_NOT_FOUND 317 

STATUS_TIMER_NOT_CANCELED OxCOOOOOOC ERROR_MR_MID_NOT_FOUND 317 

STATUS3IMER_RESOLUTION_NOT _SET OxCOOO0245 ERROR_MR_MID_NOT_FOUND 317 

STATUS_TOKEN_ALREADY_IN_USE OxCOOOO12B ERROR_TO KEN_ALREADY _IN_USE 1375 

STATUS_TOO_LATE OxCOOOO189 ERROR_WRITE_PROTECT 19 

STATUS_TOO_MANY_ADDRESSES OxCOOO0209 ERROR_TOO_MANY_NAMES 68 

STATUS_TOO_MANY_COMMANDS OxCOOOOOCl ERROR_TOO_MANY_CMDS 56 

STATUS300_MANY_CONTEXT_IDS OxCOOOO15A ERROR_TOO_MANY_CONTEXT_IDS 1384 

STATUS_ TOO_MANY _GUIDS_REQUESTED OxCOOOO082 ERROR_TOO_MANY_NAMES 68 

STATUS_TOO _MANY_LINKS OxCOOO0265 ERROR_TOO _MANY_LINKS 1142 

STATUS_TOO_MANY _LUIDS_REQUESTED OxCOOOO074 ERROR_TOO_MANY _LUIDS_REQUESTED 1333 

STATUS_TOO_MANY_NAMES OxCOOOOOCD ERROR_TOO_MANY_NAMES 68 

STATUS_TOO_MANY_NODES OxCOOO020E ERROR_TOO_MANY_NAMES 68 

STATUS300_MANY _OPENED_FILES OxCOOOO11F ERROR_TOO_MANY_OPEN_FILES 4 



STATUS_TOO_MANY]AGING_FILES OxCOOOOO97 ERROR_NOT_ENOUGH_MEMORY 8 
STATUS_TOO_MANY_SECRETS OxCOOOO156 ERROR_ TOO_MANY_SECRETS 1381 
STATUS_ TOO_MANY _SESSIONS OxCOOOOOCE ERROR_TOO _MANY _SESS 69 > "'0 
STATUS_TOO_MANY _SIDS OxCOOOO17E ERROR_TOO_MANY _SIDS 1389 "'0 
STATUS_TOO_MANY_THREADS OxCOOOO129 ERROR_MR_MID_NOT_FOUND 

(l) 
317 ~ 

STATUS_TRANSACTION_ABORTED OxCOOO020F ERROR_UNEXP _NET_ERR 59 0-

STATUS_TRANSACTION_INVALID_ID OxCOOO0214 ERROR_UNEXP _NET_ERR 59 
~. 

STATUS_ TRANSACTION_INVALID_TYPE OxCOOOO215 ERROR_UNEXP _NET_ERR 59 ~ 
STATUS_TRANSACTION_NO_MATCH OxCOOO0212 ERROR_UNEXP _NET_ERR 59 

~ STATUS_TRANSACTION_NO_RELEASE OxCOOO0211 ERROR_UNEXP _NET_ERR 59 Sl" STATUS_TRANSACTION_RESPONDED OxCOOOO213 ERROR_UNEXP _NET_ERR 59 0-
STATUS_TRANSACTION_TIMED OUT OxCOOO0210 ERROR_UNEXP _NET_ERR 59 0 
STATUS_TRUST_FAILURE OxCOOOO190 ERROR_TRUST_FAILURE 1790 ~ 

(n 

STATUS_TRUSTED_DOMAIN_FAILURE OxCOOOO18C ERROR_TRUSTED _DOMAIN_FAILURE 1788 Z 
STATUS_TRUSTED _RELATIONSHIP_FAILURE OxCOOOO18D ERROR_TRUSTED _RELATIONSHIP_FAILURE 1789 ...., 
STATUS_UNABLE_TO_DECOMMIT_ VM OxCOOOO02C ERROR_INVALID_ADDRESS 487 C/) 

STATUS_UNABLE_ TO _DELETE_SECTION OxCOOOOOlB ERROR_INVALID _PARAMETER 87 
M-
~ 
M-

STATUS_UNABLE_TO_FREE_ VM OxCOOOO01A ERROR_INVALID _PARAMETER 87 ~ 
(n 

STATUS_UNABLE_TO _LOCK_MEDIA OxCOOOO175 ERROR_UNABLE30_LOCK_MEDIA 1108 n 
STATUS_UNABLE30_UNLOAD_MEDIA OxCOOOO176 ERROR_UNABLE_ TO _UNLOAD _MEDIA 1109 0 
STATUS_UNDEFINED _CHARACTER OxCOOOO163 ERROR_MR_MID_NOT_FOUND 317 0-

(l) 

STATUS_UNEXPECTED_IO_ERROR OxCOOOOOE9 ERROR_MR_MID_NOT_FOUND 317 
(n 

STATUS_UNEXPECTED_MM_CREATE_ERR OxCOOOOOEA ERROR_MR_MID_NOLFOUND 317 ~ 
STATUS_UNEXPECTED_MM_EXTEND_ERR OxCOOOOOEC ERROR_MR_MID _NOT_FOUND 317 ~ 

<..N 
STATUS_UNEXPECTED _MM_MAP _ERROR OxCOOOOOEB ERROR_MR_MID_NOT_FOUND 317 N 
STATUS_UNEXPECTED _NETWORK_ERROR OxCOOOOOC4 ERROR_UNEXP _NET_ERR 59 t'Ij 
STATUS_UNHANDLED_EXCEPTION OxCOOOO144 ERROR_MR_MID_NOLFOUND 317 1-1 

1-1 

STATUS_UNKNOWN_REVISION OxCOOOO058 ERROR_UNKNOWN_REVISION 1305 0 
1-1 

STATUS_UNMAPPABLE_CHARACTER OxCOOOO162 ERROR_NO _UNICODE_TRANSLATION 1113 n 
STATUS_UNRECOGNIZED _MEDIA OxCOOOOO14 ERROR_UNRECOGl'\TIZED _MEDIA 1785 0 

p... 
STATUS_UNRECOGNIZED _ VOLUME OxCOOOO14F ERROR_UNRECOGNIZED_ VOLUME 1005 (l) 

(n 

STATUS_UNSUCCESSFUL OxCOOOOOOl ERROR_GEN_FAILURE 31 

continues 
0\ 
0 
Vl 



Table A.i. Continued I~ NT Status Win32 Error 
NT Status Value Win32 Error Code Value 

STATUS_UNSUPPORTED_COMPRESSION OxCOOO025F ERROR_MR_MID_NOT_FOUND 317 '"0 
Pl 

STATUS_UNWIND OxCOOOO027 ERROR_MR_MID_NOLFOUND 317 I-t 
f"'t 

STATUS_USER_EXISTS OxCOOOO063 ERROR_USER_EXISTS 1316 1-1 

STATUS_USER_MAPPED_FILE OxCOOO0243 ERROR_USER_MAPPED _FILE 1224 ~ 
STATUS_USER_SESSION_DELETED OxCOOO0203 ERROR_UNEXP _NET_ERR 59 ? STATUS_ VARIABLE_NOT_FOUND OxCOOO0100 ERROR_ENVVAR_NOLFOUND 203 ""0 
STATUS_ VDM_HARD_ERROR OxCOOO021D ERROR_MR_MID_NOT_FOUND 317 ("!) 

~ 
STATUS_ VIRTUAL_CIRCUIT_CLOSED OxCOOOOOD6 ERROR_ VC_DISCONNECTED 240 0-
STATUS_ VOLUME_DISMOUNTED OxCOOO026E ERROR_MR_MID_NOT_FOUND 317 ><. 

("!) 
STATUS_ WORKING_SELQUOTA OxCOOOOOA1 ERROR_ WORKING_SET_QUOTA 1453 (Jl 

STATUS_ WRONG_PASSWORD OxCOOOOO6A ERROR_INVALID _PASSWORD 86 
STATUS_ WRONG_PASSWORD_CORE OxCOOOO149 ERROR_INVALID_PASSWORD 86 
STATUS_ WRONG_VOLUME OxCOOOOO12 ERROR_ WRONG_DISK 34 
STATUS_ WX86_FLOAT _STACK_CHECK OxCOOOO270 ERROR_MR_MID_NOT_FOUND 317 
STATUS_ WX86_INTERNAL_ERROR OxCOOOO26F ERROR_MR_MID_NOLFOUND 317 



Table A.2 maps Win32 error return codes to their NT status equivalents. 

Table A.2. Win32 error codes and corresponding Windows NT Status codes. ~ 
Wm32 Error NT Status ""0 

(b 

Wm32 Error Code Value NT Status Value :::s 
0-

ERROR_ACCESS_DENIED 5 STATUS~CCESS_DENIED OxCOOOO022 ><. 
ERROR_ACCESS_DENIED 5 STATUS_ALREADY_COMMITTED OxCOOOO021 ~ 
ERROR_ACCESS_DENIED 5 STATUS_CANNOT_DELETE OxCOOOO121 
ERROR_ACCESS_DENIED 5 STATUS_DELETE_PENDING OxCOOOO056 ~ 
ERROR_ACCESS_DENIED 5 STATUS_FILE_DELETED OxCOOOO123 :::s 
ERROR_ACCESS_DENIED 5 STATUS_FILE_IS_A_DIRECTORY OxCOOOOOBA 0-

0 
ERROR_ACCESS_DENIED 5 STATUS_INVALID_LOCK_SEQUENCE OxCOOOOOIE ~ 
ERROR_ACCESS_DENIED 5 STATUS_INVALID_VIEW _SIZE OxCOOOOOIF 

en 

ERROR_ACCESS_DENIED 5 STATUS_PORT_CONNECTION_REFUSED OxCOOOO041 Z 
ERROR_ACCESS_DENIED 5 STATUS_PRO CESS_IS_ TERMINATING OxCOOOOI0A 

~ 
CFl 

ERROR_ACCESS_DENIED 5 STATUS_THREAD_IS_TERMINATING OxCOOOO04B r-t 
~ 

ERROR_ACCOUNT _DISABLED 1331 STATUS_ACCOUNT _DISABLED Oxcooooon r-t 
~ 

ERROR_ACCOUNT_EXPIRED 1793 STATUS_ACCOUNT_EXPIRED OxCOOOO193 en 

ERROR_ACCOUNT_LOCKED_OUT 1909 STATUS_ACCOUNT_LOCKED_OUT OxCOOO0234 (') 
0 

ERROR_ACCOUNT _RESTRICTION 1327 STATUS_ACCOUNT _RESTRICTION OxCOOOO06E 0-
ERROR_ADAP _HDW _ERR 57 STATUS_ADAPTER_HARDWARE_ERROR OxCOOOOOC2 

(b 
en 

ERROR_ADDRESS_ALREADY_ASSOCIATED 1227 STATUS_ADDRESS_ALREADY _ASSOCIATED OxCOOOO238 ~ ERROR_ADDRESS_NOT_ASSOCIATED 1228 STATUS_ADDRESS_NOT_ASSOCIATED OxCOOOO239 :::s 
ERROR_ALIAS_EXISTS 1379 STATUS_ALIAS_EXISTS OxCOOOO154 <.N 

ERROR_ALLOTTED_SPACE_EXCEEDED 1344 STATUS_ALLOTTED_SPACE_EXCEEDED OxCOOOOO99 
~ 

tyj 
ERROR_ALREADY _EXISTS 183 STATUS_OBJECT _NAME_COLLISION OxCOOOOO35 t; 

t; 
ERROR_ARITHMETIC OVERFLOW 534 STATUS_INTEGER_OVERFLOW OxCOOOOO95 0 

t; 
ERROR_BAD_COMMAND 22 STATUS_INVALID_DEVICE_STATE OxCOOOO184 

(') 
ERROR_BAD_DESCRIPTOR_FORMAT 1361 STATUS_BAD_DESCRIPTOR_FORMAT OxCOOOOOE7 0 
ERROR_BAD_DEV _TYPE 66 STATUS_BAD _DEVICE_TYPE OxCOOOOOCB 0-

(b 

ERROR_BAD_EXE_FORMAT 193 STATUS_BAD _INITIAL_PC OxCOOOOOOA en 

continues 
0\ 
0 
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Table A.i. Continued 
I~ Win32 Error NT Status 

Wm32 Error Code Value NT Status Value 

ERROR_BAD_EXE_FORMAT 193 STATUS_IMAGE_CHECKSUM_MISMATCH OxCOOO0221 ~ 
~ 

ERROR_BAD_EXE_FORMAT 193 STATUS_IMAGE_MP _UP_MISMATCH OxCOOO0249 I-t 
~ 

ERROR_BAD_EXE]ORMAT 193 STATUS_INVALID_FlLE_FOR_SECTION OxCOOOO020 ~ 

ERROR_BAD_EXE_FORMAT 193 STATUS_INVALID_IMAGE_FORMAT OxCOOOOO7B ~ 
ERROR_BAD_EXE_FORMAT 193 STATUS_INVALID_IMAGE_LE_FORMAT OxCOOOO12E > 
ERROR_BAD_EXE_FORMAT 193 STATUS_INVALID_IMAGE_NE_FORMAT OxCOOOOllB ~ 

~ 
ERROR_BAD_EXE_FORMAT 193 STATUS_INVALID _IMAGE_NOT _MZ OxCOOOO12F (D 

::l 
ERROR_BAD_EXE_FORMAT 193 STATUS_INVALID_IMAGE_PROTECT OxCOOOO130 0... 
ERROR_BAD_EXE_FORMAT 193 STATUS_INVALID_IMAGE_WIN_16 OxCOOOO131 ~. 

ERROR_BAD_IMPERSONATION_LEVEL 1346 STATUS_BAD _IMPERSONATION_LEVEL 
(D 

OxCOOOOOA5 Vl 

ERROR_BAD _INHERITANCE_ACL 1340 STATUS_BAD _INHERITANCE_ACL OxCOOOOO7D 
ERROR_BAD_LENGTH 24 STATUS_INFO_LENGTH_MISMATCH OxCOOOOO04 
ERROR_BAD_LOGON_SESSION_STATE 1365 STATUS_BAD_LOGON_SESSION_STATE OxCOOO0104 
ERROR_BAD_NELNAME 67 STATUS_BAD_NETWORK_NAME OxCOOOOOCC 
ERROR_BAD_NET_RESP 58 STATUS_INVALID _NETWORK_RESPONSE OxCOOOOOC3 
ERROR_BAD_NETPATH 53 STATUS_BAD _NETWORK_PATH OxCOOOOOBE 
ERROR_BAD_PATHNAME 161 STATUS_OBJECT_PATH_INVALID OxCOOOO039 
ERROR_BAD_PATHNAME 161 STATUS_OBJECT_PATH_SYNTAX_BAD OxCOOOO03B 
ERROR_BAD_PIPE 230 STATUS_INVALID_PIPE_STATE OxCOOOOOAD 
ERROR_BAD_PIPE 230 STATUS_INVALID_READ_MODE OxCOOOOOB4 
ERROR_BAD_REM_ADAP 60 STATUS_BAD _REMOTE_ADAPTER OxCOOOOOC5 
ERROR_BAD _TOKEN_TYPE 1349 STATUS_BAD _TOKEN_TYPE OxCOOOOOA8 
ERROR_BAD_ VALIDATION_CLASS 1348 STATUS_BAD_ VALIDATION_CLASS OxCOOOOOA7 
ERROR_BADDB 1009 STATUS_REGISTRY_CORRUPT OxCOOOO14C 
ERROR_BROKEN]IPE 109 STATUS_PIPE_BROKEN OxCOOOO14B 
ERROR_CANNOT_IMPERSONATE 1368 STATUS_ CANNOT_IMPERSONATE OxCOOO010D 
ERROR_CANT_ACCESS_DOMAIN_INFO 1351 STATUS_CANT _ACCESS_DOMAIN_INFO OxCOOOOODA 
ERROR_CANT_DISABLE_MANDATORY 1310 STATUS_ CANT_DISABLE_MANDATORY OxCOOOO05D 
ERROR_CANT_OPEN_ANONYMOUS 1347 STATUS_CANT_OPEN_ANONYMOUS OxCOOOOOA6 
ERROR_CHILD_MUST_BE_ VOLATILE 1021 STATUS_CHILD_MUST_BE_ VOLATILE OxCOOOO181 



ERROR_COMMITMENT_LIMIT 1455 STATUS_COMMITMENT_LIMIT OxCOOOO12D 

ERROR_CONNECTION_ABORTED 1236 STATUS_CONNECTION_ABORTED OxCOOO0241 

ERROR_CONNECTION_ACTIVE 1230 STATUS_CONNECTION_ACTIVE OxCOOO023B > "0 
ERROR_CONNECTlON_COUNT_LIMIT 1238 STATUS_CONNECTlON_COUNT_LIMIT OxCOOO0246 "0 
ERROR_CONNECTION_INVALID 1229 STATUS_CONNECTION_INVALID OxCOOO023A 

(b 

::s 
ERROR_CONNECTION_REFUSED 1225 STATUS_CONNECTION_REFUSED OxCOOO0236 0-

ERROR_CRC 23 STATUS_CRC_ERROR OxCOOOO03F 
~" 

ERROR_CRC 23 STATUS_DATA_ERROR OxCOOOO03E ~ 
ERROR_CRC 23 STATUS_DEVlCE_DATA_ERROR OxCOOOO09C 

~ ERROR_DEV _NOT_EXIST 55 STATUS_DEVlCE_DOES_NOT_EXIST OxCOOOOOCO 

ERROR_DEVlCE_IN_USE 2404 STATUS_CONNECTlON_IN_USE OxCOOO0108 
5" 
0-

ERROR_DEVlCE_NOT]ARTlTlONED 1107 STATUS_DEVlCE_NOT_PARTITlONED OxCOOOO174 0 

ERROR_DIR_NOT_EMPTY 145 STATUS_DIRECTORY _NOT_EMPTY OxCOOOO10l ~ 
en 

ERROR_DIRECTORY 267 STATUS_NOT ~_DlRECTORY OxCOOOO103 Z 
ERROR_DISK_CORRUPT 1393 STATUS_DISK_CORRUPT _ERROR OxCOOOO032 ~ 
ERROR_DISK_FULL 112 STATUS_DISK_FULL OxCOOOO07F V'l 

.-t 
ERROR_DlSK_ OPERATION_FAILED 1127 STATUS_DISK_OPERATlON_FAILED OxCOOOO16A Pl 

.-t 
ERROR_DISK_RECALIBRATE_FAILED 1126 STATUS_DISK_RECALIBRATE_FAILED OxCOOOO169 ~ 

en 
ERROR_DISK_RESET_FAILED 1128 STATUS_DISK_RESET_FAILED OxCOOOO16B n 
ERROR_DLL_INIT_FAILED 1114 STATUS_DLL_INIT_FAILED OxCOOOO142 0 
ERROR_DOMAlN_CONTROLLER_NOT_FOUND 1908 STATUS_DOMAIN_CONTROLLER_NOT_FOUND OxCOOOO233 0-

(b 

ERROR_DOMAIN_EXISTS 1356 STATUS_DOMAIN_EXISTS OxCOOOOOEO en 

ERROR_DOMAlN_LIMIT_EXCEEDED 1357 STATUS_DOMAIN_LIMIT_EXCEEDED OxCOOOOOEl ~ 
ERROR_DOMAlN_TRUST_INCONSISTENT 1810 STATUS_DOMAIN_TRUST_INCONSISTENT OxCOOOO19B ::s 
ERROR_DUP _NAME 52 STATUS_ADDRESS_ALREADY _EXISTS OxCOOOO20A 

VJ 
N 

ERROR_DUP _NAME 52 STATUS_DUPLICATE_NAME OxCOOOOOBD tI1 
ERROR_EA_LIST _INCONSISTENT 255 STATUS_EA_TOO_LARGE OxCOOOO050 I-t 

I-t 

ERROR_ENVVAR_NOT_FOUND 203 STATUS_ VARIABLE_NOT_FOUND OxCOOOO100 0 
I-t 

ERROR_EOM_OVERFLOW 1129 STATUS_EOM_OVERFLOW OxCOOOO177 n 
ERROR_EVENTLOG_CANT_START 1501 STATUS_EVENTLOG_CANT_START OxCOOOO18F 0 

0-
ERROR_EVENTLOG_FILE_ CHANGED 1503 STATUS_EVENTLOG_FILE_CHANGED OxCOOOO197 (b 

en 
ERROR_EVENTLOG_FILE_CORRUPT 1500 STATUS_EVENTLOG_FILE_CORRUPT OxCOOOO18E 

continues 
0\ 
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Table A.i. Continued /5 Win32 Error NT Status 
Win32 Error Code Value NT Status Value 

ERROR_FILE_CORRUPT 1392 STATUS_EA_CORRUPT_ERROR OxCOOOO053 1-0 
~ 

ERROR_FILE_CORRUPT 1392 STATUS_FILE_CORRUPT _ERROR OxCOOO0102 I-t 
rt 

ERROR_FILE_CORRUPT 1392 STATUS_NO_EAS_ON_FILE OxCOOOOO52 ~ 

ERROR_FILE_CORRUPT 1392 STATUS_NONEXISTENT_EA_ENTRY OxCOOOO051 ~ 
ERROR_FILE_INVALID 1006 STATUS_FILE_INVALID OxCOOOO098 > 
ERROR_FILE_INVALID 1006 STATUS_MAPPED_FILE_SIZE_ZERO OxCOOOOIIE ~ 

~ 
ERROR_FILE_NOT_FOUND 2 STATUS_NO_SUCH_DEVICE OxCOOOOOOE ("D 

::l 
ERROR_FILE_NOLFOUND 2 STATUS_NO_SUCH_FILE OxCOOOOOOF 0-
ERROR_FILE_NOLFOUND 2 STATUS_OBJECT_NAME_NOT_FOUND OxCOOOO034 ><. 

("D 
ERRO~FILENAME_EXCED_RANGE 206 STATUS_NAME300_LONG OxCOOOOI06 (J) 

ERROR_FLOPPY _BAD_REGISTERS 1125 STATUS_FLOPPY _BAD_REGISTERS OxCOOOO168 

ERROR_FLOPPY_ID _MARK_NOT _FOUND 1122 STATUS_FLOPPY _ID _MARK_NOLFOUND OxCOOOO165 

ERROR_FLOPPY _UNKNOWN_ERROR 1124 STATUS_FLOPPY _UNKNOWN_ERROR OxCOOO0167 

ERROR_FLOPPY_ WRONG_CYLINDER 1123 STATUS_FLOPPY _ WRONG_CYLINDER OxCOOOO166 

ERROR_FULLSCREEN_MODE 1007 STATUS_FUlLSCREEN_MODE OxCOOOO159 

ERROR_GEN_FAILURE 31 STATUS_UNSUCCESSFUL OxCOOOOOOl 

ERROR_GENERIC_NOT_MAPPED 1360 STATUS_GENERICNOT_MAPPED OxCOOOOOE6 

ERROR_GRACEFUL_DISCONNECT 1226 STATUS_GRACEFUl_DISCONNECT OxCOOO0237 

ERROR_GROUP _EXISTS 1318 STATUS_GROUP _EXISTS OxCOOOO065 

ERROR_HANDLE_EOF 38 STATUS_END _ OF_FILE OxCOOOOO11 

ERROR_HANDLE_EOF 38 STATUS_FILE_FORCED_CLOSED OxCOOOOOB6 

ERROR_HaST_UNREACHABLE 1232 STATUS_HaST_UNREACHABLE OxCOOO023D 

ERROR_HOSLUNREACHABLE 1232 STATUS_PATH_NOT_ COVERED OxCOOO0257 

ERROR_ILL_FORMED_PASSWORD 1324 STATUS_ILL_FORMED_PASSWORD OxCOOOO06B 

ERROR_INSUFFICIENT_BUFFER 122 STATUS_BUFFER300_SMALL OxCOOOO023 

ERROR_INTERNAL_DB_CORRUPTION 1358 STATUS_INTERNAL_DB_CORRUPTION OxCOOOOOE4 

ERROR_INTERNAL_DB_ERROR 1383 STATUS_INTERNAL_DB_ERROR OxCOOOO158 

ERROR_INTERNAL_ERROR 1359 STATUS_INTERNAL_ERROR OxCOOOOOE5 

ERROR_INTERNAL_ERROR 1359 STATUS_LPC_REPLY_LOST OxCOOOO253 

ERROR_INVALlD_ACCOUNT_NAME 1315 STATUS_INVALlD_ACCOUNT_NAME OxCOOOOO62 



ERROR_INVALID_ACL 1336 STA1US_INVALID_ACL OxCOOOOO77 
ERROR_INVALID_ADDRESS 487 STA1US_CONFLICTING_ADDRESSES OxCOOOOO18 
ERROR_INVALID_ADDRESS 487 STA1US_FREE_ VM_NOT_AT_BASE OxCOOOOO9F > "'0 
ERROR_INVALID_ADDRESS 487 STA1US_MEMORY_NOT_ALLOCATED OxCOOOOOAO "'0 
ERROR_INVALID_ADDRESS 487 STA1US_NOT_COMMITTED OxCOOOO02D 

('D 

~ 
ERROR_INVALID_ADDRESS 487 STA1US_NOT_MAPPED_DATA OxCOOOO088 0-

ERROR_INVALID_ADDRESS 487 STA1US_NOT_MAPPED_ VIEW OxCOOOO019 ><" 
ERROR_INVALID_ADDRESS 487 STA1US_UNABLE_TO_DECOMMIT_VM OxCOOOO02C ? 
ERROR_INVALID _BLOCK_LENGTH 1106 STA1US_INVALID_BLOCK_LENGTH OxCOOOO173 

~ ERROR_INVALID_COMPUTERNAME 1210 STA1US_INVALID_COMPUTER_NAME OxCOOOO122 
ERROR_INVALID_DOMAIN_ROLE 1354 STA1US_INVALID_DOMAIN_ROLE OxCOOOOODE ~ 

0-
ERROR_INVALID_DOMAIN_STATE 1353 STA1US_INVALID_DOMAIN_STATE OxCOOOOODD 0 

ERROR_INVALID_FUNCTION STA1US_ILLEGAL_FUNCTION OxCOOOOOAF $J 
CJ) 

ERROR_INVALID_FUNCTION STA1US_INVALID _DEVICE_REQUEST OxCOOOO010 Z 
ERROR_INVALID_FUNCTION STA1US_INVALID _SYSTEM_SERVICE OxCOOOO01C ...., 
ERROR_INVALID_FUNCTION STA1US_NOT_IMPLEMENTED OxCOOOOO02 (J) 

ERROR_INVALID_GROUP _ATTRIBUTES STA1US_INVALID_GROUP _ATTRIBUTES 
.-t 

1345 OxCOOOOOA4 ~ 
.-t 

ERROR_INVALID_HANDLE 6 STA1US_FILE_CLOSED OxCOOOO128 $:=: 
CJ) 

ERROR_INVALID_HANDLE 6 STA1US_HANDLE_NOT_ CLOSABLE OxCOOO0235 n 
ERROR_INVALID_HANDLE 6 STA1US_INVALID_HANDLE OxCOOOOOO8 0 
ERROR_INVALID_HANDLE 6 STA1US_INVALID_PORT_HANDLE OxCOOOO042 0-

('D 

ERROR_INVALID _HANDLE 6 STA1US_OBJECT_TYPE_MISMATCH OxCOOOOO24 CJ) 

ERROR_INVALID_HANDLE 6 STA1US_PORT _DISCONNECTED OxCOOOO037 ~ 
ERROR_INVALID _ID _AUTHORITY 1343 STA1US_INVALID_ID_AUTHORITY OxCOOOO084 ~ 

ERROR_INVALID_LEVEL 124 STA1US_INVALID_LEVEL OxCOOOO148 
c.N 
tv 

ERROR_INVALID_LOGON_HOURS 1328 STA1US_INVALID _LOGON_HOURS OxCOOOO06F t'l1 
ERROR_INVALID_LOGON_TYPE 1367 STA1US_INVALID_LOGON_TYPE OxCOOO010B I-t 

I-t 

ERROR_INVALID_MEMBER 1388 STA1US_INVALID_MEMBER OxCOOOO17B 0 
I-t 

ERROR_INVALID_NAME 123 STA1US_OBJECT_NAME_INVALID OxCOOOO033 n 
ERROR_INVALID_NETNAME 1214 STA1US_INVALID_ADDRESS_COMPONENT OxCOOOO207 0 

0-
ERROR_INVALID_NETNAME 1214 STA1US_INVALID_ADDRESS_ WILDCARD OxCOOO0208 ('D 

CJ) 

ERROR_INVALID_ORDINAL 182 STA1US_DRIVER_ORDINAL_NOT_FOUND OxCOOO0262 

continues 
0\ 
~ 
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Table A.2. Continued I~ Win32 Error NT Status 
Win32 Error Code Value NT Status Value 

ERROR_INVALID_ORDINAL 182 STATUS_ORDINAL_NOT_FOUND OxCOOOO138 ""0 
~ 

ERROR_INVALID_OWNER 1307 STATUS_INVALID_OWNER OxCOOOOOSA 1-1 
.-t 

ERROR_INVALID_PARAMETER 87 STATUS_BAD _WORKING_SET _LIMIT OxCOOOOO4C -
ERROR_INVALID]ARAMETER 87 STATUS_DEVICE_CONFIGURATION_ERROR OxCOOOO182 ~ 
ERROR_INVALID_PARAMETER 87 STATUS_INCOMPATIBLE_FILE_MAP OxCOOOO04D > 
ERROR_INVALID_PARAMETER 87 STATUS_INVALID_CID OxCOOOOOOB "0 

"0 
ERROR_INVALID_PARAMETER 87 STATUS_INVALID _INFO _CLASS OxCOOOOO03 ("!) 

::l 
ERROR_INVALID_PARAMETER 87 STATUS_INVALID_PAGE_PROTECTION OxCOOOO04S 0.... 
ERROR_INVALID_PARAMETER 87 STATUS_INVALID_PARAMETER OxCOOOOOOD ><' 
ERROR_INVALID]ARAMETER 87 STATUS_INVALID_PARAMETER_1 OxCOOOOOEF 

("!) 
rn 

ERROR_INVALID _PARAMETER 87 STATUS_INVALID ]ARAMETER_10 OxCOOOOOF8 

ERROR_INVALID_PARAMETER 87 STATUS_INVALID_PARAMETER_11 OxCOOOOOF9 

ERROR_INVALID]ARAMETER 87 STATUS_INVALID _PARAMETER_12 OxCOOOOOFA 

ERROR_INVALID_PARAMETER 87 STATUS_INVALID _PARAMETER_2 OxCOOOOOFO 

ERROR_INVALID_PARAMETER 87 STATUS_INVALID _PARAMETER_3 OxCOOOOOFl 

ERROR_INVALID_PARAMETER 87 STATUS_INVALID]ARAMETER_ 4 OxCOOOOOF2 

ERROR_INVALID_PARAMETER 87 STATUS_INVALID _PARAMETER_S OxCOOOOOF3 

ERROR_INVALID_PARAMETER 87 STATUS_INVALID_PARAMETER_6 OxCOOOOOF4 

ERROR_INVALID_PARAMETER 87 STATUS_INVALID]ARAMETER_7 OxCOOOOOFS 

ERROR_INVALID _PARAMETER 87 STATUS_INVALID]ARAMETER_8 OxCOOOOOF6 

ERROR_INVALID_PARAMETER 87 STATUS_INVALID _PARAMETER_9 OxCOOOOOF7 

ERROR_INVALID_PARAMETER 87 STATUS_INVALID _PARAMETER_MIX OxCOOOO030 

ERROR_INVALID_PARAMETER 87 STATUS_PORLALREADY _SET OxCOOOO048 

ERROR_INVALID_PARAMETER 87 STATUS_SECTlON_NOT_IMAGE OxCOOOO049 

ERROR_INVALID_PARAMETER 87 STATUS_SECTION_PROTECTION OxCOOOO04E 

ERROR_INVALID_PARAMETER 87 STATUS_VNABLE_TO_DELETE_SECTION OxCOOOOOIB 

ERROR_INVALID]ARAMETER 87 STATUS_VNABLE_TO_FREE_ VM OxCOOOO01A 

ERROR_INVALID_PASSWORD 86 STATUS_ WRONG]ASSWORD OxCOOOO06A 

ERROR_INVALID]ASSWORD 86 STATUS_ WRONG_PASSWORD_CORE OxCOOOO149 

ERROR_INVALID_PRIMARY _GROUP 1308 STATUS_INVALID]RIMARY_GROUP OxCOOOOOSB 



ERROR_INVALID _SECURITY _DESCR 1338 STATUS_INVALID_SECURITY _DESCR OxCOOOOO79 

ERROR_INVALID_SERVER_STATE 1352 STATUS_INVALID _SERVER_STATE OxCOOOOODC 

ERROR_INVALID_SID 1337 STATUS_INVALID_SID OxCOOOO078 > 
~ 

ERROR_INVALID_SUB_AUTHORITY 1335 STATUS_INVALID_SUB_AUTHORITY OxCOOOOO76 ~ 

ERROR_INVALID_USER_BUFFER 1784 STATUS_INVALID_BUFFER_SIZE OxCOOO0206 
(b 

::l 
ERROR_INVALID_USER_BUFFER 1784 STATUS_INVALID _USER_BUFFER OxCOOOOOE8 P-

ERROR_INVALID_WORKSTATION 1329 STATUS_INVALID_WORKSTATION OxCOOOO070 ><' 
ERROR_IO_DEVICE 1117 STATUS_DATA_LATE_ERROR OxCOOOO03D ~ 
ERROR_IO_DEVICE 1117 STATUS_DATA_ OVERRUN OxCOOOO03C 

~ ERROR_IO_DEVICE 1117 STATUS_DEVICE_PROTO COL_ERROR OxCOOOO186 

ERROR_IO_DEVICE 1117 STATUS_DRIVER_INTERNAL_ERROR OxCOOOO183 ::l 
P-

ERROR_IO_DEVICE 1117 STATUS_FLMISSING_MEMBER OxCOOOO15F 0 

ERROR_IO_DEVICE 1117 STATUS_FLO RPHANING OxCOOOO16D ~ 
Vl 

ERROR_IO_DEVICE 1117 STATUS_IO _DEVICE_ERROR OxCOOOO185 Z 
ERROR_IRQ_BUSY 1119 STATUS_SHARED_IRQ_BUSY OxCOOOO16C ~ 
ERROR_KEY_DELETED 1018 STATUS_KEY _DELETED OxCOOOO17C V'J 

r-t 
ERROR_KEY _HAS_CHILDREN 1020 STATUS_KEY _HAS_CHILDREN OxCOOOO180 ~ 

r-t 
ERROR_LABEL_TOO_LONG 154 STATUS_INVALID _VOLUME_LABEL OxCOOOOO86 ~ 

Vl 
ERROR_LAST _ADMIN 1322 STATUS_LAST_ADMIN OxCOOOOO69 n 
ERROR_LICENSE_QUOTA_EXCEEDED 1395 STATUS_LICENSE_QUOTA_EXCEEDED OxCOOO0259 0 
ERROR_LM_CROSS_ENCRYPTION_REQUIRED 1390 STATUS_LM_CROSS_ENCRYPTION_REQUIRED OxCOOOO17F P-

(b 

ERROR_LOCK_ VIOLATION 33 STATUS_FILE_LOCK_ CONFLICT OxCOOOOO54 Vl 

ERROR_LOCK_ VIOLATION 33 STATUS_LOCK_NOT _GRANTED OxCOOOOO55 ~ 
ERROR_LOG_FILE_FULL 1502 STATUS_LOG_FILE_FULL OxCOOOO188 ::l 
ERROR_LOGIN_TIME_RESTRICTION 1239 STATUS_LOGIN_TIME_RESTRICTION OxCOOO0247 

C"N 
N 

ERROR_LOGIN_ WKSTA_RESTRICTION 1240 STATUS_LOGIN_ WKSTA_RESTRICTION OxCOOO0248 m 
ERROR_LOGON_FAILURE 1326 STATUS_LOGON_FAILURE OxCOOOO06D 

~ 
I-t 

ERROR_LOGON_NOT_GRANTED 1380 STATUS_LOGON_NOT _GRANTED OxCOOOO155 0 
I-t 

ERROR_LOGON_SESSION_COLLISION 1366 STATUS_LOGON_SESSION_COLLISION OxCOOO0105 n 
ERROR_LOGON_SESSION_EXISTS 1363 STATUS_LOGON_SESSION_EXISTS OxCOOOOOEE 0 

P-
ERROR_LOGON_ TYPE_NOT_ GRANTED 1385 STATUS_LOGON_ TYPE_NOT _GRANTED OxCOOOO15B (b 

Vl 

ERROR_LUIDS_EXHAUSTED 1334 STATUS_LUIDS_EXHAUSTED OxCOOOO075 

continues 
0\ 
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Table A.2. Continued I~ Win32 Error NT Status 
Win32 Error Code Value NT Status Value 

ERROR_MAPPED_ALlGNMENT 1132 STATUS_MAPPED _ALIGNMENT OxCOOO0220 '"d 
~ 

ERROR_MEMBER_IN_ALIAS 1378 STATUS_MEMBER_IN_ALIAS OxCOOO0153 t; 
M-

ERROR_MEMBER_IN_ GROUP 1320 STATUS_MEMBER_IN_GROUP OxCOOOO067 -
ERROR_MEMBER_NOT_IN_ALIAS 1377 STATUS_MEMBER_NOT_IN_ALIAS OxCOOO0152 ~ 
ERROR_MEMBER_NOT_IN_GROUP 1321 STATUS_MEMBER_NOT_IN_GROUP OxCOOOO068 > 
ERROR_MEMBERS_PRIMARY _GROUP 1374 STATUS_MEMBERS_PRIMARY_GROUP OxCOOOO127 ""0 

""0 
ERROR_MOD_NOT_FOUND 126 STATUS_DLL_NOLFOUND OxCOOOO135 (b 

::s 
ERROR_MORE_DATA 234 STATUS_MORE_PROCESSING_REQUIRED OxCOOOO016 0-
ERROR_MR_MID_NOT_FOUND 317 STATUS_ABIOS_INVALlD_COMMAND OxCOOO0113 ~. 

(b 
ERROR_MR_MID_NOT_FOUND 317 STATUS_ABIOS_INVALlD_LID OxCOOOO114 en 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ABIOS_INVALlD_SELECTOR OxCOOOO116 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ABIOS_LlD_ALREADY_OWNED OxCOOO0111 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ABIOS_LlD_NOT _EXIST OxCOOOO110 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ABIOS_NOT_LID_OWNER OxCOOO0112 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ABIOS_NOT_PRESENT OxCOOO010F 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ABIOS_SELECTOR_NOT _AVAILABLE OxCOOO0115 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ALLOCATE_BUCKET OxCOOO022F 

ERROR_MR_MID_NOT_FOUND 317 STATUS_APP _INIT_FAILURE OxCOOO0145 

ERROR_MR_MID_NOT_FOUND 317 STATUS_AUDIT_FAILED OxCOOO0244 

ERROR_MR_MID_NOT_FOUND 317 STATUS_BACKUP _CONTROLLER OxCOOO0187 

ERROR_MR_MID_NOT_FOUND 317 STATUS_BAD _COMPRESSION_BUFFER OxCOOO0242 

ERROR_MR_MID_NOT_FOUND 317 STATUS_BAD_DLL_ENTRYPOINT OxCOOO0251 

ERROR_MR_MID_NOT_FOUND 317 STATUS_BAD]UNCTION_ TABLE OxCOOOOOFF 

ERROR_MR_MID_NOT_FOUND 317 STATUS_BAD _MASTER_BOOT_RECORD OxCOOOOOA9 

ERROR_MR_MID_NOT_FOUND 317 STATUS_BAD_SERVICE_ENTRYPOINT OxCOOO0252 

ERROR_MR_MID_NOT_FOUND 317 STATUS_BAD _STACK OxCOOOO028 

ERROR_MR_MID_NOT_FOUND 317 STATUS_BIOS_FAILED_TO_CONNECT_INTERRUPT OxCOOO016E 

ERROR_MR_MID_NOT_FOUND 317 STATUS_CANNOT_LOAD _REGISTRY_FILE OxCOOO0218 

ERROR_MR_MID_NOT_FOUND 317 STATUS_CANT_TERMINATE_SELF OxCOOOOODB 

ERROR_MR_MID_NOT_FOUND 317 STATUS_CANT_ WAIT OxCOOOOOD8 



ERROR_MR_MID_NOT_FOUND 317 STATUS_CLIENT_SERVER_PARAMETERS_INVALID OxCOOOO223 

ERROR_MR_MID_NOT_FOUND 317 STATUS_CONTROL_C_EXIT OxCOOOO13A 
ERROR_MR_MID_NOT_FOUND 317 STATUS_CONVERT_TO_LARGE OxCOOOO22C > 

~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_COULD_NOT_INTERPRET OxCOOOOOB9 ~ 

ERROR_MR_MID_NOT_FOUND 317 STATUS_DATA_NOT _ACCEPTED OxCOOOO21B 
("1) 

::l 
ERROR_MR_MID_NOT_FOUND 317 STATUS_DEBUG_ATTACH_FAILED OxCOOOO219 0-

ERROR_MR_MID_NOT_FOUND 317 STATUS_DEVICE_ALREADY _ATTACHED OxCOOOOO38 
><" 

ERROR_MR_MID_NOT_FOUND 317 STATUS_DFS_UNAVAILABLE OxCOOOO26D ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_DLL_INIT_FAILED_LOGOFF OxCOOOO26B 

~ ERROR_MR_MID_NOLFOUND 317 STATUS_DOMAIN_CTRLR_CONFIG_ERROR OxCOOOO15E 

ERROR_MR_MID_NOLFOUND 317 STATUS_DRIVER_CANCEL_TIMEOUT OxCOOOO21E ::l 
0-

ERROR_MR_MID_NOT_FOUND 317 STATUS_DRIVER_UNABLE_TO_LOAD OxCOOOO26C 0 

ERROR_MR_MID_NOLFOUND 317 STATUS_EAS_NOT_SUPPORTED OxCOOOOO4F ~ 
Vl 

ERROR_MR_MID_NOT_FOUND 317 STATUS_EVALUATION_EXPIRATION OxCOOOO268 Z 
ERROR_MR_MID_NOT_FOUND 317 STATUS_FAIL_CHECK OxCOOOO229 ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_FlLE_IS_OFFLINE OxCOOOO267 C/) 

STATUS_FILE_RENAMED 
rt 

ERROR_MR_MID_NOT_FOUND 317 OxCOOOOOD5 ~ 
rt 

ERROR_MR_MID_NOLFOUND 317 STATUS_FILES_OPEN OxCOOOO107 ~ 
Vl 

ERROR_MR_MID_NOT_FOUND 317 STATUS_FLOPPY _VOLUME OxCOOOO164 (') 
ERROR_MR_MID_NOLFOUND 317 STATUS_FOUND_OUT_OF_SCOPE OxCOOOO22E 0 
ERROR_MR_MID_NOLFOUND 317 STATUS_FS_DRIVER_REQUIRED OxCOOOO19C 0-

("1) 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ILL_FORMED _SERVICE_ENTRY OxCOOOO160 Vl 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ILLEGAL_CHARACTER OxCOOOO161 ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_ILLEGAL_DLL_RELOCATION OxCOOOO269 ::l 
ERROR_MR_MID_NOT_FOUND 317 STATUS_ILLEGAL_FLOAT_CONTEXT OxCOOOO14A 

CoN 
N 

ERROR_MR_MID_NOT_FOUND 317 STATUS_INSTRUCTION_MISALIGNMENT OxCOOOOOAA tT:1 
ERROR_MR_MID_NOT_FOUND 317 STATUS_INSUFFICIENT _LOGON_INFO OxCOOOO250 1'"1 

1'"1 

ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID_HW_PROFILE OxCOOOO260 0 
1'"1 

ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID_LDT_DESCRIPTOR OxCOOOO11A (') 
ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID _LDT_OFFSET OxCOOOO119 0 

0-
ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID_LDT_SIZE OxCOOOO118 ("1) 

Vl 
ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID_OPLOCK]ROTOCOL OxCOOOOOE3 
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ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID]LUGPLAY_DEVICE_PATH OxCOOOO261 1-0 
~ 

ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID_PORT_ATTRIBUTES OxCOOOOO2E I; 
n-

ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID_QUOTA_LOWER OxCOOOOO31 -
ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID_UNWIND_TARGET OxCOOOOO29 ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_INVALID_VARIANT OxCOOOO232 > 
ERROR_MR_MID_NOT_FOUND 317 STATUS_IO _PRIVILEGE_FAILED OxCOOOO137 "0 

"0 
ERROR_MR_MID_NOT_FOUND 317 STATUS_IP _ADDRESS_CONFLICTl OxCOOOO254 (1) 

::s 
ERROR_MR_MID_NOT_FOUND 317 STATUS_IP _ADDRESS_CONFLICT2 OxCOOOO255 0-
ERROR_MR_MID_NOT_FOUND 317 STATUS_LICENSE_VIOLATION OxCOOOO26A ~. 

(1) 

ERROR_MR_MID_NOT_FOUND 317 STATUS_LOGON_SERVER_CONFLICT OxCOOOO132 (Jl 

ERROR_MR_MID_NOT_FOUND 317 STATUS_LOST_ WRITEBEHIND_DATA OxCOOOO222 

ERROR_MR_MID_NOT_FOUND 317 STATUS_MARSHALL_ OVERFLOW OxCOOOO231 

ERROR_MR_MID_NOT_FOUND 317 STATUS_MESSAGE_NOT _FOUND OxCOOOO109 

ERROR_MR_MID_NOT_FOUND 317 STATUS_MISSING_SYSTEMFILE OxCOOOO143 

ERROR_MR_MID_NOT_FOUND 317 STATUS_MUTANT_LIMIT_EXCEEDED OxCOOOOl91 

ERROR_MR_MID_NOT_FOUND 317 STATUS_NO_CALLBACK_ACTIVE OxCOOOO258 

ERROR_MR_MID_NOT_FOUND 317 STATUS_NO_EVENT_PAIR OxCOOOO14E 

ERROR_MR_MID_NOT_FOUND 317 STATUS_NO_GUID_TRANSLATION OxCOOOO10C 

ERROR_MR_MID_NOT_FOUND 317 STATUS_NO_LDT OxCOOOO117 

ERROR_MR_MID_NOT_FOUND 317 STATUS_NO]AGEFILE OxCOOOO147 

ERROR_MR_MID_NOT_FOUND 317 STATUS_NOT_FOUND OxCOOOO225 

ERROR_MR_MID_NOT_FOUND 317 STATUS_NOT_TINY_STREAM OxCOOOO226 

ERROR_MR_MID_NOT_FOUND 317 STATUS_ OPEN_FAILED OxCOOOO136 

ERROR_MR_MID_NOT_FOUND 317 STATUS_OPLOCK_NOT_GRANTED OxCOOOOOE2 

ERROR_MR_MID_NOT_FOUND 317 STATUS_PAGEFILE_CREATE_FAILED OxCOOOO146 

ERROR_MR_MID_NOT_FOUND 317 STATUS_PAGEFILE_ QUOTA_EXCEEDED OxCOOOO12C 

ERROR_MR_MID_NOT_FOUND 317 STATUS_PORLMESSAGE_TOO_LONG OxCOOOOO2F 

ERROR_MR_MID_NOT_FOUND 317 STATUS_PROFILING_ALLIMIT OxCOOOOOD3 

ERROR_MR_MID_NOT_FOUND 317 STATUS_PROFILING_NOT_STARTED OxCOOOOOB7 

ERROR_MR_MID_NOT_FOUND 317 STATUS_PROFILING_NOT_STOPPED OxCOOOOOB8 



~ 

---- --

ERROR_MR_MID_NOT_FOUND 317 STATUS_PROPSET_NOT_FOUND OxC0000230 
ERROR MR MID NOT FOUND 317 STATUS PWD HISTORY CONFLICT OxC000025C 

ERROR=MR=MID=NOT=FOUND 317 STATUS=PWD=TOO_RECiNT OxC000025B ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_PWD_TOO_SHORT OxC000025A '"0 
ERROR_MR_MID_NOLFOUND 317 STATUS_QUOTA_LIST_INCONSISTENT OxC0000266 g 
ERROR_MR_MID_NOT_FOUND 317 STATUS_RECOVERY_FAILURE OxC0000227 ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_REDIRECTOR_STARTED OxCOOOOOFC >< 
ERROR_MR_MID_NOT_FOUND 317 STATUS_REGISTRY_QUOTA_LIMIT OxC0000256 ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_REPLY_MESSAGE_MISMATCH OxC000021F ~ 

ERROR_MR_MID_NOT_FOUND 317 STATUS_RETRY OxC000022D ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_STACK_OVERFLOW_READ OxC0000228 s.. 
ERROR MR MID NOT FOUND 317 STATUS SYNCHRONIZATION REQUIRED OxC0000134 0 

ERROR=MR=MID=NOT=FOUND 317 STATUS=SYSTEM_PROCESS_TERMINATED OxC000021A ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_THREAD_NOLIN_PROCESS OxC000012A Z 
ERROR_MR_MID_NOT_FOUND 317 STATUS_TIME_DIFFERENCE_AT_DC OxC0000133 ~ 

ERROR_MR_MID_NOT_FOUND 317 STATUS_TIMER_NOT_CANCELED OxCOOOOOOC C/) 

ERROR_MR_MID_NOT_FOUND 317 STATUS_TIMER_RESOLUTION_NOT_SET OxC0000245 ~ 
ERROR MR MID NOT FOUND 317 STATUS TOO MANY THREADS OxC0000129 s:: - - - - - - - Vl 

ERROR MR MID NOT FOUND 317 STATUS UNDEFINED CHARACTER OxC0000163 
ERROR=MR=MID=NOT=FOUND 317 STATUS=UNEXPECTED_IO_ERROR OxCOOOOOE9 ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_UNEXPECTED_MM_CREATE_ERR OxCOOOOOEA ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_UNEXPECTED_MM_EXTEND_ERR OxCOOOOOEC ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_UNEXPECTED_MM_MAP_ERROR OxCOOOOOEB ~ 

ERROR MR MID NOT FOUND 317 STATUS UNHANDLED EXCEPTION OxC0000144 S· 
ERROR=MR=MID=NOT=FOUND 317 STATUS=UNSUPPORTED_COMPRESSION OxC000025F ~ 
ERROR_MR_MID_NOT_FOUND 317 STATUS_UNWIND OxC0000027 tr:l 
ERROR MR MID NOT FOUND 317 STATUS VDM HARD ERROR OxC000021D ~ 
ERROR=MR=MID=NOT=FOUND 317 STATUS=VOUJME_DISMOUNTED OxC000026E g 
ERROR_MR_MID_NOT_FOUND 317 STATUS_WX86_FLOAT_STACK_CHECK OxC0000270 n 
ERROR_MR_MID_NOT_FOUND 317 STATUS_WX86_INTERNAL_ERROR OxC000026F 8-
ERROR_NET_WRITE_FAULT 88 STATUS_NET_WRITE_FAULT OxCOOOOOD2 ~ 

ERROR_NETLOGON_NOT_STARTED 1792 STATUS_NETLOGON_NOT_STARTED OxC0000192 

. 0\ 
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ERROR_NETNAME_DELETED 64 STATUS_ADDRESS_CLOSED OxCOOO020B ~ 
~ 

ERROR_NETNAME_DELETED 64 STATUS_CONNECTlON_DISCONNECTED OxCOOO020C 1-1 n-
ERROR_NETNAME_DELETED 64 STATUS_CONNECTlON_RESET OxCOOO020D -
ERROR_NETNAME_DELETED 64 STATUS_LOCALDISCONNECT OxCOOOO13B 

:;:: 
ERROR_NETNAME_DELETED 64 STATUS_NETWORK_NAME_DELETED OxCOOOOOC9 > 
ERROR_NETNAME_DELETED 64 STATUS_REMOTE_DISCONNECT OxCOOOO13C ~ 

~ 
ERROR_NETWORK_ACCESS_DENIED 65 STATUS_NETWORK_ACCESS_DENIED OxCOOOOOCA (I) 

::s 
ERROR_NETWORK_BUSY 54 STATUS_NETWORK_BUSY OxCOOOOOBF 0.. 
ERROR_NETWORK_UNREACHABLE 1231 STATUS_NETWORK_UNREACHABLE OxCOOO023C ><" (I) 
ERROR_NO_BROWSER_SERVERS_FOUND 6118 STATUS_NO_BROWSER_SERVERS_FOUND OxCOOO021C Vl 

ERROR_NO_DATA 232 STATUS_PIPE_CLOSING OxCOOOOOBl 

ERROR_NO_DATA 232 STATUS_PIPE_EMPTY OxCOOOOOD9 

ERROR_NO_IMPERSONATlON_TOKEN 1309 STATUS_NO_IMPERSONATlON_TOKEN OxCOOOOO5C 

ERROR_NO_LOG_SPACE 1019 STATUS_NO_LOG_SPACE OxCOOOOl7D 

ERROR_NO_LOGON_SERVERS 1311 STATUS_NO_LOGON_SERVERS OxCOOOO05E 

ERROR_NO_MEDIA_IN_DRIVE 1112 STATUS_NO_MEDIA OxCOOOO178 

ERROR_NO_MORE_ITEMS 259 STATUS_A GENTS_EXHAUSTED OxCOOOO085 

ERROR_NO_MORE_ITEMS 259 STATUS_GUIDS_EXHAUSTED OxCOOOOO83 

ERROR_NO_SECURITY _ON_OBJECT 1350 STATUS_NO_SECURITY_ON_OBJECT OxCOOOOOD7 

ERROR_NO_SPOOL_SPACE 62 STATUS_NO _SPOOL_SPACE OxCOOOOOC7 

ERROR_NO_SUCH_ALIAS 1376 STATUS_NO_SUCH_ALIAS OxCOOOO151 

ERROR_NO_SUCH_DOMAIN 1355 STATUS_NO_SUCH_DOMAIN OxCOOOOODF 

ERROR_NO_SUCH_GROUP 1319 STATUS_NO_SUCH_GROUP OxCOOOO066 

ERROR_NO_SUCH_LOGON_SESSION 1312 STATUS_NO_SUCH_LOGON_SESSION OxCOOOO05F 

ERROR_NO_SUCH_MEMBER 1387 STATUS_NO_SUCH_MEMBER OxCOOOO17A 

ERROR_NO_SUCH_PACKAGE 1364 STATUS_NO_SUCH_PACKAGE OxCOOOOOFE 

ERROR_NO_SUCH]RIVILEGE 1313 STATUS_NO_SUCH_PRIVILEGE OxCOOOO060 

ERROR_NO _SUCH_USER 1317 STATUS_NO_SUCH_USER OxCOOOO064 

ERROR_NO_SYSTEM_RESOURCES 1450 STATUS_INSUFFICIENT_RESOURCES OxCOOOOO9A 

ERROR_NO_TOKEN 1008 STATUS_NO _TOKEN OxCOOOO07C 



-------

ERROR_NO_TRUST_LSA_SECRET 1786 STATUS_NO_TRUST_LSA_SECRET OxCOOOO18A 
ERROR_NO_TRUST_SAM_ACCOUNT 1787 STATUS_NO_TRUST_SAM_ACCOUNT OxCOOOO18B 
ERROR_NO_UNICODE_TRANSLATION 1113 STATUS_UNMAPPABLE_CHARACTER OxCOOOO162 > 

~ 
ERROR_NO_USER_SESSION_KEY 1394 STATUS_NO_USER_SESSION_KEY OxCOOO0202 ~ 

ERROR_NOACCESS 998 STATUS_ACCESS_ VIOLATION OxCOOOOO05 
('b 

~ 
ERROR_NOLOGON_INTERDOMAIN_TRUST_ACCOUNT 1807 STATUS_NOLOGON_INTERDOMAIN_ TRUST_ACCOUNT OxCOOOO198 0-

ERROR_NOLOGON_SERVER_TRUST_ACCOUNT 1809 STATUS_NOLOGON_SERVER_TRUST _ACCOUNT OxCOOOO19A 
~" 

ERROR_NOLOGON_ WORKSTATlON_TRUST_ACCOUNT 1808 STATUS_NOLOGON_ WORKSTATlON_TRUST_ACCOUNT OxCOOOO199 ~ 
ERROR_NONE_MAPPED 1332 STATUS_NONE_MAPPED OxCOOOO073 

~ ERROR_NOT_ENOUGH_MEMORY 8 STATUS_NO_MEMORY OxCOOOOO17 
ERROR_NOT_ENOUGH_MEMORY 8 STATUS_SECTION_TOO _BIG OxCOOOO040 5" 

0-
ERROR_NOT_ENOUGH_MEMORY 8 STATUS_TOO_MANY_PAGING_FILES OxCOOOO097 0 
ERROR_NOT_ENOUGH_QUOTA 1816 STATUS_QUOTA_EXCEEDED OxCOOOO044 ~ 

rJl 

ERROR_NOT_ENOUGH_SERVER_MEMORY 1130 STATUS_INSUFF _SERVER_RESOURCES OxCOOO0205 Z 
ERROR_NOT_LOCKED 158 STATUS_NOT_LOCKED OxCOOOO02A ...., 
ERROR_NOT_LOCKED 158 STATUS_RANGE_NOT_LOCKED OxCOOOO07E V1 
ERROR_NOT _LOGON_PROCESS 1362 STATUS_NOT_LOGON_PROCESS 

f"'t 
OxCOOOOOED Pl 

f"'t 
ERROR_NOT_OWNER 288 STATUS_MUTANT_NOT_OWNED OxCOOOO046 J;::: 

rJl 
ERROR_NOT_OWNER 288 STATUS_RESOURCE_NOT_OWNED OxCOOO0264 () 
ERROR_NOT_READY 21 STATUS_DEVICE_NOT_CONNECTED OxCOOOO09D 0 
ERROR_NOT_READY 21 STATUS_DEVICE_NOT_READY OxCOOOOOA3 0-

('b 

ERROR_NOT_READY 21 STATUS_DEVICE_POWER_FAILURE OxCOOOO09E rJl 

ERROR_NOT_READY 21 STATUS_NO_MEDIA_IN_DEVICE OxCOOOOO13 ~ 
ERROR_NOT _REGISTRY_FILE 1017 STATUS_NOLREGISTRY_FlLE OxCOOOO15C ~ 

ERROR_NOT_SAME_DEVICE 17 STATUS_NOT_SAME_DEVICE OxCOOOOOD4 
W 
N 

ERROR_NOT_SUPPORTED 50 STATUS_CTCFlLE_NOT_SUPPORTED OxCOOOO057 t't1 
ERROR_NOT _SUPPORTED 50 STATUS_NOT_CLIENT_SESSION OxCOOO0217 I-t 

I-t 

ERROR_NOT _SUPPORTED 50 STATUS_NOT_SERVER_SESSION OxCOOO0216 0 
I-t 

ERROR_NOT_SUPPORTED 50 STATUS_NOT_SUPPORTED OxCOOOOOBB () 
ERROR_NT_CROSS_ENCRYPTlON_REQUIRED 1386 STATUS_NT_CROSS_ENCRYPTION_REQUIRED OxCOOOO15D 0 

0-
ERROR_OPERATION_ABORTED 995 STATUS_CANCELLED OxCOOOO120 ('b 

rJl 
ERROR_OUTOFMEMORY 14 STATUS_SECTlON_NOT_EXTENDED OxCOOOO087 

continues 
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Win32 Error Code Value NT Status Value 

ERROR]AGEFILE_QUOTA 1454 STATUS]AGEFILE_QUOTA OxCOOOOO07 1-0 
~ 

ERROR_PARTITION_FAILURE 1105 STATUS_PARTITION_FAILURE OxCOOOOl72 I-t 
l""t 

ERROR]ASSWORD_EXPIRED 1330 STATUS_PASSWORD_EXPIRED OxCOOOOO71 -
ERROR_PASSWORD_MUST_CHANGE 1907 STATUS]ASSWORD_MUST_CHANGE OxCOOO0224 ~ 
ERROR_PASSWORD _RESTRICTION 1325 STATUS]ASSWORD_RESTRICTION OxCOOOO06C > 
ERROR_PATH_NOT_FOUND 3 STATUS_DFS_EXIT _PATH_FOUND OxCOOOO09B ~ 

~ 
ERROR_PATH_NOT_FOUND 3 STATUS_OBJECT_PATH_NOT_FOUND OxCOOOO03A ('t) 

::l 
ERROR_PATH_NOT_FOUND 3 STATUS_REDIRECTOR_NOT_STARTED OxCOOOOOFB 0-
ERROR_PIPE_BUSY 231 STATUS_INSTANCE_NOT _AVAILABLE OxCOOOOOAB ><. 

ERROR_PIPE_BUSY 231 STATUS_PIPE_BUSY 
('t) 

OxCOOOOOAE Vl 

ERROR_PIPE_BUSY 231 STATUS_PIPE_NOT_AVAILABLE OxCOOOOOAC 

ERROR_PIPE_CONNECTED 535 STATUS_PIPE_CONNECTED OxCOOOOOB2 

ERROR_PIPE_LISTENING 536 STATUS_PIPE_LISTENING OxCOOOOOB3 

ERROR_PIPE_NOT _CONNECTED 233 STATUS_PIPE_DISCONNECTED OxCOOOOOBO 

ERROR_PORT _UNREACHABLE 1234 STATUS_PORT_UNREACHABLE OxCOOO023F 

ERROR_POSSIBLE_DEADLOCK 1131 STATUS_POSSIBLE_DEADLOCK OxCOOOO194 

ERROR]RINT _CANCELLED 63 STATUS_PRINT_CANCELLED OxCOOOOOC8 

ERROR_PRINTQ]ULL 61 STATUS_PRINT _QUEUE_FULL OxCOOOOOC6 

ERROR_PRMLEGE_NOT_HELD 1314 STATUS_PRMLEGE_NOT _HELD OxCOOOO061 

ERROR_PROC_NOLFOUND 127 STATUS_DRIVER_ENTRYPOINLNOT _FOUND OxCOOO0263 

ERROR]ROC_NOLFOUND 127 STATUS_ENTRYPOINT _NOT_FOUND OxCOOOO139 

ERROR]ROC_NOLFOUND 127 STATUS_PROCEDURE_NOT_FOUND OxCOOOO07A 

ERROR_PROTO COL_UNREACHABLE 1233 STATUS_PROTO COL_UNREACHABLE OxCOOO023E 

ERROR_REDIR_PAUSED 72 STATUS_REDIRECTOR_PAUSED OxCOOOOODl 

ERROR_REGISTRY _10 _FAILED 1016 STATUS_REGISTRY _IO_FAILED OxCOOOO14D 

ERROR_REM_NOT_LIST 51 STATUS_REMOTE_NOLLISTENING OxCOOOOOBC 

ERROR_REM_NOT_LIST 51 STATUS_REMOTE_RESOURCES OxCOOOO13D 

ERROR_REMOTE_SESSION_LIMILEXCEEDED 1220 STATUS_REMOTE_SESSION_LIMIT OxCOOOOl96 

ERROR_REQNOT_ACCEP 71 STATUS_REQUESLNOT _ACCEPTED OxCOOOOODO 

ERROR_REQUESLABORTED 1235 STATUS_REQUEST _ABORTED OxCOOO0240 



ERROR_RESOURCE_DATA_NOT_FOUND 1812 STATUS_RESOURCE_DATA_NOT_FOUND OxC0000089 
ERROR RESOURCE LANG NOT FOUND 1815 STATUS RESOURCE LANG NOT FOUND OxC0000204 

ERROR=RESOURCE=NAME-=-NOiFOUND 1814 STATUS=RESOURCE=NAME-=-NOT-=-FOUND OxC000008B ~ 
ERROR_RESOURCE_TYPE_NOT_FOUND 1813 STATUS_RESOURCE_TYPE_NOT_FOUND OxC000008A "'d 
ERROR_REVISION_MISMATCH 1306 STATUS_REVISION_MISMATCH OxC0000059 g 
ERROR_RXACT_COMMIT_FAILURE 1370 STATUS_RXACT_COMMIT_FAILURE OxC000011D ~ 
ERROR RXACT INVALID STATE 1369 STATUS RXACT INVALID STATE OxC000011C >< 
ERROR=SECREiTOO_LO-NG 1382 STATUS=SECRET-=-TOO_LO-NG OxC0000157?--
ERROR_SECTOR_NOT_FOUND 27 STATUS_NONEXISTENT_SECTOR OxC0000015 ~ 

ERROR_SEM_TIMEOUT 121 STATUS_IO_TIMEOUT OxCOOOOOB5 ~ 
ERROR_SERIAL_NO_DEVICE 1118 STATUS_SERIAL_NO_DEVICE_INITED OxC0000150 5-
ERROR SERVER DISABLED 1341 STATUS SERVER DISABLED OxC0000080 0 
ERROR=SERVER=NOT_DISABLED 1342 STATUS=SERVER=NOT_DISABLED OxC0000081 ~ 
ERROR_SERVICE_ALREADY_RUNNING 1056 STATUS_IMAGE_ALREADY_LOADED OxC000010E Z 
ERROR_SERVICE_DISABLED 1058 STATUS_PLUGPLAY_NO_DEVICE OxC000025E...., 
ERROR_SESSION_CREDENTIAL_CONFLICT 1219 STATUS_NETWORK_CREDENTIAL_CONFLICT OxC0000195 C/) 

ERROR_SHARING_PAUSED 70 STATUS_SHARING_PAUSED OxCOOOOOCF ~ 
ERROR_SHARING_ VIOLATION 32 STATUS_SHARlNG_ VIOLATION OxC0000043 ~ 

ERROR_SIGNAL_REFUSED 156 STATUS_SUSPEND_COUNT_EXCEEDED OxC000004A n 
ERROR_SPECIAL_ACCOUNT 1371 STATUS_SPECIAL_ACCOUNT OxC0000124 0 
ERROR_SPECIAL_GROUP 1372 STATUS_SPECIAL_GROUP OxC0000125 ~ 
ERROR SPECIAL USER 1373 STATUS SPECIAL USER OxC0000126 :s. 
ERROR_STACK_OVERFLOW 1001 STATUS_BAD_INITIALSTACK OxC0000009 <:s 
ERROR STACK OVERFLOW 1001 STATUS STACK OVERFLOW OxCOOOOOFD Er 
ERROR=SWAPERROR 999 STATUS=IN_PAGE_ERROR OxC0000006 ~ 
ERROR_TOKEN_ALREADY_IN_USE 1375 STATUS_TOKEN_ALREADY_IN_USE OxC000012B tT1 
ERROR_TOO_MANY_CMDS 56 STATUS_TOO_MANY_COMMANDS OxCOOOOOC1:=i 
ERROR_TOO_MANY_CONTEXT_IDS 1384 STATUS_TOO_MANY_CONTEXT_IDS OxC000015A g 
ERROR300_MANY_LINKS 1142 STATUS_TOO_MANY_LINKS OxC0000265 n 
ERROR_TOO_MANY_LUIDS_REQUESTED 1333 STATUS_TOO_MANY_LUIDS_REQUESTED OxC0000074 8-
ERROR_TOO_MANY_NAMES 68 STATUS_TOO_MANY_ADDRESSES OxC0000209 ~ 

ERROR_TOO_MANY_NAMES 68 STATUS_TOO_MANY_GUIDS_REQUESTED OxC0000082 

. 0\ 
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ERROR_TOO_MANY_NAMES 68 STATUS_TOO_MANY _NAMES OxCOOOOOCD ~ 
~ 

ERROR_TOO_MANY_NAMES 68 STATUS_TOO_MANY _NODES OxCOOO020E t-t 
f"'t 

ERROR_TOO_MANY _OPEN_FILES 4 STATUS_TOO_MANY_OPENED_FILES OxCOOOO11F I--f 

ERROR_TOO_MANY]OSTS 298 STATUS_SEMAPHORE_LIMIT_EXCEEDED OxCOOOO047 ~ 
ERROR_TOO_MANY_SECRETS 1381 STATUS_ TOO_MANY _SECRETS OxCOOOO156 ? ERROR300_MANY_SESS 69 STATUS_TOO_MANY_SESSIONS OxCOOOOOCE 

~ 
ERROR300_MANY_SIDS 1389 STATUS_TOO_MANY_SIDS OxCOOOO17E (b 

::l 
ERROR_TRUST_FAILURE 1790 STATUS_TRUSLFAILURE OxCOOOO190 0.. 
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Appendix B 
Sources of Information for 

Driver Writers 

Hopefully, this book will serve as a solid starting point for your journey into 
writing NT Kernel mode device drivers. No one source can have absolutely 
every piece of information, however. This appendix assembles some additional 
sources to which you can turn for more help. 

Windows NT systems internals in general, and device driver development in 
particular, are fields that lots of people claim to "know about," but relatively 
few people actually practice in. Thus, when utilizing any of the resources listed 
in this appendix, please carefully consider the source of the information that 
you're getting. Even though an article appears in a reputable publication, it 
doesn't necessarily mean that the article has been carefully technically 
reviewed. Consider the credentials of the author. We're sorry to say it, but 
we've seen articles about Windows NT systems internals in typically trustwor­
thy publications that were so wrong that they were laughable. So, caveat driver 
writer! 

This Book's Web Pages 
We've dedicated a set of Web pages to the support of this book. On those 
pages, you'll find source code for the two complete sample drivers that appear 
in Chapters 16 and 17 (one PIO and other DMA), book errata, and lots of 
other assorted information. Check out http://www.osr.com/book. 
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Periodicals and Journals 
The NT Insider 
The cover says it all: "The only publication dedicated entirely to Windows NT 
system software development." This bi-monthly journal is published by OSR 
Open Systems Resources, Inc. (the consulting firm in which the authors are 
partners). Each issue runs about 20 pages, all of which is about NT drivers, file 
systems, and other NT systems internals issues. It may be hard to believe, but 
one-year free subscriptions are available on OSR's Web site at 
http://www.osr.com. Even if we didn't write for this publication, we'd still say 
it's the best deal going. 

Windows NT Magazine 
Even though this publication is aimed more at systems administrators than dri­
ver writers, there always seems to be one or two articles per issue that we find 
interesting. Because driver writers need to be aware of a wide variety of sys­
tems issues, this publication is certainly worth reading. There's also a regular 
column on NT internals that can at times be a good read, although it's usually 
rather superficial. See http://www . winntmag. com for subscription information. 

Dr. Dobb's Journal 
A long-time publication aimed at "Software tools for the professional pro­
grammer," DDJ (as it's called) has published several driver-related articles in 
the past year or so. A recent issue described Windows NT device driver tool­
kits, for example. Because this publication covers the entire realm of program­
ming, NT systems software is merely a sidelight. See http://www . ddj . com for 
more information. 

Microsoft's Knowledge Base 
The Microsoft Knowledge Base, or KB as it's more commonly known, is the 
collection of known bugs, issues, and workarounds for Microsoft software. A 
subset of the KB comes with MSDN. The KB can be searched online from the 
Web site http://support.microsoft . com/support. The online version is a gold 
mine of information, and can even be searched for new articles on a particular 
topic "within the past 30 days." If you're having problems with NT, this is an 
important place to check. 
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Newsgroups, Mailing Lists, and FAQs 
Here the caveats to inquiring driver writers certainly apply; only much, much 
stronger. 

comp.os.ms-windows.programmer.nt.kernel-mode 
This is the only solid newsgroup for Kernel mode driver writers. The Microsoft 
support folks hang out here and will occasionally answer questions purely in 
the interest of being nice guys. Many other experienced driver writers and con­
sultants regularly participate, including the authors. The signal-to-noise ratio of 
this group has gotten much higher in the past year; if you read it frequently, 
you will get sick of seeing the same questions posted over and over and over 
(my favorite being "Can I write drivers using a C-Compiler other than 
MSVC++?"). Hey, what can we say, it's Usenet, right? Despite its flaws, this 
group remains a very important resource. 

microsoft.public.win32.programmer.kernel 
This is an official Microsoft newsgroup that generally has a lot of Win32 ques­
tions that somehow the author thinks are related to Kernel mode. Some con­
sultants and driver writers answer questions here. Not much in this news group 
is aimed squarely at NT driver writing. 

NTDEV Mailing List 
To subscribe, send email to Maj ordomo@atria. com with "SUBSCRIBE NTDEV" 
in the body of the message. An interesting and ever-changing exchange of 
issues. Worth watching. 

NTFSD Mailing List 
To subscribe, send email tOMajordomo@atria.com. with "SUBSCRIBE NTFSD" 
in the body of the message. This mailing list is the only place in the known 
universe where NT file systems' development issues are regularly discussed, 
except for The NT Insider. Interesting to watch for driver writers, just to gain 
some insight into nondevice-related systems internals issues. 

DDK-L Mailing List 
Moderated by Daniel Norton of Windows 3.x VxD fame, this mailing list actu­
ally costs money ($lS/year after a free 30-day trial period) to subscribe to. We 
guess the idea of the subscription price is to raise a barrier to the casual partici­
pation of dilettantes. See http://www. albany. netrdanorton/ddk/ddk -11. 
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The Windows NT Kernel-Mode Driver FAQ 
This list of "Frequently Asked Questions" lives at 
http://www.cmkrnl.com/faq.html. Though it hasn't been updated in almost two 
years and is now hopelessly out of date, this FAQ will still be useful to neo­
phyte driver writers. Jamie Hanrahan of Kernel Mode Systems, one of the few 
good guys in this field who actually knows what he's talking about, put this 
FAQ together. 

Seminars 
OSR Open Systems Resources, Inc. 
(http://www.osr.com) 
This is the company where the authors are consulting partners, and it is the 
largest provider of NT Kernel mode training, by far. OSR teaches both lecture 
and lab seminars throughout the world on writing Windows NT device drivers, 
file systems, and video drivers. Both public and custom on-site seminar presen­
tations are available. 

David Solomon Expert Seminars 
(http://www.solsem.com) 
Another company that does NT training. 



Appendix C 
Changes in NT V5.0 

As this book is being written, Widows NT VS.O is being developed. In fact, 
this book was completed after the Beta 1 release of Windows NT VS.O, but 
before the Beta 2 release. Thus, the precise details of what will be in Windows 
NT VS.O is anybody's guess. Until it has been released by Microsoft, nobody 
knows what will be in the final version. 

We'd like to give you some clue, however, about what is likely to change-in 
our opinion-in Windows NT VS.O. While nothing is cast in concrete, some 
things are very clear. For example, it is clear that the main principles underly­
ing driver development on Windows NT will remain the same from NT V4.0 
to NT V 5.0. It is also clear that there are a number of specific things that will 
change. 

This Appendix attempts to address the few issues that are clear at this book's 
press time. As we get more information, we'll be posting it on the OSR Web 
site (http://www.osr.com) for readers of this book. In addition, we expect to 
have a working copy of the major example drivers presented in Chapters 16 
and 17 updated and commented for NT VS.O as soon as we have enough 
information to do this. Check in with us often! 

Note 

Although we have done our best to get the most recent and accurate 
information possible on NT VS.O, almost all of the information in this 
chapter is still speculative. Until NT VS.O ships, we won't know precisely 
how things will really work. Thus, before using the information in this 
chapter for a major project, be sure to check the OSR Web site, the 
Microsoft Web sites, and MSDN for any updated information on NT 
VS.O. 
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NT V4.0 Device Drivers on NT vs.o.o 
In general, as far as we know, standard Kernel mode drivers written and com­
piled on NT V4.0 will run unchanged on NT VS.O systems. This means that 
the type of device drivers described in this book should work on NT VS.O sys­
tems without any change. 

Of course, NT V4.0 drivers will not be able to participate in plug and play or 
power-management activities on NT VS.O. For many devices and systems, this 
won't be important. However, for other devices or for certain users this can be 
a significant disadvantage. Suppose, for example, that a user has a laptop run­
ning NT VS.O that they want to suspend. If one of the drivers on that laptop 
doesn't support power management, the user will at least be warned that sus­
pending the laptop is risky (precisely how this will work isn't yet clear). If the 
user chooses to force a suspension, the NT V4.0 driver may not properly re­
initialize its device when the system is resumed. 

Driver Entry Changes 
In NT V4, DriverEntry() was the function that handled everything necessary to 
initialize drivers and devices. In DriverEntry(), we export our entry points via 
the Driver Object. We also typically identify our device and create a Device 
Object for each device found. This ordinarily means scanning the bus to find 
the device(s), and calling IoCreateDevice O. Next, in an NT V4.0 driver, we 
reserve the hardware resources to be used by the device. For PCI devices, this 
typically means calling HalAssignSlotResources () and IoAssignResources 0 to 
get a CM_RESOURCE_LIST of the hardware resources that each of the devices will 
use. These resources include ports, shared memory areas, IRQs, DMA 
Channels, and whatever other hardware resources our device(s) require. We 
also connect to interrupts from our device within the Driver Entry routine, 
and, in general, do whatever is necessary to become ready to process requests 
on our device. 

In NT VS.O, the functions previously performed in DriverEntryO are separated 
out into three parts: 

• Things to do with initializing the driver itself. These things, like exporting 
entry points, are still performed in the Driver Entry routine. 

• Things to do with discovering the devices our driver needs to support. 
This step, including creating a Device Object, is now performed in the 
driver's AddDeviceO entry point. This is a new entry point in NT VS.O. 
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• Things to do with device resources and devic~ initialization. Things to do 
with the device hardware itself actually wait until we're called with an 
IRP _MJ_PNP IRP with an IRP _MN_START_DEVICE minor function. In this func­
tion, we do stuff like connect to interrupts. 

Driver Entry in NT vs.o 
Just like in NT V4.0, a driver's DriverEntry() entry point is called in NT VS.O 
at IRQL PASSIVE_LEVEL, in the context of the system process when our driver is 
first loaded. 

DriverEntry() in NT VS.O is typically restricted to doing things related to ini­
tializing the driver as a whole. This includes exporting entry points via the 
Driver Object. Two new important entry points that NT VS.O drivers will need 
to export are as follows: 

• An AddDevice () entry point, a pointer to which is placed in DriverObj ect­

>DriverExtension->AddDevice. 

• The Dispatch entry point for processing IRP _MJ_PNP IRPs (a pointer to 
which must be placed in DriverObj ect ->Maj orFunction[ IRP _MJ_PNP]). 

Although not normally required, before exiting DriverEntry (), you'll have to 
save the Registry path information if you'll need it later. You should really 
need this only if you call one of those functions that requires it as a parameter 
(such as IoRegisterDriverReini tialization (), HalAssignSlotResources (), or 
IoAssignResources ()); or you need to do some Registry lookups in your 
AddDeviceO routine (described in the next section). Of course, good NT VS.O 
drivers won't typically call any of these routines (with the possible exception of 
IoRegisterDriverReini tialization ()). If you do need to save the Registry path, 
be sure to actually save the Registry path data itself, not just a pointer to the 
Registry path. The 110 Manager apparently deallocates the Registry path 
immediately on return from its call to Drive rEnt ry () • 

Although it doesn't say so in the preliminary NT VS.O documentation, it is 
possible to still create Device Objects during DriverEntry (). However, this is no 
longer typically done. In fact, the only Device Object you might want to create 
in DriverEntry() in an NT VS.O driver would be an object for an overall driver 
control type device. Perhaps this would be some sort of operation, administra­
tion, or management device. If you do create any Device Objects in 
DriverEntry (), the DO_DEVICE_INITIALIZING bit is still cleared as before NT VS.O. 

That's really all there is to the "all new and improved" version of 
DriverEntry(). What has traditionally been the longest function in many NT 
standard Kernel mode drivers is now rather short indeed! Processing continues 
when the driver's AddDevice () entry point is called. 
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The AddDevice Entry Point 
At some point after your driver has returned from the Driver Entry routine, 
any time a device that is your driver's responsibility is added to the system, the 
110 Manager calls your driver's AddDevice () entry point, the prototype for 
which is shown in Figure C.l. 

Figure C.l. AddDevice () entry point. 

The DriverObject parameter passed into this routine is the same pointer passed 
into your DriverEntry() entry point. The PhysicalDeviceObject parameter is a 
pointer to the Physical Device Object (PDO) that represents your device. This 
Device Object was created by the bus driver when it scanned the bus to see 
what devices were physically connected to the bus. The PDO is used as the 
point of communication between the bus driver, Plug and Play Manager, and 
your driver to inform you of PnP events (such as somebody disconnecting your 
device). Figure C.2 illustrates the connection between the FDa and the PDO. 

Physical 
Device 
Object 

AttachedDevice 

Physical Device 
Object 

Created by Bus 
Driver 

Functional 
Device 
Object 

Functional Device 
Object Created by 

Device Driver 

Figure C.2. Functional Device Object attached to Physical Device Object. 

When you're called at your AddDevice () entry point, there are two major activi­
ties for your driver to undertake: 

1. Create one or more Device Objects (and optionally, Device Extensions) to 
represent your device. This is done in the traditional way by calling 
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loCreateDevice ( ). Don't forget that because you're calling loCreateDevice ( ) 

outside of your DriverEntry() entry point, you need to manually clear the 
DO_DEVlCE_lNlTIALIZlNG bit in DeviceObj ect ->Flags. This is an important 
detail-unless this bit is cleared, other Device Objects cannot be attached 
to yours. If you forget to clear this bit, the 110 Manager will remind you 
with a little message in the Checked Build. If required, also create a sym­
bolic link to point to your Device Object using loCreateSymbolicLink (), 

just like in NT V4.0, as described in Chapter 13, "Driver Entry." 

2. Attach the newly created Device Object (or, indeed, Device Objects) to 
the physical device that the bus driver has created to describe your device. 
This attachment is done by calling loAttachDeviceToDeviceStack (), passing 
in the pointer to your newly created Device Object and the Physical 
Device Object passed into your AddDevice () entry point. 
loAttachDeviceToDeviceStack () returns a pointer to the actual Device 
Object to which you attached. Be sure to §ave this away because you're 
going to need it later. 

Before leaving your AddDevice () entry point, you should perform any per-device 
initialization that can be performed without touching your hardware. This 
might include checking the Registry (if you saved the path away earlier!) for 
device-specific information or anything else you can dream up. 

Note 

To emphasize the point, we'll say it again: No references to your hard­
ware are permitted from within the AddDevice () routine. Your driver still 
has not been given any hardware resources. Your driver has been 
informed only that a device owned by your driver has been found. That 
comes in the next step. 

Also, because you now have a Device Object, it is entirely possible for users to 
issue 110 requests to that Device Object. Because you're not allowed to touch 
your hardware yet, it would be a serious mistake to just go ahead and try to 
process any requests that you receive. Proper NT V 5.0 etiquette requires that 
you keep track of the fact that this device has been created but not yet started 
(that is, you've received an AddDevice () call for this device, but not an 
lRP _MN_START_DEVlCE request-more about that later) and queue any IRPs that 
you receive for later processing on your device. The preliminary NT VS.O doc­
umentation suggests keeping a flag in the Device Extension for this purpose. 
This sure seems like a good idea to us! 

Leave AddDevice () with STATUS_SUCCESS if you were successful in your work in 
this routine. Returning an error status results in the load sequence for your dri­
ver being aborted. 



634 Part IV: Appendixes 

Processing Plug and Play IRPs 
When one of the previously added devices is to be started, the Plug and Play 
Manager will call your driver with an IRP containing an lAP _MJ_PNP major 
function code and an lAP _MN_START_DEVICE minor function code. IRP _MJ_PNP is 
used to identify IRPs that are queued to your driver as a result of plug-and­
play events. There are seven minor function codes that uniquely identify the 
type of plug-and-play request to the driver (see Table C.l). In NT V5.0, device 
drivers sit atop a driver stack that may include an underlying bus driver. This 
leads to two issues in a driver handling PnP requests: 

• All lAP _MJ_PNP IRPs must be passed by your device driver to the underly­
ing bus driver. This is vital for correct system operation. 

• Some PnP IRPs must be processed (successfully) by the underlying bus 
driver before they can be processed by your device driver. On the other 
hand, some PnP IRPs need to be processed (successfully) by your driver 
before being passed on to the underlying bus driver. 

It is your driver's task to determine who processes each particular PNP IRP 
first (you or the underlying bus driver, depending on the IRP minor function 
code), and then (typically) to pass the IRP to the underlying driver in the nor- . 
mal way by calling loCallDriver(). The Device Object used as the target for the 
loCallDriver () call is the PDEVICE_OBJECT returned when the driver called 
loAttachDeviceToDeviceStack () in its AddDevice () entry point. Fortunately, it's 
pretty easy to figure out from the documentation who is supposed to handle 
which IRP _MN functions when. Table C.l resolves the dilemma of which drivers 
handle a given lAP _MN function and when. 

Table C.l. Driver processing of lAP _MN functions. 

IRP MN Function Code 

I RP_MN_START_DEVICE 

I RP_MN_STOP_DEVICE 

IRP_MN_QUERY_STOP_DEVICE 

IRP_MN_CANCEL_STOP_DEVICE 

I RP_MN_QUERY_REMOVE_DEVICE 

I RP_MN_REMOVE_DEVICE 

IRP_MN_CANCEL_REMOVE_DEVICE 

IRP_MN_QUERY_CAPABILITIES 

Who Processes It First? 

Bus driver 

Device driver 

Device driver 

Bus driver 

Device driver 

Device driver 

Bus driver 

Bus driver 

When we say the device driver processes a request "first," we mean that upon 
receipt, the device driver examines the request. If the request can be accommo­
dated, the device driver does what is necessary to carry out the request. When 
the device driver has completed processing the request successfully, it sends the 
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request to the underlying bus driver. If the request cannot be accommodated, 
the device driver completes the request in the ordinary way with an appropri­
ate error status. In this case, the IRP does not need to be passed to the underly­
ing bus driver. 

Passing an IRP on to another driver given a pointer to the target driver's 
Device Object is done the same way in NT VS.O as it was done in NT V4.0. 
The only difference is that in NT VS.O, we now have a handy macro to use to 
make things a bit easier. To pass a request to an underlying driver, you simply 
copy the current I/O Stack location to the next I/O Stack location, register a 
completion routine if you want one, and pass the IRP to the next driver using 
loCallDriver (). 

When the device driver processes the lRP _MJ_PNP IRP first, a completion routine 
is not normally required. This is because the underlying driver will send your 
driver another PnP IRP, telling you to cancel the operation if it finds the PnP 
operation that you approved unacceptable. Example C.l provides code that 
demonstrates passing on the IRP in this case: 

Example C.l. Passing an IRP to the underlying driver-with no Completion 
routine supplied. 

II 
II Invoke the handy stack copy macro, new to NT VS. 
II 
IoCopyCurrentlrpStackLocationToNext(Irp)j 

II 
II Send the request to the bus driver and return 
II 
return(IoCallDriver(DeviceExtension->PdoPointer, Irp))j 

When the bus driver processes the request first, things are a bit more tricky. To 
indicate that your device can be started, you receive an IRP _MN_START_DEVICE 
IRP that needs to be processed by the bus driver first. When the device driver 
receives the request, it passes the request to the bus driver. During this transac­
tion, the device driver does not do any of the request-processing itself. 

Again, just as in NT V4.0, when a driver passes a request to an underlying dri­
ver, it is later notified about the request completion by setting a Completion 
routine in the IRP, prior to passing the IRP to the underlying driver. Passing 
requests from driver to driver was discussed in detail in Chapter 11, "The 
Layered Driver Model." None of the concepts will change in NT VS.O. The 
110 Manager will call the completion routine when the underlying driver(s) 
have completed the request. Only when the completion routine has been called 
may the IRP actually be processed by the device driver. Unfortunately, recall 
that completion routines may be called at IRQL >= DISPATCH_LEVEL. This makes 
completion processing more complex than you might like. 
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Although there are many ways to actually code up the solution to this prob­
lem, we agree with the preliminary DDK that the best solution is to wait for an 
event in the device driver's Dispatch Routine. When the Completion routine is 
called, it signals the event, thus awakening the Dispatch Routine code, in 
which the IRP is processed to completion. The Completion routine reclaims 
"ownership" of the IRP by returning STATUS_MORE_PROCESSING_REQUIRED to the 
I/O Manager. Example C.2 shows the code for the Dispatch Routine to do this. 

Example C.2. Passing on an IRP to the underlying driver, supplying a comple­
tion routine. 

/! 
II Copy the current IRP Stack Location to the next one, using 
II the new macro supplied with NT V5 strictly for this purpose 
/! 
IoCopyCurrentlrpStackLocationToNext(Irp)j 

/! 
II Set a completion routine for this IRP. Have it called regardless 
II of the IRP's completion status. The context passed into the 
II completion routine is a pointer to the event to signal. 
/! 
IoSetCompletionRoutine(Irp, 

/! 

OsrPnpCompRoutine, 
&pnpEvent, 
TRUE, 
TRUE, 
TRUE) j 

II Initialize an event which will be signaled from the 
II completion routine. 
/! 
KelnitializeEvent(&pnpEvent, 

NotificationEvent, 
FALSE) j 

status = IoCallDriver(devExt->NextDriverObject, Irp)j 

/! 
II Wait on the event to be signaled by the completion routine. 
II The completion routine will "reclaim" the IRP so we may 
II continue to process it below. 
/! 
KeWaitForSingleObject(&pnpEvent, 

/! 

Executive, 
KernelMode, 
FALSE, 
NULL) j 
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II After the completion routine wakes us, get the ultimate 
II status of the operation from the IRP. 
/! 

status = Irp->IoStatus.Statusj 

if (NT SUCCESS (status)) { 

1/ 

/! 
II Since the bus driver was happy, we can FINALLY try to 
II process the IRP. 
/! 

status = OsrProcessPnPlrp(Irp)j 

II Since the completion routine ALWAYS reclaims the IRP by 
II returning STATUS_MORE_PROCESSING_REQUIRED, we need to 
II actually complete the IRP here. 
1/ 
Irp->IoStatus.Status = statusj 

Irp->IoStatus.lnformation = 0j 

IoCompleteRequest (Irp, IO_NO_INCREMENT)j 

As previously described, this code not only passes the IRP to the underlying 
driver, it also creates an event and waits for that event to be signaled. The 
event is set to be signaled from the driver's Completion routine, shown in 
Example C.3. 

Example C.3. Sample Completion routine. 

NTSTATUS 
OsrPnpCompRoutine(IN PDEVICE_OBJECT DeviceObject, 

IN PIRP Irp, 
IN PYOID Context) 

PKEVENT event = (PKEVENT)Contextj 

1/ 
II IF this request pended, make sure we mark it as 
II having done so in the current IRP stack location 
1/ 
if (Irp->PendingReturned) 

IoMarklrpPending( Irp )j 

1/ 

continues 
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Continued 

II Set the event on which the Dispatch Routine is waiting 
II 
KeSetEvent(event, 0, FALSE)j 

II 
II Re-claim lRP to that the Dispatch Routine can continue 
II to process it. 
II 
II N.B. Dispatch Routine must recall loCompleteRequest 
II 
return STATUS_MORE_PROCESSlNG_REQUlREDj 

Admittedly, Example C.3 provides a pretty simple Completion routine, but it 
does handle all the basics. One step worth noting is the need to call 
loMarklrpPending() in the Completion routine if lrp->PendingReturned is set. 
The reasons behind this are complex, and haven't changed between NT VS.O 
and NT V4.0. Unfortunately, these reasons are well beyond the scope of this 
appendix. Suffice it to say that this really is required. 

As recommended in the preliminary DDK documentation, the approach shown 
in Examples C.2 and C.3 is probably the best method for handling IRPs that 
need to be processed by the bus driver first. Because it is possible that your 
Completion routine could be called at elevated IRQL, we wait in the Dispatch 
routine instead of trying to process the request in the actual Completion rou­
tine. When the Completion routine is called, the IRP is reclaimed by the device 
driver (by returning STATUS_MORE_PROCESSlNG_REQUlRED). The Completion routine 
then wakes the Dispatch Routine by setting the event. Any necessary process­
ing is then performed by the device driver in the context of the Dispatch rou­
tine. The device driver then completes the IRP, calling loCompleteRequest (), 
with an appropriate status. 

Processing IRP _MN_START _DEVICE Requests 
Given the general process for handling lRP _MJ_PNP requests, you should become 
familiar with the way you specifically process lRP _MN_START_DEVlCE requests. 

As stated previously, when the Plug and Play Manager wants you to start your 
device, it sends you an lRP _MJ_PNP IRP with an lRP _MN_START_DEVlCE minor func­
tion. The device to be started is, obviously, the one represented by the Device 
Object pointer received in the Dispatch PNP routine. 
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Recall that lRP _MN_PNP IRPs must be processed by the bus driver before being 
processed by the device driver. Thus, on receiving one of these IRPs, the device 
driver simply passes it on down to the bus driver, and waits for its Completion 
routine to be called. Assume that you'll use the design shown in Examples C.2 
and C.3, where you wait in the Dispatch Routine for an event to be signaled 
by the Completion Routine. In this case, you wake back up in the Dispatch 
routine, and proceed to process the lRP _MN_START_DEVlCE request. 

How do we process this request? Recall that up to this point, we still have nei­
ther identified nor reserved the hardware resources required by our device. 
Providing us a list of these resources is the main purpose of the 
lRP _MN_START_DEVlCE IRP. 

Contained in the current I/O Stack location of the lRP _MN_START_DEVlCE IRP are 
two parameters of specific interest: Paramete rs . StartDev ice. AllocatedResou rces 

(which is a pointer to a CM_RESOURCE_LIST that describes the device's resources), 
and Parameters. StartDevice .AllocatedResourcesTranslated (which is a pointer to 
a CM_RESOURCE_LIST that contains the translated values for the device's 
resources). These parameters are the resources that the PnP Manager, the I/O 
Manager, and the HAL have agreed on and allocated for your device's use. In 
NT V4.0 for a PCI device (for example), the untranslated resources are those 
that would have been returned by HalAssignSlotResources (). The Translated 
version of these resources are equivalent to the output from 
HalTranslateBusAddress() and HalGetlnterruptVector(). 

Given the CM_RESOURCE_LIST, the driver may access, initialize, and program its 
device just as in NT V4.0. And, just like in NT V4.0, if a resource is in memo­
ry space the driver will need to call MmMaploSpace () to assign kernel virtual 
addresses to it. And, of course, the driver will need to connect to interrupt by 
calling loConnectInterrupt () just as it did in NT V4. 

DMA Implementation Changes 
The overall architectural abstraction and model used for DMA support in 
Windows NT V5.0 is only slightly changed from that in NT V4. In NT V5.0, a 
number of concepts specifically related to Adapter Objects are clarified and 
further defined. 

For example, instead of calling HalGetAdapter() to identify the characteristics 
of a device to the HAL and get a pointer to an Adapter Object,in NT V5.0, 
drivers call loGetDmaAdapter (), the prototype for which is shown in Figure C.3. 
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PDMA_ADAPTER 
IoGetDmaAdapter (IN PDEVICE_OBJECT PhysicalDeviceObject~ 

IN PDEVICE_DESCRIPTION DeviceDescription~ 
IN PULONG NumberOfMapRegisters); 

PhysicalDeviceObject: A pointer to the physical device object (PDO) 
that represents this device. 

DeviceDescription: A pointer to the DEVICE_DESCRIPTION data 
structure (no change from NT V4.0). 

NumberOfMapRegisters: A pointer to a ULONG, into which is 
returned the maximum number of map registers that a driver may use 
at one time (no change from NT V4.0). 

Figure C.3. IoGetDmaAdapter () function prototype. 

Note that this function takes one parameter that HalGetAdapter () didn't. This is 
a pointer to the Physical Device Object associated with the device. In addition, 
instead of a pointer to an Adapter Object, this function returns a pointer to a 
DMA_ADAPTER. This new structure starts with a version and size field, and contains 
a pointer to a DMA_OPERATIONS structure, in addition to HAL and bus driver spe­
cific data. The DMA_OPERATIONS structure comprises pointers to bus-specific func­
tions that perform common DMA support activities. 

The DMA_OPERATIONS structure is, in fact, key to the NT VS.O implementation of 
the NT DMA model. This was necessary due to bus driver support being 
moved from only in the HAL to being in standard Kernel mode drivers. In 
versions of NT prior to NT VS.O, when a driver called a bus-specific function 
such as IoMapTransfer() or IoFreeMapRegisters(), the 110 Manager called the 
HAL, which in turned called the support routine for the appropriate bus on 
which the operation was to take place. 

In NT VS.O, it appears that bus drivers are moved from being exclusively in 
the HAL to also being within Kernel mode drivers. This eases support for dif­
ferent types of buses, extends NT's processor hardware abstraction architec­
ture, and facilitates PNP, power management, and other types of bus support. 
Thus, in NT VS.O, a driver acquires a pointer to its DMA_ADPATER structure. 

In early versions of NT VS.O that we've seen, macros have been defined in 
ntddk. h that redefine NT V4.0 calls which take an ADAPTER_OBJECT as an argu­
ment, to take a DMA_ADAPTER in its place and perform the NT V 5.0 function of 
calling the appropriate function from within the DMA_OPERATIONS vector of the 
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DMA_ADAPTER structure. This allows drivers that call the NT V4.0 functions to be 
recompiled and work correctly with the NT VS.O DMA_ADAPTER structure. 

According to the existing DDK documentation, a new set of support functions 
will also be defined. The parameters to these functions, and the ways these 
functions are used, remains unchanged from NT V4.0, with the exception that 
instead of a PADAPTER_OBJECT (returned by HalGetAdapter (»), these functions take 
a PDMA_ADAPTER (returned by IoGetDmaAdapter()). Table C.2 lists the NT V4.0 
DMA functions and their NT VS.O equivalents. 

Table C.2. NT V4.0INT VS.O DMA functions. 

NT V 4.0 DMA Function 

HalAllocateCommonBuffer() 

HalFreeCommonBuffer() 

IoAllocateAdapterChannel() 

IoFlushAdapterBuffers() 

IoFreeAdapterChannel() 

IoFreeMapRegisters() 

IoMapTransfer() 

HalGetDmaAlignmentRequirement() 

NT VS.O DMA Function 

AllocateCommonBuffer() 

FreeCommonBuffer() 

AllocateAdapterChannel() 

FlushAdapterBuffers() 

FreeAdapterChannel() 

FreeMapRegisters() 

MapTransfer( ) 

GetDmaAlignment() 

It is not clear at the time of this writing what the final implementation of the 
new DMA interface will be in NT VS.O. All we can advise on this point is to 
visit the OSR Web site for the latest information. 

Note 

One small yet significant change in the functions mentioned previously is 
in MapTransfer (). When calling this function~ drivers for Busmaster 
devices must supply a pointer to their DMA_ADAPTER. This is in contrast 
with the convention established prior to NT VS.O~ in which Busmaster 
device drivers passed NULL to IoMapTransfer () as a pointer to their 
ADAPTER_OBJECT. 

Power Management 
Power management is one of the biggest changes between NT V 4 and NT 
VS.O. It is also one of the changes about which the least information was avail­
able when this chapter was written. Thus, in this section we present only a 
brief overview of power management. Check the OSR Web site for updated 
information! 
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Support for power management in a device driver requires supporting three 
new IRP minor function codes of the lRP _MJ_POWER function, as follows: 

• lRP_MN_QUERY_POWER 

• lRP_MN_WAlT_WAKE 

Support for a fourth minor function code, lRP _MN_POWER_SEQUENCE, is optional. 

When a driver receives a power management IRP, it has a choice of ways to 
process it: 

1. If the driver cannot perform the indicated operation (that is, the driver 
cannot enter a power-down state when it receives an lRP _MN_QUERY_POWER 

request), it immediately completes the IRP with an error code. 

2. If the driver can perform the indicated operation, it calls PoCallDriver () 

to pass the request on to other drivers. When the request reaches the bus 
driver, it will ultimately be completed with success. 

In either case, the driver attempts to dequeue another power request by calling 
PoStartNextPowerlrp(). 

lRP MN QUERY POWER 
The lRP _MN_QUERY_POWER request is sent to a driver when the Power Manager 
needs to determine whether the device can enter a sleeping power state. If the 
device can, it calls PoCallDriver () to pass the request along. At this point, the 
driver also stops processing any new requests it receives (queuing them for 
later processing). 

If the driver is not in a state where it can enter a sleep state, it immediately 
completes the IRP with an error status. 

lRP MN SET POWER 
Processing the lRP _MN_SET_POWER request is a bit more complicated than process­
ing lRP _MN_QUERY_POWER. This is because the driver may receive set power 
requests that indicate a change in either the device's or the system's power 
state. In addition, the driver may receive a set power request when its device is 
already in the requested state. 

On receiving a set power request, the device driver checks to see whether the 
device is already in the requested state. If it is, it simply completes the IRP with 
success. Device power states are represented by the values DO, Dl, D2, and 



Appendix C: Changes in NT VS.O 643 

D3. DO represents fully powered-on device state. D3 represents fully powered­
off state. States Dl and D2 represent intermediate states between fully pow­
ered-on and fully powered-off. 

If the device is not in the requested state when a set power request is received, 
the way the driver proceeds depends on the request: 

• If the request is to enter power-down state, the device driver calls 
PoSetPowerState () to indicate that it is leaving fully powered state to enter 
power-down state. It then powers the device down, and completes the 
IRP with success. 

• If the request is to enter the power-on state, the device driver powers up 
the device, and when it has reached power-on state, it calls 
PoSetPowerState (). It then completes the IRP with success. 

IRP MN WAIT WAKE 
This minor function code is sent by a device driver to indicate that one or more 
of its devices can wake the system, causing the system to return to a fully pow­
ered state. Unfortunately, we have no further information on this function at 
this time. 
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data transfers, 398-403 

DDI drivers, 565-567 

DpcForIsr routine, single request, 
378-379 

exclusivity, 279-280 

initializing, 310 -311 

intelligent, ISRs, 372-373 

interrupts, acknowledging, 366 
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ISRs (Interrupt Service Routines), 
122-123 

logical addresses, 33, 437-439 

naming, 281-282 

NDIS drivers, 580 

Packet-Based DMA, programming, 
470-471 

PIO (Programmed VO), 155-156 

buffer address, accessing, 393-397 

data transfers, 391-392 

designing, 420-431 

DPCs, 415-419 

ISRs, 412-415 

memory space register, 157-159 

requests, starting, 407-411 

registers, accessing in memory space, 
35-40 

SCSI Miniport Drivers 

characteristics, 569-571 

developing, 575 

initialization, 572-573 

interrupt service, 574 

requests, 573-574 

structure, 571 

symbolic links, 282-284 

System DMA, 165-166 

VPB (Volume Parameter Block), 221 

WORM (write once read many), 
address translation, 76 

DeviceType parameter, IoCreateDevice() 
function, 279-280 

DEV _REQUEST structure, describing 
requests, 371-372 

Direct 110, 188 

buffer address, accessing, 394-395 

characteristics, 195-196 

data buffers, describing, 189-192 

MDLs (Memory Descriptor Lists), 
190-192 

Direct Memory Access, see DMA 

DIRQLs (Device IRQLs), 123, 128-129 

interrupt spin locks, 150 

see also IRQLs 

dirty pages 

writing to disk, 67-68 

writing to memory-mapped files, 68 

disabling dispatch-level IRQLs, 112-113 

Disk Class driver, Device Objects, 
218-220 

disk controllers, ATA (AT Attachment), 
402-403 

Dispatch routines, 403-411 

entry points, 246-247, 322 

Packet-Based DMA drivers, 465-469 

request processing, 340-349 

shutdown notification, 349-350 

Dispatcher Objects, 27-28 

dispatching 

disabling, 112-113 

KiSwapThread () function, loading 
thread context, 109 

threads, 14, 107-110 

UP (uniprocessor systems), 110 

see also scheduling 

DISPATCH_LEVEL IRQLs, 127-128 

DPCs, 130 

invoking, 132-134 

objects, 131-135 

spin locks, 145 

Display drivers, 563-565 

displaying 

output (WinDbg), 508 

Registry values, 94-97 

resource utilization list, 102-103 

threads, sorted listings, 116-117 

DisplayName value (Registry), driver 
startup, 531, 540 
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DK1 evaluation board, 464-467 

DLLs (Dynamic Linked Libraries), 212 

APIs, processing, 15 -17 

file-mapping, 62-63 

memory-mapped, 68 

sharing, 58 

DMA (Direct Memory Access), 88-89, 
189, 567-568 

Adapter Objects, 179,435-436 

chaining, 163-164 

data transfers 

Common Buffer, 460-464 

map registers, 436-439 

Packet-Based, 442-460 

processing, 434-435 

device architecure 

Common Buffer DMA, 440-441 

comparing Common Buffer and 
Packet-Based, 441-442 

Packet-Based DMA, 439-440, 
464-478 

read/write operations, 41 

scatter/gather, 162-164 

documentation, KB 
(Knowledge Base), 487 

DpcForIsr routine, 136-137 

comparing to CustomDpc routine, 
375-377 

entry point, 246 

processing, 250-251 

requesting, 365 

DPCs (Deferred Procedure Calls), 28, 
127-128, 130 

comparing to ISR, 387-388 

context information, retrieving, 
369-370 

custom, 368 

DpcForIsr, 136-137 

executing, 136 

executing on multiprocessor systems, 
376-377 

invoking, 132-134 

ISR-to-DPC communication, 373-374 

objects, 131-134 

importance, 135 

target processor, 135-136 

requests 

from ISRs, 137 

latency, 388-390 

Dr. Dobb's Journal, 626 

Driver Object (110 Subsystem), 175 

Driver Queuing, 337-340 

DMA data transfers, processing, 434 

driver execution, propagating, 
459-460 

IRPs 

cancellation, 357-358 

device validation, 392-393 

see also System Queuing 

DriverEntry function, 245,258-259, 
630-631 

drivers, 251 

ACM (Audio Compression 
Manager),212 

Adapter Objects, 436 

APIs (Application Programming 
Interface),212 

ATAPI (ATDISK), 214 

.auto start time, 533 

breakpoints, configuring, 506 

Buffered 110, describing data buffers, 
192-194 

building, 500-504 

Busmaster DMA devices 

Common Buffer, 160 

logical addresses, 160-162 

packet-based, 159-160 

scatter/gather, 162-164 



called by 110 Manager, 188 

cancel processing, 350-353 

Class 

communicating with SCSI 
Port, 235 

Device Objects, 217, 219-220 

Device Objects, reference 
counts, 218 

communicating, 233-235 

compatibility, 13 

compiling, 503-504 

completion notification, 229-233 

Completion Routine ( ) function, 
230-233 

CustomDpc routines, requesting, 368 

data buffers, evaluating descriptor 
options, 194-196 

data transfers 

Common Buffer DMA, 460-464 

Packet-Based DMA, 442-460 

see also DMA 

DDI, 565-567 

debugging, 504-508 

crash dumps, 514 

dual system, configuring, 491-494 

demand start, 533 

designing, case study, 390 

development environment 

setting up, 486-491 

Test System, 488-491 

Device Objects, 213 

linking, 221-222 

requests directed to, 223 

Direct 110, describing data buffers, 
189-192 

Disk Class, Device Objects, 218-220 

Display drivers, 563-567 

DLLs (Dynamic Link Libraries), 212 

drivers 655 

DMA (Direct Memory Access), 
567-568 

Driver Queuing, 338-341 

dynamic unloading, 252 

entry points, 224 

AdapterControl, 247 

Cancel, 246 

Completion routine, 246 

CustomDpc, 246 

Dispatch, 246-247 

DpcForIsr, 246 

DriverEntry function, 245 

exporting, 301 

Fast 110,247 

10 Timer, 247 

ISR (Interrupt Service 
Routine),246 

Reinitialize, 246 

SCSI Miniport drivers, 572-574 

StartIo, 246 

Synchronize Function, 247 

Timer DPC, 247 

Unload, 246 

error logging, 515-516 

execution, propagating, Common 
Buffer DMA devices, 463 

Fast 110, 240-241 

FastIoDeviceControl ( ) function, 241 

File System, 214 

Filter, 235-238, 256 

case study, 242-243 

usage guidelines, 239 

FSDs (File System Drivers), 551-552 

calling, 553 

entry points, implementing, 554 

layering, 220-222 

Object Manager integration, 
556-557 
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requests directed to, 223 

VM subsystem integration, 
555-556 

HAL (Hardware Abstraction Layer), 
214-215 

hardware resources, claiming, 
285-293 

110 requests, Stacks, 185-186 

110 timers, 315-317 

IDE/ATA, read/write operations, 
403-411 

initializing, 247-248 

installing, 541 

custom setup, 546-548 

GUI setup, 546 

InstallShield, 548 

text setup, 542-546 

intermediate request processing, 214, 
251-252 

interrupts, acknowledging, 366 

IRPs, processing in layers, 224-229 

ISRs, 364-365 

connecting to interrupts, 303-306 

data transfers, 419-420 

processing, 250-251 

Kernel mode, 20, 212 

Common Buffer DMA, 440-441 

compatibility, 13 

Device drivers, 214-215 

File System drivers, 214 

Intermediate drivers, 214 

Mini-Driver drivers, 215-216 

Packet-Based DMA, 439-440 

structure, 223-224 

types, 213 

layering, 216-222,229 

linking, 503-504 

loading, 247-248 

lower-layer, passing IRPs, 225-229 

MCI (Multimedia Control 
Interface),212 

Microkernel, servicing DPC Queue, 
133-134 

Mini-Driver, 215-216 

multiprocessor synchronization, 134 

NDIS Miniport, 581 

initializing, 582 

interrupt service routine, 584 

transmit operations, 
completing, 584 

transport processing, 583-584 

Neither 110, describing data 
buffers, 194 

NT V5.0, entry points, 631 

organization, 247 

Packet-Based DMA 

example, 464-471 

execution, propagatip,g, 474-478 

ISRs, 472-473 

performance, measuring, 164 

PIO (Programmed VO), 155-156 

designing, 420-431 

DPCs, 415-419 

ISRs, 412-415 

memory space registers, accessing, 
157-159 

Startlo entry points, 406-411 

Registry parameters, 216 

request processing, 248-252 

classes of context, 254 

Dispatch routines and context, 
254-256 

process context, 253 

threat scheduling context, 254 

scatter/gather, AdapterControl 
function, 453-460 

SCSI Miniport, 216 

characteristics, 569-571 

developing, 575 
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ErrorControl value (Registry), driver startup 657 

initialization, 572-573 

interrupt service, 574 

requests, 573-574 

structure, 571 

stacks, 213, 223 

startup, Registry values, 530 

DependOnGroup, 538-539 

DependOnService, 538-539 

DisplayName value, 540 

ErrorControl value, 537-538 

Group value, 534-535 

ImagePath value, 540 

LastKnownGood control set, 538 

Start value, 532-533 

Tag value, 535-537 

Type value, 531-532 

structure, 223-224 

System DMA devices, 165-166 

System Queuing, 335, 337 

TDI and NDIS, communicating, 234 

testing on MP systems, 509 

User mode, 212 

Video Display, 559-563, 567-568 

wrappers, 215-216 

writers, options, 188-189 

dual system debugging, configuring, 
491-494 

Dumpbin utility, 32 

Dynamic Linked Libraries, see DLLs 

dynamic threads, priorities, 11, 113-114 

dynamic unloading of drivers, 252 

E 

edge triggered interrupts, 373-374 

editing Registry, 94-98 

Select key, 105-106 

see also Registry; values 

EISA buses, querying, 267-273 

emulation, multiple operating 
sytems, 14-15 

enabling 

Development System debugging, 
495-498 

event logging, 525 

pool checking, 510 

entries, driver service, Registry values, 
531-540 

entry points 

DpcForIsr, 375-377 

drivers, 224 

AdapterControl, 247, 449-451 

Cancel, 246 

Completion routine, 246 

CustomDpc, 246 

Dispatch, 246-247, 349-350 

DpcForIsr, 246 

DriverEntry function, 245 

Fast 110, 247 

10 Timer, 247 

ISR (Interrupt Service 
Routine), 246 

Reinitialize, 246 

Startlo, 246 

Synchronize Function, 247 

Timer DPC, 247 

Unload, 246 

exporting, 301 

Fast 110, 553-554 

10Connectlnterrupt, 364-365 

Windows NT V5.0, 631-633 

environment, driver development 

drivers, building, 500-504 

preparing, 486-491 

Test System, configuring, 488-491 

Environment Subsystems, 15-18 

ErrorControl value (Registry), driver 
startup, 531, 537-538 
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errors, 516 

BSOD (blue screen of death), 
512-514 

custom, 517 

.h,517 

logging, 515-516, 522 

.rc, 517 

sample error message definition files, 
517,519 

Windows NT, 328 

Win32, 590-623 

writing, 328 

establishing threads, Registry values, 114 

ETHREAD structure (thread control 
block), 109 

evaluation boards, DK1, 464-467 

Event Logging Facility, 515-516 

events, sharing, 108 

exceptions 

SEH (Structured Exception 
Handling), 89-92 

try ... except, Neither 110 buffer 
validation, 325 

Exclusive parameter, IoCreateDevice( ) 
function, 280 

executable images, copying over existing 
images, 69 

executing 

CustomDpc routines, 368 

DPCs (Deferred Procedure Calls), 
136, 376-377 

Executive level components 
(WindowsNT), 13-14, 19-20 

Cache Manager, 26 

110 Manager, 20 

LPC (Local Procedure Call facility), 26 

Memory Manager, 26 

Object Manager, 20-22, 24-25 

Process Manager, 26 

Security Reference Monitor, 25-26 

executive spin locks, 143 

acquiring, 144-149 

deadlocks, preventing, 147-149 

debugging, 149-150 

hierarchies, defining, 148-149 

releasing, 146 

timeouts, 149-150 

exhausting physical memory, 50 

exhaustion (quantum), 118-120 

Expand Utility (Microsoft), 
decompressing HAL image, 490-491 

exporting entry points, 301 

extensions, kernel debugger, 506-507 

F 

Facility codes, 519 

failed values (Select key), 
configuring, 104 

fairness counters, 386 

FAQs (Frequently Asked Questions), 
Windows NT Kernel-Mode Driver, 628 

Fast 110, 240-241 

entry points, 247, 553-554 

see also 110 

FastIoDeviceControl ( ) function, 241 

fatal errors, BSOD (blue screen of 
death),511-514 

FCBs (File Control Blocks), 557 

fibers, 10 

fields 

AlignmentRequirement, 219 

Characteristics, 219 

DPC objects, 134 

importance, 135 

target processor, 135-136 

error log packets, 520, 522 



fixed part IRPs (110 Request Packets), 
186-187 

Flag, 219 

110 Stack location, 187-188 

priorities, 113 

StackSize, 219 

file cache, 55 

File Objects, 20-21, 174, 218 

File System Drivers, see FSDs 

file systems 

development kit, Web site, 557 

redirectors, 551 

FileObject field, 188 

files 

crash dumps, 514 

handles, 25 

mapping, 62-63 

memory-mapped, 62-63, 67-68 

ntdef.h, 171 

NTSTATUS.H, 328 

text setup, driver installation, 
542-546 

text strings, inserting, 519 

views, mapping, 55 

filter drivers, 235, 256 

case study, 242-243 

Device Object, 236-238 

IoAttachDevice ( ) function, 237 

IoAttachDeviceToDeviceStack () 
function, 236 

IoCallDriver ( ) function, 238 

IoGetDeviceObjectPointer ( ) 
function, 236, 238 

usage guidelines, 239 

finding 

drivers at top of stacks, 223 

Registry values, 96-98 

functions 659 

fixed part (IRPs), fields, 186-187 

Flags field, 186, 188,219 

flushing 

caches, 456 

internal write post buffers, 401 

formats 

.MC files, 519 

SRBs (SCSI Request Blocks), 573-574 

tag vectors, 536 

Free Build, 488-489 

BSOD (blue screen of death), 
511-514 

drivers 

building, 500-504 

testing, 511 

installing, 490-491 

free physical pages, 47 

free state, 83 

FSDs (File System drivers), 220, 551-552 

ByteOffset parameter, 226 

calling, 553 

Device Objects, linking, 221-222 

entry point, implementing, 554 

layering, 220-222 

Object Manager integration, 556-557 

requests directed to, 223 

VM subsystem integration, 555-556 

fully opaque objects, I/O 
Subsystem, 173 

functions 

buffer, accessing device registers, 
37-40 

client-side DLLs, handling, 15-17 

codes, 196-197 

CompletionRoutine ( ), 230 

CreateService(),547-548 

DeviceIoControl ( ), 198 

DriverEntry( ), 245, 630-631 
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Fast 110, 240-241 

FastIoDeviceControl ( ), 241 

HAL (Hardware Abstraction Layer) 

HaIGetAdapter(),307-309 

HalGetInterrupt( ), 302-303 

HalTranslateBusAddress( ), 
295-299 

internal write post buffers, 
flushing, 401 

selecting for device access, 34-37 

IoAllocateAdapterChannel( ), 448 

IoAllocateIrp ( ),227-228 

IoAllocateMdl( ), 396 

IoAssignResources, 287-290, 
292-293 

IoAttachDevice ( ),237 

IoAttachDeviceToDeviceStack (), 236 

IoCallDriver ( ), 226, 238, 324 

IoCompleteRequest(), 324, 327 

IoCreateDevice( ), 277-278 

DeviceType parameter, 279-280 

Exclusive parameter, 280 

IOCTLs, (Device 110 Controls), 198 

arguments, 200-205 

customizing, 199-200 

IoFlushAdapterBuffer( ), 456 

IoFreeMapRegisters(),457-459 

IoGetCurrentIrpStack 
Location ( ), 232 

IoGetDeviceO bject 
Pointer ( ), 236, 238 

IoGetDeviceObjectPrinter ( ), 217 

IoInitializeDpcRequest( ), 307 

IoMakeAssociatedIRP (), 229 

IoMapTransfer ( ), 191,451-455 

IoQueryDeviceDescription(),264-266 

IoRegisterDriverReinitialization, ( ) 
310-311 

IoRequestDpc( ), 367 

IoSetCancelRoutine(),351 

IoSetCompleteRequest ( ), 232 

IoSetCompletionRoutine ( ), 229-231 

IRP _MJ_DEVICE_CONTROL, 
parameters, 206 

IRP _MJ_READ, parameters, 205-206 

IRP _MJ_ WRITE, parameters, 206 

KeAcquireSpinLock(), 144-145 

KeAcquireSpinLockAtDpc 
Level( ), 145 

KeFlushIoBuffers(),444 

KeGetCurrentIrql( ), 124 

KeInitializeDpc(), 131-132 

KeInitializeSpinLock( ), 143 

KeInsertQueueDpc( ), 132 

KeLowerIrql( ), 124 

KeRaiseIrql( ), 124 

KeReleaseSpinLock(), 146 

KeReleaseSpinLockFromDpc 
Level( ), 146 

KeSetTargetProcessorDpc(), 136 

KeSetTimer( ), 423 

KeStallExecutionProcessor( ), 424 

KeSynchronizeExecution( ), 382-383 

KeWaitForSingleObject(),66 

Memory managers, 190-192 

MmGetMdlByteCount ( ), 191 

MmGetMdlByteOffset ( ), 191 

Mm GetMdlVirtualAddress( ), 
191,445-446 

MmGetSystemAddressForMdl ( ), 
190-191, 394 

MmProbeAndLockPages(),397 

PsCreateSystemThread(),425-426 

system services, 18 

variants, 34-37 

Win32,18 
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Windows NT V5.0, DriverEntry( ), 
630-631 

WriteIsDone( ), 381-382 

GDI (Graphics Device Interface), 
563-565 

generating 

Device Objects, 277-278 

worker threads, 425-426 

Group value (Registry), driver startup, 
531,534-535 

GroupOrderList subkey (control sets), 
105-106 

GUI setup, driver installation, 546 

guidelines, Filter driver, 239 

H 

HAL (Hardware Abstraction Layer), 13, 
31-32, 214-215 

abstractions, 31-32, 43-44 

DMA operations, 41 

IRQL, 40-41 

system clocks, 43 

Adapter Objects, 435-436 

buffer functions, 37-40 

data transfers, allocating resources, 
447-448 

device addressing, 32-33 

DIRQLs, 129 

functions 

internal write post buffers, 
flushing, 401 

selecting for device access, 34-37 

interrupt management, 40-41 

hierarchies 661 

rna p registers 

logical DMA addresses, mapping 
to physical addresses, 161-162 

managing, 437-439 

mapping IRQs to IRQLs, 129 

port functions, 399 

registers, accessing, 399-403 

resources, displaying in Registry, 
95-97 

selecting for Test System, 489-491 

system scatter/gather, 163-164 

HalGetAdapter( ) function, 307-309 

HalGetInterrupt( ) function, 302-303 

HalTranslateBusAddress( ) function, 
295, 297-299 

handles, 10 

handling 

D pes, PIO devices, 415-419 

exceptions, SEH (Structured 
Exception Handling), 89-92 

page faults, Memory Manager, 50 

read/write requests, DpcForIsr 
routine, 379-386 

hardware 

data transfers, controlling, 399 

IRQLs, 122-123 

logical addresses, 33 

Memory Management, protection 
modes, 51 

PTE (page table entry), 72 

resources 

describing, 260 

locating, 259 

Hardware Abstraction Layer, see HAL 

HARDWARE subkey, 101-103, 105-106 

hierarchies 

executive spin locks, defining, 
148-149 

storage subsystems, 552 
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high memory 

crash dumps, 56 

management, 52-53 

HIGH_LEVEL IRQLs, 129-130 

hives, 93-97 

HKEY_LOCAL_MACHINE 

HARDWARE subkey, 101-103 

SOFTWARE subkey, 103 

SYSTEM subkey, 104-106 

holding spin locks, 152 

hot fixes, 499 

hyperspace, 54 

I-J 
110 Subsystem, 167-169 

accessing memory space register, 
157-159 

Adapter Objects, 179 

architecture, 33-34 

asynchronicity, 180 

Busmaster DMA devices 

Common Buffer, 160 

logical addresses, 160-162 

Packet-Based, 159-160 

scatter/gather, 162-164 

configurability, 171 

consistency and structure, 168 

Device Objects, 176, 178-179 

Driver Object, 175 

drivers, 185-186 

Fast va, 240-241 

File Object, 174 

function codes, 190-192, 196-197 

IRPs (Va Request Packets), 181 

layered driver model, 181 

Neither va, implementing, 553 

partially opaque objects, 173 

PIa devices (Programmed Va), 
155-156 

platform independence, 170 

pre-empting, 172 

Request Packets, see IRPs 

request parameters, 205-208 

Stack location, 184-187 

status block structure, 125 

Information field, 329 

IRPs, 328 

Status field, 328 

synchronous processing, 427-431 

System DMA devices, 165-166 

timers, 315-317 

see also va Manager 

110 Manager, 20, 167-168 

AttachedDevice list, running, 238 

calling drivers, 188 

custom error messages, 516 

Device Objects, creating, 277-278 

Dispatch entry points, 322 

DpcForIsr mechanism, 136 

DPCs, requesting, 137 

Driver Objects, 176 

error log, 516 

fields, 522 

packets, allocating, 520 

File Objects, 20 

FSD integration, 556-557 

Mount operation, initiating, 221 

multiprocessor support, 172 

requests, completing, 330-331 

types, 213 

virtual-to-physical address 
translation, 88 

IDE/ ATA drivers, read/write operations, 
403-411 



identifying 

driver version, 525 

hardware resources, 259 

interrupts, 366 

ImagePath value (Registry), driver 
startup, 531, 540 

images 

executable 

copying over existing images, 69 

memory-mapped, 68 

file-mapping, 62-63 

HAL (Checked Build system), 
decompressing, 490-491 

implementing 

Fast I/O entry points, 554 

Neither I/O, 553 

spin locks on uniprocessors, 151-152 

system scatter/gather, 163-164 

Importance field (DPC objects), 134-135 

incrementing reference counts, 140-142 

indirection model, demand paged virtual 
memory, 46-47 

Information field, 110 status block, 329 

initializing 

devices, 310-311 

DPC objects, 131-132 

drivers, 247-248 

NDIS Miniport, 582 

Video Display, 561-563 

executive spin locks, 143 

initiating 

DMA transfers, 455 

write requests, Packet-Based DMA 
drivers, 468-469 

installing 

Checked Build, 489 

drivers, 541 

custom setup, 546-548 

interrupts 663 

GUI setup, 546 

text setup, 542-546 

Free Build, 490-491 

multiple system images, 
Test System, 508 

InstallShield, 548 

instantiation (processes), 62-63 

integrated networking, Windows NT, 14 

Intel platforms, most significant bits, 
71-75 

intelligent devices 

Common Buffer DMA, 440-441 

ISRs (Interrupt Service Routines), 
372-373 

Inter-process data sharing, 12 

interfaces 

call and return, 579 

device drivers, I/O Manager, 168 

intermediate drivers, 182, 214 

layering, 216-220 

NDIS, 580 

internal write post buffers, flushing, 401 

interpreting BSOD (blue screen of 
death),512-514 

interprocess communication 
facilities, 552 

Interrupt Objects, 179 

Interrupt Request Level, see IRQL 

Interrupt Service Routine, see ISRs 

interrupts, 118-120 

acknowledging, 366 

connecting to driver ISR, 303-306 

IRQLs 

APC_LEVEL, 125-126 

DISPATCH_LEVEL, 127-128 

HIGH_LEVEL, 129-130 

levels, translating, 302-303 

PASSIVE_LEVEL, 125 
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managing, 40-41 

NDIS Miniport drivers, 584 

NMI (Non-Maskable Interrupt), 
129-130 

sharing, 374-375 

spin locks, 150 

storing, 366-367 

interval-timer management, 43 

invalid pointers, 81 

invoking 

DPCs (Deferred Procedure Calls), 
132-134 

Message Compile, 524 

IoAllocateAdapterChannel( ) 
function, 448 

IoAllocatelrp ( ) function, 227-228 

IoAllocateMdl( ) function, 396 

IoAssignResources function, 287-290, 
292-293 

IoAttachDevice ( ) function, 237 

IoAttachDeviceToDeviceStack () 
function, 236 

IoCallDriver ( ) function, 226, 238, 324 

IoCompleteRequest( ) function, 324, 
327-329 

IoCreateDevice( ) function, 277-278 

IOCTLs (Device 110 Controls) 
code, 189 

arguments, 200-205 

buffering methods, 207 

functions, 198 

arguments, 200-205 

customizing, 199-200 

identifying requested operation and 
buffer lengths, 207-208 

IoAllocateErrorLogEntry(), 520 

IoFlushAdapterBuffer() function, 456 

IoFreeMapRegisters( ) function, 457-459 

IoGetCurrentirpStackLocation ( ) 
function, 232 

IoGetDeviceObjectPointer ( ) function, 
236,238 

IoGetDeviceObjectPrinter ( ) 
function, 217 

IoInitializeDpcRequest( ) function, 307 

IoMakeAssociatedIRP ( ) function, 229 

IoMapTransfer( ) function, 191, 
451-455, 457-459 

IoQueryDeviceDescription( ) function, 
264-266 

IoRegisterDriverReinitialization( ) 
function, 310-311 

IoRequestDpc( ) function, 367 

IoSetCancelRoutine( ) function, 351 

IoSetCompleRequest ( ) function, 232 

IoSetCompletionRoutine ( ) function, 
229-231 

IoStatus field, 186 

IoTimer entry points, 247 

IoWriteErrorLogEntry function, 522 

IO_ERROR_LOG_PACKET, 516 

IO_STACK_LOCATION, 187 

IRPs (110 Request Packets), 181-186 

buffer length, requesting, 398 

Buffered 110, 188 

characteristics, 195-196 

describing data buffers, 192-194 

case study, 209 

completing requests, 327 

completion notification, 229-233 

data buffers, describing, 188-189 

Buffered 110, 192-194 

Direct 110, 189-192 

evaluating descriptor options, 194 

Neither 110, 194 

passing to lower-layer drivers, 
227-229 



IRP _MJ_ WRITE (function code) 665 

Direct I/O, 188 

characteristics, 195 -19 6 

describing data buffers, 189-192 

MDLs (Memory Descriptor Lists), 
190-192 

DMA (Direct Memory Access), 189 

driver writers, options, 188-189 

Fast I/O, 240-241 

Filter driver, 236-238 

fixed part, 184-186 

Associatedlrp.MasterIrp field, 186 

Associatedlrp.SystemBuffer 
field, 186 

Cancel field, 187 

CancelIrql field, 187 

Cancel Routine field, 187 

fields, 186-187 

flags field, 186 

loStatus field, 186 

MdlAddress field, 186 

RequestorMode field, 186 

Trail. Overla y.DeviceQueueEntry 
field, 187 

Trail.Overlay.ListEntry field, 187 

Trail.Overlay.Thread field, 187 

UserBuffer field, 187 

handling, 208 

I/O Manager 

calling drivers, 188 

creating, 185-186 

fields in Stack location, 187-188 

function codes, 190-192, 196 

request parameters, 205-208 

running AttachedDevice list, 238 

I/O Stacks, locations, 184-186 

loCallDriver ( ) function, 226 

10CTLs (Device I/O Controls) 
code, 189 

arguments, 200-205 

functions, 198-200 

10_STATUS_BLOCK structure, 328 

layers, 224-229 

lookaside lists, 185-186 

Neither I/O, 189 

characteristics, 195 -19 6 

describing data buffers, 194 

passing to lower-layer drivers, 
225-226 

pending, 332-333 

PIO (programmed I/O) devices, 
processing, 392-393 

Plug and Play, 634 

processing, 208, 323 

queueing, 323 

Stack location, 187 

Control field, 188 

DeviceObject field, 188 

FileObject field, 188 

Flags field, 188 

Major Function field, 187 

Minor Function field, 187 

Parameters field, 188 

status values, 328 

thread priorities, 329 

validating, 323-324, 327 

zero length transfers, 325 

IRP_MJ_CLOSE (function code), 196 

IRP _MJ_CREATE (function code), 196 

IRP _MJ_DEVICE_CONTROL 
(function code), 197, 206 

IRP _MJ_INTERNAL_DEVICE_ 
CONTROL (function code), 197 

IRP _MJ_READ (function code), 196, 
205-206 

IRP _MJ_ WRITE (function code), 
197,206 



666 IRQL (Interrupt Request Level) 

IRQL (Interrupt Request Level), 40-41, 
122-123 

APC_LEVEL, 125-126, 322 

comparing to scheduling 
priorities, 123 

DIRQLs, interrupt spin locks, 150 

DISPATCH_LEVEL, 112, 
127-128, 323 

DPCs, 130-131 

objects 

queuing, 132 

spin locks, 145 

HIGH_LEVEL, 129-130 

levels, assigning, 124 

lowering, 125 

PASSIVE_LEVEL, 125,322 

relationship to IRQs (bus Interrupt 
Request Lines), 129 

see also DIRQLs 

IRQs (bus Interrupt Request lines), 
relationship to IRQLs, 129 

ISA bus, DMA operations, 161-162 

ISRs (Interrupt Service Routine), 28, 
40-41, 122-123,246,364-365 

comparing to DPC, 387-388 

CustomDpc routines, 368 

data transfers, 419-420 

intelligent devices, 372-373 

ISR-to-DPC communication, 373-374 

Packet-Based DMA drivers, 472-478 

PIO (Programmed 110) drivers, 
412-415 

processing, 250-251 

requesting DPCs, 137 

SCSI Miniport Drivers, 574 

storing, 366-367 

spin locks, 150, 365-370 

journals, 626 

K 

KB (Knowledge Base), 487 

KeAcquireSpinLock( ) function, 144-145 

KeAcquireSpinLockAtDpcLevel( ) 
function, 145 

KeFlushIoBuffers( ) function, 444 

KeInitializeDpc function( ), 131-132 

KeInitializeSpinLock( ), 143 

KeInsertQueueDpc( ) function, 132 

KeLowerIrql( ) function, 124 

KeRaiseIrql( ) function, 124 

KeReleaseSpinLock( ) function, 146 

KeReleaseSpinLockFromDpcLevel( ) 
function, 146 

Kernel Event Object, 27-28 

Kernel mode, 10, 51 

buffers, virtual paging, 60 

crash dumps, 56 

debugger 

extensions, 506-507 

threads, sorting, 116-117 

drivers, 167, 169, 212-215 

Device Object, 213 

FSDs (File System Drivers), 214, 
551-554 

Intermediate, 214 

Mini-Driver, 215-216 

Object Manager integration, 
556-557 

VM subsystem integration, 
555-556 

IRQL DISPATCH_LEVEL, 112-113 

objects, 27-28 

paging, 57 

routines 

APC_LEVEL IRQLs, 125-126 

DISPATCH_LEVEL IRQLs, 
127-128 



DPCs, 130-132 

HIGH_LEVEL IRQLs, 129-130 

PASSIVE_LEVEL IRQLs, 125 

spin locks, 142-150 

stacks, 66, 213 

structure, 223-224 

types, 213 

virtual address spaces, mapping to 
PIO devices, 156-159 

Win32 functions, 18 

KeSetTargetProcessorDpc( ) 
function, 136 

KeSetTimer() function, 423 

KeStallExecutionProcessor( ) 
function, 424 

KeSynchronizeExecution( ) function, 
382-383 

Ke WaitForSingleObject( ) function, 66 

keyboard drivers, installing, 541 

keys (Registry), 98-99 

CurrentControlSet, 99, 104-106 

data types, 99-100 

HKEY _LOCAL_MACHINE 

HARDWARE subkey, 101-103 

SOFTWARE subkey, 103 

SYSTEM subkey, 104-106 

Memory Manager, parameters, 86-87 

Microsoft, 99-100 

Services, driver startup, 530-531 

wide character strings, managing, 101 

KiSwitchToThread routine, 109 

Knowledge Base (Microsoft), see KB 

KPRC (kernel processor control block), 
architecture, 111-113 

KTHREAD structure (thread control 
block),109 

listings 667 

L 

laptops, suspending, 630 

Last Known Good 

control set, 538 

values (Select key), configuring, 105 

latched vectors, interrupts, 374-375 

latency 

DPC requests from ISR, 388-390 

interrupts, data transfers, 419-420 

layers 

driver models, 181,216-222,229 

IRPs, processing, 224-229 

layouts, PTEs (page tables entries), 72 

demand zero PTE, 75-76 

prototype PTE, 73-76 

Lazy Writer, 69 

level-triggered interrupts, 374-375 

levels (IRQLs) 

APC_LEVEL, 125-126 

DIRQLs, 128-129 

DISPATCH_LEVEL, 127-128, 130 

HIGH_LEVEL, 129-130 

lowering, 125 

PASSIVE_LEVEL, 125 

library CDs, MSDN (Microsoft Software 
Developer's Network), 487 

linking 

Device Objects, 221-222 

drivers, 503-504 

listings 

Build utility commands, 501-502 

look aside, 185-186 

MDLs (Memory Descriptor Lists), 
190-192 

threads, sorting, 116-117 
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loading 

DLLs, 60-61 

drivers, 247-248 

thread context, 109 

locating 

hardware resources, 259 

I/O Stack, 184-187 

Registry values, 96-98 

locks 

hierarchies, 148-149 

serializing shared data access, 
141-142 

logging 

custom error messages, 517 

driver information, 515-516 

logical addresses, 33, 70, 436-439 

Busmaster DMA devices, 160-162 

data buffer fragments, accessing, 
450-451 

Port I/O space, mapping to kernel 
virtual address space, 296 

logical namespace file system 
drivers, 552 

lookaside lists, 185-186 

lookup tables 

demand paged virtual memory, 46-49 

multiprocessor systems, 47 

looping requests, 386 

low system space, management, 52-53 

lowering IRQLs, 125 

LPC (Local Procedure Call), 15-17,26 

LRU algorithm (least recently used), 
83-85 

M 

Mach operating system, 13-14 

macros 

ASSERT( ), defining, 509 

IoRequestDpc( ), 367 

mailing lists 

DDK-L, 627 

NTDEV, 627 

NTFSD, 627 

MajorFunction field, 187 

managing 

address spaces, 52-53 

DMA data transfers, Adapter 
Objects, 435-436 

physical memory, 82-83 

system objects, 24-25 

wide character strings, 101 

manipulating device data transfers, 
398-399 

manual startup, driver testing, 533 

map registers, 161-162,436-439 

logical DMA addresses to physical 
addresses, 161-162 

mapping to data buffer, 444-448 

system scatter/gather, 437-439 

Mapped Page Writer, 67-68 

mapping 

device memory to user spacem, PIO 
devices, 421-422 

file views, 55 

IRQs to IRQLs, 129 

kernel virtual address space to PIO 
devices, 156-159 

logical address to kernel virtual 
address space, 296 



virtual addresses to physical 
addresses, 52, 70 

context, 80-81 

page tables, 71-76 

probing, 88-89 

TLB (translation lookaside 
buffer),77 

masking processor activities, 122-123 

MCA buses, querying, 273 

MCI (Multimedia Control 
Interface),212 

MdlAddress field, 186 

MDLs (Memory Descriptor Lists), 
88-89, 190-192 

buffer addresses, mapping, 394 

opaque structures, 190 

measuring driver performance, 164 

memory 

address space, 33-34 

64-bit pointer support, 53 

loading DLLs, 60-61 

paged pools, 54 

pages, 12 

processes, 12 

system address space, 52-54 

user address space, 52-53 

buffers 

common buffer, allocating, 
461-464 

mapping to kernel virtual address 
space, 156-159 

TLBs (Translation Lookaside 
Buffers), 161-162 

data structures, FCBs (File Control 
Blocks), 557 

demand paged virtual memory, 12, 
46-47 

dirty pages, writing, 67 

Memory Manager subsystem 669 

DMA (Direct Memory Access) 
devices 

logical addresses, 160-162 

scatter/gather, 162-164 

hyperspace, 54 

layout, X86 platforms, 54-57 

paging, overlay technique, 48-49 

physical 

depleting, 50 

managing, 82-83 

transition state, 66 

PIO (Programmed I/O) devices, 
mapping to user space, 421-422 

PTEs (page table entries), 72 

demand zero, 75-76 

prototype, 73-76 

registers, accessing, 35 -37 

shared, data transfers, 58,400-403 

virtual 

address spaces, 50-51 

address translation, 69-77 

context, 80-81 

copy-on-write, 58-61 

VLM (Very Large Memory), 53 

Memory Management subkey (control 
sets), 105-106 

Memory Manager subsystem, 26 

address spaces, managing, 52-53 

breakpoints, reclaiming, 61 

file-mapping, 62-63 

FSD integration, 555-556 

functions, 190-192 

hyperspace, 54 

MDL (Memory Descriptor List), 
88-89 

page faults, 50 

page frame database, physical 



670 Memory Manager subsystem 

memory management, 82-83 

page tables, updating, 65-66 

pages, reclaiming, 63 

PTEs (page table entries), 72 

demand zero PTE, 75-76 

prototype PTE, 73-76 

Section object, 62-63, 85 

system address space, 54 

tuning, 85-87 

User mode, 78 

working sets, 63-65 

memory-mapped files, 62-63, 68 

dirty pages, writing, 67 

VADs (virtual address descriptors), 
79-80 

Message Compiler, invoking, 524 

message reception, NDIS Miniport 
drivers, 584-585 

methods, buffering, 219 

Microkernel, 13, 27-28 

Balance Set Manager, 65-66 

DPC Queue, servicing, 133-134 

Mach operating system, 13-14 

Microsoft 

file system development kit, 
Web site, 557 

Microsoft key (Registry), 99-100 

Windows MessageCompiler, custom 
error messages, 517 

Windows NT V5.0, 629 

device drivers, 630 

DriverEntry( ) function, 630-631 

Mini Drivers, 215-216 

NDIS, 580-581 

initializing, 582 

interrupt service routine, 584 

transmit operations, 
completing, 584 

transport processing, 583-584 

SCSI Miniport, 569-571 

developing, 575 

initialization, 572-573 

interrupt service, 574 

requests, 573-574 

structure, 571 

Video Display, 560-561 

MinorFunction field, 187 

MmGetMdlByteCount ( ) function, 191 

MmGetMdlByteOffset ( ) function, 191 

MmGetMdlVirtualAddress( ) function, 
191, 445-446 

MmGetSystemAddressForMdl ( ) 
function, 190-191, 394 

MmProbeAndLockPages() function, 397 

mnemonics, IRQL levels, 123 

Modified Page Writer, 67 

modified state (pages), 83 

ModifiedNoWrite state (pages), 83 

modifying Registry values, 94-98, 
105-106 

modules, Windows NT subsystems, 
19-20 

most significant bits, Intel platform, 
71-75 

Mount operation, initiating, 221 

mouse drivers, installing, 541 

moving data to shared memory, 400-
403 

MPs (multiprocessor systems), 
dispatching threads, 110 

MSDN (Microsoft Developer's 
Network), subscribing, 486-487 

MSFS (Mail Slot File System), 552 

MSVC (Microsoft Visual C++), compil­
er,486-487 

Multimedia Control Interface, see MCI 

multiple operating system emulation, 
14-15 



I 

I 

I 
,I 

I 

I 

I 

multiprocessing, 12 

demand paged virtual memory, 
lookup tables, 47 

DPCs (Deferred Procedure Calls), 
execution, 376-377 

interrupts, concurrent operation, 365 

SMP (symmetric multiprocessing), 12 

spin locks, acquiring, 144-146 

synchronization, 139-142 

multiprocessors, 110 Subsystem 
support, 172 

multitasking, 11 

multithreading, 10 

Mutex, synchronizing shared data 
access, 142 

N 

Nagar, Rajeev, 557 

naming 

Device Objects, 279, 281-282 

symbolic links, 282-284 

Native NT APIs, 18 

NDIS (Network Driver Interface 
Specification),578-580 

Library, 580 

Miniport drivers, 581 

initializing, 582 

interrupt service routine, 584 

message reception, 584-585 

serializing, 585 

transmit operations, 
completing, 584 

transport processing, 583-584 

TDI drivers, 234 

near line data storage, 552 

objects 671 

Neither 110, 189 

buffer addresses 

accessing, 395-397 

describing, 194 

characteristics, 195-196 

implementing, 553 

validating, 325 

network file systems, redirectors, 551 

news groups 

Kernel mode driver writers, 627 

Microsoft, 627 

NMI (Non-Maskable Interrupt), 
129-130 

non-paged pool, 56, 81 

notification of completion, drivers, 
229-233 

NPFS (Named Pipe File System), 552 

NT Insider, The, 626 

ntdef.h file, utility macros, 171 

NTDEV, mailing list, 627 

NTFSD, mailing list, 627 

NTSTATUS.H file, 328 

null terminated strings, 99-100 

number field (DPC objects), 134 

Numega Technologies, Inc., SoftICE, 
488-489 

o 
Object Manager, 20-22, 24-25 

BaseNamedObjects directory, 108 

FSD integration, 556-557 

objects 

Adapter, 179 

Device, 176-179,217,219-220 

Disk Class driver, 218-220 

reference counts, 218 

requests directed to, 223 
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DPCs (Deferred Procedure Calls), 
130-131, 134 

importance, 135 

queuing, 132 

target processor, 135-136 

Driver, 175 

File, 174 

reference counts, 218 

110 Subsystem 

fully opaque, 173 

partially opaque, 173 

Interrupt, 179 

Kernel, 27-28 

obtaining adapter objects, 307-309 

opaque data structurers, 190 

operating systems 

images, 49, 62-63 

Mach, 13-14 

physical memory, sharing, 48-49 

uniprocessors, implementing spin 
locks, 151-152 

Windows NT 

Environment Subsystems, 15-17 

Executive level components, 14 

HAL (Hardware Abstraction 
Layer),31-32 

integrated networking, 14 

LPC (Local Procedure Call), 15-17 

Microkernel, 13-14,27-28 

multiple operating system 
emulation, 14-15 

native APIs, 18 

scheduling, 111-120 

synchronization, 130 

optimiZing Memory Manager, 85-87 

organization 

drivers, 247-248 

Registry 

data types, 100 

hives, 93-97 

keys, 98-99 

OSR, Web site, 629 

output 

BUILD utility, 504 

WinDbg, displaying, 508 

overlay systems, 48-49 

p 

Packet-Based DMA, 159-160, 439-440, 
480-481 

comparing to Common Buffer DMA, 
441-442 

data transfers, 442-448 

completing, 457-460 

programming, 449-456 

driver execution, propagating, 
474-478 

example, 464-471 

ISR (Interrupt Service Routine), 
472-473 

logical addresses, 160-162 

packets 

IO_ERROR_LOG_PACKET, 516 

error logs, allocating, 520 

paged pools, 54 

paging, 12 

dirty pages, writing to memory­
mapped files, 68 

faults, 50, 77 

LRU algorithm (least recently used), 
84-85 

overlay technique, 48-49 

page directory, 71-75 

page frame database, physical 
memory management, 82-83 



physical 

free, 47 

transition state, 66 

recovery algorithm, 83-85 

removing from working set, 65 

states, 82-83 

tables, 50-51, 71-76, 81 

User mode, 58, 78 

virtual, 46-47 

access control bits, 56-57 

copy-on-write, 59-61 

sharing physical pages, 58 

tables, updating, 65-66 

virtual-to-physical translations, 50 

Paging File PTE (page table entry), 76 

parameters 

ByteOffset, 226 

Control subkey (control sets), 
105-106 

DpcForIsr entry point, 376-377 

110 requests, 205-208 

IoCompleteRequest( ) function, 
PriorityBoost, 329 

IoCreateDevice( ) function 

DeviceType, 279-280 

Exclusive, 280 

read requests, locating, 206 

Registry, configuring, 540-541 

Parameters field, 188 

parsing system names, 22, 24 

partially opaque objects (110 

Subsystem), 173 

PASSIVE_LEVEL IRQLs, 125 

PC Card drivers, installing, 541 

PCI buses, querying, 267-273 

pending requests, 332-333 

PIO (Programmed 110) devices 673 

performance 

data transfers, interrupt latency, 
419-420 

Memory Manager, tuning, 85-87 

Performance Monitor, checking 
drivers, 510 

periodicals, 626 

PFN database (page frame number), 
82-83 

physical memory 

free, 47 

managing, 82-83 

paging 

access control, 57 

memory depletion, 50 

reclaiming pages, 63 

sharing, 48-49, 59-61 

transition state, 66 

VLM systems (Very Large 
Memory),53 

Physical Memory Section Object, 85 

PICs (Programmable Interrupt 
Controllers),41 

PIa (Programmed 110) devices, 155-159 

ATA (AT Attachment) disk 
controllers, 402-403 

data transfers, 391-397 

designing, 420 

mapping memory to user space, 
421-422 

polling, 422-426 

synchronous driver 
implementations, 427-431 

DPCs (Deferred Procedure Calls), 
415-419 

ISRs (Interrupt Service Routines), 
412-415 

memory space register, accessing, 
157-159 

StartIo entry point, 406-411 
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platforms 

independence, 110 Subsystem, 170 

Intel, most significant bits, 71-75 

X86, memory layout, 54-56 

PNP (Plug N Play) IRPs, 634 

policies, scheduling, 112-113 

pool checking, enabling, 510 

port drivers, installing, 541 

port 110 space, 33-34, 296 

portable PCs, suspending, 630 

PO SIX, Environment Subsystem, 17 

pre-emptive multitasking, 11, 118-120 

see also threads 

preventing deadlocks, 147-149 

priorities, 11 

comparing to IRQLs, 123 

DIRQLs, 129 

DPCs, queuing, 133-134 

threads 

dynamic, 113-114 

IRP, 329 

real-time, 113-116 

PriorityBoost parameter, 
IoCompleteRequest() function, 329 

probing, 88-89 

Process Manager, 26 

processing, 10 

address space, 12, 79-80 

asynchronous execution, 17, 349 

comparing ISR and DPC, 387-388 

DMA data transfers, 434-435 

DpcForIsr routines, 250-251 

instantiation, 62-63 

IRPs, 323 

programmed 110 data transfers, 
391-397 

requests 

classes of context, 254 

context, 253-254 

device drivers, 248-252 

thread scheduling context, 254 

synchronous, 427-431 

synchronous execution, 17 

threads, 10 

arbitrary thread context, 133-134 

dispatching, 14, 107-110 

FSDs, calling, 553-554 

FSDs, Object Manager integration, 
556-557 

FSDs, VM subsystem integration, 
555-556 

interrupts, 118-120 

pre-emption, 118-120 

priorities, 113-114 

quantum exhaustion, 115 

quantums, 11, 117 

scheduling, 111-120 

sharing data structures, 140-142 

spin locks, 142-150 

states, 108-109 

values, establishing, 114 

working sets, 64-65 

processors, 13 

architecture 

logical addresses, 33 

x86, incompatible abstractions, 
43-44 

quantity, checking, 172 

Profiles subkey, 105-106 

Programmable Interrupt Controllers, 
see PICs 

Programmed I/O devices, 
see PIO devices 

programming devices, Packed-Based 
DMA transfers, 449-456, 470-471 



programs 

debugging, copy-on-write, 59-61 

multiple operating system emulation 
(Windows NT), 14-15 

processes, 10 

propagating driver execution, 458-460 

Common Buffer DMA devices, 463 

Packet-Based DMA drivers, 474-478 

properties, VLM (Very Large 
Memory),53 

protection mode (memory), address 
spaces, 51 

Prototype PTE (page table entry), 72-76 

prototypes, see functions 

PsCreateSystemThread() function, 
425-426 

PTEs (page table entries), 72 

demand zero PTE, 75-76 

page faults, 78 

prototype PTE, 73-76 

Q 

quantums, 11, 117 

exhaustion, 115 

pre-emption, 118-120 

querying 

bus configuration data, 267-273 

Registry, 260, 274-275, 277 

system 

configuration data, 262, 264-266 

processor quantity, 172 

queueing 

DPC objects, 132 

Driver, 337-340, 357-358 

pending IRPs, 323 

requests, 332-333 

System, 335, 337, 354-356 

registers 675 

R 

raising IRQL levels, 125 

read operations 

Adapter Objects, 436 

Dispatch routine, 403-411 

parameters, locating, 206 

ready queue, sorting threads, 116-117 

ready state (threads), 108 

READ_PORT_BUFFER_UCHAR 
function, 37-40 

READ_PORT_UCHAR function, 35 

READ_REGISTER_UCHAR 
function, 35 

real-time priorities, 11, 113 

BASEPRIORITY values, 
establishing, 114 

PRIORITY values, adjusting, 
115-116 

reclaiming 

breakpoints, Memory Manager, 61 

pages, 63 

redirectors, 551 

reference counts 

Device Objects, 218 

File Objects, 218 

incrementing, 140-142 

references (memory), invalid, 81 

Regedit.exe, 95 

HAL resources, displaying, 96-97 

Registry values, locating, 96-98 

Regedt32.exe, 94-96 

Regini.exe, 97-98 

regions, 54, 81 

registers 

accessing in memory space, 35-37, 
399-403 

data transfers, controlling, 399 

mapping to data buffers, 444-448 
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PIO address space, accessing, 
157-159 

Registry, 93-97 

CurrentControlSet key, 104-106 

data types, 99-100 

driver startup 

DependOnGroup value, 538-539 

DependOnService value, 538-539 

DisplayName value, 540 

ErrorControl value, 537-538 

Group value, 534-535 

ImagePath value, 540 

Services key, 530-531 

Start value, 532-533 

Tag value, 535-537 

Type value, 531-532 

editing, 94-98 

hives, 93-97 

HKEY _LOCAL_MACHINE 

HARDWARE subkey, 101-103 

SOFTWARE subkey, 103 

SYSTEM subkey, 104-106 

keys, 98-99 

data types, 99-100 

Select key, 104-106 

wide character strings, 101 

parameters, 216 

configuring, 540-541 

Memory Manager, 85-87 

querying, 260 

querying, 274-275, 277 

subkeys, 99-100 

values, 96-98 

viewing, 94-97 

Reinitialize entry point, 246 

releasing executive spin locks, 146 

removing pages from working set, 65 

reporting BSOD (blue screen of death), 
513-514 

request parameters, read requests, 206 

RequestorMode field, 186 

requests 

APC (Asynchronous Procedure 
Calls), 126 

asynchronous processing, 349 

buffer length, 398 

cancel processing, 350-353 

Common Buffer DMA transfers, 
460-464 

CustomDpc routines, 368 

DMA data transfers, processing, 
434-435 

DPCs (Deferred Procedure Calls), 130 

DpcForIsr, 365 

DPCs from ISRs, 137 

invoking, 132-134 

latency, 388-390 

objects, 131-132, 134-135 

Driver Queuing, 337-340, 357-358 

Environment Subsystem, 
bypassing, 17 

FSDs (File System Drivers), 553-554 

110, name resolution, 556-557 

IRPs 

pending, 332-333 

processing in layers, 224-229 

looping, 386 

native APIs, 18 

Packet-Based DMA transfers, 
442-448 

completing, 457-460 

device, programming, 449-456 

PNP (Plug N Play), 634 

processing, 341 

classes of context, 254 

context, 253-254 



device drivers, 248-252 

Dispatch routines and context, 
254-256 

drivers, 252 

thread scheduling context, 254 

queuing, 332-333 

read/write, DpcForIsr routine, 
379-386 

SCSI Miniport Drivers, 573-574 

synchronous processing, 341-348 

System Queuing, 335, 337, 354-356 

write 

initiating, Packet-Based DMA 
drivers, 468-469 

validating, Packet-Based DMA 
drivers, 467 

resolving 

deadly embrace deadlocks, 147-149 

system names, 20-22, 24 

resources 

abstractions, device addressing, 32-33 

developing FSDs, 557 

definition files, defining, 526 

HAL (Hardware Abstraction Layer), 
displaying in Registry, 95-96 

hardware 

claiming, 285-293 

describing, 260 

locating, 259 

processes, dispatching threads, 
108-110 

utilization list, displaying, 102-103 

restrictions, DMA device driver 
alignment, 479-480 

retrieving 

context information from ISR, 
369-370 

software, driver development 
environment, 486-489 

scatter/gather 677 

RISC processors, DMA operations, 
444-448 

routines 

AdapterControl, entry point, 449-451 

Boolean, FastIoRead, requesting 
FSDs, 554 

comparing DpcForIsr and 
CustomDpc, 377 

CustomDpc, 375 

Dispatch, 403-411, 465-469 

DpcForIsr, 375-379 

DPCs (Deferred Procedure Calls) 

custom, 368 

multiple invocations, 133-134 

servicing, 132 

DriverEntry, SCSI Miniport drivers, 
572-574 

HAL (Hardware Abstraction Layer), 
accessing PIO device memory space, 
157-159 

ISRs (Interrupt Service Routines) 

completing, 136 

requesting DPCs, 137 

KiSwitchToThread() function, 
dispatching, 109 

spin locks, 142 

executive, 143-150 

interrupt, 150 

StartIo, 403-411 

running state, pre-emption, 108, 
118-120 

s 
sample error message definition files, 

517, 519 

saving crash dumps, 514 

scatter/gather, 162-164,453-460 
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scheduling threads, 11, 14, 111-120, 
127-128 

scripts, installation, 542-546 

SCSI Miniport drivers, 216, 569-571 

Class drivers, 235 

developing, 575 

serializing, 571 

structure, 571 

initialization, 572-573 

interrupt service, 574 

requests, 573-574 

tasks, 570-571 

SDK (Platform Software Development 
Kit), preparing driver development 
environment, 487 

Section Object, 62-63, 85 

security events, logging, 515-516 

Security Reference Monitor, 25-26 

SEH (Structured ExceptionHandling), 89-
92 

Select key, 104-106 

seminars, Kernel mode training (Open 
Systems Resources, Inc.), 628 

serial port speed, increasing, 508 

Serializing 

APC processing, 126 

DDI drivers, 566-567 

Miniport drivers 

NDIS, 585 

SCSI, 571 

shared data access, 141-142 

Service Control Manager, 106 

service packs, 499 

ServiceGroupOrder subkey 
(control sets), 105-106 

Services subkey (control sets), 105-106 

Services.exe (Service Control 
Manager), 106 

servicing DPCs (Deferred Procedure 
Calls), 132-134 

Session Manager subkey (control sets), 
105-106 

shared memory, 58 

accessing, 400-403 

copy-on-write virtual memory, 58-61 

data transfers, 400-403 

file-mapping, 62-63 

physical memory, 47-49 

sharing 

data structures, 140-142 

interrupts, 374-375 

resources (threads), 108 

shutdown notification, 349-350 

SIDs (Security Identifiers), 25-26 

signal state, 27-28 

sites (Web) 

Microsoft file system development kit, 
557 

OSR (Open Systems Resources, Inc), 
628-629 

Windows NT Kernel-Mode Driver 
FAQ,628 

Slave DMA, 165-166 

SMP (symmetric multiprocessing), 12 

SoftICE (Numega Technologies, Inc.), 
488-489 

software 

driver development, accessing, 487 

IRQLs (Interrupt Request Levels), 
122-123 

SOFTWARE subkey, 103 

sorting thread lists, 116-117 

source code, debugging, 488-491, 
505-506 

Special Kernel APC, 126 

specifying IRQL levels, 124 



spin locks, 365 

executive 

deadlocks, preventing, 147-149 

debugging, 149-150 

releasing, 146 

holding, 152 

implementing on uniprocessor 
systems, 151-152 

multiprocessor synchronization, 134 

timeouts, 149-150 

SRBs (SCSI Request Blocks), format, 
573-574 

stacks, 185-186,213 

fields, 187-188 

kernel mode, unpinning, 66 

locating, 184-187,223 

organizing, 216-222 

Registry parameters, 216 

StackSize field, 219 

standards, NDIS (Network Driver 
Interface Specification), 578-579 

standby list, paging, 83-84 

Start value (Registry), driver startup, 
531-533 

starting Development System debugger, 
491, 494-498 

StartIo routine, entry points, 246, 
406-411 

startup, drivers 

auto start time, 533 

demand start, 533 

DependOnGroup value (Registry), 
538-539 

DependOnService value (Registry), 
538-539 

DisplayName value 
(Registry), 540 

ErrorControl value (Registry), 
537-538 

Group value (Registry), 534-535 

subkeys 679 

ImagePath value (Registry), 540 

Kernel mode, 530 

Last Known Good control set, 538 

Start value (Registry), 532-533 

Tag value (Registry), 535-537 

Type value (Registry),531-532 

states 

pages, 82-83 

pre-emption, 118-120 

threads, 108 

status codes, 590-623 

status field, 110 status block, 328 

storing 

interrupts, 366-367 

near line data, 552 

strings 

locating in Registry, 97-98 

null terminated, 99-100 

UNICODE_STRING, 101 

wide character, managing, 101 

structures 

Common Buffer DMA, 463 

drivers, 223-224 

Memory Manager 

MDL (Memory Descriptor List), 
88-89 

Section object, 62-63, 85 

SCSI Miniport Drivers, 571 

initialization, 572-573 

interrupt service, 574 

requests, 573-574 

subkeys, 99-100 

control sets, 105-106 

description, 541 

HKEY _LOCAL_MACHINE 

HARDWARE, 101-103 

SOFTWARE, 103 

SYSTEM, 104-106 



680 subscribing, MSDN (Microsoft Developer's Network) 

subscribing, MSDN (Microsoft 
Developer's Network), 486-487 

subsystems 

Executive, scheduling policy, 112-113 

see also Executive Subsystem 

110 Manager, 167-169 

Adapter Objects, 179 

asynchronicity, 180 

configurability, 171 

consistency and structure, 168 

Device Objects, 176, 178-179 

Driver Object, 175 

File Object, 174 

Interrupt Objects, 179 

IRPs, 181 

layered driver model, 181 

multiprocessor support, 172 

platform independence, 170 

pre-empting, 172 

see also 110 Manager 

VM (virtual memory), FSD 
integration, 555-556 

suspending laptops, 630 

swapping out kernel stacks, 66 

symbolic links, 282-284 

symbols (debugging), configuring, 
498-500 

symmetric multiprocess, see SMP 

synchronization, 130 

multiprocessor, 134 

shared data access, 139-142 

Synchronize Function entry points, 247 

synchronous 110 systems, 180 

Synchronous processing, 341-348, 
427-431 

system address space, 52-54 

system clocks, 43 

system configuration data, querying, 
262,264-266 

System DMA devices, 165-166, 480-483 

system events, logging, 515-516 

system failures, BSOD (blue screen of 
death),512-514 

system names, resolving, 20-22, 24 

system objects, managing, 24-25 

system processes, working sets, 64-65 

System Queuing, 335, 337 

ATAIIDE disk controllers, read/write 
operations, 403-411 

DMA data transfers, processing, 434 

driver execution, propagating, 
459-460 

IRPs 

cancellation, 354-356 

device validation, 392-393 

ISRs, 369-370 

system scatter/gather, 437-439 

system services, Windows NT, 18 

SYSTEM subkey, 104-106 

T 

tables, virtual lookup, 47-49 

Tag value (Registry), driver startup, 531, 
535-537 

Tag vector, format, 536 

target processor (DPC objects), 135-136 

tasks, SCSI Port Driver, 570-571 

IDI drivers, communicating with NDIS 
drivers, 234 

Test System 

Checked Build, installing, 489-491 

configuring, 488-491 

connecting to Development 
System, 491 
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debugging 

drivers, 505-508 

kernel mode, enabling, 491-494 

symbols, configuring, 499-500 

multiple system images, 
installing, 508 

software, accessing, 486-489 

templates, defining resource definition 
files, 526 

testing drivers on MP systems, 509 

text 

setup, driver installation, 542-546 

strings, locating in Registry, 97-98 

threads, 10 

asynchronous I/O operations, 181 

Balance Set Manager, 65-66 

context 

arbitrary, 133-134 

loading, 109 

data structures, sharing, 140-142 

dispatching, 14, 107-110 

disabling, 112-113 

KiSwitchToThread routine, 109 

FSDs (File System Drivers) 

calling, 553-554 

ObjectManager integration, 
556-557 

VM subsystem integration, 
555-556 

interrupts, 118-120 

IRPs, priorities, 329 

IRQLs 

APC_LEVEL, 125-126 

DISPATCH_LEVEL, 127-128 

PASSIVE_LEVEL, 125 

multitasking, 11 

pre-emption, 118-120 

translating 681 

priorities 

adjusting, 115 

comparing to IRQLs, 123 

dynamic, 113-114 

quantums, 11, 115, 117 

ready queue, sorting, 116-117 

scheduling, 111-120 

spin locks, 142 

executive, 143-150 

implementing on uniprocessor 
systems, 151-152 

interrupt, 150 

states, 108 

values, establishing, 114 

worker, creating, 425-426 

time-of-day clocks, 43 

timeouts, spin locks, 149-150 

Timer DPC entry points, 247 

TLBs (Translation Lookaside Buffers), 
161-162 

Trail.Overlay.DeviceQueueEntry 
field, 187 

Trail.Overlay.Thread field, 187 

Trail.OverlayListEntry field, 187 

transferring data 

data between driver and buffer, 
399-411 

data in ISR, 419-420 

DMA (Direct Memory Access) 

Common Buffer, 460-464 

Packet-Based, 442-460 

transition list, paging, 66, 83-84 

translating, 69-70 

bus addresses, 293-295, 297-299 

logical addresses to physical 
addresses, 437-439 

page tables, 71-76 

TLB (translation lookaside buffer), 77 

User mode, virtual-to-physical, 87-88 

virtual-to-physical, 50, 76 



682 Translation Lookaside Buffers 

Translation Lookaside Buffers, see TLBs 

transport proccesing, NDISMiniport 
drivers, 583-584 

trimming working set, 65 

troubleshooting executive spin locks, 
149-150 

see also debugging 

try ... except exception handler, Neither 
110 buffer validation, 325 

tuning Memory Manager, 85-87 

Type value (Registry), driver startup, 
530-532 

11 

UCHAR (function variant), 34-37 

ULONG (function variant), 34-37 

unicode strings, Device names, 279 

UNICODE_STRING structure, 101 

uniprocessors, implementing spin locks, 
151-152 

unloading, dynamic, 252 

unpinning kernel stacks, 66 

unused PTE (page table entry), 76 

UP (uniprocessor systems), 
dispatching, 110 

updating virtual page tables, 65 -66 

User mode, 51 

addresses, 52-53, 87-88 

drivers, 212 

Environment Subsystems, 15-17 

page faults, 78 

working sets, 64-65 

write access, paging, 58 

UserBuffer field, 187 

USHORT (function variant), 34-37 

utilities 

v 

Build, invoking Message 
Compiler, 524 

dumpbin,32 

macros, ntdef.h file, 171 

Performance Monitor, checking 
drivers, 510 

regedit.exe, locating Registry values, 
97-98 

regedt32.exe, 94-96 

regini.exe, 98 

service.exe, 106 

winmsd.exe, 102-103 

VAD (Virtual Address Descriptor), 54, 
79-80 

validating 

IRPs, 323-327, 392-393 

Neither 110 operations, 325 

write requests, Packet-Based DMA 
drivers, 467 

values 

BASEPRIORITY, establishing, 114 

IRQLs, defining, 122-123 

Registry, 99 

DependOnGroup, 538-539 

DependOnService, 538-539 

DisplayName, 540 

ErrorControl, 537-538 

Group, 534-535 

HARDWARE subkey, configuring, 
102-103 

ImagePath, 540 

locating, 96-98 

Select key, 104-106 



SOFTWARE subkey, 
configuring, 103 

Start, 532-533 

SYSTEM subkey, configuring, 
104-106 

Tag, 535-537 

Type, 531-532 

threads, 118-120 

see also priorities 

variants (functions), 34-37 

vectors, translating, 302-303 

versions 

inserting resources in drivers, 525 

resource definition files, defining, 
526-527 

service packs, 499 

Video Display drivers, 559-563, 567-568 

Video Miniport drivers, 561 

Video Port drivers, 560-561 

viewing 

Registry values, 94-97 

resource utilitization list, 102-103 

threads, sorted listings, 116-117 

views, mapping, 55 

virtual memory 

address space, 50-51 

mapping to PIO devices, 156-159 

pages, 12 

address translation, 69-70 

page tables, 71-76 

TLB (Translation Lookaside 
Buffer),77 

User mode, 87-88 

context, 80-81 

copy-on-write, 58-61 

demand paged, 46-47 

DMA devices, scatter/gather, 162-164 

file-mapping, 62-63 

FSD integration, 555-556 

Windows NT 683 

pages, access control bits, 56-57 

PTEs (page table entries), 72, 75-76 

demand zero, 75-76 

prototype PTE, 73-74 

see also demand paging, virtual 
memory 

VLM (Very Large Memory), 53 

VPB (Volume Parameter Block), 221 

w 

Wait state (threads), 108 

Web sites 

Microsoft, 511 

Microsoft file system development 
kit, 557 

OSR (Open Systems Resources, Inc.), 
628-629 

Windows NT Kernel-Mode Driver 
FAQ,628 

"well-known names," 108 

wide character strings, managing, 101 

Win32 

API, 14-15 

Environment Subsystem, 18 

error codes, 590-623 

subsystem, handling status codes, 328 

WinDbg utility 

activating on Development System, 
494-498 

drivers, debugging, 505-508 

extensible command interface, 
506-507 

output, displaying, 508 

Windows NT 

characteristics 

demand paged virtual memory, 12 

multiprocessing, 12 
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multitasking, 11 

processor architecture 
independence, 13 

Checked Build, debugging executive 
spin locks, 149-150 

Environment Subsystems, 15-17 

Executive level components, 13-14 

Cache Manager, 26 

110 Manager, 20 

LPC (Local Procedure Call 
facility), 26 

Memory Manager, 26 

Object Manager, 20-22, 24-25 

Process Manager, 26 

Security Reference Monitor, 25 

integrated networking, 14 

IRQLs 

APC_LEVEL, 125-126 

DISPATCH_LEVEL, 127-128, 130 

HIGH~LEVEL, 129-130 

PASSIVE_LEVEL, 125 

LPC (Local Procedure Call), 15-17 

Microkernel, 13-14, 27-28 

native APIs, 18 

Registry, 93-97 

data types, 99-100 

hives, 93-97 

keys, 98-100 

regedt32.exe, 94-97 

subkeys, 99-100 

values, 99-100 

threads 

dispatching, 107-110 

priorities, 113-114 

scheduling, 111-113 

version 5.0, 629 

device drivers, 630 

entry points, 631-633 

Windows NT Magazine, 626 

Winmsd.exe, 102-103 

worker threads, generating, 425-426 

working sets, 55, 63-65 

WORM devices (write one read many), 
address translation, 76 

wrappers, 215-216 

write access 

Kernel mode, 57 

User mode, 58 

write requests 

Adapter Objects, 436 

Packet-Based DMA drivers 

initiating, 468-469 

validating, 467 

WriteIsDone() function, 381-382 

WRITE_PORT _BUFFER_UCHAR 
function, 37-40 

WRITE_PORT_UCHAR function 
prototype, 37 

writing 

crash dumps, 56 

dirty pages, 67-68 

to disk, 69 

to memory-mapped files, 68 

Dispatch routine, 403-411 

error codes for drivers, 328, 522 

x-z 
X86 platforms 

drivers, debugging, 495-498. 

memory layout, 54-57 

zero length transfers, IRPs, 325 

zeroed state (pages), 83 
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