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SUCCESSFUL UPDITHM-RESPONSE FORMAT

The format for a successful UPDITM rtesponse command is:
1. Statusl = x’80’, a normal command Ttecponse (1 byte).

2. Status2, unused (1 buyte).

3. Primary Command echoed back to requestor.
4. Secondary Command echoed back fo rtequestor.
5. Group FID, if =s=ecundary command is x‘02‘ (4 bytes).

FAILED UPDITM-RESPONSE FORMAT

" The format for an UFDITH-DEISFONSE which is unsuccessful is:

1. Statusl = x’A0’, a failed command response (1 byte).
2. Status2 is unused (1 butned
3. Primary Command echoed back to requestor (1 byte).
4. Secondary Command echoed back ta requestor (1 byte).
5. Error mescscge = (& pytes), such as:
2001 Aborted to debuoger at Lthe remote node. %
”009 GROUP FoRinT Lunun ENCUUNTERED ON REMOTE NODE. o
= kAo
aOB : SRR - sig to oﬁwéfwwﬁb '
Wut‘r‘“}‘% L= . nnn___ﬁ____, e = BT juguye) o )
2034 Remote Nnde pubt of Ti-0 =rzcc, X
A S 4
77 s A \ ax ™
b Pt (oA B GPE'S U0 s S

,@ﬂw?w Jm%fvww A1 %w
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3 OPEN/CLOSE COMMANDS CVERVIEW

The CPEN and CLOSE commands are the initiating and

terminating commands in the remote file access procedures. The
receipt of an OPEN command &acsszumes that a connection between a
local and remote node has been established. If either an OPEN or

CLOSE command 1s veceived without being preceded by a CONNECT
command the remote will ignore the command.

Furthermore, if s CLOSE command 1s received without being
preceded by an GPEN command the remote will send an
ARORT/DISCONNECT. For further details about CONNECT/DISCONNECT’S
see the PRELIMINARY DESIGN FOR MAKING & BREAKING CONNECTIONS WITH

A REMOTE NODE.

The Virtual Process on the requesting side of the Ultinet
Network 1is responsible Ffor building the OPEN/CLOSE commands. A
special remote—cpen rtoutine is entered when, during the processing
of sn OPEN command, a Remote—file—-definition—item (called
Remaote—Q) is encountered (for details of the the Remote—Q refer to
the INTERNAL SPECIFICATIONS FOR REMOTE FILE ACCESS document).
This routine builds the OPEN command string which is described in
the next section. The command is delivered to the File—-Server
Frocessor (called the FSP) on the remote node.

The FSP is responsible for co©pening the file, adding the
infermation about the file to 1its Open-File table (see

SPECIFICATIONS ON THE OFEN-FILE TABLE for details), and sending
back to the Ttequesting node a successful command response which

includes an Open—file table entry number (called E#).

The Virtual proccess at the requesting node then creates an
entry in the users BMS tasble which is used to keep track of the E#
and overflow space acssociated with that file.

The CLOSE command can be explicitly requested by the virtual
veer or it can be part of the wrapup procedure that terminates a

specific job. Besides creating the CLOSE command string the
Virtual process will reinitialize the BFS table entry and relesse
the overflow used for that file. Upon teceipt of a CLOSE command

the FSP will delete the entry in the Open—-file table, unlock any
items or groups acscsociated with the file, and send a command
response indicating the CLOSE was successful.

All cocmmands and responses used in the ULTINET SYSTEM have a

uniform format. For details of this and standard abreviations
used throughout these specs refer to the INTERNAL SPECIFICATIONS
FOR REMOTE FILE ACCES document. A1l commands and responses

associated with the OPEN file rtouvtine are terminated with a
segment mark.

. FRELIMINARY INTERNAL



THE ULTIMATE CORPORATION
Revision 2, for your comments
by C.Carmichael

4 OPEN COMMAND

The OPEN command 1s issued by & user wishing to access a file

on a remote machine. The curcessful execution of this command
cauvzses the retrieval of the B/M/S of a file and the creation of an
entry in the remote machine’s QOpen—file table. The position of

the entry within this table is known as the "E#"” and is uced to
Teference the file.

4.1 OPEN COMMAND FORMAT

The format for the OFEN command is:

1. Indicatorl field = x‘00’ for commands (1 byte). {#CT\\
2. Indicator2 field = x’00’ for commands (1 byte). \\?

Si Primary command = x‘01’ specifying DPQE\command (1 byte).
4. Secondary coemmand (1 byte). ; } ;
oL

Bits 0—-4 unused. e

Bit S open dict and data sections, SAVE bit.
Bit & cpen dict section, DAF8 bit.

"Bit 7 update priviledges requested, DAF1 bit.

////%f/bestlng Nq?é//ﬁﬁﬂgzgzgjk

. \‘ 4,/, - Mm,\
uvesting Llnpﬁl(ﬁ bytes). . @_j
e '”NOC%Q /
Requestlng Account name (variable length) iﬁcjjf;%-f
Remote Account name {(variable length). \\ S?A jw@\
jol
File name as in attr.3 of Remote-Q (variable length).
N AT
. Data name if DICT,DATA format is used at TCL . -
/: A
, (variable length or null). (\3:; N

A /
\\\//// The variable length data elements within fhﬁ‘commdnd string

are separated by attribute marks, x’FE’s. The command string

itself is terminated by a3 segment mark. a x‘FF"’.

PRELIMIMNARY INTERNAL
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SUCCESSFUL OPEN-RESFONSE FORMAT

The format for a svccessful OPEN- PONSE command is:

1. Statusl = x’80’, a normal command tesponse (1 byte).
2. Status2 (1 byte).

Bits 0-3 unused
bit 3 represents DAFS bit, a single=dexel file. )
AT

/)%;ﬁit S represents a pointer- file.
Bit & represents updating OK.
Bit 7 represents updating the dictionary is OK

gvgﬁﬂfFLgk where applicable.

Primary Command echoed back to requestor.

4. Secondary Command echoed back to requestor.
5. Open—File table "E#" for data section (2 bytes). o
5. Open—file table "E#" for dict section where applicable. 5]
Note: If both the DICT and DATA section are Tequested
and the file is DICT only the E# is repeated. (2 Bytes).
FAILED OPEN-RESPONSE FORMAT

The format for an OFPEN-RESPONSE which is unsuccessful is:

1. Statusl = x’A0‘, a failed command response (1 byte).

2. Status2 is unused (1 byte).
3. Primary Command echoed back to requestor (1 byte).
4. Secondary Command echoed back to requestor (1 byte). ﬁj\
‘ (4
i . - NAWME ,
5. Error message # (2 bytes), such as.N %Kngwjdt ! KCWWGTC N D
2200 2 ¢ NoOT K Vo7 E )
2201 1S NOT A FILE NAME ON REMOTE M-H-I-Néi {DD @
2202 ILLEGAL SECOND LEVEL OF REMOTE-Q FOUND. L’:LI

2210 1S ACCESS PROTECTED ON REMOTE MACHINE.
2213 REMOTE FILE DATA LEVEL DESCRIPTOR IS HISSING.

2‘0’5(" - T b it Lpace R bt | ol
209 | Z Q |
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5 CLOSE COrMMAND

The CLOSE command 1is the complement to the OPEN command.
Just as OPEN causes the retrieval of the B/M/S of a file and
creates an Open—file tzble entry, the CLOSE causes the item in the
Open—file table to be deleted. The closing of file(s) «can be
initiated by the user or can be the natural results of WRAPUP.
Furthermore, the user «can optionally request the closing of an
individval file or the closing of all files that were cpened by
the user. If all +iles are <closed then the CLOSE rtoutine
additionally <cearches the Group—-lock table &and wunlocks any
group/i1tem(s) ascsociated with the user.

5.1 CLOSE COMMAND FORMAT

‘ The format for the CLOSE command is:

I

1. Indicator! field

x ‘00’ for commands (1 byte). _
Indicator2 field x 00’ for commands (1 bgte)L//)
—_—

2. =
3. Primary command = x‘06’ specifying CLOSE command (1 byte)
4. Secondary command (1 byte).

-

a specific file is to be closed.
frpde-e-opened by user are. tfbebecdocad,

S. Open—file table E# (2 bytes).
(Used only if the secondary command is x’007)

PRELIMINARY INTERNAL
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9.2 SUCCESSFUL CLOSE-RESFPONSE FORMAT

x‘’80’, a normal command response (1 byte).

]

1. Statusl

x 00/, not used (1 byte).

2. Status2
3. Primary Command echoed back to requestor. B

4. Secondary Command echoed @ack to tequestor. -
S. _Erro} j§7age # fﬂ gg%a?)

- Zz/aém e FILE-%xx cLOSED.
- L/ yo REMOTE FILES CLOSED ON NODE xxxx.

Pl fost {? E¥ e lowed

5.3 FAILED CLOSE-RESPONSE F RMAT

The only circumstance that would prevent a successful file
closing 1is assumed to be an error in the command string.
Therefore a command—re jéxt rtesponse is returned to the wuser. The
format for a commaryd—re ject 1is covered in the INTERNAL

SPECIFICATION FOR REMOTE/FILE ACCESS. &:iy

PRELIMINARY INTtRNAL
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1.0 OVERVIEW

After having opened a file via the OPEN subroutine, a
user can retrieve items from this file by making a call to
either the RETIX (or one of its variants) or the GETITM
subroutine.

This document describes the protocol to be observed at
the application level and some of the changes that need to be
made on the operating system to support the retrieval of
items from a remote file.

1.1 RELATED DOCUMENTATION
i. User Level Documentation for the Ultimate
Network.
2. Internal Specification for Remote File Access.

3. Specifications on the Open—-File Table.

4. Design Specification on Base., Modulo %
Separation and Related Tables for Remote File
Access.

3. Specifications on the Remote Open/Close
Commands.

b. Design Specification for Making and Breaking

Connections with a Remote Node.

7. Specifications for Group/Item Lock Tables.

1.2 TERMINOLOGY
Commas are used to indicate concatenated fields in the

command and response formats. When referencing bits in a
field, bit O will indicate the most significant bit.

L Proprietary Trade Secrets of the Ultimate Corporation 1
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2.0 RETRIEVING ITEMS WITH RETIX

The following variants of RETIX are supported for
performing remote file accesses:

#* RETIX

#* RETI

# RETIXU RETIX with a group lock.

# RETIXUX : RETIXU with the option to quit if the
group was found locked.

# RETIXI RETIX with an item lock.

# RETIXIX : REITIXI with the option to quit if

the item/group was found locked.

The current RETIXX entry point will not perform remote
file accesses.

2.1 THE RETIX COMMAND

When a call is made to one of the above RETIX
subroutines, the BASE field is checked to ascertain whether
or not a remote file is being accessed. I# the file is

local, normal processing continues.
I# it is found to be a remote +$file. the vuser process

prepares to transmit a RETIX command to the referenced remote
node. This command has the following format :

IND , C1 , C2 , TO-ADDR , FROM-ADDR , E# ., ITEM-ID ™

where,
#* IND is the indicator field. Always set to zero.
[ & Bytes 1
#* c1 the primary command field. Cl1 is set equal to
X027 for RETIX type commands.
L 1 Byte 1

L Proprietary Trade Secrets of the Ultimate Corporation 1
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3* c=2 the secondary command field qualifies the

variation of RETIX that is to be executed and
has the following bit assignment (bit O is the
most significant bit):

Bits 0 - 4 Reserved and currently set to O.

Bit 5 Set if the X option is in effect
(ie. RETIXUX. RETIXIX).
Valid only if bit 7 = 1.

Bit & O for Group Lock.
1 for Item Lock.
Valid only if bit 7 = 1.

Bit 7 O if no locks requested.
1 if locks are requested.

[ 1 Byte 1

*

TO-ADDR Is the application—level destination address
{(node #, line #) of the File Server at the
Remote Node.
L 4 Bytes 1

%

FROM~-ADDR Is the application—-level address (node #. line
#) of the user requesting the RETIX.
' [ 4 Bytes 1

# E# the entry number in the remote node’s Open-File
Table used to reference the given remote file.
[ 2 Bytes 1

%*

ITEM-ID +the wvariable length Item—~Id of the item to be
retrieved. The Item—Id is terminated by an
attribute mark.

n
3

2 THE RETIX RESPONSE

After having processed the received RETIX command, the
remote node returns a RETIX response. The +following
subsections describe the types of responses that can be
expected.

[ Proprietary Trade Secrets of the Ultimate Corporation 1
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2 2.1 NORMAL RETIX RESPONSE

The following is the format of the response string returned
by the File Server at the remote node when RETIX successfully
retrieves an item, or if it was unable to retrieve the
referenced item under normal conditions:

STAaTL » 8TAT2 » C1 , C2 , TO-ADDR , FROM-ADDR , ———+

+-2 Remote Group FID [ , COUNT , ITEM-ID . ITEM BODY. "~ <- 1

where,
* 8TATI is the high order byte of the status field and
is equal to X’8B0’.
L 1 Byte 1
* STATZ2 is the low order byte of the status field with
the following bit assignments

Bits O — 5 Reserved and currently set to O.

Bit 6 Analogous to the RTNFLG bit in
GLOCK/GLOCK. (RTNFLG will be
replaced by 8B&61 for new GLOCK
routine).

Bit 7 Analogous to RMBIT for RETIX. Set
if an item was found. zero
otherwise.

L 1 Byte 1
¥* ci, ca2 the echoed primary and secondary command fields
from the RETIX command string.
L 1 Byte each 1
#* TO-ADDR 1Is the application—level address (node #, line

#) of the user requesting the RETIX.

L 4 Bytes 1

[ Proprietary Trade Secrets of the Ultimate Corporation 3
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# FROM—-ADDR Is the application—level address (node #2 line
#) of the responding File Server at the Remote

Node.
L 4 Bytes 1
#* Remote Group FID the FID of the group to which this
item belongs at the remote node.
L 4 Bytes 1
# COUNT the count field for this item.
L 4 Bytes 1

The ITEM-ID and the ITEM-BODY are variable length
strings each terminated by an attribute mark jJust as they
would be in the normal file structure. I an item  was
retrieved: the entire response string will be terminated by a
segment mark.

222 FAILED RETIX RESPONSES

The following is the format of some of the other RETIX
responses possible

8TAT , C1 , €2 , TO-ADDR , FROM-ADDR , CAUSE [ Parameters 1

where,
# STAT is the status field. For the failed condition,
STAT is set equal to X’'AQ00’.
[ 2 Bytes 1
#* ci, C2 the echoed primary and secondary command fields

from the RETIX command string.
[ 1 Byte each 1

*# TO-ADDR  Is the application—level address (node #, line
#) of the user requesting the RETIX.
L 4 Bytes 1

# FROM-ADDR Is the application-level address (node #, line

#) of the responding File Server at the Remote
Node.

[ Proprietary Trade Secrets of the Ultimate Corporation 1
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L 4 Bytes 1
# CAUSE this field qualifies the reason why an item was

not retrieved.
L 2 Bytes 1

The following numbers are used for the CAUSE
field (values are in decimal format)

CAUSE

2001 aborted to the debugger at the
remote node.

2009 a group format error was
encountered at the remote node.

See the section on handling group
format errors for further
details.

A command reject response is rveturned if the
RETIX could not be performed for any other
Teason.

2.3 ITEM/GROUP LOCKS WITH RETIX

The protocol for interfacing with the group and item
lock handler needs to be further defined and will be included
in a later revision of this document.

3.0 SEQUENTIALLY RETRIEVING ITEMS WITH GETITH

When a call is made to the GETITM subroutine, a check is
made to see if the referenced file is at a remote node. If
it is a local file, normal processing continues. If remote,

a GETITM command is transmitted to the remote node on which
this file resides.

3.1 THE GETITM COMMAND

The format of the GETITM command is as follows

IND » €1, €2 . TO-ADDR , FROM-ADDR ., E#

[ Proprietary Trade Secrets of the Ultimate Corporation 1
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where,
#* IND is the indicator field. Always set to zero.
[ 2 Bytes 1
# Ci the primary command field. Cl is set equal to
X‘03’ for GETITM type commands.
[ 1 Byte 1
#* ca the secondary command field qualifies the
variation of GETITM that is to be executed.
The following is the bit assignment in the C2

field

Bits O - & Reserved.

Bit 7

Analogous to the

Currently always zero.

DAF7 bit. Zero in

this location indicates that this is
the first call to GETITM.

#* TO-ADDR Is the
(node #, line #)
Remote Node.

# FROM-ADDR

application—level

Is the application-

L 1 Byte 1

destination address

of the File Server at the
[ 4 Bytes 1
level address (node #, line

#) of the user making the call to GETITHM.

[ 4 Bytes 1

the entry number in the remote node’s Open-File

Table used to reference the given remote file.

3.2 THE GETITM RESPONSE

After
remote node
subsections
expected.

having processed the
returns a GETITM
describe the types

[ Proprietary Trade Secrets of
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321 MORMAL GETITM RESPONSE

If an item was retrieved or if all the items in the
referenced file have been sequentially retrieved, the GETITM
response has the following format

STAT1 , 8TAT2 ,» €1 , C2 . TO-ADDR , FROM-ADDR , -+

..................................................

e e e L, COUNT , ITEM-ID . ITEM-BODY. "™ - ]

where,

# 8TAT1 is the high order byte of the status field and
is equal to X’'80’.

[ 1 Byte 1

# STATR is the low order byte of the status field with

the following bit assignments
o Bits 0 — & Reserved and currently set to O.

Bit 7 Analogous to RMBIT for GETITM. Set

it an item was found, zero if there

are no more items.
£ 1 Byte 1

# €1 , €2 the echoed primary and secondary fields from
the GETITM command.
L 1 Byte each 1

#* TO-ADDR Is the application—level address {(node #, line
#) of the user making the call to GETITM.
[ 4 Bytes 1

# FROM-ADDR Is the application—level address (node #, line
#) of the responding File Server at the Remote

Node.
L 4 Bytes 1

The COUNT., ITEM—-ID and ITEM—-BODY have the same format as
in a RETIX response.

[ Proprietary Trade Secrets of the Ultimate Corporation 1]
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3.2 2 FAILED GETITM RESPONSES

The following is the format of some of the other GETITHM
TesSpONsSes

8TAT ,» €1 ,» €2 , TO-ADDR , FROM-ADDR , CAUSE [, Parameters 1

where,
<% STAT is the returned status. For a failed response,
it is set equal to X‘ADDO’.
[ 2 Bytes 1
# Ci1 , €2 +the echoed primary and secondary command fields
from the GETITM command.
[ 2 Bytes 1
3* TO~-ADDR Is the application—level address (node #, line
#) of the user making the call to GETITM.
[ 4 Bytes 1
¥ FROM-ADDR 1Is the application—level address (node #, line
#) of the responding File Server at the Remote
Node.
[ 4 Bytes 1
#* CAUSE this field qualifies the reason why an item was
not retrieved. The following values are used
[ 2 Bytes 1
CAUSE = 2001 Aborted to debugger at the

remote node.

2009 A group format erTorT was
encountered at the remote node
and a GFE parameter list is
passed on via this response.

See the section on handling of
GFE’s for further details.

H]

2034 Remote node out of disk space.
A command reject response is returned if the

RETIX could not be performed for any other
Treason.

[ Proprietary Trade Secrets of the Ultimate Corporation 1
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4.0 HANDLING GFE’S DURING RETIX % GETITM

The sections of the system that take care of this GFE
error handling (eg. RETIX-BSL. RETIX-XMODE. GNSEQI-BSL, etc.)
need to be changed so that appropriate parameters are
returned by the File Server Process to identify the location
of the group format error via a failed RETIX or GETITHM
response.

2.0 OVERFLOW HANDLING DURING RETIX & GETITM

The sections of the system that take care of overflow
handling (eg. BMSOVF via XMODE) need to be modified so that
if there is not enough disk space on the remote node. a
failed RETIX or OGETITM response can be returned by the File
Server Process with the appropriate CAUSE field.

[ Proprietary Trade Secrets of the Ultimate Corporation 1
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1.0 OVERVIEW

After having locked a group or an item in a remote file
using variations of the RETIX or UPDITM subroutines, a user
can unlock the group or item by making a call to the GUNLOCK
or the IUNLOCK subroutine respectively.

1.1 RELATED DOCUMENTATION
1. User Level Documentation for the Ultimate
Network.
. Internal Bpecification for Remote File Access

Specifications on the Open-File Table.

Rl

Design Specification on Base, - Modulo &
Separation and Related Tables for Remote File

0 Access,

3. Specifications on  the Remote Open/Close
Commands.
& Design Specification for Making and Breaking

Connections with & Remote Node.

7. Design Specification for Retrieving Items from
a Remote File.

3. Internal Specifications on "UPDITM" System
Routines.
9. Specifications for Group/ltem Lock Tables.

10, Design Specification on the Management of
Overflow Space for Remote File Access by the
User Process.

1.2 TERMINOLOGY

Commas are used to indicate concatenated fields in the
command and response formats. When referencing bits in a

L Proprietary Trade Secrets of the Ultimaté Corporation 1
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field, bit O will indicate the most significant bit. ,
2.0 THE UNLOCK COMMAND

When a call is made to either the GUNLOCK or the ITUNLOCK
subroutine, the RECORD field is checked to ascertsain whether
or net a Tvemote file dis being accessed. I+ the file is
local, normal processing continues. '

I# it is found to be & remote file, the user process
prepares to transmit an  UNLOCK command to the referenced
remote node (see also section 2. 1). This command has the
following format

IND » C1 , C2 , TO-ADDR , FROM-ADDR , E# , RGFID , ITEM-ID =

where,
# IND is the indicator field. Always set to zero.
[ 2 Bytes 1
3* Ci the primary command field. Cl is set equal to
X037 +for UNLOCK type commands.
£ 1 Byte 1
# ca the secondary command field qualifies whether a
group or item unlock is to be carried out. It
has the following bit assignment
L 1 Byte 1
Bit 7 0 for Group Unlock
1 for Item Unlock.
Bits 0 ~ & reserved and currently equal zero.
# TO~-ADDR Is the application—level destination address

{(node  #, line #) of the File Server at the

Remote Node.
L 4 Bytes 1

# FROM~-&DDR  Is the application-level address (node #, line
#) of the user requesting the UNLOCK.
I 4 Bytes 1

L Proprietary Trade Secrets of the Ultimate Corporation 1
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#* E the entry number in the remote node’s Open-File

Table used to reference the given remote file
I 2 Bytes 1

#* RGFID The starting FID of the referenced group at the
remote node.
[ 4 Bytes 1

3* ITEM-ID the variable length Item—Id of the item to be
unloched . The Item—Id is terminated by an
attribute mark.

&1 GUNLOCK IMMERIATELY AFTER A CaALL TO RETIXI

In general, after making a subroutine call to RETIXI:. on
a successful rTeturn: *the vuser process gets pointers into the
retrieved item and both this item and its corresponding group
are locked. hg weer then is responsible for copying out
this item and uniocking vae group.

When & RETIXT is performed on an item in a remote file
{ere Design Bpecification on Msnagement of Overflow Space for
Remnte File Acae&s), the File Server at the Remote Node has
already Luyl oyt the itsm into some work—space and has then
uniccked the forrespondlng group on its side.

@e oawhan Yhe rrouseting user icesuwes the call to  GUNLOCK,
ceme internal processing 19 performed wvia the LFLID Table ~*%
the Incal nnde bowocsess Lan explicit GUNLDCK coummand does not

need to be trancmitied since the group has already been
uniocked at the remetz ogle

3.0 THE WNLUCK RESPONSE
After having processed the received UNLOCK command, the

remote node reburns & JNLUUUA vesponse. The following sections
describe tne types of responses that can be expected.

L Proprietary Trade Becrets of the Ultimate Corporastion 1
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&
3.1 NORMAL UNLOCK RESPONSE

The following 18 the format of the response siring
returned by the File Server at the remote node when UNLOCK
successfully unlocks a group or item

STaT » C1 . C2 ., TO-ADDR , FROM-—-ADDR

where,
* 8TAT is the high order byte of the status field and
is equal to X’'B0ODO’.
L 2 Bytes 1
* Cil, €2 the echoed primary and secondary command fields
from the UNLOCK command string.
[ 1 Byte each 1
# TO-ADDR  Is the application—level address (node # line
#) of the user requesting the UNLOCK.
[ 4 Bytes 1

#  FROM-&DDR  Is the application—level address {(node #, line
#) of the responding File Server at the Remote
Node.
[ 4 Bytes 1

3.2 FAILED UNLOCK RESPONGES

The following is the format of some of the other UNLOCK
responses possible

sTaT . €1, €2 TO-ADDR , FROM-ADDR , CAUSE [ Parameters 1

where,
#* STaT is the status field. For the failed condition.
8TAT is set equal to X/A000°.
[ 2 Bytes 1
# ci, €2 the echoed primary and secondary command fields

[ Proprietary Trade Becrets of the Ultimate Corporation 1]
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L Preliminary Specification for Unlocking Groups & Items in
a Remote File --— Revised January 27, 1984 1

TO-ADDR

FROM~-ADDR

CAUSE

7

from the UNLOCK command string.
L 1 Byte each 1

Is the application—-level address (node #, line
#) of the user rTequesting the UNLOCK.
[ 4 Bytes 1

Is the application-level address (node #, line
#) of the responding File Server at the Remote
Node.

L 4 Bytes 1
this field qualifies the rTeason why an item was
noet retrieved. _

[ & Bytes 1

The Ffollowing numbers are used Ffor the CAUSE
field (values are in decimal format)?

CAUBE = 2001 aborted to the debugger at the
remote node.
CAUBE = 2034 out of disk space at remote node.

A command reject response is Teturned if the
UNLOCK could not be performed for any other
Teason.

L Proprietary Trade Secrets of the Ultimate Corporation 1
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1.0 MANAGEMENT OF OVERFLOW SPACE
When creating commands, the wuser process obtains
overflow frames as necessary, formats these commands and

enqueves them on the transmit queue. Flags in this queue
entry ‘s qualifier field indicate whether or not overflow
frames have been used for this entry, and the comm—-spooler
process 1s responsible for releasing these frames back to
overflouw.

When receiving responses via the receive queue, it is
currently assumed that all responses are returned to the user
via overflow frames. These frames are broken down into three
categories as follows

1. Frames containing data in response to a command not
requiring @ group or item lock (eg. RETIX, GETITM).

n

Frames containing data in response to a command
requesting a group or item lock (eg. RETIXU,
RETIXI).

3. All other cases.
Frames included in category 3 are discarded after their

contents have been examined. The following sections describe
the other two categories.

FRAMES REFERENCED BY THE OVFSTRT POINTER

n
o

In the case of data received in response to a command
not requiring group or item locks (items retrieved with a
call to RETIX OR GETITM), only the image oaf the last item
retrieved is saved. The previous chain of overflow space is
released when a new chain is received.

The starting FID of the last chain received is saved in
the OVFSTRT field of the BMS Table entry corresponding to the
remote file being accessed. The chain referenced by OVFSTRT
is released to overflow when the corresponding remote file is
closed.

L Proprietary Trade Secrets of the Ultimate Corporation 1
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3.0 FRAMES REFERENCED BY THE LFID TABLE

Frames containing data received in response to a command
requesting group or item locks are all saved.

These frames are released under the following conditions

(i) I+ the LFID Table already points to an older
image of the same item in the same remote file,
the older image of that item is discarded.

(ii) After successfully executing a remote UPDITH
with the U or D option, the chain of frames (if
any) corresponding to the wupdated/deleted item
is released.

(iii) When an explicit UNLOCK command is issuved all
the chains corresponding to the referenced
remote group FID are released.

(iv) When a remote file is closed all chains
corresponding to the referenced BMS Table entry
are released.

The Local FID (LFID) Table described in the following section
is used to keep track of these frames.

3.1 THE LFID TABLE

Each wuser can have one LFID Table. The LFID Table is
created the first time a user retrieves a remote item with a
group or item lock and is released to overflow when the user
issues a request to close all remote +files (eg. during
wrap—upl.

Each entry of the LFID Table is 10 bytes in length and
has the following fields

# The starting FID of the chain corresponding to this
entry
L 4 Bytes 1
# The corresponding BMS Table entry number
[ 2 Bytes 1

[ Proprietary Trade Secrets of the Ultimate Corporation 1
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Each entry in the LFID Table will be assigned an index number
starting with the number 1. The LFID Table will have a 10
byte header consisting of the following

# The last entry in use in the LFID Table
L 2 Bytes 1

The remaining space in the header is reserved for internal
use.

Only the latest copy of a given item®® is retained for
a given remote file via the LFID Table. I+ a call is made to
UPDITM with the "G" option (leave group locked) and there is
no corresponding entry in  the LFID Table for this item—id. a
new entry is created which points to the starting FID of the
UPDITM response received. The corresponding item—id is then
written into this frame at the position it would normally
have been for a RETIXU response.

3. 2 THE FORMAT OF "RECORD" FOR REMOTE GROUP & ITEM
LOCKS

When a call is made to RETIXU, RETIXI, RETIXUX, RETIXIX
or UPDITM with the "G" option, RECORD is returned with the
following format

* Bit 2 is always set to 1.
# Bit 3 is O if in response to a request for group
lock only. Bit 3 is 1 if in response to a request

for an item lock.

#* Bits 4 to 15 contain the index of the corresponding
LFID Table entry for this user.

# Bits 16 to 31 contain the entry number in the BMS
Table for the referenced remote file.

4.0 RELATED DOCUMENTATION

# Internal Specification for Remote File Access.
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Design Specification on Base, Modulo &% Separation
and Related Tables for Remote File Access.

Design Specification for Retrieving Items from a
Remote File.

Internal Specifications on "UPDITM" System Routine.
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THE ULTIMATE CORPORATION
Revision O, for your comments
by C. . Carmichael

The File—-Server Processom, aleo known as the F5P, is the
phantom process which provides transparent access to files and
items for remote procezses on the Ultinet communications network.
The FSP runs in background mode and is initialized and started up
at network generation time. It i assigned the third to the last
communication line when the csyctem ie configured.

It is pogzible for the F5P to sbort while cervicing a data
request from a remote node. To ensure that the FSP handles abort
conditions correctly the FSP’7s USER tally in its PCRB is set to —2.
The system debugger then checks for that value in USER and sends
the FEP to the appropriate errTor-rTecovery code. The FSP then
zends the error message to the requesting node. The format aof the
TeEsponse is:

O 1. Status = x’ACO0Y, a failed command response (2 byte).
-3 Primary Command echoed back to requestor (1 byte).

2 3. Secondary Command echoed back to requestor (1 byte).

e f. Cauvcse = ‘2001’ Aborted to debugger at the rtemote node.

;% 3. Abort Type (1 byte):

ILLEGAL OPCODE —
RTN STACK EMPTY —

RTN STACK FULL — \
REFERENCING FRAME ZERQ «— 207
CROSSING FRAME LIMITe— 202%
FORWARD LINK ZERO &— >\
BACKWARD LINK ZEROZ— 22
PRIVILEGED OPCODE —

REFERENCING ILLEGAL FRAMEG—") .5
RTN STACK FORMAT ERR ——

G*_Kéﬁ‘ FProgram Counter, Register 1 (;é bytes). \'\ » ”
g 7.

"‘”’X T L
X oV

502

i

I

o

-
~NEos U b LN~ O
LI

°

Register Mumber, where applicable (1 byte).

- PRELIMINARY INTERNAL
16 MAY 1983 FEP ARBORT HANDLING SPECIFICATIONS FAGE 2
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THE ULTIMATE CORPORATION
Revision O, for your comments
by €. Carmichael

)

The File-Server Processor, also known as the FSP, is the
phantom process which provides +fransparent access to files and
items for remote processes on the Ultinet communications network.
The FSP runs in background mode and is initialized and started up
at network generation time. It is assigned the third to the last
communication line when the system is configured.

It is poesible for the FSP to encounter a GROUP FORMAT ERROR
while servicing a data request from a remote node. To ensure that
the FS5P reports this error correctly the FSBP‘s USBER tally in its
PCB is set to ~2. The standard system GFE interfaces then checks
for that wvalue in USER and sends the FSP to the appropriate
error—reporting code. The FSP then sends the error message to the
requesting node. The format of the response is:

i. Status = x’'AQDQ', a failed wowwawd response (2 byte).
. Primary Command echoed back to requestor (1 byte).

4. Secondary Command echoed back to requestor (1 bytel.
4, To—-address (4 bytes).

5. From—address (4 bytes).

=% Cause = ‘2009 GFE encountered at the remote node

Presently within the standard 0/8 routines there are 3 places
which report GFE‘s. These are GFE, WBPACES-II, and ARITH. These
modes will be modified to check  for a ~2 in the processes USBER
tally and return te the FSP’s code. Two of these modes build
information in the OB work area to be reported along with the GFE
message. When this data is present it is also pessed to the
remote node as an ASCII string terminated with a x’'FE’. If there
is no message a x‘FE’ will be returned.

PREL.IMINARY INTERNAL
13 FEB 1984 FBP GFE HANDLING SPECIFICATIONS PAGE 2




THE ULTIMATE CORPORATION
Revision O, for your comments
by C. Carmichael
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Revised February &, 1984

THINGS THAT NEED TO BE FIXED/MODIFIED ONM THE SYSTEM
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Modify sections of code (eg. Basic CLEARFILE) that
directly access local filespace to go through regular
file access Toutines.

Write code to implement CLOSE for Basic.
Add CLOSE routines to application software packages?

Need to define interFates for File—Restore. etc.
routines that expect IR. R14, SR4, etc. pointing to end
of group when RMBIT = O for a remote RETIX/GETITM.

May need changes similar to above for bisynch 7

add check to prevent user from doing a GET-LIST from a
Remote File in mode SAVE-LIST subrtn PFILEOPEN.

#dd check in Basic Compiler COMO to prevent compiling a
Basic program in a Remote File.

Add check in Basic Run Time BRPOO (after DICTOPEN in
YRUNCAT) to prevent running a Basic FProgram compiled on
a Remote File.

ISTAT needs to check for local/remote B, M: 8 before
calling HASH.

FIX-FILE~-ERRORS needs to check for local/remote B, M, &
before calling HABH (mode GFMTZ2).

SEL-RESTORE should check for local/remote B, M, 8 after
calling OPEN {(mode DLOAD4).

Have a check in HASH for local/remote B, M: 8 before
doing anygthing.

Change system rtoutines like the assembler with chaining
option, etc. as necessary to be able to work with the
remote GETITM code.

Can a "SORT ONLY" be done with just a series of GETITM
calls and no RETIX’s on the sorted item—list as is
currently being done?

Fix mode GFE for existing bugs.

EBaASE., MOD. SEP must always point to the ERRMSG file
{CJM suggestion}.
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v - The Nofe & 10-(o 3%
Group Locks TS=fI1RA
t—>THeun D
I Tables (Rt BE G —> THecnDa)
’ ) A. Eight tables with 46 locks each for a total of 368

group locks.
B. Table Structure

1. LOWER section of table (bytes 0-4%9)

a. Byte O = Table lock byte
b. Bytes 4-49) = LSB of FID (46 entries)
c. Byte 50 = Lower Table Scan Delimiter

2. UPPER section of table (bytes 51-501)
a. Forty—six 10 byte entries

Byte No. Assignment
0 Status (1 byte)
1 Locked items counter (1 byte)
2-3 Item lock offset (2 bytes)
- 4-5 FIB of group requesting lock (2
bytes)
6&-7 PIB (2 bytes)
8-9 Complementary Node number (2
bytes)
Item Locks
I. Table
A. Twelve frames with 50 locks each for a total of 600
item locks.
B. Table Structure [ ;1;}

Frame Links

Byte{ 0 - B
Fifty 10 byte entries

1.
2. Bytes™~ - 511
3. Entry format:

LI

Byte No. Assignment

0-1 PIB (2 bytes)

2-3 Forward link (2 bytes)

4-5 Complementary Node number (2
bytes)

69 Item—id Hash wvalue
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1 Logon Protection

lLogon protection is divided into 3 major areas and its
goal is to reduce the possibility of an unavthorized person
being allowed entrance onto an ULTIMATE system. An account’s
password is encrypted, making it more difficult for someone
to locate the password for an account. Logon attempts are
recorded and lines (terminals) disabled when too many logons
are attempted. This feature prevents someone or some device
from trying many password combinations to gain entrance onto
an ULTIMATE system. The user can define the lines that are
allowed to logon to each system account. If someone knows the
account name and password but doesn‘’t have access to a line
that allows entry to the account, he cannot logon.

1.1 Encryption of Password

When a user creates an account or updates the password
associated with an existing account, the update account
processor uses the account name and the password to calculate
an encryption value that is checked by the logon processor to
determine if a logon should be allowed.

The encryption algorithm is as follows:

a)The account name and password are concatenated and
a c¢cylic redudancy check (CRC) is made of the resulting
string.

b)The four byte CRC result is expanded to an eight byte
ASCII Hex version of the same number.

c)The account name — password string is XOR‘d with the
eight byte ASCII Hex string a byte at a time. The process
being repeated until a1l bytes of the account name - password
string are XOR‘d. The resulting string is the first part of
the encrypted password.

d>A CRC is taken of the string produced in c) above.
The 32 bit original CRC is next XOR‘d with the 32 bit
CRC derived from the encrypted password. This is the second
part of the encrypted password (hereinafter called the
"key").

When the user attempts to logon., the logon processor performs
the same encryption method on the user entered account name
and password and compares the calculated encryption value
with the encryption value stored with the account. If a match
occurs, the user is allowed to logon. For this purpose the
key is not used.

If it is desired to recover the password from the encrypted
version, the following procedure is followed:

alA CRC is taken of the first part of of the encrypted
password. This value is XOR‘d with the key. The result
is expanded to an eight byte ASCII HEX value which is
XOR‘d repetitively with the first part of the encrypted
character string until all characters are processed.
The result is the original account name — password.



For this system to work. the encrypted data cannot he
allowed to contain values of X‘FB’ or greater. This
will not happen so long as the most significant bit

in every original password byte is zero. This is true
for all normal and displayable characters.

Currently, an account’s password is stored in attribute
7 of the account’s item in the system dictionary. The
encrypted password value may be stored in a less recognizable
way. Random data may be stored in other attributes of the
system dictionary item. The encrypted password may be in a
system dictionary item, but the operating system changed to
not display it. A location other than the system dictionary
may contain the passwords.

1.2 Recording of Logon Attempts and Line Disablement
The existing ULTIMATE system allows a user an unlimited

number of logon attempts. This security enhancement restricts
attempted logons by recording information related to the

logon and disabling lines that attempt too many
logons. A 1line characteristics processor is provided to
prompt the user for all line parameters (ie. baud rate,

parity) wvia a menu. The wuser can specify in the 1line
characteristic information, that is stored in the dictionary
of the ACC file, the acceptable number of logon attempts and
the amount of time a line should be disabled that violates
the acceptable number of logon attempts. The logon processor
saves the line number, time of day, entered account name., and
entered password in the ACC +file for an unsuccessful logon
attempt. This ACC file information may be secured by the
MASTER account by not allowing any account {(other than the
MASTER account) access to the information. For a more
detailed description of this MASTER account restriction, see
the section entitled "Shutdown of Adjustments to Account
Protection"”. The logon processor maintains a count per line
of the total number of wunsuccessful logon attempts over a
certain period of time (ie. day). When a successful logon
occurs on a line, the wunsuccessful logon count is reset to
the user specified count in the dictionary of the ACC file.
I# the count is exceeded on a particular logon attempt, the
logon processor executes a monitor call (MCAL) instruction
that puts the process (line) to sleep, disables the break key
from waking up the sleeping process, and turns off the line’s
data terminal ready (DTR) signal. This 1line disablement
affects the line that caused a runout of the logon attempt
count. Other lines are still able to logon. After a specified
period of time (ie. line disablement sleep time), the
unsucessful logon attempt count is reset regardless of
whether the line is enabled or disabled due to an
unsuccessful logon attempt wviolation. For a description of
enabling a disabled 1line by the MASTER account, see the

section entitled "Enable a Disabled Line”. The logon
processor treats the MASTER account’s password as an
acceptable password for any system account. I# the user

attempts to logon to any system account, the MASTER account
password can be entered and the logon processor allows the
logon attempt.



1.3 Restriction of Accounts on Lines

The ULTIMATE system basically treats all system lines
the same, providing the same capability on each 1line. If a
person has access to a system line, he has the capability to
logon +to0o any system account, which is a problem for
timesharing environments. This security enhancement allows
the user to specify the lines on the local ULTIMATE system or
the node names of the remote ULTIMATE systems that canm 1logon
to an account. Some or all of the following +forms may be
provided to allow the wuser #flexibility in entering the
line/node logon information

# Range of Lines

# All Lines Within Range Except Line Number
# All Lines Except Line Number

# <NOT> Line Number

# Pattern Match on Node Name

When the wuser enters an account name at the "lLogon Please"
prompt or with the LOGTO verb, the logon processor retrieves
the specified account’s line/node 1logon information to
determine whether the user’s line is allowed to logon to the
account. If the logon isn’t accepted, the logon processor
outputs the "User-Id” message and reprompts the user for a
different account.



2 File Protection

File protection is divided into 2 major areas and its
goals are to reduce the possibility of unautheorized persons
from being allowed access to restricted files and to simplify
the method of specifying restrictions on files. Adjustments
to file definition items (D items) is restricted to a few
select system processors, reduvcing the possibility of users
bypassing file security by creating their own file definition
items. The create file and create account pTrOCessors
incorporate menus, prompting the wuser for the file and
account security parameters, and the update and retrieval
lock codes contain the account names and node names that are
allowed access to +files. These features should provide an
easier to understand method of specifying file security.

2.1 Update File / Account Processor

The existing ULTIMATE system doesn’t provide a processor
whose purpose is to adjust the parameters that define a file
or an account. If a wuser wants to change the wupdate or
retrieval codes associated with a file or the password
associated with an account, he edits the file’s or account’s
D item and changes the appropriate attribute. When users are
allowed to directly wvupdate D items, security is easily
circumvented. Because one goal of this security progect is to
secure D items (see the section entitled "Securing of D and
CC Items") by not allowing users to directly update D items,
a processor is needed to allow the user to uvpdate parameters
associated with a file or account.

This security enhancement provides a generalized D item
updating processor that takes parameters, defining a file or
account, that are passed to it, obtains file space from
overflow if the file or account is being created {(and not
updated), and builds a D item that contains the parameters
for the file or account. A special option of the D item
updating processor, which is used by the create account
process, treats the inputted parameters as parameters
defining an account and wupdates the D item in the system
dictionary. A capability of the MASTER account prevents
system accounts, except the MASTER account, from adjusting a
file’s or an account’‘s D item parameters by the D item
updating processor (see the sections entitled "Shutoff of
Ad justments to Account Protection® and "Shutoff of
Ad justments to File Protection”).

The create file process involves the execution of a

basic program that prompts the wuser in a menu for the
following parameters that define a file

# Modulo and Separation or Estimated Number
and Size of Items

# Update and Retrieval Codes

# Conversions and Correlatives

# Justification



# Length

# Reallocation Parameters (Attribute 13)

The modulo and separation parameters are only specified when
creating a file and not when updating parameters associated
with an existing file. I+# the wuser specifies the estimated
number and size of items, +the basic program avtomatically
calculates the optimum modulo and separation. The basic
program validates the inputted parameters and transfers
control to the D item updating processor, that updates the
file in the data base.

The create account process involves the execution of a
proc or basic program that prompts the user in a menu for the
following parameters that define an account

# Account Name

# Update and Retrieval Codes
# Password

# Gystem Privileges

# Modulo and Separation or Estimated Number
and Size of Items

# System Lines / Node Names Allowed to
Logon to Account

# Size of Workspace
# Justification

# Length

# Restart Option

# Recording of Accounting Information Option

The modulo and separation parameters are only specified when
creating an account, not when updating parameters associated
with an existing account. If the user specifies the estimated
number and size of items, the proc or basic program
auvtomatically calculates the optimum modulo and separation.
The proc or basic program validates the inputted parameters.,
indicates the parameters that are to be encrypted by the D
item wupdating processor (ie. password), calls the D item
updating processor that updates the account in the data base,
and calls the copy processor to copy items from the NEWAC
file +to the account’s master dictionary (for creating an
account, not updating an existing account).

2.2 Securing of D and CC Items



I# users can create file definition items (D items) with
any base, modulo, and separation by using the editor, very
little protection exists for file information. Even if an
account has password protection and a file within the account
has update and retrieval code protection, a wuser can easily
bypass the protection. I+ a user is able to 1logon to any
system account that has privileges to update items with the
editor or to run a basic program and knows a file’s base.
modulo, and separation (from a 8BTAT file 1listing), he can
create a D item and access any item within the desired file,
circumventing any file protection. If a user knows the system
dictionary’s base, modulo, and separation, he can create a D
item to access any account’s password. A user can experiment
with various base values wuntil he locates the desired file
information. A user can run another user‘s basic program by
creating a catalogued basic item (CC item) with the starting
frame and size (number of frames) of the basic program’s
object code.

This security enhancement restricts the updating of file
definition items (D items) to the create account, create
file, and file restore processors and the updating of
catalogued basic items to +the basic compiler. RNo file
definition or catalogued basic item wupdating is allowed by
the editor or basic runtime. The create file and create
account processors allow updates to existing file definition
items, but don‘t allow adjustments to the base, modulo, and
separation values. The file definition and catalogued basic
item structures are slightly modified. having the count
field’s most significant bit set on. When the system
encounters a file definition or catalogued basic item with
the count field’s most significant bit set off, it is treated
as a meaningless item: not an item that defines a file or
basic program. The system open processor (GBMS) doesn’t
establish the elements of BASE, MODULO, and SEPAR for the
meaningless item, rejecting the open and disallowing
retrieval of items from the file. To provide this
non—-standard item structure, a routine is implemented, which
is separate but similar to the operating system’s  update
processor (UPDITM), that updates items into the system data
base and sets on the most significant bit of the item count
field. The D item wupdating processor (see section entitled
"Update File / Account Processor”), file restore processor.
and basic compiler call this non-standard update routine,
instead of calling UPDITM or using the history string update
processor.

Before UPDITM updates an item, it calls RETIXU to lock
the group in which the item hashes, locates the item within
the group, and establishes elements (R&, SR4, SIZE) that
define the 1location and size of the item in the group. The
item’s count field is loaded in SIZE. After calling RETIXU,
UPDITM determines if size is negative (or the item count
field’s most significant bit is set on). If SIZE is negative,
the update is rejected and an appropriate error message 1is
displayed, before returning to the routine that called
UPDITM. UPDITM can create a file definition or catalogued
basic item (D or CC item), but the non-negative count #field
makes the item ineffective.



File save creates a file definition segment (D segment)
on tape for a file definition item with a2 negative count
field. I+ a file definition item doesn’t have a negative
count field, file save creates an item segment (I segment).
When file restore processes a D segment on tape, it calls the
non—-standard update routine, which sets on the item count
field‘s most significant bit. There are no differences in
tape formats for file save and restore, allowing the user to
upgrade to the  system security release by restoring any of
his existing file save tapes.

If a field support person must create a file definition
item (D item) to recreate a damaged system’s data base, he
can use the editor to create an ineffective D item and use
the debugger to set on the item count field’s most
significant bit to make the D item effective. Sometimes a
user wants to remove a file when its integrity is
questionable, but doesn‘t want to affect the integrity of the
rest of the system data base. A special option of the delete
file processor removes a file definition item and doesn’t
return the file’s frames to the system overflow table.

2.3 Update and Retrieval Locks

A file’s update and retrieval lock codes are located in
attribute 5 and 6 of the file definition item. When a wuser
logs on to an account, the 1logon processor loads the LOCKSR
storage register with the address (1 byte before the item—id
field) of the item in the system dictionary for the account.
When a wuser attempts to retrieve file information. the open
processor locates the retrieval lock codes of the wuser’s
account (pointed to by LOCKSR) and the file and allows the
retrieval if the retrieval lock codes match. If the user
attempts an update of the file information., the update 1lock
codes must match. If 8 match doesn’t occur, the retieval or
update is rejected.

The update and retrieval lock code scheme becomes very
complicated when many different combinations of users have
different file access privileges. The condition results in
the data base having many lock codes and no one understanding
the restriction and privilege of each one. I# there is
suspicion that unauthorized people are using restricted files
and the lock codes need to be adjusted, it can be difficult
coordinating the lock code adjustment. This lock code scheme
gets even more complicated when communications allow the
connection of more than one ULTIMATE machine with the sharing
of data bases.

This security enhancement maintains the concept of
update and retrieval locks, but the 1lock codes contain a
different type of information. The lock codes specify the
account name(s) and/or node name(s) that can retrieve or
uypdate file information. When a user logs on to an account,
the logon processor copies the account name and node number
to the user’s workspace and loads LOCKSR with the address of
the copied information. When the user attempts to open a file
for retrieval, the open processor determines if the wuser’s
account name and node number violate the file‘s retrieval
lock codes. If a violation occurs, the file isn’t opened. The



open processor converts a node name from a file’s lock code
to a node number by retrieving the item in the NODES +file
with the item—id equal to the nodes name. Attribute 1 of the
NODES file item contaeains the node number. The I-AM item in
the NODES file contains the node number for the local
machine. The communication file server must maintain the
interface of LOCKSR pointing at a wuser’s account name and
node number when calling the open processor. The MASTER
account has wunrestricted retrieval and update privileges for
any file on the local node, which is accomplished by the open
processor bypassing all lock code checks.



The update and retrieval lock codes have the following
format

Account Name \ Node Name 1 Account Name \ Node Name 1 ... ~

The following table shows different combinations of lock
codes and explains their meaning

Lock Code Description
null No Locks
SYSPROG or SYSPROG\ SYSPROG Account on Local

Node Allowed Access

SYSPROG, DEANER\BLUE SYSPROG and DEANER
Accounts on BLUE Node
Allowed Access

\GREEN All Accounts on GREEN
Node Allowed Access

DEANER\BLUE 1CJM\GREEN DEANER Account on BLUE
Node or CJM Account on
GREEN Node Allowed Access

Even though the 1lock code for no locks is null, the wupdate
file and account processor menus require that the user enter
something more than carriage return or new line to specify no
locks.

Pattern matches and <NOT> type conditions are provided
for the account name parameters of the lock «codes. The user
can specify all accounts that have a specific pattern (ie.
ist 3 characters are "ABC") in the account name or all
accounts except accounts with the specified account name(s).

An  execution lock with the same format as update and
retrieval locks could be specified in catalogued basic items
(CC items). When a user attempts to execute a basic program
the basic runtime checks for a violation on the account name
and/or node name in the execution lock of the catalogued
basic item. If a violation occurs, the basic tTuntime rejects
the attempt to run the program.



3 System Protection by the MASTER Account

The security of an ULTIMATE system rtevolves around the
MASTER account: which allows the person, responsible for
system security, to enable or disable system features on
system accounts. This feature disabling capability provides
flexibility in selecting the desired level of system
security. Sophisticated users can find ways to bypass any
security, if debugger privileges are provided. If the system
data base contains sensitive information. the system’s
debugger (assembly code) privileges should be turned off.
Other disabling features are offered that make the system
moTe securTe. I+ a system contains information, that anyone
should be allowed to access, all features can be enabled.

3.1 Shutoff of Assembly Code Operations

This security feature removes the capability of
performing any assembly code operations from any account.,
except the MASTER account. The shutoff includes all debugger
functions other than the basic functions (END. OFF), the DUMP
processor, the MLOAD processor, and the ABSLOAD processor.
The break key is disabled during the ABSLOAD process to
prevent users from adjusting assembly code with the debugger.

3.2 Shutoff of Adjustments to Account Protection

This security feature prevents the adjustment of account
parameters (ie. password) located in the system dictionary
and restricts the retrieval and update of information in the
ACC file (ie. unsuccessful logon attempt information, line
disablement information for logon attempts, charge units, and
logon times) by all accounts, except the MASTER account. The
disablement applies to the creation of new accounts and
ad justments to existing accounts and allows adjustments to
line characteristic information (ie. baud rate) other than
the line disablement information in the ACC file.

3.3 Shutoff of Adjustments to File Protection

This security feature prevents adjustments +to Ffile
update and retrieval lock codes by all accounts, except the
MASTER account. The open processor allows special file access
privileges for the MASTER account by circumventing #file
update and retrieval lock code checking, whether the file
protection shutoff is enabled or disabled.

3.4 Enable a Disabled Line

When & line‘s number of unsuccessful logon attempts is
violated, the violating line is put %o sleep with the break
key disabled. A LINE-ENABLE wverb can be executed from the
MASTER account ¢to wake up a line that violated an
unsuccessful logon attempt number, restoring the ability to
logon #from the line. If all lines are disabled, a coldstart
is required. The wuser can prevent all lines from becoming
disabled by not specifying wunsuccessful logon counts for
lines (ie. line O) that the user always wants to be enabled.



4 Item Locks

The purpose of this security enhancement to the group
lock table is three—fold. The first is the enlargement of the
table beyond the 101 entries limit. The second is to add the
necessary data to the table to handle multiple machine access
requirements. The third is to add the capability of 1locking
items. The group lock data in the present table is split into
2 parts. The first section holds the low—order FIDs of groups
which are locked. This section is scanned for a match and
then compared with the upper tally of the FID which resides
as an offset into the second section of the table. The
information presently stored within the second section is the
upper tally of the group FID, a status byte, and the PIB
number. The new group/item lock scheme is an expansion of the

present approach. The major changes are the storage of
additional group lock data and the inclusion of an item lock
table to store item lock information. The following

information is stored in the new group lock table

# Status Byte (1 Byte)

00 —~ This table entry isn’t used.

X1 - Item lock(s) are in effect.

X2 -~ Group lock is in effect.

1X - Locally requested group/item lock.

Note : Item lock may precede locking & group, but
an item may not be locked while group is locked.

# Locked Items Counter (1 Byte)

This byte is used as a counter of the
number of items which are currently
locked within the specified group.

# Item Lock Offset (2 Bytes)

This number is a byte displacement from the start
of the item lock table (contiguous block of frames)
to the top entry of the item lock chain associated
with the group lock table entry. If the number
equals X‘FFFF’, no item lock chain exists for the
group lock table entry.

# Group FID (2 Bytes)
This number always refers to the beginning
frame id of a group/item which is locked
on the local node. The low order byte is in
the first section of the table and the
upper tally is in the second section.

# PIB Number (2 Bytes)
User requesting that the group be locked.

# Complementary Node Number (2 Bytes)



This number is only used with networking
group locks and reflects the counterpart
node involved in a networking transaction.

‘ # Remote Group FID (3 Bytes)

This number is only used with networking
and is the beginning FID of the group which
is locked on a remote machine. A remote
group FID only exists with status "1X“,
where the requesting node needs to have the
remote group FID number in order to issue
an unlock command to the remote node.

The 3 low order bits of the FID are used as an index
into 1 of 8 preassigned group lock table frames. Each of
these frames resemble the present group lock table in that
each frame is divided into 2 sections. The first section
contains the low order byte of each locked FID. The second
section is indexed off the first section and contains the
rest of the group lock data (see map on following page).
Expansion of the $GLOCK byte into 8 lock bytes corresponding
to each of the 8 group lock table frames may be necessary for
efficiency.



Group Lock
Table Frames
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Format
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W wunun

item lock offset
group FID upper tally
PIB number

network node number
remote group FID

! xxx... low order bytes section
t
! abccddeeffggg ... data section
! where a = status
! b = locked items counter
' € = item lock offset
! d = group FID upper tally
! e = PIB number
! ¥+ = network node number
! g = remote group FID
t J|_EImmmImNNEmERRaRmImAsmEm NN
Voxxx low order bytes section
i
! abccddeeffggg .... data section
! where a = status
! b = locked items counter
! c = item lock offset
' d = group FID upper tally
! e = PIB number
! + = network node number
! g = remote group FID
| smasmresssmemcensncremenan s ay s myen s e s an et e e e S s e
!oxxx low order bytes section
| -
! abccddeeffggg ... data section
\ o e o e

\ ______

| N ——

P\ = \
] \ _________
! \
! + = network node number
! g = remote group FID
! oeomem =
Poxxx low order bytes section
]
! abccddeeffggg ... data section
! where a status
! b locked items counter
]
i
i
i
1
1



Each of the 8 group lock table frames hold 36 entries
for a maximum of 288 simultaneously locked groups. In
addition to +the group lock table frames, there is a
contiguous block of linked frames which is reserved for item
lock information. Each of the 228 group FID slats have a
displacement from the start of the item lock frame block +to
the top entry of & chain of item 1lock entries, representing
items locked within the group. If this displacement equals
X’FFFF‘, no item lock chain exists for the associated group.
& pointer to the top entry of a chain of available item lock
entries is maintained to obtain unused item lock entries for
the insertion of item locks into a group and to return unused
item lock entries to the available chain for the deletion of
item locks from a group. The following information is stored
in the item lock table

# Forward Link Displacement (2 Bytes)

This number is the displacement from the start
of the item lock table to the next entry in the
item lock chain for the group. The last entry
in an item lock chain contains a forward link
displacement equal to X‘FFFF’.

# PIB Number (2 Bytes)
User requesting that the item be locked.
# Complementary Node Number (2 Bytes)

This number is only used with networking item
locks and reflects the counterpart node
involved in a networking transaction.

# Item—Id Hash Number (4 Bytes)

This number is a hash value derived from the
item—id of the locked item. The HASBH routine

in the DISKFID-I mode contains the hashing
algorithm that should be considered to calculate
the hash number. A hash number equal to zero
could indicate that no item lock is contained

in the item lock entry. If the hashing algorithm
calculates @ hash number of zero, the hash number
is readjusted to a value of one. If multiple
entries exist in a group’s item lock chain and

an item is to be unlocked from the chain., the
IUNMLOCK routine could zero the entry’s hash
number, instead of returning the entry to the
available chain. When all item’s are unlocked
from the group (ie. item count = 0), IUNLOCK could
return the group’‘s entire item lock chain to

the available chain.

Item locks are only used by the READU, READVU. MATREADU,
WRITEU, WRITEVU, and MATWRITEU statements in basic. For the
READU statement, the basic runtime pops the item—id off the
stack and calls RETIXI. RETIXI locks the group and item and



locates the item in the file, pointing registers (ie. R&., 5R4)
at the item. If RETIXI cannot lock the item because the group
or item is locked by another process, it hangs until the item
can be locked. A RETIXIX routine is identical to the RETIXI
routine, except it returns to the calling routine if the item
cannot be locked. After returning from RETIXI., basic copies
the item to workspace and calls GUNLOCK to unlock the group.
leaving the item locked. Once the group is unlocked, however,
other processes can wupdate items within the group.
invalidating the registers that point to the item. The rule
for reading items for update is the item must be copied to
workspace before unlocking the group.

For the WRITEU statement, the basic runtime pops the
item—id and the new item body off the stack and calls
UPDITMI. UPDITMI calls RETIXI, which locks the group and the
item and locates the item within the group. After returning
from RETIXI. UPDITMI updates the item in the file and calls
GUNLOCK to wunlock the group., leaving the item locked. After
unlocking the group, UPDITMI can either return to the calling
routine or unlock the item before returning to the calling
routine. If unlocking the item is done within UPDITMI, the
CHB element is checked to determine if the unlock is desired.
The basic runtime loads CHB8 before calling UPDITMI. For
WRITE, CH8 is loaded with "U". For WRITEU. CHB is loaded with
"@". UPDITMI unlocks the item if CH8 equals "G". UPDITMI
calls IUNMLOCK to wunlock +the item and returns to the basic
runtime’s calling routine. If the item isn’t to be locked by
UPDITMI, UPDITMI returns to the basic runtime calling routine
after unlocking the group. The basic runtime checks the type
of basic statement being executed and calls IUNLOCK if the
item is to be unlocked.

The item and group lock routines may provide the ability
to reserve entries in the lock tables. This feature prevents
the condition in which a group is locked on a remote node but
the 1lock cannot be honored because a group lock cannot be
obtained on the local node. To prevent this inefficiency. the
operating system reserves a lock on the local node before
attempting to lock on the remote node. After the remote node
lock is accomplished, the local node locking routines must be
called to adjust the reserved status to a locked status and
to provide the locking information. A problem exists because
a FID is needed to lock a group and a local FID doesn’t exist
on a remote transfer until the transfer occurs.



The following examples are provided to aid
understanding group and item locks :

‘ Group Lock Table Item Lock Table
I
S R S t
t N e t e N
a P F IL o m F amH P o
t I 1 to d o 1 t - a I d
u B D ec e t D uis B e
s # # mk # e # s d h # #

Node A, PIB 9

regular group 02 09 1234 o 0 o
lock.

Node A, PIB 9

requests

group lock 12 09 2345 O B 3456

on node B.

Node B honoring
the request 02 09 3456 0O A O
from Node A.

Node A, PIB 9
. item locks 01 09 1234 1 O O 01 2512 09 O

‘ABC *

(hash = 29512).

Node A, PIB 9

item locks

‘DEF’ on 11 09 4567 1 B 9876
Node B

(hash = 8125).

Node B honoring

the item lock

request from 01 00 9876 i1 0 O 01 8125 09 A
Node A.



5 Tape Protection

This security feature provides protection of saving
information from an ULTIMATE system to tape by requiring
users to enter passwords. If a user attempts to save an
account that has password protection in its system dictionary
item, the account save processor prompts the uvser +for the
password. If the user enters an invalid password, the account
save request is rejected. If the user enters the correct
password, the account save request is accepted and the
account save processor prompts whether the user desires to
save a password on tape. If a password is desired on tape,
the wuser can request to use the account’s password or can
enter a different password. The default (by entering carriage
return) is to not save a password on tape. The user interface
for account save has the following prompts :

>ACCOUNT-SAVE
PASSWORD:

FILE-SAVE TAPE LABEL =
ACCOUNT-NAME =

PASSWORD (Y/N):
PASSWORD OR L[CR] (USE ACCOUNT’S PASSWORD):

If a user attempts a file save and the SYSTEM item in the

system dictionary contains a password: the +file save
processor prompts the user for the password. I#f the user
enters an invalid password, the file save request is

rejected. Users on the MASTER account aren‘t required to
enter passwords for account saves or file saves.

The account restore processor doesn’t prompt the user
for the password of the account on tape and accept or reject
the account restore request depending on the entered
password. However, the account restore processor does prompt
the user for the password to be restored with the account
onto the ULTIMATE system. The user can accept the password
from the tape or can enter a different password. The default
{by entering carriage return) restores the password from the
tape. The wuser interface for account restore has the
following prompts :

>ACCOUNT~RESTORE account—name

ACCOUNT NAME ON TAPE:
PASSWORD OR [CR1 (USE TAPE’S PASSWORD):



6 Verb and User—~Exit Protection

The ULTIMATE operating system has very little security
associated with the execution of asembly code. If a user has
system privileges 1 or 2, he is allowed to create and execute
a verb that starts executing at any entry point in frames
1-4095. This capability allows a wuser to experiment with
executing various assembly code entry points and to discover
undocumented features of the ULTIMATE operating system. This
security enhancement establishes a VERBS file in the MASTER
account, which contains the verb definitions and user—exits
that are allowed to be executed on the ULTIMATE system. When
a user enters a TCL statement, the operating system retrieves
the entered verb in the wuser’s master dictionary. The
retrieved verb from the master dictionary contains the
item—id(s) of the item(s) in the VERBS file containing the
verb‘’s modeids (frame numbers and entry points of assembly
code to execute). If the verb’s item—id doesn’t exist in the
VERBS file. execution of the verb is rejected and the "VERB?"
error message is displayed. If the verb’s item—id exists in
the VERBS #file, the operating system obtains the verb’s
modeid in attribute 1 of the VERBS file item and starts
assembly code execution at the modeid location. If the VERBS
file contains the items with item—ids equal to the modeids in
the user’s verbs, the user’s verb definitions (in the master
dictionary) require no adjustments. Users can switch the
numeric modeids in their verb definitions to symbolic names.
After an item is added to the VERBS file with an item—id
equal to the symbolic name and attribute 1 equal to the
modeid location to start assembly code execution., the wuser
can execute the verb with the symbolic name. After a wuser’s
verbs are transformed from using modeids to symbolic names,
the wuser is never required to change his verb definitions
(only the VERBS #file needs adjustment). If verb definitions
change on an ULTIMATE release, the upgrade procedure requires
upgrading the MASTER account’s VERBE +ile, not the user’s
verb definitions. Because verb and user—exit modeids are only
in the VERBS +file, a wuser 1is restricted to only start
assembly code execution at the locations defined in the VERBS
file, assuming the debugger privileges are disabled. These
VERBS file items can be secured by update and retrieval lock
codes or a restriction could be considered to only allow the
MASTER account to update or retrieve information in the VERBS
file. It may be desirable to have 2 verb definition files,
one for ULTIMATE supported verbs released to customers and
another for verbs developed and supported by dealers and
customers (ie. USER-VERBS file).



7 Peek

This area needs to be addressed because the ability to
view characters being input or output on another terminal
allows users to obtain security parameters (ie. passwords)
and restricted information in the system’s data base.
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X % X MEMDEO x k %

DATE: 4-26=-83
TO: DENNIS A, AND FAROKH D,
FROM: CAROL C,
RE: COMM=-UTIL FRAME N THE SM FILE

THIS FRAME HAS 2 ENTRY pOINTS DEFINED IN COMM-DEFS SO FAR?

SGET=-I-AM WHICH RETRIFVES THE I-AM ITEM FROM THE NODE FILE,
SOPENNODE WHICH OPENS THE NODE FILE,

THERE ARE NO INpyT INTERFACES NEEDED, THE ELEMENTS AND
OQUTPUT INTERFACES USED ARE THE STANDARD ONES USED IN "OPEN" AND
"RETIX", "SR1" IS USfFp WITHIN COMM-UTIL FOR TEMPORARY STORAGE,
THE ROUTINE WILL EITHER RETURN TO THE CALLER IF SUCCESSFUL OR IF
THERE IS AN ERROR IT wILL RETURN TO TCL WITH EITHER ERRMSG 2331
"NODE FILE MISSING" OR 2332 "I-AM" ITEM IN NUODE FILE MISSING,"



610
611
b12
613
6H14
615
bl6
&17

618
6519
630
631

632
633

VNETO
VNET1
VNETZ
VNET3
VNET4
VNETS
VNET6
VNET7

OPENZ
VNETS
VNET-RETIX
UNET-LOCKS

VNET-UPD
VNET-GETITM

1B3
187
1€9
1D9
1DB
187
147
1B7

157
195
19D
128

Cc3
CD

- 6-8%
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PRELIMINARY NETWORKING TEST PLAN FOR USER SIDE

ooy
== -+ =

NETWORK GENERATION

Verify that the BMSPTR entry in the COMM-CB gets loaded and
the BMS Pointer Table is created and initialized to an all
zeroes state.

MAKING & SESSION CONNECTION

Flush the input queue by attempting to retrieve QG-entries
from the receive queue and taking the following actions:

(i) I# no Q-entry is retrieved, continue with the next
step of sending a CONNECT-REQUEST.

(ii? I+ a Q-entry is received from the node that
corresponds to the connection that we are trying to
establish, ignore this QG-entry and continue flushing
the receive queue for this line.

(iii) If the received Q-entry corresponds to another node
than above. execute OTHER-SUB2 and continue flushing
the receive queue for this line.

Send a CONNECT-REQUEST to the Remote Node addressed by the
@-Definition item.

Execute CHK-REPLY with time-out.

I+ a DATA Q-entry for this connection is received, ignore
it and go back to CHK-REPLY with time-—out.

I# a Time—out occurs, send a DISCONNECT-REQUEST., release
the BMSE entry currently in use and exit. Use the NODENAME
in the @-Definition item for messages to the user.

I# a non—DATA Q-entry is received for this connection take
the following action. Whenever a NODENAME needs to be
displayed in messages to the user, use the NODENAME in the
@-Definition item.

(i) I+ a CONNECT-CONFIRM is received, flag the BMS entry to
indicate that a connection has been established and
start the application—level task at hand.

(ii) If one of the expected DISCONNECT-INDICATION’‘s is



III.

Prel. Net. Test Plan
Revised Aug 11, 1983
Page 2

received, release the BMS entry in use and exit.
(iii) I+ a DISCONNECT-INDICATION with an unexpected CAUSE
field or any other non-DATA G-entry is received,

send a DISCONNECT-REQGUEST, release the BMS entry in
use and exit.

REMOTE OPEN

It is assumed that OPEN has detected a Remote OPEN operation at
this stage.

1.

The first time OPEN is performed within a given session,
the following points need to be verified:

(i) Make sure that the BMS Pointer Table has been created
at Network Generation time. I not created. exit
without doing any more remote processing

S Homa
(ii) The CSB and the BMSAFable are created from overflow
space. The BMS Table Header should be initialized
to an all zeroes state and the environment should be
saved in the (CSB.

(iii) If the Overflow space is not available the standard
NOSPACE routine should be executed.

(iv)} I# the NODE +file cannot be opened for whatever
reason, the overflow space obtained should be
returned.

(iv) If successful, the Pointer Table Entry should be
updated for this line.

Exit if NODE File has missing/invalid item corresponding to
the NODENAME in the Q-Definition Item.

Grab the next available entry in the BMS Table, unless

exceeded the maximum number of OPEN Files allowed in which
case exit.

Need more details for this check

Check that the VIROVF XMODE entry works while grabbing
entries in the BMS Table.

Go through the section on MAKING A CONNECTION i+ a
connection doesn’t already exist with the referenced remote
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node. Otherwise, fall through.

Format the OPEN command. Check the IS string for "," in
case of a DICT,DATA entry in the IS string. Transmit to
the addressed node.

If SAVE = 1, grab a secondary BMS entry. Check that the
VIROVF XMODE routine works. Make sure that if the OPEN
command has to be retransmitted <(eg. for running out of
disk space condition) that another secondary BMS entry is
not grabbed.

Execute CHK-REPLY without time-out to see what response has
come through.

If a non—-DATA QG-entry is received, execute OTHER-SUB {(which
will cause a disconnection). Release the BMS entry
{entries) and exit.

Execute ANL-RESP on the received response. I+ +the
subroutine returns here, it means that none of the error
conditions expected by ANL-RESP have occurred.

Disconnect and release the grabbed entries if received a
response with

(i) Bad 8STATUS +field (only high byte being checked
here), or

(ii) Incorrect length.
If the STATUS corresponds to success, do the following

(i) Copy out parameters corresponding to the +first
OPEN-FILE entry received (there could be two).

(ii) Release the secondary BMS Table entry if no longer
required.

(iii) Otherwise copy out the pafameters corresponding to
the second OPEN-FILE entry received.

(iv) Set up BASE, FBASE, DBASE, etc. as necessary
(v} Point IR into the Q-Definition item as follows

(a) After the File Name if it 1is a single File
specification.

(b At the comma between the DICT,DATA file
specification if IS was also pointing ¢to a
DICT. DATA specification.

(c) After the DICT,DATA if I8 was pointing to a
single file specification.
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(viii)

{(ix)

If the
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(ii)

(iii)

(iv)

(v)
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BMSBEG points one before the File name as follows

(a) If IS was pointing to DICT,DATA it will be the
DATA file name in the I8 string.

(b)Y I+ IS had a single level file specification but
the Q-Definition item had a DICT.DATA File
name, it will be the DATA File name in the
Q-Defintion item.

{(c) If both IS and the Q-Definition item had single
level file specifications, it will be the File
name in the Q-Definition item.

Point BMS to the last character of the File name
copied into the BMS workspace.

Point IS at the character (normally blank) following
the File name in the IS string.

Set RMBIT = 1.

STATUS corresponds to failure, do the following

I# the ERROR# is not one of the expected ones.
disconnect. Release the BMS entries grabbed. Mark
all others belonging to this connection as
disconected and unavailable.

I# the ERROR# does not correspond to "run out of
disk space at remote node" or "entered debugger at
remote node”, release the grabbed entries but don‘t
disconnect. That means that the BMS Table must have
at least one connected entry for this connection,
even if it is not associated with an OPEN File.

If +failure due to "run out of disk space at remote
node”, resend the OPEN command if user wants to try
again. Else branch to GO.END which is responsible
for an orderly wrap-up of all activities including
CLOSing all remote files OPENed by this line.

I# +failure due to entered debugger at remote node,
display the details of the abort. disconnect,
Telease the grabbed entries in the BMS Table and
mark all other entries for this connection as
discnnected and unavailable. If the reason for the
abort doesn’t match one of the expected values, the
response will be treated as an illegal response.

The failure due to remote GFE needs to defined.

Receiving a response with an illegal status field will
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cause a disconnectipn with the referenced node. The
grabbed BMS Table entries will be released and all other
entries for this connection will be marked as disconnected
and unavailable.

REMOTE CLOSE (single file)

Execute CHK-LOCAL. I# referencing a local file quit. If
referencing a remote file but there is an error, the reason
for the error is displayed and then the routine quits. Is

there was no error., continve.

Send a CLOSE command.

Execute CHK-REPLY without time-out.

If non-DATA Q@-entry received, execute OTHER-SUB and quit.

Otherwise, execute ANL-RESP.

If status of response indicates success, do the following

(i) I# any of the +following errors occur, disconnect
with the referenceed node, mark all the
corresponding BMS entries as disconnected and
unavailable: :

{a) Response has illegal length, or

(b) OPEN-FILE entry # incorrectly echoed.

(ii) Release the chain referenced by UVFSTRT.(%" 'L&Mvﬁifigfz\

(iii) Leave the connection up. This is done as follows

(a) If there are other BMS entries wusing this
connection, release the entry corresponding to
the file CLOSEd.

(b) Otherwise, flag the entry to indicate CONNECTED
but not associated with any OPEN file.

I+ status of response indicates failure, currently only
checking for "entered debugger at remote node" failure.
Any other failed responses treated as illegal responses.

I+ status is neither of above, TrTeceived an illegal
response. Generate a DISCONNECT-REQUEST and flag all the
corresponding BMS entries as disconnected and unavailable.
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V. CLOSE ALL FILES
1. If BMS Pointer Table not created, exit.
2. I Pointer Entry for this line doesn’t exist, exit.

3. Send DISCONNECT-REQUEST‘’s to all the connected nodes and
Telease any overflow space accumulated for these

connections. */ AAMVLﬁZ{#\/

4. Release the BMS Table and the CSB to overflow and flag this
line’s pointer entry to indicate that the tables are no
longer set wup.

XX. MISCELLANEOUS SUBROUTINES

XX. 1 OTHER-SUB2/0THER-SUB

OTHER-SUB is identical to DTHER-SUBZ2 except that the wuser has
already ascertained that the received Q-entry is a non—-DATA
Q-entry.

i. If the Q-entry corresponds to a connection that no 1longer
exists, ignore it.

2. I+ the Q-entry is +from a line other than the File Server
Process: send a DISCONNECT-REQUEST to the File Server
Process of that node, mark all BMS entries corrsponding to
this connection as disconnected. Do not release these BMS
entries.

3. If a DATA Q-entry is received, send a DISCONNECT-REQUEST
and mark all BMS entries corresponding to this connection
as disconnected. Do not release these entries from the BMS
Table however.

4. If one of the expected DISCONNECT-INDICATIONS’s is
received, mark all BMS entries corresponding to this
connection as disconnected but unavailable.

5. I+ a DISCONNECT-INDICATION with an unexpected CAUSE field
or any other @-entry is received, send a DISCONNECT-~-REQUEST
and mark all BMS entries correspondxng to this connection
as disconnected but unavailable.
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XX. 2 CHK-REPLY

. caste 0000 01000 aewes sorre seben Sasen dete

This routine runs with or without time-outs depending on the
value of the TMOUT-BIT.

1. I# the received Q@-entry if not for the node corresponding
to this connection, execute OTHER-SUB2 and examine the next
received G-entry.

2. If the received Q-entry is from the correct node but not
from the File Server Process, send a DISCONNECT-REQUEST to
the File Server on that node, mark all the corresponding
BMS entries as disconnected and unavailable, and exit. If
CHK-REPLY called from within OPEN, the currently grabbed
BMS entries are released.

3. I# checking for time-out and a time—-out does occur, exit.

4, I# the received Q-entry is from the File Server Process of
the correct node, exit.

XX. 2 ANL~-REPLY

I+ any of the following errors is detected, the subroutine will
not return to the calling program but will send a
DISCONNECT-REQUEST (and if called from OPEN, will release any
grabbed BMS entries for that particular OPEN call). BMS entries
other than those grabbed during an OPEN will be marked as
disconnected but will not be released. If none of these errors
is detected, the subroutine will return to the calling program.

1. Response Length less than that spgniﬁiadﬂiumc-bEN0¢Hw~ﬂAIN'WJ;&WYH{

2. TYPE-BIT = 0 (All responses must have GSTATUS field with
TYPE-BIT = 1).

3. Responses with incorrectly echoed primary and secondary
command fields (except for COMMAND-REJECT responses due to
illegal primary or secondary commands received at the
remote node).

4, Receiving COMMAND-REJECT responses of incorrect length.

S. Receiving COMMAND-REJECT responses that have an illegal
ERROR#.
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CHK-LOCAL

I# the referenced file is flagged as local, no processing
is carried out.

If remote: check for the following error conditions :

(i)

(ii)

(iii)

{iv)

(v)

No pointer Table created (ie. network generation no
longer valid).

The Pointer Table entry for this line has not been
set up (this is done the first time a remote OPEN is
executed).

If trying to access a file OPENed by another line.
Illegal displacement into BMS Table specified in
BASE (either 1less than or equal to zero, or greater
than LASTENT).

The displacement specified by BASE into the BMS
Table corresponds to an unOPENed file.



