






























































































































































































































































































































































































































































































































































x25 hte channel 

Sets the highest two-way channel (HTC). The argument channel is a channel number 
from 1 through 4095.The default value is 1024. 

[no] x25 idle minutes 

Sets the period of inactivity once an SVC has been cleared. The argument minutes is the 
number of minutes in the period. Both calls originated and terminated by the router are 
cleared. The default value is 0 (zero), which causes the router to keep the SVC open 
indefinitely. The no variation restores this default. 

[no] x25 ip-preeedenee 

Enables or disables the ability to open a new virtual circuit based on the IP Type of 
Service (TOS) field. By default, Cisco routers open one virtual circuit for each type of 
servIce. 

x25 ips bytes 
x25 ops bytes 

Set the router packet size to match those of the network. The ips keyword specifies the 
router input packet size while the keyword ops specifies the router output packet size. 
The argument bytes is a byte count in the range of 128 through 1024. The default value 
is 128 bytes. Larger packet sizes are better, because smaller packets require more 
overhead processing. 

Note: Set the x25 ips and x25 ops keywords to the same value unless your network 
supports asymmetry between input and output packets. 

x25 lie channel 

Sets the lowest incoming channel (LI C). The argument channel is a channel number from 
1 through 4095. The default value is one. 

[no] x25 linkrestart 

Forces a packet-level restart when the link level is restarted and restarts X.25 Level 2 
(LAPB) when errors occur. This behavior is the default and is necessary for networks 
that expect this behavior. The no form of the command resets the default state. 
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x25 loc channel 

Sets the lowest outgoing channel (LOC). The argument channel is a channel number from 
1 Jhrough 4095. The default value is one. 

x25 ltc channel 

Sets the lowest two-way channel (LTC).The argument channel is a channel number from 
1 through 4095. The default value is one. 

[no] x25 map protocol-keyword protocol-address X. 121-address [option1 ... option] 

Specifies a network-protocol-to-X.121 address mapping such as Internet-to-X.121 or 
DECnet-to-X.121. The argument protocol-keyword can be one of these protocol types: ip, 
decnet, chaos, xns , novell, appletalk, vines, apollo, pup. The address arguments 
specifY the network-protocol-to-X.121 mapping. The option arguments add certain 
features to the mapping specified, and can be any of the following, up to six. They must 
be specified in the order listed. 

• reverse-Specifies reverse charging for outgoing calls. 

• accept-reverse-Causes the router to accept incoming reverse-charged calls. If this 
option is not present, the router clears reverse charge calls. 

• broadcast-Causes the router to direct any broadcasts sent through this interface 
to the specified X.121 address. This option is needed when dynamic routing 
protocols are being used to access the X.25 network. 

• cug number-Specifies a Closed User Group number (from 1 to 99) for the mapping 
in the outgoing call. 

• nvc count-Sets the number of virtual circuits (YCs) for this map/host. The default 
count is the x25 nvc setting of the interface. A maximum number of eight VCs can 
be configured for a single map/host. 

• packetsize in-size out-size--Specifies input packet size in-size and output packet size 
out-size for the mapping in the outgoing call. 

• windowsize in-size out-size--Specifies input window size in-size and output 
window size out-size for the mapping in the outgoing call. 

• throughput in out-Requests the amount of bandwidth through the X.25 
network. 

• modulo size--Specifies the maximum window size for this map. The argument size 
permits windows of8 or 128 on the same interface. 

• nuid username password-Specifies that a network ID facility be sent in the outgoing 
call with the specified user name and password. 
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x25 modulo modulus 

Sets the modules. The argument modulus is either 8 or 128. The default value is eight. 
The value of the modulo parameter must agree with that of the device on the other end 
of the X.2S link. 

x25 nvc count 

Specifies the maximum number of switched virtual circuits that can be open simulta­
neously to one host. The argument count is a circuit count from 1 to 8; the default is 1. 

[no] x25 pvc drcuit protocol-keyword protocol-address 

Establishes or deletes PermanentVirtual Circuits (PVCs).The argument drcuit is a virtual 
circuit channel number and it must be less than the lower limit of the incoming call 
range in the virtual circuit channel sequence (set using the lic keyword).The argument 
protocol-keyword can be one of the protocol types mentioned above. The argument 
protocol-address is that of the host at the other end of the PVc. 

Note: You must specify the required network-protocol-to-X.121 address mapping with 
an x25 map subcommand before you can set up a PVC. 

x25 pvc pvc-number interface inteiface-name pvc-number 

Configures a PVC for a given interface. The argument pvc-number is the PVC number 
that will be used on the local interface (as defined by the primary interface command). 
The argument inteiface-name is the interface type and unit number (serial 0, for example), 
as specified by the interface keywords. 

[no] x25 rpoa name number 

Specifies a list of transit RPOAs to use, referenced by name. The argument name must 
be unique with respect to all other RPOA names. It is used in the x25 facility and x25 
map interface subcommands. The argument number is a number that is used to describe 
an RPOA. 

[no] x25 suppress-calling-address 

Omits the calling (source) X.121 address in Call Request packets. This option is required 
for networks that expect only subaddresses in the calling address field. The calling address 
is sent by default. The no form of the command resets the default state. 
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x25 ttO seconds 

Sets the limit for the Restart Request retransmission timer (Tl0) on DeE devices. The 
argument seconds is a time value in seconds. The default value is 60 seconds. 

x25 tt1 seconds 

Sets the limit for the Call Request retransmission timer (Tll) on DCE devices. The 
argument seconds is a time value in seconds. The default value is 180 seconds. 

x25 tt2 seconds 

Sets the limit for the Reset Request retransmission timer (T12) on DCE devices. The 
argument seconds is a time value in seconds. The default value is 60 seconds. 

x25 tt3 seconds 

Sets the limit for the Clear Request retransmission timer (T13) on DCE devices. The 
argument seconds is a time value in seconds. The default value is 60 seconds. 

x25 t20 seconds 

Sets the limit for the Restart Request retransmission timer (T20) on DTE devices. The 
argument seconds is a time value in seconds. The default is 180 seconds. 

x25 t21 seconds 

Sets the limit for the Call Request retransmission timer (T21) on DTE devices. The 
argument seconds is a time value in seconds. The default value is 200 seconds. 

x25 t22 seconds 

Sets the limit for the Reset Request retransmission timer (T22) on DTE devices. The 
argument seconds is a time value in seconds. The default value is 180 seconds~ 

x25 t23 seconds 

Sets the limit for the Clear Request retransmission timer (T23) on DTE devices. The 
argument seconds is a time value in seconds. The default value is 180 seconds. 
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x2S th delay 

Instructs the router to send acknowledgment packets when it is not busy sending other 
packets, even if the number of input packets has not reached the win count, which 
improves line responsiveness at the expense of bandwidth. The argument delay must be 
between zero and the input window size. A value of one sends one Receiver Ready ac­
knowledgment per packet at all times. The default value is zero, which disables the 
delayed acknowledgment strategy. 

[no] x2S use-source-address 

Updates the source address of outgoing calls forwarded over a specific interface use the 
following command. The no variation prevents the update. 

x2S win packets 
x2S wout packets 

Set the upper limits on the number of outstanding unacknowledged packets. The win 
keyword specifies the upper limits of the number of outstanding unacknowledged 
packets in the input window., and determines how many packets the router can receive 
before sending an X.2S acknowledgment. 

The wout keyword specifies the upper limits of the number of outstanding unacknowl­
edged packets in the output window. The wout limit determines how many sent packets 
can remain unacknowledged before the router uses a hold queue. 

To maintain high bandwidth utilization, assign these limits the largest number that the 
network allows. The argument packets is a packets count. The packet count for win and 
wout can range from one to the window modulus. The default value is two packets. 

Note: Set win and wout to the same value unless your network supports asymmetry 
between input and output window sizes. 

8-42 • Router Products Configuration and Reference 



Configuring Frame Relay 
This section describes frame relay configuration, Cisco Systems' implementation of frame 
relay, the protocols supported, and the hardware needed to operate with a frame relay 
network. 

Frame relay is described as an encapsulation method and is directed mainly to users with large 
Tl network installations. Cisco's implementation meets the Frame Relay Interface specification 
produced by Northern Telecom, Digital Equipment Corporation, StrataCom, and Cisco 
Systems. Cisco's implementation also conforms to the Link Access Procedure (LAP-D) 
defined by the CCITT under its I-series (ISDN) recommendation as 1122, "Framework for 
Additional Packet Model Bearer Services." Cisco's frame relay implementation currendy 
supports routing on IP, DECnet, AppleTalk, Novell IPX, and VINES, and transparent 
bridging. 

The Cisco network server supports the local management interface (LMI) , as specified in the 
joint Frame Relay Interface specification. The LMI includes support for a keep alive mechanism, 
a multicast group, and a status message. 

The keepalive mechanism provides an exchange of information between the network server 
and the switch to verify data is flowing. The multicast mechanism provides the network 
server with its local data link connection identifier (DLCI) and the multicast DLCI. The 
status mechanism provides an on-going status report on the DLCIs known by the switch. 

Configuring the Hardware 
The following hardware configuration is required for frame relay connections: 

• Each router connects direcdy to the frame relay switch. 

• Each router connects direcdy to a CSU/DSU (Channel Service Unit/Digital Service 
Unit) first and the CSU/DSU is connected to a remote frame relay switch. 

The CSU /DSU converts V.35 or RS-449 signals to the properly coded Tl transmission signal 
for successful reception by the frame relay network. Figure 8-3 illustrates the connections 
between the different components. 

Figure 8-3 Frame Relay Physical Connection 
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The frame relay interface actually consists of one physical connection between the network 
server and the switch that provides the service. This single physical connection provides 
direct connectivity to each device on a network, such as a Stratacom FastPacket wide area 
network, using only a single connection. 

Specifying Frame Relay Encapsulation 
Use the encapsulation frame-relay interface subcommand to specify frame relay encap­
sulation on a specific interface. 

encapsulation frame-relay 

Example: 

These commands configure frame relay encapsulation on interface serial 1. 

interface serial 1 
encapsulation frame-relay 

Setting the Frame Relay Keepalive Timer 
The frame-relay keep alive interface subcommand enables and disables the LMI 
mechanism for serial lines using the frame relay encapsulation. The full syntax of this 
command follows. 

frame-relay keep alive number 

no frame-relay keepalive 

The argument number defines the keep alive interval. The interval must be set, and must 
match the interval set on the switch. The default keep alive interval is ten seconds. 

Note: The frame-relay keep alive and keep alive commands perform the same function; 
both commands enable the keep alive sequence. The keep alive sequence is part ot the LMI 
protocol, so these commands also control the enabling and disabling of the LMI. 

Example: 

This command sets the keepalive timer on the Cisco router for a period that is two or three 
seconds faster (shorter interval) than the interval set on the keepalive timer of the frame relay 
switch. The difference in keep alive intervals assures proper synchronization between the 
Cisco router and the frame relay switch. 

frame-relay keepalive 8 
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Mapping Between an Address and the DLCI 
The frame-relay map subcommand defines the mapping between an address and the DLCI 
used to connect to the address. There can be many DLCIs known by a network server that 
can send data to many different places, but all this data will be multiplexed over the one 
physical link. The frame relay map tells the network server how to get from a specific protocol 
and address pair to the correct DLCI. The full syntax of this command follows. 

frame-relay map protocol protocol-address DLCI [broadcast] 

no frame-relay map protocol protocol-address 

The argument protocol is one of these keywords: ip, decnet, appletalk, xns, novell, vines, 
or clns. The keyword is followed by the corresponding protocol address and the DLCI 
number. 

This variation of the frame-relay map command is used for the ISO CLNS protocol: 

frame-relay map clns DLCI broadcast 

This variation of the frame-relay map command is used for bridging: 

frame-relay map bridge DLCI broadcast 

In both these variations, there is no need to specify a protocol address. 

The optional keyword broadcast specifies that broadcasts should be forwarded to this 
address when the multicast is not enabled. The default is not to forward broadcasts. The 
broadcast keyword is required for ISO CLNS and bridging applications. 

The no frame-relay map subcommand with the appropriate arguments deletes the entry. 

Examples of command use follow; see Chapter 20, "Configuring Transparent Bridging" in 
Part Five for the procedures to configure bridging on frame relay. 

Example 1: 

This command maps IP address 131.108.123.1 to DLCI 100. Broadcasts are not forwarded. 

frame-relay map IP 131.108.123.1 100 

Example 2: 

This command uses DLCI 144 for bridging. 

frame-relay map bridge 144 broadcast 

Example 3: 

This command uses DLCI 125 for ISO CLNS routing. 

frame-relay map clns 125 broadcast 
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Requesting Short Status Messages 
The frame-relay short-status interface subcommand instructs the network server to 
request the short status message from the switch (see version 2.3 of the joint Frame Relay 
Inteiface specification). The full syntax of this command follows: 

frame-relay short-status 

no frame-relay short-status 

The default is to request the full status message. Use the no frame-relay short-status 
command to override the default. 

Example: 

This command returns the interface to the default state of requesting full status messages. 

no frame-relay short-status 

Setting a Local D LeI 
The frame-relay local-did interface subcommand sets the source DLCI for use when the 
LMI is not supported. IfLMI is supported and the multicast information element is present, 
the network server sets its local DLCI based on information provided via the LMI. The full 
syntax of this command follows: 

frame-relay local-did number 

no frame-relay local-dId 

The argument number is the local, or source, DLCI number. The no frame-relay local­
did command removes DLCI number. 

Note: The frame-relay local-did command is provided mainly to allow testing of the 
frame relay encapsulation in a setting where two routers are connected back to back. This 
command is not required in a live frame relay network. 

Example: 

This command specifies 100 as the local DLCI. 

frame-relay local-dlci 100 
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Defining a DLCI for Multicast 
The frame-relay multicast-did interface subcommand define or remove a DLCI to be 
used for multicasts. The full syntax of this command follows. 

frame-relay multicast-did number 

no frame-relay multicast-did 

This command should only be used when the multicast facility is not supported. Network 
transmissions (packets) sent to a multicast DLCI are delivered to all network servers defined 
as members of the multicast group. The multicast DLCI is identified by the argument number. 
(Note that this is not the multicast group number, which is an entirely different value.) The 
no frame-relay multicast-did command removes the multicast group. 

Note: The frame-relay multicast-did command is provided mainly to allow testing of 
the frame relay encapsulation in a setting where two routers are connected back to back. This 
command is not required in a live frame relay network. 

Example: 

This command specifies 1022 as the multicast DLCI. 

frame-relay multicast-dlci 1022 

Frame Relay Configuration Examples 
The following examples are included to show you how you may configure your router to 
support frame relay connections. 

Two Routers in Static Mode 
The following examples illustrate how to configure two routers for static mode. 

Example 1-First Router: 
interface serial 0 

ip address 131.108.64.2 255.255.255.0 

encapsulation frame-relay 
frame-relay keepalive 10 

frame-relay map ip 131.108.64.1 43 

Example 2-Second Router: 
interface serial 0 

ip address 131.108.64.1 255.255.255.0 

encapsulation frame-relay 

frame-relay keepalive 10 
frame-relay map ip 131.108.64.2 44 
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Routing DECnet Packets 
The following example illustrates how to send all DECnet packets destined for address 56.4 
out on DLCI 101. In addition, any DECnet broadcasts for interface serial 1 will also be sent 
on the DLCI. 

Example: 
interface serial 1 
decnet routing 32.6 
encapSUlation frame-relay 
frame-relay map decnet 56.4 101 broadcast 

Routing Novell Packets 
The folloWing example illustrates how to send packets destined for Novell address 
200.0000.0eOO.7b21 out on DLCI 102. 

Example: 
interface ethernet 0 
novell network 2abc 

interface serial 0 
novell network 200 
encapSUlation frame-relay 
frame-relay map novell 200.0000.0cOO.7b21 102 broadcast 

Monitoring Frame Relay 
Use the EXEC commands in this section to monitor frame relay connections. 

Monitoring the Frame Relay Interface 
When using the frame relay encapsulation, the EXEC command show interface includes 
information on the multicast DLCI, the DLCI of the interface, and the LMI DLCI used for 
the local management interface. 

The multicast DLCI and the local DLCI can be set using the frame-relay multicast-dId 
and the frame-relay local-dId sub commands, or provided through the local management 
interface. The status information is taken from the LMI, when active. 

Enter this command at the EXEC prompt: 

show interfaces [type unit] 
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Following is sample output. 

Serial 2 is up, line protocol is up 
Hardware type is MCI Serial 
Internet address is 131.108.122.1, subnet mask is 255.255.255.0 
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255 
Encapsulation FRAME-RELAY, loopback not set, keepalive set (10 sec) 
multicast DLCI 1022, status defined, active 
source DLCI 20, status defined, active 
LMI DLCI 1023, LMI sent 10, LMI stat recvd 10, LMI upd recvd 2 
Last input 7:21:29, output 0:00:37, output hang never 
Output queue 0/100, 0 drops; input queue 0/75, 0 drops 
Five minute input rate 0 bits/sec, 0 packets/sec 
Five minute output rate 0 bits/sec, 0 packets/sec 

47 packets input, 2656 bytes, 0 no buffer 
Received 5 broadcasts, 0 runts, 0 giants 
5 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 57 abort 
518 packets output, 391205 bytes 
o output errors, 0 collisions, 0 interface resets, 0 restarts 
1 carrier transitions 

In this display, the multicast DLCI has been changed to 1022 with the frame-relay 
multicast-dId interface subcommand. 

In this display, the statistics for the LMI are the number of status inquiry messages sent (LMI 

sent), the number of status messages received (LMI recvd), and the number of status 
updates received (upd recvd). See the Frame Relay Inteiface specification for additional ex­
planations of this output. Chapter 6 of this publication also provides explanation about the 
other fields seen in the show interfaces command. 

Displaying Frame Relay Map Entries 
Use this EXEC command to display the current frame relay map entries and information 
about these connections: 

show frame-relay map 

Sample output follows: 

Seria12: IP 131.108.122.2 dlci 10 (OXA,OxAO), dynamic 
status defined, active 

The display lists the interface, the protocol, the protocol address, and the DLCI being used 
to reach this address. If the optional broadcast keyword was entered for a static map entry, 
this will also be shown. 

The DLCI is displayed in three forms. For example, if the DLCI is 10, the representations 
would be 10 (OxA, OxAO) . The displays show the decimal value, the hexadecimal value, and 
the value of the DLCI as it would appear on the wire. In addition, the display indicates 
whether this is a static or dynamic entry. Status information for the DLCI is display if 
provided by the LMI. 
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For the CLNS protocol the map has the following form: 

SerialO: CLNS dlci lOO(OX64,1840), static, broadcast, BW = 64000 
status defined, active 

SerialO: CLNS dlci 102(OX66,1860), static, broadcast, BW = 64000 
status defined, active 

Displaying Global Frame Relay Statistics 
Use the show frame-relay traffic command to display global frame relay statistics. Enter 
this command at the EXEC prompt: 

show frame-relay traffic 

Sample output follows: 

Frame Relay statistics: 
ARP requests sent 14, ARP replies sent 0 
ARP request recvd 0, ARP replies recvd 10 
LMI sent 10, LMI stat recvd 10, LMI upd recvd 2, Multicast sent 48 

Statistics for all frame relay interfaces in the router are also included in this display. 

Debugging Frame Relay 
Use the EXEC commands described in this section to troubleshoot and monitor activity on 
the interface configured for frame relay. For each debug command, there is a corresponding 
undebug command that turns messaging off. 

debug frame-relay-events 

This command enables logging of key events in the transmission or receipt of packets 
encapsulated using frame relay. 

debug frame-relay-Inti 

This command enables logging of information on the local management interface 
packets exchanged between the router and the frame relay service provider. 

debug frame-relay-packets 

This command displays all packets being sent out on the frame relay network. The 
display identifies the output interface, the protocol identifier, and the size of the packet 
being sent. 
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Frame Relay Interface Subcommand Summary 
Following is an alphabetically arranged summary of the frame relay interface subcommands. 

encapsulation frame-relay 

Specifies frame relay encapsulation on a specific interface. 

[no] frame-relay keep alive number 

Enables and disables the LMI mechanism for serial lines using the frame relay encapsu­
lation. 

frame-relay local-dlci number 

Sets the source DLCI for use when the LMI is not supported. IfLMI is supported and 
the multicast information element is present, the network server sets its local DLCI based 
on information provided via the LMI. The argument number is the local, or source, DLCI 
number. 

frame-relay map protocol protocol-address DLCI [broadcast] 

Defines the mapping between an address and the DLCI used to connect to the ad­
dress.The frame relay map tells the network server how to get from a specific protocol 
and address pair to the correct DLCI. The argument protocol can be one of these 
keywords: ip, decnet, appletalk, xns, novell, vines, elns. The keyword is followed by 
the corresponding protocol address and the DLCI number. The optional broadcast flag 
specifies that broadcasts should be forwarded to this address when the multicast is not 
enabled. The default is not to forward broadcasts. 

frame-relay map clns DLCI broadcast 

This variation of the frame-relay map command is used for the ISO CLNS protocol. 

frame-relay map bridge DLCI broadcast 

This variation of the frame-relay map command is used for bridging. 

no frame-relay map 

Deletes the frame relay map entry. 
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frame-relay multicast-did number 

Defines a DLCI to be used for multicasts and should only be used when the multicast 
facility is not supported. Network transmissions (packets) sent to a multicast DLCI are 
delivered to all network servers defined as members of the multicast group. The 
argument number identifies the multicast group. 

[no] frame-relay short..;status 

Instructs the network server to request the short status message from the switch (see 
version 2.3 of the joint Frame Relay Inteiface specification). The default is to request the 
full status message. 
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Configuring Switched Multi-Megabit Data Services (SMDS) 
The Switched Multi-Megabit Data Service (SMDS) is a wide area networking service 
offered by Regional Bell Operating Companies (RBOCs) and other telephone service 
carriers such as AT&T and MCI/Sprint. The SMDS protocol is based on cell relay technol­
ogy as defined in the Bellcore Technical advisories, which is in turn based on the IEEE 802.6 
Standard (also called the Distributed Queue Dual Bus (DQDB) Metropolitan Area Network 
Media Access Control protocol). For technical references please see the bibliography in the 
"References and Recommended Readings" list at the end of this publication. 

Cisco provides an interface to an SMDS network using DS 1 transmission facilities at the rate 
of 1.544 Mbps. Connection to the network is made through a device called an SDSU-an 
SMDS CSU/DSU (Channel Service Unit/Digital Service Unit) developed jointly by Cisco 
Systems and Kentrox. The SDSU attaches to a Cisco router through an RS-449 connection. 
On the other side, the SDSU terminates a DS1line. 

Cisco's implementation ofSMDS supports the IP, DECnet,AppleTalk, XNS, Novell IPX, 
Ungermann-Bass Net/One, and OSI internetworking protocols. Routing ofIP is fully 
dynamic; that is, the routing tables are determined and updated dynamically. Routing of the 
other supported protocols requires that you establish a static routing table ofSMDS neighbors 
in a user group. Once this is set up, all interconnected routers provide dynamic routing. 

This section describes Cisco's implementation of SMDS, and how to configure, maintain, 
and debug SMDS. 

Hardware Requirements 
You need the following hardware and equipment to configure the Cisco Systems' SMDS im­
plementation: 

• An MCI or SCI serial interface controller card, or HSSI interface (chassis-based systems) 
or the serial port on an IGS router 

• An RS-449 applique (chassis-based systems) or RS-449 transition cable (IGS) 

• The SDSU device 

• The packet-switched software option with the system software 

Configuring SMDS 
Follow these steps to configure SMDS service on the Cisco router: 

Step 1: Determine the protocols you will be running over SMDS. Obtain from the 
service provider the group addresses that you will need to support those protocols. 

Step 2: Obtain the SMDS hardware (individual) address from the service provider for 
each router that will interface directly into the SMDS network (that is, customer 
premises equipment). 
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Step 3: You will also need to know the addresses of the other routers with whom you'll 
be communicating, to set up the static routing tables. Please note that static 
mapping is needed only for protocols other than IP or CLNS. For IP and CLNS 
the routing is fully dynamic. (For more details please see these routing chapters 
in Part Four of this manual.) 

Step 4: Configure the desired serial interface with SMDS encapsulation. 

Step 5: Set up the static map for the desired protocols using the smds static-map 
command. 

Step 6: Set up the multicast map for the desired protocols using the smds multicast 
command. 

Using SMDS Addresses 
All addresses for SMDS service are assigned by the service provider, and may be assigned to 
individuals and groups. 

A group address (also defined as a multicast address) is entered in the Cisco SMDS configu­
ration software using an E 1 prefix; a C 1 prefix is used to specify individual addresses. The 
Cisco software expects the addresses to be entered in a slightly modified E.164 format. E.164 
format is 64 bits. The first four bits are type code followed by 10 BCD digits padded to the 
full 60 bits with ones. 

An example of an E.164 address follows: 

C14155561313FFFF 

Note: To simplify the addresses, Cisco does not require the full E.164 address. The trailing 
FFFF's are not needed. They are not displayed and it is not necessary to type them when 
entering an address. 

The addresses may be entered with periods in a manner similar to Ethernet-style notation, 
or simply as a string of digits. 

An example of an individual address entered in Ethernet-style notation would look like this: 

C141.5555.1212 

An example of a group address would look like this: 

E18009999999 
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Enabling SMDS 
Enter the encapsulation smds interface subcommand to enable SMDS service on the 
desired interface: 

encapsulation smds 

The interface to which this command applies must be a serial interface.All subsequent SMDS 
configuration commands only apply to an interface with encapsulation SMDS. 

Example: 

Following is an example of the commands you use to configure the SMDS service on 
interface serial 0: 

interface serial 0 
encapsulation smds 

Note: The maximum packet size allowed in the SMDS specifications (TA-772) is 9188. 
This is larger than what can be used by routers with most media. We therefore default the 
MTU to 1500 bytes, to be consistent with Ethernet. If a larger MTU is used, the mtu 
command must be used before the encapsulation smds command is used. 

Specifying the SMDS Address 
Enter the smds address interface subcommand to specify the SMDS individual address for 
a particular interface. The format of the command follows: 

smds address smds-address 

no smds address smds-address 

Enter an individual address provided by the SMDS service provider for the argument smds­
address. Enter the address, as described in the section "Using SMDS Addresses." This address 
is protocol independent. 

Enter the no smds address command to remove the address from the configuration file. 

There is no default for this command. 
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Example: 

Following is an example which shows how a command specifies an individual address. 

interface serial 0 
smds address C141.5797.1313 

Note: Ifbridging is enabled on any interface, the SMDS address is erased, and must be 
re-entered. 

Enabling the Address Resolution Protocol 
Enter the smds enable-arp interface subcommand to enable the Address Resolution 
Protocol (ARP). The full syntax of this command follows. 

smds enable-arp 

no smds enable-arp 

The multicast address for ARP must be set before this command is issued. 

By default,ARP is not enabled. Once ARP has been enabled, use the no smds enable-arp 
command to return the line to the default state. 

Difining a Static Map for an Individual Address 
Enter the smds static-map interface subcommand to configure a static mapping between 
an individual SMDS address and a higher level protocol address. The full syntax of the 
command follows: 

smds static-map protocol-type protocol-address smds-address 

no smds static-map protocol-type protocol-address smds-address 

Do not enter this command for broadcast or multicast addresses. For those addresses, use the 
smds multicast interface subcommand described in the section "Mapping to a Multicast 
Address." 

Enter the name of the protocol for the protocol-type argument, and follow with the address 
of the protocol to answer the protocol-address argument. Provide the SMDS address for the 
smds-address argument to complete the mapping.You must use these keywords to define the 
protocol type: ip, decnet, appletalk, xns, novell, or elns. 

Use the no smds static-map command with the appropriate arguments to remove the 
map. 
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Example: 

Following is an example of the command. 

smds static-map XNS 111.00CO.2711.0123 C141.5688.1212 

The command will map XNS address 111.00CO.2711.0123 to the individual SMDS address 
C141.S688.1212. 

Mapping to a Multicast Address 
Enter the smds multicast interface subcommand to map an SMDS group address to a 
broadcast or multicast address used by higher level protocols. The full syntax of the command 
follows: 

smds multicast protocol-type smds-address 

no smds multicast protocol-type smds-address 

Enter the name of the protocol for the protocol-type argument, and follow with the SMDS 
address to answer the smds-address argument to complete the mapping.You may use these 
keywords to define the protocol type: 

• ip-IP 

• arp-ARP 

• decnet-DECnet 

• decnet_router-DECnet multicast address for all routers 

• decneCnode-DECnet multicast address for all end systems 

• appletalk-AppleTalk 

• aarp-AppleTalk ARP address 

• xns-XNS 

• novell-Novell IPX 

• elns-ISO CLNS 

• elns_is- Multicast address for all CLNS Intermediate Systems 

• clns_es- Multicast address for all CLNS End Systems 

Since SMDS does not incorporate broadcast addressing, a group address for a particular 
protocol must be defined to serve the broadcast function. There is no default for this 
command. 

Use the no smds multicast command with the appropriate arguments to remove a 
multicast address. 
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Example: 

Following is an example of the command: 

smds multicast IP E180.0999.9999 

The command maps the IP broadcast address to the SMDS group address E180. 0999. 9999. 

Enabling the AT&T SMDS Service 
Cisco's implementation ofSMDS includes a configuration option that enables the router to 
interface to an AT &T SMDS router that implements an early, prestandard version of the IP 
encapsulation on SMDS standard protocol. This version has been superceded by the SMDS 
standards. However, the pre standard implementation represents an embedded base of 
available service. Please consult your service provider to find out if this command will be 
needed. 

Use the smds att-mode interface subcommand in order to operate with the AT&T SMDS 
router. The full command syntax follows: 

smds att-mode 

no smds att-mode 

AT&T's implementation does not match Bellcore's SMDS specification. When this switch is 
enabled, the router will use AT &T's implementation. It should be off if protocols others than 
IP are to be routed. (In the early AT&T implementation, only IP was supported.) 

Use the no smds att-mode command to turn this function off. By default, the function 
IS on. 

Protocol-Specific Configuration 
An SMDS network can be thought of in much in· the same way as an X25 cloud. The 
premises equipment, in this case a Cisco router, represents the edge of the cloud. The service 
provider enables communication across the cloud. However, proper configuration is needed 
for communication to occur. This configuration will differ between protocol families. 

One major difference between protocol families is dynamic versus static routing among the 
routers (called remote peers) on the periphery of the cloud. For IP and CLNS, routing across 
the SMDS cloud is fully dynamic. No action on the user's part is needed for the mapping of 
higher level protocol addresses to SMDS addresses to occur. For the other supported 
protocols, a static entry must be made for each of the other neighbors. This entry provides 
a router with the information that it needs to communicate with all other neighbor routers. 

Up until now this discussion has centered on the peer routers. What about all of the end 
nodes and routers behind the SMDS router? The static entries only need to be made for 
those routers that are SMDS remote peers. Nothing additional needs to be done in order to 
communicate with other nodes behind the peer routers. 
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Some protocol families need separate definitions for associated subprotocols. The next 
sections illustrates how to implement these kind of configurations. See Table 8-7 for a list of 
protocol families and what multicast is needed. 

Table 8-7 Protocol Families and the Type of Multicasts Needed 

Protocol Falllily Multicasts needed 

IP 

DECNet 

CLNS 

Novell 

XNS 

Appletalk 

Configuring IP 

IP, ARP 

DECNET, DECNET_NODE, DECNET_ROUTER 

CLNS, CLNS_ES, CLNS_IS 

NOVELL 

XNS 

APPLET ALK, AARP 

Both IP and ARP should be configured with the smds multicast command. ARP should 
be enabled. The results of the ARP activity can be shown with the show arp command. If 
desired, static ARP entries may be made by using this command: 

arp ip-address address 

The argument ip-address is the IP address. The argument address is the SMDS address. 

Configuring Apple Talk 
Currently, dynamic address assignment does not work, and therefore an AppleTalk address 
must be assigned to the interface, and each remote router peer must be listed with an smds 
static-map command. The AppleTalk ARP (AARP) multicast address must still be config­
ured with the smds multicast command. ARP should be enabled. 

Configuring XNS and Novell 
The XNS and/or NOVELL the multicast address must be configured. 

For Novell, RIP Routing packets, SAP packets, NetBios Name Lookups, directed broad­
casts, and traffic to the helper addresses (if that helper address is a broadcast address) will be 
sent to the SMDS novell multicast address. 

For XNS, only RIP, directed broadcasts, and helper traffic will be sent to the XNS multicast 
address. 

Configuring Packet-Switched Software II 8-59 



For XNS and/or Novell configurations, a static map entry must be made for each remote 
peer. 

Configuring CLNS 
Multicasts must be configured for CLNS_ES, and CLNS_IS. No static maps are necessary. 
ESH's, ISH's, and Router Hellos are sent to the multicast address, and neighbor entries are 
created automatically. 

SMDS Configuration Examples 
This section provides some examples of configurations to use as models for your configura­
tion files. 

Typical Multiprotocol Configuration 
Following is a typical interface configured for IP, DECNET, CLNS, Novell, XNS, and 
AppleTalk. 

Example: 
interface Serial 4 
ip address 1.1.1.2 255.0.0.0 
decnet cost 4 
appletalk address 92.1 
appletalk zone smds 
clns router igrp FOO 
novell net 1a 
xns net 17 
encapsulation SMDS 
! smds configuration follows 
smds address c120.15BO.4721 
no smds att-mode 
smds static-map APPLETALK 92.2 c120.15BO.4592 
smds static-map APPLETALK 92.3 c120.15BO.4593 
smds static-map APPLETALK 92.4 c120.15BO.4594 
smds static-map NOVELL 1a.OcOO.0102.23ca c120.15BO.4792 
smds static-map XNS 17.0cOO.0102.23ca c120.15BO.4792 
smds static-map NOVELL 1a.OcOO.0102.23dd c120.15BO.472B 
smds static-map XNS 17.0cOO.0102.23aa c120.15BO.4727 
smds multicast NOVELL e1BO.0999.9999 
smds multicast XNS e1BO.0999.9999 
smds multicast ARP e1BO.0999.9999 
smds multicast IP eIBO.0999.9999 
smds multicast APPLETALK elBO.0999.9999 
smds multicast AARP elBO.0999.9999 
smds multicast CLNS IS elBO.0999.9990 
smds multicast CLNS ES elBO.0999.9990 
smds multicast DECNET ROUTER elBO.0999.9992 
smds multicast DECNET NODE e1BO.0999.9992 
smds enable-arp 
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Configuration with a Remote Peer on the Same Network 
An example of a remote peer on the same SMDS network follows. Note that this router does 
not have DECnet routing enabled. 

Example: 
interface Serial 0 
ip address 1.1.1.1 255.0.0.0 
appletalk address 92.2 
appleta1k zone smds 
clns router igrp FOO 
novell net 1a 
xns net 17 
encapsulation SMDS 
! smds configuration follows 
smds address c120.1580.4792 
no smds att-mode 
smds static-map APPLETALK 92.1 c120.1580.4721 
smds static-map APPLE TALK 92.3 c120.1580.4593 
smds static-map APPLETALK 92.4 c120.1580.4594 
smds static-map NOVELL 1a.OcOO.0102.23cb c120.1580.4721 
smds static-map XNS 17.0cOO.0102.23cb c120.1580.4721 
smds static-map NOVELL 1a.OcOO.0102.23dd c120.1580.4728 
smds static-map XNS 17.0cOO.0102.23aa 
smds multicast NOVELL e180.0999.9999 
smds multicast XNS e180.0999.9999 
smds multicast ARP e180.0999.9999 
smds multicast IP e180.0999.9999 

c120.1580.4727 

smds multicast APPLETALK e180.0999.9999 
smds multicast AARP e180.0999.9999 
smds multicast CLNS IS e180.0999.9990 
smds multicast CLNS ES e180.0999.9990 
smds enable-arp 

Monitoring SMDS Service 
Use the following EXEC commands to monitor the SMDS service. 

Displaying SMDS Individual Addresses 
Use the show smds addresses command to display the individual addresses and the 
interface that they are associated with. Enter this command at the EXEC prompt: 

show smds addresses 

A sample display of the command output follows: 

Artemis#show smds addresses 
SMDS address - SerialO c141.5555.1212 
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Displaying Mapped SMDS Addresses 
Use the show smds map command to display all SMDS addresses that are mapped to 
higher level protocol addresses. Enter this command at the EXEC prompt: 

show smds map 

The display for this command includes all addresses entered with both the smds static-map 
and smds multicast command. 

A sample display of the command output follows: 

Artemis#show smds map 
SerialO: ARP maps to e180.0999.9999 multicast 
Seria10: IP maps to e180.0999.9999 multicast 
SerialO: XNS 1006.AAOO.0400.0C55 maps to c141.S688.1212 static 

Note: Trailing Fs are implied in displays showing the SMDS addresses. 

Displaying SMDS Counters 
Use the show smds traffic command to display all the SMDS counters. Enter this 
command at the EXEC prompt: 

show smds traffic 

A sample display of the command output follows: 

Artemis#show smds traffic 
o Bad BA size errors 
o Bad Header extension errors 
o Invalid address errors 

In the display: 

• The Bad BA size errors field lists the number of corrupted packets received based 
on the expected Level 3 PDU buffer allocation size. 

• The Bad Header extension errors field lists the number of invalid packets 
received in which the header extension length did not match what was expected in the 
Level 3 PDU. 

• The Invalid address errors field lists the number of packets passed that were 
incorrectly sent to router. Both individual and multicast address errors are included in 
this count. 
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Debugging SMDS 
Use the following EXEC command to debug the SMDS service. For each debug command, 
there is a corresponding undebug command that turns the messages off. 

debug arp 

Use this command to see if ARPs are being sent or received. This command prints one 
line for each ARP sent or received. 

debug serial-interface 

Use this EXEC command to enable logging of SMDS events. This command prints a 
one-line message for each packet that is sent. The packet size, packet type, and SMDS 
source and destination addresses is printed. If packets are received with an incorrect des­
tination address, it will be noted and counted. 

SMDS Inteiface Subcommand Summary 
This section provides an alphabetically arranged summary of the SMDS interface subcom­
mands. These commands must be preceded by an interface command. 

encapsulation smds 

Enables or disables SMDS on a particular interface. It should precede any SMDS 
command. This command has no default. 

[no] smds address smds-address 

Sets or removes the SMDS individual address for a particular interface. The argument 
smds-address is the individual address provided by the SMDS service provider, and is 
protocol independent. This command has no default. 

[no] smds att-mode 

Enables or disables AT&T's early prestandard SMDS implementation. Default is smds 
att-mode. This command is on by default. 

[no] smds enable-arp 

Enables or disables ARP processing on a particular interface. The multicast address for 
ARP must be set before this command is issued. Default is no smds enable-arp. 
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[no] smds multicast protocol-type smds-group-address 

Maps an SMDS group address to a broadcast or multicast address used by higher-level 
protocols. This command has no default. 

[no] smds static-map protocol-type protocol-address smds-address 

Sets up a static mapping between an SMDS address and a higher-level protocol address. 
This should not be used for broadcast addresses, for broadcast address, use the smds 
multicast command. This command has no default. 
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central processor 
changing scheduler priorities 7-3 

CFM 
FDDI MAC-level connection 6-27 

channel 
X.258-25 

channel service unitl digital service unit 
See CSU/DSU 

CHAOSnet 
addresses 11-1 
ARP entries 11-2 
configuration 11-2 
debugging 11-3 
displaying statistics 11-3 
monitoring 11-2 

character padding 
changing 3-8 
setting 3-8, 4-32 

chassis 1-7, 1-8 
checkpointed database 

clearing 13-45 
checksum 
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AppleTalk 10-17 
ISO CLNS 15-20 
nonvolatile memory protection 2-14 

circuit 
simplex Ethernet 13-37 

circuit group 
use in load balancing 20-22 

Cisco Systems 
maintenance agreements xxiii 
technical assistance xxiv 
telephone numbers xxiv 

classes 
for Internet address 13-3 

clear apple neighbor command 10-35 
clear apple route command 10-35 
clear arp-cache command 13-9, 13-45 
clear bridge command 20-30 
clear clns cache command 15-23 
clear clns route command 15-23 
clear counters command 6-3 
clear host command 13-45 
clear interface command 6-40 
dear ip route command 13-45, 14-42 
clear line command 3-4 
clear request 

retransmission timer 8-29 
clear rif-cache command 21-7, 21-40 
clear vines neighbor command 18-10 
clear vines route command 18-10 
clear x25-vc command 8-33 
CLNP 

routing protocol 1-5 
CLNS 

routing protocol 1-5 
clns checksum command 15-20 
clns configuration-time command 15-18 
clns congestion-threshold command 15-20 
clns erpdu-interval command 15-21 
clns es-neighbor command 15-8, 15-19 
clns holding-time command 15-19 
clns is-neighbor command 15-8, 15-19 
clns mtu command 15-20 
clns packet-lifetime command 15-22 
clns rdpdu-interval command 15-22 
clns rdpdu-mask command 15-22 



elns route command 15-6 
elns route-cache command 15-20 
elns router igrp command 15-9, 15-11 
elns router static command 15-7 
elns routing command 15-5 
elns send-erpdu command 15-21 
elns send-rdpdu command 15-21 
elns want-erpdu command 15-23 
elock rate 

configuring on serial interface 7-2 
elockrate command 7-2 
Closed User Group 

See CUG 
CMT 

FDDI6-31 
cmt connect command 6-33 
cmt disconnect command 6-33 
Columbia AppleTalk Package 

see CAP 
command collection mode 

configuration 4-25 
command interpreter, EXEC 2-8 
command summary 

Apollo Domain global configuration 9-10 
Apollo Domain subcommands 9-11 
Apple Talk global configuration 10-38 
AppleTalk interface subcommands 10-39 
DECnet global interface 12-28 
DECnet interface subcommands 12-30 
EXEC system management 5-11 
EXEC terminal 3-10 
interface configuration subcommands 7-18 
interface support subcommands 6-48 
IP global configuration 13-60 
IP interface subcommands 13-63 
IP routing global configuration 14-51 
IP routing sub commands 14-55 
ISO CLNS global configurations 15-35 
ISO CLNS interface subcommands 15-36 
line configuration sub commands 4-39 
Novell IPX global configuration 16-27 
Novell IPX interface subcommands 16-29 
router subcommands 14-51 
SMDS subcommands 8-63 
source-route bridging global configuration 21- 47 

source-route bridging subcommands 21-48 
STUN global configuration 22-29 
STUN interface subcommands 22-30 
system configuration 4-33 
transparent bridging global configuration 20-34 
transparent bridging subcommands 20-36 
VINES global configuration 18-15 
VINES interface subcommands 18-16 
X.25 interface subcommands 8-36 
XNS global configuration 19-23 
XNS interface subcommands 19-24 

commands 
abbreviating 2-8 
correcting entry of 2-8, 2-11 
levels of 2-8 
listing 2-8 
negating 2-11 
typing in 2-8, 2-11 

community string 
default access 4-16 
SNMP access 4-16 

concurrent routing protocols 14-2 
configuration 

erasing system information 5-10 
global system command summary 4-33 
interface subcommand summary 7-18 
line subcommand summary 4-39 
writing system information 5-10 

configuration commands 
abbreviating 2-11 
correcting entry of 2-11 
entering collection mode 6-1 
global 2-11 
interface 2-11, 2-12 
line 2-11,2-12 
negating 2-11 
router 2-11, 2-13 
typing in 2-11 

configuration file 
auto load 2-15 
autoloading 4-21 
automatic execution of 2-14 
changing file name 4-5 
changing name of host 4-5 
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changing name of network 4-5 
fail to load 2-16 
loading 4-7 
network 2-15 
setting specifications 4-5 

configuration methods 
auto load 2-15 
from console 2-14 
from nonvolatile memory 2-14 
from remote hosts 2-15 

configuration mode 2-11 
configuration register 

processor 2-17, 4-6 
configuration script 

system startup 2-3 
configure command 2-10 
congestion threshold 

ISO CLNS 15-20 
connect command 3-1 
Connection Management 

See CMT 
Connectionless Network Protocol 

See CL~.JP 
Connectionless Network Services 

See ISO CLNS 
connections 

aborting 3-4 
disconnecting 3-4 
displaying active 3-3, 3-6 
displaying TCP 3-5 
establishing restrictions 4-28 
restricting access 13-26 
Telnet, description of 3-1 
Telnet, incoming 3-5,4-28 
Telnet, outgoing 4-28, 13-26 

connector panel 
chassis options 1-8 

connectors 
description of 1-8 
MIC 1-9 

console 
configuring from 2-14 
displaying debug messages 3-8 
line, configuring 4-25 
logging messages to 4-23 
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controller 
loopback test 7-15 

controller cards 
autonomous switching support 13-39 

controller status 
displaying 6-5 

converSIon 

cost 

DECnet Phase IV to Phase V 12-15 
host-name-to-address 13-19 

assigning to DECnet Phase IV 12-5 
maximum for inter-area routing 12-7 
maximum for intra-area routing 12-8 

counters 
clearing 6-3 
SMDS 8-62 

CPU auxiliary port 
configuring 4-26 

CSC/2 processor card 1-8 
CSC/3 processor card 1-8 
CSC-FCI card 1-9, 6-23, 7-17 
CSC-R card 1-9, 6-5, 6-17, 7-17 
CSC-R16 card 1-9, 6-5, 6-17, 7-19 
CSU/DSU 

loopback 7-12, 7-14 
CTRL-/\ 

See escape character 
CUG number 8-9, 8-39 

D 
DAS 

FDDI6-23 
data link connection identifier 

See DLCI 
data structures 

clearing AppleTalk 10-35 
resetting 3-4 

datagram 
accepting unlabeled 13-30 
prioritizing 13-31 
priority queuing 7-4 
security options 13-30, 13-31 

Datagram Delivery Protocol 
See DDP<$nopage$» 10-2 

datagram transport 



configuring on DDN 8-14 
configuring on X.25 networks 8-7 
X.25 as 8-6 

DeE 
configuring X.25 8-7 
device testing with loopback 7-14 
serial interface appliques 7-2 
use in LAPB 8-1 

DDN 
configuring X.25 8-14 
conversion scheme 8-16 
encapsulation 8-15 
use ofEGP 14-15 
use of HD H protocol 8-17 
X.25 basic service 8-14, 8-15 
X.25 configuration subcommands 8-16 
X.25 standard service 8-14 

DDP 
AppleTalk routing protocol 10-2 
AppleTalk well-known sockets 10-14 

debug? command 5-8 
debug all command 5-8 
debug apollo-packet command 9-10 
debug apollo-routing command 9-10 
debug apple-aarp command 10-36 
debug apple-errors command 10-36 
debug apple-event command 10-37 
debug apple-nbp command 10-37 
debug apple-packet command 10-37 
debug apple-routing command 10-37 
debug appletalk command 10-36 
debug apple-zip command 10-37 
debug arp command 8-63, 13-58 
debug broadcast 6-17 
debug broadcast command 6-51 
debug chaos-packet command 11-3 
debug chaos-routing command 11-3 
debug clns-esis-events command 15-34 
debug clns-esis-packets 15-34 
debug clns-events command 15-34 
debug clns-igrp-packets command 15-34 
debug clns-packets command 15-34 
debug clns-routing command 15-34 
debug command 5-8 
debug decnet-packets command 12-27 

debug decnet-routing command 12-27 
debug fddi-cmt-events command 6-30 
debug fddi-smt-packets command 6-30 
debug frame-relay events command 8-50 
debug frame-relay-lmi command 8-50 
debug frame-relay-packets 8-50 
debug hdh command 8-17 
debug ip-egp command 14-49 
debug ip-hello command 14-50 
debug ip-icmp command 13-58 
debug ip-igrp command 14-50 
debug ip-packet command 13-59 
debug ip-rip command 14-50 
debug ip-routing command 13-59, 14-50 
debug ip-tcp command 13-59, 14-50 
debug ip-tcp-header-compression command 13-59 
debug ip-tcp-packet command 14-50 
debug ip-udp command 13-59, 14-50 
debug lapb command 8-5, 8-17 
debug lat command 20-33 
debug messages 

displaying on terminal or console 3-8 
debug mop command 3-9 
debug novell-packet command 16-27 
debug novell-routing command 16-27 
debug novell-sap command 16-27 
debug packet 6-17 
debug packet command 6-51 
debug probe command 13-59 
debug psn command 8-17 
debug psn-events command 8-17 
debug pup-packet command 17-4 
debug pup-routing command 17-4 
debug rif command 21-44 
debug serial interface command 8-63 
debug serial-interface command 6-11, 6-39 
debug source-bridge command 21-45 
debug source-event command 21-46 
debug span command 20-33 
debug stun command 22-29 
debug stun-packet command 22-28 
debug token-event command 21-47 
debug token-events 6-22 
debug token-events command 6-22 
debug token-ring command 6-22, 21-47 
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debug vines-arp command 18-14 
debug vines-echo command 18-14 
debug vines-packet command 18-14 
debug vines-routing command 18-14 
debug vines-table command 18-14 
debug x25 command 8-35 
debug x25-events command 8-35 
debug x25-vc command 8-35 
debug xns-packet command 19-23 
debug xns-routing command 19-23 
debugging 

Apollo Domain network 9-10 
AppleTalk 10-36 
ARP transactions 13-58 
CHAOSnet 11-3 
DECnet 12-27 
diagnostics 5-8 
frame relay 8-50 
IP network 13-58 
IP routing 14-49 
IPSO 13-33 
ISO CLNS network 15-34 
T 4. DU Q c: 
J.....;1..l...1..JJ V-oJ 

Novell IPX network 16-27 
PUP 17-4 
serial interface 6-11, 6-39 
SMDS 8-63 
source-route bridging 21-44 
STUN 22-28 
Token Ring interface 6-22 
transparent bridging 20-33 
unclassified packets 6-51 
use of trace command 5-9 
VINES network 18-14 
X.258-35 
XNS network 19-23 

DEC MOP 
See also MOP 
server 3-9 

DECnet 
ATG limitations 12-23 
debugging the network 12-27 
displaying address mapping information 12-24 
displaying routing table 12-24 
displaying status 12-24 
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displaying traffic statistics 12-25 
global interface command summary 12-28 
interface subcommand summary 12-30 
monitoring 12-23 

decnet access-group command 12-14 
decnet area-max command 12-7 
dec net area-max-hops command 12-8 
dec net command 12-20 
dec net conversion command 12-17 
decnet conversion igrp command 12-16 
decnet cost command 12-5 
dec net hello-timer command 12-11 
decnet in-routing-fllter command 12-14 
decnet map command 12-20 
decnet max-address command 12-7 
decnet max-area command 12-7 
dec net max-cost command 12-8 
decnet max-hops command 12-9 
decnet max-paths command 12-10 
decnet max-visits command 12-9 
decnet out-routing-filter command 12-15 
decnet path-split-mode interim command 12-10 
decnet path-split-mode normal command 12-10 
DECnet Phase IV 

access groups 12-14 
access lists 12-13 
addresses 12-2 
adjusting timers 12-10 
altering defaults 12-10 
assigning the cost 12-5 
configuring maximum visits 12-9 
configuring path selection 12-9 
converting to DECnet Phase IV 12-15 
disabling fast-switching 12-11 
equal cost paths 12-10 
inter-area routing 12-7 
intra-area routing 12-8 
maximum node address 12-7 
on Token Ring 12-12 
parameters 12-3 
restrictions for using 12-1 
route cache 12-10 
routing 12-4 
routing protocol 12-1 
specifying area sizes 12-6 



specifying designated router 12-12 
specifying node 12-6 

DEC net Phase IV IPhase V 
address interpretation 12-17 
conversion 12-15, 12-16 
conversion example 12-19 
tunneling 12-16 

decnet route-cache command 12-11 
decnet router-priority command 12-12 
decnet routing command 12-4 
decnet routing-timer command 12-11 
default network 14-51 

generating 14-27 
default route 

generating 14-27 
default-information in command 14-31 
default-information out command 14-31 
default-metric command 14-31 
Defense Data Network 

SeeDDN 
define module configurator command 3-9 
delay 

backup line 6-45 
setting on interface 7-11 

delay command 7-11 
description command 6-2 
designated router 

specifying for DECnet Phase IV 12-12 
destination addresses 

administrative filtering 20-18, 21-24 
diagnostic tools 1-6 
diagnostics 

enabling output 5-8 
dial backup line 

configuring 6-44 
dial backup service 

configuring 6-44 
Digital Equipment Corporation 

See DEC 
direct connect routes 

defintion of 14-25 
displaying AppleTalk 10-29 
treatment of 14-25 

disconnect command 3-4 
distance command 14-24 

Distributed Computer Network project 14-8 
distribute-list command 14-20, 14-23 
distribution list 

definition of AppleTalk 10-19 
DLCI 

mapping 8-45 
setting local 8-46 
setting multicast 8-47 

DNS 
dynamic name lookup 13-20 
query 2-16 

document conventions xx 
domain 

ISO CLNS 15-2 
domain list 

defining 13-22 
establishing IP 13-44 

domain lookup 
configuring 13-21 

Domain Name System 
See DNS 

Domain Specific Part 
See DSP 

dotted decimal address notation 13-4 
DSP 

NSAP address 15-4 
DTE 

configuring X.25 8-7 
loop back to 7-14 
use in LAPB 8-1 

DTR 
signal pulsing 7-2 

Dual Attach Stations 
See DAS 

dual homing 
FDDI6-34 

dynamic address assignment 
AppleTalk 10-6 

dynamic entries 
clearing from ARP cache 13-45 

dynamic name lookup 
configuring 13-20 

dynamic network routing 1-5 
dynamic routing 

ISO CLNS 15-5, 15-9, 15-10, 15-15, 15-16, 



15-17 
XNS 19-5 

dynamic routing table 
description of 1-6 

E 
Echo message 

ICMP 13-19 
EGP 

adjusting timers 14-18 
backup router 14..:19 
configuring 14-15 
configuring third party support 14-18 
creating the routing process 14-16 
definition of 14-2 
displaying statistics 14-45 
network to advertise 14-17 
redistributution 14-29 
routing protocol 1-5 
specifying autonomous system number 14-16 
specifying list of neighbors 14-16 

enable cOI!unand 2-8, 2-10, 4-8 
enable last-resort command 4-13 
enable password command 4-8 
enable use-tacacs command 4-13 
enable-password command 2-8 
encapsulation 

AppleTalk IPtalk 10-13 
DDN X.25 8-15 
Ethernet interface 6-12 
FDDI6-24 
frame relay 8-44 
HDH protocol 8-17 
HDLC 6-8 
HSSI6-35 
LAPB 8-2 
PPP 6-47 
serial interface 6-7 
SMDS 8-55 
STUN 22-7 
Token Ring interface 6-18 
Ultranet interface 6-39 
VINES 18-6 
X.258-7 
XNS 19-2, 19-6 
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encapsulation bfex25 command 8-15 
encapsulation command 6-7,6-12,8-2, 8-15 
encapsulation frame-relay command 8-44 
encapsulation hdh command 8-17 
encapsulation hdlc command 6-8 
encapsulation ppp command 6-47 
encapsulation smds command 8-55 
encapsulation stun command 22-7 
encapsulation x25 command 8-7 
encapsulation x25-dce command 8-7 
encryption 

BFE 8-15 
End System 

SeeES 
End System-Intermediate System 

See ES-IS 
equal cost paths 

DECnet Phase IV 12-10 
ERPDU 

ISO CLNS 15-21 
error logging conditions 

displaying syslog 5-6 
error messages 

duplicate IP addresses 13-7 
ICMP 13-34 
logging 4-22 
setting levels 4-23 
system generated A-l 

error protocol data unit 
SeeERPDU 

errors 
frame-copied 21-33 

ES 
ISO CLNS 15-19, 15-28 

escape character 
Break key 4-30 
setting system 4-29 

escape character command 3-2 
escape sequence 

Telnet connection 3-2 
ES-IS 

ISO CLNS 15-1, 15-18, 15-29 
routing exchange protocol 1-5 

Ethernet 
administrative filtering on 20-12 



configuring loopback server 7-17 
filtering encapsulated packets 20-14, 20-15 
transparent bridging 20-28 

Ethernet cards 
loopback on 7-16 

Ethernet interface 
cards 6-12 
clearing 6-13 
configuring 6-12 
encapsulation methods 6-12 
loopback on 7-16 
maintaining 6-13 
monitoring 6-13 
Novell IPX encapsulation 16-4 
resetting hardware logic 6-13 
special routing techniques 13-37 
support 6-12 

EXEC 
terminal command summary 3-10 

EXEC commands 
displaying 2-8 
entering 2-10 
help 2-8 
using command interpreter 2-8 

EXEC system management 
command summary 5-11 

exec-banner command 4-28 
exec-timeout command 4-31 
exit command 3-4 
explorer packets 

configuring 21-10 
spanning 21-10 

extended access lists 
configuring 13-24 
configuring XNS 19-14 
DECnet Phase IV 12-13 
Novell IPX 16-8 

extended networks 
using secondary addresses 14-26 

Exterior Gateway Protocol 
See EGP 

exterior routes 
IGRP 14-4 

exterior routing protocols 
configuring 14-4 

external bridge 

F 

Cisco router as 16-1 
Novell IPX 16-1 

fast-switching 
AppleTalk invalidation conditions 10-28 
clearing IP cache 13-45 
DECnet Phase IV 12-11 
disabling IP 13-39 
disabling ISO CLNS packet 15-20 
disabling Novell packet 16-3, 16-30 
displaying cache for AppleTalk 10-27 
displaying enabled ISO CLNS 15-27 
displaying enabled Novell packet 16-24 
enabling IP 13-39 
enabling Novell packet 16-3, 16-30 
ISO CLNS packet 15-20 
Novell IPX 16-22 
See also switching 
source-route bridging 21-3 
XNS 19-5 

FDDI 
CSC-FCI card 6-23 
determining bandwidth 6-30 
disconnecting 6-33 
dual homing 6-34 
encapsulation methods 6-24 
frame contents 6-23 
loopback on CSC-FCI card 7-17 
ring scheduling 6-30 
setting bit control 6-32 
signal bits 6-32 
special commands 6-30 
starting 6-33 
support 6-23 
transit bridging 20-4 

fddi cmt-signal-bits command 6-32 
FDDI Controller Interface card 

See CSC-FCI card 1-9 
fddi token-rotation-time command 6-30 
fddi valid-transmission-time command 6-31 
fddi-tl-min-time command 6-31 
Fiber Distributed Data Interface 

See FDDI 
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fiber optic cable 
FDDI designations for 6-33 

file loading 
configuration 2-15, 4-7 

file names 
changing default 4-5 

filter 
administrative for source-route bridging 21-19 
administrative for transparent bridging 20-11 
administrative, See administrative filtering 
bytes access list 21-31 
DECnet Phase IV routing 12-14 
destination addresses 20-18, 21-24 
IEEE 802.3-encapsulated packets 20-16 
IEEE 802.5-encapsulated packets 21-21 
incoming information 14-23 
interface updates 14-20 
IP accounting 13-35 
LAT service announcements 20-19 
NETBIOS access control 21-25 
network updates 14-20 
Novell IPX 16-7, 16-8, 16-11, 16-12 
outgoing information 14-19 
point-to-point updates 14-22 
received updates 14-23 
routing information 14-19 
SAP, Novell IPX 16-12, 16-14, 16-16 
source addresses 20-17, 21-24 
sources of routing information 14-23 
station access list 21-28 
XNS 19-15, 19-16, 19-17 

filtering 
administrative, See also administrative filtering 

finger protocol 4-21 
first-time system startup 2-3 

system configuration dialog 2-3 
flapping 

routing problems 14-36 
flow control modulus 8-30 
forward 

broadcast packets 13-13 
delay interval 20-9 
Novell IPX broadcast to address 16-19 

forward delay interval 20-9 
forwarding database 

1-14 • Router Products Configuration and Reference 

viewing entries in 20-30 
frame 

setting parameters 8-4 
frame relay 

configuring 8-43 
debugging 8-50 
displaying global statistics 8-50 
encapsulation 8-44 
hardware configuration 8-43 
keepalive timer 8-44 
local DLCI 8-46 
map entries 8-49 
monitoring 8-48 
multicast DLCI 8-47 
short status messages 8-46 

frame size 
maximum source-route bridge 21-14, 21-16, 

21-18 
frame-copied errors 

Token Ring 21-33 
frame-relay keep alive command 8-44 
frame-relay local-dci command 8-46 
fr~TLe-relay map bridge C0I11Inand 8-45 
frame-relay map clns command 8-45 
frame-relay map command 8-45 
frame-relay multicast-dlci command 8-47 
frame-relay short-status command 8-46 
Fuzzball gateways 14-8 

G 
gateway 

definition of 14-1 
last resort 14-6 

Gateway Discovery Protocol 
See GDP 

gateway servers 
definition of 1-2 

GDP 
changing parameters 14-39 
commands 14-39 
description of 14-37 
messages 14-37 
query message 14-37 
report message 14-37 

global broadcast address 13-4 



global configuration command summary 
Apollo Domain 9-10 
AppleTalk 10-38 
DECnet 12-28 
IP 13-60 
IP routing 14-51 
ISO CLNS 15-35 
Novell IPX 16-27 
source-route bridging 21-47 
STUN 22-29 
transparent bridging 20-34 
VINES 18-15 
XNS 19-23 

global configuration commands 
entering 2-11 

global system configuration 
command summary 4-33 

global system parameters 
configuring 4-1 

Government Systems, Inc. 
See GSI 

GSI 
assigning Internet addresses 13-2 
contacting F-3 
obtaining RFCs from F-3 

H 
hdh command 8-17 
HD H protocol 8-17 
HDLC 

connected to Cisco routers 22-3 
serial encapsulation method 6-8 
using TCP transport mechanism 22-3 

HDLC Distant Host (HDH) protocol 
See HDH protocol 

header 
Internet, options 13-19 
ISO CLNS options 15-23 

header compression 
TCP 13-39, 13-53 

HELLO 
configuring 14-8 
creating the routing process 14-9 
definition of 14-2 
displaying list of networks 14-9 

DPDU interval 20-9 
metric transformations 14-30 
redistribution 14-29 
specifying, ISO CLNS 15-18 

help command 2-8 
helper address 

control broadcasts 16-18 
IP 13-43 
Novell IPX 16-18 
PUP 17-3 
XNS 19-10 

helper list 
control broadcasts 16-18 
defining for Novell IPX 16-17 

High Speed Serial Communications Interface card 
See HSCI card 

High Speed Serial Interface 
See HSSI 

hold queue 7-9 
holddown 

disabling 14-34 
hold-queue in command 7-10 
hold-queue out command 7-10 
hop 

definition of a transmission 13-5 
hop count 

DECnet Phase IV 12-8 
RIP 14-7 
setting for IGRP 14-34 

host 
configuration ftle 4-5 
configuration file name 2-15 
displaying statistics 13-48 
on a network segment 13-44 
writing configuration ftle to remote 2-15 
writing configuration to 5-10 

host name 2-15 
assigning 2-8, 4-1 
setting 4-11 

hostname command 2-8,4-1 
host-name-and-address cache 

clearing entries 13-45 
host-name-to-address 

conversion 13-19 
HSCI card 
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description of 1-9 
loopback test 7-15 

HSSI 
clearing 6-35 
configuring internal loop on 7-13 
description of 1-9 
encapsulation methods 6-35 
loopback on 7-13 
loopback, externally requested 7-14 
maintaining 6-35 
monitoring 6-36 
specifying 6-35 
support 6-35 

hssi external-loopback-request command 7-15 

I 
IBM 3174 

frame-copied errors 21-33 
IBM PC/3270 emulation 

and source-route bridging 21-32 
ICMP 

ICP 

configuring 13-16 
customizing services 13-42 
error messages 13-34 
redirect messages 13-17 
subnet masks 13-7 
unreachable messages 13-17 

VINES 18-8 
IDP 

NSAP address 15-4 
IEEE 802.2 

LLC encapsulation 6-12 
IEEE 802.3 

encapsulation 6-12 
IEEE 802.5 

administrative filtering 21-21 
committee 21-1 
Token Ring media 6-17 
Token Ring standard 6-22 

ignore authority field 
security 13-30 

ignore VC timer 
configuring 8-27 

IGRP 
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configuring 14-4 
creating the routing process 14-5 
definition of 14-2 
displaying list of networks 14-5 
metric adjustments 14-33 
metric information 14-6 
redistribution 14-29 
routes 14-4 
routing protocol 1-5 
setting hop count 14-34 
update broadcasts 14-6 

incoming information 
filtering 14-23 

incoming messages 
on specific terrninalline 4-3 

Initial Domain Part 
See IDP 

in-routing filter 
DECnet Phase IV 12-14 

inter-area routing 
maximum route cost, DECnet Phase IV 12-7 
setting hop count 12-8 

inter-domain 
dynamic routing, ISO CLNS 15-10, 15-17 
routing, description of 15-3 
static routing, ISO CLNS 15-14 

interface 
adding descriptive name 6-2 
AppleTalk subcommand summary 10-39 
assigning path costs 20-10 
assigning priority group 7-9 
assigning queuing priority 7-7 
assigning to spanning tree group 20-7 
clearing counters 6-3 
configuration subcommand summary 7-18 
configuring all nets broadcast flooding 19-12 
configuring STUN 22-7 
displaying AppleTalk-specific information 10-

28 
displaying controller status 6-5 
displaying information about 6-4 
displaying Novell IPX parameters 16-24 
displaying settings for VINES 18-11 
displaying statistics 6-6 
displaying system configuration 6-4 



displaying Token Ring statistics 21-44 
displaying XNS parameters 19-20 
forwarding STUN frames 22-8 
hold queues 7-9 
HSSI1-9 
ISO CLNS-specific 15-27 
loobpack on Ethernet 7-16 
loopback to DTE 7-14 
null 6-48 
options 1-9 
placing in a STUN group 22-7 
priority queuing 7-4 
restarting 6-3 
restricting access to 13-27 
serial processing on IP 13-37 
setting bandwidth on 7-10 
setting delay value 7-11 
setting IP addresses 13-7 
setting priority for bridging 20-11 
shutting down 6-3 
testing 5-10 
Ultranet 1-9 
unit numbers 6-2 
usability status 14-26 
usable, definition of 14-25 
VINES access list 18-8 
X.258-33 

interface address 
multiple 14-26 
secondary 14-26 

interface cards 
CSC-FCI 1-9, 6-23 
CSC-HSA 6-35 
CSC-HSCI 6-35, 6-39 
CSC-R 1-9 
CSC-R161-9 
CSC-ULA 6-39 
HSCI1-9 
MCI 1-9, 6-12 
MEC 1-9, 6-12 
MIC 1-9 
options 1-9 
SCI 1-9 

interface command 6-2 
interface ethernet command 6-12 

interface fddi command 6-24 
interface hssi command 6-35 
interface serial command 6-7 
interface tokenring command 6-18, 12-12 
interface ultranet command 6-39 
interface, Ethernet 

See Ethernet interface 
interface, HSSI 

See HSSI 
interface, IP 

see IP interface 
interface, serial 

See serial interface 
interface, subcommand summary 

Apollo Domain 9-11 
DECnet 12-30 
interface characteristics 7-18 
interface support 6-48 
IP 13-63 
IP routing 14-55 
ISO CLNS 15-36 
Novell IPX 16-29 
SMDS 8-63 
source-route bridging 21-48 
STUN 22-30 
transparent bridging 20-36 
VINES 18-16 
X.258-36 
XNS 19-24 

interface, Token Ring 
See Token Ring 
See Token Ring interface 

interface, Ultranet 
See Ultranet interface 

Interior Gateway Routing Protocol 
See IGRP 

interior route 
IGRP 14-4 

interior routing protocols 
configuring 14-4 

Intermediate System 
See IS 

internal buffer 
message logging 4-22 

internal loop 
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on HSSI applique 7-13 
International Standards Organization 

See ISO 
Internet 

broadcast addresses 13-12 
broadcast message 13-12 
configuring header options 13-19 

Internet address 
allowable 13-4 
Class A 13-3 
Class B 13-3 
Class C 13-3 
Class D 13-4 
Class E 13-4 
dotted decimal 13-4 
finding 13-11 
multiple 14-25 
notation 13-4 
obtaining 13-3 
resolution using ARP 13-8 
restricting access 13-26 
special 13-4 

Internet addresses 13-2 
classes of 13-3 

Internet Control Message Protocol 
See ICMP 

Internet Control Protocol 
See ICP 

Internet routing protocols 
supported 14-1 

Interprocess Communications 
See IPC 

interval 
forward delay 20-9 
HELLO BPDU 20-9 
maximum idle 20-10 

intra-area routing 
maximum route cost, DECnet Phase IV 12-8 
setting hop count 12-9 

intra-domain 

IP 
static routing, ISO CLNS 15-13 

assigning addresses 13-2 
broadcast flooding 13-14, 13-41 
broadcast forwarding 13-13 
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global configuration command summary 13-60 
ping command 13-54 
trace command 13-55 

IP accounting 
clearing checkpointed database 13-45 
configuring 13-35 
disabling on outbound transit traffic 13-35 
displaying 13-47 
enabling on outbound transit traffic 13-35 
maximum entries 13-35 
specifying filters 13-35 
threshold 13-35 
transit records 13-36 

ip accounting command 13-35 
ip accounting-list command 13-35 
ip accounting-threshold command 13-35 
ip accounting-transits command 13-36 
IP address 

assigning 13-2 
multiple 14-25, 14-26 
secondary 14-26 

ip address command 13-7, 14-26 
ip broadcast-address command 13-12 
ip default-network command 14-27, 14-28 
ip directed-broadcast command 13-12 
ip domain-list command 13-22 
ip domain-lookup command 13-21 
ip domain-name command 13-20 
ip forward-protocol nd command 13-14 
ip forward-protocol spanning-tree command 13-14 
ip forward-protocol udp command 13-14 
ip gdp command 14-39 
ip gdp holdtime command 14-39 
ip gdp priority command 14-39 
ip gdp reporttime command 14-39 
ip helper-address command 13-13 
ip host command 13-19 
ip hp-host command 13-21 
IP IEN-116 name server 

specifying 13-21 
IP interface 

disabling processing 13-7 
displaying statistics 13-49 
multilevel security 13-29 
multiple addresses 13-7 



restricting access 13-27 
secondary addresses 13-7 
setting addresses 13-7 
setting default metrics 14-31 
subcommand summary 13-63 
supressing updates on 14-20 
unnumbered 13-37 
using subnet zero address 13-7 

ip ipname-lookup command 13-21 
ip mask-reply command 13-16 
ip mtu command 13-17 
IP name lookup 

specifying 13-21 
ip name-server command 13-20 
IP network 

debugging 13-58 
displaying IP show commands 13-46 
maintaining 13-45 
monitoring 13-46 

ip probe proxy command 13-21 
ip proxy-arp command 13-10 
ip redirects command 13-17 
ip route command 14-27, 14-33 
ip route-cache cbus command 13-39 
ip route-cache command 13-38, 13-39 
IP routing 

adjustable timers 14-36 
and bridging 20-8 
configuring 13-1 
debugging 14-49 
disabling 20-8 
displaying routing table 14-47 
enabling 13-2 
global configuration command summary 14-51 
interface subcommands 14-55 
keepalive timers 14-35 
maintaining operations 14-42 
monitoring operations 14-43 
over simplex Ethernet interface 13-37 
subcommand summary 14-51 

ip routing command 13-2 
IP routing table 

displaying 13-51 
ip security add command 13-31 
ip security command 13-28 

ip security dedicated command 13-29 
ip security extended-allowed command 13-30 
ip security first command 13-31 
ip security ignore-authorities command 13-30 
ip security implicit-labelling command 13-30 
ip security multilevel command 13-29 
IP Security Option 

See IPSO 
ip security strip command 13-31 
ip source-route command 13-36 
ip subnet-zero command 13-7 
ip tcp compression-connections command 13-40 
ip tcp header-compression command 13-40 
ip udp command 7-6 
ip unnumbered command 13-37 
ip unreachables command 13-17 
IPC 

VINES 18-8 
IPSO 

IS 

configuring 13-27 
debugging 13-33 
default keyword values table 13-32 
definitions 13-28 
disabling 13-28 
minor keywords 13-31 
security actions table 13-34 

as level 1 router 15-2 
as level 2 router 15-2 
ISO CLNS 15-28 

ISO 83481 Ad2 15-1, 15-3 
ISO 8473 1-5, 15-1 
ISO 9542 15-1, 15-19 

CLNS support 1-5 
ISO CLNS 

address mask 15-22 
addresses 15-3 
area 15-2 
basic static routing 15-11 
clearing cache 15-23 
configuring checksums 15-20 
configuring dynamic routing 15-9 
configuring over X.25 15-7 
configuring overlapping areas 15-17 
configuring performance parameters 15-19 
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K 

configuring routing 15-3 
configuring static routing 15-5 
congestion threshold 15-20 
debugging the network 15-34 
defining areas 15-7 
description of 15-1 
disabling ERPDU 15-21 
disabling fast-switching 15-20 
displaying ES neighbors 15-28 
displaying general information 15-24 
displaying IS neighbors 15-28 
displaying protocol-specific information 15-29 
displaying redirect information 15-27 
displaying routes 15-24 
displaying routing cache 15-25 
displaying specific interfaces 15-27 
displaying traffic 15-26 
domain 15-2 
dynamic inter-domain routing 15-17 
dynamic routing within a domain 15-15 
enabling routing 15-5 
ES static configuration 15-19 
ES-IS parameters 15-18 
fast-switching 15-20 
global configuration command summary 15-35 
header options 15-23 
IGRP support 15-2 
interface subcommand summary 15-36 
intra-domain static routing 15-13 
local source packet parameters 15-22 
maintaining the network 15-23 
monitoring the network 15-24 
network architecture 15-2 
ping command 15-30 
protocols supported 15-1 
redistributing static routes 15-11 
routing in more than one area 15-16 
specifying HELLOs 15-18 
static routing 15-2, 15-12 
systems not using ES/IS 15-12 
trace command 15-31 
tracing routes 15-32 

keepalive command 14-35 
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keepalive timer 
frame relay 8-44 
IP routing 14-35 

L 
LAPB 

debugging 8-5 
displaying statistics 8-5 
encapsulation 8-2 
logging transactions 8-17 
setting Level 2 parameters 8-3 

. troubleshooting 8-5 
using leased serial line 8-1 

lapb k command 8-4 
lapb nl command 8-4 
lapb n2 command 8-4 
lapb protocol command 8-2 
lapb tl command 8-3 
LAT 

compression 20-27 
group codes 20-19 

LA T service announcements 
administrative filtering 20-19 
deny conditions for LAT group codes 20-20 
group code service flltering 20-19 
permit conditions for LA T group codes 20-20 

leased-line circuits 
X.258-4 

length command 4-31 
Level 2 

switching Token Ring 6-17 
Level 3 

line 

switching, Token Ring 6-17 
X.25, monitoring 8-33 
X.25, retransmission timer 8-27 

clearing 3-4 
displaying active 3-6 
loop back 7-14 
restricting access 13-26 

line aux command 4-27 
line command 2-12 
line configuration 

starting 4-25 
subcommand summary 4-39 



line numbers 
decimal 4-21 
octal 4-21 
specifying terminal 4-26 

line password 
See also password 
specifying 4-9 

line protocol 
definition 14-25 

line, backup 
See dial backup line 

link level 
restart 8-32 

listing connections 3-3 
LLC 

definition of 20-1 
load balancing 14-2 

fast-switching 13-39 
over serial lines 20-22 

Local Area Transport 
See LAT 

local source-route bridging 
configuring 21-9 
configuring explorer packets 21-10 
configuring multiport source-bridges 21-11 
configuring ring groups 21-11 
enabling 21-9 

location command 4-30 
logging 

displaying syslog 5-6 
logging buffered command 4-22 
logging command 4-24 
logging console command 4-23 
logging monitor command 4-23 
logging on command 4-22 
logging trap command 4-24 
Logical Link Control 

See LLC 
login 

limiting attempts 4-11 
login command 4-9 
login tacacs command 4-9 
loop circuit command 7-17 
loopback 

DTE interface 7-14 

Ethernet server support 7-17 
external 7-14, 7-15 
HSCI card ribbon cable 7-15 
HSSI externally requested 7-14 
line 7-14 
on CSC-FCI FDDI card 7-17 
on HSSI 7-13 
on MCI Ethernet card 7-16 
on MCI serial card 7-16, 7-17 
on MEC Ethernet card 7-16 
on SCI serial card 7-16, 7-17 
on serial interface 7-13 
on ULA applique 7-16 
on VMS system 7-17 
remote CSU IDSU 7-14 
restore interface to normal operation 7-13 
test, description of7-12 
Ultranet connection 7-15 

loopback applique command 7-13 
loopback command 7-15, 7-16 
loop back dte command 7-14 
loop back line command 7-14 
loop back remote command 7-14 
loops 

preventing bridge datagram 20-22 
routing 14-29 

M 
MAC 

administrative filtering by address 20-12 
definition of 20-1 
source-route bridging 21-1 

mac-address command 21-33 
maintenance 

agreements xxiii 
Cisco support xxiv 

Maintenance Operation Protocol 
See MOP 

Management Information Base 
See MIB 

map 
displaying address 8-12 
displaying DECnet address information 12-24 
DLC18-45 
dynamic Internet-to-X.121 address 8-15 
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frame relay 8-45,8-49 
network-protocol-to-X.121-address 8-8, 8-12 
protocol-to-virtual-circuit 8-11 
PUP-to-IP 17-2 
SMDS multicast address 8-57 
SMDS static 8-56 
static name-to-address 13-19 
VINES name-to-address 18-7 

mask 
address, ISO CLNS 15-22 

mask reply 
requesting a reply 13-16 
setting ICMP 13-16 

mask request 
requesting a reply 13-16 

Maximum Transmission Unit 
See MTU 

M-bit 
use in X.25 8-30 

MCI card 
Apollo Domain restrictions 9-1 
description of 1-9 
loopback on Ethernet 7-16 
loopback on serial 7-16, 7-17 
pulsing DTR signal on 7-2 
serial interface 6-6 

MEC card 
description of 1-9 
loopback on Ethernet 7-16 

media 
supported 1-4 

Media Access Control 
See MAC 

Media Interface Connector 
See MIC connector 1-9 

memory 
displaying system statistics 5-3 
testing 5-11 

message queue length 
SNMP server 4-17 

messages 
destination unreachable 13-18 
displaying on terminal or console 3-8 
Echo, ICMP 13-19 
enabling logging 4-22 
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GDP Query 14-37 
GDP Report 14-37 
host unreachable 13-17 
ICMP 13-16, 13-34 
incoming on specific terminal line 4-3 
Internet broadcast 13-12 
logging of error 4-22 
logging to a UNIX syslog server 4-24 
logging to another monitor 4-23 
logging to internal buffer 4-22 
logging to the console 4-23 
protocol unreachable 13-17 
redirect, ICMP 13-17 
setting levels 4-23 
short status, frame relay 8-46 
syslog, levels of 4-24 
system error A-1 
unreachable 13-17 

metric holddown command 14-34 
metric maximum-hops command 14-34 
metric weights command 14-33 
metrics 

adjusting 14-22 
assigning for redistribution 14-32 
automatic translations 14-29 
IGRP 14-6, 14-33 
setting default 14-31 
transformation table 14-30 

MIB 
support 4-15 

MIC connector 
description ofFDDI 1-9 

microwave communications 
simplex Ethernet 13-37 

MIL STD 1782 3-1 
monitor 

logging messages to 4-23 
MOP, DEC server 3-9 
more bit 

use in X.25 8-30 
more data bit 8-35 
more prompt 

use in multiple screen output 2-8 
MTU 

IGRP 14-6 



path discovery 13-18 
mtu command 7-12 
multibus memory 

testing 5-11 
multicast 

SMDS address mapping 8-57 
multiple paths 

Apollo Domain 9-4 
multiple screen output 

use of more prompt 2-8 
using EXEC commands 2-8 

Multiport Communications Interface card 
See MCI card 

Multiport Ethernet Controller card 
See MEC card 

multiring command 21-5 

N 
Name Binding Protocol 

See NBP 
name server 

configuring 13-20 
name-connection command 3-4 
National Science Foundation Network 

See NSFnet 
NBP 

AppleTalk routing protocol 10-2, 10-5 
NCP 

DEC MOP 3-9 
DECnet Phase IV parameters 12-3 

neighbor 
AppleTalk 10-29, 10-35 
BGP 14-10 
displaying table of VINES 18-12 
EGP 14-16 
ISO CLNS 15-19 

neighbor command 14-11, 14-16, 14-22 
NET 

ISO CLNS addresses 15-3 
Net/One 

See Ungermann-Bass Net/One 
NETBIOS 

access control flltering 21-25 
access control using station names 21-25 
assigning station access list name 21-26 

netbios access-list bytes deny command 21-29 
netbios access-list bytes permit command 21-29 
netbios access-list host deny command 21-26 
netbios access-list host permit command 21-26 
netbios input-access-fliter bytes command 21-31 
netbios input-access-fllter host command 21-28 
netbios output-access-filter bytes command 21-31 
netbios output-access-fllter host command 21-28 
netbooting 2-17 

how it works 2-17 
specifYing buffer size 4-7 
using nonvolatile memory 2-17, 4-7 

NetCentral software 1-6 
network 

created from separated subnets 13-42 
displaying list of 14-8, 14-9 
general references about xxv 
generating default 14-27 
media supported 1-4 
redistributing 14-21 
security 1-7 
supressing updates on 14-20 
troubleshooting 5-8 
writing configuration to 5-10 

network architecture 
ISO CLNS 15-2 

network command 14-5,14-8,14-9,14-17 
network configuration flie 2-15 

changing name 4-5 
Network Control Program 

See NCP 
Network Control Protocol 

See NCP 
Network Entity Title 

See NET 
network management 

N etCentral software 1-6 
network numbers 

Apollo Domain 9-3 
repairing on Novell IPX 16-3 

network protocol 
AppleTalk 10-1 
supported 1-3 
X.258-2 

network server 
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assigning host name 4-1 
changing host name 4-1 
priority queuing 7-4 
See router 

Network Service Access Points 
See NSAP 

network services 
tailorjng use of 4-21 

network-protocol-to-X.121 
display address mapping 8-16 

NFS 
port number 7-6 

node address 
specifying for DECnet Phase IV 12-7 

node number 
specifying for DECnet Phase IV 12-6 

node numbers 
AppleTalk 10-6 

node type 
DECnet Phase IV 12-6 

nonvolatile memory 
checksum 2-14 
clearing contents of 2-14 
erasing configuration from 5-10 
password checking 4-10 
use in netbooting 2-17, 4-7 
writing configuration fIle to 2-14, 5-10 

notation 
Internet addresses 13-4 

notification 
pending output 4-32 

notify command 4-32 
novell access-group command 16-8 
novell encapsulation command 16-4 
novell helper-list command 16-17 
novell input-network-filter command 16-11 
novell input-sap-fIlter command 16-14 
Novell IPX 

addresses 16-2 
broadcast helper facilities 16-17 
configuration restrictions 16-2 
configuring access lists 16-7 
debugging the network 16-27 
displaying cache entries 16-24 
displaying interface parameters 16-24 
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displaying routing table 16-25 
displaying servers 16-25 
displaying traffic 16-25 
enabling fast-switching 16-22 
enabling routing 16-3 
encapsulation 16-4 
extended access lists 16-8 
filtering outgoing traffic 16-8 
filtering routing updates 16-11 
fIltering SAP messages 16-7 
flooding of broadcasts on 16-17 
global configuration command summary 16-27 
helper address 16-18 
helper list 16-17 
input filters 16-11 
interface subcommand summary 16-29 
maximum paths 16-5 
monitoring the network 16-24 
output fIlters 16-11 
ping command 16-26 
repairing network numbers 16-3 
restricting SAP updates 16-22 
router filters 16-12 
routing protocol 16-1 
SAP filters 16-12, 16-14, 16-16 
SAP update delays 16-23 
specifying servers 16-18 
standard access lists 16-7 
static routes 16-4 
update timers 16-5 

novell maximum-paths command 16-5 
novell network command 16-3 
novell output-network-fIlter command 16-11 
novell output-sap-delay command 16-23 
novell output-sap-fIlter command 16-14 
novell route command 16-4 
novell route-cache command 16-22 
novell router-fIlter command 16-12 
novell router-sap-filter command 16-14 
novell routing command 16-3 
novell sap-interval command 16-22 
novell source-network-update command 16-3 
novell update-time command 16-5 
NSAP 15-4 

addressing rules 15-4 



DECnet Phase V addresses 12-17 
ISO CLNS addresses 15-3 

NSFnet 
use ofEGP 14-2, 14-15 

null interface 
configuring 6-48 

o 
offset-list command 14-22 
offset-list in command 14-22 
offset-list out command 14-22 
Open Systems Interconnection 

See OSI 
operating system 

reloading 2-17 
optical bypass switch 

bypass mode 6-3 
OSI 

bridging 20-1 
OSI reference model 

AppleTalk 10-3 
outgoing information 

filtering 14-19 
out-routing filter 

DECnet Phase IV 12-14 

p 
packet acknowledgment 

X.25 8-30, 8-31 
packet filtering 

establishing size 4-17 
packet internet groper 

See ping 
packet size 

adjusting 7-12 
X.25, specifying output 8-30 

packet switch nodes 
See PSN 

packet validity 
AppleTalk 10-15 

packet-level restarts 
X.258-32 

packets 
administrative filtering 20-14 

debugging 6-51 
explorer, configuring 21-10 
filtering Ethernet-encapsulated 20-14, 20-15 
filtering IEEE 802.3-encapsulated 20-16 
filtering IEEE 802.5-encapsulated 21-21 
filtering SNAP-encapsulated 20-14, 20-15, 21-

22 
IP size 13-17 
ISO CLNS 15-22, 15-31 
network carrier, X.25 8-32 

padding 
character setting 4-32 

padding command 4-32 
PAP 

AppleTalk routing protocol 10-2 
parallel router 14-26 
parameters 

configuring X.25 8-10 
setting terminal 3-8 

P ARC Universal Protocol 
See PUP 

passive-interface command 14-20 
password 

assigning 4-9 
line, establishing 4-27 
priviledged level access with 2-8 
privileged-level 4-8 
recovering from lost 4-10 

password command 4-9,4-27 
path costs 

assigning 20-10 
path discovery 

MTU 13-18 
path selection 

configuring for DECnet Phase IV 12-9 
pattern matching 

X.25 regular expression D-l 
PC/3270 emulation 

and source-route bridging 21-32 
PCM 

FDDI6-31 
PDU 

error, See also ERPDU 
ISO CLNS 15-21 
redirect, See also RDPDU 
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peer bridges 
listing 21-14 

pending output 
tenninal notification of 4-32 

permanent virtual circuits 
See PVC 

permissions 
access list 4-16, 13-23 

Phase I AppleTalk 
See AppleTalk non-extended 

Phase II AppleTalk 
See AppleTalk extended 

physical configuration options 
Cisco Systems products 1-7 

Physical Connection Management 
See PCM 

ping 
aborting session 5-9 
definition of 5-8 
function 13-19 
IP interface 13-54 
ISO CLNS 15-30 
Novell IPX 16-26 
PUP 17-3 
specifying Internet header options 13-19 
testing connectivity 5-8 
use on AppleTalk 10-35 
VINES 18-13 

ping command 13-19, 15-30, 16-26, 18-13 
point-to-point protocol 

See PPP 
point-to-point serial 

remote source-route bridging over 21-16 
point-to-point updates 

filtering 14-22 
Poor Man's Routing 

on DECnet 12-23 
PPP 

configuring 6-47 
Print Access Protocol 

See PAP 
priority list 

definition of 7-5 
priority queuing 

assigning default 7-8 
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assigning to a protocol 7-5 
assigning to an interface 7-7 
by interface type 7-5 
definition of 7 -4 
group 7-9 
maximum packets 7-8 
monitoring 7-9 
types of 7-4 

priority-group command 7-9 
priority-list command 7-5 
privileged-level commands 2-8 

TACACS 4-8, 4-13 
probe 

address resolution 13-10 
Hewlett-Packard proxy support 13-21 

processes 
active system 5-5 
monitoring system 5-2 

processor 
cards 1-8 
configuring auxiliary port 4-26 
options 1-8 

processor copJiguration register 2-17, 4-6 
prompt 

EXEC 2-8 
more 2-8 
privileged level 2-8 
user level 2-8 

protocol analyzer 
connecting a 4-26 

Protocol Data Unit 
See PDU 

protocol traffic 
displaying statistics 13-52 

protocols 
Apollo Domain 9-1 
BGP, configuring 14-9 
displaying configured 5-7 
EGP, configuring 14-15 
ES-IS 15-3 
exterior routing 14-4 
finger 4-21 
GDP, configuring 14-37 
HELLO, configuring 14-8 
IGRP, configuring 14-4 



multiple routing 14-3 
PPP 6-47 
RIP, configuring 14-7 
routing interior 14-4 
spanning tree, defining 20-5 
STUN 22-5, 22-23 
supported by X.25 8-6 
XNS 19-1 

protocol-to-virtual-circuit 
mapping 8-11 

protocol-to-X.121 
address mapping 8-16 

Proxy 
assigning number to AppleTalk 10-16 

proxy 
ARP, address resolution 13-10 
explorers 21-18 
polling for STUN 22-21, 22-22 
probe, Hewlett-Packard support 13-21 

PSN 
logging transactions 8-17 

pulse-time command 7-2 
PUP 

addresses 17-1 
configuring routing 17-2 
debugging the network 17-4 
definition of 17-1 
displaying ARP entries 17-3 
displaying routing entries 17-3 
displaying statistics 17-3 
displaying traffic 17-3 
enabling routing 17-2 
helper address 17-3 
monitoring the network 17-3 
ping command 17-3 
services 17-3 

pup address command 17-2 
pup helper-address command 17-3 
pup map command 17-2 
pup routing command 17-2 
PVC 

configuring on X.25 switch 8-21 
serial interfaces 8-22 
TCP connection 8-22 

Q 
query message 

GDP 14-37 
question mark (?) command 2-9 
queue 

controlling hold 7-9 
queue length 

SNMP server 4-17 
queuing, priority 

See priority queuing 
quit command 3-4 

R 
RDPDU 

sending, ISO CLNS 15-21 
redirect information 

displaying ISO CLNS 15-27 
Redirect Protocol Data Unit 

SeeRDPDU 
redistribute command 14-30 
redistribution 

assigning metrics for 14-32 
BGP 14-29 
EGP 14-29 
HELLO 14-29 
IGRP 14-29 
routing information 14-29 

reload command 2-17 
remote console function 

MOP 3-9 
remote CSU IDSU 

loopback 7-14 
remote monitoring 

using an analyzer 4-26 
remote source-route bridging 

combining serial and TCP transport methods 
21-16 

configuring 21-13 
configuring over TCP 21-13 
listing peer bridges 21-14 
over point-to-point serial 21-16 
ploxy explorers 21-18 
size of backup queue 21-15 

repeaters 
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use of in LANs 1-2 
report message 

GDP 14-37 
reset request 

retransmission timer 8-28 
restart 

packet-level 8-32 
retransmission timer request 8-28 

resume command 3-3 
retransmission timer 

call request 8-28 
clear request 8-29 
reset request 8-28 
restart request 8-28 
setting for LAPB 8-3 
X.25 level 3 8-27 

retransmit count 
TACACS 4-11 

reverse address resolution 
using BootP 13-11 

Reverse Address Resolution Protocol 
SeeRARP 

reverse APR 
SeeRARP 

reverse charge calls 
accepting X.25 8-31 
configuring X.25 8-9 

RFC 
7424-21 
76813-16 
7832-16 
82613-8 
8543-1 
86213-9 
89114-8 
903 13-8, 13-11 
904 14-15 
91913-11 
922 13-11 
95013-5 
951 13-11 
98813-4 
102013-2 
1027 13-8 
1042 6-12, 6-18, 6-24 
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11346-47 
1155 4-15 
11564-15 
11574-15 
116314-9 
116414-9 
1213 4-15 

RFC, obtaining F-3 
RIF 

clearing the cache 21-40 
configuring explorer packets 21-10 
configuring static entry 21-7 
displaying the cache 21-41 
enabling use of21-5 
establishing ring groups 21-7 
format of 21-4 
supported protocols 21-6 
time-out interval 21-7 
use in source-route bridging 21-1,21-5 

rif command 21-7 
riftimeout command 21-7 
nng 

scheduling FDDI 6-30 
ring group 21-11 
ring table 21-43, 21-46 
RIP 

configuring 14-7 
creating the routing process 14-7 
definition of 14-2 
displaying list of networks 14-8 
hop count 14-7 
metric transformations 14-30 
routing protocol 1-5 

root bridge 
selecting 20-8 

route cache 
displaying 13-48 

router 
AppleTalk seed 10-6 
assigning host name 4-1 
changing host name 4-1 
communicating through X.25 network 8-8 
definition of 1-2 
designated for DECnet Phase IV 12-12 



parallel 14-26 
priority queuing 7-4 
subcommand summary 14-51 
use of in LANs 1-2 

router bgp command 14-10 
router chaos command 11-2 
router egp command 14-16 
router hello command 14-9 
router igrp command 14-5 
router rip command 14-7 
routes 

clearing dynamic IP 14-42 
clearing IP 13-45 
direct connect 14-25 
generating default 14-27 
IGRP 14-4 
ISO CLNS 15-24, 15-32 
overridding static 14-27 
removing static 14-42 
subnet defaults 14-28 

routine updates 
AppleTalk 10-15 

routing 
configuring VINES 18-1 
DECnet Phase IV 12-4 
definition of 14-1 
dynamic, description of 1-5 
filtering information 14-19 
ISO CLNS 15-3, 15-5, 15-9, 15-10 
on subnets 13-5 
over simplex Ethernet interface 14-33 
PUP 17-2 
special configuration techniques 14-33 
XNS 19-3 

routing cache 
displaying ISO CLNS 15-25 

routing information 
filtering sources of 14-23 
passing among different protocols 14-30 
redistributing 14-29 

Routing Information Field 
See RIF 

Routing Information Protocol 
See RIP 

routing protocols 

BGP 1-5, 14-2, 14-9 
CLNP 1-5 
CLNS 1-5, 15-2, 15-3 
concurrent 14-2 
configuration overview 14-3 
displaying parameters and status 14-46 
EGP 1-5, 14-2, 14-15 
ES-IS 1-5 
exterior 14-2, 14-4 
HELLO 14-2, 14-8 
IGRP 1-5, 14-2, 14-4 
interior 14-2, 14-4 
ISO CLNS 15-1 
metric translations 14-29 
multiple 14-3 
native 1-5 
overriding static routes 14-27 
RIP 1-5, 14-2, 14-7 
RTMP 1-5 
Ungermann-Bass Net/One 19-8 

routing table 
Apollo Domain 9-8 
AppleTalk 10-30 
ATG 12-21 
BGP 14-13, 14-43 
CHAOSnet 11-2 
CPU and size of 1-8 
DECnet 12-24, 12-27 
DECnet Phase IV 12-3, 12-10 
default network in IP 14-28 
dynamic IP 14-2, 14-27 
dynamic ISO CLNS 15-3 
dynamic, description of 1-6 
interface routes in IP 13-7 
IP 13-51, 14-24, 14-47, 14-49 
ISO CLNS 15-34 
log of events on VINES 18-14 
main IP 14-13 
matching entries in X.25 D-l 
Novell IPX 16-11, 16-25, 16-30 
PUP and IP 17-2 
removing a route from IP 14-36 
removing entries from IP 13-45, 14-6, 14-42 
static IP 14-2, 14-27, 14-33 
static ISO CLNS 15-3. 
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static, description of 1-6 
VINES 18-3, 18-10, 18-12, 18-14 
X.258-19 
XNS 19-16, 19-21 

Routing Table Maintenance Protocol 
SeeRTMP 

Routing Table Management Protocol 
SeeRTMP 

Routing Table Protocol 
See RTP 

routing updates 
controlling list of networks 19-16 
filtering XNS 19-15 

RPC 
port number 7-6 

RS-232 auxiliary port 
configuring 4-26 

RTMP 
AppleTalk routing protocol 10-2, 10-7 
routing protocol 1-5 

RTP 
VINES 18-3 

s 
SAP 

access lists for filtering 16-12 
building filters 16-12 
configuring filters, Novell IPX 16-14 
filtering messages on Novell IPX 16-7 
input filter 16-14 
Novell IPX 16-1 
output filter 16-16 
restricting updates 16-22 
update delays 16-23 
use in bridging 20-2 

scheduler-interval command 7-4 
SCI card 

description of 1-9 
loopback on serial 7-16, 7-17 
serial interface 6-6 

screen 
setting length 4-31 

SDLC 
choosing the transport 22-6 
configuring the transport 22-4 
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frame format 22-24 
STUN support 22-1 
use ofIGRP 22-3 
use of STUN 22-20 
using TCP transport mechanism 22-3 

SDSU 
SMDS 8-53 

secondary address 
subnetting 13-6 
use in networking subnets 13-42 

secondary bootstrap 
definition of 4-6 
requirements 2-17 

secondary IP addresses 14-26 
security 

accepting unlabeled datagrams 13-30 
access lists 13-23 
classification range 13-29 
dedicated 13-29 
encryption 8-15 
features 1-7 
ICMP error messages 13-34 
modiFfing levels 13-29 
multilevel 13-29 
setting classifications 13-29 

security option 
adding by default 13-31 
extended 13-30 
prioritizing 13-31 

seed router 
AppleTalk 10-6 

Sequence Packets Protocol 
See SPP 

serial interface 
clearing 6-8 
clock rate 7-2 
configuring 6-6, 6-7, 6-35 
configuring IP 13-41 
configuring STUN 22-7 
DCE appliques 7-2 
debugging 6-11, 6-39 
DTR signal pulsing 7-2 
encapsulation methods 6-7 
HSSI6-35 
IP processing on 13-37 



LAT compression 20-28 
load balancing 20-22 
loobpack on 7-13 
maintaining 6-8 
monitoring 6-8 
parallel 20-22 
specifying 6-7 
transmit delay 7-1 
unnumbered IP 13-37 

serial interface cards 
loopback on 7-16,7-17 

serial interface, backup 
See dial backup service 6-44 

serial line 
dedicated remote source-route bridge 21-13 
leased, using LAPB 8-1 

Serial Tunnel 
See STUN 

Serial-port Communications Interface card 
See SCI card 

server port 
Telnet 3-2 

servers 
displaying Novell IPX 16-25 
specifying for Novell IPX 16-18 

Service Access Points 
See SAP 

Service Advertisement Protocol 
See SAP 

service agreements 
Cisco Systems 1-7 

service command 4-21 
service config memory command 2-15 
service, dial backup 

See dial backup service 
services 

network, tailoring use of 4-21 
sessions 

displaying active 3-6 
exiting 3-4 

setup command 2-1 
prompts displayed by 2-4 
protocols configured with 2-2 

show? command 5-2 
show access-lists command 13-24 

show apollo arp command 9-9 
show apollo interface command 9-8 
show apollo route command 9-8 
show apollo traffic command 9-8 
show apple cache command 10-27 
show apple interface command 10-28 
show apple neighbor command 10-29 
show apple route command 10-30 
show apple socket command 10-34 
show apple traffic command 10-32 
show apple zone command 10-34 
showarp command 13-8, 13-46 
show bridge command 20-30 
show buffers command 4-4, 5-2 
show chaos-arp command 11-2 
show clns cache command 15-25 
show elns command 15-24 
show elns es-neighbor command 15-28 
show clns interface command 15-27 
show elns is-neighbors command 15-28 
show clns neighbors command 15-29 
show elns protocol command 15-29 
show clns redirect command 15-27 
show clns route command 15-24 
show elns traffic command 15-26 
show command 5-2 
show configuration command 2-14 
show controller command 6-2, 6-5 
show controller mci command 6-7 
show controller serial command 6-7 
show controllers token command 21-43 
show debugging command 5-8 
show decnet interface command 12-24 
show decnet map command 12-24 
show decnet route command 12-24 
show decnet traffic command 12-25 
show frame-relay map command 8-49 
show frame-relay traffic command 8-50 
show hosts command 13-48 
show imp-hosts command 8-17 
show interface command 6-3,6-18,6-24,21-44 
show interfaces command 6-2,6-6,6-8,6-13,6-36, 

6-40, 8-5, 8-33 
show ip accounting command 13-47 
show ip cache command 13-48 
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show ip egp command 14-45 
show ip interface command 13-49 
show ip protocols command 14-46 
show ip route command 11-2, 13-51, 14-28, 14-47 
show ip tcp header-compression command 13-53 
show ip traffic command 11-3, 13-52 
show ip-bgp command 14-43 
show ip-bgp neighbors command 14-44 
show logging command 4-22, 4-25, 5-6 
show memory command 5-3 
show novell interface command 16-6, 16-24 
show novell route command 16-25 
show novell servers command 16-25 
show novell traffic command 16-25 
show priority-lists command 7-9 
show processes command 5-5 
show protocol command 5-7 
show pup arp command 17-3 
show pup router command 17-3 
show pup traffic command 17-3 
show rifcommand 21-7,21-41 
show sessions command 3-6 
show smds addresses command 8-61 
show smds map command 8-62 
show smds traffic command 8-62 
show source-bridge command 21-42 
show span command 20-32 
show stacks command 5-6 
show stun command 22-26 
show stun sdle command 22-27 
show tcp command 3-5 
show terminal command 3-6, 3-8 
show users command 3-6 
show version command 6-4 
show vines host command 18-11 
show vines interface command 18-11 
show vines neighbor command 18-12 
show vines route command 18-12 
show vines traffic command 18-12 
show x25 map command 8-8, 8-12, 8-16 
show x25 route command 8-19 
show x25 vc command 8-33 
show xns cache command 19-20 
show xns interface command 19-20 
show xns route command 19-6, 19-21 
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show xns traffic command 19-21 
shutdown 

interface 6-3 
SNMP system 4-19 

shutdown command 6-3 
signal bits 

FDDI6-32 
signaling phase 

FDDI CMT 6-32 
signals 

pulsing DTR 7-2 
Simple Network Management Protocol 

See SNMP 
simplex circuit 

definition of 13-37 
smart routers 

use in default routes 14-27 
SMDS 

ARP 8-56 
assigning addresses 8-54 
AT &T version 8-58 
configuring 8-53 
debugging 8-63 
displaying addresses 8-61 
displaying counters 8-62 
DS1 8-53 
encapsulation 8-55 
hardware requirements 8-53 
interface subcommand summary 8-63 
monitoring 8-61 
protocols supported 8-59 
protocol-specific configuration 8-58 
SDSU 8-53 
specifying address 8-55 
static map 8-56 

smds address command 8-55 
smds att-mode command 8-58 
smds enable-arp command 8-56 
smds multicast command 8-57 
SMTP 

port number 7-6 
SNA 

STUN support 22-1 
SNAP 

filtering encapsulated packets 20-14, 20-15, 21-22 



SNMP 
diagnostic tools 1-6 
port number 7-6 
system shutdown 4-19 

SNMP server 
community string 4-16 
configuring 4-15 
defining access list 4-16 
message queue length 4-17 
packet filtering 4-17 
setting community access 4-16 
TRAP messages 4-18 

snmp-server access-list command 4-16 
snmp-server community command 4-16 
snmp-server host command 4-18 
snmp-server packet-size 4-17 
snmp-server queue length 4-17 
snmp-server system-shutdown command 4-20 
snmp-server trap-authentication command 4-19 
snmp-server trap-timeout command 4-19 
SNPA 

masks 15-22 
socket 

displaying Apple Talk information 10-34 
software 

displaying version 2-3 
loading over the network 2-17 
NetCentral 1-6 

source addresses 
administrative filtering 20-17, 21-24 

source routing 
configuring IP 13-36 

source-bridge command 21-9 
source-bridge input-address-list command 21-24 
source-bridge input-lsap-Iist command 21-21 
source-bridge input-type-list command 21-22 
source-bridge largest-frame command 21-18 
source-bridge old-sna command 21-32 
source-bridge output-address-list command 21-24 
source-bridge output-type-list command 21-22 
source-bridge proxy-explorer command 21-18 
source-bridge remote-peer command 21-14, 21-16 
source-bridge ring-group command 21-11 
source-bridge route-cache command 21-3 

• 

source-bridge spanning command 21-10 
source-bridge tcp-queue-max command 21-15 
source-bridge-max-rd command 21-11 
source-route bridging 6-17 

administrative filtering 21-19 
assigning a RIF 21-8 
configuration examples 21-34 
configuration steps 21-3 
configuring explorer packets 21-10 
debugging 21-44 
definition of 21-1 
displaying current configuration 21-42 
dual port configuration 21-10 
global configuration command summary 21-47 
IBM PC13270 emulation 21-32 
interface subcommand summary 21-48 
interoperability 21-32 
limiting hops 21-11 
local, See also local source-route bridging 
maintaining 21-40 
monitoring 21-41 
NETBIOS access control 21-25 
overview 21-1 
remote, See also remote source-route bridging 
RIF 21-4, 21-5 
RIF time-out interval 21-7 

spanning explorer packets 
enabling 21-10 

spanning tree 
algorithm 20-3 
assigning interface to a group 20-7 
assigning path costs 20-10 
bridge 20-3 
bridging and routing IP 20-8 
broadcast flooding 13-14 
defining protocols 20-5 
displaying known topology 20-32 
establishing multiple domains 20-6 
load balancing 20-22 
setting interface priority 20-11 

spanning tree parameters 
adjusting 20-8 
adjusting HELLO BPDU interval 20-9 
defining forward delay interval 20-9 
defining maximum idle intervals 20-10 
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electing the root bridge 20-8 
SPP 

VINES 18-8 
stack utilization 

displaying 5-6 
standard access lists 

. configuring 13-23 
DECnet Phase IV 12-13 
Novell IPX 16-7 
XNS 19-13 

standards 
obtaining technical F-3 

startup sequence 2-3 
static 

name-to address mappings 13-19 
static map 

SMDS 8-56 
static routes 

Apollo Domain 9-4 
configuring 14-33 
configuring IP 14-33 
Novell IPX 16-4 
overriding with dynamic prowcols 14-27 
redisbributing ISO CLNS 15-11 

static routing 
ISO CLNS 15-2, 15-5, 15-11, 15-12, 15-13, 

15-14 
XNS 19-4 

static routing table 
description of 1-6 

station names 
use in NETBIOS access control 21-25 

statistics 
accounting 13-34 
buffer pool 5-2 
displaying for IP interface 13-49 
displaying for network interfaces 6-6 
displaying protocol traffic 13-52 
system memory 5-3 

STUN 
as SDLC transport 22-3 
choosing the basic protocol 22-6 
configuration examples 22-9 
configuration overview 22-3 
configuring non-SDLC 22-4 
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configuring on the interface 22-7 
debugging 22-28 
defining the protocol 22-5 
defining your own protocols 22-23 
description of 22-1 
displaying current status of 22-26 
displaying proxy states 22-27 
enabling 22-5 
encapsulation 22-7 
forwarding frames 22-8 
global configuration command summary 22-29 
interface in a group 22-7 
interface subcommand summary 22-30 
monitoring 22-26 
primary side pass-through interval 22-23 
proxy poll function 22-3 
proxy poll interval 22-22 
proxy polling 22-21 
traffic prioritization 22-15 
use in IBM networks 22-9 
use in SDLC environments 22-20 

stun group command 22-7 
stun peer-name command 22-5 
stun poll-interval command 22-22 
stun primary-pass-through command 22-23 
stun protocol-group command 22-5 
stun proxy-poll address discovery command 22-22 
stun proxy-poll address modulus command 22-22 
stun route address command 22-8 
stun route all interface serial command 22-8 
stun route all tcp command 22-8 
stun schema command 22-25 
subnet 

default routes 14-28 
networking from separate 13-42 
routing on 13-6 
using address zero 13-7 

subnet masks 
definition of 13-6 
table of 13-6 
using ICMP 13-7 

sub netting 
definition of 13-5 
routing 13-5 

support 



Cisco technical assistance xxiv 
SVC 

clearing 8-26, 8-33 
displaying active 8-34 
X.258-26 

switch 
PVC on X.25 8-21 

Switched Multi-megabit Data Services 
See SMDS 

switched virtual circuit 
See SVC 

switching 
configuring X.25 8-18 
decisions by BGP routing table 14-13 
fast packet 13-38 
high-speed IP cache 13-38 
ISO CLNS header options and packet 15-23 
ISO CLNS packets 15-19, 15-25 
Level 2 6-17 
Level 3 6-17 
X.25 local 8-6 
X.25 remote 8-6 

switching operations 
changing priorities 7-3 
system process scheduler 7-3 

Synchronous Data Link Control 
see SDLC 

syslog daemon 4-25 
syslog server, UNIX 

logging messages to 4-24 
systat command 4-30 
system 

autonomous 14-2 
monitoring processes 5-2 
reload operating 2-17 
testing 5-10 
writing configuration information 5-10 

system banner message 
See banner message 

system buffers 
changing size of 4-5 
See also buffers 

system configuration 
copying to memory 5-10 
displaying interface information 6-4 

erasing information 5-10 
writing information 5-10 
writing to a host 5-10 
writing to nonvolatile memory 5-10 
writing to terminal 5-10 

system configuration dialog 
first-time system startup 2-3 

system error messages 
See messages 

system escape character 
setting 4-29 

system file names 
changing 4-5 

system management 
command summary 5-11 

system memory 
displaying statistics 5-3 
testing 5-11 

system processes 
changing priorities 7-3 
displaying active 5-5 
monitoring 5-2 

system prompt 2-8 
system routes 

IGRP 14-4 
system setup 2-1 
system shutdown 

SNMP 4-19 
system startup 

configuration script 2-3 
first-time 2-3 

system timeout interval 
See timeout interval 

Systems Network Architecture 
See SNA 

T 
TACACS 

accounting 4-14 
controlling retries 4-11 
definition of 4-8 
establishing privileged-level 4-13 
extended mode 4-14 
last resort login 4-12 
limiting login attempts 4-11 
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login authentication 4-15 
login notification 4-14 
privileged mode 4-13 
server not responding 4-12 
setting server host name 4-11 
timeout interval 4-12 

tacacs-server attempts command 4-11 
tacacs-server authenticate command 4-15 
tacacs-server extended command 4-14 
tacacs-server host command 4-11 
tacacs-server last-resort command 4-12 
tacacs-server notify command 4-14 
tacacs-server retransmit command 4-11 
tacacs-server timeout command 4-12 
TCP 

common services 7-6 
header compression 13-39, 13-53 
port number 3-2 
remote source-route bridging over 21-13 

TCP connections 
displaying status 3-5 

TCP transport mechanism 
configuring HDLC 22-3 
configuring SDLC 22-3 

TCP/IP 
running X.25 over 8-18 

telephone numbers xxiv 
Telnet 

default server port 3-2 
port number 7-6 

telnet command 3-1 
Telnet connections 

creating 3-1 
description of 3-1 
disconnecting 3-4 
displaying active 3-6 
ending a session 3-4 
escape sequence 3-2 
failed attempts 3-2 
incoming 3-5, 4-28 
leaving 3-2 
listing 3-2 
multiple 3-2 
naming 3-4 
options 3-5 
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outgoing 4-28 
restricting access 13-26 
resuming 3-3 
switching between 3-2 

termimal command 2-14 
terminal 

changing the screen length 3-7 
character padding 3-8 
configuring from 2-14 
displaying debug messages 3-8 
location setting 4-30 
parameter settings 3-8 
setting screen length 4-31 
writing configuration to 5-10 

terminal ? command 3-6 
terminal access control 

establishing 4-10 
Terminal Access-Controller Access System 

See TACACS 
terminal emulation 

IBM PC13270 21-32 
terminal monitor command 3-8, 4-24 
terminal padding command 3-8 
terminal parameters 

changing 3-6 
display of active 3-6 
listing commands 3-6 

terminal server 
use of in LANs 1-2 

terminal width command 3-7 
terminating processes 3-4 
test interfaces command 5-10 
test memory command 5-11 
testing the system 5-10 
Texas Instruments 

Token Ring Mac firmware problem 21-33 
TFTP 

autoloading configuration files 4-21 
port number 7-6 
server 2-17 
server, configuring 4-20 
server, loading files from 4-7 
use in configuration files 2-16 

tftp-server system command 4-20 



third-party mechanism 
EGP 14-18 

THT 
FDDI6-30 

timeout interval 
ARP 13-10 
system default 4-31 
system setting 4-31 
TACACS 4-12 

timers 
adjustable routing 14-36 
adjusting BGP 14-12 
adjusting EGP 14-18 
adjusting XNS 19-6 
Apollo Domain 9-5 
DECnet Phase IV 12-10 
ignore VC 8-27 
keepalive 8-44, 14-35 
Novell IPX update 16-5 
retransmission, See retransmission timer 
token holding 6-30 
token rotation 6-30 
transmission valid 6-31 

timers basic command 14-36 
timers bgp command 14-12 
timers egp command 14-18 
token holding timer 

See THT 
Token Ring 

and frame-copied errors 21-33 
and TI MAC firmware problem 21-33 
configuring XNS over 19-6 
DECnet Phase IV on 12-12 
definition of ring 21-4 
displaying interface statistics 21-44 
extended LAN 21-1 
frame format 21-2 
maintaining source-route bridging 21-40 
NETBIOS access control filtering 21-25 
remote source-route bridging on 21-13 
source-route bridging 21-1 

Token Ring interface 
clearing 6-18 
configuring 6-18 
debugging 6-22 

encapsulation methods 6-18 
maintaining 6-18 
monitoring 6-18 
status messages 6-22 
support 6-17 

Token Ring Interface 4/16 card 
See CSC-R16 card 

Token Ring Interface card 
See CSC-R 

token rotation timer 
See TRT 

trace 
common problems 13-56 
definition of 13-55 
description of 13-55, 15-32 
extended test 5-9 
IP 13-55 
ISO CLNS 15-31 
terminating 5-9, 15-32 
test characters table 15-33 
tracing IP routes 13-56 
use in debugging 5-9 
VINES 18-13 

trace command 5-9, 15-31 
traffic 

AppleTalk 10-32 
DECnet 12-25 
ISO CLNS 15-26 
Novell IPX 16-25 
PUP 17-3 
STUN 22-15 
VINES 18-12 
XNS 19-21 

traffic load threshold 
default 6-45 
defining 6-45 

transient ring error 6-31 
transit bridging 

on FDDI 20-4 
transit records 

IP accounting 13-36 
transition states 

FDDI6-25 
transmission timer 

FDDI6-31 
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transmission valid timer 
SeeTVX 

transmit delay 
serial interface 7-1 

transmit-interface command 13-37 
transmitter-delay command 7-1 
transparent bridging 

adjusting spanning tree parameters 20-8 
administrative filtering 20-11 
configuring 20-5 
debugging 20-33 
displaying known spanning tree topology 20-32 
Ethernet 20-28 
global configuration command summary 20-34 
interface restrictions 20-7 
interface subcommand summary 20-36 
IP 20-8 
load balancing 20-22 
maintaining 20-30 
monitoring the network 20-30 
removing static entries 20-30 
sample configurations 20-28 
setting priority 20-8 
spanning tree algorithm 20-3 
special configurations 20-22 
troubleshooting 20-30 
viewing forwarding database 20-30 
X.2520-23 

transport, datagram 
See datagram transport 

TRAP host 
message length queue 4-17 

TRAP message 
authentication 4-19 
resending 4-19 
specifying recipient 4-18 
timeout 4-19 

Trivial File Transfer Protocol 
See TFTP 

troubleshooting 
network operations 5-8 

TRT 
FDDI6-30 

tunneling 
DECnet Phase IV to Phase V 12-16 
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description of 12-16 
TVX 

FDDI6-31 
Type of Service (TOS) field 8-17 
typing commands 2-11 

u 
UDP 

broadcast forwarding 13-13 
broadcasts 13-16 
common services 7-6 
use in RIP 14-7 

ULA applique 
loopback on 7-16 

Ultranet interface 
clearing 6-40 
description of 1-9 
encapsulation methods 6-39 
loopback 7-15 
maintaining 6-40 
monitoring 6-40 
specifying 6-39 
support 6-39 

Ungermann-Bass Net/One 
avoiding routing loops 19-9 
configuring routing 19-10 
configuring XNS on 19-7 
differences between XNS and 19-7 
routing protocol 19-8 

unit numbers, interface 6-2 
UNIX syslog server 

logging messages to 4-24 
update broadcast 

IGRP 14-6 
update timers 

Novell IPX 16-5 
User Datagram Protocol 

See UDP 
user-level commands 2-8 

v 
VC ignore timer 

configuring 8-27 
vendor code 



administrative filtering 20-17, 21-23 
establishing access lists 20-17, 21-23 

VINES 
access lists 18-7 
addresses 18-2 
ARP 18-4, 18-8 
clearing neighbor address 18-10 
clearing routing table 18-10 
configuring routing 18-3 
configuring serverless network 18-5 
debugging the network 18-14 
displaying interface settings 18-11 
displaying neighbor table 18-12 
displaying routing table 18-11, 18-12 
displaying traffic 18-12 
enabling on defined interface 18-3 
encapsulation 18-6 
global configuration command summary 18-15 
ICP 18-8 
interface subcommand summary 18-16 
IPC 18-8 
maintaining the network 18-10 
monitoring the network 18-11 
name-to-address map 18-7 
ping command 18-13 
routing table 18-3 
RTP 18-3, 18-8 
SPP 18-8 
trace command 18-13 

vines access-group command 18-8 
vines access-list deny command 18-8 
vines access-list permit command 18-8 
vines arp-enable command 18-5 
vines encapsulation command 18-6 
vines host command 18-7 
vines metric command 18-3 
vines routing command 18-3 
vines serverless command 18-5 
virtual address request and reply 

probe 13-10 
virtual circuit 

channel sequence 8-25 
channel sequence ranges 8-24 
clearing 8-26 
clearing X.25 8-33 

configuring X.25 8-24 
displaying active 8-34 
X.25 channel sequence 8-24 

virtual circuit, permanent 
See PVC 

Virtual Network System 
See VINES 

virtual terminal line 
configuring 4-25 

visits 
setting maximum for DECnet Phase IV 12-9 

VMS system 
loopback 7-17 

w 
warranty information xxiii 
where command 3-2 
window modulus 8-30 
window sizes 8-30 
write erase command 2-13,2-14, 5-10 
write memory command 2-13,2-14,5-10 
write network command 2-13,2-15,4-7, 5-10 
write service command 2-15 
write terminal command 2-13,4-7,5-10 

x 
X.121 address 8-19,8-23 

DDN conversion table 8-15 
display address mapping 8-12,8-16 
mapping 8-8 
updating 8-29 

X.25 
brindging on 8-10 
clearing virtual circuits 8-33 
communicating via routers 8-8 
configuring 8-6 
configuring ISO CLNS over 15-7 
configuring transparent bridging 20-23 
connecting networks via TCP lIP network 8-6 
constructing routing table 8-19 
datagram transport 8-6, 8-7 
DCE operation 8-7 
DDN configuration subcommands 8-16 
debugging 8-35 

Index. 1-39 



displaying interface parameters 8-33 
displaying interface statistics 8-33 
DTE operation 8-7 
enabling switching 8-19 
encapsulation methods 8-7 
forwarding calls 8-19 
frame parameters 8-4 
interface subcommand summary 8-36 
local switching 8-6 
maintaining 8-33 
multiple network protocols 8-2 
PVC 8-10 
remote switching 8-6 
running on TCP/IP 8-18 
setting channels 8-25 
setting interface address 8-23 
setting packet sizes 8-30 
single network protocol 8-2 
supported protocols 8-6 
switch 8-6 
switch, configuring PVC on 8-21 
switching subsystem 8-18 
switching, configuring 8-18 
translating addresses 8-20 
virtual circuit channel sequence 8-24 

X.25 Level 2 
configuring parameters 8-3 
restart 8-32 

X.25 Level 3 
retransmission timer 8-27 
setting parameters 8-23 

X.25 level 3 
monitoring 8-33 

X.25 parameters 
configuring 8-10 
displaying interface 8-33 
level 2, LAPB 8-3 
Level 3 8-23 
setting frame 8-4 
setting per-call 8-32 

x25 accept-reverse command 8-31 
x25 address command 8-23 
x25 default command 8-12 
x25 facility command 8-32 
x25 hic command 8-25 
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x25 hoc command 8-25 
x25 hold-vc-timer command 8-27 
x25 htc command 8-25 
x25 idle command 8-26 
x25 ip-precedence command 8-17 
x25 ips command 8-30 
x25 lic command 8-25 
x25 linkrestart command 8-32 
x25 loc command 8-26 
x25 ltc command 8-26 
x25 map bridge broadcast command 20-23 
x25 map bridge command 8-10,20-23 
x25 map command 8-8 
x25 modulo command 8-30 
x25 nvc command 8-26 
x25 ops command 8-30 
x25 pvc command 8-10,8-21 
x25 route command 8-19 
x25 routing command 8-19 
x25 rpoa name command 8-32 
x25 suppress-calling-address command 8-31 
x25 t10 command 8-28 
x25 t11 conunand 8-28 
x25 t12 command 8-29 
x25 t13 command 8-29 
x25 t20 command 8-28 
x25 t21 command 8-28 
x25 t22 command 8-28 
x25 t23 command 8-29 
x25 th command 8-31 
x25 use-source-address command 8-29 
x25 win command 8-30 
x25 wout command 8-30 
X3T9.5 

specification 6-30 
Xerox Network Systems 

See XNS 
Xerox P ARC Universal Protocol 

See PUP 
XNS 

adding filters to routing table 19-16 
addresses 19-2 
adjusting timers 19-6 
configuring all nets broadcast flooding 19-12 
configuring over Token Ring 19-6 



configuring routing 19-3 
debugging the network 19-23 
displaying cache entries 19-20 
displaying interface parameters 19-20 
displaying routing table 19-21 
displaying traffic statistics 19-21 
dynamic routing 19-5 
enabling fast-switching 19-5 
enabling routing 19-3 
encapsulation 19-2, 19-6 
extended access lists 19-14 
filtering packets 19-15 
filtering routing updates 19-15 
forwarding broadcasts 19-10 
forwarding specific protocols 19-12 
global configuration command summary 19-23 
helper addresses 19-10 
input filters 19-16 
interface subcommand summary 19-24 
managing throughput 19-5 
monitoring the network 19-20 
Novell IPX 16-1 
output filters 19-16 
router filters 19-17 
routing protocol 19-1 
setting multiple paths 19-5 
standard access lists 19-13 
static routing 19-4 

xns access-group command 19-15 
xns encapsulation command 19-6 
xns forward-protocol command 19-12 
xns helper-address command 19-10 
xns input-network-filter command 19-16 
xns maximum-paths command 19-5 
xns network command 19-4 
xns output-network-filter command 19-16 
xns route command 19-4 
xns route~cache command 19-5 
xns router-filter command 19-17 
xns routing command 19-3 
xns ub-routing command 19-10 
xns update-time command 19-6 

zero, subnet 

see subnet zero 
ZIP 

AppleTalk routing protocol 10-2, 10-6 
Zone Information Protocol 

See ZIP 
zones 

AppleTalk 10-5 
AppleTalk extended 10-8 
displaying AppleTalk 10-34 
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