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Title: 

Course No: 

Equipment: 

Duration: 

Format: 

Enrollment: 

Prerequisites: 

Description: 

INTRODUCTION COURSE 
ABSTRACT 

INTRODUCTION TO THE HNS 
INTEGRATED PACKET NETWORK (IPN) 

00020.5 

Overhead Projector 
White Board . 
Student Manuals 

5 Days/30 Hours 

85% Lecture 
7% Demonstration 
8% Evaluation 

10 Student Max, 5 Student M in* 

. A familiarity with Networks and X.25 Packet Switching is 
essential. 

This course introduces all of the major functional and 
operational concepts of the IPN. System capabilities and 
their adaptability to suit specific needs are also 
addressed on an as-needed basis. 

*HNS reserves the right to cancel a course for insufficient enrollment. 
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INTRODUCTION COURSE 
OBJECTIVES 

On Completion of this Course the Student will be 
able to: 

1. Draw the hierarchy structure of the system; list the 
functions of each of the blocks that comprise the system; 
state how each of these blocks are interfaced and related 
to each other. 

2. State the minimum and maximum requirements of the 
NCP, ASP, NOC, and PSN. 

3. List the Network Services provided and what 
Administrative functions are available; as well as explain 
how to access and control these services/functions. 

4. State what interfaces are available; what access 
restrictions can be imposed; how a call is routed; what a 
logical channel is and what its limitations are; how 
cluster congestion is controlled. 

5. State what data is downline loaded, what data is upline 
dumped; and explain the procedures for loading and 
dumping. 

6. State the call establishment process including how the 
X.121 addressing scheme is used; what access 
restrictions are available; what the call records are and 
how they are retrieved; and what statistics are maintained 
by the system. 

7. State what configuration capability and control are 
provided by the system; what events are and where they 
are sent; what System Control functions are in place in 
the system; what System Monitoring and Debug 
capabilities are provided by the system. 
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INTRODUCTION COURSE 
SCOPE 

This course is intended to present only those 
topics and concepts shown in the course outline 
that follows and not the topics listed below. 

Course Will NOT Cover: 

• 

• 

• 

• 

• 

Engineering Concepts such as the detailed internal 
structure of system hardware and software 

Network Performance Analysis and System Optimization 

Network Management, System Administration, Route 
Optimization, and Network Topology Design practices 

VAX VMS, DCl, VAX System Management, CTOS, and 
HNS Software 

System Installation, Maintenance, Detailed Operations and 
Debugging 

*The above concepts are addressed in follow-up courses, or through 

your HNS representative. 

xE4256 
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INTRODUCTION COURSE 
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INTEGRATED PACKET NETWORK 
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Introduction (cont.) _ (cont.) (cont.) 
Data 

1m Transfer 

10:00 I ntrod uction System System Admin. 
(cont.) 

1m an Overview 
(cont.) Architecture & Management 

11:00 
am (cont.) (cont.) (cont.) (cont.) (cont.) 

Noon L u n c h 

1:00 System Network 
pm Components (cont.) 

Services 
(cont.) (cont.) 

Questions 
2:00 

pm (cont.) (cont.) (cont.) . (cont.) and 
Answers 

3:00 (cont.) (cont.) (cont.) 
System 

pm . Interfaces 
-Final Exam 

3:45 R e v I e w Adjourn 



Training Department 

REFERENCE DOCUMENTATION 

Code 

NOC REF 

NOC PROC 

NCP REF 

NCP PROC 

SW INSTALL 

DTM 

SSPEC 

SOD 

CONFIG 

TFRM 

9708 

xvE4256 
31·0CT·87 

Title DOC # 

Network Operator's Reference Manual 8000809 

Network Operator's Procedures Manual 8000808 

Network Control Processor Operator's 
Reference Manual 8000807 

Network Control Processor Operator's 
Procedures Manual 8000806 

Genesis System Software Installation 
Manual 8000811 

CP9000 Series II Offline Diagnostics 
User's Manual 8000812 

System Specification Document 3422 

System Design Document 3355 

Configuration Manual 8000810 

Tape Format Reference Manual 8000813 

9708 Diagnostics Manual 8000822 



IPNTM DOCUMENTATION 
READER'S COMMENT FORM 

Date ____ _ 

Document Title ____________ _ Document Number _____ _ Revision __ 

Please use this form to make your comments and suggestions for this docu­
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SWITCHING TECHNOLOGY 
CHOICES 

USERS 

I Mf~f ~-

-27502 
10/24/87 

SWITCH 

CIRCUIT SWITCHING 
(TELEPHONE) 

CIRCUITS 

B 
C 
o 
A 

ONE LINE PER CALL 
(POINT-TO-POINT) 

SWITCH 

'USETS E AND E' WOULD GET "BUSY" SIGNAL 

MESSAGE SWITCHING 
(TELEGRAM) 

PACKET SWITCHING 

MULTIPLE CALLS PER LINE 

USERS 

-1 Mf~fl 



1-4E4256 
30-0CT-87 

IPN™ 
Training Department 

PACKET SWITCHING CONCEPTS 

Operational Characteristics of 
Switching Techniques: 

Circuit 

Blocking 
One Line per Call 
Establishment Delay 

Message 

Storage 
Delay Variance 

Packet 

Queuing 
Logical Multiplexing 
Packet Transit Delays 
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Basic Transmission Operation Concept 
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PACKET SWITCHING CONCEPTS 

A TypicallPN 

NETWORK C 

WHERE: IPN = INTEGRATED PACKET NETWORK 
DTE = DATA TERMINAL EQUIPMENT 

23917A 
10/27/87 

DCE = DATA CIRCUIT - TERMINATING EQUIPMENT 
X.25 = CCITI RECOMMENDATION FOR DTE-DCE FORMATS/PROCEDURES 
X.75 = CCITI RECOMMENDATION FOR INTERNETWORK CALLS 

X.25 DTE 
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PACKET SWITCHING CONCEPTS 

Protocol Layering Concepts 

PHYSICAL 
DTE I CONNECTION 

• I 
I 
I 
I . 

! 

DCE 
INTERNAL NETWORK 

PROTOCOL 
DCE PHYSICAL 

CONNECTION I DTE 

• I 
I 
I 
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_1 
DTE I- X.25 FRAME & PACKET PROTOCOL I DTE 

(HOST) -- - - - - - - - - - - - - - - - - - - i (TERMINAL 
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CCITT Recommendation X.25 

DTE 

ACCESS LINK 

Access Link is Defined as a Path 
from a User to a Node 

DCE 
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CCITT Recommendations X.3, X.28, X.29 
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ACCESS LINK 

WHERE: 
PAD = PACKET ASSEMBLER/DISASSEMBLER 

X.25 = PACKET MODE DTE TO DCE 
X.28 = PAD COMMANDS AND MESSAGES 
X.29 = PAD/PAD PROCEDURES 
X.3 = PAD PARAMETERS 

ASYNCHRONOUS 
USERS 
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CCITT Recommendation X.75 

• Defines Protocol for Interconnection Between 
Signaling Terminal Equipment (STEs) in 
Different Networks 

• Defines Same Three Protocol Levels as X.2S 

• Additional Network Utilities to Specify PDN 
Characteristics 
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CC/TT Recommendation X.75 

NETWORK A NETWORK B 

INTER-PDN LINK 

NOTE: A & B MUST BOTH BE THE SAME TYPE 
(Le. PUBLIC OR PRIVATE) 
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CCITT Recommendation X.121 

I D D D I D IX X X X X X X X X x I 
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I.. DNIC ~ I I 
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DEFINES INTERNATIONAL NUMBERING PLAN FOR PUBLIC DATA NETWORK ADDRESSING: 
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DNIC = DATA NETWORK ID CODE 
DCC = DATA COUNTRY CODE 

NI = NETWORK IDENTIFIER 
NTN = NETWORK TERMINAL NUMBER 

DNIC + NTN = INTERNATIONAL ADDRESS 
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PACKET 
LEVEL 

PROCEDURES 
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• LEVEL • PROCEDURES • ---------

I I I 
FRAME 
LEVEL 

I FRAME --------- LEVEL 
PROCEDURES I PROCEDURES 
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SYNCHRONOUS 

PHYSICAL CIRCUIT PHYSICAL 
LEVEL 
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DTE/DCE Electrical Interface 
• X.21 or X.21 bis (RS-232, V.3S) 
• Independent of Other Levels 

DTE/DCE Frame Level Interface 
• Link Access Procedures 
• Does not Know about Virtual Calls 

DTE/DCE Packet Level Procedures 
• Virtual Call Procedures 

(Set-up, Maintain, Flow Control, Clear) 
• May be End-to-End (DTE/DTE) 
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DTE/DTE Higher Level Protocol 

• May Exist in PAD Software (X.3, X.28, X.29) 

• Often a DTE Process to OlE Process Procedure 

• Uses X.2S as a Framework 

• May Use Data Qualified DATA Packets for 
Control Information 
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Data Transfer Across a Packet Network 
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Network Level Protocol 
• Intranetwork Protocol 
• Transparent to End-User (DTE) 
• May be Different in Each Network 
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Packet Mode OTE Layers of Protocol 
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MAJOR PACKET SWITCHING CUSTOMERS 

Name Date $ Application Features 

GTE Telenet 1976 35M Public X.25 Network 
City National Bank 1978 1M ATM Bank Network 
Western Union 1978 1M Private Network 
RCA Cyclix 1979 12M Public Data Network 
Graphnet 1981 8M Nationwide Telex Service 
U.S. Government 1981 35M Classified Private Data Network 
U.S. Air Force 1982 1M Missile Warning Bypass 
INMARSAT 1983 3M Ship to Shore Voice-Data-Telex 
Uninet 1983 8M Public X.25 Network 
KEL 1985 1M Private X.25 Commercial Network 
Hewlett-Packard 1985 4.5M Private X.25 Corporate Network 
Federal Express 1986 45M Integrated X.25 & Satellite Network 
Ford Motor Co. 1986 5M CAD/CAM Supernode 
Autex 1987 .5M Private Network with Broadcast 
MIGROS 1987 .6M Retail Chain Network 
3M 1987 1M Multi Vendor 25 Corporate Network 
MOOR 1987 .2M IPN Distributor Support Network 
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HNS' 
PACKET SWITCHING HISTORY 

WHY THE IPN? 

• Flexible System Size and Growth 

• Local Storage CapabiHty 

• Processing and Switching Combined 

• Distributed Memory 

• Modular Growth 

• Universal Card Types 

• Fully Distributed Architecture 

• High Reliability/Availability 
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THE SYSTEM 
1.3 
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THE SYSTEM 

The System (as Defined by HNS) is Composed of all Entities that 
are Transparent to the User. These Entities are: 

N/!TWoli.l<. (k)I'(ITlttJ(. PROC.cs,soft 

• NCP • One or Two (vRX) 

Ntl"'uCJIU< oPEA. Ct:lN30l.1! 

• NOCs - Minimum of 1; Up to 16 - WoR'C$"'~ """"''''S (c:..,...) 
IHt>t. SERUlte P~cfc:.4i:S""1T 

• ASPs· Up to 2 per Node 

PI9CKet- SW1"rCN-lnJG C.<"c.tS'T"ER. 

• PSCs . as many as Required to Support Users and User Traffic 
C3RCIe. dCAJe 41'fJt:... 

• BBL· Typically no less than 2 per Node 

1·25E4256 
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SYSTEM ARCHITECTURE 
1.3.1 
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SYSTEM ARCHITECTURE 
BASIC SYSTEM COMPONENTS 

NCP 

COMPUTERS 

\-----+--USERS 

21875A 
11/22/86 

I 

CLUSTERS 

,!!Cs ASPs 
~ 

M -M 
0 0 
D D 
U U 
L L 

E E 

S S 
'-- ---

USERS 

USERS 

P-
I-
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SYSTEM ARCHITECTURE 
BASIC NETWORK 
CONFIGURATION 

MASTER· 

NCPA 

CP9000 
SERIES n: 

CP9000 
SERIES II 

BACKUP 

NCPB 

CP9000 
SERIES II 

NOCs 

CP9000 
SERIES II: 
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SYSTEM ARCHITECTURE 
EXAMPLE NETWORK TOPOLOGY 

0 

NCPL NKAO 

r 

NYC 
101 

,~ 

NK2 
-SFO 

BBL 
NYC 

(56 kb ps S) 

, 

SFO 
301 

NCPA 

1 

-
-

.. -

-IV 
'(hi e I'UC P'.s ,oS cJP""/~'-. 

NCPLNKBO 

NCPLNKA1 ~ 
( 

BBLNK1 

NYC-WOC (56 kbps T) 

BBLNK3 
1 NYC-LAX 

(56 kbps T) 

BBLNK5 

SFO-LAX (9.6 kbps T) 

T = TRUNK 
S = SATELLITE 

... 
r 

NCPB 

0 1 

./l 

NCPL NKB1 

,~ , 

, 

WOC 
201 

,. 

LAX 
401 

BBL NK4 
-LAX 

bps T) 
WOC 

(56 k 
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SYSTEM ARCHITECTURE 
EXAMPLE NETWORK 

PHYSICAL CONNECTIVITY 

~.1 

SFO LAX 
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SYSTEM SOFTWARE 
1.3.1.1 
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SYSTEM SOFTWARE 
IPN SOFTWARE ORGANIZATION 

• NCP Software - RG&UI~ es f.+ D£O/c~T'cO Ut:j)(, 

- VAX/VMS Operating System 
- INGRES DBMS 
- NCP Software 

• NOC Software 
c..()lfJv6R~ ';;v"'i n;; (//+ (7~.s. 

- CTOS Operating System - u-c;.. PRoc. 

- NOC Software 

• Node Software 
- PSC Software 

• a) Switching 
• b) Control 

- ASP Software 
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VMS 

SYSTEM SOFTWARE 
RELATIONSHIPS 

NCP 

VAX ACCESS NCP 
SOFTWARE NOC UTILITIES 

I D 
N B 
G 
R 
E M 
S S 

ACCESS 

CTOS 

- COMMUNICATION 
~ 
~ ,------, 

I I 
J I 
J PSC, ASP I 
, SOFTWARE I 
J I 

I ' L ______ J 

;!'t • NODE 

ASP 
SOFTWARE 

~ , 
",'" . 

• • VI' 
DLL. • COMMUNICATIONS 

PSC 
SOFTWARE 

Y~,-:-I-i-I-'--I-I-I-I--'-\-\~\ 





1-34E4256 
30-0CT-87 

Training Department 

SYSTEM SOFTWARE 
NCP 
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SYSTEM SOFTWARE 
VAXNMS OPERATING SYSTEM 

• Features: 
- VMS - Virtual Memory System 

Disk Resident 
- Byte Addressing Space 
- Process Priorities 
- Shared Data Images 
- Resource Locking 

. - RMS File Management 
- Gen Parms 

• Functions: 
- Virtual Memory Management 

Process Creation/Deletion 
- Processor Scheduling 

Interprocess Communication 
Input/Output Services and Drivers 

- Error Logging and Recovery 
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SYSTEM SOFTWARE 
VAX-NCP RELATIONSHIPS 

23887A 
11/22/86 

INGRES 
FILES: 

NCP 
FILES: 

NCPOP.COM. 

ETC. 

VAXNMS 

VMS ACCOUNTS: 

SYSTEM 
MANAGER 
FILES: 

I 
I 

OTHER 
ACCOUNTS 

(APPLICATIONS) 

-



Training Department 

SYSTEM SOFTWARE 
INGRES DATABASE MANAGEMENT 

SYSTEM 

• Relational DBMS from Relational Technologies Inc. 

• Installed with and Accessed by NCP Software 

• Features Include: 

1·37E4256 
30·OCT·S7 

- Alterable Disk Storage and Indexing Structures 
- Query Optimizer 
- Report Generator 
- PASCAL Interface (Allows Quel Embedding in PASCAL Files) . 
- Concurrent Multiple Process Data Access 
- VMS Locks 
- Transaction Management Facility 
- Terminal Monitor 
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SYSTEM SOFTWARE 
NCP SOFTWARE RELATIONSHIPS 

22168A 
11/22/86 

VAX 
UTILITIES: 

BUFFER 
MANAGEMENT 

QUEUE 
MANAGEMENT 

ERROR 
HANDLING 

INGRES 
DBMS 

VAX 

VMS (OPERATING SYSTEM) 

NCP 
SOFTWARE 

ACCESS 

r-------- 'I 

I I 
I I 
I I 
I ASP, PSC 

I 
I SOFTWARE I 
I I 

I I 
ACCESS I I 

~ 
L _________ J 

, 
COMMUNICATION 

, 

ACC 
DRIVER 
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, SYSTEM SOFTWARE 
NCP SOFTWARE FUNCTIONS 

• Network Configuration Control 

• Performance Monitoring 

• Network Maintenance and Debugging 

• Network Component Downline Load 

• Network Statistics Gathering 

• Call Setup Assistance 

• Storage of Billing Information 

• Network Operator Functions 
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SYSTEM SOFTWARE 
NCP MODES 

• Master 
(!>I..,IlVG) 

• Backup· All Network Services, Limited NOC Functions 

• Reconciliation from Master to Backup Only 

RECONCILIATION 
MASTER . 

BACKUP 
NCP NCP 

22171 

• Mode is Set by NCP Operator 

• Mode Conflicts Resolved by Demotion to Backup 
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SYSTEM SOFTWARE 
NCP SOFTWARE STATES 

• Local 
- NCP not Operational, VAX Running Under VMS 

• Initialization 
- Initialization Processes in Execution 

• Out-of-Service 
- NCP Software Loaded, NCP Disconnected from the 

Network 

• In Service 
- Fully Operational and Connected to Network 

• NCP Operator may Set/Modify NCP State from 
NCP Console 
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VAX 

U 
T 
I 
L 
I 
T 
I 
E 
S 

,BUffER 
AND 

OUfUf 
,",GMT I 

-

22170 
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SYSTEM SOFTWARE 
NCP SOFTWARE UNITS 

r--

REPORT NCP DATABASE CONFIGURATION 
GENERATION ADMINISTRATION ADMINISTRATION ADMINISTRATION 

CONFIGURATION 
DOWNLINE 

SYSTEM CONFIGURATION LOAD SOFTWARE 
ACCESS ADMINISTRATION PARAMETERS COMPILER 

;0:", AIIJ,lIr..ol .,.,.,,, ., .-
SUMMARY NCP EVENT MEMORY STATUS STATUS 

MANAGEMENT MANAGEMENT MANAGEMENT PATCH VAX 

E 
R 

I I 
R 

NETWORK 0 
NETWORK OPERATOR INTERFACE 

MANAGEMENT R 

H 
A 
N 
0 

NCP COMMAND SUPERNET LOG FILE L 
MONITOR DUPLICATION DUPLICATION MANAGEMENT I 

N 
G 

.... 

STATISTICS 
:J"'CALL'-v CALL NETWORK 

MANAGEMENT 
SETUP RECORD NOTIFICATION 

MANAGEMENT MANAGEMENT 

REMOTE DOWNLINE PAD UPLINE FILE 
MANAGEMENT LOAD MANAGEMENT LOAD 

I I TRANSPORT LAYER 

~ 
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SYSTEM SOFTWARE 
Noe 
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SYSTEM SOFTWARE 
Noe 

/fi' , I 1 7 J rl I 
'I I I 

r; I I 
I 

27496 . 

( 

I 
I 
I 

Noe 
SOFTWARE 

\ 
\ 

\ 
\ 
\ 
\ 
\ 
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SYSTEM SOFTWARE 
Noe-eTOS 

• Features: 
- Real-Time Processing 
- Multi-Programming Environment 

• Functions: 
- Event Driven Process Priority Scheduling 
- Interprocess Communication and Synchronization 

Timer Management (Timeouts and TOO) 
Virtual Code Segment Management 
Printers Spooling 
Memory Management 



u 
S 
E 
R 
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24520 

SYSTEM SOFTWARE 
Noe SOFTWARE UNITS 

CTOS 

SCREEN HANDLER BANNER/BRDCAST HANDLER 

FORMS BANNERI 
PROCESSES BROADCAST 

PROCESSES 

MESSAGE 
HANDLER 

TC 
DISCONNECT 

, ADMINISTRATOR 

TRANSPORT SERVICES 

TRANSPORT SERVICES PROCESSES 
(X 25 LEVELS I, II, AND III) 

X.25 GATEWAY PROCESSES 
(L 1. L2. L3) 

NETWORK 
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SYSTEM SOFTWARE 
Noe OPERATOR INTERFACE 

• Menu Driven 

• Forms Based 

• Tree Structu red 

• Soft Function Key Operation 

• Local Data Validation 

• X.2S Network Interface 
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SYSTEM SOFTWARE 
NOC SOFTWARE FUNCTIONS 

• Provides Operator to Network Communication 

• Provides Operator Access to Complete Network 
via: 
- Operator Management 
- Configuration Definition 
- Database Management 
- Network Status Monitoring 
- Component State Control 
- Statistics Viewing 
- Debug Functions (Route Simulator, Call Records) 
- Report Generation 
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SYSTEM SOFTWARE 
Noe FORMS EXAMPLE 

Network Operator Console 

------flam" lam211am31 LJorking 
4:38:27 PM lam~llamsll1llS61 Message 

Fri JJI 26, 1985 ICIIHIIa.m&110JIS9! Log ClI 

HOC Software Uersn :MEn 7/17 5p~ 
Operator tialllefType :tg4" " lJ, 
NCP Nallle/Mode :tkPB. ... l~ 
[)t[ ine Config :R61STffiI 
Connctd Confg/Rcces:,.EPJiJA. lQBg 

QJfck ftcea ~ c ••••••• co, Main Selection Menu 

E!l ~n/off the tI:5 

EJ OlfSrBTT 
f2 Menu of Configuration 

Managetent fens 

f,;1 ~nu~ Hetwrlc Manageunt 
~ forls 

El tfTOlfS 
f4 Menu of Hetllork Config 

entry feras 

El £PERrRTT 
f5 Menu of Operator Managelent 

foras 

El fIJI re 
(6· Menu of Report Generation 

fons 

E] BOCSTrmi 
f8 Display Broadcast lessages 

received frol the NCP 

,nco,ons .c, ' ..•. sa ••••• nn.n •••• ' •• , c, "''SO , •••••• oon on 0 ","'0 ,c; 

24521 
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SYSTEM SOFTWARE 
NOC TREE STRUCTURE 

Network Operator Console 

-------flam 11 @;millaill Uorking 
4:38:27 pn lam41 (CIIIslll1lSsl Message 

HOC 50ftMare Uersn :MED 7/17 Sp. 
Operator NalllelType :tg4, ,/.J 
NCP Na~e/node :If-PR,,, Ilm!m 

Fri Jul 26, 1985 1.11 ICIII&IIQl\J91 Lag en 
enl ine Config :R61s:r.Mr 
Connctd Confg/Rcces :.f.PtP!~/~ 

-t£LP-

DalnMenu -

24522 

Meny EQr. Tree Structyre 
, 

r- (Lagon) .... Stats 
.... eo.pDetl 
.... &enOatl 

.... ConfgMg.t ~ !iJI 
~ EventMglt 
~ .. tCntl 
~ Of stgng.t 

I- HetMglt - • J41!.M 
I.. Debug - "Patch 

.- IntColp - Co.pOYer 
~ HetConfg -

- HetlJser ----. Tpad 
L.. t1Jad ' 

I- OperMg.t - Fk:cas 
- 5ysParaa 
i-ForGWDef 

- (BdcstMsgs) 

EQr; 5e1ectiM 

Mlrk : c ••••••••• : 

'1 :, ..... ':.3 

f2 
f3 · • "'0'0 ,ne 

· • ................... '_ .... nr 

f4 : n.... •. , 

f5 
f6 
n 

· • t •• ,., •••• , 

· • 0.0.: 0 •••• 

· • ,c •••• 

f8 : ....... . 

f18 : Hight ight 
displayed 
Forl!nenu. 
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SYSTEM SOFTWARE 
PSN 
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SYSTEM SOFTWARE 
PSN SOFTWARE 

• ASP Software 

• PSC Software 
- Switching 
- Network management DTE 

• Downline Loaded from NCS 
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SYSTEM SOFTWARE 
ASP FUNCTIONS 

• Downline Load of Operational Software and 
Configuration Data for PSCs 
- Fast Local Load - '2. .... .J 111 ;"-"'1"~.) 
- Remote Downline Load 

• Upline Dump of PSC Memory 

• Call Setup Address Resolution 

• Retention of Call Records/Stats/Events 
PRe;>(' 1Cf)"'I'1A/~H .. t$ n I IV ~ 90 M /IV 

11 Iff' 'to ::. 1 
• Access Restriction Mechanisms 
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24524A 

SYSTEM SOFTWARE 
ASP SOFTWARE UNITS 

MIB 

PM -PR4 C~ r(" 

SYSTEM INTERFACE 

OPERATING 
ASP APPLICATION SOFTWARE --. SYSTEM 

- DLL SERVERS (RMX) 

- ASP-NCP FUNCTIONS 
- CLUSTER CONTROL 
- DISK DIRECTORY MANAGER RMX 

EXTENSIONS 

~ 

PM-DISK HANDLER INTERFACE 
DIM - OISI( 1 

DIM OPERATING 
CONTROL SYSTEM 

DISK (RMX) 

HANDLER 

. RMX 
EXTENSIONS 

BASIC 110 SYSTEM (BIOS) 

DISK 
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SYSTEM SOFTWARE 
PSC FUNCTIONS 

• Packet Switching and Routing _. 

• Call Establishment 

• Call Reconnection and Rerouting 

• Call Recording 

• Performance Recording 

• Network User Interfacing 

• Redundant, Fail-Safe Operation 



1·56E4256 
30-OCT·87 

Training Department 

UJ 
U 

~ 
0:: 
UJ 
f-
~ 
U en 
a.. 
<i: 
0:: 
f­
Z 

24524A 

SYSTEM SOFTWARE 
PSC SOFTWARE UNITS 

PM PACKET SWITCHING SOFTWARE PM 
(MIS PHYSICAL LEVEL. LINK LEVEL, AND PACKET LEVEL) rote>c., 

MOOIA.(;.f. 

I NETWORK MGMT DTE I 
TRANSPORT LEVEL STARTUP SOFTWARE 

O,S. 

RMX 
APPLICATIONS 

- DATA RECONCILIATION 
RMX EXTENSION - EVENTS 

- ST ATS/ST ATUS 
- CALL RECS 
- CALL SETUP REQS 
- NCS COMMAND/RESPONSE CLUSTER 

CONTROL 

LIM ... (.(.P TO 3 O.S. 

1-1 Nt! F----~-l MODULE 
IN'TE"~tl(.' CONTROL 
rt()P"'Le, 

Y pOY\ T&/4/11 

I LIM LEVEL I. II, III SOFTWARE I 
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INTEGRATED 
PACKET SWITCHING 
NETWORK SYSTEM 

FEATURES AND FUNCTIONS 
1.3.2 



• 

• 

• 

• 

• 

• 

• 

• 
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IPN GENERAL FEATURES 

Network Control Provided via NCS 

Powerful 16-Bit CPU Processors 

Distributed Memory Microprocessor Architecture 

High Data Throughput and ,,~witching Capacity. '-5 
- 200 DPPS per PSC -- 6~<)'tO lin) fl5' tlyrE PR<Kr::..1 

10 Call Setups/sec per ASP/NCP 

Multiple Protocol Support 

Online Maintenance and Debugging Facilities 

Redundant Fail-Safe Operation 

Cost Effective Modular Expansion and Sparing Capability 

Centralized or Distributed Network Control 
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SYSTEM COMPONENTS 
1.3.2.1 
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218748 

Training Department 

SYSTEM COMPONENTS 
SYSTEM ORGANIZATION 

THE SYSTEM 

NETWORK CONTROL SYSTEM 

PSN 

USERS 

(NeS) 

NETWORK 

PSN PSN 

USERS 
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SYSTEM COMPONENTS 
PSC FUNCTIONS 

• Packet Switching and Routing 

• Call Establishment 

• Call Reconnection and Rerouting 

• Call Records 

• Statistics 

• Network User Interfacing 

• 1-for-N Redundancy 
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SYSTEM COMPONENTS 
NCS FUNCTIONS 

• Network Configuration Control 

• Performance Monitoring 

• Network Maintenance and Debugging 

• Network Component Downline Load 

• Network Statistics Gathering 

• Call Setup Assistance 

• Storage of Billing Information 

• Network Operator Functions 
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SYSTEM COMPONENTS 
NOC FUNCTIONS 

• Provides Network Operators with Network 
Configuration and Control Capabilities 

• Menu Driven 

• Soft Key Operation 

• Local Data Validation, Detects Most Operator 
Errors 

• Provides Summary Information 

• Treated as Network Users, Therefore They can 
be Distributed Throughout the Network 



Training Department 

SYSTEM COMPONENTS 
ASP FUNCTIONS 

• Downline Load of Operational Software and 
Configuration Data for PSCs 
- FastLocalLoad 
- Remote Downline Load 

• Can ProvideUpline Dump of PSC Memory to 
NCP Upon NOC Command 

• Provides Supervisory Network Services to 
Lower Hierarchical System Components 
- Address Translation* 

Access Restrictions* 
- CREe/STATS/EVENTS Spooling* 

* Enhanced Mode Only 

1·64E4256 
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THE USER 
1.3.2.2 
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PRIVATE 
DTE 

(X.25 
HOST) 

PRIVATE 
DTE 

(X.25 
TERMINALS) 

PRIVATE DTE 

NON- ... 
X.25 X.25 

F.E.P. HOST 

PRIVATE 
DTE --

(PADS) 

27497 

THE USER 
SYSTEM INTERFACES 

1 
X.25 I· GATEWAY X.25 

X.25 
GATEWAY X.25 

X.25 • 

PRIVATE 
NETWORK 

X.25 • 

X.25 
GATEWAY X.25 

- X.25 
X.25 X.25 GATEWAY 

X.25 -

·1 PUBLIC I NETWORK 

PUBLIC 
NETWORK 

X.75 
r 

PUBLIC 
NETWORK 

PRIVATE 
NETWORK 
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THE USER 
SYSTEM INTERFACES 

Interface Standards Supported are: 

• X.2S (CCITT 1980) 
A. Physical Level 

1. RS-232C/V.24 
2. V.3S 
3. RS-449 - Both RS-422 and RS-423 Electrical Levels 

B. Link Level 
1. LAPB, SLP, Modulo 8/128 

C. Packet Level 

• X.7S 
A. Physical Level 

1. RS-232C/V.24 
2. V.3S 
3. RS-449 - Both RS-422 and RS-423 Electrical Levels 

B. Link Level 
C. Packet Level 



1-68E4256 . 
3O-0CT-87 

Training Department 

[!J A --

19609A 

THE USER 
VIRTUAL CIRCUIT 

NETWORK 

\. , 
\ 

(VIRTUAL 
CIRCUm 

Two Types: 

• Switched Virtual Circuit (SVC) 
• Permanent Virtual Circuit (PVC) 

USER 
B 
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THE USER 
ROUTING 

• Utilizes "Shortest Path First" Concept 

• Routes Optimized According To ... 

Data Link Capacity - "Remaining Capacity" 
Propagation Delay - "Relative Length" 
Data Link Class (e.g., Satellite) Classes 1-16 Cost 

• Fixed Routing Achieved by Adjusting Route Parameters via 
the NOC 

• Determined by PSC on Which Call Originates (Source 
Routing) 



Training Department . 

THE USER 
ADDRESSING 

• CCITT X.121 Formats (OTE-to-OTE) 
1) DNIC - NPA - NXX - YYZZ 

or 
2) DCC - N - NPA - NXX - YYZZ 

• Format Key 
DNIC = Data Network Identification Code 
DCC = Data Country Code 
N = National Number 
NPA = Area Code 
NXX = Exchange 
YY = Extension 
ZZ = Optional Subaddress 

• Optional Mnemonic Addressing 

1·70E4256 
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8 Character Mnemonic "Access Code" 
Optional "User 10" 
Inserted into Called Address of Call Request Packet 
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Access 
Code 

FRED 
ETHEL 
LUCY 
RICKY 
ASP 201 
NCPAtO 

DTEs 

27498 

THE USER 
LOGICAL ADDRESSING 

Address Translation Table 

Logical Address 
(X.121 ) 

3999 303 424 8800 
3999 303 424 8801 
3999 303 424 71 XX 
3999 303 424 72XX 
3999 303 200 0001 
39993031000001 

DCE 

Physical Address 
(INA) 

201 3.5 1.1 
201 3.5 1.1 
2022.1 3.1 1" rl6~ 
202 2.1 3.3 IJ~ p-r-e- C 

201 4.1f'C5"1fY I 1:1 
201 3t51r.f-I..IJCfIDI1 
"-'../ "\S ~ 1'" p.ttr *' 

EXAMPLE lifo.! CtHR6.>lJ W 
1"'1./$ .s 44fT' 1$ 

opo P'1 

NCPAO 

DTEs 
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THE USER 
WHAT CAN BE CALLED? 

Port Users can Call the Following Entities: 
• Individual X.25, PAD, or X.75 User Ports; (Foreign Network) 

• Load Leveling Groups of X.25, PAD, or X.75 User Ports. 

• X.2S Gateway to Foreign Network User or for Transit of 
Foreign Network 

Note: It is not Possible for the User to Place Calls to Entities such 
as Nodes, MIB's or Backbone Links, Although User Calls do Pass 
Through These Facilities. Network ManagementDTEs may 
Establish Such Calls for Monitoring/Troubleshooting Purposes. 

1-72E4256 
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THE USER 
CALL ESTABLISHMENT 

• The Network Connects a User Call After the 
NCS Validates: 
- Mnemonic Address (Access Code) 

- User 10 

- Access Restrictions (Source, Destination) 

- Subscription Parameters . 
. (Reverse Charge Acceptance, Fast Select) 
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ADDRESSING & ACCESS 
RESTRICTIONS 

ACCESS RESTRICTIONS·GENERAL 

• For Security of Address, Access Restrictions are Employed 
Under Centralized Control. 

• Access Restrictions are Network Features that Allow the 
Network to Accept or Reject Indiv:dual Source User Call 
Requests Based on Configurable Attributes of the Calling and 
Called Entities Specified for that Call. 

• The Network Implements FIVE Forms of Access Restrictions: 

4·45E4256 
3·NOV·87 

1) Calling Address Restriction. Call Requests are Rejected at the Source 
PSC if the Calling Address Specified in the Call Request Packet does 
not Meet Certain Specifications Configured for the Source Port. 

2)G •• s/Called Address Restriction. Call Requests are Rejected ifthe 
Calling Address Does Not Meet Certain Specifications Configured for 
the Called Entity. 

3) Local Charge Prevention 

4) Reverse Charge Restriction 

5) Time Access Controls 
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ADDRESSING & ACCESS 
RESTRICTIONS ACCESS 

RESTRICTIONS-ACCESS SPECIFIERS 

• Access Restrictions are Based on the Use of 
Access Specifications Which may be Configured 
with User Access Links and Callable Entities to 
Describe Classes of Calling Addresses to be 
Accepted or Rejected. 

• Access Specification Consists of a Set of 0 to 16 
Access Specifiers and is a Description of One 
Particular Subset of all of the Possible Calling 
Addresses Which Might Appear in the Calling 
Address Field of a Call Request Packet. 

• Access Specifier Consists of a Digit (O-g) or "Wild 
Card" for each of the Address' 14-Digit Positions 
and an "Accept" or "Reject" Indication. 

• Calling Address Matches and an Access 
Specifier if each Digit in the Calling Address 
Matches the Corresponding Digit in the Specifier 
or if the Corresponding Specifier Digit is an "*". 

4-46E4256 
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ADDRESSING & ACCESS 
RESTRICTIONS 

CALLING ADDRESS RESTRICTION 

• The Basic Calling Restriction Check is: "Is this Particular X.121 
Calling/Source Address Allowed to Place a Call into the 
Network Through this Port?" 

CALLING 
PARTY 

24574 
11/23/86 

X.121 ADDR 
NETWORK 

? YES OR 
NO 

• The Calling Address must be Defined for this Port and it must 
not be Rejected by an Access Reject Specifier. 

4-47E4256 
3-NOV-87 

More detail follows ..... 
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ADDRESSING & ACCESS RESTRICTIONS 
X.25 LEASED LINE SCREEN & 

SOURCE RESTRICTION WINDOWS 

Network Operator Console r«JC Soft.,are Versn :rED 7/17 Sp,. 
,-----,..----11 Operator Nallie/Type :tg4", 0 I..! 

-----Ilo.c Ulam211am3! Working tiCP Nallle/Mode :ltPR" 0 Jrm:rm 
4:38:27 PM lam~llam51lam61 Message Iill ine Config :R61SiffiT 

Fri Jul 26, 1985 1a.m1! lamaiiamsi Log On Connctd Confg/Acces:srJS, 0 J9fl:g 

-)(25 1.86)- III f ek fCcess - 0 " " " 
)(25 Leased Line 

I User Hale : """" 0 I ...... 

User Text 
0'··'·.'····,······· 

Default Called Addrns 
, ....... .... 

Hode Hale : 00000 000 Module Hul : w 

Cluster Hul : ........... Port ,Nul : w 

I Desired Port State : ..... 

If51-1 Parallters 

Irs I-I Hetllork FCeess 

In I-I X.121 Addresses 

I 
I 
I 

Ir8 Ivl Load-level Groups I 

RESTRICTIONS 

ADDR DEFINITION 
FOR DESTINATION CALLS 

•••••• n •••••••••••••••••••• • •• 0......... . .•....... . . . . . .. n no.... n 

BBEl 

4·48E4256 
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24575 
11/21/86 
127P345 
09/19/86 

r::1EJu r:1~ 
LJ t::Jl::J Il* 11~lall=J leVI I Pee AE1J 
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Training Department 

ADDRESSING & ACCESS 
RESTRICTIONS 

CALL ADDRESS RESTRICTIONS 

X.2S Leased Line Network Access Window 

This Window is Used to Define Source Restrictions Placed on 
Calls Made into the Network Through this Access Port. The 
Window Contains Fields for Defining a Default Calling Address 
as well as an Area for Defining a List Address Specifiers. This 
List of Address Specifiers is Compared Against the Calling 
Address in an Incoming Call Request to Determine if the Call 
Should be Accepted . 

24575A 
11/21/86 

... , .... I:rn. 
BnlrlcUgw 

(Sowe.) 

Def.1t Sowe. Mfr I 
••••• n., ' ... 

WI 

t .................. .... 
2 ......-. ......... ~ 
3 ................. ..... 
4 ................... .... 
5 ......-. ......... .... 

WI 

WI 

WI 

WI 

6 .................. .... 
1 ......., ......... .... 
I ................. .... 

WI 

WI 

9 ~ ......... .... WI 

tl ~ ......... ... 
It ....... ......... ... 

WI 

WI 

12 ................ .... WI 

'3 ......-. ......... .... 
'4 ......-. ......... .... 

WI 

WI 

15 ................. .... 
1& ................. ..... 

WI 

WI 
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ADDRESSING & ACCESS 
RESTRICTIONS 

CALL ADDRESS RESTRICTIONS· 

X.25 Leased Line, X.121 Address Window 
This Scrolling Window defines the X.121 Addresses (Callable) 
Associated with a Network user. 

wwrl ",h .. ic Dnl ".11. 1.121 __ 

24576 
11/21/86 

1.121_ DIi 
.....••.. ~ 

e... ..... .... ......... ... ... ............ '........ ...... 
.....•..• ~ 

.. ,...... ~ 



24578 
11/21/86 
073P345 
09/19/86 
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Training Department 

ADDRESSING AND ACCESS 
RESTRICTIONS NET DEST 

SCREEN - CALLED 
ADDRESS RESTRICTIONS 

~~ Het~ork Operator Console 

-------i Inm tllnm2111l1»31 Uorklng 
4:38:27 PM larHlllIIIsllIIIJsl Message 

Fr i ..kJ I 26, 1985 IIlIHI IQBal 11II5J9! Log !Xl. 

HOC 5oft~are Uersn :MEn 7/17 Spl 
Operator Hi-elType :tg4"" J..! 
NCP Hallie/Mode :ttreR , "JrmIm 
tkll ine Config :R61STMT, 
Connctd Confg/Rcces:JEPHDE!:1~ 

-t£T IEST- ~Ick ftcas - -..'_' '_' Network Destination AcCISS 

I [MC : m X.121 Fkidr : ,.. , .. , 1 ...... llJser Hall : ......... :" 't ' , I 

CIISS of Service : ... 
Direct Call Enable : D 

I(5).' AcCISS Restrictions I 
I(6)_1 Access r.s I 

o. • ••••••••••••••••••• 3.00 0'" •• •••• •••••• no '0' .". n •• 
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ADDRESSING AND ACCESS 
RESTRICTIONS 

CALLED ADDRESS RESTRICTIONS 

• The Basic Called Restriction Check is: "Is this 
Particular Source X.121 Address Allowed to Call 
this Destination X.121 Address?" 

CALLING 
PARTY 

24577 
11/23/86 

• The Called Address Must be one of the Allowed 
Destination Addresses for that Source Address 

4-52E4256 
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CALLED 
PARTY 



Training Department 

ADDRESSING & ACCESS 
RESTRICTIONS 

CALLED ADDRESS RESTRICTIONS 

Destination Access Restrictions Window. This Window is Used 
to Define Restrictions on who may Call this Destination X.121 
Address. This List of Address Specifiers is Compared Against 
the Calling Address in an Incoming Call Request to Determine 
if the Call Should be Accepted. 

Destination Access Restrictions 

Address Match Expiration Start ~ St;rt ~ ~ 8cc/8ej 
IiJla lie ~ ~ Chij 

DNIC/fkjdr ISubRddr DO/m1/YY'r'Y HH/m HH/tv1 000 DOD IY A/R - - . .. ....... , ..•..... ~ Io..I.&oJ ~ ~.~ ~.~ ~........ ... - - . . 
, ••••• ' ••••••• , ..... a..a..&.I ~ ....... ~ ....... ..., .................. ... .., 

111£. .."'''' .... N - - .. N. NN : .... ..N _ ... NNNN W m·........, , ............. ! ................ .........., ............................ ~ ..........., ~ 

4·53E4256 
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, ............ . , 
,.,.' ......... . 

• • 
~' ...... ~ ............... - - . . 

......, Io..I.&oJ ~ ............. .......~ ........,........ .... 

.... 
w 
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ADDRESSING & ACCESS 
RESTRICTIONS 

ACCESS RESTRICTIONS - REVIEW 

• X.121 Addresses are Assigned on a per Port 
Basis via the NET USER Screens ex. X.2S Leased 
Line, X.121 Address Window 

• Source Port Restrictions are Assigned on a per 
Port Basis via the NET USER Screens Also ex. 
X.2S Leased Line, Network Access Window 

• Allowable Calls to the DTE Through the Port are 
Defined Under NET DEST, Access Restrictions 
Window on a per Source Address Basis. 

4·54E4256 
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4.5 X.25 GATEWAY 
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X.25 GATEWAY FUNCTIONS 

• Physical Interface 

• Address Correlation 

• Address Format Adjustment 

• Call Record Correlation 

• Clear Cause Adjustment 
1) Set to Zero 
2) Set High Order Bit 
3) Pass 

• Facility Processing (Pass/Strip) 

• CUG Index Processing (Insert/Remove) 

4·56E4256 
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FOREIGN NETWORK CALL PROCESSING 

For call setups having two DNICs 

1) Attempt X.2S Gateway Processing 

! Failure 

2) Attempt X.7S Gateway Processing 

3) Clear Call 

4·57E4256 
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! Failure 
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Training Department 

X.2S GATEWAY OUTGOING CALL PROCESSING 

x 

3999 12345678 

27581 
10/27/87 

3110 301 12345 
, 'IMPERSONATION" 

311030111111 \ I ,-- --, I Y 

CALL REQUEST • INCOMING CALL 

CAlliNG = 3999 12345678 
CALLED = 311030112345 

CAlliNG = 311030111111 
CALLED = 311030112345 

ADDRESS CORRElATION TABLE 

1 DTE ADDRESS 2 GATEWAY ADDRESS 3 LOCAL GATEWAY 
DESTINATION ADDRESS 

3999 12345678 311030111111 3999 
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IPN™ 
Training Department 

X.25 GATEWAY OUTGOING CALL PROCESSING 
(SUB-ADDRESSING) 

x 

1 

3999 12345678 

27580 
10/27187 

3110301 11111 

INCOMING CALL 

CALLING = 3999 12345678 10 
CALLED = 3110 30112345 01 

CALL REQUEST 

CALLING = 311030111111 00 
CALLED = 31103011234501 

ADDRESS CORRELATION TABLE 

1 DTE ADDRESS 2 GATEWAY ADDRESS 3 LOCAL GATEWAY 
DESTINATION ADDRESS 

3999 12345678 10 311030111111 00 3999 

3110 301 12345 

Y 



x 
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IPN™ 
Training Department 

X.25 GATEWAY INCOMING CALL PROCESSING 

3999 12345678 

27578 
10/27/87 

3110301 11111 

INCOMING CALL 

CALLING = 311030112345 
CALLED = 3999 12345678 

CALL REQUEST 

CALLING = 311030112345 
CALLED = 311030111111 

ADDRESS CORRELATION TABLE 

1 DTE ADDRESS 2 GATEWAY ADDRESS 

3999 12345678 311030111111 
--_ ... _----_ .. _--_ .. -

3110301 12345 

y 
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x 

IPN™ 
Training Department 

3999 123456789 

GATEWAY INCOMING CALL 
(SUBADDRESSING) 

311030111111 

INCOMING CALL .. CALL REQUEST 

CALLING = 3110 30112345 01 
CALLED = 3999 12345678 10 

CALLING = 3110 30112345 01 
CALLED = 311030111111 00 

ADDRESS CORRELATION TABLE 

27579 
10'27'87 

1 DTE ADDRESS 

3999 12345678 10 

2 GATEWAY ADDRESS 

311030111111 00 

311030112345 

y 



SOURCE 
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· Training Department 

X.25 GATEWAVTRANSIT 
NETWORK PROCESSING 

Two Correlations Required 

GATEWAY· 
INCOMING 

'CALL 

27577 
10/27/87 

DESTINATION· 



4·63E4256 
3·NOV·87 

Training Department 

STATISTICS 
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STATISTICS 

• Collected at Several Levels: 
- Cluster 
- Module 
- Port 

• Forwarded to NCS on Configured Interval 

• Stored at NCP in STTLOG 

• Counters: 
- Reset after Forwarding 
- Incremented to Threshold 
- Won't Rollover 

• Accessed at NOC/NCP Consoles 

• May be Archived to Tape 

• Processed Offline 

4·64E4256 
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STATISTICS 
GENERAL 

Statistics can be Categorized into Three Groups; 
However, many NOC Screens Would have to be 
Visited to Obtain them. The Groups are: 

4·65E4256 
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• Link Statistics 

• Resource Use Statistics 

• Performance Statistics 
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STATISTICS 
LINK 

PMs Collect Statistics Concerning the use of both 
Access and Backbone Links. They Record for each . 
Link: 

4·66E4256 
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1. General Status 

• Packet (Message) Type Counts 
• Error Counts 
• Characters Sent and Received 
• Frames Sent and Received 
• Retransmitted Frame Count 
• Timeout Counts 

2. Detailed Physical-Level Port Configuration and 
Status 

3. The Link-Level Configuration and Status 

• Current Link-Level Operational State 
(Normal, Maintenance) 

• Sequence Mode (Normal, Extended) 
• Link-Level Enable, Disable 
• Current Protocol State 
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Training Department 

STATISTICS 
LINK (Cont.) 

4. Packet-Level Configuration and Status 

5. Link-Level Statistics on Backbone Links 

• Number of T1 Timeouts 
• Number of Transitions to Link Failure State 
• Total Number of Frames Transmitted 
• Total Number of Frames Received 
• Number of Times Link-Level Congestion 

Control Invoked 

6. X.25 Packet-Level Statistics on Backbone 
Links 

a. Number of PVCs and SVCs Established 
b. Packet Counts 
c. Reconnects 



Training Department 

STATISTICS 
RESOURCE USE 

PMs also Collects Statistics Concerning the Use of 
Cluster Resources. These Statistics are Collected 
to Determine the Use of: 

4-68E4256 
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• Memory Resources 

• Processing Resources 

• Timing Resources 
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STATISTICS 
PERFORMANCE 

Performance Statistics Collected by the NCP 
Include: 

4·69E4256 
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• Reliability of Network Components 

• Throughput of Network Components 

• Network Response Time 
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ASP STATISTICS 

-ASP STRTS- .. iii i ck Fk:cess- , , , , , , , , , , , , 

II£S Maoe: ....... ·1"""'" 

DJTRJ) trot E 
Pkt Free Q La Mark 
Pkt Free Q Hi Mark 
,CPU Utiliiation 

asp srars 
Durr. Avail. Disk 
Max. Avail. Disk 
Disk Block Size 
AIls/rRls Req. 
FRls/rRls Rec. 
~ ll.L Req. Ree. 
~ l1.D Req. Ree. 
Pm ll.L Req. Ree. 

Node Na"e :, , , , , , , , , 
Cluster Nu,,: ~.~ 

J1RffI(Hf LE\E. 
FIlii Ctrls 
TCs est. 
TCs reI. 

Fm.IC8Tllli LE\E. 
CSSRs to tCS 
Events to H:S 
Ca I I Recs to tCS 
CS5Rs Lost 
Statuses lost 
Statistics Lost 
Events Lost 
Ca I I Rees Lost 

ASP Statistics 

ILast Stats Reset Hour: I 

I'IIftaENT DIE 
Cal Is Est. 

oct for DIE 
Tx Data Pkts 
Ax Data Pkts 
T12, T32, or 

TBBRes T/Os 
T18 or T30 T /Os 

. T11 or T31 T /Os 
T13 or T33 T/Os 
DTE cr i g. Resets 
Reset Pkts Total 

.. , ............ ,., ...... ,', ..... , .. , .......... ,', ....•............. ' •.... '.' .... : 

EJOB ~OOO O§:]f!] 
27576 
10/27/87 

4,70E4256 
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MIB STATISTICS DISPLAY 

~ [JULfB fElD 
OC Errs · · Fra.e Align Errs: 

ttJ Resources 
[J11 Overruns 
OCO Sense Errs 
CT5 Errs 
Coli ision Errs 
[J11 Lnderrun 
Short Fra .. es 
ttJ ECF Errs 
Tx referrals 
Coli isions 
SE Tests 
Tx Fra.es 
Rx Fra.es 

27575 
10/27/87 

4·71E4256 
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· · · · · · · · · · · · · · · · · · · · · · · · · · 

11IB Stat i st i cs OJ SD tau 
LIt! LELEL 

Tx Rx 
Fra .. es : 
FEJs · · 
Ffms · · T1 Ti .. eouts · · Li nk Fa it ures · · Local Flow Cntl · · PBCKET lfUEI. 

Tx Data Pkts : Tx Choke Pkts 
Rx Data Pkts : Tx Speed-Up Pkts 

T12 Th.eouts : 
T10 Ti.eouts : 
T11 Ti .eouts : 
T13 Ti .eouts : 
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FORMATTED PORT STATISTICS 

-f(R1 STATS- Quick Access - ,"", "",, For.atted Port StatIstics 

rtJde Hale : """", Module I'tJIII : ... I Last Stats Reset Hour: 
Cluster l'tJa : ............... Port ttl. :... . 

Tx lkIderruns 
Rx Overruns 
FCS Errors 
Ret. Disabled 
Carrier Lost 
Carr j er Ti .eout 
Tx FIlorts 
Rx Ftlorts 

Fraaes 
FE.Is 
Rms 
5fB1s 

Tx 

T1 Ti.eouts 
. Link Fai lures 

Local Flow Cnt I 

Rx Tx Data Pkts 
Rx Data Pkts 
T12, T32, or 

TBBRes T/Ds 
T10 or T30 T/Ds 
T 11 or T31 T lOs 
T13 or T33 T/Os 
OTE (rig Reset Pkts 
Tx Reset Pkts Total 
Tx Choke Pkts 
Tx Speed-Up Pkts 

.••••••.••.. ' •.. , .. , ..•• ".:" •••• ,", .... , .. "., ..•••. , ..••• ,.".,.,.!, .. ,., ... , 

BOB DODD D§Bl§ 
27574 
10/27/87 

4-72E4256 
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CALL 
RI;CORDS 

4.5 
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CALL RECORDS 

• Describe each Network Call in Detail 

• Used for Subscriber Billing 

• Created by Source Cluster 

• Forwarded to NCS: 
- At Call Setup 
- At Call Clear 
- At Configured Intervals During Call 

• Duplicated over Supernet 

• Stored at NCP in CRELOG 

• Accessed at NOC/NCP Consoles 

• May be Archived to Tape 

• Processed Offline 

.4·74E4256 
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CALL RECORDS 
CREATED FOR THESE CALL TYPES 

1. Calls Established in Response to Call Request 
Packets Received from Network Users. This 
does not Include Point-to-Point Calls Placed over 
Backbone Links as Segments of a User-to-User 
Call. 

2. Permanent Virtual Circuits. 

3. Supervisory Network Calls that are Established 
by PSCs or ASPs. 

4. Calls Established to Perform Full Downline 
Loads. 

5. Calls Rejected by the Network or the Destination 
DTEs. 

4-75E4256 
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CALL RECORDS CONTENTS: 

27573 
10/28f87 

TAPE FORMAT 

BYTE 
OFFSET DESCRIPTION 

0 START DATE YEAR 

1 MONTH 

2 DAY 

3 START TIME HOUR 

4 MINUTE 

5 SECOND 

6 HUNDREDTH 

7 CALL TYPE 

8 SOURCE X.121 ADDRESS LENGTH 

9-15 SOURCE X.121 ADDRESS 

16 FOREIGN X.121 ADDRESS LENGTH 

17-23 FOREIGN X.121 ADDRESS 

24-27 SOURCE PORT INA 

28-29 SOURCE LCN 



Training Department 

27571 
10/28/87 
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CALL RECORDS CONTENTS: 
TAPE FORMAT (Cent.) 

30 SOURCE PORT SPEED 

31 SOURCE PAD PORT 

32 SOURCE PAD SPEED ~ 

33 SOURCE TYPE 

34 LENGTH OF LOGON FACILITY 

35~51 LOGON FACILITY 

52 PER~CALL FACILITIES 

53 SUBSCRIPTION FACILITIES 

54~56 CALL IDENTIFIER 

57~60 TRANSIT NETWORK DNICs 

61 COS 

62 DESTINATION X.121 ADDRESS LENGTH 

63-69 DESTINATION X.121 ADDRESS 

70 PRIVATE/FOREIGN X.121 CALLED ADDRESS LENGTH 

71-77 PRIVATE/FOREIGN X.121 CALLED ADDRESS 

78-81 DESTINATION PORT INA 

82-83 DESTINATION LCN 

84 DESTINATION PORT SPEED 

85 DESTINATION TYPE 

86~ 117 INAs IN ROUTE (EXCLUDING SOURCE AND 
DESTINATION INAs) 

118-119 ROUTE LENGTH 

120 CLEARING CAUSE 

121 DIAGNOSTIC CAUSE 
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CALL RECORDS CONTENTS: 
TAPE FORMAT (Cont.) 

27572 
10/28/87 

122-125 

126-129 

130-133 

134-137 

138-141 

142-145 

146 

147 

148 

149 

150 

151 

152 

153-159 

CHARACTER COUNT IN 

CHARACTER COUNT OUT 

PACKET COUNT IN 

PACKET COUNT OUT 

SEGMENT COUNT IN \ 

SEGMENT COUNT OUT 

END DATE YEAR 

MONTH 

DAY 

END TIME HOUR 

MINUTE 

SECOND 

HUNDREDTH 

SPARE 
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SYSTEM ADMINISTRATION AND 
MANAGEMENT 

GENERAL 

Network Administration and Management 
Functions are Provided by the NCS. Being one of 
the most advanced in industry today, the NCS 
provides these functions through a series of 
management modules working in tandem with a 
centralized database in the NCP(s). This database 
provides information that is valuable to network 
operations - status, problem areas, activity / 
performance; diagnostics, etc. The distribution of 
these functions over multiple NCPs, ASPs and 
NOCs provides optimum operation efficiency in the 
areas of dynamic reconfiguration, network control, 
and problem solving. 

5-2E4256 
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Nes FUNCTION ALLOCATION 

FUNCTION 

Downline Load S!W to Network Nodes 

Downline Load of Configuration to Network Nodes 

Cluster Upline Dump Storage 

Call Record Storage 

Statistics Storage 

Address Translation 

Class of Service Access 

Access Restriction Checks 

Network Operation Interface 

System Configuration Management 

Event Storage and.Management 

System Monitoring 

System Control 

System Debug (CREC, Patch) 

Report Generation 

5·3E4256 
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NCP ASP 

X X 

X X 

X X 

X X 

X X 

X X 

X X 

X X 

X 

X 

X 

X 

X 

X 

X 
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SYSTEM ADMINISTRATION AND 
MANAGEMENT 

GENERAL 

• The NeS Components Provides the 
Following Administrative and Management 
Functions Which are Divided as 

- System Debug Management 
1. Event Management 
2. Component Control 
3. Debug Tools 

- Configuration Management 
1. NCS Components 
2. Network Components 
3. Databases 

- Performance Monitoring 
1. NCPs 
2. ASPs 
3. PSCs 
4. Links 

- Report Management 
1. Components 
2. Users & Access 
3. Operator & Events 
4. Software 
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SYSTEM ADMINISTRATION 
AND MANAGEMENT 

NOC SCREEN CATEGORIES 

i-...... AspStlIs 
STATS Psc5t.1ts 

flImStats 
llmStits 
PortStats 
formStalS 

-f PscOed 
llmOetl 

COMPDETL PortDeu 
PO/tlcn 
NvRlmDeU 
TP~10eti 
t1Pa .. ~~,i 

LOGON 
-fBbln"'b. BbLnIi;H.st 

~~.~ 
GEND£Tl SnSrvOetl 

NcpOeti 
~1oAsI", NcplCl'l 
ConlgMisc NcpTIi 

COHfGMGMT Conlolisl 
~"Copy 
ObaseCopy --1= ConfgOesc 

NmtGMT 
ClusSum 
BbLnlc.Sum 

--i: I::.: 

{M~' PscCn' 
NETCNTL SpareCnu 

1'IIItC" 
PodCn1I 
PadPtCn, 

{l>stvOe. om,lisl 
DlSTGMGMT SwReIlisl 

SwReICoo. 

-1--CRe<:Mon 
CRecl.oq 

_NIJ DEBUG = 
NcpUII Pattf'lFiIeS 
AspFiIes PatchOef 
MEMPATCH --§ Po"".." 

PaIChload 1- -_. 
CIusIDe' 

IHTCOMP Pst ... 
llbillk ~NO"O'" 
Por1IleI """"" COMPOVER ModOver -, 
X25Lusd SpareOYer 

X2SDi' 
X25DIou. 

X7~TP"US" TPaaServ 
TP TPitdAutoC 

HETlISER 
TPadProl 
TPadi'1lr1 

NETCONF 

~-r~ 
HPJdServ -{_' HPIdSeI 

Of'ERMGMT OperAtces 
HPAD ;~~~ Ilpe~"" _"'. HpadAuIOB 
AccesCode HpadHgrp 

-{~. ~= H, .. "mB 

RPTGEH :, -.... X75Gr0up =, "" -' 2<234 
027186 

IIDCSlMSGS svsp--C= 
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SYSTEM DEBUG 
MANAGEMENT 

5.1 

• 
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EVENT MANAGEMENT 
5.1.1 
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EVENTS 

Events are: 

• Alarm Conditions, Errors or Significant 
Occurrences. 

• Made Known to Certain Network Operators 
via Flashing Indicators on the NOe Banner 
Line. 

• Displayed, Reported (NOe Screens), and 
Centrally Printed (Event Printer). 

• Duplicated and Recorded on the NCP(s) Disk 
and can be Archived to Tape. 
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EVENTS SAMPLE HARDCOPY 

TIME 
~-
17:02:43 
17:03:01 

17:03:01 

17:03:19 
17:05:45 

24588 
11/23186 

CLUSTER 
SEVERITY SOURCE # -- ---26 6 • NCP :NCPA 850 
4 4 CLSTRCAC1 1046 

5 4 • CLSTR:CACl 1045 

27 6 • NCP :NCPA 851 
4 8 • ASP CACl 4 1 1005 

--..-- T --v-' 

SEQ # EVENT TYPE 
OUTSTANDING 

TIME: HRS:MIN:SEC 
SEQ #: IDENTIFIES EVENT AT NCP (0-255) 

SEVERITY: 1-9 
OUTSTANDING: '= NOT CLEARED 

SOURCE: REPORTING COMPONENT 

DESCRIPTION OBJECT 
CLUSTER SUPPORTING 

A # 

" "'" ------ ~ Cluster Not Reporting Summary Status CLSTR:CAC3 2 
Access Link Down USER :NOC1 1 2 
Diagnostic Code = 183. 
Access Link Up USER :NOCl 2 
Diagnostic Code = O. 
Cluster Reporting Summary Status NOW CLSTR:CAC3 2 
Disk Cache Reconciled --MODULEI 

PORT # 

EVENT TYPE: 0-9999 
DESCRIPTION 40 CHARACTERS OF TEXT 

OBJECT: COMPONENT CAUSING THE EVENT 
SUPPORTING DATA: MORE TEXT' = YES 

CLUSTER: CHASSIS #/PM SLOT # 

DATA 
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Training Department 

EVENTS 

• Events are Configured by the NOC Operator 
According to: 

1. Major or Minor 
2. Class 
3 .. Severity 
4. NOC Operator Type (Alarm Enabling) 

• Event Types (0-9999) are Hard Coded at the 
NCP, Therefore only Class and Severity 
Configurable. 



Training Department 

EVENTS 
EVENT TYPES SCREEN 

Network Operator Console ~c foftillare Uersn :rEQ 7/17 Spll 
r-------r----i1 Operator Name!Type :tQ;4 o 0 J..! 

------l Iwl! jamzll0£i31 Uorking NCP Name/Mode :rt=H 0 0 J~ 
4:38:27 pn 1ar;s~1 lal!ts11Clm61 Message Onl ine Config :f.51SiffiI 

Fri Jut 26, 1985 lasi! lamall11m9! Log On Connctd Confg/Acces:"fffJS JQ:fl:g 

Quick Access - 00 00 000 0 Event Type Para.eters 

I Event Type : ~ I 

Class · • w 

Severity · • w 

IlIscr i pt ton: .. .. r ••• , , ••••••••• , , n , • • • • • •• • 

to c.... c ... or. on. n....... ..... .... nco n.cc... ,.' .... :0 

5·11E4256 
30·QCT·S7 

ElDEJ DDDD DEa[§l 
24590 
11/21/86 
043P345 
09/19/86 
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EVENTS 
MAJOR EVENT ASSIGNMENTS 

• Once Class and Severity are Assigned to 
each Event Type, then the Determination 
must be made as to Which Sub Group of 
Severity Levels are to be Considered Major. 

• Any Event Considered to be Major must be 
Cleared by the NOC Operator Privileged to 
do so. 

• Major Event Severity is Assigned at the Gen 
Parms .Screen. 
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EVENTS 
GEN PARMS SCREEN 

Network Operator Console HOC Software Uersn :MEn 7/17 5p_ 
r------r-----II Operator NalllelType :tg4, _ I I l-! 

-------I lam 11 Iwil 111I5!31 Uorking NCP Hallie/Mode :If,.ffi , .Irmrm 
4:38:27 pn lam(llamsllllllsl Message enline Config :f.61ST$ 

Fr i .ill 26, 1985 (§i!j Iwillams! Log On Connctd Confg/Rcces:..EPtQ5 _ lQ:Bt:g 

llIi ck fCcess - Wo' .... 1 ........ 1 ......... I 

Network flara'etn 

Reconciliation Tiler wwwww(sec) 
Ini t ial Response Tiler ....-. (sec) 
Subsequent Response Tiler ......(sec) 
lilReconci led Tiler wwwww(sec) 
Health Message Interval Tiler wwwww(sec) 
Health Dieck Interval Tiller ........... (sec) 
Health Dieck Threshold Count ...... 
Broadcast Poll Interval TllIf' ......... )sec) 
Sul.ary Status Tiler ....-. (sec) 
Statistics Tiler ww (hrs) 
PIX Retry Tiler ...... (sec) 
Ca II Record Ti IIr wwwww(li n) 
CSSI TileCkJt .....-. (sec) 
ASP Dieck PSC Status Tiler wwwww(sec) 
ASP Forvard P5C Status Tiler ........... (sec) 
Supernet Status Dieck Tiler ........... (sec) 

Seneral Shared Systel Paraleters 

HOP Syste. p,r"eters 

Major Event Severity 
Pad Polling Interval 

... 

..... (hrs) 

o no' n • , • n • no, • • • • • • •••••• n , • • •• • ••• , 0 • n ••••• , • n , ••••• , c • n n 

EJDEJ DODD 
24592 
11/21/86 
045P345 
09/19/86 
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EVENTS 
NOC TYPE TO EVENT CLASS 

ASSIGNMENT 

• On a per NOC Operator Type Basis, Event 
Class Notification is Assigned under the 
Operator Management Screens, OPER 
-EVCLS Screen 
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Training Department 

EVENTS 
NOC TYPE TO EVENT 
CLASS ASSIGNMENT 
OPER EVCLS SCREEN 

~:ot1 Network ~erator Cansole til: Software Versn :rEIl 7/17 5p,. 
Operator NalilelType :tg4 ... I.! 

------I lam tllnm211as31 Working. K:P NaMe/Mode :tr:..PB" .II:B§!EB 
4:38:27 PM Inm411amsllam61 Message Chi ine Config :f,61STffiT: 

Fri Jul 26, 1985 ICIIltllamallamsl Log Ch II Cannctd Canfg/Rcces:Sg ,/~ 

lAIi ck Ftcess - ..... ._. _. _ ~erator Event Class Enable 

I ~tor Type : ...... 1 

Event Classes Enabled (YIN) 

a no on •••• ' •••••••••• n ••••• ' ••••• ,.... on,,', .'" In noon,. nnc " 

EJD~ DDDD D§:1E] 
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COMPONENT CONTROL 
5.1.2 
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COMPONENT CONTROL 
GENERAL 

System Control Functions are used to 
Recover from Detected Problems. These 
Functions alter the PSC or NCS Equipment 
Operating States, but do not alter Equipment 
Characteristics. The Types of System Control 
Functions Provided are as Follows: 

• Equipment State Control 
• Equipment Restart Control 
• NCP Control 
• Cluster Redundancy Control 
• Port Loopback Control 
• Call Control. 
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Training Department 

COMPONENT CONTROL 
EQUIPMENT STATES 

• The State of a Component Consists of its: 

1. Desired Operating State - Determined by 
NOC Operators. 

and 

2. Current Operating State - Determined by 
the 'Health" of that Component. 

• There are four States that NOC Operators 
can Control: 

1. Undefined - not in the Config DB 
2. Out of Service - not Functional 
3. In Service - Online 
4. Maintenance - Offline or Camped-on 

• Camped-on is a Special State where 
Components can be Changed to the 
Maintenance State Without Disrupting calls in 
Progress Q,cc.£PJiS NO tUt;.uJ C,ll}l,I~S1 COt'\ITpuu..e> 

\l> \'~d c06.S AcTtVG. eFtt.tP" 
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COMPONENT CONTROL 
EQUIPMENT RESTART 

• Restarting a Cluster or Port Causes the 
Component to Reset and Reinitialize all 
Hardware and Software 

• Other Clusters in the Node are not Affected 
unless they Rely on the Restarted 
Component for Data Transmission Functions 

• When Restarted, all Calls are Cleared, Call 
Record and Statistics Stored in the Cluster 
are lost 

• A Full Dll is Initiated and an Upline Dump 
may Occur Prior to the Dll is so Enabled 



-RSP CNll-

Training Department 

COMPONENT CONTROL 
ASP CNTL SCREEN 

Quick P~cess - II I II I I "'" 
,............ . ... -~ : ·ont,..., I 
I ,,-,, "'" , \J L 

II NCS Naae : , ...... " 11+-( ----+)1 Node Name: ,.,""" Cluster Num : ~ . ...;., I 
~ Beset 
~ RESET the ASP 

El lM 
f2 I Put the RSP into the 

. IN SERVICE state 

~ ~t the RSP into the 
~ ilRINTEN~~CE state 

El M 
f4 i Put the ASP into the 

. OUT CF SERVICE state 

, , , , , , , , , , , ' , , t ' , I , , ' , , ' , , , , , , , , • , , 0 : , , , , , , « , • , , , , , I , , , , , , , , , , f , • , , , • , , , s 

5-20E4256 
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COMPONENT CONTROL 
PSC CNTL SCREEN 

Jf,fIJCOH Network ~rator OJnsole 

-----I(1lm 11 fi!l] 11lS3f Uorking 

to: Soft.-. Uersn :1m 7/17 Sp_ 
Operator HI.elType :tg.." .. I..! 
t«:P Nalle/Mode :t!PR .. lOBSTER 
Iill i ne Con fig :R615TPRT 4:38:27 pn IQIIt~IIQlltsII1lll61 Message 

Fr i JJ I 26, 1985 (111m !elld! 11IIl9! Lag Iil OJnnctd Con'g/Acces:JEPHDS::/~ 

5-21E4256 
30·0CT-87 

-PS: am.- Q,lcIc ICCII8 - 0 •••••••••• 0 ~ Contral 

I. HDda ..... : ""co,,' 

El Ba&t. . 
" IE£T the ~ 

El2 tt the ~ Into the 
IN ~OE Itata 

Cluster ... : _0_ .. I . 

'Eht, El3 Put the ~ I nto the 
rlUKTEtIKE state 

E)4 ~t the ~ into the 
wr [F SEAJlOE stata 

no ••• , •••••••••• '. no ••••••• In • "s,oo,; r 'c' 's' nn. n. en 

~EJEl BOOO Or;:)~ 
24596 
11/21/86 

100P345 
09/19186 
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COMPONENT CONTROL 
PORT CNTL SCREEN 

Network Operator Cansole NOC Software Uersn :nEG 7/17 Sp. 
_---__ ---0 Opentor Ha •• /Type :Nt. 000 J,J. 

-----i lam tllam211Cl1i3! Uorking t£P Mallie/Made :t1CPfi 00 JImIfE 
4:38:27 PM IC1It411assllCllisi Message [k1lln. Canfig :R615JfIiU 

Fri Jul 26, 1985 11IE1111111a111LlSl9! Lag lit Cannctd Confg/Rcces:.fPtm~JQfI:g 

50 22E4256 
300 0CT-87 

-RIrr am.- Q,lck ftcaa - "r"" 0 
PrAT Contro I 

I ttxte HIM : '000 0 Chllt .. tt. : ......... nodule" : .. Part ..... : ... 1 

El sr:ir tho PIlI! 

t;1 ~t the P[RI' Into t .. 
~ 1" ~CE Itate 

EJ3 ~t the PrAT Into t .. 
rlUKI"BRa state 

r,:=I ~t the P[RI' Into t .. 
t;J rur IF &lICE ,t,te 

EJ Enab I ExtLb 
f5 Enable External 

Laapback 

EJ Cane I Extl h 

f6 =~~tarnal 

EJ Clear Calls 
n Clar AJ. calls 

an thil pert 

. . . . . . . . . . . . . . . • • • • • • n 
• n • . . . .. , . . ... 

~r=r1rc::lrc:1 
I.....I~~~ 

24597 
11/21/86 
a4P34~ 
09/19/8E 
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COMPONENT CONTROL 
CLUSTER SPARING CONTROL 

• Typically, there is more than one Redundancy 
Group within a Node 

• There is the Possibility that more than one 
Cluster could Fail within a Redundancy Group 

• Two Functions are Provided to the NOC 
Operator to 'Control" Sparing: 

1. Initiate Sparing 
2. Cle~r a Spare 

• The Following NOC Screen is Used to Control 
Spare PSCs 

5·23E4256 
30·0CT·87 
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COMPONENT CONTROL 
SPARE CNTL SCREEN 

Network Operator Cansole ~ &ftware Versn :l'El 7/17 SpIQ 
.------,.----u Operator riallle/Type :to;4 0 0 0 /.! . -----I lam tllam21lallS31 Uorking . t£P ria.e/Mode :ffriOB" 0 IImIEB 

4:38:27 pn IQII14111111tsllam&1 Message lit I ine Config . :P,61STffiL 
Fri Jul 26, 1985 laa11 1111111 11lIII91 Lag lit CaMctd Canfg/Rcces:.EPtPS . /gfig 

-~ 001.- Q,lcIc Ftcea - .... __ _ PSC Sparing Control 

I tbJe HIlt : 0 ••••••• 0 Pril8rY Cluster rt. : ......... 1 

EJ Fgrce &1" EJ Clear &are 
f1 Force canflgand Backup to f2 Force configured Backup to 

smat 1M frr the Prl..-y. SUITDi IJJT far thl Prilll"Y. 

. . . c·· . no.. • . • n. 

I§§D DODD D§j§ 
24598 
11/21/86 

108P34 
09/19/8 



5-25E4256 
30-0CT-87 

Training Department 

COMPONENT CONTROL 
CALL CLEARING CONTROL 

The Call Control function allows an NOC 
operator to clear or to reset any network call, or 
to clear all calls on a given port. To clear a 
specific call, the operator must specify either the 
call source DTE address (and logical channel) or 
the call destination DTE address (and logical 
channel). 


























































































































































































































































































































































