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INTRODUCTION COURSE
ABSTRACT

Title: INTRODUCTION TO THE HNS
INTEGRATED PACKET NETWORK (IPN)
Course No: D0020.5
Equipment: Overhead Projector
White Board .
Student Manuals
Duration: 5 Days/30 Hours
Format: 85% Lecture

7% Demonstration
8% Evaluation

Enroliment: 10 Student Max, 5 Student Min*

Prerequisites: ‘A familiarity with Networks and X.25 Packet Switching is
essential.

Description: This course introduces all of the major functional and

operational concepts of the IPN. System capabilities and
their adaptability to suit specific needs are also
addressed on an as-needed basis.

*HNS reserves the right to cancel a course for insufficient enroliment.

viiiE4256
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OBJECTIVES

On Completion of this Course the Student will be
able to:

1. Draw the hierarchy structure of the system; list the
functions of each of the blocks that comprise the system;
state how each of these blocks are interfaced and related
to each other.

2. State the minimum and maximum requirements of the
NCP, ASP, NOC, and PSN.

3. List the Network Services provided and what
Administrative functions are available; as well as explain
how to access and control these services/functions.

4. State what interfaces are available; what access
restrictions can be imposed; how a call is routed; what a
logical channel is and what its limitations are; how
cluster congestion is controlled.

5. State what data is downline loaded, what data is upline
dumped; and explain the procedures for loading and
dumping.

6. State the call establishment process including how the
X.121 addressing scheme is used; what access
restrictions are available; what the call records are and
how they are retrieved; and what statistics are maintained
by the system.

7. State what configuration capability and control are
provided by the system; what events are and where they
are sent; what System Control functions are in place in
the system; what System Monitoring and Debug
capabilities are provided by the system.

ixE4256
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INTRODUCTION COURSE
SCOPE

This course is intended to present only those
topics and concepts shown in the course outline
that follows and not the topics listed below.

Course Will NOT Cover:

* Engineering Concepts such as the detailed internal
structure of system hardware and software

* Network Performance Analysis and System Optimization

* Network Management, System Administration, Route
Optimization, and Network Topology Design practices

* VAX VMS, DCL, VAX System Management, CTOS, and
HNS Software

* System Installation, Maintenance, Detailed Operations and
Debugging

*The above concepts are addressed in follow-up courses, or through
your HNS representative.

xE4256
31-0CT-87



!PNTM
INTRODUCTION
COURSE OUTLINE

ORIENTATION
COURSE INTRODUCTION
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3.0 SYSTEM ARCHITECTURE
3.1 System Features
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3.3 Supervisory Network (Supernet)
3.4 Reconfiguration and Network Growth
3.5 IPN Capacity
3.6 IPN Accuracy
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5.3 Performance Monitoring
5.4 Report Management
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TO THE HNS
INTEGRATED PACKET NETWORK

Day 1 Day 2 Day 3 Day 4 Day 5
. Course
9:00
am | Introduction (cont) . (cont.) (cont.) Data
Transfer
10:00 | Introduction System’ System Admin.
am | an Overview (cont,) Architecture |& Management (cont.)
11:00
am (cont.) (cont.) (cont.) (cont.) (cont.)
Noon L u n c h
1:00 | System Network
pm | Components (cont.) Services (cont.) (cont.)
2:00 Questions
pm (cont.) (cont.) (cont.) ‘(cont.) and
Answers
3:00 (cont.) (cont.) (cont.) System ‘Final Ex
pm _Interfaces am
3:45 R v e w Adjourn
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SWITCHING TECHNOLOGY
CHOICES

CIRCUIT SWITCHING

(TELEPHONE)
USERS
USERS
CIRCUITS (»)
B '/@
©— swrc 8 switeH (@)
A
@//
ONE LINE PER CALL

(POINT-TO-POINT)
*USETS E AND E' WOULD GET ““BUSY"" SIGNAL

MESSAGE SWITCHING
(TELEGRAM)

MESSAGE — | MESSAGE

PACKET SWITCHING

NETWORK

27502
10/24/87

MULTIPLE CALLS PER LINE

1-3E4256
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PACKET SWITCHING CONCEPTS

Operational Characteristics of
Switching Techniques:

Circuit Message Packet

Blocking Storage Queuing
One Line per Call Delay Variance Logical Multiplexing
Establishment Delay Packet Transit Delays

1-4E4256
30-OCT-87
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Basic Transmission Operation Concept

O——0O—(

o [CATTCA2 T CAT]
“ TRANSMITTED
" MESSAGE

REASSEMBLY '

4 B

) RECEIVED >
MESSAGE
ATt TTA)

BT AR> T 281 ]
|' RECEIVED _ |

MESSAGE

(755 ) (A6 )7
-
om D
27503
TRANSMITTED
10/24/87 s |
1-5E4256
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PACKET SWITCHING CONCEPTS

A Typical IPN

NETWORK C
DTE OTE
NETWORK A
X25 DCEs
X.25
NODE NODE
X.75
NODE NODE NODE xo5] DTE
NODE NODE
X.75
NETWORK B
WHERE: IPN = INTEGRATED PACKET NETWORK
DTE = DATA TERMINAL EQUIPMENT
DCE = DATA CIRCUIT — TERMINATING EQUIPMENT
X.25 = CCITT RECOMMENDATION FOR DTE-DCE FORMATS/PROCEDURES
X.75 = CCITT RECOMMENDATION FOR INTERNETWORK CALLS
23917A
10/27/87
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PACKET SWITCHING CONCEPTS

Protocol Layering Concepts

DTE

PHYSICAL

CONNECTION

*_——-’

DTE
(HOST)

27504
10/24/87

1-7E4256
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DCE

INTERNAL NETWORK

PROTOCOL

DCE

PHYSICAL

X.25 FRAME & PACKET PROTOCOL

CONNECTION

DTE

‘-————’-

DTE
(TERMINAL
OR PAD)
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CCITT Recommendation X.25

DTE | DCE
\\

Y ~ ACCESS LINK @
x5

//, ‘

Access Link is Defined as a Path
from a User to a Node

514P235
23919
10/02/86
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PACKET SWITCHING CONCEPTS

CCITT Recommendations X.3, X.28, X.29

DTE
X.3 ACCESS LINK ASYNCHRONOUS
‘20 X.25 USERS

WHERE: :
PAD = PACKET ASSEMBLER/DISASSEMBLER
X.25 = PACKET MODE DTE TO DCE
X.28 = PAD COMMANDS AND MESSAGES
X.29 = PAD/PAD PROCEDURES
X.3 = PAD PARAMETERS

515P235
23920
10/02/86

1-9E4256
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CCITT Recommendation X.75

e Defines Protocol for Interconnection Between
Signaling Terminal Equipment (STES) in
Different Networks

e Defines Same Three Protocol Levels as X.25

e Additional Network Utilities to Specify PDN
Characteristics

1-10E4256
30-OCT-87
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CCITT Recommendation X.75

NETWORK A NETWORK B

@ INTER-PDN LINK @

NOTE: A & B MUST BOTH BE THE SAME TYPE
(i.e. PUBLIC OR PRIVATE)

23921
10/02/86
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CCITT Recommendatioh X.121

Ip Db D DX x X x x X X Xx XX

|
:<— DCC ——: N e NTN 7:
|
|
|

DEFINES INTERNATIONAL NUMBERING PLAN FOR PUBLIC DATA NETWORK ADDRESSING:

DNIC = DATA NETWORK ID CODE
DCC = DATA COUNTRY CODE
NI = NETWORK IDENTIFIER
NTN = NETWORK TERMINAL NUMBER

DNIC + NTN = INTERNATIONAL ADDRESS

23922 .
01/13/87

1-12E4256
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PACKET SWITCHING CONCEPTS

Open Systems Interconnection (OSl) Layer Designation

LAYER
APPLICATION | <— — — — — — — [ APPLICATION 7
PRESENTATION |<— —— — — — — — ] PRESENTATION 6
HIGHER LEVEL : -
SESSION  |e— — — — — — —s!  SESSION 5
TRANSPORT  |«— — — — — — —» TRANSPORT 4
PACKET LEVEL {[ NETWORK -] NETWORK |~ —] NETWORK |- NETWORK 3
FRAME LEVEL { LINK LINK LINK + LINK 2 Nfg\%(ﬂgK
HANDSHAKE LEVEL { PHYSICAL PHYSICAL PHYSICAL PHYSICAL 1
| |
519P235
23923
10/02/86

1-13E4256
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PACKET SWITCHING CONCEPTS

PACKET | __ _— — — — T T T | PACKET
LEVEL e T | LEVEL
PROCEDURES | e _ _ | PROCEDURES
FRAME | FRAME
LEVEL [— — = e — — LEVEL
PROCEDURES | PROCEDURES
SYNCHRONOUS
PHYSICAL CIRCUIT PHYSICAL
LEVEL I LEVEL

DTE (USER) ‘ DCE (SWITCHING NODE)

520P235
23924
10/02/86

DTE/DCE Electrical Interface
e  X.21 or X.21 bis (RS-232, V.35)
e Independent of Other Levels

DTE/DCE Frame Level Interface
° Link Access Procedures
° Does not Know about Virtual Calls

DTE/DCE Packet Level Procedures
e  Virtual Call Procedures

(Set-up, Maintain, Flow Control, Clear)
e May be End-to-End (DTE/DTE)

1-14E4256
30-0CT-87
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DTE/DTE Higher Level Protocol

e May Exist in PAD Software (X.3, X.28, X.29)
e Often a DTE Process to DTE Process Procedure
e Uses X.25 as a Framework

e May Use Data Qualified DATA Packets for
Control Information

1-15E4256
30-0CT-87
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Physical Level
GROUND
DATA DATA
TERMINAL | RECEIVE DATA CIRCUIT-TERMINATING
EQUIPMENT EQUIPMENT

- (DTE) TRANSMIT DATA | (DCE)

B RECEIVE CLOCK

B TRANSMIT CLOCK

EXTERNAL CLOCK

DATA SET READY
DATA TERMINAL READY
REQUEST TO SEND
CLEAR TO SEND
CARRIER DETECT
BUSY

522P235
23925
10/02/86

1-16E4256
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PACKET SWITCHING CONCEPTS

Levels of Protocol Headers

USER PACKET I FRAME

' | '

l LEVEL | LEVEL | HEADER :

: | | |
I FRAME

l I ; HEADER

| PACKET

| HEADER

DATA PACKET

I OR |

DATA QUALIFIED

OR
I

USER
PROTOCOL
HEADER

: DATA
| |
|

523P235
23926
10/02/86
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PACKET SWITCHING CONCEPTS

Data Transfer Across a Packet Network

—
USER LEVEL

LOCAL
DTE PACKET LEVEL

W= FRAME LEVEL

PHYSICAL LEVEL ? . ’ X.25 INTERFACE

X.25 INTERFACE {

FRAME LEVEL

LOCAL PACKET LEVEL

DCE —
NETWORK LEVEL

Network Level Protocol

¢ Intranetwork Protocol

524P235 e Transparent to End-User (DTE)
ocarss « May be Different in Each Network

1-18E4256
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PACKET SWITCHING CONCEPTS

Data Transfer Across a Network

NETWORK

LOCAL REMOTE
DTE  |'x25 X.25 DTE

INTERNAL
PROTOCOL
X.25
526P235
23928
10/02/86

1-19E4256
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PACKET SWITCHING CONCEPTS

Packet Mode DTE Layers of Protocol

DTE DCE
BACKBONE

HIGHER PACKET | FRAME FRAME | PACKET

LEVEL LEVEL | LEVEL [+ LEVEL | LeveL BACKBONE
4 PHYSICAL LEVEL (X.25) + BACKBONE
1 1 FRAME LEVEL (X.25) * 1
527P235 PACKET LEVEL (X.25)
23929 —_— — —
10/02/86 USER LEVEL PROCEDURES (X.29) -
1-20E4256

30-0CT-87
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MAJOR PACKET SWITCHING CUSTOMERS
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Name Date
GTE Telenet 1976
City National Bank 1978
Western Union 1978
RCA Cyclix 1979
Graphnet 1981
U.S. Government 1981
U.S. Air Force 1982
INMARSAT 1983
Uninet 1983
KEL 1985
Hewlett-Packard 1985
Federal Express 1986
Ford Motor Co. 1986
Autex 1987
MIGROS 1987
3M 1987
MOOR 1987

35M
iM
iMm
12M
8M
35M
iM
3M
8sM
iM
4.5M
45M

5M

S5M
.6M

iMm
2M

Application Features

Public X.25 Network

ATM Bank Network

Private Network

Public Data Network

Nationwide Telex Service
Classified Private Data Network
Missile Warning Bypass

Ship to Shore Voice-Data-Telex
Public X.25 Network

Private X.25 Commercial Network
Private X.25 Corporate Network
Integrated X.25 & Satellite Network
CAD/CAM Supernode

Private Network with Broadcast
Retail Chain Network

Multi Vendor 25 Corporate Network
IPN Distributor Support Network
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HNS’
PACKET SWITCHING HISTORY
WHY THE IPN?

®* Flexible System Size and Growth

® Local Storage Capability

® Processing and Switching Combined
® Distributed Memory

® Modular Growth

® Universal Card Types

¢ Fully Distributed Architecture

® High Reliability/Availability

1-23E4256
30-0OCT-87
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THE SYSTEM

The System (as Defined by HNS) is Composed of all Entities that
are Transparent to the User. These Entities are:

NETWORK ConTRo PRociEsseR

e NCP-One or Two (vax)

NETWORK OPER. Comwsole
e NOCs - Minimum of 1; Up to 16 - «weresT8T/ons (c7)

ARUX. SERuIcE PRoc&sseR
e ASPs - Up to 2 per Node

PRCKET Swnyeurn G CeusTER .
e PSCs - as many as Required to Support Users and User Traffic

BrCk BovE Lk
e BBL - Typically no Less than 2 per Node

1-25E4256
30-OCT-87
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SYSTEM ARCHITECTURE
1.3.1
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I’?I\IT“J
SYSTEM ARCHITECTURE
BASIC SYSTEM COMPONENTS

USERS I
NCP
COMPUTERS
NODE TERMINALS
NODE \ USERS
NODE
—
[ NODE USERS
CLUSTERS
J |
| B 1
PSCs SPs
M -M
lo) (o]
D D
U U
L L
E E
S S i =
!T » -
i NODE
|
|
i
21875A
11/22/86
HOSTS
USERS

1-27E4256
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SYSTEM ARCHITECTURE

BASIC NETWORK

CONFIGURATION

MASTER

MASTER: NCPA

DB

BACKUP

NCPB

J I

BACKUP
DB

NETWORK NODES

7
cpoo0 | [ asp e sueiseen GPI000_
SERIES II ‘ agg. SERIES I
l
ASP H
O
e CPo000 CP9000
SERIES 1 SERIES |l
L AV
N ﬁ '\
r
NOCs

SysTEH™ noC, P ¢ AsP

CowTROL
psC.

2548 e rupolk

10727187

1-28E4256
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~ SYSTEM ARCHITECTURE
EXAMPLE NETWORK TOPOLOGY

DEcrnET GETWEEH

THE rclP's 1s oPriowit
NCPA NCPB
l(.
0 1 0 1 @
o
NCPLNKBO #
)
NCPLNKA1 L A
| ( NCPLNKB1
NCPLNKAO
Y : Y
BBLNK1 WDC
%f B : 1 201
NYC-WDC (56 kbps T)

A BBLNK3
NYC-LAX
(56 kbps T)

BBLNK2 BBLNK4
NYC-SFO WDC-LAX
(56 kbps S) (56 kbps T)
Y Y
SFO BBLNK5 LAX
301 -t : > 401
SFO-LAX (9.6 kbps T)

TRUNK
SATELLITE

T
S

27596
10/27/87

1-29E4256
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SYSTEM ARCHITECTURE
EXAMPLE NETWORK
PHYSICAL CONNECTIVITY

NCPA
0 1 0
LN | |

&

15
N . N
1
s
WD
1.

1
——
1

25

i AsP
C
15

=

540P235
24031
10/08/86
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SYSTEM SOFTWARE
1.3.1.1
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SYSTEM SOFTWARE
IPN SOFTWARE ORGANIZATION

® NCP Software - Reawines » osoicnreg vyy,

— VAX/VMS Operating System
— INGRES DBMS
— NCP Software

e NOC Software

COomvERG T TECMH O-S.

— CTOS Operating System -zi¢ fProc,
— NOC Software

e Node Software

— PSC Software
e a) Switching
e b) Control

— ASP Software

1-32E4256
30-OCT-87
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SYSTEM SOFTWARE
RELATIONSHIPS

NCP
VMS
VAX ACCESS NCP
UTILITIES et SOFTWARE NOC
VIRTUAL
- NOC
COMMUNICATION SOFTWARE
P70
| |
ACCESS I !
! 1
D — | PSC, ASP

N | SOFTWARE |
R | | W
E M | |
s S -

[ X128

Prysica-L ,
VENDOR COMMUNICATION 06 noP rIC
(ACCIORIVER X 125" RETWEE
¢ARO
COMMUNICATION

Doten

Li

Lo

M, NODE
Fl 1 3
ASP .
SOFTWARE ’

v
DLL Q 0 COMMUNICATIONS

PSC
SOFTWARE

1-33E4256
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SYSTEM SOFTWARE
NCP
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SYSTEM SOFTWARE
VAX/VMS OPERATING SYSTEM

® Features:

— VMS - Virtual Memory System
— Disk Resident

— Byte Addressing Space

— Process Priorities

— Shared Data Images

— Resource Locking

— RMS File Management

— Gen Parms

® Functions:

— Virtual Memory Management

— Process Creation/Deletion

— Processor Scheduling

— Interprocess Communication

— Input/Output Services and Drivers
— Error Logging and Recovery

1-35E4256
30-OCT-87
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SYSTEM SOFTWARE
VAX-NCP RELATIONSHIPS

VMS ACCOUNTS:
INGRES SYSTEM
FILES: MANAGER

FILES:
“
NCP |
FILES: |
NCPOP.COM OTHER
ACCOUNTS
ETC. (APPLICATIONS)

23887A
11/22/86

1-36E4256
30-0OCT-87



IPN™

Training Department

SYSTEM SOFTWARE
INGRES DATABASE MANAGEMENT
SYSTEM

* Relational DBMS from Relational Technologies Inc.
e |nstalled with and Accessed by NCP Software

e Features Include:

Alterable Disk Storage and Indexing Structures

Query Optimizer

Report Generator

PASCAL Interface (Allows Quel Embedding in PASCAL Files)
Concurrent Multiple Process Data Access

VMS Locks

Transaction Management Facility

Terminal Monitor

1-37E4256
30-OCT-87
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SYSTEM SOFTWARE
NCP SOFTWARE RELATIONSHIPS

VAX
VMS (OPERATING SYSTEM)
VAX
UTILITIES:
NCP
SOFTWARE
BUFFER
MANAGEMENT
ACCESS
-
r—————-—————
QUEUE | |
MANAGEMENT | |
| |
ERROR ' ASP, PSC |
HANDLING | SOFTWARE '
| |
| |
access | | |
«-— - . J
INGRES
DBMS » COMMUNICATION
ACC
DRIVER

22168A
11/22/86

1-38E4256
30-OCT-87



IPN™

Training Department

 SYSTEM SOFTWARE
NCP SOFTWARE FUNCTIONS

e Network Configuration Control

®* Performance Monitoring

®* Network Maintenance and Debugging
¢ Network Component Downline Load
® Network Statistics Gathering

e Call Setup Assistance

® Storage of Billing Information

® Network Operator Functions

1-39E4256
30-OCT-87
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SYSTEM SOFTWARE
NCP MODES

e Master

(s.0vE)
e Backup - All Network Services, Limited NOC Functions

® Reconciliation from Master to Backup Only

RECONCILIATION
MASTER = BACKUP
NCP NCP

22171

® Mode is Set by NCP Operator

Mode Conflicts Resolved by Demotion to Backup

1-40E4256
30-OCT-87
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SYSTEM SOFTWARE
NCP SOFTWARE STATES

1-41E4256

30-OCT-87

® Local
— NCP not Operational, VAX Running Under VMS

® [|nitialization
— Initialization Processes in Execution

® Qut-of-Service

— NCP Software Loaded, NCP Disconnected from the
Network

® In Service
— Fully Operational and Connected to Network

° N»CP Operator may Set/Modify NCP State from
NCP Console
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SYSTEM SOFTWARE
NCP SOFTWARE UNITS

1-42E4256
30-OCT-87

REPORT NCP DATABASE CONFIGURATION
GENERATION ADMINISTRATION ADMINISTRATION ADMINISTRATION
CONFIGURATION LoAD SOFTWARE SYSTEM CONFIGURATION
ACCESS OMINISTRATION PARAMETERS COMPILER
SR < SR
SUMMARY NCP
STATUS STATUS M A,f,\\’gé“,\;m Mgg‘gﬁy
VA MANAGEMENT MANAGEMENT VAX
E
u R
T R
| 0
NETWORK
L NETWORK OPERATOR INTERFACE MAETIORK R
T H
' A
E N
S D
NCP COMMAND SUPERNET LOG FILE L
MONITOR DUPLICATION DUPLICATION MANAGEMENT ]
=82;§)[R G
QuEUE
MGMT;
5 CALL CALL
STATISTICS NETWORK
MANAGEMENT M ANSAEgé’“‘;ENT y Aﬁi%‘émm NOTIFICATION
REMOTE DOWNLINE PAD UPLINE
VANAGEMENT LOAD MANAGEMENT LOAD
TRANSPORT LAYER
22170
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SYSTEM SOFTWARE
NOC
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SYSTEM SOFTWARE
NOC

NOC
SOFTWARE

27496

1-44E4256
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SYSTEM SOFTWARE
NOC-CTOS

e Features:

— Real-Time Processing
— Multi-Programming Environment

® Functions:

— Event Driven Process Priority Scheduling

— Interprocess Communication and Synchronization
— Timer Management (Timeouts and TOD)

— Virtual Code Segment Management

— Printers Spooling

— Memory Management

1-45E4256
30-0CT-87
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SYSTEM SOFTWARE
NOC SOFTWARE UNITS

CT0S
SCREEN HANDLER BANNER/BROCAST HANDLER

U
S FORMS BANNER/
E > PROCESSES BROADCAST
R PROCESSES

MESSAGE

HANDLER

TC
DISCONNECT
“ ADMINISTRATOR

TRANSPORT SERVICES

TRANSPORT SERVICES PROCESSES
(X.25 LEVELS [, 1I, AND 1)

v

X.25 GATEWAY PROCESSES
(L1. L2, L3)

i

24520 l

NETWORK

1-46E4256
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SYSTEM SOFTWARE
NOC OPERATOR INTERFACE

1-47E4256
30-0CT-87

Menu Driven

Forms Based

Tree Structured

Soft Function Key Operation
Local Data Validation

X.25 Network Interface
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SYSTEM SOFTWARE
NOC SOFTWARE FUNCTIONS

1-48E4256
30-OCT-87

Provides Operator to Network Communication

Provides Operator Access to Complete Network |
via:

— Operator Management

— Configuration Definition

— Database Management

— Network Status Monitoring

— Component State Control

— Statistics Viewing

— Debug Functions (Route Simulator, Call Records)
— Report Generation |
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SYSTEM SOFTWARE
NOC FORMS EXAMPLE

Network Operator Console “ NOC Software Versn :MEQ 7/17 Spn
Operator Name/Type @ /8
Horking || NCP Name/Mode :NPR L/
4:38:27 Pl flessage || Online Config :PSISTRAT
Fri Jul 26, 1985 [@s3j | Log On Connctd Confg/Reces: EPHDB . /CHRNGE

-MAIN N Quick Access - Main Selection Menu
—3 LGN =3 (PR BT
Logon/off the NCS flenu of Operator Management
b == foras
— ONEMRT o L 2:
Menu of Configuration Menu of Report Generation
==3 [anagesent foras =3 forss
NI |1
E Flenu of Network Management
foras

—= NI CONFE BOCST MSS
f4 | MNenu of Network Config Display Broadcast messages
== entry foras == received froa the NCP

FEE HEED BB

24521
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SYSTEM SOFTWARE
NOC TREE STRUCTURE

Network Operator Console | NOC Software Uersn :M€Q 7/17 Spa
Operator Name/Type :NXC4 /@
Horking || NCP Name/Mode # : iR
4:38:27 P fessage || Online Config :BEISTAAT
Fri Jul 26, 1985| [u87) [@s%) [@5%) | Log On | Connctd Confg/Reces: EPR /CHAGE

-HELP- fenu Fora Tree Structure
— (Logon)” - Stats
— CoapDet |
— GenDet | [ =
— Confgligat |- Sua Eora Selection
- |- Eventhigat
— NetCntl Mark = ..
— Distgligat
— Netfigat — . MEM 13 I T
~ Debug MiaPatch §F2 : . ... ...
Oainfleny —— f3 e,
' 1L T
— IntConp CompOver |l f5 —
— NetConfg —— {
— NetlUser Tpad L
L Hpad - '
— Operfigat — Acces 1120
— SysParas
| otéen ~ForGWDef
f18 : Highlight
displayed
— (Bdcstfisgs) Fora/Menu.

24522
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SYSTEM SOFTWARE
PSN
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SYSTEM SOFTWARE
PSN SOFTWARE

e ASP Software

e PSC Software
— Switching
— Network management DTE

e Downline Loaded from NCS

1-52E4256
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SYSTEM SOFTWARE
ASP FUNCTIONS

® Downline Load of Operational Software and
Configuration Data for PSCs

— Fast Local Load - 2 ™ 3 HinuT$S
— Remote Downline Load

® Upline Dump of PSC Memory
e Call Setup Address Resolution

e Retention of Call Records/Stats/Events

PRocRnmmABE Minw = T0 M0
MAY = g

® Access Restriction Mechanisms

1-53E4256
30-0OCT-87
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SYSTEM SOFTWARE
ASP SOFTWARE UNITS

MiB

i M -PRo C, MoOULPE -

SYSTEM INTERFACE

OPERATING
ASP APPLICATION SOFTWARE —>] SYSTEM
- DLL SERVERS (RMX)

- ASP-NCP FUNCTIONS
- CLUSTER CONTROL

- DISK DIRECTORY MANAGER ¢ ) RMX
EXTENSIONS

A A

PM-DISK HANDLER INTERFACE
DM = DiSKK IWTER FACE

MHopuLiE
Y Y
DIM OPERATING
CONTROL [ ——> SYSTEM
DISK (RMX)
HANDLER
RMX
1 XTENSIONS

BASIC 1/0 SYSTEM (BIOS)

24524 I ,

DISK

1-54E4256
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SYSTEM SOFTWARE
PSC FUNCTIONS

e Packet Switching and Routing -
e Call Establishment

e Call Reconnection and Rerouting
e Call Recording

e Performance Recording

o Network User Interfacing

¢ Redundant, Fail-Safe Operation

1-55E4256
30-OCT-87
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SYSTEM SOFTWARE
PSC SOFTWARE UNITS

INTRA-PSC INTERFACE

PM PACKET SWITCHING SOFTWARE PM
(MIB PHYSICAL LEVEL. LINK LEVEL, AND PACKET LEVEL) (’R,DC
' MOOULE
NETWORK MGMT DTE
TRANSPORT LEVEL STARTUP SOFTWARE
0.S.
RMX
APPLICATIONS
- DATA RECONCILIATION '
- EVENTS RMX EXTENSION
- STATS/STATUS
- CALL RECS
- CALL SETUP REQS
- NCS COMMAND/RESPONSE CLUSTER
CONTROL
A
LM ~up 703 0. y
wNe MODULE
INTERFACE CONTROL
MoDULE
g PORTS/LIM
> LIM LEVEL 1. 11, Ill SOFTWARE

24524A

1-56E4256
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INTEGRATED
PACKET SWITCHING
NETWORK SYSTEM
FEATURES AND FUNCTIONS
1.3.2

1-57E4256
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IPN GENERAL FEATURES

e Network Control Provided via NCS

e Powerful 16-Bit CPU Processors

e Distributed Memory Microprocessor Architecture
e High Data Throughput and Switching Capacity

— 200 DPPS per PSC — BASED dw G5 ByTE PRCcKeETS
— 10 Call Setups/sec per ASP/NCP

e Multiple Protocol Support

e Online Maintenance and Debugging Facilities

e Redundant Fail-Safe Operation

e Cost Effective Modular Expansion and Sparing Capability

e (Centralized or Distributed Network Control

1-58E4256
30-0OCT-87
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1.3.2.1
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SYSTEM COMPONENTS
SYSTEM ORGANIZATION

THE SYSTEM

NETWORK CONTROL SYSTEM
(NCS)

218748 USERS USERS

1-60E4256
30-OCT-87
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SYSTEM COMPONENTS
PSC FUNCTIONS

® Packet Switching and Routing

e Call Establishment

e Call Reconnection and Rerouting
e Call Records |

e Statistics

®* Network User Interfacing

® 1-for-N Redundancy

1-61E4256
30-0OCT-87
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SYSTEM COMPONENTS
NCS FUNCTIONS

¢ Network Configuration Control

® Performance Monitoring

®* Network Maintenance and Debugging
® Network Component Downline Load
® Network Statistics Gathering

e Call Setup Assistance

o Storage' of Billing Information

® Network Operator Functions

1-62E4256
30-0OCT-87
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SYSTEM COMPONENTS
NOC FUNCTIONS

1-63E4256
30-0OCT-87

Provides Network Operators with Network
Configuration and Control Capabilities

Menu Driven
Soft Key Operation

Local Data Validation, Detects Most Operator
Errors

Provides Summary Information

Treated as Network Users, Therefore They can
be Distributed Throughout the Network
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SYSTEM COMPONENT
ASP FUNCTIONS

®* Downline Load of Operational Software and
Configuration Data for PSCs

— Fast Local Load
— Remote Downline Load

e Can Provide Upline Dump of PSC Memory to
NCP Upon NOC Command

® Provides Supervisory Network Services to
Lower Hierarchical System Components

— Address Translation*
— Access Restrictions*
— CREC/STATS/EVENTS Spooling*

* Enhanced Mode Only

1-64E4256
30-OCT-87
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THE USER
1.3.2.2
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THE USER
SYSTEM INTERFACES

1-66E4256
30-OCT-87

PRIVATE
NETWORK

PRIVATE

DTE

(X.25 B
HOST) X.25
PRIVATE

DTE

X25 [t
TERMINALS) X.25
PRIVATE DTE
NON- —————
x.25 | X2 X.25
rosT | FEP

PRIVATE

DI S E—
(PADS) X.25
27497

X2%5 | g PUBLIC
GATEWAY X.25 NETWORK
X.25 PUBLIC
GATEWAY [ X7 —®1  NETWORK
X.75
PUBLIC
NETWORK
X.25
-
GATEWAY o
X 25 PRIVATE
X7 . GATEWAY NETWORK
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THE USER
SYSTEM INTERFACES

Interface Standards Supported are:

e X.25 (CCITT 1980)
A. Physical Level
1. RS-232C/V.24
2. V.35
3. RS-449 - Both RS-422 and RS-423 Electrical Levels

B. Link Level ,
1. LAPB, SLP, Modulo 8/128

C. Packet Level

e X.75
A. Physical Level
1. RS-232C/v.24
2. V.35
3. RS-449 - Both RS-422 and RS-423 Electrical Levels

B. Link Level
C. Packet Level

1-67E4256
30-OCT-87
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THE USER

VIRTUAL CIRCUIT
USER NETWORK
A - “
\
\
AN > USBER
(VIRTUAL
CIRCUIT)
19609A
Two Types:

e Switched Virtual Circuit (SVC)
® Permanent Virtual Circuit (PVC)

1-68E4256
30-0OCT-87
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THE USER
ROUTING

e Utilizes “Shortest Path First” Concept

® Routes Optimized According To . . .
Data Link Capacity‘ - “Remaining Capacity”
Propagation Delay - “Relative Length”
Data Link Class (e.g., Satellite) Classes 1-16 Cost

® Fixed Routing Achieved by Adjusting Route Parameters via
the NOC

® Determined by PSC on Which Call Originates (Source
Routing)

1-69E4256
30-OCT-87
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THE USER
ADDRESSING

e CCITT X.121 Formats (DTE-to-DTE)

1) DNIC - NPA - NXX - YYZZ
or
2) DCC-N-NPA-NXX-YYZZ

® Format Key

— DNIC = Data Network Identification Code
— DCC = Data Country Code

— N = National Number

— NPA = Area Code

— NXX = Exchange

— YY = Extension

— ZZ = Optional Subaddress

® Optional Mnemonic Addressing
— 8 Character Mnemonic “Access Code”
— Optional “User ID”
— Inserted into Called Address of Call Request Packet

1-70E4256
30-OCT-87
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THE USER
LOGICAL ADDRESSING

Address Translation Table

Access Logical Address Physical Address
Code (X.121) - (INA)
FRED 3999 303 424 8800 201 3.5 1.1
ETHEL 3999 303 424 8801 201 3.5 1.1
LUCY 3999 303 424 71XX 2022131 _ Hggﬁ,
RICKY 3999 303 424 72XX 202 2.1 3.3 wEpre
ASP 201 3999 303 200 0001 201 4.1/0.0 it o #
NCcPA&O 3999 303 100 0001 201 ?.2» ;1" + poge 2
NOOE 4
TS DCE EXAMPLEP 295 StoT &

of PM

1-71E4256
30-OCT-87
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THE USER
WHAT CAN BE CALLED ?

Port Users can Call the Following Entities :
e Individual X.25, PAD, or X.75 User Ports; (Foreign Network)

e Load Leveling Groups of X.25, PAD, or X.75 User Ports.

e X.25 Gateway to Foreign Network User or for Transit of
Foreign Network

Note: It is not Possible for the User to Place Calls to Entities such
- as Nodes, MIB’s or Backbone Links, Although User Calls do Pass

Through These Facilities. Network Management DTEs may |

Establish Such Calls for Monitoring/Troubleshooting Purposes.

1-72E4256
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THE USER
CALL ESTABLISHMENT

® The Network Connects a User Call After the
NCS Validates:

— Mnemonic Address (Access Code)
— User ID
— Access Restrictions (Source, Destination)

— Subscription Parameters
(Reverse Charge Acceptance, Fast Select)

1-73E4256
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ADDRESSING & ACCESS
RESTRICTIONS ACCESS
RESTRICTIONS-ACCESS SPECIFIERS

® Access Restrictions are Based on the Use of
Access Specifications Which may be Configured
with User Access Links and Callable Entities to
Describe Classes of Calling Addresses to be
Accepted or Rejected.

® Access Specification Consists of a Set of 0 to 16
Access Specifiers and is a Description of One
Particular Subset of all of the Possible Calling
Addresses Which Might Appear in the Calling
Address Field of a Call Request Packet.

® Access Specifier Consists of a Digit (0-9) or “Wild
Card” for each of the Address’ 14-Digit Positions
and an “Accept” or “Reject” Indication.

¢ Calling Address Matches and an Access
Specifier if each Digit in the Calling Address
Matches the Corresponding Digit in the Specifier
or if the Corresponding Specifier Digit is an “*”.

4-46E4256
3-NOV-87
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ADDRESSING & ACCESS
RESTRICTIONS
CALLING ADDRESS RESTRICTION

e The Basic Calling Restriction Check is: “Is this Particular X.121
Calling/Source Address Allowed to Place a Call into the
Network Through this Port?”

NETWORK

N

? YES OR
NO

CALLING X.121 ADDR
PARTY

24574
11/23/86

e The Calling Address must be Defined for this Port and it must
not be Rejected by an Access Reject Specifier.

More detail follows .....

4-47E4256
3-NOV-87
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ADDRESSING & ACCESS RESTRICTIONS

X.25 LEASED LINE SCREEN &

SOURCE RESTRICTION WINDOWS

AYA S Metuork Operator Console || NOC Software Uersn :MEQ 7/17 Spa
Operator Name/Type M:\; /8
(@53 | Horking || NCP Name/Mode :NFR
4:38:27 P flessage | Online Config :PEISTRAT
Fri Jul 26, 1985| [a&7) @3 | Log On || Connctd Confg/Rcces: EFHDS /CHANGE

-X25 LERSD- Quick Rccess - X25 Leased Line

User Name : ]H Node Name Module Mum : _

{ Cluster Num : Port Nua

St * bl

User Teit

Default Called Address

Desired Port State :

L

[s]=

Paraneters

[+]=

Network Rccess

s

X.121 Addresses

[:]=

Load-Leve! Groups

RESTRICTIONS

ADDR. DEFINITION
FOR DESTINATION CALLS

Read rht Load
Pcces eve

24575
11/21/86

127P345
09/19/86
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ADDRESSING & ACCESS
RESTRICTIONS
CALL ADDRESS RESTRICTIONS

4-49E4256
3-NOV-87

X.25 Leased Line Network Access Window

This Window is Used to Define Source Restrictions Placed on
Calls Made into the Network Through this Access Port. The
Window Contains Fields for Defining a Default Calling Address
as well as an Area for Defining a List Address Specifiers. This

List of Address Specifiers is Compared Against the Calling

Should be Accepted.

Address in an Incoming Call Request to Determine if the Call

L3

tetwork fccass
Bestrictions
(Source)

Default Source Addr:

SAALLSLAL AL

OBDADPPADLWN e

fikir-flatch—Hficcept /e ject -
AALS SAALLLALL AL
CAALS CAAALALAS LAS
ALLS CALAALLL) LAS
CAALS LAALALALS VALY
CAALS CAAASALLS LAS
CAALS CALLLALLS VAL
CAANS CALALALLS SiD
CALAS CALSALALS LA
CALLS CALLALALSL VAL
CAALS CALLALALS CAS
CAALS LALALALALS LAS
SALLS CALALLLLS COAD
CALLS CALALALLS LA
CALLS LAAAALSAS LAS

AL LAALLLALLS WAL

cccoceccoceceocococcocceccccct

CAALS LALAALANALS AL

24575A
11/21/86



!PNTM
ADDRESSING & ACCESS
RESTRICTIONS

CALL ADDRESS RESTRICTIONS

X.25 Leased Line, X.121 Address Window

This Scrolling Window defines the X.121 Addresses (Callable)
Associated with a Network user.

24576
11/21/86
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ADDRESSING AND ACCESS
RESTRICTIONS NET DEST
SCREEN - CALLED
ADDRESS RESTRICTIONS

M MNetwork Operator Console || NOC Software Uersn :IED 7/17 Spa

. —i| Operator Name/Type :NOC4 ./ 8
Morking || NCP Name/Mode :NPR.. /IRSTER
4:38:27 P1 Message || Online Config :PRISTRAT
Fri Jul 26, 1985| [&7] [@s9j | Log On || Connctd Confg/Rcces: EPHDS . /CHRNGE

-NET DEST- Quick Rccess - — Network Destination Rccess
ONIC : 3125 X.121 Rddr : ] user Nane :
Class of Service : _, @ Access Restrictions
Direct Call Enable :

"ﬁ" Access Codes

Creat Reces|jAcces UsE
Rest JiCode

24578

11/21/86
073P345
09/19/86

4-51E4256
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IPN™

Training Department

ADDRESSING AND ACCESS
RESTRICTIONS
CALLED ADDRESS RESTRICTIONS

e The Basic Called Restriction Check is: “Is this
Particular Source X.121 Address Allowed to Call
this Destination X.121 Address?”

CALLING CALLED
. PARTY P A%TY

24577
- 11/23/86

® The Called Address Must be one of the Allowed
Destination Addresses for that Source Address

4-52E4256
3-NOV-87
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ADDRESSING & ACCESS
RESTRICTIONS
CALLED ADDRESS RESTRICTIONS

Destination Access Restrictions Window. This Window is Used
to Define Restrictions on who may Call this Destination X.121
Address. This List of Address Specifiers is Compared Against
the Calling Address in an Incoming Call Request to Determine
if the Call Should be Accepted.

SELIG Destination Rccess Restrictions

WLE,

NN -
m'l-i-l-l““” bt bbbt bbbt ket Pl bk bk [ )

T,

Bddress Match  Expiration Start Stop Start Stog Bev Boo/Bef
DNIC/Rddr/SubRddr DD/MTHI/YYYY HH/M HH/MR DOD DDD /Y A/R

LJ
e bhdd bededed G i) kb)) ek b

- '] L]
(PO WP WL W Ry W WL W W R & W Sy W & W
Y T Y ) ~a N NN

Lt
ttc

Ll .
Cndededbrdddbndddundd Cbed  bndded  Seudenbadhad tied * bt [ e [ [ =

]
rcete
c ot

. .
* s Lo o e S S B A o A T Cbd  bdndind  Snhendinliond et ® b bt * bt S Sdadbad

4-53E4256
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ADDRESSING & ACCESS
| RESTRICTIONS
ACCESS RESTRICTIONS - REVIEW

e X.121 Addresses are Assigned on a per Port
Basis via the NET USER Screens ex. X.25 Leased
Line, X.121 Address Window

e Source Port Restrictions are Assigned on a per
Port Basis via the NET USER Screens Also ex.
X.25 Leased Line, Network Access Window

e Allowable Calls to the DTE Through the Port are
Defined Under NET DEST, Access Restrictions
Window on a per Source Address Basis.

4-54E4256
3-NOV-87
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4.5 X.25 GATEWAY

4-55E4256
3-NOV-87
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X.25 GATEWAY FUNCTIONS

® Physical Interface

® Address Correlation

® Address Format Adjustment
® Call Record Correlation

® Clear Cause Adjustment

1) Set to Zero
2) Set High Order Bit
3) Pass

® Facility Processing (Pass/Strip)

® CUG Index Processing (Insert/Remove)

4-56E4256
3-NOV-87
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FOREIGN NETWORK CALL PROCESSING

For call setups having two DNICs

1) Attempt X.25 Gateway Processing
| Failure

2) Attempt X.75 Gateway Processing
| Failure

3) Clear Call

4-57E4256
3-NOV-87
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X.25 GATEWAY OUTGOING CALL PROCESSING

3110 301 12345 q

D 3999 12345678
1 \ “ "
X Pg%’gﬁ 3 IMPERSONATION l;g%c
| | 3110 301 11111 Y
CALL REQUEST 3 INCOMING CALL
CALLING = 3999 12345678 CALLING = 3110 30111111
CALLED = 3110 30112345 CALLED = 3110 30112345
ADDRESS CORRELATION TABLE
1 DTE ADDRESS 2 GATEWAY ADDRESS 3 LOCAL GATEWAY
| DESTINATION ADDRESS
3999 12345678 3110 30111111 3999
27581
10/27/87
4-58E4256

3-NOV-87
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X.25 GATEWAY OUTGOING CALL PROCESSING

(SUB-ADDRESSING)

1

D 3999 12345678

X

27580
10/27/87

PRIVATE

(3999) 3

3110 301 11111

PUBLIC
(3110)

.

INCOMING CALL

CALLING = 3999 12345678 10
CALLED = 3110 30112345 01

- CALL REQUEST

ADDRESS CORRELATION TABLE

CALLING = 3110 30111111 00 -
CALLED = 3110 30112345 01

1 DTE ADDRESS

2 GATEWAY ADDRESS

3 LOCAL GATEWAY
DESTINATION ADDRESS

3999 12345678 10

3110 30111111 00

3999

4-59E4256
3-NOV-87

3110 301 12345 q




IPN™

Training Department

X.25 GATEWAY INCOMING CALL PROCESSING

PRIVATE
(3999)

D 3999 12345678
1

PUBLIC

3110 301 12345 q

X
: 3110
3110 301 11111 (3110 Y
INCOMING CALL - CALL REQUEST
CALLING = 3110 30112345 CALLING = 3110 30112345
CALLED = 3999 12345678 CALLED = 3110 30111111
ADDRESS CORRELATION TABLE
1 DTE ADDRESS 2 GATEWAY ADDRESS
3999 12345678 3110 30111111
27578
10/27/87
4-60E4256

3-NOV-87
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GATEWAY INCOMING CALL
(SUBADDRESSING)

4-61E4256
3-NOV-87

3999 123456789

PRIVATE
(3999)

INCOMING CALL -

3110 30111111

PUBLIC
(3110)

CALLING = 3110 30112345 01
CALLED = 3999 12345678 10

27579
10/27/87

CALL REQUEST

CALLING = 3110 30112345 01
CALLED = 3110 30111111 00

ADDRESS CORRELATION TABLE

1 DTE ADDRESS

2

GATEWAY ADDRESS

3999 12345678 10

3110 30111111 00

3110 30112345 q

Y
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X.25 GATEWAY TRANSIT
NETWORK PROCESSING

DESTINATION
Two Correlations Required /N

GATEWAY
OUTGOING
CALL

TRANSIT
NETWORK
3999

X.25
GATEWAY" GATEWAYS
INCOMING

CALL

: 27577
SOURCE 10/27/87

4-62E4256
3-NOV-87
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STATISTICS
4.6

4-63E4256
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STATISTICS

® Collected at Several Levels:

— Cluster
— Module
— Port

® Forwarded to NCS on Configured Interval

e Stored at NCP in STTLOG

e Counters:

— Reset after Forwarding
— Incremented to Threshold
— Won't Rollover

Accessed at NOC/NCP Consoles

May be Archived to Tape

Processed Offline

4-64E4256
3-NOV-87
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STATISTICS
GENERAL

Statistics can be Categorized into Three Groups;
However, many NOC Screens Would have to be
Visited to Obtain them. The Groups are:

® Link Statistics

® Resource Use Statistics

® Performance Statistics

4-65E4256
3-NOV-87
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STATISTICS
LINK

PMs Collect Statistics Concerning the use of both
Access and Backbone Links. They Record for each .
Link: |

1. General Status

Packet (Message) Type Counts
Error Counts

Characters Sent and Received
Frames Sent and Received
Retransmitted Frame Count
Timeout Counts

2. Detailed Physical-Level Port Configuration and
Status

3. The Link-Level Configuration and Status

e Current Link-Level Operational State
(Normal, Maintenance)

e Sequence Mode (Normal, Extended)

® Link-Level Enable, Disable

e Current Protocol State

4-66E4256
3-NOV-87
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STATISTICS
LINK (Cont.)

4-67E4256
3-NOV-87

. Packet-Level Configuration and Status

. Link-Level Statistics on Backbone Links

e Number of T1 Timeouts

e Number of Transitions to Link Failure State

e Total Number of Frames Transmitted

e Total Number of Frames Received

e Number of Times Link-Level Congestion
Control Invoked

. X.25 Packet-Level Statistics on Backbone

Links

a. Number of PVCs and SVCs Established
b. Packet Counts
c. Reconnects
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STATISTICS
RESOURCE USE

PMs also Collects Statistics Concerning the Use of
Cluster Resources. These Statistics are Collected
to Determine the Use of:

® Memory Resources

® Processing Resources

e Timing Resources

4-68E4256
3-NOV-87
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STATISTICS
PERFORMANCE

Performance Statistics Collected by the NCP
Include:

® Reliability of Network Components
® Throughput of Network Components

® Network Response Time

4-69E4256
3-NOV-87
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ASP STATISTICS

-ASP STHATS- ~ Quick Rccess - . ASP Statistics

NCS Name: ’(—9 Node Name : Last Stats Reset Hour:
lL : I Cluster Num: _ ...

COTAND O0LE TRANSPIRT LEUEL [ANGGETENT OTE
Pkt Free @ Lo Mark Fle Ctris Calls Est.
Pkt Free @ Hi Mark TCs est.
% CPU Utilization TCs rel.
BSP_STHATS BPPLICATION [ FUFL OCE for OTE
Curr. Rvail. Disk CSSRs to NCS Tx Bata Pkts
Max. Rvail. Disk Events to NCS Rx Data Pkts
Disk Block Size Call Recs to NCS T2, T3, or
FROs/MPDs Reg. CSSRs Lost : TBBRes T/0s
FROs/tPDs Rec. Statuses Lost T18 or T38 T/0s
PSC DLL Req. Rec. Statistics Lost {T11 or T31 T/0s
PSC ULD Req. Rec. Events Lost T13 or T33 T/0s
PAD DLL Req. Rec. Call Recs Lost OTE Orig. Resets
Reset Pkts Total

Sttt atdndbodedbedboaded bttt ed dededbddddeebodedde bbb

Houic]froea
Rcc PREU

27576
10/27/87

4-70E4256
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MIB STATISTICS DISPLAY

L DRIVER LINK [ FUF]
CRC Errs : Tx Rx
Frase Align Errs : Fraaes :
No Resources : . REJs
DA Overruns : FRRs :
DOCD Sense Errs T1 Timeouts
CTS Errs : Link Failures :
Collision Errs : : Local Flow Cntl :
DA Underrun PACKET L FUFT
Short Frames : Tx Data Pkts : Tx Choke Pkts
No EOF Errs : Rx Data Pkts : Tx Speed-Up Pkts
Tx Deferrals : T12 Timeouts : .
Collisions : T10 Timeouts :
SGE Tests : T11 Timeouts :
Tx Frames : - T13 Timeouts :
Rx Frames :
27575
10/27/87

4-71E4256
3-NOV-87
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FORMATTED PORT STATISTICS

-FORM STATS- Quick Access - Foraatted Port Statistics
Node Name : Module Num : Last Stats Reset Hour:
Cluster Num : ...  Port Num : _,Jl .

PHYSICR | FUF] LINK L FUFL PACKET | FURL
Tx Rx Tx Data Pkts
Rx Data Pkts
Tx Underruns Frames T12, T3, or
Rx Overruns REJs TBBRes T/0s
FCS Errors FRRs T18 or T30 T/0s
Rec. Disabled SABlts T11 or T31 T/0s
Carrier Lost T13 or 133 T/0s
Carrier Timeout OTE Orig Reset Pkts
Tx Rborts T1 Timeouts Tx Reset Pkts Total
Rx Rborts . - Link Failures Tx Choke Pkts
Local Flow Cntl Tx Speed-Up Pkts

27574
10/27/87

4-72E4256
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CALL
RECORDS
4.5
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CALL RECORDS

e Describe each Network Call in Detail
e Used for Subscriber Billing
e Created by Source Cluster

® Forwarded to NCS:

— At Call Setup
— At Call Clear
— At Configured Intervals During Call

e Duplicated over Supernet

e Stored ét NCP in CRELOG

e Accessed at NOC/NCP Consoles
® May be Archived to Tape

® Processed Offline

4-74E4256
3-NOvV-87
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CALL RECORDS
CREATED FOR THESE CALL TYPES

4-75E4256
3-NOV-87

. Calls Established in Response to Call Request

Packets Received from Network Users. This
does not Include Point-to-Point Calls Placed over
Backbone Links as Segments of a User-to-User
Call.

. Permanent Virtual Circuits.

. Supervisory Network Calls that are Established
by PSCs or ASPs.

. Calls Established to Perform Full Downline
Loads.

. Calls Rejected by the Network or the Destination

DTEs.
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CALL RECORDS CONTENTS:
TAPE FORMAT

BYTE

OFFSET DESCRIPTION
0 START DATE YEAR
1 MONTH
2 DAY
3 START TIME HOUR
4 MINUTE
5 SECOND
6 HUNDREDTH
7 CALL TYPE

8 SOURCE X.121 ADDRESS LENGTH

9-15 SOURCE X.121 ADDRESS

16 FOREIGN X.121 ADDRESS LENGTH

17-23 FOREIGN X.121 ADDRESS

24-27 SOURCE PORT INA

28-29 SOURCE LCN

27573
10/28/87

4-76E4256
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CALL RECORDS CONTENTS:
TAPE FORMAT (Cont.)

30 SOURCE PORT SPEED

31 SOURCE PAD PORT

32 SOURCE PAD SPEED

33 SOURCE TYPE

34 LENGTH OF LOGON FACILITY

35-51 LOGON FACILITY

52 PER-CALL FACILITIES

53 SUBSCRIPTION FACILITIES

54-56 CALL IDENTIFIER

57-60 TRANSIT NETWORK DNICs

61 COsS

62 DESTINATION X.121 ADDRESS LENGTH

63-69 DESTINATION X.121 ADDRESS

70 PRIVATE/FOREIGN X.121 CALLED ADDRESS LENGTH

71-77 PRIVATE/FOREIGN X.121 CALLED ADDRESS

78-81 DESTINATION PORT INA

82-83 DESTINATION LCN

84 DESTINATION PORT SPEED

85 DESTINATION TYPE

86-117 INAs IN ROUTE (EXCLUDING SOURCE AND
DESTINATION INAs)

118-119 ROUTE LENGTH
120 CLEARING CAUSE

121 DIAGNOSTIC CAUSE

27571
10/28/87

4-77E4256
3-NOV-87
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CALL RECORDS CONTENTS:

TAPE FORMAT (Cont.)

122125 | CHARACTER COUNT IN
126129 | CHARACTER COUNT OUT
130133 | PACKET COUNT IN
134137 | PACKET COUNT OUT
138-141 | SEGMENT COUNT IN |
142145 | SEGMENT COUNT OUT
146 | END DATE YEAR
147 MONTH
148 DAY
149 | END TIME HOUR
150 MINUTE
151 SECOND
152 HUNDREDTH
153159 | SPARE
27572
10/28/87

4-78E4256
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SYSTEM
ADMINISTRATION
AND
MANAGEMENT
5.0
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SYSTEM ADMINISTRATION AND
~ MANAGEMENT
GENERAL

Network Administration and Management
Functions are Provided by the NCS. Being one of
the most advanced in industry today, the NCS
provides these functions through a series of
management modules working in tandem with a
centralized database in the NCP(s). This database
provides information that is valuable to network
operations - status, problem areas, activity/
performance; diagnostics, etc. The distribution of
these functions over multiple NCPs, ASPs and
NOCs provides optimum operation efficiency in the
areas of dynamic reconfiguration, network control,
and problem solving.

5-2E4256
30-0OCT-87
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NCS FUNCTION ALLOCATION

FUNCTION NCP ASP

Downline Load S/W to Network Nodes X X
Downline Load of Configuration to Network Nodes X X
Cluster Upline Dump Storage X X
Call Record Storage X X
Statistics Storage X X
Address Translation X X
Class of Service Access X X
Access Restriction Checks X X
Network Operation Interface X
System Configuration Management X

- Event Storage and Management X
System Monitoring X
System Control X
System Debug (CREC, Patch) X
Report Generation X

5-3E4256
30-0OCT-87
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SYSTEM ADMINISTRATION AND
MANAGEMENT
GENERAL

5-4E4256
30-0OCT-87

The NCS Components Provides the
Following Administrative and Management
Functions Which are Divided as

— System Debug Management
1. Event Management
2. Component Control
3. Debug Tools

— Configuration Management
1. NCS Components
2. Network Components
3. Databases

— Performance Monitoring
NCPs
ASPs
PSCs
Links

oM

— Report Management
1. Components
2. Users & Access
3. Operator & Events
4. Software
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SYSTEM ADMINISTRATION
AND MANAGEMENT
NOC SCREEN CATEGORIES

FSYAYS

‘— formStats
AspDetl
PscOetl
LimDet!

- PortDet!

COMPDETL. PortLen
I NvRamDet!
TPardDetl
nPaLiui

~ LOGON BbLNKTable
BbLnkHist
|- GenDETL SnSrvetl

ConfgAcces NepDetl

ContgAsign NepLen

ConfgMisc NepTi
-~ CONFGMGMT Cc‘;nlﬂ'nLlsl

DoaseCopy

ConfgDesc NcpSum
1= Sum NodeSum
P~ NETMGMT

L EventTypes
MMY{ EventMon

AspCntl
S“Pschﬂ
- reCoti
NETCNTL. PortCnt
PadCnt!
PadPCntt

o
B ist
DISTGMGMT —E SwRelList

SwRelConts

ModTrigr

CRecMon

Foveon

- m

DEBUG MemAcces

NepUti PatchFiles
AspFiles PatchDef
MEMPATCH PatchAsign

PatchLoad

PaichCopy

NepUser
NodeDe!
CustDef
~ INTCOMP Psc

Asp
Bbiink NodeOver

PortDef

COMPOVER ModOver

X25Leasd

X250iin

X25Dout

XT5User TPadUser
a0

TP TPacAutoC

- NETUSER TPagPort

or
Userids HorpAutoB

- RPTGEN 0’?;“"0‘ X756roup
Pve

24234 L BDCSTMSGS
027186

5-5E4256
30-0OCT-87
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5.1
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EVENT MANAGEMENT
5.1.1
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EVENTS

Events are:

e Alarm Conditions, Errors or Significant
Occurrences.

e Made Known to Certain Network Operators
via Flashing Indicators on the NOC Banner
Line.

e Displayed, Reported (NOC Screens), and
Centrally Printed (Event Printer).

e Duplicated and Recorded on the NCP(s) Disk
and can be Archived to Tape.

5-8E4256
30-0CT-87
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EVENTS SAMPLE HARDCOPY

TIME

17:02:43
17:03:01

17:03:01

17:03:19
17:05:45

24588
11/23/86

5-9E4256
30-0CT-87

CLUSTER
SEVERITY  SOURGE #
—— — —
26 6 ° NGP :NCPA 850
4 4 * CLSTRCACI 1 1 1046
5 4 * CLSTRCACI 1 1 1045
27 6 * NCP :NCPA 851
4 8 * ASP CACI 4 1005
_— e —_
scar | EVENT TYPE
OUTSTANDING

TIME: HRS:MIN:SEC

SEQ #: IDENTIFIES EVENT AT NCP (0-255)

SEVERITY: 1-9
OUTSTANDING: * = NOT CLEARED
SOURCE: REPORTING COMPONENT

CLUSTER SUPPORTING
DESCTP\UON OBJECT Y DATA
~ N —~— — _—
Cluster Not Reporting Summary Status CLSTR:CAC3 2 1
Access Link Down USER :NOC1 1 112 *
Diagnostic Code = 183.
Access Link Up USER :NOCH1 1 112 *
Diagnostic Code = 0.
Cluster Reporting Summary Status NOW CLSTR:CAC3 2 1
Disk Cache Reconciled
——
! MODULE/
PORT #

EVENT TYPE: 0-9999
DESCRIPTION: 40 CHARACTERS OF TEXT
OBJECT: COMPONENT CAUSING THE EVENT
SUPPORTING DATA: MORE TEXT * = YES
CLUSTER: CHASSIS #/PM SLOT #
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EVENTS

® Events are Configured by the NOC Operator
According to:

1. Major or Minor

2. Class

3. Severity

4. NOC Operator Type (Alarm Enabling)

® Event Types (0-9999) are Hard Coded at the
NCP, Therefore only Class and Severity
Configurable.

5-10E4256
30-OCT-87
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EVENTS
EVENT TYPES SCREEN

{9

AA Netuork Operator Console || NOC Software Uersn :IEQ 7/17 Spa
Operator Name/Type :NX°4 /8
2] @3] | Horking || NCP Name/Mode :NFR L /IRSTER
4:38:27 PN | [Bg flessage || Online Config :BISTRTT,
Fri Jul 26, 1985| &7 [@s3j | Log On Connctd Confg/Reces: EEHDS  /CHANGE

"
n:"b

-EVENT TYPES- Quick Rccess - Event Type Parameters

Event Type : ., l

Class P o

Severity : _

DesCr i P i ON &

Sezpunssfess

11/21/86

043P345
09/19/86

5-11E4256
30-0CT-87
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EVENTS
MAJOR EVENT ASSIGNMENTS

® Once Class and Severity are Assigned to
each Event Type, then the Determination
must be made as to Which Sub Group of
Severity Levels are to be Considered Major.

e Any Event Considered to be Major must be
Cleared by the NOC Operator Privileged to
do so.

® Major Event Severity is Assignéd at the Gen
Parms Screen.

5-12E4256
30-0OCT-87
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EVENTS
GEN PARMS SCREEN

O Network Operator Console || NOC Software Uersn :MEQ 7/17 Spa
Operator Name/Type :NX'4 ./ 8
Horking || NCP Name/fode NPR L/
4:38:27 P11 fMlessage | Online Config :PISTRAT
Fri Jul 26, 1985| &7 [@s3) | Log On || Connctd Confg/Reces: EPHI3 /CHANGE

-6EN PARS- Quick Rccess - General Shared Systea Parameters

betwork Paraseters NP Systes Paraseters

Reconciliation Timer (sec) Major Event Severity

Initial Response Timer .., (sec) Pad Polling Interval __ (hrs)

Subsegquent Response Timer w., (sec) ’

UnReconci led Timer (sec)

Health Message Interval Timer (sec)

Health Check Interval Timer (sec)

Health Check Threshold Count _

Broadcast Poll Interval Timer ____ (sec)

Sumaary Status Timer .., (sec)

Statistics Timer o (hrs)

PUC Retry Timer ., (sec)

Call Record Timer (nin)

CSST TimeOut ., lsec)

RSP Check PSC Status Timer (sec)

RSP Forward PSC Status Timer (sec)

Supernet Status Check Timer (sec)

24592

11/21/86
045P345
09/19/86

5-13E4256
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EVENTS
NOC TYPE TO EVENT CLASS
ASSIGNMENT

® On aper NOC Operator Type Basis, Event
Class Notification is Assigned under the
Operator Management Screens, OPER
EVCLS Screen

5-14E4256
30-0CT-87
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EVENTS
NOC TYPE TO EVENT
CLASS ASSIGNMENT
OPER EVCLS SCREEN

AYEG Netuork Operator Console " NIC Software Uersn :1EQ 7/17 Spn
Operator Name/Type ﬁm /....

Horking || NCP Name/Mode
Online Config 8015"83!

4:38:27 P Message
Fri Jul 26, 1965| [un7] [@sd] [o5§] | Log On || Connctd Confg/Reces: EPHDB , /CHANGE

Operator Event Class Enable

-0PER EVOLS- Quick Rccess -

Operator Type : _ﬂ

Event Classes Enabled (Y/N)

51, @87:, @&3:,
fs7:, @=F:, @83
k=7, [s7:, [@E7:

FO08 0000 058

5-15E4256
30-0OCT-87
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COMPONENT CONTROL
5.1.2
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COMPONENT CONTROL
GENERAL

System Control Functions are used to
Recover from Detected Problems. These
Functions alter the PSC or NCS Equipment
Operating States, but do not alter Equipment
Characteristics. The Types of System Control
Functions Provided are as Follows:

Equipment State Control
Equipment Restart Control
NCP Control

Cluster Redundancy Control
Port Loopback Control

Call Control.

5-17E4256
30-0CT-87
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COMPONENT CONTROL
EQUIPMENT STATES

® The State of a Component Consists of its:

1. Desired Operating State - Determined by
NOC Operators.

and

2. Current Operating State - Determined by
the ‘Health” of that Component.

® There are four States that NOC Operators
can Control:

1. Undefined - not in the Config DB

2. Out of Service - not Functional

3. In Service - Online

4. Maintenance - Offline or Camped-on

e Camped-on is a Special State where
Components can be Changed to the
Maintenance State Without Disrupting calls in

Progress ncccpsS o vew CHuLS, Conmikud
1D PRocEss ACTIVE CBUS:

5-18E4256
30-0CT-87



IPN™

Training Department

COMPONENT CONTROL
EQUIPMENT RESTART

® Restarting a Cluster or Port Causes the
Component to Reset and Reinitialize all
Hardware and Software

e Other Clusters in the Node are not Affected
unless they Rely on the Restarted
Component for Data Transmission Functions

e When Restarted, all Calls are Cleared, Call
Record and Statistics Stored in the Cluster
are Lost

e A Full DLL is Initiated and an Upline Dump
may Occur Prior to the DLL is so Enabled

5-19E4256
30-0OCT-87
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COMPONENT CONTROL
ASP CNTL SCREEN

-RSP CNTL- Quick Rccess - 529 Contra)
NCS Name : ———| Node Mame : Cluster Nom ¢ _ .. |
F— Eeset
f1 | RESET the RSP
) Ins
f2 1 Put the RSP into the
IN SERVICE state
3 nt Dunid Tn
f3 || Put the RSP into the f7 | Downlosd the =2 Dafzbzss
MAINTENRNCE state 4 to the REP.
) Cut
f4 | Put the RSP into the
CUT CF SERVICE state

NN S e NN WG W I I I I W I I WU I I I S W I W AT I UD S AP P U U U U U0 U0 U G 5 S O S S U S A 'Y

!,.E.esetw Tns '!‘ Mt | Qut '" ” !Fawnla‘i - ili@&uick/’

5-20E4256
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COMPONENT CONTROL
- PSC CNTL SCREEN

ML Network Operator Console || NOC Software Uersn :MEQ 7/17 Spa
Operator Name/Tupe :NOC4 ./ 8
Horking || NCP Name/Mode :NPR /m
4:38:27 Pl flessage |f Online Config :PEISTRRT
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