

















































































































































































































































































































































































































































































































































































































X.25 & Related Protocols

PK061.016

RESETTING

If an error or unrecoverable situation is encountered, the Reset packet can be used to
reinitialize the logical channel. The P(R) and P(S) values will be reset to 0 to serve as a
new starting point. There is a danger, however, that data packets en route just prior to a
Reset may be lost and not delivered to the destination. Procedures at higher layers will
have to be invoked to recover from lost data. The flow control and interrupt procedures
also start over - there is no RNR condition and no outstanding interrupt packets.

Either the user or the network may initiate the Reset procedure by sending a Reset
Request or Reset Indication packet, respectively. Then the network or user responds by
sending a Reset Confirmation packet. If the user starts the Resetting procedure, then the
network resets the remote user as well. When the user initiates Resetting, if the network
provides end-to-end significance for the confirmation, the Reset Confirmation packet is
sent to the user after the confirmation has been received from the remote user. Otherwise
(if the network provides local significance), the network confirms the Reset Request as
soon as it is prepared to handle data again.

If the user or the network initiates the Reset procedure and then receives, for the
same logical channel, a Reset Indication or Reset Request packet, respectively, the
received packet is accepted in place of the Reset Confirmation packet. In this case, a
Reset Confirmation packet is not sent.
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PK020.044

RESETTING PACKETS

Reset Request/Indication packets will include a Cause field identif ying the reason for
the action. Additionally, there is a Diagnostic field with a more detailed explanation of
the reason included in Reset Indication packets. This Diagnostic field is optional on
Reset Request packets.

RESETTING CAUSE CODES

®
~
o
(8}
»
w
N
[

[ | o 0 0 0 0 0 0 O |
| DTE originated | or |
| |1 X X X X X X X |
|===mmmmmmmmmmmmee mmmmmmmmmmmmmmmemmmmeeoeeeee -—--=- l
| out of order* | 0O 0 0 0 0 0 O 1|
| Remote procedure error | 0O 0 0 0 0 O 1 1|
| Local procedure error |] 0O 0 0 0 0 1 0 1|
| Network congestion | o 0 0 0 0 1 1 1]
| Remote DTE operational* |] o 0 0 0 1 0 0 1|
| Network operational# |] o 0 0 0 1 1 1 1|
| Incompatible destination |] 0o 0 0 1 0 0 0 1|
| Network out of order* | 0 0 01 1 1 o0 1|

* Applicable to permanent virtual circuit only
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RESET PACKET FORMATS
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PK021.044
RESTARTING

The Restart procedure is only used in a dire emergency when no other recovery pro-
cedure is possible. The Restart reinitializes all logical channels in the interface and
clears all the virtual calls that are established. Logical channels with Permanent Virtual
Circuits are Reset.

Restart packets can only be sent on logical channel 0 which is reserved for control
packets affecting all logical channels. There is no quick recovery from a restart because
all the calls are cleared. Each call will then have to be reestablished through the normal
call establishment procedure. If there is a large number of logical channels active, a con-
siderable amount of time can be taken to getting all communications established.
Remember it is possible to have as many as 4095 active channels at the same time. More
realistically the figure will not normally exceed a few hundred.

Restart Request/Indication packets will include a Cause field identifying the reason
for the action. Additionally, there is a Diagnostic field with a more detailed explanation
of the reason included in Restart Indication packets. This Diagnostic field is optional on
Restart Request packets.

RESTARTING CAUSE CODES
87654321

| |[0O00O00O0O0O0 |
| DTE originated* | or |
| [1 XXXX XX X|
1
1
|
|

1
1
Local procedureerror | 00 0 0 0 00 1 |
1
1

| Network congestion ]00 00 001 1|
| Network operation ] OO0 00 O 11 1|

* Restart Request packets only
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PK022.014
DCE DIAGNOSTIC PACKET

The optional diagnostic packet is sent by the DCE in some networks to indicate error
conditions that are considered unrecoverable at the packet level. Such events occur when
ambiguous situations arise due to collisions of indication, request, and confirmation
packets. After the DCE issues the Diagnostic packet, it maintains the logical channel in
the same state as it was before the event unless the problem is the second expiration of a
timer in the error recovery procedures. This will be explained in more depth later. The
information furnished in the diagnostic fields is intended for analysis of the error and
recovery by higher layers of the DTE. Although the diagnostic packet is optional, the
development of the error procedures which was done for the 1984 version caused greater
recognition of the need for this packet.

When the problem that causes a diagnostic packet to be sent is a DTE packet that has
an error or is in error, the diagnostic explanation field contains up to the first three oc-
tets of the problem packet. If the problem is the expiration of a DCE time-out period,
then the diagnostic explanation field is two octets long and contains the general format
identifier value for the interface and the logical channel number of the channel for
which the time-out period expired. Also, in this situation, the diagnostic code field indi-
cates which time-out period expired.
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PK028.095
FAST SELECT FACILITY

The Fast Select facility was developed for short transaction types of communication
using the virtual call service.

A basic X.25 call request packet can have a maximum of only 16 octets of user data,
but fast select call request/incoming call packets are expanded to allow a maximum of
128 octets of data. In addition, the call accepted/connected packets and clear
request/indication packets can also contain 128 octets of data. In the 1980 version, clear
user data could only be included on clear request/indication packets when specifically
requested. The 1984 version of X.25 allows up to 128 octets of user data without restric-
tion in all clearing request and indication packets. After call establishment is completed
with the initial transfer of 128 octets of data, normal data transfer procedures are
followed. This facility could be particularly useful in establishment of the peer relation-
ships of the upper layers during network connection establishment.

A further variation was added to the fast select facility that can be used when there
is only a small amount of data to be transferred and the normal data transfer phase is not
needed. The fast select call request/incoming call packets can indicate, in the facility
parameter field, that the only desired response is a clearing packet and not a call accepted
packet. In this case, a clear indication packet is returned by the called DTE with a data
field that can contain up to 128 octets of data. The fast select clear request/indication
packets then need only the short clear confirmation response at each end.

Although fast select was identified as an optional facility in the 1980 version, it has
been designated by the CCITT in 1984 as essential for all networks to provide.
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PK029.044
CLOSED USER GROUPS

The closed user group facilities are designed to enable a user to establish, in effect, a
private network using the public data network resources. Subscribers designated as part
of a closed user group can only communicate among themselves. The public data network
provides the control and management of the mechanisms that will ensure the security and
integrity of the closed user group. ’

The network controls the operation of closed user groups with interlock codes that are
under close control of the administrations and carriers. A call request for a closed user
group is checked to ensure it is authorized. If a user is a member of more than one closed
user group, the call request facility field must indicate which closed user group applies.
This is done by the inclusion of an index number for the closed user group in the facility
parameter of the facility request. The network then assigns the appropriate interlock
code for call set-up. At the destination the interlock code is verified as appropriate for
completing the call to the called subscriber. CCITT Recommendation X.300 (formerly
X.87) provides a detailed description of the operation of the closed user group ficilities.

There are variations in closed user groups that are also recognized. Some optional
provisions allow the user to receive calls from outside the group and make calls outside
the group. Other optional provisions limit the placing of calls within a closed user group
to only to or only from the user.

The most frequently used or only closed user group is designated as preferred and no
facility request is necessary because it will be automatically assumed by the network.
Secondary groups would then be designated by a facility request when required. This
designation of a preferential closed user group is optional when access outside the group
is permitted.
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PKO054.044

HUNT GROUP FACILITY

The Hunt Group facility was developed for the 1984 version of X.25 to satisfy the
need for several users to share a DTE address. Examples of uses of this facility incclude
several front-ends for one large system, several systems which offer a common reservation
service, or several gateways to a large private network.

In a Hunt Group there are two or more users with the same DTE address but in-
dividual access links to which incoming calls are evenly distributed. Each user has an in-
dependent subscription in all other respects. Members of a Hunt Group may make outgo-
ing calls. An optional addition to the Hunt Group facility is the capability for each
member to be assigned its own individual DTE address in addition to the group DTE
address. This allows members to place calls using their independent address and also al-
lows a caller of a hunt group to be told the specific member which accepted the call.

The network will inform the calling DTE of the individual DTE address of the hunt
group member by returning the specific DTE address of the member in the Call Con-
nected or Clear Indication packet and by including the Called Line Address Modified
Notification facility in the packet.
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PK042.044

CALL REDIRECTION FACILITY

The Call Redirection facility was developed for the 1984 version of X.25 to allow a
user to temporarily block incoming calls and to have those calls delivered to another user.
This provides for backing up a system when it is busy, out of order or not available for
some user defined reason (known as systematic redirection). The user arranges with the
network that when the conditions that are subscribed to occur the incoming calls for this
user will be given to another user. Permission to do this must be obtained from the other
user.

Systematic redirection reasons are not standardized. Networks may offer, for
example, to redirect calls between certain times of day or between certain times of the
year or until further notice is given via a phone call.

Some networks will offer the capability for calls to be redirected more than once.
There are two alternative forms of this capability. In the List alternative, the user lists,
in order of use, two or more other users. If the first user on the list has a redirection
condition in effect, the call will be redirected to the second user on the list. In the Chain
alternative, if the other user has also subscribed to redirection and a redirection condition
is in effect the call will be redirected again.

Networks will inform the calling DTE of the call redirection by returning the DTE
address of the last user in the Call Connected or Clear Indication packet and by including
the Called Line Address Modified Notification facility in the packet. Use of this facility
by a DTE has also been specified in order to allow for call redirection within a private
network. In fact, a DTE should not return in a Call Accepted or Clear Request packet a
called DTE address that is different from the called DTE address in the Call Request
packet unless the Called Line Address Modified Notification facility is included as well.

Networks have the option to inform the DTE which is given the call that the call has
been redirected by including the Call Redirection Notification facility in the Incoming
Call packet.
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PKO051.044

ON-LINE FACILITY REGISTRATION

The On-line Facility Registration facility was first included in the 1984 version of
X.25. It was developed to provide a way for a user to alter the configuration that has
been subscribed to with the network in real time on a temporary basis. The subscription
values that may be changed include the acceptance of reverse charging, the modulo for
packet sequence numbering, the acceptance of fast select calls, the barring of incoming
and outgoing calls, the ranges of logical channel numbers allocated for the different logi-
cal channel types, and the values of the default packet and window sizes.

The uses of this kind of flexibility are numerous; some uses satisfy occasional needs,
others satisfy periodic needs. For instance, invoking Incoming Calls Barred could help a
user to terminate operation for the day gracefully or could block calls during a test. In-
voking Charging Information on an interface basis could be done periodically in order to
investigate the charges being accrued in a specific part of the day or week or month. An
important feature of the On-line Facility Registration facility is the capability to obtain
from the network the configuration that is in effect without requesting a subscription
change. This allows a user to initialize a considerable part of the packet level from in-
formation provided by the network instead of from locally stored information or to
verify the configuration that is in effect.

The On-line Facility Registration procedure requires two types of packets, Registra- *
tion Request and Registration Confirmation. Since this procedure concerns the DTE/DCE
interface as a whole, the Registration Request and Registration Confirmation packets are
conveyed only on logical channel 0. The Registration Request packet is sent by the user
to obtain the current values of the subscription and/or to change the values of the
subscription. The Registration Confirmation packet is sent by the network in response to
a Registration Request to report the current values of the subscription and to report the
success or failure of any changes that were requested. The new values are in effect for
all subsequent calls.
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PKO085.044

REGISTRATION PACKETS

The cause field in the Registration Confirmation packet carries the reason a requested
change was not made or notes that all changes were made. The diagnostic code field al-
lows the network to amplify the reason that is being reported.

REGISTRATION CAUSE CODES

| Bits |

| 8 7 6 5 4 3 2 1|

| I
| Registration/cancellation | |
| confirmed ] 1 1 1 1 1 1 1|
I I I
| Invalid facility request |0 0O 0 00O O 1 1]
| Local procedure error | 0O 0O 0O1 0 0 1 1|
| | I
| Network congestion ] O OO OO 1 0 1]

The address field in Registration Request and Registration Confirmation packets is
not currently used. The address field and the address lengths field were included for
consistency with other similar packet formats with a view to defining the use of addresses
in these packets at a later date. The address lengths field is coded all Os.

The registration length field in Registration Request and Registration Confirmation
packets gives the length (in octets) of the registration field up to a maximum of 109 octets.

Registration elements are the mechanism by which the subscription values being
changed or reported are conveyed. Similar to the facility elements carried in the facility
fields of other packets, Registration packets carry the registration elements in registration
fields. The formats of the registration elements are the same as the facility elements.

gOPY%IGHTEé) MQTE':I}SIAtL
tt ced withou
@/WWM» P(ch’ 210 w?itteon :e;:eil;gio%. '



X.25 ¢REGISTRAFION REQUEST

GFI
©o o o 1| 0o o o o
© 0 o0 0 o0 ©0 0 O
1 1 1 1 0 0o 1 1
DTE ADDRESS | DCE ADDRESS
LENGTH LENGTH
X DTE & DCE ADDRESSES Z
REGISTRATION LENGTH
T REGISTRATION Z

PKO3SA.125

REGISTRATION CONFIRMATION

CAUSE

DIAGNOSTIC CODE

DTE ADDRESS DCE ADDRESS

LENGTH LENGTH

3 DTE & DCE ADDRESSES 4
REGISTRATION LENGTH

T REGISTRATION 1

PX0358B.125

COPYRIGHTED MATERIAL
SRy Page 211 et i uced wihout



X.25 & Related Protocols

PKO052.044

REGISTRATION CONSIDERATIONS

There are some facilities which should not be changed on-line including Local Charg-
ing Prevention or Closed User Group. The use of On-line Facility Registration for the
Call Redirection facility is still being studied.

The Registration procedure may be used at any time for most subscription changes.
However, when the values being altered are for facilities or capabilities where changing
the value would affect active logical channels, the Registration procedure is restricted to
times when there are no existing Virtual Calls. In addition, in this case, the Restart pro-
cedure is used by the network to reinitialize Permanent Virtual Circuits with the new
values. The facilities for which the Registration procedure is restricted are Extended
Packet Sequence Numbering, D-Bit Modification, and Packet Retransmission. The restric-
tion also applies to the capability to change the ranges of logical channel numbers allo-
cated for different types of logical channels.

Network failures can cause changed subscription values to be lost. Since the Restart
procedure is used by networks to signal such failures, the subscription values should be
checked by the user whenever the network initiates the Restart procedure with a cause of
"Network Congestion” or "Network Operational” (unless the user has not changed the sub-
scription since initiating the access link).
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PKO023.014
OPTIONAL USER FACILITIES
INTERNATIONAL FACILITIES

@ * On-line facility registration
* Extended packet sequence numbering
D bit modification
* Packet retransmission
Incoming calls barred
Outgoing calls barred
* One-way logical channel outgoing
* One-way logical channel incoming
* Nonstandard default packet sizes
* Nonstandard default window sizes
* Default throughput class assignment
Flow control parameter negotiation
* Throughput class negotiation
* Closed user group
* Closed user group with outgoing access
* Closed user group with incoming access
* Incoming calls barred within a closed user group
* Outgoing calls barred within a closed user group
@ * Closed user group selection Ny 1k €7
@ * Closed user group with outgoing access selection elh - po &
Bilateral closed user group — Tws W7
Bilateral closed user group with outgoing access
@ Bilateral closed user group selection
* Fast select
Fast select acceptance .
Reverse charging - X T
Reverse charging acceptance be &mnﬁe}, by H?)"’f(& L
@ Local charging prevention — t2anT
@ Network user identification
@ Charging information
RPOA selection
@ * Hunt group
@ * Call redirection
@ * Called line address modified notification
@ * Call redirection notification
@ Transit delay selection and indication

wh

CCITT-SPECIFIED DTE FACILITIES

/ @ Calling address extention

)

@ Called address extention
@ Quality of service negotiation
@ Expedited data negotiation

* Indicates facilities already covered in earlier presentation
@ Indicates new facilities in 1984
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PKO026.044

STATE DIAGRAMS

Annex B of X.25 contains a number of simple state diagrams to describe the operation
of the packet level procedures. They show the various operational states and the ap-
propriate actions for leaving and entering the states. Formal description techniques are
being developed by both the CCITT and ISO. It is expected that packet and frame level
procedures will be described using those methods when they are reasonably mature.
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DIAGRAM OF STATES FOR THE TRANSFER
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DIAGRAM OF THE STATES FOR THE TRANSFER OF CALL SET-UP AND
CALL CLEARING PACKETS WITHIN THE PACKET LEVEL READY
(r1) STATE

p2
DTE
WAITING

p4 DATA TRANSFER

a) CALL SET-UP PHASE
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DIAGRAM OF STATES FOR THE TRANSFER OF RESET PACKETS
WITHIN THE DATA TRANSFER (p4) STATE
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PKO033.044

DIAGNOSTIC CODES

Annex E of X.25 provides a list of the network generated diagnostic codes. Decimal
codes 0 - 127 are internationally standardized, and decimal codes 128 - 256 are reserved
for network specific diagnostic information.
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ANNEX E
(to Recommendation X.25)

Coding of X.25 network generated diagnostic fields
in clear, reset and restart indication, registration confirmation
and diagnostic packets

TABLE E-1 X.25

‘see Notes 1. 2 and 3,

Bits
Diagnostics Decimal
8§ 7 6 5§ 4 3 2 1
No addinonal intormation . . .. .. ... O 0 0 o O o0 o0 O 0
Invalid P(S) . . . . . o 0 o0 0 O o0 0 1 1
Imalid (PR) . . . . . ... o 0 0 0 o0 O0 1 o 2
0o 0 o0 0 1 1 1 1 15
Packer rype invalid . . ... ... Lo o 0 o0 1t 0 0 0 o 16
Forstaterl .o .o L L 0 0 o0 1 0o 0 0 1 17
Forstate r2 . . . . .. o 0 o0 1 0o o0 1 -0 18
Forstaterd . . . . ... ... o 0 o t 0 0 1 19
Do Forstatepl ... o 0 0o t+ o0 t 0 O 20
i Forstatepl ... ... ... o 0 o0 t 0 1 0 1 21
;o Forstatepd ... o 0 o0 t 0 1 t 0 22
DUFOrState pd ... o 0 o0 1t o0 t 1 1 h&]
Forstate p8 . . . . . . ... o 0 o0 1 t 0 0 0 24
o Forstate pé . ... o 0 o 1t 1 0 0 1 25
; FOrstate p7 . . . . . .. 0 0 0 t 1 0 1 0 26
v Forstatedl .. ... o o0 0 1 10 1 1 27
Forstated2 . . . . . .. ... 0o 0 0 1 1 1 0 0 28
Forstated3 . . . . ... ... ... 0o 0 0 1 1 10 1 29
0 0 0 1 1 1 1 | 3
" Packer not allowed . . .. ... .. ... ... . ... . ....... 0 0 1t 0 0 o0 0 o0 32
. Unidentifiable packet . . . . . ... .. ... ... .. ... ... o o0 1 0 0 0 o0 1 33
i Call on one-way logical channel . .. ... ... ..... ....... o 0 ¢t 0 o0 0 1 0 34
! Invalid packet type on a permanent virtual circuit . . . . . ... .. 0o 0 1 0 0 0 1 1 35
. Packet on unassigned logical channel . .. ... ........... 0o 0 1 o o t 0 0 36
Reject notsubscribed to . . . . . . . ... . ... ... ... 0o 0 1 0 o 1 0 | 37
¢+ Packettooshort. . ... ... ... 0o 0 1 (U] 1 1 0 38
; Packettoo long . . . . .. ... ... ... ... 6 0 t o0 o0 't 1 1 39
I Invalid general format identifier . . . . .. ... .. ... .. .. .. 0o 0 1 o t o0 0 O 40
| Restart or registration packet with nonzero in bits 1 to 4 of
i octetl.orbus lto8ofoctet2. ... ... ... ... ... .. 0o 0 1 ot o o0 41
| Packet type not compatible with faciliey . . .. ... ... o 0 1 0 10 1 0 42
i Unauthorized interrupt confirmation . . . . .. ... ... ...... 0o 0 1 o 1t 0 1 1 43
i Unauthorized interrupt . . . . . . . . . . .. ... [ 1 0 1 1 0 0 “
i Unauthorized reject . . . . . ... .. . ... ... 0 A 0 o U 45
i 0 0 1 0 1 1 1 1 47
|
|
i Time expired . . . . . ... ... ... 0o 0 1 1t 0 0 0 o0 48
© Forincomingcall . ... ... L 0o 0 1 ! O 0 o0 1 49
i Forclearindication. . .. ... ... .. ... ... ... . ... ... o 0 1 r 0 0 1t 0 50
. Forresetindication . . . .. .. ... ... ... G 0 1 1 0 0 1 1 st
For restart indication . . . . . ... ... ... 0o 0 1 t 0 1 0 O 52
o 0 1 1 1 1 1 1 63
PK0O33A.046
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TABLE E-1/X.25 rcont.)

Bits
Diagnostics Decimal
8 7 6 S 4 3 2 1

Call set up. call clearing or registration problem . . . . . .. ... ... o 1t o0 0 0 o0 o0 o 64
Facility/registration code not allowed . . . .. ... ......... 0o 1 0 0 o0 o0 o0 1 65
Facility parameter notallowed . . . .. ... ............. o 1t o0 0 0 0 1t O 66
Invalidcalledaddress . . ........................|]0 1 0 0 0 0 1 1 67
Invalid calling address . . . ... .................... o 1t 0 0 o0 t 0 o 68
Invalid facility/registration length . . . ... ............. o 1t 0 0 o0 t 0 1 69
Incoming callbarred . . . .. ...................... o 1 0 0 o0 1 1 0 70
No logical channel available . .. ................... o 1t 0 0 o0 1 1 1 n
Callcollision . . . ... ... .. ... .. .. o 1t 0 0 1 0 0 o 72
Duplicate facility requested . . . . . . ... . ............. o 1 o0 o0 1 o0 0 1 73
Non zero address length . . . . . ... ................. o 1+ 0 o0 t o0 1 O 74
Non zero facility length . . . .. . .. ... .............. o 1t o o0 t o0 1 1 758
Facility not provided when expected . . . . . . .. ... . ... ... 0 1 0 0 1 1 0 0 76
Invalid CCITT-specified DTE facility . . . . ... ... ....... o 1 0 O 1 1 0 1 77
01 0 0 t 1 1 -1 79
Miscellaneous . . . . . .. ... ... .. ... . 0 1 0 1 0 0 0 O 80
Improper cause code from DTE . . .. ... ... ...... ... . o 1 0 1 0o 0 0 1 81
Not aligned octet . . . . ... ... ... ................ 0 1 0 1 0 0 1 0 82
Inconsistent Q bitsetting . . . .. ... ... ... ... ... o t o 1 0 0 1 1 83

o 1 0 1 1 1 1 1 95 |
Not assigned . . . . . .. ... ... 0 1 1 o 0 o0 o0 o0 96
[ R T A R 1m

I

‘ Internanional problem . . . . . . ... ... ... ... .. ‘ o 1 1 1 0 0 0 0 12
N Remote network problem . . ... ... ... ... ... ... ... jo 11 1 0 0 0 1 113
International protocol problem . . . . ... ... .. ... ... ... o 1 1 1 0 0 1 0 : 114
International link outof order . . . . ... ............ .. o 1t 1t o0 0o 1 1 113
Internanional link busy . . . ... ..o oo l 0 1 1 1 0 1 0 0 116
& \}\ Transit network facility problem . . ... .. ... ... ... |0 1 1 1 0 1 0 1 1°
\0\\ Remote network facility problem . . . . . .. ... .. ... .. .. P01 1 1 0 1 10 118
International routing problem . . . . . . .. ... ... -0 1 1 1 0 1 1 1 119
Temporary routing problem . . . . . .. ... ... . 0 1 1 1 ! o 0 0 120
Unknown called DNIC . . . . .. ... ... ... .. .. ... .. 0 1 1 ] 1 0 0 1 121
Maintenance action (see Note 4) . . . . .. ... ... 0 1 1 1 0 1 0 122
[N T AR S R S 12"
Reserved for network specific diagnostic information . . . . . . . . .. 1 o 0 ¢ 0o o 0 0 123
T T B T B B 233

Note | — Not all diagnostic codes need apply to a specific network. but those used are as coded in the table.

Note 2 — A given diagnostic need not apply to all packet tvpes (i.e. reser indicanon. clear indicanon. restarr indicarion.
registiranon confirmanon and diagnosic packets).

Note 3 — The first diagnostic in each grouping is a generic diagnostic and can be used in place of the more specific diagnostics
within the grouping. The decimal 0 diagnostic code can be used in situations where no addinonal informanon is availabie

Note 4 — This diagnostic may also apply to a maintenance action within a national network

PK033B.046
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PKO034.014

ERROR TABLES

Annex C of X.25 provides a number of tables to identify error situations and the ac-
tions that are to be taken by the DCE. The Restart, Clear and Reset procedures are the
basis of the error recovery process. No detail is provided for DTE actions; these are left
to the implementer. ISO, however, has developed a companion standard further describ-
ing the DTE behavior and actions when operating with a standard X.25 DTE. This stand-
ard has been approved and is in the process of being printed.

There are five categories of errors that can occur in the packet level.
1. The format of a packet received from the DTE can be wrong.

2. There can be something wrong with the contents of a DTE packet - either invalid
or inconsistent. :

3. The DTE does not respond with a correct packet within a time period in some
circumstances.

4. The DCE receives a packet which is invalid for the state of a channel or the
interface.

5. A network can invoke the error handling procedures for a number of its own
reasons.

Some of the things that cause procedural errors include a stopped DTE, loss of a
packet by the link level, timing and time-out problems, and configuration mismatches be-
tween the DTE and DCE.

The time periods allowed for various responses are defined in Annex D. Also, the ac-
tion to be taken by the DCE at the expiry of the time period is given. The combination
of the actions defined in Annexes C and D specify the error handling procedures for the
DCE, including one attempt to retry a procedure if it is unsuccessful the first time.

In order to minimize the problems caused by DTEs which do not function properly,
many networks have established conformance validation requirements. This means that
the DTE manufacturer must prove an X.25 DTE product to the network before that
product is allowed to be connected to the network. In addition, in the United States, the
National Bureau of Standards has established a set of test procedures which DTE and
DCE products must pass before being eligible to be marketed to the federal government.
There is a movement starting to try to standardize some of these requirements so that this
considerable duplication can be greatly reduced.

Legend: rl - Packet level ready  pd - Data transfer

pl - Ready p5 - Call collision
p2 - DTE waiting p6 - DTE clear request
p3 - DCE waiting p7 - DCE clear indication

NORMAL, ERROR - processes defined in Annex C

20, 21, 22, 23, 24, 25, 41 - diagnostic code values from Annex E
Tix - T10, T12, or T13 time out from Annex D

Dashed arrow - optional packet transmission
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*2 H&E A EFIBN TABLES - EXTRACT

r

STATE SEEN
BY THE
DCE

PACKET
FROM THE pt p2 p3 pe ps pé p7
DTE
CALL REQUEST NORMAL| ERROR | NORMAL | ERROR | ERROR | ERROR
p2 p? [1] p7 p7 p7 [DISCARD
21 23 24 28
DATA ERROR | ERROR | ERROR | TABLE ERROR | ERROR
p7 p7 p7 c-4 p7 p7 |DISCARD
20 21 22 24 2

RESTART REQUEST | ERROR | ERROR | ERROR | TABLE | ERROR | ERROR
WITH LCN+#0 p7 p7 p7 C-4 p7 p7 [oiscarp
a1 41 a1 41 a1

PKO34N.026

DCE ERROR HANDLING

DTE DCE
ANY STATE
. .
E
8R0r NORMAL
OR
- ERROR
r3,p7,0r d3

\C ,..—-" ri, pt or di

PXO34P.026
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PK060.044

SUBSCRIBING TO A NETWORK

As has been seen throughout this chapter, there are many parameters and options the
values of which must be agreed upon by the user and the network administration before
the user can operate on the network. Most networks provide new users a subscription
form which, when completed, establishes the agreement between them. An example of a
subscription form which covers all of the parameters and options in the 1984 version of
X.25 appears on the following pages. This example is far larger than any subscription
form existing today because networks offer only a subset of the features explained here.
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PK060a.044

PamflE.  SUBSCRIPTION FORM

1. Subscriber Name

2. Subscriber Address

3. Subscriber Telephone

4. Emergency Contact in Subscriber Organization

a. Name

b. Address

c. Telephone

5. Billing Address

6. DTE X.121 Address [Network Assigns]
Shared Address Space?

Yes: Addresses Range

No: Address

7. Hunt Group Member?

Yes

Individual Address?

Yes: Individual DTE X.121 Address [Network Assigns]

No

No

gOPY%IGHTEé) Ma\TEI]?lAL
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PKO060b.044

SUBSCRIPTION FORM cont.

8. Multi-Link Attachment?
___ Yes
Number of Single Links
Lost Frame Timer MT1

Group Busy Timer MT2

MLP Reset Confirmation Timer MT3

9. Single Link Parameters

Link 1 Link 2 Link 3

a. Speed

4800 bps

9600 bps

19200 bps

b. Frame Sequencing

Normal

Extended

c. DTE T1

d. DCE T1

e. DTE T2

£. DCE T2

g. T3

h. DTE N1

i. DCE N1

j. DTE N2

k. DCE N2

COPYRIGHTED MATERIAL
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PKO060c.044

SUBSCRIPTION FORM cont.

Link 1 Link 2 Link 3

m. Procedure

LAPB

LAP

For additional single links, add another page.

10. Extended Packet Sequence Numbering?
Yes

No

11. Logical Channels
a. Number of Logical Channels
b. PVCs
1. Number of PVCs

2. Range of PVC LCNs: LCGN
[Network Assigned] LCN
3. PVC Parameters

Throughput Classes Packet Sizes . Window Sizes
(3-12) (16-4096) (1-7, or 1-127)
Send Receive Send Receive Send Receive

PVCl

PVC2

PVC3

PVC4

PVC5

PVC6

PVC7

PVC8
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PKO060d.044

SUBSCRIPTION FORM cont.

Correspondent Subscriber

Name DTE X.121 Address

PVCl

PVC2

PVC3

PVC4

PVC5

PVC6

PvC?7

PVC8

For additional PVCs, add another page,

c. Virtual Calls
1. Number of Virtual Calls
2. Number of One-way Incoming Logical Channels
3. One-way Incoming LCNs: LCGN
[Network Assigns] LIC
HIC
4. Number of Two-way Logical Channels
5. Two-way LCNs: LCGN
[Network Assigns] LTC
HTC
6. Number of One-way Outgoing Logical Channels
7. One-way Outgoing LCNs: LCGN
[Network Assigns] LoC
HOC
COPYRIGHTED MATERIAL
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PKO060e.044

SUBSCRIPTION FORM cont.

12. On-line Facility Registration?
Yes
Change Incoming Calls Barred?
Yes

No

Change Reverse Charging Acceptance?
Yes (may not have Local Charging Prevention)

No

Change Charging Information on an Interface Basis?
Yes

No

No

13. D-bit Modification?

Yes

No

14. Packet Retransmission?

Yes

No

15. Incoming or Outgoing Calls Barred?
Yes
Incoming

Outgoing

No

I%Otl:’\’ I}’IG HTE(Ii) Mé\T.Eill?IAtL.
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PKO060f.044

16.

17.

18.

19.

SUBSCRIPTION FORM cont.

Non-standard Default Packet Sizes?
Yes: (16-64, 256-4096)
Send

Receive

No

Non-standard Default Window Sizes?
Yes: (1, 3-7 or 1, 3-127)
Send

Receive

No

Default Throughput Classes Assignment

__ Yes: (3-12)
Send
Receive
No

Flow Control Parameter Negotiation?

Yes

No

20. Throughput Class Negotiation?
Yes
No
NI, Page 234
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PKO060g.044

SUBSCRIPTION FORM cont.

21. Closed User Groups?

Yes

a. Incoming or Outgoing Access?
__ Yes
Incoming
Outgoing
Both
Preferential CUG?
Yes

No

No

b. Number of CUG?

c. Closed User Group

Index # Identity Incoming Outgoing
(00-99 or Calls Calls
0000-9999) Barred Barred
[Network (Yes or No) (Yes or No)
Assigned]

pref

For additional CUGs, add another page.

No
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PKO060h.044

SUBSCRIPTION FORM cont.

22. Bilateral Closed User Groups?

Yes

a. Outgoing Access?
Yes

No

b. Number of BCUGs

c. Bilateral Closed User Group

Index # Identity
(0000-9999)

[Network
Assigned]

0000 (Pref)

For additional BCUGs, add another page.

No

23. Fast Select Acceptance?

Yes

No

24, Reverse Charging Acceptance? *

Yes

No

SOtPtY%IGHTEE MQT%&IA}
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PKO060i.044

SUBSCRIPTION FORM cont.

25. Local Charging Prevention? *
Yes

No

* These cannot both be Yes

26. Network User Identification?
__ Yes
a. Number of NUIs
b. NUIs

Value Administrative Information

For additional NUIs, add another page.

No

27. Charging Information on an Interface Basis?

Yes

No
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PK060j.044

SUBSCRIPTION FORM cont.

28 RPOA Selection?

e—

Yes:

No

Predetermined Selection?

Yes: List of RPOAs

DNIC

in order of use:

Name

For additional RPOAs, add another page.

No

29. Call Redirection?

Yes

a.

On Out of Order?
Yes

No

On Busy?
Yes

No

On Systematic Condition?

Yes: Condition:

No

Page 238
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PKO060k.044

SUBSCRIPTION FORM cont.

d. Destination of Redirection
(in order of use)

Subscriber Name DTE X.121 Address

For additional redirection destinations, add another page.

No

30. Call Redirection Authorization
Yes: subscribers authorized to redirect calls to this subscriber

Name DTE X.121 Address

For additional redirection authorization, add another page.

No

31. Network-specific Facilities
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TERMINAL
CONSIDERATIONS

e —

ISO 7776
ISO 8208
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TCO001.016

ADDITIONAL TERMINAL CONSIDERATIONS

Recommendation X.25 describes the interface between a packet mode terminal and the
Public Packet-Switched Data Network in terms of the formats of the frames and packets
used; and it describes the behavior on the DCE side of the interface. The behavior on the
DTE side of the interface is for the most part defined only by implication and, in a num-
ber of circumstances, is undefined.

ISO has developed two standards to remedy this situation. The link level standard is
ISO 7776, "Description of the 1984 X.25 LAPB-Compatible DTE Link Procedures". The
packet level standard is ISO 8208, "X.25 Packet Level Protocol for Data Terminal
Equipment". These standards describe the interface between the terminal and the Packet-
Switched Public Data Network in terms of the formats of the frames and packets used;
and they describe the behavior on the DTE side of the interface. In some places where
options and alternatives have been provided in X.25, one course of action has been
selected. In other cases, the choice has been described.

In addition to specifying the interface between the terminal and the Public Packet-
Switched Data Network, both standards specify the interface between two terminals
which both comply with these standards and are connected directly together, i.e., without
an intervening packet network. This is known as the DTE/DTE interface. The purpose
of defining the DTE/DTE interface is to make possible a general standard terminal which
has the advantages of the reliable data link procedures and the flexibility and multiplex-
ing capabilities of the packet level procedures of X.25.
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DTE/DCE INTERFACE

1
|
|
|
|
|
DTE } oce|( PSPDN |oce oTE
: REC X.25
|
LN -~ 1807776 !
Dre. ., . Isosz08 |
pacte i e s
ISO7776
ISO 8208
|
|
|
|
l
o i DTE
l
ISO 7776 | ——
1ISO 7776
1ISO 8208
TC001. 036

AT,
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TC002.016

ISO 7776

Since LAPB is preferred in X.25, ISO 7776 defines the LAPB procedure and does not
define the LAP procedure. Like X.25, ISO 7776 includes the Multi-link procedure as an
option. One addition to X.25 is that when the DCE or remote DTE is in a Busy Condition
and the DTE has I frames waiting to be sent, the DTE will solicit the status of the other
device every Tl period. Another addition is a timer for soliciting the status of the other
device when there is no other traffic. This timer is named T4.

The adjustment made for the DTE/DTE interface is that everything that was agreed
at subscription time for the DTE/DCE interface must be set by bilateral agreement be-
tween the two DTEs. In addition, the bilateral agreement must include the link level
address assignments.
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ISO 7776/X.25 LINK LEVEL |48y
Rec. X.25 ISO 7776
LAPB LAPB
LAP —_—
MULTI-LINK MULTI-LINK oo
T1 T1
T2 T2
T3 T3
—— T4 _ \../::Z_;:dj, 771:9&
N2 N2 ol ive.
N1 N1
K K
MOD 8 MOD 8
MOD 128 MOD 128 o p7rem
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TCO003.016

ISO 8208

The packet level standard is much more completely explained than in Recommenda-
tion X.25.

In the body of the standard, the DTE definition for working with a network is given,
including DTE versions of the state diagrams and action tables comparable to those in
X.25. Incorporated into that definition, but carefully highlighted, are the considerations,
additions and limitations that are necessary for working with another ISO 8208 terminal
directly.

One section describes the capabilities that are not needed for compatibility with a
1980 network.

An annex contains guidelines for private networks to use in attachmg to a Packet-
Switched Public Data Network. :

A very useful term is coined by this standard - the DXE. A DXE is the device the
DTE being defined is attached to, whether that device is a DCE or another DTE.

Although ISO is very concerned about how to use X.25 to provide the Connection-
oriented Network Layer Service, that information is being put in a different standard,
ISO 8878.
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ISO 8208

e DTE/DCE SPECIFICATION

e DTE/DTE SPECIFICATION

e PRIVATE NETWORK GUIDELINES

e 1980 COMPATIBILITY

TC003.125
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TC005.016

DIFFERENCES FROM X.25

For the most part, the DTE specification is the same as the X.25 DCE specification ex-
cept that it describes the behavior on the DTE side of the interface. In a few cases
however, there are additions; and in some cases, options that were given to the DTEs have
been restricted.

ISO 8208 requires that the DTE initiate the Restart procedure when the packet level is

started up. As a result, frequently a Restart collision occurs at the beginning of packet
level operation.

ISO 8208 requires that the DTE always send octet-aligned packets and, at least in the
DTE/DTE environment, treat the receipt of a non-octet aligned packet as an error.

The DTE is required to never send a data packet that has the M-bit equal to 1 and the
D-bit equal to 0 and does not have the full maximum size. If such a data packet is
received, the DTE is required to treat it as an error.

Likewise, the DTE must always set the Q-bit consistently when transmitting a com-
plete packet sequence and enforce Q-bit value consistency on receiving a complete packet
sequence.

In addition to the Reject or Reset procedures, ISO 8208 defines a method of recover-
ing from out-of-order data by retransmitting the data. This procedure is most effective
in the DTE/DTE environment because, in most situations, the network will reset when-
ever data is retransmitted. The DTE detecting the out-of-order situation discards the
data packets received until the packet with the correct sequence number arrives. The
DTE transmitting the data determines the need to retransmit the unacknowledged data
packets by using a timer (T25) whenever waiting for acknowledgment of data.

In addition to T25, ISO 8208 defines three other timers besides those given in X.25.
The T24 timer is used to send an RR or RNR packet periodically when there is no data
being sent. This presents the status of the receiving window of the DTE on a regular
basis. The T26 timer is used to detect that an Interrupt packet has not been confirmed.

The T27 timer is used to detect that the Data packet requested via a Reject packet has not
been received.

ISO 8208 formalizes the retrying of the Restart, Reset, Clear, Data transmission,
Reject and Registration procedures by defining retransmission counts that correspond to
the timers. The values shown in the figure are recommended values, not required settings
of these parameters.

The fields, that are defined in X.25 as optional for a DTE to transmit but required for
the DCE (e.g., Reset Request diagnostic code field), are required for the DTE by ISO 8208.
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SYSTEM PARAMETERS

TIMERS
T20 1808 RESTART REQUEST
T21 200s CALL REQUEST
T22 180s RESET REQUEST
T23 180s CLEAR REQUEST

* T24 60s P(R)

* T25 150s DATA

* T26 180s INTERRUPT

* T27 60s REJECT

T28 300s REGISTRATION REQUEST

* RETRANSMISSION COUNTS

R20 1 RESTART REQUEST
R22 1 RESET REQUEST

R23 1 CLEAR REQUEST

R25 0 DATA

R27 0 REJECT

R28 1 REGISTRATION REQUEST

T7C006.016
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TC007.036

DTE DIAGNOSTIC CODES AND STATE TABLES

The value of the cause code in a Request packet is limited to either 00000000 or
10000000 in order to reserve the other cause values in which the most bit is set to 1 for
the use of private networks.

Diagnostic codes to be used by the DTE are specified in ISO 8208. For those situa-
tions that have been defined in X.25 for DCEs, the same diagnostic code values are used.
The figure lists the additional codes that are defined for DTE use. In particular, values
have been defined for problems that can occur in providing the OSI Connection-Mode
Network Service. Although these values are defined in ISO 8208, how to accomplish the
OSI Connection-Mode Network Service using the X.25 Packet Level Protocol is being
specified in a separate standard, DIS 8878.

An escape mechanism is included in ISO 8208 so that a DTE can use a non-ISO 8208
set of diagnostic code values. This is done by assigning to the cause code value 00000000
the meaning "DTE originated and ISO 8208 diagnostic code" and to the cause code value
10000000 the meaning "DTE originated and non-ISO 8208 diagnostic code".  This
mechanism allows for the existence of diagnostic code values defined by the DTE
manufacturer.

In addition to state diagrams that parallel those given in X.25, ISO 8208 has four state
diagrams that describe the Interrupt procedure from the DTE to the DXE (i-states), the
Interrupt procedure from the DXE to the DTE (j-states), the use of RNR packet from the
DXE to the DTE (f-states), and the use of RNR packet from the DTE to the DXE (g-
states). The states defined in the ISO 8208 diagrams are in turn used in DTE action tables
comparable to the tables in Annex C of X.25.
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TCO007C. 054

| BITS | DECIMAL
|8 7 6 5 4 3 2 1|

Reserved for DTE-defined
diagnostic information

I I
l1 000000 O| 128
I I
I I

I |
I |
| I
I |
I I
I I
| 10001111 143 |
I I
| Timer expired or retransmission | | |
| count surpassed |1 0 01 0 0 O O] 144 |
| For INTERRUPT CONFIRMATION |1 0 01 0 0 O 1| 145 |
| For DATA packet retransmissions |1 0 0 1 0 O 1 O | 146 |
| For REJECT packet retransmissions | 1 0 0 1 0 0 1 1| 147 |
l | ® 0 000000 8000000800000 00 l |
I l]1 00 1 111 1| 159 |
I : I
| DIE-Specific Signals |1 01 0 0 0 0 O} 160 |
| DIE operational l]1 01 0 0 0 O 1| 161 |
| DIE not operational l]1 01 0 0 01 0| 162 |
| DIE resource constraint |1 01 0 0 0 1 1| 163 |
| Fast Select not subscribed |]1 01 0 01 O Of 164 |
| Invalid partially full DATA | I I
| packet |12 01 0 01 0 1| 165 |
| D-bit procedure not supported |1 01 0 0 1 10| 166 |
| Registration/Cancellation | | |
| confirmed J]1 01 0 0 1 1 1| 167 |
l ' ® 9 00 0000000 2s 0000 OO0 | I
| l]1 01 0 1 1 11| 175 |
I |
| Not assigned l]1 0110 0 O O} 176 |
| l ® 0 09 000G OCCO OSSOSO OSOEESOS O TISIES l !
I 1101 1111} 223 |
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TC007D.054

| DIAGNOSTIC | BITS | DECIMAL
| |8 7 6 5 4 3 2 1|

I

| OSI Network Service problem |11 1 0 0 0 O O] 224
| Discomnection (transient | |

| condition) ]1 11 0 0 0 0 1| 225
| Disconnection (permanent | |

| cordition) l]1 1 1 0 0 0 1 O] 226
| Connection rejection—reason | |

| unspecified (transient condition) |1 1 1 0 0 0 1 1| 227
| Connection rejection—reason | |

| unspecified (permanent condition) |1 1 1 0 0 1 O O | 228
| Connection rejection--requested | |

| quality of service not available | |

| (transient condition) l]1 1 1 0 0 1 0 1| 229
| Connection rejection--requested | | -

| quality of service not available | |

| (permanent condition) l]1 110 0 1 1 0| 23
| Connection rejection--NSAP | |

| unreachable (transient condition) |1 1 1 0 0 1 1 1| 231
| Connection rejection--NSAP | |

| unknown (permanent condition) |]1 11 01 0 0 0| 232
| Reset—reason unspecified ]1 1101 0 0 1| 233
| Reset-—congestion |1 11 0 1 0 1 0} 234
| ] eececccacccssassncnsnosl

| j1 11 0 1 1 1 1| 239
|

| Higher level initiated [1 1 1100 0 O] 240
| Disconnection--normal ]1 11100 0 1| 241
| Disconnection--abnormal l]1 11 1 0 0 1 0| 242
| Disconnection=—-incampatible | |

| information in user data 11 110 0 1 1| 243
| Connection rejection--reason | |

| unspecified (transient cordition) | 1 1 1 1 0 1 0 O | 244
| Connection rejection——reason | |

| unspecified (permanent condition) |1 1 1 1 0 1 0 1| 245
| Connection rejection--requested | |

| quality of service not available | |

| (transient condition) ]1 1 1 1 0 1 1 0] 246
| Comnection rejection--requested | |

| quality of service not available | |

| (permanent condition) /11110 11 1| 247
| Connection rejection-incompatible | |

| information in user data 1 1 1 1 1 0 O 0| 248
| Connection rejection-- | |

| unrecognizable protocol | |

| identifier in user data j1 1 1 1 1 0 0 1] 249
| Reset--resynchronization l]1 11 1 1 0 1 0] 250
I 111111 11| 255
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NOTES
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TC008.0168

DTE/DTE ADJUSTMENTS

When operating in a DTE/DTE environment, the DTE must do some things
differently. Also, some of the optional user facilities make no sense because there is no
packet-switched network involved. These facilities do not apply in the DTE/DTE
environment:

* D-bit Modification

* Incoming Calls Barred

* Outgoing Calls Barred

* Closed User Group Facilities

* Bilateral Closed User Group Facilities
* Fast Select Acceptance

* Charging Facilities

* Network User Identification

* RPOA Selection

* Hunt Group

* Call Redirection

* Notification Facilities

* Transit Delay Selection and Indication.

In the DTE/DTE environment, the two DTEs bilaterally agree on whether or not to
use the Reject packet, the Registration procedure, and the Diagnostic packet in each
direction of transmission. The impact on a DTE that agrees to receive the Reject packet
is that the DTE must save each Data packet it sends until that packet is acknowledged.

A DTE that agrees to accepting the Registration Request packet must be capable of
analyzing that packet and responding with the Registration Confirmation packet contain-
ing the appropriate information. Also, if the Registration procedure is used in both
directions, the DTEs must be able to resolve collisions of Registration Requests.

A DTE that sends the Diagnostic packet must be able to not do so in the DTE/DCE
environment.

The Flow Control Parameter Negotiation and Throughput Class Negotiation facilities
behave somewhat differently in the DTE/DTE environment because there is no network
to insert the facilities when a DTE omits them from Call Request or Call Accepted
packets.
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DTE/DTE ADJUSTMENTS

h
|

e LOGICAL CHANNEL SELECTION
e CALL COLLISION RESOLUTION
® MEANINGLESS FACILITIES

® REGISTRATION

® REJECT

TC003.036
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TCO004.016

ROLE SELECTION

In the DTE/DTE environment one of the DTEs must behave like a DCE with regard
to the order in which logical channels are used and in cases of call collision.

If a terminal is built to work only in a DTE/DCE environment or only in a DTE/DTE
environment, then the role of the terminal can be entirely pre-established. However, if a
terminal is built to work in both environments, it may need to be able to determine its
role dynamically. This can be accomplished quite easily by interpretation of the Restart
procedure done at Packet Level initiation time.
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DTE ROLE DETERMINATION

\

PACKET LEVEL
READY;
ROLE=?

D-::D‘S'grao*.r PACKET LEVEL
' READY;
REQ., ROLEsDCE

DTE ORIG.

IND.,
DTE ORIG.
PACKET LEVEL
READY;

ROLE=DTE

DTE RESTART
REQ.; ROLE=?

TCO004.125

* +DTE CONFIRMS .

AnoN v s
ore/Dek

COPYRIGHTED MATERIAL
R, Page 257 e SersmRatpced without



X.25 & Related Protocols

TC010.016
PUBLIC AND PRIVATE NETWORKS

When a private network is attached to a Public Packet-Switched Data Network, the
private network appears to the public network as if it is a single-device DTE. This inter-
face is marked in the figure as 1.

However, if the private network has attached to it terminals which comply with this
standard, the private network should appear as if it is a network to those DTEs. This is
the interface marked 2 in the figure. In Recommendation X.25, several capabilities were
allowed for DTEs in order for private networks to perform this function and to help
provide information in error situations about the location of the problem. Also, the
Closed User Group, Bilateral Closed User Group, and Called Line Address Modified
Notification facilities were expanded.

If the private network has terminals attached to it that do not comply with ISO 8208,
the private network will need to provide for representing that terminal properly to the
public network, if that type of terminal is permitted to communicate through the public
network. - This may involve, for example, procedural translation, format translation, en-
capsulation of "foreign" messages in packets, or invocation of optional user facilities.

COPYRIGHTED MATERIAL
Not to be reproduced without

@MME@M» Page 258 written permission.



X.25 & Related Protocols

PUBLIC AND PRIVATE NETWORKS

! I
| |
| |
| |
t 8208
| ; DTE
! |
! |
| |
' |
1 2
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TCO011.016

PRIVATE NETWORK CAUSES

This standard specifies that the cause fields are always coded by DTEs as 00000000 or
10000000 so that the other DTE-originated values with bit 8 = 1 (that X.25 permits) can be
used by private networks without confusion. In addition, the following codes have been
defined for the packets indicated:

Restart Request Causes

| BITS |

| 8 7 6 5 4 3 2 1 |

l

Gateway-detected procedure error | 1 1 0 0 0 0 0 1 |
l

Gateway congestion ]1 1 0 0 0 0 1 1|
Gateway operational l]1 1 0 0 0 1 1 1|

Clear Irdication Causes

| BITS |

|8 7 6 5 4 3 2 1 |

I

Gateway—detected procedure error | 1 1 0 0 0 0 O 1 |
Gateway congestion ]1 1 0 0 0 0 1 1|

Reset Indication Causes

| BITS |

| 8 7 6 5 4 3 2 1|

I

Gateway-detected procedure exxror | 1 1 0 0 0 0 O 1 |
Gateway congestion |1 1 0 0 0 0 1 1|
Gateway operational l]1 1 0 0 0 1 1 1|
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PRIVATE NETWORK CAUSES

A=END TERMINAL CAUSE

B=PUBLIC NETWORK CAUSE
C=PRIVATE NETWORK CAUSE

TC011.016
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TC012.036
~ ADDITIONAL PRIVATE NETWORK CONCERNS

The private network must subscribe to facilities in the public network properly in or-
der to offer the correct facilities to each terminal on the private network. This is par-
ticularly tricky for the closed user group facilities. The charging information, call
redirection, hunt group, fast select and other facilities may also require participation of
the private network.

Another area of concern for the private network is the question of addressing the in-
dividual terminals on the private network. Among the possibilties are subaddressing
(digits in the address field that are ignored by the public network), shared address space
(several addresses are assigned by the public network to one DTE), and the sharing of a
DNIC by several private networks (also called PNIC for Private Network Identification
Code).
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ADDITIONAL PRIVATE NETWORK CONCERNS
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SCENARIO

OSI NETWORK SERVICE
USING X.25

N$8000.000
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NSS001.026
SCENARIO CONFIGURATION

This scenario has been designed to show the dynamics of the lower three layers of the
OSI architecture providing the Network Service. Its mission is to provide fully
transparent transfer of information with the appropriate quality of service between
Transport peer entities. The example is based on using the Network Services provided by
X.25 packet-switching. .

The Figure shows the configuration that is used for the scenario. The communicating
application processes are located in the two end-systems, A and B. The collective func-
tions and actions of the lower three layers in the end-systems and the intermediate packet
network are the Network Service Provider to the two Network Service Users. While the
intermediate packet network is shown as a single relay-system in dotted lines, it actually
represents the collection of relay-systems, or switching nodes, that are involved in the
Network connection. The details of operation of the intermediate relay-systems are not
covered in order to simplify the scenario. Nevertheless, a clear picture of the total opera-
tion of the Network Service can be observed.

With the two overhead projectors, your left-hand side represents the actions at end-
system A and your right-hand side represents the actions at end-system B. The interlayer
primitive interactions are shown along with the associated peer protocol actions, sequence
numbers and logical channel numbers.

The scenario starts from the inactive, disconnected state for the Transport and Net-
work Services and proceeds through the establishment of activity for each. (The state
that each layer is in is shown on the outer edge of each slide.) Data is then transferred
using the paclet level protocol on the Network connection between Transport peers.
Various error situations are introduced and the appropriate recovery action is taken. The
Network connection is then cleared.
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SCENARIO CONFIGURATION

END-SYSTEM INTERMEDIATE PACKET END-SYSTEM
A NETWORK B
NETWORK e NETWORK
SERVICE V2 e SERVICE
USER PrY USER
TPDUs
,'-- ...... ....--‘

] [ ]

{ \

NETWORK X.25 PACKETS | . | X.25 PACKETS NETWORK

DATA
LAP B LAP B LINK

FRAMES FRAMES

PHYSICAL| T < |PHysicaL
- PHYSICAL PHYSICAL :
MEDIA MEDIA
NSS001.025
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USER A

LAYER STATE USER B LAYER STA
NETWORK NETWORK

DIsC DIS
DATA LINK DATA LINK

DATA DAT
PHYSICAL PHYSICAL

ACTIVE ACTI

NSS002A.026 NSSo0028B
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X.32 DIAL-UP ACCESS

$A000.026
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SA001.026
SWITCHED ACCESS OF PACKET-SWITCHED PUBLIC
DATA NETWORKS

Recommendation X.32 specifies how an X.25 DTE on a Public Switched Telephone
Network or Circuit Switched Public Data Network can be connected to a Packet-Switched
Public Data Network. The many purposes for this capability include providing for oc-
casional users who cannot justify a leased connection, for back-up lines or extra lines to
expand throughput, for mobile users, and for users who need the flexibility of connecting
to a variety of PSPDNs alternately.

The connection through the PSTN or CSPDN can be originated by either the DTE
(dial-in) or the PSPDN (dial-out). The direction of set-up of this connection does not
necessarily limit the direction of set-up of virtual calls with this DTE.
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SWITCHED ACCESS OF PSPDN
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SA002.026

DTE IDENTIFICATION

The DCE needs to know the identity of the DTE in order to offer many of the
capabilities and facilities of the DTE/DCE interface. When the access connection is
switched, this means that there must be some on-line procedure for identifying the DTE.
This procedure must also provide some knowledge of the authenticity of the
identification. However, because not all services require the identity of the DTE, DTE
non-identification is an allowed, albeit limited, way of operating.

The DTE identity is a value agreed to explicitly by the DTE user and the PSPDN Ad-
ministration or is a value which the PSPDN Administration has agreed to accept through
an agreement with another authority (e.g., a credit card company).
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DTE IDENTIFICATION

e BILLING AND ACCOUNTING
e IDENT. TO CALLED DTE
e OPTIONAL FACILITIES

® PERSONAL DTE/DCE INTERFACE PROFILE

SAD02.036
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SA018.016

DTE SERVICES

Nonidentified, Identified, and Customized are the three types of switched access serv-
ice that may be offered to DTEs. In the Nonidentified DTE service, a minimum of
capabilities, as defined by the PSPDN, are offered to DTEs that do not use a DTE iden-
tification method and, therefore, are not billable. In the Identified DTE service, a set of
capabilities defined by the PSPDN is offered to DTEs that use a DTE identification
method to become billable, but that do not need any specialized capabilities. In the Cus-
tomized DTE service, the DTE uses a DTE identification method to become billable and
to obtain specialized capabilities or features that the PSPDN offers as additions to the
capabilities of the other DTE services.

There are twelve attributes that are used in defining the DTE services. Each attribute
describes an aspect of switched access operation. The values of the attributes for a par-
ticular DTE identity are known collectively as the DTE profile. The attribute values are:

a) specific to the DTE service,

b) set by the PSPDN for the DTE service, or

¢) selected by the user from values offered by the PSPDN.

The attributes are:

* DTE identity

* DTE identification method

* Registered address

* Registered PSN number

* X.25 subscription set

* Logical channels assignment

* Dial-out-by-the-PSPDN availability

* Modem selection

* Temporary location

* Secure dial-back

* DCE identity presentation

* Link level address assignment. .
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DTE SERVICES

e NONIDENTIFIED

e IDENTIFIED

e CUSTOMIZED

SA018.0286

COPYRIGHTED MATERIAL
Wﬂﬁ@’m Page 297 Not to be reproduced without

written permission.



X.25 & Related Protocols

SA003.036
DTE IDENTIFICATION METHODS

There are four methods specified in X.32 for DTE identification.

In the PSTN or CSPDN-provided (also called PSN-provided) method, the telephone or
circuit-switched network uses the Calling Line Identification facility to provide the DTE
identity to the PSPDN. The DTE does not need to implement any mechanism for giving
its identity to the PSPDN.

In the XID method, the DTE uses Exchange Identification (XID) frames to give its
identity and, possibly, some authentication information to the PSPDN. This must be done
before link set-up is started.

In the Registration method, the DTE uses Registration packets to give its identity and,
possibly, some authentication information to the PSPDN. This can be done before, after,
or during the Restart operation that occurs at Packet Level start-up but must be done
before the set-up of any virtual calls is begun.

These first three methods all establish the characteristics of the DTE/DCE interface
(e.g., number of logical channels, optional user facilities in effect) before any virtual calls
are made. Therefore, they are called "prior-to-virtual-call" methods.

In the fourth method, the NUI method, the Network User Identification facility that is
defined in X.25 is used by the DTE to give its identity in a Call Request packet. This
method establishes the characteristics only for the virtual call on which the facility is
used and, therefore, is called a "per-virtual-call" method. The NUI method may be used
when a prior-to-virtual-call method has been used, with the result of changing the inter-
face for that one virtual call. The NUI method may also be used when no prior-to-
virtual-call method is used.

Any of the DTE identification methods may be used to obtain the identified DTE
service. Customized DTE service is obtained by using any one of the prior-to-virtual-call
methods.
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DTE IBENTIFICATION METHODS

PRIOR-TO-VIRTUAL-CALL:
e PSTN OR CSPDN-PROVIDED -rejafme awanber

® XID 1> FRAME

e REGISTRATION Phcie
PER-VIRTUAL-CALL:

* NUI Notopele Uger  Dhewtliontion
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SA004.036

DCE IDENTIFICATION

. L‘ikcwisc, the DTE needs to know the identity of the DCE when it wants to verify a
dial-in connection or when a PSPDN has dialled out to the DTE, especially if that might
be done by more than one PSPDN. Knowing the DCE identity allows the DTE to use the
correct password or encryption algorithm, use the correct interface characteristics, and
perform the packet level operations correctly, especially address encoding and invoc'ation
of network-specific optional facilities. Therefore, on-line identification procedures of
the DCE must be defined when the access connection is switched. Again, DCE non-
identification is also an allowed way of operating. ’
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DCE IDENTIFICATION

I

e SECURITY RELATED INFORMATION

e DTE/DCE INTERFACE PROFILE

o PROPER OPERATION OF ADDRESSING AND FACILITIES

SAJ04.125
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SA005.036
DCE IDENTIFICATION METHODS

Recommendation X.32 specifies three methods of DCE identification. They are the
same as the prior-to-virtual-call DTE identification methods.
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DCE IDENTIFICATION METHODS

——c———————

e PSTN OR CSPDN-PROVIDED

e XID

e REGISTRATION

SAJJ5.036
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SA010.036

REQUIRED CAPABILITY

When connection to a PSPDN via a PSTN or CSPDN is offered, the PSPDN must
provide service such that DTEs are not required to implement any optional procedures or
use any optional facilities for DTE identification in order to operate. The two methods
of operation which satisfy this minimum requirement are the Nonidentified DTE service
and PSN-provided DTE identification. The provision of DCE identity is not required in
a minimum service.

Also, the PSPDN must offer dial-in operation. Dial-out operation may be offered in
addition.
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REQUIRED CAPABILITY

NONIDENTIFIED DTE SERVICE

OR

PSTN OR CSPDN-PROVIDED DTE IDENTIFICATION

DIAL-IN OPERATION

SAJ10.036
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SA006.026
PHYSICAL LEVEL

The physical level of X.32 is in accordance with Recommendations V.24 and V.25 for
PSTN connections and Recommendations X.21 or X.21bis for CSPDN connections. All
networks will support full duplex connections. Half duplex connections are optional.
DTEs may use automatic or manual calling and answering procedures. DCEs must use
automatic calling and answering procedures.

The speeds offered using the PSTN are 1200 bps, 2400 bps, 4800 bps or 9600 bps.
There is no one speed that is required of all networks. For using the CSPDN, the speeds
that may be offered are those given in X.1 for CSPDNs.
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PHYSICAL LEVEL

® V.24, V.25
o X.21, X.21bis

e FULL DUPLEX
e HALF DUPLEX

e 1200bps
® 2400bps
® 4800bps
® 9600 bps

CALLING PROCEDURES A oe Wanval
ANSWERING PROCEDURES

SA006. 036
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SA007.036

LINK LEVEL

The link level of X.32 uses LAPB as the basic procedure. When half-duplex operation
is performed, the LAPX procedure is added. LAPX was originally specified for
Telematic terminals and is currently Recommendation T.71 (previously S.71). It protects
the LAPB function from the half duplex transmission facility by using the Idle Channel
Condition to signal when line trunaround should be done.

The inclusion of switched access connections within a multi-link access is for further
study. Procedures for using XID frames for identification are defined.

Information for doing DTE/DCE identification or for X.32 facilities is carried in the
information field of XID command frames. Each XID command is answered by an XID
response frame that does not contain any identification or X.32 facilities information.
The first octet of the information field is the XID Format Identifier Subfield and has the
value 01000001. The next octet is the first octet of the User Data Subfield which is the
User Data Identifier and has the value 11111111, The remainder of the User Data Sub-
field is the rest of the Information field and contains the identification or X.32 facilities
information.

The link level addresses are assigned according to the convention defined in Recom-
mendation T.70 where the initiatior of the switched access has address "A" and the
answering equipment has address "B". However, networks are allowed instead to use the
X.25 convention where the DTE is "A" and the DCE is "B", thereby reducing the impact of
X.32 implementation on existing X.25 equipment. This difference in address assignment
is not significant for dial-in operation.

r(:‘,‘O':IDtY}}JIGI~I'1‘E§) MQTE{!}?‘I -\g,
ce w1 ou
AN, Page 308 B o e,



T}

/X 25 & Related Pr otocol

-/‘.-m...,v

LINK LEVEL

e LAPB
e LAPX &(Tﬂl Lor dole Yoy Mwl"”"f‘h
MOl Ao e phif doplex ity
e MULTI-LINK o tdic ool =
€= 4 Flags
B g ‘ » &~ v d Ve clgun
e XID PROCEDURE  YID coownie e ldume
e ADDRESSES

COPYRIGHTED MATERIAL

Not to be reproduced without
gmm Page 309 w?xtteon pem‘x)lsswne wirhou



X.25 & Related Protocols

SA008.036
PACKET LEVEL AND X.32 FACILITIES

The packet level of X.32 defines use of the Network User Identification facility and
the On-line Facility Registration facility procedure for identification. In the Registra-
tion packets the Registration field is where the identification and authentication infor-
mation or X.32 facilities are carried.

A new facility defined in X.32 is the NUI Override Permission facility. This facility
prevents the NUI facility from being used to change the interface characteristics for a
virtual call unless the definer of the interface gives permission for this to happen. For
Nonidentified DTE service, the PSPDN is the interface definer. Otherwise, the DTE
identified by use of a prior-to-virtual-call method is the interface definer.

Other X.32 facilities are:

* Temporary location
* Secure dial-back.
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PACKET LEVEL AND X.32 FACILITIES

e REGISTRATION

® NUI FACILITY
® NUI OVERRIDE PERMISSION FACILITY
¢ TEMPORARY LOCATION FACILITY

e SECURE DIAL-BACK FACILITY

SA008.036
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SA019.036

IDENTIFICATION PROTOCOL

When DTE/DCE identification is done by either the XID or Registration method an
"identification protocol" defines which pieces of identification and authentication infor-
mation are used and in what order. Five pieces of information are defined, called
"identification elements™

Identity (ID)

Signature (SIG)

Random number (RAND)
Signed response (SRES)
Diagnostic (DIAG)

The identification elements are exchanged between the "challenged" party and the
"questioning" party. The challenged party is the DTE or PSPDN that is giving its identity
(i.e.,, the DTE in DTE identification; the PSPDN in DCE identification). The questioning
party is the DTE or PSPDN that is checking the validity of the identity given (i.e., the
PSPDN in DTE identification; the DTE in DCE identification).

Two grades of security are possible with the identification protocol. Grade 1 is a
"password" technique. Grade 2 involves public key encryption.

The identification elements are coded the same way as facilities. In the XID method,
an element is carried in the User Data Subfield of the Information field in an XID com-
mand frame. In the Registration method, an element is carried in the Registration field
of a Registration Request or Registration Confirmation packet.

If both DTE identification and DCE identification are done, they may be done
separately or at the same time (i.e., in the same packets or frames).
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IDENTIFICATION PROTOCOL

QUESTIONING
CHALLENGED
PARTY PARTY

N"SIG]\

GRADE 2

SA019.036
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SA017.036

INITIAL DEFAULT VALUES

The initial configuration of the DTE/DCE interface before any DTE identification is
done has been defined as a very simple one and is the configuration for the Noniden-
tified DTE service if that is offered. The direction of the logical channel is the same as
the switched access (i.e., one-way outgoing for dial-in access; one-way incoming for dial-
out access). Networks may allow non-identified DTEs to change this configuration, pos-
sibly even enlarge its capabilities, using Registration.
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NONIDENTIFIED DTE SERVICE

e 1 ONE-WAY CHANNEL

e NO ENTIRE INTERFACE FACILITIES IN EFFECT
o PACKET = 128

o WINDOW =2

e THROUGHPUT CLASS = SPEED

e LOCAL CHARGING PREVENTION

SAD17.026
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PAD: X.28 - X.3 - X.29

DTE

START/STOP
MODE DTE

X.29

PD000.01E
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PDO007.044

FUNCTIONS OF THE PAD

The PAD must perform some basic functions to enable a start/stop DTE to interact
with a packet network. These include the following:

* Assembly of characters into packets and disassembly of packets into serial
character streams

* Performing the operations necessary for establishing
* Resetting, and clearing a virtual circuit
* The operations for interrupts and generation of service signals.
The PAD must also provide mechanisms for forwarding packets, for transmitting data

toward the start/stop DTE, and for handling the break signal. Finally, the PAD must in-
clude procedures that will enable the operator to use a limited subset of editing functions.
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PAD FUNCTIONS

OASSEMBLY OF PACKETS
ODISASSEMBLY OF PACKETS
OPACKET FORWARDING
OCHARACTER TRANSMISSION
OCALL ESTABLISHMENT

OCALL CLEARING

OVIRTUAL CIRCUIT RESETTING
OVIRTUAL CIRCUIT INTERRUPTS
OSERVICE SIGNALS

OBREAK HANDLING

OEDITING

PDDO7.125
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PD008.122
PAD PARAMETERS

The PAD is the functional unit that interfaces the packet-switched network with the
start/stop DTE. It is defined such that it may be a unit within the network or a unit on
the customer’s premises serving as a relay between one or more terminals and the X.25
access. A number of "statistical multiplexers" are on the market that fulfill this purpose.

There are a number of operations defined that are performed by the PAD. These can
be dynamically modified by either the start/stop DTE side or the X.25 network side. A
basic family of parameters are defined that can take a number of different values to
provide the characteristics needed for operation of the start/stop terminal.
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X.3 PARAMETERS

PARAMETER REFER

PARAMETER DESCRIPTION

PAD RECALL

ECHO

DATA FORWARDING SIGNALS

IDLE TIMER

ANCILLARY DEVICE CONTROL

PAD SERVICE SIGNAL

ACTION ON BREAK

DISCARD OUTPUT

PADDING AFTER CARRIAGE RETURN

QIO NIAINIHLIWING =~

-

LINE FOLDING

-
-l

SIGNALLING RATE

-
N

FLOW CONTROL OF PAD

-t
w

LINEFEED INSERTION

-
»H

LINEFEED PADDING

-
o

EDITING

-
(-]

CHARACTER DELETE

-l
-~

LINE DELETE

-b
[ ]

LINE DISPLAY

EDITING PAD SERVICE SIGNALS

ECHO MASK

N
o,

N
-

PARITY TREATMENT

N
N

PAGE WAIT
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PD009.044
X.3 PARAMETER VALUES
FERE . YALUES
1 PAD recall 0 not possible
1 Character DLE (default)
32-126 user defined characters
2 Echo 0 no echo
1 echo (default)
3 Data forwarding 0 full packet only
1 alphanumerics
2 carriage return (default)
4 ESC, BEL, ENQ, ACK
6 carriage return, ESC, BEL, ENQ, ACK
8 DEL, CAN, DC2
16 EXT, EOT
18 carriage return, EOT, ETX
32 HT,LT, VT, FF
126 all other characters in col 1 & 2, IAS
4 Idle timer delay 0 no timer
1-255 delay value in twentieths of a second
(all possible values not always
available in some networks)
5 Ancillary device control 0 not operational
1 X-ON (DCI1)/X-OFF (DC3) - data transfer
2 X-ON/X-OFF - data transfer and command
6 Control of PAD service sigs 0 no service signals
1 transmit service signals
5 transmit service and prompt signals
8-15 network dependent format service signals
7 Operation on break 0 no action
1 interrupt packet
2 reset packet
4 indication of break service signal
5 interrupt and indication of break
8 escape from data transfer state
16 discard output to start/stop DTE
21 1+ 4+ 16 combined
8 Discard output 0 normal data delivery
1 discard output to start/stop DTE
9 Carriage return padding 0 no padding
1-7 number of padding character inserted
10 Line folding 0 no line folding
1-255 number of characters per line
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PD009a.044

X.3 PARAMETERS VALUES (cont)

11 Binary speed
S,{s)mﬂf.//‘w} Vﬂl‘Q.,

VO JOAWNMEWN—

12 Flow control of PAD 0
1

13 Linefeed insertion 0
1

2

4

5

6

7

14 Linefeed padding 0
1-7

8-255

15 Editing 0
1

16 Character delete 127
0-126

17 Line delete 24
0-23, 25-127

18 Line display 18
0-17, 19-127

FIAARNITAAL

110 bit/s
134.5 bit/s
300 bit/s
1200 bit/s
600 bit/s
75 bit/s
150 bit/s
1800 bit/s
200 bit/s
100 bit/s
50 bit/s
75/1200 bit/s
2400 bit/s
4800 bit/s
9600 bit/s
19200 bit/s
48000 bit/s
56000 bit/s
64000 bit/s

not operational
use X-on (DC1) and X-off (DC3)

None

after carriage return to DTE

after carriage return from DTE
after echoed carriage return

values 1 + 4

values 2 + 4

values 1 + 2 + 4 (data transfer only)

none
number of pads inserted (data transfer
optional extension only)

of f
on

DEL character
other characters from IAS5 (optional)

CAN character
other characters from IAS (optional)

DC2 character
other characters from IAS5 (optional)
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PDO009b.044 ‘
- X.3 PARAMETER VALUES (cont.)

NOTE: The following parameters were added in the 1984 version.
19 Editing PAD service sigs no editing

editing for printing terminals
editing for display terminals
editing using characters from range
32-126

0N~ O

0 all characters echoed
1 no echo of carriage return
2 noechoof LF
4 noechoof VT HT, FF
8 no echo of BEL, BS
16 no echo of ESC, ENQ
32 no echo of ACK,NAK,STX,SOH,EOT,ETB,ETX
64 no echo of editing characters
128 no echo of all characters in columns
1 and 2 plus DEL

20 Echo mask

0 no parity detection or generation
1 parity checking

2 parity generation

3 wvaluel +2

21 Parity treatment

22 Page wait 0 no page wait
23 number of linefeed characters before
waiting (mandatory value)
1-22, 24-255 optional values
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PD010.122
X.28 PROCEDURES

X.28 defines the procedures for operation between the start/stop DTE and the PAD. It
- covers the establishment of access to the PAD, establishment of the virtual call through
the packet network, arrangement of the PAD parameters, and transfer of data in both
directions. ’

Many of the OSI layers of operation are involved in the PAD. From the Physical
Layer, there is access using the V-series Recommendations (RS-232-C) as well as the X.20
public data network circuit switched access.

The Data Link Layer is ultrasimple using only the start/stop character
synchronization.

The Network Layer procedures involve the two steps of access to the PAD and circuit
establishment through the packet network.

The remaining functions relate to the upper four layers - transport, session,
presentation, and application functions. The dividing lines between these layers are not
clear, but the functions are considered collectively for this purpose.
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ACCESS TO PAD FROM START/STOP MODE DTE

VIA LEASED OR SWITCHED PUBLIC TELEPHONE CIRCUIT

® CCITT V.21 (UP TO 3008BPS)
® CCITT V.24/V.28 (RS 232C)

VIA LEASED OR SWITCHED PUBLIC DATA NETWORK CIRCUIT

® CCITT X.20

® CCITT X.24/X.26/X.27

PD010.125
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PDO001.122
STATE DIAGRAM

A state diagram is used to define the pad operations and sequence of events. The el-
lipses represent a specific state that has certain signals associated with it. The rectangle
represents a family of signals from which a specific signal can be selected. Each state is
essentially an instantaneous snap-shot of the interface showing the signals that originate
from the DTE and the PAD. The transition between states is caused by either the DTE or
the PAD presenting a different signal (see legend below).

NOTES:

1. States 3A and 3B are represented for convenience. They are functionally equivalent.
2. State 8 is used to represent a state during which all PAD Service Signals are transmitted.
3. When parameter 6 is set to 0, the change in state occurs when the PAD receives an in-
dication that the virtual call to the packet-mode DTE has been established.
‘4. When parameter 6 is set to 0, states 4 and 8 are bypassed.
5. The PAD will permit entry to the PAD Waiting state N times before performing PAD
clearing.
6. Under certain circumstances DTE Clearing is performed by disconnecting the access
information path.
7. Some networks may allow states 2 to 4 to be bypassed.

LEGEND -
D - DTE to DTE data signal
0 or 1 - Steady binary conditions
<> - An International Alphabet No 5 (ASCII) character sequence
n - State number
Dwg. goes here
t - Value on interchange circuit 103 when access is via X.20bis or V.21; or on T inter-

change circuit when access is via X.20.

r - Value on interchange circuit 104 when access is via X.20bis or V.21; or on R inter-
change circuit when access is via X.20.
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PAD COMMAND SIGNALS

The PAD will accept and respond to PAD command signals when the start/stop DTE is
in PAD command mode. The commands are:

COMMAND
STAT

CLR

PAR?params
SET?params
SET params
PROF ident
RESET

INT or INTD

Selection*

* facility,facility,..-.Abbreviated address,full address D user data

CRANIEIEAA,

DESCRIPTION

Request status

Clear VC

List current values
Set and read values
Set values
Set standard values
Reset VC

Interrupt

Establish Virtual Call

RESPONSE

ENGAGED
FREE

CLR CONF
CLR ERR

PAR dd:dd,....
PAR dd:dd.....
Acknowledgement
Acknowledgement
Acknowledgement

Acknowledgement

Acknowledgement

Page 330
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PAD SERVICE SIGNALS

The PAD service signals include the following:

F AT
Reset DTE
Reset ERR
Reset NC
Reset RPE
Incoming call

CcoOM

XXX

ENGAGED

FREE

PAR

ERR

CLR

CLR CONF

*

Format effector
Network dependent
\

PAGE

BS SP BS

TRANSFER DTE ...

AN,

EXPLANATION
Remote DTE has reset the VC
Reset due to local procedure error
Reset due to network congestion
Reset due to remote procedure error
For further study
Indication of call connected
Selected by administration
Indication of line delete

Response to PAD status command when call
has already been established

Response to PAD status command when call
has not been established

Response to set and read PAD command signal
PAD command signal is in error

Ihdication of clearing

Confirmation of Clearing

Prompt PAD service signal

Acknowledgement PAD service signal

PAD identification

Indication of character delete function (printer)
Page wait indication

Indication of character delete function (video)

Indication of DTE reselection

COPYRIGHTED MATERIAL
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CLEAR INDICATION PAD SERVICE SIGNALS
CAUSE MNEMONIC  EXPLANATION

Number busy OocCC Called number engaged

Network congestion NC Temporary condition due to
heavy traffic or nodal
failure

Invalid fac req INV Facility request invalid

Access barred NA Called DTE not permitted

) connection to DTE
Local procedure err ERR Error due to DTE connected to
: PAD

Remote proc. err RPE Error due to distant DTE

Not obtainable NP Destination number not
assigned

Out of order DER Destination out of order

PAD clearing PAD Call cleared by local PAD in
response to remote DTE

DTE clearing DTE Remote DTE cleared the call

Reverse charging RNA Called DTE has not subscribed

acceptance to reverse charging

not subscribed : acceptance

COPYRIGHTED MATERIAL
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EXAMPLE CALL

DTE DCE
V.25 AUTO CALL
BINARY 1
BINARY 1
SET? 12:1 (cr)
PAR 12:1
FACILITY, "REVERSE CHARGE" -
ADDRESS D DATA (cr)
COM
[DATA TRANSFER]
'DLE (return to PAD control)
CLR (cr)
CLR CONF

PD012. 036
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STANDARD PAD PROFILES

Profiles are available whereby the X.3 parameters pre-set when communication com-
mences between a start/stop DTE and a PAD. These settings can either be one of the two
standardized profiles or one of the numerous profiles that networks offer users to meet a
wide variety of configurations. Once the communication is established, profiles can be
altered if they allow for recall of the PAD for control purposes.

The two X.3 standard profiles are 1) the Transparent and 2) the Simple profile. The
Transparent profile is most basic and does not allow PAD recall to change any of the
parameter values. The Simple profile is general purpose, but is not optimized for any
specific application. Most Public Data Networks offer a large variety of profiles to ac-
commodate the numerous configurations that are in actual application by users.
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X.3 STANDARD PROFILES

EEEE?J{E? PARAMETER TRANSPARENT IMPLE
R DESCRIPTION PROFILE ID=91 ROFILE ID=90
1 RECALL . 0 NOT POSSIBLE 1 DLE
B 2 ECHO 0NO ECHO YT
B DATA FORWARD | 0 NONE 126 SIGNAL CHAR |
“ IDLE TIMER 20 ONE SEC 0 NO TIMEOUT
5 ANC. DEVICE 0 NO XON/XOFF 1 XON/ XOFF
------- 6 | SERVICE siG 0 NONE 1 8IGNALS SENT
Ty BREAK 2 RESET 2 RESET
i 8 DISCARD 0 NORMAL DELIVERY | 0 NORMAL
:: 3 CR_PADDING 0 NONE 0 NONE i
10 LINE FOLD 0 NO 0 NO
T SPEED(AUTO) 0 110 BPS 0 110 BPS
2 300 BPS 2 300 BPS
‘ 8 200 BPS 8 200 BPS
12 XON/XOFF o NO 1 XON/XOFF
13 LF INSERT 0 NO 0 NO B
PDO13A.026
X.3 STANDARD PROFILES
PARAMETER PARAMETER TRANSPARENT SIMPLE
QS:AEB'E%NCE DESCRIPTION PROFILE ID=91 PROFILE=90
14 LF PADDING 0 NONE 0 NO
T EDITING "o oFF 0 OFF
T e 1 cHaroeL 127 DEL 127 DEL
T Tuneoer 24 CAN | 24 caN
'''''' 1 [UNeoseL | e bcz spcz ]
______ 19 EDIT SERV SIG | 1 PRINTER 1 PRINTER
20 "ECHO MASK | 0 ECHO ALL 0 ECHO ALL
"""" 21 | pamiTY | o NONE 0 NONE
°°°°°°° 22 | PAGE WAIT | 0 DISABLED 0 DISABLED
PD0D138.028
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X.29 PROCEDURES

X.29 defines the procedures for the exchange of control information and user data be-
tween a packet mode DTE and a PAD. During call establishment, the protocol ID field is
used to convey protocol identification information between the end-points.

The categories of settings are identified by bits 7 and 8 of the first octet of the user
data field of the call request packet:

00 CCITT use
01 national use
10 ISO use

11 DTE use

During the data transfer phase, the data field of data packets is used to transfer user
data and X.29 control information. The determination of content is made based on the
setting of the Q-bit in the GFI. When Q=1 the data field contains PAD control
information, and when Q=0 the data field contains data to or from the PAD.
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CALL REQUEST PACKET

FACILITIES
| | 1

FUTURE
i I L

1 1 i

SPECIFICATION
1 | 1

] Ll 1

B

Page 337

[ L
I I
o 1
l 1
1 I
—i PROTOCOL ID
L 1
1
[ 1
Ll !
€C= 00 cairt
01 NATIONAL USE
10 1SO USE
11  DTE/DTE USE
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PAD CONTROL PACKETS

When a PAD receives a packet with the Q-bit set to one, it will deliver all data to the
start/stop DTE, forward any packets, and then interrogate the first data byte of the im-

mediately received packet.

If it does not recognize the command code, it will return an

error PAD message with the appropriate code.

There are eight PAD control messages defined:

SET PAD MESSAGE
READ PAD MESSAGE
SET & READ PAD
MESSAGE

PARAMETER
INDICATION

INVITATION TO CLEAR

INDICATION OF BREAK

RESELECTION PAD

ERROR PAD MESSAGE

Indicates to the PAD to set the
parameters specified in the packet to
the given profiles.

Instructs the PAD to read the specificd
parameters and return a parameter in-
dication message.

Instructs the PAD to first set the
selected parameters and then return
the parameters requested.

Provides an indication of the parameter
settings

To avoid the loss of data during clearing, the PAD
can be notified when all data has been

sent so clearing can be initiated from

the receiving end.

When parameter 7 is set to value 21, the PAD will
transmit an interrupt packet followed

by a break PAD message to indicate

that the PAD is discarding all data

designated for the start/stop DTE.

The PAD message will indicate in its

parameter field that parameter 8 has

been set to 1.

Instructs the PAD to clear the existing call and
to establish a new call to the DTE

given in the PAD message using any

facilities and call user data included.

If the PAD can not interrupt a PAD command or a
parameter value is invalid, it will
respond with an ERR PAD message.

COPYRIGHTED MATERIAL
Not to be reproduced without
Page 338 written permission.



X.25 & Related Protocols

DATA PACKET

8 7 6 5
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MESSAGE
0 0 00 CODE
[ 1 '] 1 2 [l
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PARAMETER
# REFERENCE
1 ] 4 1 1 'l [ "
¥ 1 ) | | L} L) | | 'l
y; PARAMETER
2 VALUE
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IYPE
SET
READ
SET & READ

PARAMETER
INDICATION

INVITATION TO
CLEAR

INDICATION OF
BREAK

RESELECTION

ERROR

PAD MESSAGES

—CODE

00000010
00000100
00000110

00000000

00000001

00000011

00000111

00000101

Page 340
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PAD ERROR CODES

TYPE CODE
MESSAGE LESS THAN 8 BITS 00000000
INVALID MESSAGE CODE 00000001

PARAMETER FIELD INVALID OR
INCOMPATIBLE WITH CODE ooooo0o010

NOT AN INTEGRAL NUMBEROF 00000011
OCTETS

PARAMETER INDICATION PAD 0ooooo0to00
MESSAGE WAS UNSOLICITED

RECEIVED PAD MESSAGE 00000101
TOO LONG
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RELATIONSHIP TO THE OPEN SYSTEMS INTERCONNECTION
REFERENCE MOD

The Opcn Systcms Interconnection (OSI) reference model defines a seven-layer ar-
chitecture for -distributed information systems applications. (A tutorial on OSI is
presented in Transmission 1 of the Qpen Svstems Data Transfer in the Qpen Systems
Handbook -sée reference documents). Each layer performs a defined set of functions to
facilitate communications among remotely located open systems.

The PAD -Recommendations were developed before the establishment of the OSI
reference model. Therefore a direct mapping of the PAD functions to specific OSI layers
has not been ¢tlear, and has been a topic of some controversy.

While the PAD does not perform many of the defined OSI services, it is possxblc to
identify the placement of the various PAD functions.

_ The Physical Layer functions of X.28 ‘are t’eadxly apparent and the Data Link func-

tions are very minimal, if not non-existent. Each of the functions defined by X.3 is class-
ified by layer in the facing table. In general, the PAD is viewed as providing Network
Layer services. Only when user data, which is being transmitted end-to-end, is modified
in format (syntax) does the Presentation Layer functionality apply. The analogy can be
made that X.3 parameters specify Network Layer functions provided by the PAD in the
same sense that X.25 facilities specify many of the Network functions provided by a
DCE. PAD command and service signals may be viewed as Network Layer protocol
mechanisms that allow functions to be selected.

The X.29 PAD messages that are transmitted in the data qualified packets (Q=1)
provide the function that can also be placed in the Network Layer functionality. It is the
setting ‘of the Q-bit that distinguishes between user data flowing end-to-end from Net-
work Layer control information flowing between a PAD and X.25 DTE or another PAD.
(This contradicts some past views that X.29 is a Transport or higher layer protocol, while
the X.25 packet serves only the Network function.)
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RELATION OF PAD PARAMETERS WITH OSI

PARAMETER NAME APPLICABLE OSI| LAYER
1 PAD RECALL .| NETWORK
2 ECHO : NETWORK
3 DATA FORWARDING NETWORK
] IDLE TIMER DELAY NETWORK
s ANCICLARY DEVICE NETWORK
] PAD SERVICE SIGNALS | NETWORK
7 BREAK HANDLING NETWORK
s DISCARD OUTPUT NETWORK
9 PADDING AFTER CR | NETWORK
10 LINE FOLDING PRESENTATION

PDO1SA.016
PARAMETER NAME APPLICABLE OSI LAYER
1" SIGNALLING RATE NETWORK
12 FLOW CONTROL OF PAD | NETWORK
13 LINEFEED INSERTION NETWORK - VALUES 0 (OFF) OR
AFTER CR 4 (IN ECHOED SIGNAL)
PRESENTATION - ALL OTHER
VALUES (WHEN IN END-TO-END
USER DATA STREAM)
14 PADDING AFTER LF NETWORK
15 EDITING NETWORK - WHEN USED IN PAD
CONTROL MODE
PRESENTATION/APPLICATION -
WHEN USED FOR END-TO-END
USER DATA STREAM
16,17,18 EDITING CHARACTERS ACCORDING TO USE OF PAR 18
9 E'DGILIrESPAD SERVICE NETWORK
20 ECHO MASK NETWORK
21 PARITY TREATMENT DATA LINK
22 PAGE WAIT NETWORK
PD0188.018
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