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Concepts: System Loader

for a list of kernel subsystems, see buildtib/Makefile, and look at
the PROGLIBS list; applications can be found in the
PROGEXES list

Debugging

there are some special considerations for debugging
dynamically loadable applications because their load address is
not known until they are actually loaded

the application load address must be read from the TI console
via the 'loadmap’ command (after the loader has loaded it), and
then fed nto the debugger (see the manual for your debugger of
choice) when you load the application symbol table:

[2:TN]$ loadmap 2

--> arp.exe 0x304ecdd0 0008944
--> tcp.exe 0x30508df0 0057776
--> tftp.exe 0x304e£f040 0020488
--> snmp.exe 0x304££730 0030360
--> tn.exe 0x304£40£f0 0038424
--> ip.exe 0x304c0£f70 0179780
--> hdlc.exe 0x30491560 0058368
--> lance.exe 0x30522£f00 0008840
--> dsde2.exe 0x305251a0 0005232

alternatively, this step can be avoided by linking the application
into the kernel slab for debugging purposes

loadmaps are available on-demand from the TI; they are also
dumped into the system log so that dynamic addresses found in
stack dumps can be resolved post-mortem

the 'stkscan’ and ‘logscan' tools assist in the post-processing of
log information:

»  Cut/paste the loadmap info into a temporary file (/tmp/stk)

Move to the directory that containing the linker map files $ cd
buildtib/maps

» stkscan the faulting address $ stkscan /tmp/stk 0x327c11a8

The output looks something like:
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intruder->stkscan /tmp/stk 0x327clla8
0x327clla8 [fsi @ 0x5888 ] == fsi_xmt_oper_act+0x0

Software release

+ we have the potential to release each executable module
independently, and then have a compatibility matrix in the
loader to enforce compatibility rules

*  while the benefit of this software release model is great, it
presents nightmare-ish test and processing matrices for the SQA
and Manufacturing departments

6. Adding a new subsystem

Kernel subsystems
¢ add code to spawn the kernel application in Id_phase2.c
/* Create the Data Path gate */

1d_svc(GID_DP_INI, LDF_NONE, dp_init_act, 0);

this reference to the subsystem's entry point causes the subsystem to be
‘ linked into the kernel

« add subsystem to PROGLIBS line in the global build directories
(buildtib, buildace, buildpir, ...)

Application subsystems (dynamically loadable)

+ make sure application conforms to requirements listed above

* modify the Makefile in your subsystem to specify PIC and any
PROGLIBS required for linking

¢ add your subsystem to the PROGEXES line in the global build
directories (buildtib, buildace, buildpir, ...)

¢ <subsys>_hdr.c file must be updated (see doc list below)

e register" application with dynamic loader by grabbing an index
in the loader's global include file, and then adding the subsystem
name to the loader's

e add attribute to loader MIB record and add code to loader files to
load/unload new application

* see 'dyn_load_user.ps’ document below for all the details
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7. Related documentation

1-20

/rtel/harpoon/doc/sysman/dyn_load.ps
/rtel/harpoon/doc/sysman/dyn_load_user.ps

/rtel/harpoon/doc/sysman/Email-archive/
dynamic_loadr_rel.txt (somewhat outdated) -

Guide Name



2 &  © © ¢ o & ¢ © & ¢ ¢ e €& ¢ & © e e ¢ @
Chapter 1 Concepts: Semaphores ¢

&

GAME 101

Chapter 1 Concepts: Semaphores

Approximate time to cover: ?

1. Semaphore Overview

Game implements a fairly straightforward semaphore capability with
some additional requirements due to GAME's high-availability nature.

A semaphore is used to control access to a critical resource. This may
be a shared data structure or a piece of hardware: Another use is to limit
the number of instances of a certain task being performed.

Each semaphore has a number of "tokens" associated with it. Each token
allows one gate to enter the critical section guarded by a semaphore. A
"binary semaphore" is simply a semaphore with 1 token.

The number of tokens which a semaphore has is specified when that
semaphore is created. Its possible to add or remove tokens from a
semaphore while executing.

There are two types of semaphores: well-known and dynamic. These
work much like gate IDs. The well-known semaphores are defined at
compile time in a header file (include/known_sema.h). The dynamic
semaphores are allocated at run time.

When a gate tries to get a token it will pend if one is not available. As
tokens are freed, the pending gates will acquire the token and unpend.
This is done in a FIFO order.

GAME tracks the ownership and creation of semaphores and tokens like
any other resource and will automatically free tokens or remove un-used
semaphores when gates die. In order to know which gates are using which
semaphores, GAME requires a gate to register for a semaphore before
using it.

Semaphores are local to a single slot and cannot be used across slots.

Guide Name 1-1 L
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2. Well-known vs. Dynamic Semaphores

GAME semaphores come in two flavors; well-known and dynamic. Each
of these has the following characteristics:

Well-known Semaphores:

e The ID is defined in include/known_sema.h.

« It may be used by a gate without the burden of passing around a
semaphore ID.

+  Multiple gates can "create" the well-known semaphore.
Provided the number of tokens remains the same, the 2nd and
subsequent creations just become registrations. -

Dynamic Semaphores:

* Created at run time by a gate.

*  The semaphore ID is assigned by GAME and must be passed to
any other gates which want to use that semaphore.

3. Semaphore creation and registration

The g_sema() system call is used to create and/or register to use a
semaphore.

SEMA g_sema (SEMA sema, u_int32 n)

sema: handle of the semaphore being managed:

an existing semaphore will change the number of tokens associated with
that semaphore to n, or register for usage of that semaphore

G_SEMA_CREATE

to create a new dynamic semaphore otherwise well-known semaphore to
create

n: total number of tokens for a new semaphore OR
G_SEMA_REGISTER to register to use a semaphore.
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The return value is is the semaphore handle to use in subsequent

g sema_XXX() calls. It will be a newly allocated ID if "sema" is
G_SEMA_CREATE. Otherwise, it is the same value as the "sema"
parameter.

Creation of a semaphore automatically registers the creating gate to use
that semphore.

If the semaphore already exists and G_SEMA_REGISTER is not

specified, g_sema() will change the number of tokens associated with the
semaphore to n. Adding tokens will not pend. Decreasing the number of
tokens ("n" is less than in the original creation call) may pend because a
token first needs to be acquired before the max count can be decremented.

As mentioned above, its possible to do multiple creations of a well-known
semaphore. The 2nd and subsequent g_sema() calls simply look like calls
to change the number of tokens. If all creators initialize the number to
the same value, then no change happens. The net result is that the creator
is only registered for the semaphore. -

4. Getting a token.

The g_sema_get() call is used to obtain a semaphore token. If a token is
available in the free token pool of the semaphore, one is removed from
the pool and assigned to be owned by the calling gate. If there are no free
tokens at the time, the calling gate PENDS until one is freed by some
other gate. Note that if the caller owns all tokens, a deadlock is certain!

When there are no free tokens, multiple pending gates are served on
first-come first-serve basis. This rule includes callers of g_sema() that are
trying to reduce number of tokens.

Death of an owner of the token will cause the token to be returned to the
semaphore it came from so that applications need not be concerned with
the clean-up.

void g_sema_get (sema)

sema: the semaphore from which a token is desired
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5. Returning a token

The g_sema_put() call frees one semaphore token back to its free pool
without any pending. If there are other gates waiting for a token (due to
g_sema or g_sema_get calls), the first one is scheduled to run at the end
of the current activation queue (just as a message delivery would).

A caller that has no token belonging to that semaphore is terminated.

void g_sema_put (SEMA sema)

sema: the semaphore to which the token is returned

6. Checking a semaphore's state

14

It is often helpful to know if there are any tokens available before calling
g_sema_get(). This way, a gate can avoid pending if none are available.
The g_sema_state() call provides this information.

int g_sema_state (SEMA sema)

sema: the semaphore whose status is desired

The returned status may be:

> 0

a positive number indicates number of free tokens available
<= 0

zero and negative indicate lack of tokens and number of already pending
waiters (in a sense a negative token count...). i.e. 0 means there are no
tokens left, -2 means there are no tokens and 2 gates are already waiting
for a token.

\ 4

Note: The following is guaranteed not to pend on uni-processor systems.

if (g_sema_state(s) > 0)
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g_sema_get(s);

For SMP, the issue is a bit tricker. Depending upon what gates are using
the semaphore and their SMP type, the above may be work. This is the
case if all users of the semaphore can't be scheduled to run in parallel.
To fix this for SMP would probably require the addition of a new syscall.
At the moment its felt that there's not any demand-for this functionality.

7. Gate Death and Cleanup

Whenever gates die, any tokens it has acquired are returned to the
semaphore. This will allow a waiting gates to acquire a token.

When the last user of a semaphore dies, the control block for that
semaphore is also freed. This means that the semaphore will have to be
re-created before it can be used again.

8. Semaphores and Mappings -

Mappings don't inherit a creator's registration for a semaphore. If a
mapping needs access to a semaphore (even one created by its owner) it
must first register to use that semaphore. The reason for this is so that if
that mapping completes while still holding onto a token, that token will
be returned to the semaphore.

9. Are semaphores really needed?

Due to GAME run to completion scheduling and SMP implementation
the need for semphores is actually pretty small.

Typically a semaphore would be used to lock a data structure. On a single
processor system, as long as a gate doesn't pend during its critical section
(while modifying the data structure) no other gate will run. So in this
situation a semaphore isn't necessary. The important part is that the critical
section is non-pending. )
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On SMP systems, the SMP type of the gates which access the data
structure will control if those gates can run in parallel. If gates are
configured such that they won't run in parallel, then semaphores aren't
needed. Essentially, in this situation, the SMP system looks like a single
processor system as far as a gate's ancestory is concerned.

SMP also provides a spin-lock capability. This may be more efficient at
protecting a data structure then semaphores as described here. Especially
if its unlikely that multiple concurrent accesses to the data structure will
happen. However, spin-locks can only be asserted for short periods of
time, and a gate cannot pend while it has one.

The primary use of semaphores in GAME applications is to protect data
accesses between a gate and its mappings. This is only necessary if a
gate's mapping routines perform "real work”, as opposed to just sending
a signal to the gate's base context. This was discussed in the Mappings
section.
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GAME 101

Chapter 1 Concepts: Timer and Time
of Day Services

1. Overview

The GAME Timer Service (AKA timers) provides functionality to allow
gates to be periodically scheduled and to sleep. The GAME Time of Day
Service (AKA time) prov1des functionality that allows gates to set and
get system time. , -

2. Timer Overview

Some applications (like those that implement the RIP, SAP, HELLO,
LMI, LQR, or BOFL protocols) need to be able to execute the same code
on a periodic basis.

Each gate can have one periodic timer. When the timer expires, the gate.
will be scheduled for a SIG_TMO signal as long as the gate is not already
scheduled by a SIG_TMO signal from a previous timer expiration.

The g_tmo() kernel system call is used to start, adjust, and cancel a gate's
periodic timer. Once the timer has been started, it will expire every
time-out period until the timer is cancelled.

Some applications execute part of their code and then wish to sleep for a
period of time before continuing on with the rest of their code. The
g_delay() kernel system call or a combination of the g_idle() and
g_timer_get() kemnel system calls can be used to achieve these resuits.

3. g_tmo() kernel system call.

Applications start, adjust, and cancel a gate's periodic timer by calling
the g_tmo() kernel system call:
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u_int32 g_tmo (GID gid, u_int32 time)

gid: gate id whose timer is being manipulated
time: timeout period [1/1024 seconds]
C_CANCEL orxr 0 cancels the timer

The return value is the timer's previous "time" value.

g_tmo() is easy to use but because you can specify any gid, you must be
careful or you might start or cancel the wrong gate's timer.

The actual time used for timer expiration is not necessarily what was
entered and usually is longer. The FRE, FRE-II, ASN, ACE25, ACE32,
AFN, and ARE round this time up to multiples of 16 ms.- The AN and
the ARN round this time up to multiples of 64ms.

Because timer interrupts are serviced in between gates, some drifting can
occur when gates run longer than the platform’s Real Time Clock (RTC)
interrupt granularity.

GAME's code refers to RTC in two different ways:

calendar or wallclock time.

2. A timer that increments in fractions of seconds that asserts an
interrupt that GAME can use to internally manage the periodic
software timers.

"RTC" within this section refers to #2 as described in the FRE spec
(described in the FRE address space document /usr9/harpoon/doc/
hardware/freL.txt). '

Reliable messages and g_delay() save, steal, and restart a gate's timer (if
it exists) which results in a timer expiration delay.

The macros G_TMO_SECONDS and G_TMO_DEFAULT can be used.
They are defined in include/kernel.h.

Examples.

1. 1. Start a timer for the current gate.
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/*
* some existing application

*/

... -

g_tmo (G_SELF_ID, G_TMO_SECONDS(30));

2. Cancel a timer for the current gate.
/ *

* some existing application

*/

g_tmo (G_SELF_ID, G_CANCEL);

3. Start and Cancel a timer for another gate.

/*
* some existing application

*/

/*
* Start up a test gate.

*/

Guide Name 1-3 o
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gid = g_reg(G_NEW_ID, TestA, 0, G_SIG_INI);

/*
* Mapping should go here.
*/

/*
* Start 1 second timer for gid.
*/

g_tmo(gid, G_TMO_SECONDS(1));

/*
* Cancel gid's timer.
*/

g_tmo (gid, G_CANCEL);

4. What TestA might look like.
TestA (env, BufList, sig)
u_int32 *env;

BUF *BufList;
SIG sig;
{

if (BufList)

{

BUF *CurrentBuf;
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BUF *NextBuf;

NextBuf = CurrentBuf = Buflist;

while ( NextBuf )

{ "
NextBuf = G_BUF_NEXT (CurrentBuf) ;
/*

* Process CurrentBuf.

*/

}
else if (sig == SIG_TMO)
{
/*
* Do Periodic processing.
*/
}
else if (sig == SIG_INI)
{
/*
* Initialize.

*/

else

/*

* Other signal processing.

*/
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NOTE 1. GAME will ensure that the gate will only be
activated with either a buffer list OR a signal.

NOTE 2. When code is written to receive both buffers and signals, buffers
must be checked for first. SIG_TMO has a value of 0.

5. TestB will upon initialization start a timer with a time value of 1

(1/1024) of a second. OldTime will return a value of 0 since no timer is
started. The timer will fire 16ms or 64ms later and signal TestB with a
SIG_TMO. When TestB handles the signal it will restart the timer with
a time value of 2 and OldTime will return a value of 16 or 64. Using a

FRE as an example, a time value of 1-16 will mean 16, 17-32 will mean 32,
etc. Upon reaching 2048, the timer is cancelled.

/* some existing application */ =

{

/*

* Start up a test gate.

*/
gid = g_req(G_NEW_ID, TestB, 0, G_SIG_INI);
/*

* Mapping should go here.

*/

3

TestB (env, Buflist, sig)

u_int32 *env;
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BUF *BuflList;

SIG sig;

u_int32 time;
u_int32 01dTime;

if (BufList)

{
BUF *head;
BUF *tail;
BUF *NextBuf; .
/*

* Find head and tail. Then free them buffers.
*/
NextBuf = head = BuflList;

tail NIL (BUF) ;

while ( NextBuf )
{

tail = NextBuf;

NextBuf

}

G_BUF_NEXT(tail);

g_bfree (head, tail);
3
else if (sig == SIG_TMO)
{
if (*env == 2048)
{
/%

* Cancel timer. Technically the g_reqg() would
cancel the timer.

Guide Name 1-7

©
©



0,&&&0&0&0&000000000&0.0
¢ Chapter1 Concepts: Timer and Time of Day Services
e
*/
01dTime = g_tmo (G_SELF_ID, G_CANCEL) ;

g_reqg(G_SELF_ID, G_REQ XILL, 0, 0):

else

/*

* Adjust timer.
*/

time = *env++;

0l1dTime = g_tmo (G_SELF_ID, time):;

}
else if (sig == SIG_INI)
{

u_int32 *NewEnv;

NewEnv = (u_int32 *)g_malloc(sizeof(u_int32));

*NewEnv = 0;
g_req(G_SELF_ID, TestB, NewEnv, 0);
/*
* Start the timer.
*/
time = 1;

0ldTime = g_tmo(G_SELF_ID, time);

else

/*

* Other Signals would be received here.
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*/

4. g_delay() kernel system call.

Applications can execute some code and then sleep before executing some
more code by calling the g_delay() kernel system call:

void g_delay (u_int32time)

time: timeout period [1/1024 seconds]

The actual time used for timer expiration is not necessarily what was
entered and usually is longer. The FRE, FRE-II, ASN, ACE25, ACE32,
AFN, and ARE round this time up to multiples of 16 ms. The AN and
the ARN round this time up to multiples of 64ms.

- Because timer interrupts are serviced in between gates, some drifting can
occur when gates run longer than the platform's RTC interrupt granularity.

The macros G_TMO_SECONDS and G_TMO_DEFAULT can be used..
They are defined in include/kernel.h.

Examples.

1. Using g_delay() to sleep for 1 second.
{
/ *
* some existing application

*/

g_delay (G_TMO_SECONDS (1)) ;

Guide Name -9 o
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2. Using g_delay() to wait for a resource and implement a form of
focking.

/*
* some existing application
*/

while (env->DataBaseFlag)

{
g_delay(16);

}

/%

* Lock data base.

*/
env->DataBaseFlag = TRUE;
/*

* Modify data base.

*/

/*
* Unlock data base.
*/ )

env->DataBaseFlag = FALSE;
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NOTE. A dual processor like an ARE could have problems with the above if
both processors can run the same code.

5. Time Overview.

Applications sometimes need to be able to retrieve the system's notion of
time, such as calendar and wall clock time. The kemel system call
g_tget() is used to get system time. A library function time2wclk() is
used to convert the returned system time into wall clock time.

A few chosen applications will need to be able to set the system time.
The kernel system call g_tset() is used to set system time. A library
function wclkl2time() is used to convert from wall clock time to system
time.

A problem can occur if an application uses g_tget() to try to implement
periodic processing. If the user sets the system time backwards, the more
recent time returned by g_tget() may be less than a previous time. A kernel
system call g_timer_get() can be used to ensure than time does not go
backwards. g_timer_get() only keeps track of time starting from slot

‘ restart and does not include calendar time.

The include file include/wclock.h contains definitions of the structures
used by the time functions.

/****************************************************/

/* WALL CLOCK/CALENDAR BLOCK */

/

*********************************************************/

typedef struct WCLOCK

{ /* all are binary numbers *x/
u_int8 year; /* 0 - 99 */
u_int8 month; /*1 - 12 */
u_int8 date; : /*1- 31 */
u_int8 wday; /*1 -7 (1 is Sunday) */

u_int8 hour; /* 0 - 23 *x/
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u_int8 minute; . /*0-59 */
u_int8 second; /* 0 - 59 */
u_int8 pad; /* 0 - 59 */
u_intl6 msec; /* 0 - 999 */
u_intlé usec; /* 0 - 999 . */
u_int32 t_zone; /* 0 - 86400 local time
zone */

/* in seconds from date change line */

/* (ex. GMT = 43200, EST = 61200) */

} WCLOCK;
/
L S R AL L L
/* ABSOLUTE TIME BLOCK */
/

********************************************************t/

typedef struct TBLOCK

{
u_int32 sec; /* g_tget() - seconds since
* midnight Jan 1, 1900
* g_timer_get() - seconds since
* , restart
*/
u_int32 frac; /* fraction of sec:

bit 31 is 1/2 sec */

} TBLOCK;
/
R L T L
/* LOCAL TIME BLOCK ‘ */
/

*********************************************************/
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typedef struct LOC_TIME
{

TBLOCK time; /* absolute time */
ﬁ_int32 zone; /* time zone offset
[seconds] */ )
u_int32 flags; /* flags i */
} LOC_TIME;

6. g_tget() kernel system call.

Applications get system time by calling the g-tget() kernel system call:

void g_tget (LOC_TIME *tb)

tb: a pointer to the location where GAME can write the current system
time.

Applications can convert system time to wall clock time by calling the
time2wclk() library function:

WCLOCK *time2wclk (LOC_TIME *tb, WCLOCK *wb)

tb: pointer to system time to convert
wb: a pointer to the location where GAME can write the wall clock time

The return value equals the "wb" parameter passed in.

Examples.
1. Using g_tget().
{
LOC_TIME TimeStamp;

g_tget (&Timestamp) ;

/*
* Timestamp.time.sec - seconds since midnight

Jan 1, 1900.
* Timestamp.time.frac - fraction of seconds.
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}
2. Using g_tget() and time2wclk().
( .
LOC_TIME TimeStamp;
WCLOCK WallClockTime;
g_tget (&TimeStamp) ;
time2wclk (&TimeStamp, &WallClockTime) ;
/%
* WallClockTime.year
* WallClockTime.month
*  etc.

*/

7. g_tset() kernel sysiem call.

Applications set system time by calling the g_tget() kemnel system call:

voi_d g_tset (LOC_TIME *tb)

tb: pointer to the structure containing the desired system time

\4

NOTE: Only special applications, like the TI date command, should use this
function to set system time. All slots calendar times and calendar chips are
updated when using this function.

Applications can convert wall clock time to system time by calling the
wclk2time() library function:

LOC_TIME *wclk2time (LOC_TIME *tb, WCLOCK *wb)
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tb: a pointer to the location where GAME can write the current system
time.

wb: a pointer to the wall clock time to convert

Examples.

1. Using g_tset().
{
LOC_TIME TimeStamp:;
g_tset (&Timestamp) ;
}
2. Using g_tset() and wclk2time().
{
LOC_TIME TimeStamp;
WCLOCK  WallClockTime;
wcIk2time (&TimeStamp, &WallClockTime);

g_tset (&TimeStamp) ;

8. g_timer_get() kernel system call.

Applications can retrieve time since slot restart by calling the
g_timer_get() kemnel system call:

void g_timer_get (TBLOCK *tb)
tb: a pointer to the location where GAME can write the time.
Example: Using g_timer_get().

{
TBLOCK TimeBlock;
g_timer_get (&TimeBlock);

/*
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* TimeBlock.sec - seconds since slot restart.
* TimeBlock. frac - fractions of seconds
*/

}

9.Usingg_idle() and g_timer_get() forvery short/accurate
delays.

Sometimes applications need to sleep for time periods much shorter than
GAME timer granularities, or need a timer much more accurate than
GAME can provide. A combination of g_timer_get() and g_idle() can
accomplish this.

An example of this is in the IPX protocol where the inter-packet delay of
RIP and SAP packets should be set to 55 ms. g_delay() would return 6ms.
void ipx_delay (u_int32 delay) /* time to delay inms */
{
TBLOCK timel, time2, time3;
if (delay < 2000 && delay >= 1)
{
g_timer_get (&timel);
while (1)
{
g_idle (G_IDLE_POLL):;
g_timer_get (&time2);
dsub (&time2, &timel, &time3);

if ((((time3.sec & 0x000000ff) * 1000) +
(time3.frac / 4294968))

>= delay)

break;
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10. Grain tables and tmo_exp()

GAME manages each gate's periodic timer by storing the gate's control
block pointer in a time grain table. There are one or more time grain
tables (always a power of two - 1,2,4,8,16, ...) with each time grain table
containing a maximum of "TMO_GRAIN_SIZE - 1" (currently 15)
entries.

Whenever a gate calls g_tmo() to start a timer:_

1. 1.the timeout value is rounded up to to be a multiple of the
hardware periodic timer's expiration time (16ms or 64ms (AN
and ARN)).

2. arepetition count is calculated based upon the timeout value
and the number of time grain tables.

3. anentryis added to one of the time grain tables containing the
gate's control block pointer. Fields within the gate's control
block pointer are filled in to depict the timeout value and the
repetition count.

Entries within a grain table are added one after the other with no holes.
If an entry is deleted then the grain table is reordered. If a grain table fills
then the next grain table is used. If all grain tables are filled then the
number of grain tables is doubled and the entries are sorted into the tables
based upon the modulus of the number of tables and repetition count of
the entry.

Every RTC (Real Time Clock) interrupt (16ms or 64ms) the function
tmo_exp() is executed and one time grain is fully inspected. The repetion
count for each entry is decremented by the number of time grain tables.
If the repetion count is less than or equal to zero then the gate is scheduled
for a SIG_TMO signal, unless it has not as of yet serviced a previous
SIG_TMO signal. tmo_exp() restarts the timer for expired entries by
re-adding an entry to a time grain table.
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GAME is architected so that many timers can be handled quickly. The
accuracy of the timers is not that precise when small values are used.
Since most timers are in increments of seconds, a timer expiring a fraction
of a second later usually does not make much of a difference.

NOTE 1. The actual time used for timer expiration is not necessarily what
was entered and usually is longer. The FRE, FRE-II, ASN, ACE25, ACE32,

AFN, and ARE round this time up to multiples of 16 The AN and the ARN
round this time up to multiples of 64ms.

NOTE 2. Because timer interrupts are serviced in between gates, some
drifting can occur when gates run longer than the platform's RTC interrupt
granularity. A change has been made to tmo_exp() to detect this by using
g_timer_get() and to catch up by servicing more than one timer grain table.

NOTE 3. Reliable messages and g_delay() save, steal, and restart a gate's
timer (if it exists) which results in a timer expiration delay.

NOTE 4. When the calculated grain table is full and the next free grain table
is used, the timer expiration is delayed by one RTC interrupt time for each
grain table it must skip over.

NOTE 5. Usually the first expiration of a timer will occur at timeout plus the
remainder of the current RTC interrupt.

NOTE 6. The timer code is flawed in that it is possible for a timer to be
delayed (by RTC interrupt timer times the number of grain tables) for its first
expiration, with all later expirations occuring when expected.

NOTE 7. The timer code is flawed in that it is possible for a timer to expire
t00 soon (not greater than RTC interrupt timer times the number of grain
tables) for its first expiration, with all later expirations occuring when
expected. This happens mostly when timer grains are full.

11. Summary of How Timers and Time are implemented.

GAME runs on various hardware platforms such as the ACE, ACE32,
AFN, FRE, FRE-II, ASN, ARN, AN, and ARE. These hardware
platforms are the name given the the processing engine that populates a
slot. Each processing engine contains a main microprocessor that
executes most of GAME's code and other support hardware such as timer
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chips. The granularity, accuracy, and reliability of the timer services
provided by GAME will all be dependent on the hardware that GAME
is running on.

The FRE, FRE-II, and ASN are similar and will referred to as the FRE.
The ACE, ACE32, and AFN are similar and will be'referred to the ACE.
The ARN is similar to the AN and will be covered under the AN.

The ARE is similar to the FRE (somewhat).

The Watchdog Timers are covered in a separate section.

11.1 Periodic Timer

The FRE contains a fixed real time clock (RTC) timer that increments
256 times per second and updates the single byte STAMP register (see
tib/tib_pri.h). Every 16 ms (64 times per second), a level 3 interrupt will
be asserted, if level 3 interrupts are enabled, or as soon as level 3 interrupts
are enabled. The scheduler enables level 3 interrupts by calling g_poll()
inbetween gates and by calling g_wait() when the schedulerisidle. When
this RTC level 3 interrupt is asserted, g_isr_3() will execute. When
g_ist_3() executes, it looks at certain hardware registers located on the
FRE to determine which hardware device requested the interrupt. If it
determines that the RTC was the reason for asserting the interrupt, a bit
is cleared telling the FRE that we have handled the RTC. The function
tmo_exp() is executed.

The ACE contains six programmable timers. One is set to expire after
16 ms (64 times per second). When this interval timer expires, the
TMRBI1 pending bit is set in the ACE Status Register (ASR; see ace/
ace_pri.h). The expiration of TMRB1 will be checked by the scheduler
in between gates by executing g_poll() and when the scheduler is idle by
executing g_wait(). If TRMBI1 is set, clock_isr() is executed. Within
clock_isr(), the timer chip is reprogrammed to expire after 16 ms and the
function tmo_exp() is executed.
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The MC68360 (QUICC) chip used on an AN contains four programmable
timers. Timer number 2 is programmed to expire every 64 ms (16 times
per second). When timer number 2 expires, a bit is set in the CPM

Interrupt Pending Register (CIPR). The CIPR is checked by the scheduler
in between gates by executing g_poll() and when the scheduler is idle by

executing g_wait(). If timer 2 did expire, the function tmo_exp() is
executed.

11.2 Time - g_timer_get().

An application calls the function g_timer_get() to retrieve the amount of
time since the slot restarted. g_timer_get() uses information stored in
GAME's environment by g_poll(), g_wait(), and ISRs, to derive seconds.
g_timer_get() calls g_timer_read() to read a hardware timer to retrieve
fractions of seconds.

On the FRE, seconds are incremented in g_isr_4() when servicing the
watchdog interrupt. To derive fractions of seconds, the RTC timeris read.
The granularity of the RTC timer is 4ms.

On the ACE, seconds are incremented by either g_poll() or g_wait()
calling clock_isr(). clock_isr() checks the ASR for the TMRA?2 expiring.
TMRAZ2 is set each second by the free running clock. To derive fractions
of seconds, the free running clock is read to determine how much time
has elapsed since the last second. The granularity of the free running
clock is 1/64000 of a second.

On the AN, seconds are incremented in rtc_isr_4() when servicing the
watchdog interrupt. Timer number 1 increments 65104 times per second
and asserts a level 4 interrupt each second. Fractions of seconds are
derived by reading timer 1.

11.3 Time - Calendar Chip.

All platforms, with the exceptions of some older ANs, contain a battery
backed up calendar chip that also contains 2 KB of non-volatile storage.
The AFN, AN, ASN, and ARN contain this chip on the mother board.
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The ACE and ACE32 that run within the VME chassis contain this chip
on the SYSCON board. Each FRE and ARE contain one of these chips.

At some point of time, the T date command will be used to reset calendar
time. When this happens, the calendar chip will be updated. Year, month,
date, week day, hour, minute, and second can be set and retrieved from
this chip. The chip then independently keeps track of time even if AC
power is not applied to the system.

A\ 4

NOTE 1. This chip does not keep fractions of seconds or timezone
information.

NOTE 2. The passwords for TI's Manager and User are stored in this chip's
non-volatile memory.

NOTE 3. The reason the original AN's did not contain a calendar chip was
due to cost cutting procedures. However, this backfired in many ways
because it caused heartaches for customers and software engineers.

11.4 Time - g_tget().

Reading the calendar chip is not cheap. Because of this, the calendar chip
is usually only read when a slot restarts and the retrieved calendar time
is stored. Whenever g_tget() is called, it calls g_timer_get() and adds the
output from g_timer_get() to the stored calendar time.

11.5 Internal Waliclock Service.

Keeping accurate wallclock/calendar time on the various platforms
running

GAME is not trivial. One problem that occurs is that the FRE and ARE
platforms contain one calendar chip per slot and time must be
synchronized between slots. A second problem occurs in that the
calculated calendar time kept by a slot can drift.
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To work around the first problem, the LOADER gate creates a master
timekeeper soloist gate (GID_MASTERTIMEKEEPER; see include/
known_id.h). This gate sends its time to the other slots when they start,
and the receiving slots sets their time to the time that was sent by the
master slot. The soloist also sends the time to the other slots every 12
hours.

To work around for the second problem, the LOADER gate creates a
timekeeper gate per slot (GID_TIMEKEEPER). This gate receives
messages from the GID_MASTERTIMERKEEPER gate (FRE and ARE
only) and, through a varying periodic timer, it will adjust the wallclock
time on its slot if néeded. The periodic timer initializes to 1 minute, and
then is set to one hour. If, at timer expiration, no adjustment is needed,
then the timeout doubles to maximum of 24 hours. If time adjustmust is
needed, the timeout halfs to a minimum of 1 hour.

12. Other

Backbone BOFL's are highly tied into tmo_exp(). They are not covered
here.
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Chapter 1 Concepts: Watchdogs

1. Watchdog overview.

GAME implements a simple non-preemptive, FIFO scheduler where a
gate runs to completion unless it voluntarily gives up execution by calling
akemnel system call that pends the gate. The kemnel system calls that pend
are: g_fwd(), g_rpc(), g_reply(), g_delay(), g_sema_get() (sometimes),
g_balloc() (sometimes), and g_idle(). (See the Scheduler section for a
discussion of CPU Hogging).

\ 4

NOTE. The mib interface uses many of these pending functions and many
engineers have not taken this into account in their original designs.

Within the forwarding path, the currently executing gate runs its action
routine to completion quickly. Non-forwarding path gates do one of the
following:

1. run the current action routine to completion quickly.

2. pend themselves one or more times before completing the
current action routine.

3. call g_idle() one or more times before completing the current
action routine. This is a crude form of time slicing.

Questions:

1. "What happens if the current executing gate is stuck in an
infinite loop or appears to be in an infinite loop (it will eventually
finish)"?

The slot would hang, unless GAME's fault management system
could detect this condition.

2. "Can GAME's fault management recovery system detect and
correct this condition*?
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This condition can be detected by another piece of hardware other
than the microprocessor.

3. "How can the fault management code execute if the scheduler is
currently running”?

Microprocessors can execute code as exceptions (interrupts), with
the exceptions preempting the normal running scheduled code.

So the basis for GAME's watchdog mechanism is t¢ have a piece of
hardware, other than the microprocessor, watch over the
microprocessor for the purpose of detecting and correcting a
hang-like condition.

2. How the watchdog works on a FRE.

(If you are not familiar with how interrupts work on a FRE, review the
"Interrupts” portion of the Scheduler section).

There is a timer chip on the FRE that expires once every second. When
thistimer expires, alevel 4 interrupt is asserted and g_isr_4() will execute.
When g_isr_4() executes, it looks at certain hardware registers located

on the FRE to determine which hardware device requested the interrupt.

If it is determined that the watchdog timer was the reason for asserting

the interrupt, then a bit within a register on the FRE is cleared telling the
FRE that we are servicing the watchdog timer. If this bit is not cleared
within one watchdog timer period, then the FRE does a hardware reset

(this is a "hardware watchdog").

When the scheduler idles, the watchdog detection code is disabled. When
the scheduler goes from idle to non idle (g_isr_3() schedules a gate) the
watchog detection code is enabled. If g_isr_4() sees that the watchdog
is disabled, then g_isr_4() just exits. Otherwise, g_isr_4() executes
tmo_wdog(). tmo_wdog() checks to see if the current running gate is the
same gate and same invocation of the gate as the last time that tmo_wdog()
was run one second ago. If the gates differ, a limit count is set to 3,
information that distinguishes this gate invocation is saved, and
tmo_wdog() returns. If the gates are the same then the counter is
decremented. If the counter reaches zero the slot is restarted (this is a
"software watchdog™). Otherwise, tmo_wdog() returns. This means that
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a gate can run between 3 and 4 seconds before the slot is reset due to a
watchdog.

\ 4

NOTE. If a gate runs more than a couple of milliseconds then either
something is drastically wrong. g_idle() calls should be placed into the code
at determined points to allow servicing of link module interrupts.

3. Platform differences.

The idea for having a watchdog timer was introduced with the FRE. The
FRE, FRE2, and ASN basically work in the same manner, due to the
common architecture.

The ACE25, ACE32, and AFN predate the FRE. No watchdog timer was
added to the processor. Because of this, no watchdog support exists on
the ACE25 or AFN. The ACE32 does implement watchdog support, but
in a way very different than any other platform. The ACE32 contains
: two microprocessors: one for GAME processing and one for interslot

’ communication (DMAP) (this is also true for the ACE25). The ACE .
exception vector table also contains routines for servicing level 7, level
6, and level 5 intérrupts, with level 6 handling cascade interrupts. The
DMAP processor runs code separate from GAME. When it enters its
timer_isr() function, it determines whether or not the main
microprocessor is hung. If the DMAP determines that the main
microprocessor is hung, it creates a Late Bus Error that will result in the
main microprocessor's level 6 ISR executing. Even though the ACE32
and ACE25 have some common architecture, the ACE25 could not
reliably use the SYSFAIL signal to achieve like results.

The AN and the ARN both have MC68360 (QUICC) chips that internally
contain a lot of programable hardware support, including timers (note

that the ARN also contains a 68040 for processing). The exception vector
tables on the AN and ARN are similar to each other, but differ from the
FRE and ACE platforms. This exeception vector table contains a number
of hardware vectored interrupts that contain their own entries in the table
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and are not part of the 7 prioritized interrupt levels. TIMER 1's vector
entry has the address of rtc_isr_4() and is programmed for interrupt level
4. rtc_isr_4() will run every second and, unlike g_isr_4(), this routine
exists only for watchdog support and executes tmo_wdog(). The
MC68360's internal watchdog is not used.

The ARE uses two power pc processors, both of which run (SMP) GAME.
interrupt_handler() is the main interrupt handler. When the watchdog
timer expires, call_ihandler() is executed to determine which of the two
processors will run the tmo_exp() routine.
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GAME 101

Chapter 1Concepts: Miscellaneous
function calls

Approximate time to cover: ?

1. Overview

This section covers function calls that were not covered throughly in other
sections.

2. g_appbase() - returns base load address

The linker that builds dynamically loadable images (files labelled .exe)
does not preserve relocation information. When an image is loaded into
memory at run-time by the Dynamic Loader, any pointer or memory
reference contained within the image is not adjusted to reflect the actual
base address of that image. The result is that after load-time, all pointers
that are not relative to the PC location will be relative to location 0, just
as they appear in the image before load-time.

An example of this is an array of compile-time initialized literals:

char *strings{3] = { "one", "two", "three" };

In this case, the array elements will be pointers to the literals which are
stored in the literal section of the image, and each pointer will be relative
to 0. Another typical example of this can be seen with a Finite State
Machine implemented using arrays of function pointers to represent
action routines.

To compensate for this, the pointers must be adjusted by the application
atrun-time. g_appbase() returns the location in memory where the image
is loaded (its base address). The returned address must be added to each
pointer before it is used.

u_int32 *g_appbase (int8 *app_name)
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app_name: Pointer to a string with the application name (as defined in
loader/ld_exec_names.c) or NIL to signify the current application.

This function is used to find the base address for a code segment (*.exe).
The return value is this address.

This function call is not very efficient. It needs to walk a list of all loaded
applications, performing a string compare at each entry. For that reason,
the caller should perform this call once at initialization and store the
results in their local environment.

This example uses the load address to offset an entry in an FSM table:

/* fetch the base address of where we're loaded */
u_int32 *appbase = g_appbase("isdn.exe"):;

/* adjust the pointer table by our load address */
( (pfi) ( (int) (table->EventFunc) + (int)appbase) ) ():

3. g_bcfg() - environment configuration

1-2

#include *kernel.h"
void g_bcfg (G_BCFG_BLK *bcfg)

befg: This structure is defined in 'mclude/kemel.h. Itcontainsa collection
of system information maintained by the GAME kernel.

Although originally billed as a call to allow applications to influence this
information, this call only allows examination of the parameters. The
most common use is by device drivers, which check to see if the local
buffer size is big enough (if not, they crash or log a message and exit).
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4. g_buf2mem(), g_mem2buf() - Copy a buffer's contents
to memory /back to a buffer

These functions are only used in the application-level version of Priority
Queueing. They help to implement congestion control for DLS,
providing a place to temporarily hold data other than in a buffer. Their
use is discouraged unless needed for a similar purpose (i.e., don't use this
casually).

#include "kermel.h"
u_int32 g_buf2mem (BUF *buf, u_int32 *mem, u_int32 mem_len)

buf: Pointer to buffer to copy to memory.

mem: Pointer to memory where buffer is to be copied. "mem"
must be word aligned.

mem_len: Number of bytes available after "mem" to
save the buffer. The minimum this may be is:

G_BUF_END(buf) - G_BUF_START(buf) + G_BUF2MEM_PAD

The return value is the number of bytes actually used to save the buffer.

Applications must not modify the saved buffer image. The saved image’
includes the BUF header and all of the data between the start and end
offsets.

#include "kernel.h"
void g_mem2buf (BUF *buf, u_int32 *mem)

buf: Pointer to the buffer that will receive the data.
mem: Pointer to memory set up by a previous g_buf2mem() call.

This call restores the saved buffer image to a buffer. The calling gate will
be terminated if the save buffer has been corrupted.

5. g_env(), g_env_gid - returns environment of a gate

u_int32 g_env ()
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This function returns the current environment for the running gate. The
return value needs to be cast to whatever the environment represents.

u_int32 g_env_gid (GID gid)

gid: Gate ID of the gate whose environment is desired.

This utility returns the current value of the environment of a gate on the
local slot, given a GID. Using another gate's environment is generally a

dangerous thing to do and extra care must be taken. See the Memory
section for a discussion of memory sharing between gates.

6. g_i_die(), g_u_die() - Commit suicide / Kill another gate

These functions are morbidly referred to as the suicide and murder
functions. g_u_die() was created during a debugging session when
someone wanted to set a breakpoint when any gate was killed. g_i_die()
was created as a shorthand. All that each routine does is call g_req() with
the proper parameters.

void g_i_die()

This terminates the calling gate.

void g_u_die (GID gid, void (*act) (void *, BUF *, u_int32),

void *env, SIG sig)
The parameters match exactly what 1s passed to g_req().. However, the
only parameter actually needed (or used) is "gid".

7. g_load_archive() - Archive Loading

1-4

u_int32 *g_load_archive (char *archive_name)

archive_name: The name of the archive in the boot image (e.g.,
*ip.exe", “dict.str")

The return value is the address where archive has been loaded. This is
an memory segment which is owned by the calling gate. Zero is returned
if there were any errors.
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This call allows an application to load an archive segment from the boot
image. The archive segment is placed into memory which is owned by
the calling gate and thus may be freed when the application is finished
with it (g_mfree). The call handles retrieval of local or remote archives
and will also take care of image decompression.

Caveats:

Only the body of the archive is returned by g_load_archive(). This implies
that if the caller needs to know additional information about the data (i.e.
its size) there needs to be an application specific header within the body.

Since the memory is owned by the caller and may be freed at any time,
it is up to the caller to perform any caching which may be required for
performance reasons. Every call to g_load_archive() will result in the

boot media being read.

It is recommended that a new extension be created for different archive
types. This will serve to keep it clear to us and to customers what type of
data is contained in each segment. Perhaps ".MIC" for microcode?

The archive which is loaded by g_load_archive() should be created by
the ldgen_compress utility. This utility has the following command line
arguments:

$1ldgen_compress input-file output-file

This utility takes the input-file, compresses it and generates an archive
header for it. No special format is required of the input-file. The filename
stamped in the archive header is the same as output-file. After a call to
g_load_archive(), the caller will have an exact duplicate of input-file.

8. g_memop() - Special Memory Operatio'n

The g_memop() system call is used to perform a memory operation that
mail fail (e.g., bus error). The role of this syscall is to ensure that if the
operation does fail, it does so in a silent manner so that the caller doesn't
get killed due to a bus error. One use of is to probe a memory location
to find out whether or not a piece of hardware was installed.
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Currently, this silent failure is only implemented on the FRE and ARE.
The call can still be made on other platforms, but no protection is
provided.

#include “kernel.h*

u_int32 g_memop (u_int32 type, u_int32 size, void *addr, void
*data) :

type: type of operation

G_MEMOP_RD: perform a read
G_MEMOP_WR: perform a write

size: size of the data to read/write
G_MEMOP_8: 8 bits

G_MEMOP_16: 16 bits

G_MEMOP_32: 32 bits

addr: address to read or write

The return value is TRUE if the operation failed and FALSE if it
succeeded.

The size of the data parameter must match the size of the operation.
Failure to do so could result in some unexpected return values (i.e., if data
is a u_int32 and the op is a byte, that byte will get loaded into the _top_
of the u_int32).

9. g_myid() - returns caller gate id

GID g myid ()

This function returns the gate ID of the running gate. If this is called in
a mapping context, the GID of the base gate is returned, not the GID of
the temporary mapping gate.

10. g_platform() - gets platform type

#include "platform.h*
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u_int32 g_platform()

This routine returns the platform type on which GAME is running. The
values are defined in include/platform.h. The values as of this writing are:

PLATFORM_UNKNOWN No clue...

PLATFORM_SIM Simulator -
PLATFORM_FRE FRE-I

PLATFORM_FRE2 FRE-II

PLATFORM_ACE ACE (VME hardware)

PLATFORM_ACE32 68030 ACE

PLATFORM_FNS AFN (68030 ACE, single-board)
PLATFORM_IN AFN special (single-board plugs into many
vendor's hubs)

PLATFORM_PIR AN (Piranha, QUICC-based)
PLATFORM_CUDA ASN (Barracuda)

PLATFORM_BF ARE (Bluefish) -
PLATFORM_BF_PSE ARE with the emulator board

PLATFORM_BF_5000 5000 (Blackfish)

PLATFORM_NEPT ARN (Neptune) [next-gen AN, 040-based]

11. g_reset() - restarts siot(s)

void g_reset (GH gh)
gh: Bit-map of slots to reset, in gate-handle format.

This function call will cause each of the indicated slots to reset (i.e., restart
GAME). The only application that has a legitimate reason to call this is
a management application (e.g., TI, BCC).

12. g_slot() - returns caller slot number

u_int32 g_slot ()

This function returns the local slot number.
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13. g_src() - retrieves source of reliable message

GH g_src (BUF *buf)
buf: pointer to the buffer to examine.
When "buf" points to a buffer that was received via a reliable transport

primitive, this function returns the gate handle of the sending gate
instance.

If "buf™ points to a buffer that has not yet been delivered or was received
via a non-reliable transport primitive, FINGER (0) is returned.

14. g_stk() - saves current stack in system log

#include “"kernel.h"

void g_stk (u_int32 level, u_int32 opt, TBLOCK *time)

level: The maximum number of stack frames logged, but fewer may be
saved

if stack is not deep enough.

opt: Dumping options are as follows:

G_STK_DBG: Print saved events on the debug port.

G_STK_GAME_STK: dumps GAME stack that is always linked below
gate stack (by default, only gate stack is dumped)

time: optional. if not NIL, the TBLOCK referenced by time will be used
to time-stamp all stack dump entries (by default, current time is used).

This utility generates several entries in the system log based on the current
stack. All stack un-roll events are "TRACE" level and carry the same
time stamp for easy spotting. The same stack dump utility is also used
by the CRASH macro and other fatal exception handlers.
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15. get_ungqid() - Get a unique ID

u_int32 get_ungid (u_int32 bits)

bits: Size in bits of unique ID to return. Must be between 21 and 24.

This call returns an ID which is unique across all Bay systems. The
number is usually related to a serial number. If a unique number cannot
be obtained, zero is returned.
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GAME 101

Chapter 1 Concepts: Fault
Management

Approximate time to cover: 7

1. Types of faults and system reactions

1.1 Hardware reset

The following faults cause a slot to do a hardware reset:
hardware watchdog NMI button (pressed for greater than one second)

Hardware reset implies that the slot goes through the cold start process
(diags, boot, GAME). ‘The diagnostics run a full set of tests upon cold
start, one of which is a DRAM memory test. This test wipes out the
system log, so when you come back from this type of crash, there is
nothing left in the log, making it particularly tough to debug.

DEBUG HINT: If you hit the NMI button for less than one second during
diagnostics, it interrupts the current test and gets you to the diagnostics
prompt (you obviously have to have something plugged into the diag port
to see this). If you hitit _before_ the DRAM memory test is run and then
type "boot", the log will remain intact. It can then be viewed when GAME
comes up.

y

Note that a short (less than 1 second) push of the NMI button while GAME is
running will not cause a hardware reset. As indicated above, this gets you to
the diagnostics prompt.
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1.2 GAME Reboot

The following faults cause GAME to “restart” or “reboot”:

software watchdog

memory parity erroxr

tag violation
Here, "restart" or "reboot"” means that the bootstrap is executed, which
re-loads GAME (because it may have been code space that was
corrupted). Diagnostics are _not_ run. so the log is preserved in this case.

1.3 Gate termination or GAME rebod‘;‘_

The action taken for the following errors depends on whether a gate is
executing or GAME is running (e.g., in the scheduler). In the former
case, only the offending gate is terminated. Otherwise, GAME restarts.
processor error (illegal instruction, divide by 0...)
illegal memory reference

GAME detected error (e.g., bad parameters to a function
call)

VBM error (PPC only)

Page fault (PPC only)

“Problem" gates.

If an application has a persistant bug that causes its gate or gates to
repeatedly crash, GAME detects this and takes actions to protect the other
applications on the slot.

GAME keeps track of gate crashes in three timescales. If a gate dies too
many times within a time period, GAME will not restart the gate. It
instead terminates the parent (If you can't control your children, GAME
comes after _you_ :*). The timescales and the allowable number of
crashes are:
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Time crashes ellowed
short term I sec z
medium Term I min >
long term 30 min e

GAME also kecps track of crashes on a subsystem basis. Each time the
parent gate of a subsystem dies (the gate started by the loader), or when
game has to kill a gate's parent for violating one of the crash limits

discussed above, GAME records a subsystem failure. GAME compares
the number of these failures against limits for three timescales. Whenever
the number of failures exceed the limit, the subsystem 1s terminated and
_not_restarted. The timescales and the allowable fiumber of failures are:

time failures allowed
short term 2 sec 2
medium term 4 min 5
long term 1 hour 10

There are a couple of special cases:

1. If the MIB subsystem dies, the entire box immediately restarts.
The life of all other subsystems depend on a live and healthy
MIB.

2. If the DP service exceeds the number of failures allowed for a
timescale, the entire box restarts. No packets can be forwarded
without DP, so there is no value in keeping everything else alive.

The hope here is that if a gate constantly crashes, killing its parent may
remove the reason (e.g., corrupt data in the parent's environment) that is
causing the crash. If that doesn't work, the subsystem is eventually shut
down.

Obviously, information is put into the log when any of this happens.
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GAME 101

Chapter T Concepis: Scheduler and
Symmetric Multi-Processing

Approximate time to cover: 7

1. Overview

The GAME gate scheduler is a simple, non-premptive, first in/first out

(FIFO) scheduler. This means that a gate executes until it gives up the

CPU by either pending or returning from its activation routine. It also

means that gates will execute in the order in which they are placed onto
the scheduler queue (with a few exceptions).

2. Scheduler Queues

There are two scheduler queues in GAME. These are the Activation
queueand the 1dle queue. Each queue element contains a pointer to the
gatecontrol block of the gate to activate as well as the reason for
theactivation.

The Activation queue is a list of gates which are ready to be run. The
scheduler will walk though this list activating each gate in turn. When a
running gate either pends or returns from its activation routine, the next
gate in the list is activated.

Once the activation queue is empty, the system is said to go "idle". At
this point in time module interrupts are handled. If there are indeed
module interrupts pending this will result in some gates (such as a link
driver) being added to the activation queue. Once all gates needed for
interrupt processing are added to the activation queue, the contents of the
Idle queue are copied to the activation queue. Then the scheduler starts
executing the gates on the activation queue.

The Idle queue serves as a place for application gates to go when they
want to be "fair" (or put another way, when they don't wish to kill the
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slot's forwarding performance). Since the scheduler is non-preemptive.
1t 1s possible for a single gate 1o usurp all of the processing resources of
the system for along time. This is undesirable in a svstem which s also
irving 1o pass data traffic. The idle queue allows a gate to uimeslice 1tself
viathe g_idle()svscall. By calling ¢_idle() a gate will allow more network
traffic to be processed after which 1t will continue execution.

There is a CPU watchdog which will prevent a gate from running forever.
After some large amount of time (3-4 seconds on most systems), if the
same gate is still running, this gate will be killed and a "cpu hog" event
will be placed in the error log. But, the CPU watchdog is really only
there to prevent runaway gates from hanging the system. Packets will be
dropped well before the CPU watchdog goes off. so it 1s-up to the gate to
idle 1tself well before the CPU watchdog Iimit. See "CPU Hogging”
ahead. Watchdogs are discussed more in the Watchdog section.

3. Activation Reasons

1-2

A gate can only be activated for a small number of reasons. These include:
Message delivery
This is the delivery of a new list of buffers for the gate to process.

SIG_INI

An initialization signal, usually the result of creating a gate with the
G_SIG_INI option of g_req(). This signal can also be sent to an existing
gate by using the G_REQ_INI option of g_req() (only recomrnended if
the semantics of sending the signal is "initialize").

SIG_TMO

A timeout signal sent to a gate when a timer set via g_tmo() has expired.
Each gate can only have one timer.

User defined signal

Each gate is allowed a _single_ user defined signal. This is either the
signal registered for via g_isr(), the signal being sent by g_sig_gid(), or
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aSIG_DATA if the gate is the targetof'a - ¢_sig_data(). This wascovered
in detail in the Inter-Gate Communication section.

There are some additional activation reasons which only apply to pended
cates. When a gate pends. it does so within the context of GAME. Thus.
these signals will never be seen directly by a gate as they are consumed
by GAME. They are listed here only for completeness.

SIG_IDLE

Originally. this signal was used to unpend a gate after it idled itself on
the idle queue. More recently it has been used as a generic unpend signal
used for such things as unpending a gate which was waiting for a
semaphore token. What exactly a SIG_IDLE implies is dependent upon
where within GAME a gate pends (since that 1s where it will resume
execution when it unpends).

SIG_M~AP

Used when creating and firing mapping routines.

SIG_MSG

Used when new buffers are delivered to a pended gate. This is utilized by
the messaging system so it can collect acknowledgements or RPC replies
within the context of a gate.

These 7 reasons are the only reasons a gate will be scheduled. There isan
additional restriction that scheduling reasons do not nest. Thismeans that
if a gate can appear at most one time in either the idlequeue or the
activation queue for each reason.

For example, the first time a gate recieves buffers, the buffers are placed
on its delivery list and the gate is scheduled for message delivery. If more
buffers arrive before the gate is activated (because there are many other
gates ahead of it), those additional buffers do not result in another

scheduling. Rather, they are tacked onto the end the existing delivery list.

With signals, the result of no nesting is somewhat different. The first time
a gate's timer expires, the gate is scheduled for a SIG_TMO. If the gate
doesn't get activated for that SIG_TMO before the timer expires again,
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the nexttimeout does _noi_result in a SIG_TMO. The gate will see only
one SIG_TMO aithough 2 timeout periods have actually occurred.

When a gate pends within GAME. it waits for some eveént to occur. For
example, when a gate does a g_idle(). it is waiting to get a SIG_IDLE in
order to continue. But, what happens if that gate recieves a message?

In order to be efficient. the message delivery code doesn't look at the state
of cach gate which is recieving a message to see if it 1s currently pended.
It just schedules a gate for message delivery whenever 1t starts a new
delivery hist for a gate. This means that the g_idle() may actually get
unpended forreasons other than a SIG_IDLE. and it needs to handle those
reasons correctly.

An example of how the queues really work would help here...

Say we have 3 gates, A, B and C which are being scheduled (we won't
worry about why B and C are on the queues). The chart below shows the
state of the activation queue and the idle queue at a particular point in
time. The gate at the top of the activation queue is the one which is
currently running.

Activation gueue Idle queue
Gate Reason Gate Reason
Running gate --> A SIG_INI
B ?
C ?

So gate A is running its SIG_INI. For whatever reason this takes a long
time, so A needs to timeslice itself by calling g_idle(). The g_idle() call
results in gate A being placed on the Idle queue for delivery of a
SIG_IDLE after the system goes idle. Once this is done, the gate pends
allowing the next gate to run:
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These should be the only INFO events you log. Again, not every
application fits the mold exactly, but this is the model.

8.4 DEBUG messages

There are no guidelines for DEBUG messages. Your DEBUG events are
your own, but remember that the memory reserved for logging events is
a limited resource. Don't go wild filling up the log with DEBUG events
and cause it to wrap, thereby losing potentially important information.

Also, remember that although DEBUG events are not documented,
customers can see them. Maintain a professional tone and and provide
enough coherent information so that a customer can-use the information
when talking with customer support (i.e., don't just dump a bunch of hex
numbers!).

9. Logging tips & miscellaneous info

Physical log sizes:

FRE, FRE2, ASN 64k
ACE25, ACE32, AFN 64k (Some older revs 32k)
ARE 64k
ARN 32k
AN > 2MB DRAM 32k
AN 2MB DRAM 16k

At many sites the log wraps quickly during certain failures. Much of this
wrapping is due to applications being too chatty.

Some customers who have free memory have requested that the log size
be increased to a size as large as 4 MB.

A common mistake made is to save the log too quickly after a failure.
Unless the System Event Logger gate is up, the log cannot be retrieved
from that slot.
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as the message. When control returns to the g_idle() caller. the queues
look like this:

running cate --» 0 A SIC
2 messace

A 1s running after the g_idle(). Assuming it then returns from its
activation routine it will immediately execute again. but this ime for the
messages it received while idle.

This may seem confusing, but applications normally don't worry about
it. From an application point-of-view, it recieved a SIG_INI. idled and

then recieved buffers. What applications. especially in the control path.
do need to be aware of is the importance of allowing the svstem to goidle
so that new data traffic can be processed (more on this later).

5. Forwarding Path Notes

6. Mappings

The scheduler may seem somewhat convoluted, but it is important to keep
in mind that GAME was designed for the efficient _forwarding_ of data.
In the forwarding path, gates do not pend. Forwarding gates typically
receive a continuous stream of buffers. Pending would cause buffers to
pile up on the gate's delivery list, possibly depleting the buffer free pool
on the slot.

The burden of handling pending was moved from scheduling time to
unpending time, since we schedule _much_ more than we unpend.

The scheduling of mapping activation routines is somewhat special. Here
is the sequence of events:

1. A ‘“target" gate is created or killed, requiring mappings to
trigger. This occurs in the context of some gate (e.g., a gate
calling g_req(), or GAME's MAPPER gate, which receives
updates from other slots). We'll refer to this as the "triggering"
gate.
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2. The triggering gate reschedules itself at the _head_ of the
activation queue with a SIG_MAP. This is effectively a "push”
onto the queue to continue the triggering gate's execution once
the mappings have all run.

Punning gate -->trigger ?
trigger SIG_MAP
A ?

3. Thetriggering gate creates a gate (which, through some
trickery, becomes a child of the MAPPER gate) which runs the
map_map() routine and schedules it at the head of the activation
queue. Note that many map_map gates can exist at any time.

map_map gates are also responsible for the cleanup of dying
gates.

Running gate -->trigger ?
map_map SIG_MAP
trigger SIG_MAP

A ?

4. The triggering gate pends, allowing the map_map gate to run.

Running gate -->map_map SIG_MAP
trigger SIG_MAP

A ?

5. The map_map gate also reschedules itself at the current head of
the activation queue with a SIG_MAP.

Running gate -->map_map SIG_MAP
map_map SIG_MAP
trigger SIG_MAP

A ?
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The map_map gate creates the gates that run the actual
mapping activation routines. Their activation routine is
map_gate_act(), a kernel routine, which will call the user's
mapping routine. These mapping gates are scheduled at the
_head_ of the queue, before the map_map gate's SIG_MAP
position in the queue (see step 5). The scheduling reasons for
these gates are aisc SIG_MAP.

Running cate -->map_map SICG_MaP

map_actl SIG_MAP

map_act2 SIG_MAP

mar_map SICG_MAaP
trigger SIG_M~P
A ?

The map_map gate pends, allowing the mapping gates to run.

Runninc gate -->mep_actl SIG_MAP

Guide Name

map_act?2 SIG_MAP

mar_actN SIG_MAP

map_map SIG_MAP

trigger SIG_MAP
A ?

The scheduler runs the mapping gates. Note that if a mapping
causes other gates to die, additional mapping activations get
scheduled _ahead_ of those already scheduled. If the mapping
gate pends, it is possible for the state of the "target" gate to
change. GAME does _not_ initiate the mapping for the new
state immediately. It instead stores the new state in the
mapping gate's environment. This may happen multiple times
during the life of a mapping. When the current mapping
activation completes, the map_gate_act() routine checks for this
changed state. If any exists, it re-runs the mapping with the first
changed state (and repeats this for each stored state). This way,
a gate will never miss a state change.



7. Interrupts
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9. Once all the mapping gates have been run, the next thing on the
activation queue will be the SIG_WMAP zctivation for the
map_map gate. This resumes the map_map gate's execution. I
the mapping was for a dying gate, it then cleans up the gate's
memory. Finzlly, the map_map gate kiils itselt.

Q

&l

10. The next thing on the activation queue will now be the SIG_MAP
activation for the triggering gate. This resumes the triggering
gate's execution. It finishes the mapping processing (which
isn't much) and returns to the application code.

Running gate -->trigger SIG_MAP

pd 2

ExY

Note that if 4 mapping activation routine pends, it's continued execution
can be interntwined with the activations of the base gate and other
mappings in the context of the base gate. However. these other mappings
can never be mappings for the SAME target gate of the still-running
mapping.

The details of low-level interrupt handling are specific to a given hardware
platform. GAME isolates these hardware dependencies from the device
driver gates and delivers interrupt events via signals.

GAME runs on various hardware platforms such as the ACE, ACE32,
AFN, FRE (1, 2, 3), ASN, ARN, AN, and ARE. These hardware
platforms are the name given the the processing engine that populates a
slot. Each processing engine contains a main microprocessor that
executes most of GAME's code and other support hardware such as timer
chips, UARTS, TAGS, memory parity logic, and hardware that is used
for interslot communication. Each slot also contains hardware devices
such as ethernet, fddi, token ring, and synchronous chip sets that
interoperate with the microprocessor on that slot.
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Most of hardware platforms that GAME runs on are based on the
Motorola MC680x() microprocessor family. For the rest of this section
we will talk about how the 68040 microprocessor on a FRE1/2 works.

The 68040 has three main states.

*  Halted. - Awuiting a reset signal.
* Running - Executing code normally such as thru a scheduler.

»  Exception - Processing an exception such as errors and external
Interrupts.

Exceptions can be caused by executing an instruction or by external
hardware events, such as interrupts, and hardware errors. Exceptions
caused by executing an instruction will be detected by the microprocessor.
Some exceptions are predefined and some can be user defined. Predefined
exeptions include unimplemented instruction, illegal instruction, address
error. bus error and divide by zero. Motorola also defines seven prioritized
levels for processing interrupt requests.

When the processor is initialized, code populates an exception vector
table with addresses of routines that will run when a particular exception
occurs. When an exception occurs that is not due to an interrupt request,
the current running code will be preempted after it finishes its current
instruction and the routine for that particular exception will execute. All
of the interrupt levels, other than level 7, can be disabled. Disabling a
level also disables all levels below. If an interrupt request occurs for a
level that 1s enabled, the current running code will be preempted once the
current instruction has finished. The interrupt service routine (ISR) for
this interrupt level will run. If an interrupt request occurs for a level that
is disabled, the exception does not occur until the level is enabled.

The FRE hardware was designed so that only two of the seven interrupt
levels are used (levels 3 and 4). The initialization code populates the
interrupt vector table so that the entry for the level 4 interrupt will contain
the address of g_isr_4(), the entry for the level 3 interrupt will contain
the address of g_isr_3(), the address of exception vector #2 will will
contain the address of BusError(), and all other entries contain the address
of except_entry() (there are a couple of minor exceptions).
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Interrupt level 4 isalways enabled. Because of this. g_isr_4() can preempi
any current running code. The watchdog timer. TAGS. memory parity
errors and the NMI bution result in a fevel 4 interrupt request. Interrupt
level 3 ix enabied when the scheduler is idle and in between gates. but
disabled while & gatc s executing. This means that g_isr_3() does not
always service interrupts immediately and it does not preempt gates. The
RTC used by the periodic timer. the backbone. UARTSs for the Tl consoie.
and the link modules, which contain devices such as the ethernet chip.
all assert level 3 interrupts.

Whenalevel 3 interrupt occurs, g_isr_3() examines the pending interrupts
register and masks out interrupts that are not to be handled at the current
time. This is currently used to postpone the processing of link-module
interrupts when the scheduler is notidle (i.e:between gate schedulings).
For each pending interrupt remaining. a g_isr() call is made to schedule
the appropriate signal. As discussed in the Inter-Gate Communications
section, the gate that handles the signal indicates whether 1t shouid be
scheduled at the head of the activation queue (G_ISR_SIG) or the end
(G_BASE_SIG).

8..CPU Hogging

Since GAME uses a non-preemptive scheduler, it is very easy for a single
gate to disrupt an entire slot, or even an entire box, by tying up the CPU
for more than a few milliseconds at a time. When a gate or collection of
gates "hog" the CPU, the scheduler may not go idle soon enough to handle
the link-module interrupts. In this case, packets are dropped, and, for
some reason, this makes customers unhappy.

Unfortunately, the onus is put on the application programmer to make
sure their gates are well-behaved. Therefore, an analysis of each gate's
execution time has to be done to ensure that the CPU is surrendered often
enough.

g_idle() is the most common vehicle used to ensure a gate is not a CPU
hog. Normally, g_idle(G_IDLE_POLL) is placed in an iteration loop.
One example is RIP receive processing. g_idle() is used so that the CPU
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intensive operation of adding / deleting / updating networks does not
resultin drivers dropping frames.

< <A Y e 3 = 4
veid ¢_icdle {(u_int32 Ilag!

t
th
[{¢]

flag: G_IDLE_POLL - place current gate on idle queuc. The gate gets
rescheduled after the next time the scheduler goes idle.

G_IDLE_CHECK -check to see if the backbone or drivers need servicing
or if the watchdog count is nearing expiration. If TRUE then g_idle() acts
as if G_IDLE_POLL was used as a flag. Otherwise, g_idle() returns
allowing the gate to continue executing.

"flag” can also take the value G_IDLE_TAIL. In older versions of
GAME. this would schedule the gate at the end of the activation queuc.
This feature was removed because it allowed a gate 10 hold out module
interrupts for too long. G_IDLE_TAIL now equals G_IDLE_POLL.

xample:

tr

FOR EACHE NETWORX UPDATE
{

/*

* Process update.

*/

g_idle(G_IDLE_POLL) ;
}
}

Note that if other gate activations can access and/or modify data used by
this gate (e.g., mappings or other gates in the hierarchy), the gate should
ensure that the data is in a state that allows access/modification when
idling (or it has to protect the data via semaphores).

Other function calls also give up the CPU. However, it is possible for the
gate to regain the CPU before the slot has gone idle.
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Iwci{), c_rpc(), c_replv()

«Q

These calls ali use an internal GAME funciion calied msg_fwd(). For
delivery of a message 10 the local slot. an explicit g_idle( call is made
to allow module interrupts to run. For remote delivery, however. the gate
is only pended until an ACK buffer is received from the remote siot. 1t
the local slot 1s busy enough and the remote siot quickly sends the ACK.
there 1s a chance of receiving the ACK before the local activation queue
goes empty. This chance is much lower with g_rpc(), which requires a
g_reply() buffer from a gate on the remote slot before the local gate

P2,

unpends.

For purposes of application writing. assume that these calls will allow
module interrupt service. If the frequency of the "exceptional cases”
becomes a problem, the functions can be changed to do explicit g_idle()
calls.

g_celav()

For any parameter values greater than 16 ticks. 1t is fairly certain that the
slot will go idle before the unpend timer expires. For a delay of 16 or
smaller, there is a very slight chance of servicing the timer interrupt
(between gate activations) that will unpend the gate. For purposes of
application writing, assume that this call will allow module interrupt
service.

g_seme_get (), g_balloc()

These calls give up the CPU only if the requested resource is not available.
An application should not rely on these to perform time-slicing.

In addition, most MIB interface calls use g_rpc() to a local gate.
Therefore, these MIB calls result in module interrupt service.

9. Symmetric Multi-Processing
Symmetric Multi-Processing (SMP) was added as part of the Bluefish

(ARE) project. In order to meet the agressive forwarding rates needed
for Bluefish, it was determined that a single processor wouldn't work.
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Therefore. Bluefish was designed as a dual processor syvstem. To date.
only Bluetish and 1ts denvatives (Blackiish, FRE-3) support SMP.

The challenge in adding SMP to GAME was figuring out how to do 1t
without having a huge impact on the 2 million or so ines of code already

1n existence.

The major problem when applying SMP to an existing code base 1s how
to protect data that may be modified by both processors at the same time.
This means you either need to add locks to all data stuctures or you can't
concurrently schedule gates which modify the same data structure.

Obviously. adding locks to all data structures would have a huge impact
on the existing code, not to mention all the new deadlock bugs 1t would
introduce.

Since GAME already organizes gates into family trees. this seemed to be
alogical way to make an educated guess about who shares data structures.
For example, it is not likely that IP and Appletalk share memory. This
is the approach that was used.

There 1s also one critical observation which can be made: In order to meet
the Bluefish performance goals, is 1sn't necessary to have all gates running
in parallel. Only the forwarding path really needs to be SMP. If the
control path isn't that optimal, it is still ok.

8.1 Gate Classification

Out of the above came the notion of classifving gates into one of 5 types
based upon how they share memory. This, in conjunction with a gate's
ancestry, allows the SMP scheduler to avoid scheduling two gates which
may modify shared memory concurrently. A gate's ancestry starts with
the first gate in a family tree created by the loader.

A gate's classification is set by an option to the g_req() syscall. This may
be set when the gate is created or by the gate itself. A gate can change
its classification by another call to g_req(). This change takes effect the
next time a gate gets scheduled.
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Here is the list of the different gate classifications. the associated g_req()
option. and a description.

Glcbal G_REQ_GLCBAL

The most excusive category. A Global gate will be the only gate executing
in the system. The 2nd processor will be held in a tight idle loop. This is
used for gates such as the MIB (which shares memory with practically
every application onthe box). Applications are strongly discouraged from
declaring their gates as Global.

Ancestor exclusive G_REQ_ANCESTOR

This is the default gate type. An Ancestor exclusive gate will not run with
_any_ other ancestor exclusive gate. This is the default type because we
can't be sure which gates do or don't share memory outside of their
ancestory. These gates are assumed to share memory outside their
ancestory. The first step to SMPize a subsystem is to determine if it ever
goes outside its ancestory. If it doesn't, its type can be changed to Clean
Ancestor.

Clean Ancestor G_REQ_CLEAN_ANCESTOR

Clean Ancestor gates do not share memory outside of theirown ancestory.
Therefore, it is ok to run them with other Clean Ancestor or Ancestor
Exclusive gates, provided those gates come froma_different_ ancestory.
Ideally, most of the control path would be of this type.

Clean Reader G_REQ_CLEAN_READER

The Clean Reader type was created to aid in making the forwarding path
efficient. The Clean Reader should be used when the gate only reads data
structures owned by the rest of its ancestory (i.e. the forwarding table).
A Clean Reader will run concurrently with another Clean Reader from
the same ancestory. This is ok as both are only reading data. A clean
reader will not execute if a non-Clean Reader from the same ancestory
is running. This is because the other gate may be modifying the shared
data structure.

Clean G_REQ_CLEAN
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This 1s the ideal gate for the forwarding path. A Clean gate 1s free to run
with any other gaie (except for Global). It doesn't share any data or the
data it doex share 1s read only and never modified. Clean gates can achieve
their ‘cleanliness’ by using the atomic operations described below. But
since Clean usually implies the datapath. vou usuallv need to ensure that
a clean gate doesn't get blocked for any substantial period of time.

8.2 SMP Scheduler

The SMP scheduler makes use of a single activation queue and idle queue
as the standard scheduler does. Each processor decides what gate it wants
to run next by looking at all the gates available in the activation queue as
well as what gate the other processor(s) is (are) currently running (if any).
When it finds a gate which satisifies the scheduling requirements, 1t
executes that gate.

This means that, unlike single-processor GAME, gates may not execute
in the strict order they appear in the activation queue. However. all gates
in the activation queue still need to be executed before the slot goes idle
(allowing module interrupts).

If a processor can't find a gate to execute, possibly because it would
conflict with the gate already running on the other processor, it idles itself
waiting for the other processor to complete. Once the other processor
completes, one of the processors (which one depends upon which
acquires the lock first) _will_ start running the next gate on the activation
queue (the next gate will always be eligible as both of the processors will
have been idle).

The scheduling rules for two-processor SMP are summarized in the
following chart.

The SMP types are:

G Global
A Ancestor exclusive

CA Clean Ancestor
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CR Clean Reacder
C Clean

Across the top of this chart 1s the tvpe of gate currently running on the
other processor. Down the side is the type of gate the current CPU would
like torun. A 'Y indicates that, ves. the gate being scheduled will execute
in parallel with the currently running gate. A - means the gate will not
run. A '*'indicates the other scheduler will be idle. so this state will never
happen.

In places where it matters, it is indicated whether the cate
being scheduled is in the same or differnet ancestry. If
"same” cor "diff* isn't indicated, then it doesn't matter.
Running Gate
Gate being scheduled G A A CrR C
G A N Y = Gate will run
| - = Gate won't run
Asame | * - - - Y * = other scheduler
A diff | * - Y Y v is idle
CA same | * - - - Y
CA diff | * Y Y Y Y
CR same | * - - Y v
CR diff | * Y Y Y Y
c | * Y Y Y Y
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0.3 The Kernei Lock

The kernel 1s one place where memory sharing across processors s very
likelv. This could happen if the gates running concurrently happen to
make overlapping svstem calis.

To prevent problems here, the kernel is protected by one lock. Only one
processor may be in the kernel code at any point in time. This includes
the scheduler. implying that only one processor will be picking a gate to
run at any time.

8.4 Interrupis

With muluple processors, interrupt handling becomes more interesting.
GAME solves the issue by requiring the kemnel lock before entering the
interrupt processing code. Therefore. only one CPU can handle interrupts
at a time.

Interrupts are only enabled when the CPU is in the scheduler. In order
to be in the scheduler. the processor must first have acquired the kernel
lock. Each processor will enable interrupts between each gate itexecutes.

On the interrupt handler side, the kernel lock must be acquired before
interrupt processing makes its way into the kernel. This is necessary

because some error interrupts will be seen by both processors and we
need to serialize their handling.

This all can work because the kernel lock is special - it can nest. The
owner of the lock is monitored, so when a CPU goes to request the lock,
the lock code knows if that CPU already owns the lock. This information
returned from the locking call informs the caller as to whether or not a
nested lock has occurred. This lets the caller knows whether or not it
should free the lock when it is done. If the CPU already had the lock, it
doesn't free it.

The only time the interrupt code executes under a non-nested lock on a
FRE is for level 4 interrupts. Level 3 interrupts are always serviced with
a nested lock because the CPU has to enable the interrupts.
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The sequence of events is as follows for "between-gate” interrupts:

-k

Get the kernel lock.

Enter scheduler.

Call g_poll() to enabie between gate interrupts.
Interrupt occurs.

Enter interrupt_handler.

o0 N

Get the kernel lock, finding out that it is currently owned by this
CPU.

7. Call the interrupt service routine.

8. Return from interrupt processing (note the lock was not freed).
9. Pick the next gate to run.

10. Free the kernel lock.

11. Run the selected gate.

9.5 Gate creation, death, and mappings

Since the kernel lock has to be obtained to enter kemnel code, it is
impossible for multiple processors to create or kill a gate at the same time.
However, it is possible for a gate on one processor to kill the gate that i3
currently active on the other processor. This race is handled by making
the map_map() gate a Global gate.

As explained earlier, when a gate is killed, the head of the scheduler's
activation queue is modified such that the first entry is the map_map gate.
When the map-triggering gate pends, the scheduler runs and sees that the
first entry on the queue is a Global gate. It therefore idles the CPU, waiting
for the other CPU (which may be running the newly killed process) to
finish. Once the other CPU finishes, one of the CPUs runs the map_map
gate (while the other idles), which cleans up the dead gate's resources and
schedules the mapping activations.
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.8 Atomic Locks

There are two RTL routines which implement atomic operations. These
are atom_incr_int32() and atom_update_ini32(). These can be used 1o
make gates clean even if thev share memory.

The atom_incr_int32() is used to update MIB stats. It would be a shame
to not be able to mark a gate Clean only because it needs 1o count stats.
The atom_incr_int32() provides an atomic increment so that multple
Clean gates can update the same stat.

The atom_update_int32() can be used to perform an atomic update of a
value. This can be used to implement a busy-wait loop to serialize access
10 a data strucure. )

Under the PowerPC architecture, atomic operations are not performed by
doing an atomic read-modify-write operation on the bus as you may
expect. Rather, the PPC has what it calls a ‘reservation’. To do an atomic
operation, vou first perform a load with reservation. This causes to PPC
to remember which cache line your load came from. Once a new value
1s ready to write, be it an increment or setting of a lock, the processor
does a store w/ reservation. Unlike other stores, this store will only
complete if some other processor hasn't modified the reserved cache line.
If the store fails, another load/store cycle needs to be done. All this work
1s what the atom_incr_int32() and atom_update_int32() are doing.

Notice how the reservation happens on a cache line boundary. This means
that in order to get the highest likelyhood for the store to complete, that
cache line shouldn't be 1n high use.

To help with atomic locks, a number of macros have been defined in
include/atom.h. A brief summary of these 1is:

SMP_LOCK_ALLOC (lock_ptr)

Allocates a block of memory and returns the lock_ptr which will be
properly aligned within it for atomic operations.

SMP_LOCK_UNALLOC (lock_ptr)
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Frees the memory acquired by SMP_LOCK_ALLOC.

SMP_LOCKX_ACQUIRE(lock

Uses atom_update_int32() to facilitate a busy-wait binary lock. This will
return only after the lock has been acquired. But. it is a busy-wait. NOT
apending call. Therefore. while vou own the lock. "Thou shalt not pend™

SMP_LOCK_RELEASE (lock_ptr)

Releases the lock acquired by SMP_LOCK_ACQUIRE().

8.7 SMP operations on non-SMP sysiems

Applications are free to use the SMP g_req() options. atomic routines.
etc. on non-SMP systems. These are all appropriately stubbed out. For
example, atom_incr_int32() will stll perform an increment, but not
atomically (since there is only one processor).
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GAME 101

Chapter T Concepts: Scheduier and
Symmetric Multi-Processing

Approximate ume to cover: ?

1. Overview

The GAME gate scheduler is a simple, non-premptive, first in/first out

(FIFO) scheduler. This means that a gate executes until it gives up the

CPU by either pending or returning from its activation routine. It also

means that gates will execute in the order in which they are placed onto
the scheduler queue (with a few exceptions).

2. Scheduler Queues

There are two scheduler queues in GAME. These are the Activation
queueand the Idle queue. Each queue element contains a pointer to the
gatecontrol block of the gate to activate as well as the reason for
theactivation.

The Activation queue is a list of gates which are ready to be run. The
scheduler will walk though this list activating each gate in turn. When a
running gate either pends or retumns from its activation routine, the next
gate in the list is activated.

Once the activation queue is empty, the system is said to go "idle". At
this point in time module interrupts are handled. If there are indeed
module interrupts pending this will result in some gates (such as a link
driver) being added to the activation queue. Once all gates needed for
interrupt processing are added to the activation queue, the contents of the
Idle queue are copied to the activation queue. Then the scheduler starts
executing the gates on the activation queue.

The Idle queue serves as a place for application gates to go when they
want to be "fair" (or put another way, when they don't wish to kill the
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slot's forwarding performance). Since the scheduler 1s non-preempuve,
it 1s possible for a single gate 10 usurp all of the processing resources of
the svstem for a long time. This is undesirable in a svstem which ix also
trving to pass data trafiic. The idle queue allows a gate 10 timeslice itself
viathe g_idle() syscall. By calling g_idle() a gate will allow more network
trattic to be processed after which it will continue execution.

There is a CPU watchdog which will prevent a gate from running forever.
After some large amount of time (3-4 seconds on most systems). if the
same gate 1s still running, this gate will be killed and a "cpu hog"” event
will be placed in the error log. But, the CPU watchdog is really only
there to prevent runaway gates from hanging the system. Packets will be
dropped well before the CPU watchdog goes off, so 1t is up to the gate to
idle 1tself well before the CPU watchdog limit. See "CPU Hogging”
ahead. Watchdogs are discussed more in the Watchdog section.

3. Activation Reasons

A gate can only be activated for a small number of reasons. These include:
Message delivery
This 1s the delivery of a new list of buffers for the gate to process.

SIG_INI

An initialization signal, usually the result of creating a gate with the
G_SIG_INI option of g_req(). This signal can also be sent to an existing
gate by using the G_REQ_INI option of g_req() (only recommended if
the semantics of sending the signal is "initialize").

SIG_TMO

A timeout signal sent to a gate when a timer set via g_tmo() has expired.
Each gate can only have one timer.

User defined signal

Each gate is allowed a _single_ user defined signal. This is either the
signal registered for via g_isr(), the signal being sent by g_sig_gid(), or
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aSIG_DATA if the gate isthe targetof a  g_sig_data(). This wascovered
in detail 1n the Inter-Gate Communication section.

There are some addiuional acuivation reasons which only apply to pended
gates. When a gate pends. 1t does so within the context of GAME. Thus.
these signals will never be seen directly by a gate as they are consumed
by GAME. They are listed here only for completcness.

SIG_IDLE

Originally, this signal was used to unpend a gate after 1t idled itself on
the idle queue. More recently it has been used as a generic unpend signal
used for such things as unpending a gate which was waiting for a
semaphore token. What exactly a SIG_IDLE implies 1s dependent upon
where within GAME a gate pends (since that is where it will resume
execution when it unpends).

SIG_MAP

Used when creating and firing mapping routines.

SIG_MSG

Used when new buffers are delivered to a pended gate. This is utilized by
the messaging system so it can collect acknowledgements or RPC replies
within the context of a gate.

These 7 reasons are the only reasons a gate will be scheduled. There isan
additional restriction that scheduling reasons do not nest. Thismeans that
if a gate can appear at most one time in either the idlequeue or the
activation queue for each reason.

For example, the first time a gate recieves buffers, the buffers are placed
on its delivery list and the gate is scheduled for message delivery. If more
buffers arrive before the gate is activated (because there are many other
gates ahead of it), those additional buffers do not result in another

scheduling. Rather, they are tacked onto the end the existing delivery list.

With signals, the result of no nesting is somewhat different. The first time
a gate's timer expires, the gate 1s scheduled for a SIG_TMO. If the gate
doesn't get activated for that SIG_TMO before the timer expires again,
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the nextimeout does _not_result ina SIG_TMO. The gaic will see only
one SIG_TMO zlthough 2 timeout periods have actually occurred.

When a gate pends within GAME. it waits for some event to occur. For
example, when a gate does a g_idle(). it is waiting to get a SIG_IDLE in
order to continue. But, what happens if that gate recieves a message?

In order to be efficient, the message delivery code doesn't look at the state
of each gate which is recieving a message to sce if 1t 1s currently pended.
It just schedules a gate for message delivery whenever it starts a new
delivery list for a gate. This means that the g_idle() may actually get
unpended for reasons other than a SIG_IDLE. and it needs to handle those
rcasons correctly.

An example of how the queues really work would help here...

Say we have 3 gates, A. B and C which are being scheduled (we won't
worry about why B and C are on the queues). The chart below shows the
state of the activation queue and the idle queue at a particular point in
time. The gate at the top of the activation queue is the one which is
currently running.

Activation queue Idle gueue
Gate Reason Gate Reason

Running gate --> A SIG_INI

B ?

c ?
So gate A is running its SIG_INI. For whatever reason this takes a long
time, so A needs to timeslice itself by calling g_idle(). The g_idle() call
results in gate A being placed on the Idle queue for delivery of a

SIG_IDLE after the system goes idle. Once this is done, the gate pends
allowing the next gate to run:
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Runningc cate --> B ? A~ SIG_IDLE

- >
C E

Now B runs. It sends a message to A. This causes A 1o be scheduled for
a message delivery. Once B completes. C will run and the queues look
like this:

Running gate --> C ? A SIC_IDLE
A message

Notice that the activation for A's message is on the activation queue. This
means that as gates send buffers to other gates on the same slot, the
activation queue never goes empty (Note that reliable messaging to the
same slot will idle the sender. This is covered later). This 1s intentional
since this 1s exactly what happens when we're forwarding traffic - and we
want that to go fast.

Once C completes the queue looks like this:

Running gate --> A message A SIG_IDLE

A now executes. Since it was pended, it unpends at that same point in
the code. Inthis case, thatisinthe g_idle() syscall. The g_idle() unpends
with a message. This isn't what it wants so it remembers that the gate
received messages and pends again. The system goes idle since there are
no more gates on the activation queue.

Module interrupts are now enabled. Lets assume there are interrupts
pending and gate D is a driver which will handle one of those interrupts.
The interrupt handler will send a g_sig(SIG_MODO) causing gate D to
be scheduled. Next the idle queue is copied to the activation queue and
scheduling begins with gate D running.

Running gate --> D SIG_MODO

A SIG_IDLE
Gate D runs to completion and then Gate A gets scheulded. Gate A
unpends in the g_idle() syscall. It sees a SIG_IDLE, which is what it was

waiting for so it can continue on. But, before returning to the application
code, it needs to reschedule any activations it saw but didn't want, such
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as the message. When control returns 1o the g_idle() caller. the queues
look like this:
24 S TONT T
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messacs

A is running after the g_idle(). Assuming it then returos from its
activation routine it will immediately execute again. but this time for the
messages it received while idle.

This may seem confusing, but applications normally don't worry about
it. From an application point-of-view. it recieved a SIG_INI. idled and

then recieved buffers. What applications. especially 1n the control path.
do need to be aware of is the importance of allowing the system to goidle
so that new data traffic can be processed (more on this later).

5. Forwarding Path Notes

6. Mappings

The scheduler may seem somewhat convoluted, but it is important to keep
in mind that GAME was designed for the efficient _forwarding_ of data.
In the forwarding path, gates do not pend. Forwarding gates typically
receive a continuous stream of buffers. Pending would cause buffers to
pile up on the gate's delivery list, possibly depleting the buifer free pool
on the slot.

The burden of handling pending was moved from scheduling time to
unpending time, since we schedule _much_ more than we unpend.

The scheduling of mapping activation routines is somewhat special. Here
1s the sequence of events:

1. A "target" gate is created or killed, requiring mappings to
trigger. This occurs in the context of some gate (e.g., a gate
calling g_req(), or GAME's MAPPER gate, which receives
updates from other slots). We'll refer to this as the “triggering”
gate.
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2. The triggering gate reschedules itself at the _head_ of the
activation queue with a SIG_MAP. This is effectively a “push”
onto the queue to continue the triggering gate's execution once
the mappings have all run.

Running gate -->trigger ?
trigger SIG_M=2P
A ? h

3. The triggering gate creates a gate (which, through some
trickery, becomes a child of the MAPPER gate) which runs the
map_map() routine and schedules it at the head of the activation
queue. Note that many map_map gates can exist at any time.
map_map gates are also responsible for the cleanup of dying
gates.

Running gate -->trigger ?
map_map SIG_MAP
trigger SIG_MAP

A ?

4. The triggering gate pends, allowing the map_map gate to run.

Running gate -->map_map SIG_MAP
trigger SIG_MAP

A ?

5. The map_map gate also reschedules itself at the current head of
the activation queue with a SIG_MAP.

Running gate -~->map_map SIG_MAP
map_map SIG_MAP
trigger SIG_MAP

A ?
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6. The map_map gate creates the gates that run the actual
mapping activation routines. Their activation routine is
map_gate_zact(), a kerne! routine, which will call the user's
mapping routine. These mapping gates are scheduled at the
_head_ of the queue, before the map_map gate's SIG_MAP
‘position in the queue (see step 5). The scheduling reasons for
these gates are also SIG_MAP.

Running gate -->map_map SIG_MAP
map_actl SIG_MAP
map_act2 SIG_MAP
map_accN  SIG_MAP
mar_map SIG_MAP -
trigger SIG_MaP
2 2
7. The map_map gate pends, allowing the mapping gates to run.
Runrning gate -->map_actl SIG_MAP
map_act2 SIG_MAP
map_actN SIG_MAP
map_map SIG_MAP
trigger SIG_MAP
A ?
8. The scheduler runs the mapping gates. Note that if a mapping

Guide Name

causes other gates to die, additional mapping activations get
scheduled _ahead_ of those already scheduled. If the mapping
gate pends, it is possible for the state of the "target” gate to
change. GAME does _not_ initiate the mapping for the new
state immediately. It instead stores the new state in the
mapping gate's environment. This may happen multiple times
during the life of a mapping. When the current mapping
activation completes, the map_gate_act() routine checks for this
changed state. If any exists, it re-runs the mapping with the first
changed state (and repeats this for each stored state). This way,
a gate will never miss a state change.
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9. Once all the mapping gates have been run, the next thing on the
activation queue will be the SIG_MAP activation for the
map_map gate. This resumes the map_map gate's execution. If
the mapping was for a dying gate, it then cileans up the gate's
memory. Finally, the map_map cate kills itself.

10. The next thing on the activation queue will now be the SIG_MAP
activation for the triggering gate. This resumes the triggering
gate's execution. It finishes the mapping processing (which
isn't much) and returns to the application code.

Running gate -->trigger SIG_MAP
A ?

Note that if a mapping activation routine pends. it's continued execution
can be intertwined with the activations of the base gate and other
mappings in the context of the base gate. However, these other mappings
can never be mappings for the SAME target gate of the still-running
mapping.

The details of low-level interrupt handling are specific to a given hardware
platform. GAME isolates these hardware dependencies from the device
driver gates and delivers interrupt events via signals.

GAME runs on various hardware platforms such as the ACE, ACE32,
AFN, FRE (1, 2, 3), ASN, ARN, AN, and ARE. These hardware
platforms are the name given the the processing engine that populates a
slot. Each processing engine contains a main microprocessor that
executes most of GAME's code and other support hardware such as timer
chips, UARTS, TAGS, memory parity logic, and hardware that is used
for interslot communication. Each slot also contains hardware devices
such as ethemnet, fddi, token ring, and synchronous chip sets that
interoperate with the microprocessor on that slot.
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Most of hardware piatforms that GAME runs on are based on the
Motorola MC680x0 microprocessor family. For the rest of this section
we will talk about how the 68040 microprocessor on a FRE1/2 works.

The 68040 has three main states:

* Halted. - Awaiting a reset signal.

*  Running - Executing code normally such as thru a scheduler.

«  Exception - Processing an exception such as errors and external

interrupts.

Exceptions can be caused by executing an instruction or by external
hardware events, such as interrupts, and hardware errors. Exceptions
caused by executing an instruction will be detected by the microprocessor.
Some exceptions are predefined and some can be user defined. Predefined
exeptions include unimplemented instruction, illegal instruction, address
error. bus error and divide by zero. Motorola also defines seven prioritized
levels for processing interrupt requests.

When the processor is initialized, code populates an exception vector
table with addresses of routines that will run when a particular exception
occurs. When an exception occurs that is not due to an interrupt request,
the current running code will be preempted after it finishes its current
instruction and the routine for that particular exception will execute. All
of the interrupt levels, other than level 7, can be disabled. Disabling a
level also disables all levels below. If an interrupt request occurs for a
level that is enabled, the current running code will be preempted once the
current instruction has finished. The interrupt service routine (ISR) for
this interrupt level will run. If an interrupt request occurs for a level that
1s disabled, the exception does not occur until the level is enabled.

The FRE hardware was designed so that only two of the seven interrupt
levels are used (levels 3 and 4). The initialization code populates the
interrupt vector table so that the entry for the level 4 interrupt will contain
the address of g_isr_4(), the entry for the level 3 interrupt will contain
the address of g_isr_3(), the address of exception vector #2 will will
contain the address of BusError(), and all other entries contain the address
of except_entry() (there are a couple of minor exceptions).
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Interrupt level 4 is always enabled. Because of this, g_isr_4() can preempt
any current running code. The watchdog timer. TAGS. memory parity
errors and the NMI button result in 2 level 4 interrupt request. Interrupt
level 3 is enabled when the scheduier is idle and in between gates. but
disabled while a gate is executing. This means that g_isr_3() does not
always service interrupts immediately and 1t does not preempt gates. The
RTC used by the periodic timer. the backbone. UARTSs for the TI console.
and the link modules, which contain devices such as the ethernet chip.
all assert level 3 interrupts.

Whenalevel 3 interrupt occurs. g_isr_3() examines the pending interrupts
register and masks out interrupts that are not to be handled at the current
time. This is currently used to postpone the processing of link-module
interrupts when the scheduler is not idle (i.e., between gate schedulings).
For each pending interrupt remaining. a g_isr() call 1s made to schedule
the appropriate signal. As discussed in the Inter-Gate Communications
section, the gate that handles the signal indicates whether it should be
scheduled at the head of the activation queue (G_ISR_SIG) or the end
(G_BASE_SIG).

8. CPU Hogging

Since GAME uses a non-preemptive scheduler, it is very easy for a single
gate to disrupt an entire slot, or even an entire box, by tying up the CPU
for more than a few milliseconds at a time. When a gate or collection of
gates "hog" the CPU, the schedulermay not go idle soon enough to handle
the link-module interrupts. In this case, packets are dropped, and, for
some reason, this makes customers unhappy.

Unfortunately, the onus is put on the application programmer to make
sure their gates are well-behaved. Therefore, an analysis of each gate's
execution time has to be done to ensure that the CPU is surrendered often
enough.

g_idle() is the most common vehicle used to ensure a gate is not a CPU
hog. Normally, g_idle(G_IDLE_POLL) is placed in an iteration loop.
One example is RIP receive processing. g_idle() is used so that the CPU
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intensive operation of adding / deleting / updating networks does not
result in drivers dropping frames.

veid ¢_icle {u_inti:Z

flag: G_IDLE_POLL - place current gate on idle queue. The gate gets
rescheduled after the next iime the scheduler goes idle.

G_IDLE_CHECK - check to see if the backbone or drivers need servicing
or if the watchdog count is nearing expiration. If TRUE then g_idle() acts
as if G_IDLE_POLL was used as a flag. Otherwise, g_idle() returns
allowing the gate to continue executing.

"flag” can also take the value G_IDLE_TAIL. In older versions of
GAME. this would schedule the gate at the end of the activation queue.
This feature was removed because it allowed a gate to hold out module
interrupts for too long. G_IDLE_TAIL now equals G_IDLE_POLL.
Exemple:

{

FOR EACE NETWORK UPDATE

{

/ *

* DProcess update.

*/

¢_idle(G_IDLE_POLL) ;
}
}

Note that if other gate activations can access and/or modify data used by
this gate (e.g., mappings or other gates in the hierarchy), the gate should
ensure that the data is in a state that allows access/modification when
idling (or it has to protect the data via semaphores).

Other function calls also give up the CPU. However, it is possible for the
gate to regain the CPU before the slot has gone idle.
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c_Iwd(). g_xrpc(), g_repiv()

These calls all use an internal GAME function called msg_fwd(). For
delivery of a message to the local slot. an explicit g_idle() call is made
to allow module interrupts to run. For remote delivery, however. the gate
is only pended unul an ACK buffer is received from the remote slot. It
the local slot is busy enough and the remote slot quickly sends the ACK.
there is a chance of receiving the ACK before the local activation queue
goes empty. This chance is much lower with g_rpc(), which requires a
g_reply() buffer from a gate on the remote slot before the local gate

=2
unpends.

For purposes of application writing, assume that these calls will allow
module interrupt service. If the frequency of the "exceptional cases”
becomes a problem. the functions can be changed to do explicit g_idle()
calls.

g_delay ()

For any parameter values greater than 16 ticks, it is fairly certain that the
slot will go idle before the unpend timer expires. For a delay of 16 or
smaller, there is a very slight chance of servicing the timer interrupt
(between gate activations) that will unpend the gate. For purposes of
application writing, assume that this call will allow module interrupt
Service.

g_sema_get (), g_balloc()

These calls give up the CPU only if the requested resource is not available.
An application should not rely on these to perform time-slicing.

In addition, most MIB interface calls use g_rpc() to a local gate.
Therefore, these MIB calls result in module interrupt service.

9. Symmetric Multi-Processing

Symmetric Multi-Processing (SMP) was added as part of the Bluefish
(ARE) project. In order to meet the agressive forwarding rates needed
for Bluefish, it was determined that a single processor wouldn't work.
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Therefore. Bluefish was designed as a dual processor svstem. To date.
only Bluetish and its derivatives (Blacktfish. FRE-3) support SMP.

The challenge in adding SMP to GAME was figuring out how 1o do 1t
without having a huge impact on the 2 million or so lines of code already
In existence.

The major problem when applying SMP to an existing code base 1s how
to protect data that may be modified by both processors at the same time.
This means you either need to add locks to all data stuctures or you can't
concurrently schedule gates which modify the same data structure.

Obviously. adding locks to all data structures would have a huge impact
on the existing code. not to mention all the new-deadlock bugs it would
introduce.

Since GAME already organizes gates into family trees. this seemed to be
alogical way to make an educated guess about who shares data structures.
For example, it is not likely that IP and Appletalk share memory. This
is the approach that was used.

There is also one critical observation which can be made: In order to meet
the Bluefish performance goals, is isn't necessary to have all gates running
in parallel. Only the forwarding path really needs to be SMP. If the
control path isn't that optimal, it is still ok.

8.1 Gate Classification

Out of the above came the notion of classifying gates into one of 5 types
based upon how they share memory. This, in conjunction with a gate's
ancestry, allows the SMP scheduler to avoid scheduling two gates which
may modify shared memory concurrently. A gate's ancestry starts with
the first gate in a family tree created by the loader.

A gate's classification is set by an option to the g_req() syscall. This may
be set when the gate is created or by the gate itself. A gate can change
its classification by another call to g_req(). This change takes effect the
next time a gate gets scheduled.
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Here is the list of the ditferent gate classifications. the associated g_reqo)
option. and a description.

AT st ~ o= T AT
= :‘....: GLCZAL

The most excusive category. A Global gate will be the only gate exccutng
in the svstem. The 2nd processor will be held in a ughtidle loop. This s
used for gates such as the MIB (which shares memory with practically
every application on the box). Applications are strongly discouraged from
declaring their gates as Global.

Ancestor exclusive G_REQ_ANCESTOR

This is the default gate type. An Ancestor exclusive gate will not run with
_any_ other ancestor exclusive gate. This is the défault type because we
can't be sure which gates do or don't share memory outside of their
ancestory. These gates are assumed to share memory outside their
ancestory. The first step to SMPize a subsystem is to determine if it ever
goes outside its ancestory. If it doesn't. its type can be changed to Clean
Ancestor.

Clean Ancestor G_REQ_CLEAN_ANCESTOR

Clean Ancestor gates do nct share memory outside of their own ancestory.
Therefore, 1t 1s ok to run them with other Clean Ancestor or Ancestor
Exclusive gates, provided those gates come from a _different_ ancestory.
Ideally, most of the control path would be of this type.

Clean Reader G_REQ_CLEAN_READER

The Clean Reader type was created to aid in making the forwarding path
efficient. The Clean Reader should be used when the gate only reads data
structures owned by the rest of its ancestory (i.e. the forwarding table).
A Clean Reader will run concurrently with another Clean Reader from
the same ancestory. This is ok as both are only reading data. A clean
reader will not execute if a non-Clean Reader from the same ancestory
1s running. This is because the other gate may be modifying the shared
data structure.

Clean G_REQ CLEAN
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This is the ideal gate for the forwarding path. A Clean gate 1s free to run
with any other gate (except for Global). It doesn't share any data or the
data it docs share 1s read only and never modified. Clean gates can achieve
their ‘cleanliness’ by using the atomic operations described below. But
since Clean usually implies the datapath, vou usually need to ensure that
a clean gate doesn't gei blocked for any substantial period of tme.

9.2 SMP Scheduler

The SMP scheduler makes use of a single activation queue and idle queue
as the standard scheduler does. Each processor decides what gate 1t wants
to run next by looking at all the gates available in the activation queue as
well as what gate the other processor(s) is (are) currently running (if any).
When it finds a gate which satisifies the scheduling requirements. it
executes that gate.

This means that. unlike single-processor GAME, gates may not execute
in the strict order they appear in the activation queue. However, all gates
in the activation queue still need to be executed before the slot goes idle
(allowing module interrupts).

If a processor can't find a gate to execute. possibly because it would
conflict with the gate already running on the other processor, it idles itself
waiting for the other processor to complete. Once the other processor
completes, one of the processors (which one depends upon which
acquires the lock first) _will_ start running the next gate on the activation
queue (the next gate will always be eligible as both of the processors will
have been idle).

The scheduling rules for two-processor SMP are summarized in the
following chart.

The SMP types are:

G Global
A Ancestor exclusive

CA Clean Ancestor
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CR Clean Reader

(@]
(9]
Voo
(1]
fu
6}

Across the top of this chart is the tvpe of gate currently running on the
other processor. Down the side is the type of gate the current CPU would
like torun. A 'Y indicaies that. ves. the gate being scheduled will execute
in parallel with the currently running gate. A - means the gate will not
run. A *'indicates the other scheduler will be idle. so this state will never
happen.

In places where it matters, it is indicated whether the gate
being scheduled is in the same or differnet ancestry. IZ
*same" or "diff" isn't indicated, then it doesn't matter.
Running Gate
Gate being scheduled G A CA CR C

G o - - - - vV = Gate will run

| - = Gate won't run

Asame | * - - - Y * = other scheduler
A diff | * - Y Y Y is idlé
|
CA same | * - - - Y
cA diff | * Yy Y Y Y
I
CR same | * - - Y Y
CR @iff | * Y Y Y Y
l
c | * Y Y Y Y
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8.3 The Kerne! Lock

The kernel is one place where memory sharing across processors is very
likelv. This could happen if the gates running concurrently happen to
make overlapping system calls.

To prevent problems here. the kernel is protected by one lock. Only one
processor may be in the kernel code at any point in time. This includes
the scheduler, implying that only one processor will be picking a gate to
run at any time.

8.4 Interrupis

With multiple processors, interrupt handling becomes more interesting.
GAME solves the issue by requiring the kernel lock before entering the
interrupt processing code. Therefore. only one CPU can handle interrupts
at a time.

Interrupts are only enabled when the CPU is in the scheduler. In order
to be in the scheduler, the processor must first have acquired the kernel
lock. Each processor will enable interrupts between each gate it executes.

On the interrupt handler side, the kernel lock must be acquired before
interrupt processing makes its way into the kermel. This is necessary

because some error interrupts will be seen by both processors and we
need to serialize their handling.

This all can work because the kernel lock is special - it can nest. The
owner of the lock is monitored, so when a CPU goes to request the lock,
the lock code knows if that CPU already owns the lock. This information
returned from the locking call informs the caller as to whether or not a
nested lock has occurred. This lets the caller knows whether or not it
should free the lock when it is done. If the CPU already had the lock, it
doesn't free it.

The only time the interrupt code executes under a non-nested lock on a
FRE is for level 4 interrupts. Level 3 interrupts are always serviced with
a nested lock because the CPU has to enable the interrupts.
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The sequence of events is as follows for "between-gate” interrupts:

Get the kernel lock.
Enter scheduier.

" Call g_poll() to enable between gate interrupts.
Interrupt occurs.

Enter interrupt_handler.

o nh w Do

Get the kernel lock, finding out that it is currently owned by this
CPU.

Call the interrupt service routine.

N

Return from interrupt processing (note the lock was not freed).
9. Pick the next gate to run.
10. Free the kernel lock.

11. Run the selected gate.

9.5 Gate creation, death, and mappings

Since the kernel lock has to be obtained to enter kernel code, it is
impossible for muitiple processors to create orkill a gate at the same time.
However, it is possible for a gate on one processor to kill the gate that is
currently active on the other processor. This race is handled by making
the map_map() gate a Global gate.

As explained earlier, when a gate is killed, the head of the scheduler's
activation queue is modified such that the first entry is the map_map gate.
When the map-triggering gate pends, the scheduler runs and sees that the
firstentry onthe queue is a Global gate. Ittherefore idles the CPU, waiting
for the other CPU (which may be running the newly killed process) to
finish. Once the other CPU finishes, one of the CPUs runs the map_map
gate (while the other idles), which cleans up the dead gate's resources and
schedules the mapping activations.
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9.6 Atomic Locks

There are two RTL routines which implement atomic operations. These
are atom_incr_int32() and atom_update_int32(). These can be used to
make gates clean even if they share memory.

The atom_incr_int32() is used to update MIB stats. It would be a shame
to not be able to mark a gate Clean only because 1t needs to count stats.
The atom_incr_int32() provides an atomic increment so that multiple
Clean gates can update the same stat.

The atom_update_int32() can be used to perform an atomic update of a
value. This can be used to impiement a busy-wait loop to serialize access
to a data strucure.

Under the PowerPC architecture, atomic operations are not performed by
doing an atomic read-modify-write operation on the bus as you may
expect. Rather, the PPC has what it calls a 'reservation’. To do an atomic
operation, you first perform a load with reservation. This causes to PPC
to remember which cache line your load came from. Once a new value
is ready to write, be it an increment or setting of a lock, the processor
does a store w/ reservation. Unlike other stores, this store will only
complete if some other processor hasn't modified the reserved cache line.
If the store fails, another load/store cycle needs to be done. All this work
is what the atom_incr_int32() and atom_update_int32() are doing.

Notice how the reservation happens on a cache line boundary. This means
that in order to get the highest likelyhood for the store to complete, that
cache line shouldn't be in high use.

To help with atomic locks, a number of macros have been defined in
include/atom.h. A brief summary of these is:

SMP_LOCK_ALLOC (lock_ptr)

Allocates a block of memory and returns the lock_ptr which will be
properly aligned within it for atomic operations.

SMP_LOCK_UNALLOC (lock_ptr)
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Frees the memory acquired by SMP_LOCK_ALLOC.

SMP_LOCK_ACQUIRE(lock_ptr)

Uses atom_update_imt32() to facilitate a busy-wait binary lock. This will
return only after the lock has been acquired. But. it 1s a busv-wait. NOT
apending call. Therefcre. while vou own the lock. "Thou shalt not pend!”

SMP_LOCX_RELEASE(lock_ptr)

Releases the lock acquired by SMP_LOCK_ACQUIRE().

8.7 SMP operations on non-SMP systems

Applications are free to use the SMP g_req() options, atomic routines.
etc, on non-SMP systems. These are all appropriately stubbed out. For
example, atom_incr_int32() will still perform an increment, but not
atomically (since there is only one processor).
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GAME 101

Chapter 1Concepts: System Event
Log

1. System Event Log Overview.

Eventlogging can be used for dcbuggirig and network management. Each
slot that contains a processor (ACE, FRE, etc.) maintains its own fixed
size event log that is located at a fixed location within volatile memory
(DRAM). Applications only write to the phyvsical log located on the slot
the application is executing on. This log will survive system reboots.
software restarts. and crashes unless the hardware is (re)initialized. The
hardware is initialized during power up, hot swaps, diagnostics, hardware
reset, and certain hardware specific failures (on a FRE, the ISR handing
the Watchdog timer must clear the Watchdog pending bit before the next
Watchdog timer interval or else the FRE hardware will reset).

Events that are written into the log vary in size. Most events that contain
strings have a defined code that is stored in the log entry instead of the .
string. This practice allows for more events to be written into the fixed
size log. When the log is viewed, the code is replaced by a string from
other entities such as string services or Site Manager. Strings still canbe
written directly into the log, but this practice limits the number of events
that can be stored in the log. When the log is full and a new event needs
to be added, the oldest entry or entries are removed and replaced with the
most recent entry.

\ 4

NOTE. 1t is NOT a good practice to log a message by using a sprintf to
format a string and use a "generic" EDL event code. Unless you are adding a
message that will be removed when a defined problem is fixed, modify the
EDL file to add a new EDL event code. "generic" EDL event codes waste too
much log space.
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2. Log Entry Format

< L8 £ e b & T &
———————— b, b, e, ———————-
i Size Tvpe | Zntity | Event |

Size

Tvpe

Entity

Guide Name

- Who

4 bvtes

0 - 251 long words

Size of log entrv in long words (4 - 255)

Log entry type

DEBUG

INFO

WARNING

FAULT

TRACE

logged the event

TI_EDL
LB_EDL
IP_EDL
SNMP_EDL

OSPF_EDL

1
2
4
3

16

0

1

12

(0x10)

(see include/edl_types.h)
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IPX_EDL 30

Event - Log message number within entity

-~

( see edi/*.edl; TI.edl, L5.edl, IP.edl, etc
Time Stamp - Time that event was logged.
First 4 bytes - number of seconds since January 1., 1900. Second 4 bytes

- fraction of seconds (NOTE. The number of bits used is hardware specific
and left justified). See timer section.

Secguence Seguence number of event on Sliot.
Number
Slot Slot number event occured on.

3. Quick Example of EDL

Each numeric event code is defined using the "Event Definition
Language" and a preprocessor tool. Entity specific log messages are
created by adding the entity to "include/ed]_types.h" and a corresponding
"<entity>.edl" file to the "edl" directory. For example, when NetBios
over IP was added to the system

#define NBIP_EDL 77

was added to the file "include/edl_types.h" and the file "ed/NBIP.ed]”
was created. The contents of "NBIP.edl" is

/* @(#)WSCCS c/edl-NBIP.edl 1.1 6/27/94 */
RECORD NBIP_EDL

NBIP_CRASH FAULT_MSG "System error, service
attempting restart."

NBIP_BAD_PKT WARNING_MSG "invalid NetBIOS over IP
packet received"
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NBIP_BAD_NAME WARNING_MSG *invalié NetBIOS over IP
name"”

N3IP_INIT INFO_MSG "Service
initializing."

NBIP_IF_TUP INFO_MSGC "Interface
$Q.%C.%6.%G up."

NBIP_IF_DOWN INFO_MSG "Intexriace
$cd.%d.%¢.%8 down. "

NBIP_TERM INFO_MSG "Service

terminating. "

NBIP_UNK_PKT DEBUG_MSG "unknown
protocol received"

NBIP_CACHE_INIT DEBUG_MSG "initializing
NetBIOS name cache" -
NBIP_CACEE_DOWN DEBUG_MSG "killing
NetBIOS name cache"

NBIP_CACHE_FULL DEBUG_MSG "NetBIOS name
cache is full"

NBIP_AGE_NAME DEBUG_MSG "aging from
NetBIOS name cache"

NBIP_GENERIC_DBG DEBUG_MSG "%s"

END_REC NBIP_EDL

From "NBIP.edl" and "edl_types.h", the preprocessor tool will
create the file NBIP_edl.h. The contents of "NBIP_edl.h" is

ifndef NBIP_EDL_H

#define NBIP_EDL_H
#include "edl_types.h"

#define NBIP_CRASH (u_int32) (FAULT_MSG | (NBIP_EDL <<
8) | 1)

#define NBIP_BAD_PKT  (u_int32) (WARNING_MSG | (NBIP_EDL <<
8) | 2)

e 14 Guide Name
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#define NBIP_BAD_NAME (u_int32) (WARNING_MSG | (NBIP_EDL <<
8) | 3)

tdefine NBIP_INIT (u_int32) (INFO_MSG | (NBIP_EDL << §)
Log)

fdefine NBIP_IF_UP (u_int32) (INFO_MSG | (NBIP_EDL <« 8)
I 5)

tdefine NBIP_IF_DOWN (u_int32) (INFO_MSG | (NBIP_EDL << §)
| 6)

#define NBIP_TERM (u_int32) (INFO_MSG | (NBIP_EDL << 8)
F7)

¢define NBIP_UNK_PKT (u_int32) (DEBUG_MSG | (NBIP_EDL <<
8) | 8) .

tdefine NBIP_CACHE_INIT (u_int32) (DEBUG_MSG | (NBIP_EDL <<
8) | 9 )

tdefine NBIP_CACEE_DOWN (u_int32) (DEBUG_MSG | (NBIP_EDL <<
8) | 10)

$define NBIP_CACHE_FULL (u_int32) (DEBUG_MSG | (NBIP_EDL <<
8) | 11)

#define NBIP_AGE_NAME (u_int32) (DEBUG_MSG | (NBIP_EDL <<
8) | 12)

#define NBIP_GENERIC_DBG (u_int32) (DEBUG_MSG | (NBIP_EDL
<< 8) | 13) '

#endif /* NBIP_EDL_H */

NOTE 1. The preprocessor tool only allows 255 TOTAL messages per entity,
not 255 DEBUG messages, 255 WARNING messages etc.

NOTE 2. All new messages MUST be added to the END of the “.edl"” file. So
if you add a FAULT_MSG:

NBIP_OHNO FAULT_MSG *“Oh NO"

you would add this after NBIP_GENERIC_DBG, not NBIP_CRASH.
The reason for this is that newer versions of tools that format the log (like
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Site Manager) would get mixed up when reading a log from an older
version of router software. ’

4. g_log() system call

Applications add entries to the log by calling g_log system call:

void g_log (u_int32 code, u_int32[] args)
code: the numeric event code
args: variable length arrav of event arguments
Examples.
a.Inorderto log the message "invalid NetBIOS over IP packet received",
the following lines can be added to the appropriate function:
$include "NBIP_edl.h"
g_log (NBIP_BAD_PKT);

Phyically, 16 bytes would be consummed by this log entry.

0x04 04 44 02 16 bytes (4 long words) WARNING
NBIP code 2
Oxb6 58 88 d4 12/09/96 13:11:48
0x80 00 00 00 .5 sec
0x00 00 12 34 Sequence Number 291 Slot 4

b. In order to log the message "this is boring", the following lines can be
added to the appropriate function:

#include "NBIP_edl.h"

char my_msg[80];

sprintf(my_msg, "this is boring");
g_log (NBIP_GENERIC_DBG, my_msg);

Physically, 32 bytes would be consummed by this log entry.

0x08 01 44 Oc 32 bytes (8 long words) DEBUG NBIP code 12

1-6 Guide Name
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Oxb6 58 88 dc 12/09/96 13:11:5¢6

0x0> 0C GO0 ¢ £ ms

0x00 00 12 44 Seqguence Numbex 298I Slcot &
Cx74 68 €S 73 cthis

0x20 89 73 2¢ <sp> I s <sp>

0x6Z 6 72 6% box i

Ox6e 67 00 00 n g <null> <null>

\4

NOTE. If a new EDL event code was added to display this message. only
4 long words of log space would be consumed instead of 8. Even if the text
string length was much larger. only 4 long words would be used instead of a
much larger length.

c. In order to log the message "Interface 1.0.0.1 down.", the following
lines can be added to the appropriate function:
#include "NBIP_edl.h"
u_int32 ip_address;
ip_address = 0x01000001;
g_log (NBIP_IF_DOWN,
( (ip_address >> 24) & Oxff),
( (ip_address >> 16) & Oxff),
( (ip_address >> 8) & O0Oxff),
( ip_address & Oxff) );

Physically 32 bytes would be consumed by this log entry.

0x08 02 44 06 32 bytes (8 long words) INFO NBIP code 6

0xb6 58 88 e4 12/09/96 13:12:04

0x02 00 00 00 8 ms

0x00 00 12 54 Sequence Number 293 Slot 4
0x00 00 00 O1 1
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0xCO0 00 00 00 0
0x00 00 00 CO 0

0x00 00 00 01

[y

5. System Event Loggér Gate

18

Applications directly add entries to the log thru the kemnel system call
g_log(). The System Event Logger Gate is a well-known gate that runs
on each slot. The primary purpose of this gate is to handle requests for
retrieving events from the log so that the log can be viewed or stored.

TI, TI_RUI, TFTP, FTP, and SNMP all communicate with the System
Event Logger Gate on one or more slots by using g_rpc(). The gate
requesting the log entries will receive replies from one or more slots and
sort the log entries received via the timestamp field of each log entry.
These gates may also perform filtering so that entries physically contained
in the log do not have to be viewed or stored. Filtering can be done by
date, time, entity, severity (event type), and code (event code). Slot
filtering can also be done, but in this case the g_rpc() just sends the request
to one slot.

The complete log cannot usually fit in one g_reply(). Because of this,
numerous g_rpc()s will be sent from the requesting application to the
System Event Logger Gate. The data portion of the g_rpc() contains a
field that is a requested sequence number. The Event Logger Gate returns
entries greater than the requested sequence number and not greater than
the log's current sequence number. When the requesting gate sends the
firstg_rpc(), the sequence number is usually set to zero so that every entry
starting at the logs lowest sequence number will be returned. The
g_reply() will contain a number of log entries and the sequence number
that the next g_rpc() should use. The log can also be polled for only new
log events by not always using zero as the initial sequence number. This
procedure is used by SNMP for traps and optionally can be used by TI's
log command.
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6. How the Log becomes useless at times.

The 5 series OS had a small log that was resident only on slot 2. Each
entry had a fixed size of about 80 bytes. The system had no fault
management and debug log messages did not really exist. The log did
not survive reboots, but it could be periodically saved to floppy.

When GAME are designed, a number of DEBUG messages are typically
added. These DEBUG messages are not documented and, by default, the
TI log command filters out DEBUG messages so that they are not seen.

Two problems arise from using this procedure. First, customers, and even
engineers, can have a hard time figuring out what these debug messages
mean (they are often very cryptic). Second, the DEBUG messages still
take up log space, so they limit what can be physically placed in the log.

Some applications are much too chatty (they log too much). When it
became necessary for routers to scale to a large number of interfaces per
slot (precipitated by the release of the MCT1 link module) the log started
to wrap frequently during certain critical periods (like boot time) and the
useful information in the log was lost.

IPX and some other protocols allow the user to set 2 filter via the MIB to:
control which log messages are written into the log, but most applications
do not have this functionality.

Another form of log filtering was added to the
syvstem for debugging purposes. This log filtering
filters out the g_log() kernel system call so that
the message is not written physically into the
log. This was accomplished by increasing the log
header that manages the log to add a bitmask that
allows each severity type for each entity to be
filtered.

\ 4

NOTE. Some important GAME messages cannot be filtered.
Examples.
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a. Exclude

S log -x /* Exclude all log messages all slots */
$ log -x -s2 /* Exclude all log messages on slot 2 */
S log -x 432 -eLAPB /* Exclude 2ll LAPB log message on slot
2 */

$ log -x -s2 -eIP -fa& /* Exclude all IP DEBUG messages on
slot 2 */

b. Include

$ log -1 /* Include all log messages all slots */
$ log -1 -s2 /* Include all log messages on slot 2 */

$ log -1 -s2 -eIPX /* Include all IPX log messages on slot
2 */

$ log -1 -s2 -eIP -ffw /* Include all IP FAULT and WARNING
messages */

/* on slot 2 */

A\ 4

NOTE 1. When the log is saved, a template is printed to show how the filters
are set.

NOTE 2. The filters are active until they are modified or until the hardware is
reset. '

NOTE 3. From the TI, "log -z" is used to display the current filter settings.

7. Log Crash Points

Sometimes, debugging problems that occur on-site infrequently becomes
a long and tedious affair. A crash dump tool was developed for saving a
slots complete memory image at the time that an application panics or
experiences a system fault.

The Log Crash Points feature was added to the system so that the
application would indirectly PANIC upon calling g_log() if the g_log
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event code matched a predefined filter. Previously, to get the same effect,
vou'd have to recompile the code with the PANIC added.

Examples.
a. Set Log Crash Points

$ debug slcp 2 NBIP § /* Set a log crash point on slot 2
/* for NBIP code 8 */
/* NBIP_UNK_PKT */

b. Clear Log Crash Points

$ debug clcp 2 NBIP 8 /* Clear a log crash point on slot 2 */
/* for NBIP code 8 */
/* NBIP_UNK_PKT */

c. List Log Crash Points

$ debug llcp 2 /* List log crash points on slot 2 */

0x00004d08 NBIP Event : 8

\4

NOTE 1. The debug system does not have to be loaded to use log crash
points.

NOTE 2. Log crash points are one-shots. They are cleared upon taking the
PANIC.

NOTE 3. 8 log crash points can be set per slot.
NOTE 4. The interface requires you to have the EDL files handy.

8. Choosing the appropriate event severity

The following are the definitions of the severity levels that you can assign
to a log event:

FAULT - Something is about to crash
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WARNING - Recoverable error that should be flagged for the
user, i.e. something potentially dangerous occurred, but the
box staved up e.g. link module not verified with diagnostic)

INFO - Normal operations that user should know about

(e.c. Spanning Tree 1is up)

TRACE - Events that happened as a result of network
activity (e.g. DECnet adjacency up)

DEBUG - Events that aid in debugging problems.

8.1 FAULT messages

Every entity must have an event of the following type defined in its edl
file :

xx_CRASH FAULT_MSG "System error, service attempting
restartc. "

where "xx" is the entity string.

When you decide to PANIC for any reason in your code, you must use

the macro CRASH(xx_CRASH). This causes the above FAULT event to
go into the log immediately before the crash, making it evidently clear

which application lost its cookies.

You may choose to log other events before crashing, to aid in debugging.
These must be DEBUG events. The only FAULT events in the log should
be xx_CRASH events, along with PANICs, bus errors, tag violations, etc.

8.2 WARNING messages

This is a judgment call. If you detect something bad that doesn't cause a
FAULT, but that you feel is important enough to call the user's attention
toit,loga WARNING event. Examples from the current revision include
duplicate IP address detection, file system corruption, diagnostic failures,
unreadable config file, ethernet carrier loss.
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8.3 INFO messages

INFO events should be kept consistent across all applications, meaning
that DECnet coming up should look very similar to JPX coming up,
CSMACD lines register the same events as FDDI lines, etc. This goes
all the way down to exact wording of universal events. Obviously, not
every entity in the box fits the mold exactly, but please make an effort to
adhere the existing styles.

Another goal is to keep the number of INFO events down to a manageable
level.

Guidelines for logging application INFO events:

1. At the beginning of your init strip for your entity, log one of the

following events:

event_name INFO "Protocol initializing."
event_name INFO *Service initializing."

2. When your entity terminates for any reason (even if it is
bouncing right back up again), log one of the following events:

event_name INFO "Protocol terminating."
event_name INFO "Service terminating."*

3. When your entity comes up on a given circuit, log the following
event:

name INFO *Interface <?22> up on circuit <n>."

where: 7? is your identifier for the interface on that circuit, (e.g.
192.32.1.56 for IP, NIL (empty string) for LB) and "n" is a %d for circuit
number.

4. When your entity goes down on a given circuit, log the following
event:

name INFO "Interface <??> down on circuit <n>."

where: 7?7 is your identifier for the interface on that circuit, (e.g.
192.32.1.56 for IP, NIL (empty string) for LB) and n is a %d for circuit
number.
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These should be the only INFO events you log. Again, not every
application fits the mold exactly, but this is the model.

8.4 DEBUG messages

There are no guidelines for DEBUG messages. Your DEBUG events are
your own, but remember that the memory reserved for logging events is
a limited resource. Don't go wild filling up the log with DEBUG events
and cause it to wrap, thereby losing potentially important information.

Also, remember that although DEBUG events are not documented,
customers can see them. Maintain a professional tone and and provide
enough coherent information so that a customer can use the information
when talking with customer support (i.e., don't just dump a bunch of hex
numbers!).

8. Logging tips & miscellaneous info

1-14

Physical log sizes:

FRE, FRE2, ASN 64k
ACE25, ACE32, AFN 64k (Some older revs 32k)
ARE 64k
ARN 32k
AN > 2MB DRAM 32k
AN 2MB DRAM 16k

At many sites the log wraps quickly during certain failures. Much of this
wrapping is due to applications being too chatty.

Some customers who have free memory have requested that the log size
be increased to a size as large as 4 MB.

A common mistake made is to save the log too quickly after a failure.
Unless the System Event Logger gate is up, the log cannot be retrieved
from that slot.
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The wallclock time kept between slots is not totally in sync. When
following an event that crosses slots it is possible that for the log too show
them out of order absolute time wise.
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