


































































































































































Step 5: Develop the USB Driver 

operating system tasks such as security subsystem, networking 
subsystem, etc. 

other clients applications 

servers 

user mode 

object process 1/0 NT executive 

manager manager manager 
etc. 

kernel 

hardware abstraction layer (HAL) 

Figure 6-4. Windows NT block diagram 

The NT Executive is the kernel-mode portion of the Windows NT 
system. It consists of the various components listed below. Each of these 
components implements two sets of functions: system services, which 
environment subsystems and other executive components can call upon, 
and internal routines, which are only available to components within the 
NT executive. The responsibilities of the executive components are: 

• Object manager -Creates, manages, and removes NT executive 
objects which represent the system resources. 

• Security reference monitor - Enforces security policies on local 
computers. 

• Process manager - Creates and terminates processes and threads. 

• Local procedure call (LPC) facility - Provides a mechanism to 
pass messages between a client process and a server process on 
the same computer. 

• Virtual Memory (VM) manager - Implements virtual memory, a 
memory management scheme that provides a large, private 
address space for each process. 

• NT Kernel - Provides operating system functions like interrupt 
response, thread scheduling, multi-processors synchronization, 
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etc. It also supplies a set of elemental objects and interfaces 
which the other NT executive uses. 

• I/O system - Consists of a group of components responsible for 
processing the inputs and outputs of a variety of devices. It 
includes the following sub-components: 
=> 1/0 manager - implements input/output facilities and establishes a 

model for the NT executive 1/0 

=> File systems 

=> Network re-director and network server 

=> NT executive device driver which directly manipulates hardware. 

=> Cache manager 

• Hardware abstraction layer (HAL) - A layer of code between the 
NT executive and the hardware platform on which Windows NT 
is running. 

Developing a USB driver requires focusing on the I/0 System of the 
Windows NT operating system. 

6.4 Windows NT 110 System Overview 

The NT executive's I/0 system is a collection of operating system codes 
that accept I/0 requests from the user- or kernel-mode processes and 
delivers them to 1/0 devices. In the context of USB, the 1/0 system can 
be considered an interface between system processes and USB devices. 

Figure 6-5 depicts a simplified view of the Windows NT I/O system 
structure. Every 1/0 request is represented by an 1/0 request packet 
(IRP) which travels from one I/0 system component to another. An IRP 
is a data structure that controls how the I/O operation is processed at 
each stage along the way. 

The 1/0 manager, as shown in Figure 6-5, defines an orderly 
framework within which 1/0 requests are delivered to file systems and 
device drivers. The 1/0 manager creates an IRP that represents each 1/0 
operation, passes the IRP to the correct drivers, and disposes of the 
packet when the I/0 operation is completed. A driver, on the other 
hand, receives the IRP and performs the operation as specified by the 
IRP, and then either passes it back to the 1/0 manager after completion 
or passes it on to another driver (via the I/O manager) for further 
processing. 
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Figure 6-5. Windows NT 1/0 system 

The I/O manager provides functions common to all drivers, like a 
function that allows one driver to call another. The driver can call those 
functions to carry out their I/O processing. The I/O manager also 
manages the buffer for I/O requests, provides time-out support for 
drivers, and provides flexible I/0 facilities to allow environment 
subsystems to implement their respective I/O APis. 

6.4.1 NT Object Model 

In Windows NT, any I/0 device is treated as if it were a file, and is 
referred to as a virtual file. Windows NT programs perform I/O on 
virtual files, manipulating them using file handles. Within the NT 
executive, the file handles are referred to as file objects. Application 
program can call the NT file object services to read from a file, write to a 
file, or perform other operations. The I/0 manager dynamically directs 
these virtual file requests to real files or physical devices. Applications 
open a file by using a standard library function, and a handle to an NT 
executive file object is returned to the application. 
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6.5 WDM Device Driver Example 

To build WDM drivers, we need both the Windows NT DDK and the 
WDM DDK with support for USB, as mentioned in Chapter 3. The 
Windows NT driver model is documented in the Windows NT DDK. 
The WDM USB DOK provides a set of header files, software routines, 
and libraries, in addition to the Windows NT DOK to build the WDM 
drivers for USB devices. 

A WOM driver example is provided in the USB program examples on 
the enclosed diskette and its usage is discussed in the Chapter 8. The 
following section should give you the basic overview of a typical code 
structure for a WDM driver. 

As in any other Windows NT driver, the "DriverEntry( ... )" routine is 
invoked when the driver is loaded. It can be treated as the "starting 
point" of the driver code as the following example illustrates. 

NTSTATUS 
DriverEntry(IN PDRIVER_OBJECT pDriverObject, IN PUNJCODE_STRING 
RegistryPath) 
I* Purpose: Main entry point for the driver, will be invoked once when the driver is 
loaded *I 

{ 

PDEVICE_OBJECT pDeviceObject; 
NTSTATUS ntStatus = STATUS_SUCCESS; 
UNICODE_ STRING objectName; 

II Set up dispatch entry points for the driver. 
pDriverObject-> MajorFunction[IRP _Ml_ CREATE] = Test_ Create ; 
pDriverObject-> MajorFunction[IRP _MJ_CLOSE] = Test_Create; 

pDriverObject-> Major Function[/ RP_ Ml_ DEVICE_ CONTROL] = 

Test _Process!OCTL; 
pDriverObject-> MajorFunction[IRP _MJ_PNP _POWER] = Test_Dispatch; 

pDriverObject->DriverUnload =Test_ Unload; 
pDriverObject-> Driver Extension-> AddDevice = Test _PnPAddDevice; 

return ntStatus; 

} 
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The "DriverEntry( ... )" routine dictates the initialization of the driver using 
"pDriverObject->MajorFunction[IRP _MJ_CREATE]", "[IRP _MJ_CLOSE]", 
and "pDriverObject->DriverUnload". For a WDM driver, it also considers 
the "[IRP _MJ_DEVICE_CONTROL]," "[IRP _MJ_PNP _FOWER]," and the 
"p DriverObject-> Driver Extension-> Add Device". 

The "pDriverObject->DriverExtension->AddDevice" is directed to the 
Test_PnPAddDevice( ... ) routine for this case, where it creates the file handler 
to this device driver. This is invoked when a USB device is plugged into a 
host PC. Among other things, the Test_PnPAddDevice( ... ) routine creates a 
driver object (using IoCreateDevice( ... )) and sets up a symbolic link for the 
driver (using IoCreateSymbolicLink( ... )). The creation of the symbolic link 
enables user mode applications to open and operate on the driver object. 

The "[IRP _MJ_PNP _POWER]" has several Minor Functions (MN) 
defined and it also provides for the Plug and Play and power management 
schemes for the devices. For example, one of the MinorFunctions, 
"[IRP _MN_START_DEVICE)" will get all the descriptors (device, 
configuration, and string) of the USB devices and set the configuration for 
each device. 

The "[IRP _MJ_DEVICE_CONTROL]" provides device control functions 
to the devices as required by the application. In the example provided, the 
"get command - one" menu is activated in the application program, causing 
the application thread to issue an IRP request, IRP _Test_ 
GET_CONFIGURATION_DESCRIPTOR. The request will eventually cause 
the activation of the Test_ProcessIOCTL routine, as directed by the 
"[IRP _MJ_DEVICE_CONTROL]". The Test_ProcessIOCTL routine will then 
further decode the IRP. 

After decoding the IRP command in the Test_ProcessIOCTL routine, a 
USB Request Block (URB) will be made (in the Test_ GetConfigDescriptor( ... ) 
routine). This is followed by the Test_ CallUSBD( ... ) routine to perform 
the USBD call and carry out the corresponding USB functions. In the ex­
ample below, the Test_ProcessIOCTL( ... ), Test_GetConfigDescriptor( ... ), 
UsbBuildGetDescriptorRequest( ... ), and Test_CallUSBD( ... ) routines will 
be called (in the sequence as stated) when the IRP _Test_GET_ 
CONFIGURATION_DESCRIPTOR IRP is made by the application 
software. 
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I* example to handle the IRP _MJ_DEVICE_CONTROL *I 
I* DriverObject-> MajorFunction[IRP _ MJ _DEVICE_ CONTROL ]=Test _Process/OCTL; 
*I 

~=================================================== 

NTSTATUS Test Process/OCTL (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp) 
{ 

PIO_ STA CK_ LOCATION irpStack; 
PVOID ioBuffer; 
ULONG inputBujferLength; 
ULONG outputBufferLength; 
P DEVICE_ EXJ'ENSION deviceExtension; 
ULONG ioControlCode; 
NTSTATUS ntStatus; 
ULONG length; 
PUCHARpch; 

II Get a pointer to the current location in the Irp. 
irpStack = IoGetCurrentlrpStackLocation (/rp); 
/rp->IoStatus.Status = STATUS_SUCCESS; 
Irp->IoStatus.lnformation = 0; 

II Get a pointer to the device extension 
device Extension = DeviceObject-> DeviceExtension; 
ioBujfer = Irp->Associatedlrp.SystemBujfer; 
inputBujferLength = irpStack->Parameters.Device/oControl.InputBufferLength; 
outputBujferLength = irpStack->Parameters.Device/oControl.OutputBujferLength; 
ioControlCode = irpStack->Parameters.DeviceloControl.IoControlCode; 

switch (ioControlCode) { 

} 

} 

I* ... other cases ... *I 
case IRP _Test_GET_CONFIGURATION_DESCRIPTOR: 

break; 

length = Test_ GetConjigDescriptor (DeviceObject, ioBujfer, 
outputBujferLength); 

Irp->/oStatus.Information =length; 
Irp->loStatus.Status = STATUS_SUCCESS; 

I* ... other cases... *I 
default: 

Irp-> /oStatus.Status =STATUS _INVALID _PARAMETER; 

ntStatus = Irp->loStatus.Status; 
loCompleteRequest (lrp, IO_NO_INCREMENT); 
return ntStatus; 
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ff=================================================== 
I* example of a URB */ 

ULONG Test_GetConfigDescriptor (IN PDEVICE_OBJECT DeviceObject, 

{ 

} 

PVOID pvOutputBuffer, ULONG u/Length) 

?DEVICE EXTENSION deviceExtension =NULL; 
NTST ATVS ntStatus = STATUS_ SUCCESS; 
PURE urb = NULL; 
ULONG length = 0; 

deviceExtension = DeviceObject->DeviceExtension; 
urb = ExAl/ocatePool(NonPagedPool, 

sizeof(struct _ URB _CONTROL_ DESCRI ?TOR _REQUEST)); 
if (urb) { 

} 

if (pvOutputBuffer) { 
UsbBuildGetDescriptorRequest(urb, 

(US HORT) size of (struct _ URB _CONTROL_ DESCRIPTOR_ REQUEST). 
USB_CONFIGURAT/ON_DESCRJPTOR_TYPE, //descriptor type 

0, //index 
0, //language ID 
pvOutputBuffer, I/transfer buffer 
NULL, I/MDL 
u/Length, //buffer length 
NULL); //link 

ntStatus = Test_Cal/USBD(DeviceObject, urb); 
} else { 

ntStatus = STATUS_NO_MEMORY; 
} 
length = urb-> UrbContro/DescriptorRequest. Transfer Buffer Length; 
ExFreePool(urb); 
} else { 
ntStatus = STATUS_NO_MEMORY; 

return length; 

The management of the IRPs and URBs thread scheduling is 
performed by the Windows NT operating system. Figure 6-6 depicts the 
high level program flow of this operation. 
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user thread application program 

user mode 

kernel mode 

driver#) 

} WDM driv<> i.yoriog 
1/0 manager 

(manages the IRPs)----t driver#2 

Figure 6-6. An 1/0 request example 

6.6 Loading the WDM Drivers 

When we plug in a USB device to the USB host PC, the host will 
enumerate the device. Among other things, the device descriptor 
information will be gathered by the host. The Vendor identification 
information, idVendor (assigned by the USB-IF), Product identification 
information, idProduct (assigned by the device manufacturer), and 
Device release number, bcdDevice (assigned by the device 
manufacturer), of this descriptor (refer to Chapter 9.6.1 of the USB 
specification111) will then be used by the host to determine which driver to 
load. The synthesis of these values is used to match the Hardware ID in 
an INF file (Windows NT Information file). When a match is found, the 
INF file with the matching Hardware ID is used to load the driver. 

The Hardware ID in the INF file is described in the "device 
description" entry. An example of an INF file to load the driver uhcd.sys 
for the device (one of the devices that the INF file supports) with 

idVendor 

idProduct 

= 8086 (hex) 

= 7020 (hex) 

is shown in the following code (Please refer to [Manufacturer] and 
[Intel.Section] of the entries): 
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; an INF file example: 
; USB. INF -- This file contains descriptions of all the HDC (USB controller) 
; * * * Created I 01219 5 (Creation Date) 

[Version} 
signature="$CHICAG0$" 
Class=USB 
ClassGUID={36FC9E60-C465-1 JCF-8056-444553540000} 
Provider=%Msft% 
layoutFile=LAYOUT.INF 

[DestinationDirs J 
DefaultDestDir=l l ; LDID_SYS 

; ==================Class Sections =================== 

[Classinstall} 
Addreg= USBClassReg 

[USBClassReg} 
HKR,.,. %USBClassName% 
HKR,.Jcon,.-20 

; ================Table of content==================== 
[Manufacturer} 
%Generic. Mfg%=Generic. Section 
%GenericHub.Mfg%=GenericHub.Section 
%Compaq.Mfg%=Compaq.Section 
%Intel. Mfg%= Intel. Section 
%Philips.Mfg%= Philips.Section 
%NEC.Mfg%=NEC.Section 
%PLX.Mfg%=PLX.Section 
% VIA.Mfg%= VIA.Section 

; ================= Generic ======================== 

[Generic.Section} 
%PCJ\CC _ OC03 J O.DeviceDesc%=0penHCD.Dev,PCI\CC _ OC0310 
%PCJ\CC _ OC0300.DeviceDesc%=UniversalHCD.Dev,PCJ\CC _ OC0300 
%USB\ROOT_ HUB.DeviceDesc%=StandardHub.Dev, USB\ROOT _HUB 

[OpenHCD.Dev} 
AddReg=OpenHCD.AddReg, USB.AddReg 
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CopyFiles=OpenHCD. CopyFiles, USB. Copy Files 

[OpenHCD.AddReg} 
HKR,,NTMPDriver,,openhci.sys 
HKR,,EnumPropPages,, "sysclass. di/, USBEnumPropPages" 

[OpenHCD. CopyFiles] 
openhci.sys 

[Universa!HCD.Dev] 
AddReg=Universa!HCD.AddReg, USB.AddReg 
CopyFiles=Universa!HCD. Copy Files, USB. Copy Files 

[Universa!HCD.AddReg} 
HKR,,NTMPDriver,, uhcdsys 
HKR,,EnumPropPages,, "sysclass.dl/, USBEnumPropPages" 

[Universa!HCD. Copy Files] 
uhcd.sys 

[StandardHub.Dev J 
AddReg=Hub.AddReg 
Copy Files= Hub. Copy Files 

; =================Compaq ======================= 
[Compaq.Section] 
%PCJ\VEN_OEI l&DEV_AOF8.DeviceDesc%=0penHCD.Dev,PCl\VEN_OEI I 
&DEV AOF8 

; ===================Intel======================== 
{Intel.Section] 
%PC!\ VEN_ 8086&DEV _7020.DeviceDesc%=Universa!HCD.Dev,PCI\ VEN_ 80 
86&DEV 7020 
%USB\VID _8086&PID _9303.DeviceDesc%=StandardHub.Dev, USB\ VID _ 808 
6&PID 9303 

; ================Philips ========================= 
[Philips.Section] 
%USB\ VID _ 04 71&PID_020 I. DeviceDesc%=StandardHub. Dev, USB\ VID _ 047 
l&PID_0201 
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; ==================NEC========================= 
[NEC.Section] 
%USB\ VID _0409&PID _55AA.DeviceDesc%=StandardHub.Dev, USB\VID _040 
9&PID 55AA 

; ================Generic HUB ====================== 
[GenericHub.Section] 
%USB\CLASS _ 09&SUBCLASS _ O l.DeviceDesc%=StandardHub.Dev, USB\CLA 
SS_ 09&SUBCLASS _OJ 
% USB\CLASS _ 09. DeviceDesc%=StandardHub. Dev, USB\CLASS _ 09 

; ================== PLX ========================= 
[PIX.Section] 
%PCI\VEN_JOB5&DEV_9060.DeviceDesc%=PLX.Dev,PCI\VEN_IOB5&DEV 

9060 

[PIX.Dev] 
AddReg=PLX.AddReg, USB.AddReg 
CopyFiles=P LX. Copy Files 

[PLX.AddReg] 
HKR,,NTMP Driver,,pcspeak.sys 

[PLX.CopyFiles] 
pcspeak.sys 

; =================== Via ========================= 
[VIA.Section] 
%PC/\ VEN_ I I 06&DEV _3038.DeviceDesc%= UniversalHCD. Dev, PC/\ VEN_ I I 
06&DEV 3038 

; ==================Global======================== 
[USB.AddReg] 
HKR,, Dev loader,, *NTKERN 

[USB.CopyFiles] 
usbdsys 

[HUB.AddReg] 
HKR,,DevLoader,, *NTKERN 
HKR,,NTMP Driver,, usbhub.sys 
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[HUB. CopyFiles] 

[ControlFlags J 

[DestinationDirs] 
DefaultDestDir = 11 ; System directory 

[Strings] 
Msfl= "Microsoft" 
USBClassName="Universal serial bus controller" 

Generic.Mfg="(Standard USB Host Controller)" 
PCI\CC _ OC03 l O.DeviceDesc= "Standard OpenHCD USB Host Controller" 
PCI\CC OC0300.DeviceDesc="Standard Universal PC! to USB Host 
Controller" 
USB\ROOT HUB.DeviceDesc="USB Root Hub" 

Compaq.Mfg= "Compaq" 
PCI\VEN_OEl l&DEV_AOF8.DeviceDesc="Compaq PC! to USB Open Host 
Controller" 

Intel.Mfg= "Intel" 
PCI\VEN 8086&DEV 7020.DeviceDesc="Intel 82371SB PC! to USB - -
Universal Host Controller" 
USB\VID 8086&PID 9303.DeviceDesc="Intel 82930HX Hub with 3 - -
downstream ports" 

Philips.Mfg= "Philips" 
USB\VID _ 0471&PJD_0201.DeviceDesc= "Philips USB Hub" 

NEC.Mfg= "NEC" 
USB\VID 0409&PID 55AA.DeviceDesc="NEC USB Hub" - -

GenericHub.Mfg= "(Generic USB Hub)" 
USB\CLASS 09&SUBCLASS 01.DeviceDesc="Generic USB Hub" - -
USB\CLASS 09.DeviceDesc="Generic USB Hub" 

PLX.Mfg="PLX Technology" 
PCI\VEN 10B5&DEV 9060.DeviceDesc="PLX USB Test Board" - -

VIA.Mfg= "VIA Technologies" 
PCI\VEN I 106&DEV 3038.DeviceDesc="VIA VT83C572/VT82C586 PC! to - -
USB Universal Host Controller" 
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After matching the idVendor and idProduct pair, the driver uhcd.sys 
will be loaded (see the "[UniversalHCD.Dev]" and the 
"[UniversalHCD.CopyFiles]" sections above. 

Thus, to ensure the proper loading of a driver, device vendors should 
follow the following guidelines when defining the descriptor of their 
devices: 

• Do not use the same values for the idVendor and idProduct pair for 
different devices. The idVendor and idProduct pair is used to 
differentiate devices from one another. 

• Use the bcdDevice values to differentiate revisions of what are 
essentially the same device to associate different versions of the 
driver. 

If the device has multi-configuration, the bNumConfiguration from the 
device descriptor will also be used. The white paper "USB Plug and Play 
IDs and Selecting Device Drivers to Load" located at 
http:/ /www.microsoft.com/HWDEV /busbios/usbpnp.htm, also describes 
the drivers loading process. 
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7. Step 6: Developing Host 
Application Software 

The host application software provides a GUI to end-users and 
communicates to the WDM drivers of the USB devices. In this chapter, 
we describe a way to develop host application software using Microsoft 
Visual C++ 4.0 and the Microsoft Developer Studio. Sample application 
software is also included on the enclosed diskette and in Appendix C for 
your reference. 

7 .1 Microsoft Developer Studio 

The main part of the Visual C++ package is the Developer Studio. It is 
an Integrated Development Environment for editing, compiling, and 
debugging programs in a single environment. The Developer Studio 
includes several tools to create the application software. Among other 
things, it has: 

• a CIC++ compiler 

• an integrated editor 

• a Component Gallery to store, organize, and reuse our software 
routines, and 

• an integrated debugger for steping through and checking the 
source code. 

The Microsoft Developer Studio also includes five "wizards" that can 
be used to simplify the development of Windows programs. The five 
"wizards" are: 

App Wizard - Used to create the basic outline of a Windows program. It 
supports three program types: 1) Single Document and 2) Multiple 
Document applications based on the Document/View architecture, and 
3) dialog box-based programs, in which a dialog box serves as the main 
window for the application. The basic idea of the Document/View 
architecture is to separate the data handling classes from the classes that 
handle the user interface. The view class is responsible to provide a 
"view port" where we can manage the document. The document class is 
responsible for controlling all the datat6r 
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MFC DLL AppWizard - Used to create DLLs that use the Microsoft 
Foundation Classes (MFC) library. Three types of DLL projects are 
supported: regular DLLs that use static linking to MFC, regular DLLs 
dynamically linked to MFC, and extension DLLs, that are always 
dynamically linked to MFC. 

Custom App Wizard - Used to create customized App Wizards from scratch 
based on an existing App Wizard type or based on an existing project. 

Class Wizard - Used to define the classes used in a program created with 
AppWizard. You can add classes and functions that control how 
messages received by each class are handled. It also helps to manage 
controls that are contained in dialog boxes. 

OLE (Object Linking and Embedding) ControlWizard - Used to create 
the basic framework of an OLE control. An OLE control is a customized 
control that supports a defined set of interfaces and is used as a reusable 
component. OLE controls replace the Visual Basic Controls of VBXs that 
were used in the 16-bit version of the Windows operating system. 

7 .2 Develop Application Software using AppWizard 

In this section, we describe a way to build a skeleton of the application 
software using the AppWizard portion of the Microsoft Developer 
Studio. After the installation of Microsoft Visual C++ and the Developer 
Studio, activate the Developer Studio application icon. To start a new 
application development, choose f:ile - New from the application menu. 
Then select the Project Workspace from the options given, as shown in 
Figure 7-1. 

' the user-supplied 

nCount The number of bytes to be t 
return-linefeed pairs are counted 

Remarks 

Figure 7-1. Starting a new project workspace 
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After opening the new project workspace, select the MFC App Wizard 
(exe) option to activate the AppWizard application to help build the 
skeleton software, as shown in Figure 7-2. 

"D e efM 

Console Application 

Figure 7-2. Using App Wizard 

For the purpose of this example, use the AppWizard to create a Single 
Document application. To do this, choose the Single document option, as 
shown in Figure 7-3. 

Figure 7-3. Step 1 of the of the App Wizard 
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There are several steps after the above "Single document" step. You'll 
need to follow the setup routine and select the desired options according 
to the requirements of the application. After completing all these steps, 
the AppWizard will create a skeleton of the program. A few program 
files will be generated accordingly. 

Application type of test: 
Single Document Interface App6cation targeting: 

\.llin32 

Classes to be created: 
Application: CTestApp in test.hand test.cpp 
Frame: CMainFrame in MainFrm.h and MainFrm.cpp 
Document: CTestDoc in testDoc.h and testDoc.cpp 
View: CT estView in testView. h and testView. cpp 

Features: 
+Initial toolbar in main frame 
+ Initial status bar in main frame 
+ Printing and Print Preview support in view 
+ 3D Controls 
+Uses shared DLL implementation (MFC40.DLL) 
+ Localizable teKt in: 

U.S. English 

Figure 7-4. A skeleton project created by App Wizard 

In this example, four CIC++ files and the corresponding header files 
are generated, as shown in Figure 7-4. 

• test.cpp is the application class for the program, derived from the 
CWinApp 

• MainFrm.cpp is the main frame class of the program 

• testDoc.cpp is the program's document class, derived from 
CDocument 

• testView.cpp is the program's view class, derived from the CView 
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r;:;; ,,E:J test resources 

!ii ·CJ Accelerator 
!±J CJ Dialog 
[±I CJ Icon 
88 Menu , •.·~.-I 1o"'"""R_M_A-IN--F--RA_M __ E.,l11 i.n 

!±1 CJ String Table 
EH CJ T oolbar 
r±l 12J Version 

I I 

Window .!:l.elp 

I file f_dit ~iew ,,.,}j,'?..'.~ ... J::::::::::::::::::L""" 
::: About test ... 

;;j.i:::::::::::::::::::::::::::::::::::::::::::::::::::·j 

Figure 7-5. Menu item properties of the" About test ... " 

These C/C++ files provide basic software routines to build our 
project. To examine these C/C++ files, look at an example. Choose to 
investigate the About test ... menu item. View it using the Menu folder 
from the Resource View tool (by clicking on the Resource View tab) in 
the project workspace window, as shown in Figure 7-5. 

By double clicking the About test ... item in the menu of the adjacent 
window, you can see the "Menu Item Properties" windows. As shown in 
Figure 7-5, an ID has already been defined by AppWizard to be the 
"ID_APP _ABOUT" for this case. This "ID_APP _ABOUT" ID is used in the 
application routine ON_COMMAND (ID_APP _ABOUT, OnAppAbout) of 
the BEGIN_MESSAGE_MAP( ... ) routine in the test.cpp file, as shown in 
Figure 7-6. 
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r::-;...CJ lest clanes 
cf! ~:I CAbou!Dls! I 
ff; ·•;: CMainFr<'WJ'lll 
(ti··•.: CTestA.pp 
[~! ·•,: CT estOoc 
+·•;: CT eslView 
Ff ·CJ Globals 

/////'/// ,·"//., ////' ////////// ,'"// .. '///,,' /// ,' // .. '///,· '/// ,·// __ , /// //// // ,•"///,•"// 

// CTes~.lt.pp 

BEGIN_MESS.AGE_M.AP(CTest.App, C\Jin.App) 
// { {AFX_Ms-.-;_MAP (CT est App) 
(CF ... CCH}iLlH..{ 1 i:~ ... t~F'F ... •l.\fr'.:!jT _ (.'.:r;Ap{.:.·i;h;,~·J,t 

// HOTE - the Cl.a5>.~;l:izbr.-d ~i.l J. ad-:l ar,d re:111~;.v-~ m<:-.p1:-:i.r,g i:1;oc1<:)S 
// .DO NOT EDIT •t'h;;;ot, yrn1 see l.n these 1:-locks of gener-ated . 

/./"} }AFX. ... MSG .. )ili.P 
/./ St.;,nd-::·r·d f:i.l.f.! ba.:oed d~:·ci.1111.e.ni: cDr.1tl\ar:ds 
ON_COMMAND(ID_FILE_NEV. CVinApp: :OnFileNew) 
OH_COHHAND(ID_FILE_OPEN. CVinApp: :OnFileOpen) 
// St.o!!t1d-::.rd priui: i;;~t;1p ,:.cm:11t.artd 
ON_COMMAND( ID_FIIE_PRINT_SETUP, CTJinApp: :OnFilePrintSetup) 

END_HESSAGE_MAP() 

/// .. •//; ///.' /// _•//,- //./ .··//////,- ///, // .. - ''// .-· ///_•'//_-- //// ///,•//, ///'//, •'// 

Figure 7-6. ID_APP_ABOUT in the BEGIN_MESSAGE_MAP routine 

With this definition done, the OnAppAbout() routine, as depicted in 
Figure 7-7, will be invoked when the "About test ... " menu item of the 
application software is selected. Similarly, other menu functions and 
their corresponding IDs can be defined this way to provide additional 
functionalities to the application software. A more detailed discussion 
on how to create various menu items and other window functions can be 
found in Programming Windows NT 4161 and Teach Yourself Visual C++ 4 in 
21 Days171 • 

F:+· O teat classes 

'*' •.:I CAbo<JD!Q I 
OC ·~ CMainFrne 
ff! ~: CT estApp 
:+,!-··S._: CT eslDoc 
l~1 .. 91: CT esMew 
if: GJ Globals 

BEGIN_MESSAGE_MAP(CAboutDlg. CDialog) 
//{ {.A.FX._MSG: ..• MAF(C.ALcmtDlg) 

// Uo n.es.:oa9e han·:lle:rs 
//}}i1FY. .... M5G .... HAP 

END_HESSAGE_MAP() 

CAboutDlg aboutD!g; 
aboutD!g .DoModal(); 

///, '////,' //,'////., // .. "///// //,'////, •'//. '////////////,' //////// //_:'/ ///. -'//,.'/ 

Figure 7-7. OnAppAbout() routine 

7.3 Linking the Application Software to the WDM driver 

As mentioned in Chapter 6, when a USB device is plugged into a host 
PC, a corresponding driver will be loaded. A "symbolic link" will also 
be created by the driver routine (using IoCreateSymbolicLink( ... )) during 
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the loading of this driver. This "symbolic link" enables user mode 
applications to open and operate on the driver object. On the application 
software side, a file handle must be created to match the "symbolic link" 
that was created by the device driver. For example, consider the device 
driver with the following code: 

II in the device driver routines 
NTSTATUS DriverPnPPowerEvent( ... ) 
{ 

IoCreateSymbo/icLink("\ \Dos Devices\ \TRYING_ 00 '', "\\Devices\ \TOO''); 
I* TOO is the object name created using loCreateDevice( ... ) routine *I 

} 

This driver code can be "linked" to the application software using the 
following routine to create a file handle with the matching "TRYING_OO" 
symbolic link. 

II in the application software codes 
Int CMainFrame: :OnCreate( .. .) 
{ 

hDrvrHnd=CreateFile("\\\\.\\TRYING_OO", GENERIC_WRITE I GENERIC_READ, 
FILE_SHARE_WRITE I FILE_SHARE_READ, NULL, OPEN_EXISTING, 0, NULL); 

} 

In this manner, the application software can "link" and 
"communicate" with the device driver of the USB device to perform 
various application functions. 

7 .4 Communicating to the WDM Driver 

After the above loading and linking of the driver object to the application 
software, the application is ready to "communicate" to the driver. A 
system routine, DeviceloControl( ... ), is used by the application software 
to send command code directly to the device driver, making the 
corresponding device perform specified functions. The Devicelo­
Control( ... ) routine has the following parameters: 
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BOOL Device/oControl( 

HANDLE hDevice, 
DWORD dwloContro/Code, 
LPVOID lplnBujfer, 
DWORD nlnBujferSize 
LP VOID IpOutBujfer, 
DWORD nOutBufferSize, 
LPDWORD lpBytesReturned, 
LPOVERLAPPED /pOverlapped 

); 

II the handle to the device driver 
II control code of operation to perform 
II pointer to the input data buffer 
II size of the input buffer 
II pointer to the output data buffer 
II size of the output buffer 
II pointer to variable to receive output byte count 
II pointer to overlapped structure for asynch. op. 

For example, say a menu item has been defined to send a packet of 
information to a USB device through the WDM driver. Define the menu 
item "Get Command - One" for this purpose. In the "Menu Item 
Properties", define the ID for this "Get Command - One" function, 
naming it "ID_GET_ONE". This "ID_GET_ONE" is then used in the 
application routine ON_COMMAND(ID_GET_ONE, OnGetOne) of the 
BEGIN_MESSAGE_MAP( ... ) routine, as shown below. 

In the OnGetOne() routine, include the following code to send an IRP, 
using the DeviceloControl( ... ) routine, to the USB device driver. 

II application software code example 
II headers files ... 

BEGIN_MESSAGE_MAP(CUsbappApp. CWinApp) 

ON_ COMMAND(ID _APP_ ABOUT, OnAppAbout) 

ON_COMMAND(ID_SET_ONE, OnSetOne) 
ON_COMMAND(ID_SET_TWO, OnSetTwo) 
ON_COMMAND(ID_GET_ONE, OnGetOne) 
ON_COMMAND(ID_GET_TWO, OnGetTwo) 

II Standard file based document commands 
ON_COMMAND(ID_FILE_NEW, CWinApp::OnFileNew) 
ON_ COMMAND(ID _FILE_ OPEN. CWinApp: :OnFileOpen) 
II Standard print setup command 
ON_ COMMAND(ID _FILE_PRINT _SETUP, CWinApp: :OnFilePrintSetup) 

END_MESSAGE_MAPO 

II ... others routines ... 
II---------------------------------------------------------------------------------------------
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~=========================================== 

II OnGetOneO routine 

void CUsbappApp: :OnGetOneO 
{ 
PVOID pvBuffer = O; 
pvBuffer = malloc (sizeof (Usb_Device_Descriptor) + 64); 

II Perform the Get-Descriptor !RP 
DeviceloControl (hDrvrHnd, 

} 

free(pvBuffer); 

!RP _Test_GET_CONFJGURATJON_DESCRIPTOR, 
pvBuffer, 
size of (Usb _Device_ Descriptor), 
pvBuffer, 
size of (Usb _Device _Descriptor), 
&dwStatus, 
NULL); 

AftMessageBox("completed 'Get Command- One'"); 

With this definition, when the "Get Command - One" menu item is 
chosen, the application will send the "IRP _Test_GET_CONFIG­
URATION_DESCRIPTOR" IRP to the WDM driver. The driver, as 
described in Chapter 6, will then process the IRP and generate a 
corresponding URB to perform the specified USB function. The code 
examples on the enclosed diskette and in the Appendices will give you a 
more detailed insight into the software programs required for USB 
devices. 
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8. USB Application Software, WDM 
Driver, and Firmware Examples 

This chapter describes the USB application software, WDM driver, and 
firmware examples that are included on the enclosed diskette. These 
examples illustrate how application software interacts and communicates 
with the WDM device driver of a USB device. The USB device uses a 
8x930Ax microcontroller with its firmware to handle USB enumeration 
and commands. To demonstrate the examples, you'll need a USB host 
PC and a 8x930Ax evaluation board as shown in Figure 8-1. 

USB 

USB host: 
- Memphis Operating System 
- application software 
- WDM driver 

8x930Ax 
Evaluation 

Kit 

USB device: 
- 8x930Ax 
- firmware 

Figure 8-1. Lab setup to use the USB code examples 

The host PC runs on a Microsoft's Memphis Developer release (build 
1351) operating system, which supports USB Plug and Play devices. The 
application software and WDM driver examples run on the host PC. To 
get a copy of the Memphis Developer Release operating system, contact 
Microsoft or the USB-IF. On the other side of the USB wires, use the 
enclosed firmware example and the Intel 8x930Ax evaluation board as 
the USB device. 

Note: The code examples included here are not production worthy, and are 
meant to depict some concepts highlighted in the book. Users are required to 
modify the application software, device driver and firmware to suit their 
requirements and to make the programs more robust as well as to adhere to 
specifications. The code examples are provided "as is" without warranty of any 
kind, either expressed or implied, including but not limited to the implied 
warranties of merchantability and/or fitness for a particular purpose. 
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8.1 Content Description of the Enclosed Diskette 

There are several files included in the enclosed diskette: 

Filename 

test_rom.ihx 

testdrv.sys 

test_app.exe 

Descr~tion 

A hex file in Intel hex format 
for the USB device to perform 
enumeration and handle some 
control transfer functions. It is 
ready to be programmed into 
a 32 Kbyte EPROM. This 
EPROM is then plugged into 
the 8x930Ax evaluation board 
which will then behave as a 
USB device. The correspond­
ing firmware source code file, 
in assembly language format, 
is usb_enum.asm located in 
the \device directol}': 

Tools used 

It is assembled using a PLC 3.06 
assembler. The corresponding 
project file is test_rom.pro. 
Other assemblers can also be 
used but users may need to do 
minor modifications to the 
asm file. 

A WDM driver for the USB It is built using the Microsoft 
device to be loaded onto the NT DDK, USB DDK, and 
host. The corresponding source 
files (in CIC++ format) and 
header files are located in the 
\host\driver directory. This 
driver is ready to be loaded 
using the corresponding test.inf 
file in the floppy's root directory. 

An executable application 
software for the USB host PC. 
Its corresponding source files 
(in CIC++ format) and header 
files are located in the 
\host\app directory. The 
test_app.exe is compiled with 
dynamic link library, whereas 
the test_app.exe compressed in 
the test_app.zip is compiled 
with static libral}': 
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Visual CIC++ compiler. It can 
be built under Free Build or 
Checked Build Environment 
after the DDK is installed. The 
file titled "sources" in the 
\host\driver directory defines 
the source files' components, 
libraries, and compilation 
environment. 

It is compiled using Microsoft 
Visual CIC++ and Developer 
Studio with the project work­
space file test_app.mdp. The 
test_app.mdp defines all the 
required files and resources. 
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8.2 Setting Up the Demonstration 

After completing the lab setup as described in the previous sections, it is 
fairly easy to demonstrate and use the application software, WDM 
driver, and firmware examples. 

First, program the Intel hex file test_rom.ihx into a 32 Kbyte EPROM 
and then plug it into the 8x930Ax evaluation board (replacing the ROM 
device that is on the evaluation board). Note the settings of various dip­
switches of the board, especially the EA#, page/non-page, and 
binary I source mode switches. The EA# pin of the 8x930Ax 
microcontroller needs to be enabled (pulled low) so that the 8x930Ax 
executes its code from external memory. The page/non-page dip-switch 
needs to be set to correspond to the setting for the external memory bus 
of the evaluation board. The binary /source mode dip-switch must be set 
to binary mode for this example. For the purpose of this demonstration, 
set the dip-switches of the evaluation board to: 

~~F I xi xi xi xi xi xi xi xi .......... , xl--.-xl x-..--1 x ........ I 1....,....1 ..,.....,I I 

R R A A A A A E 
D D D D D D D A 
IOSSSTT# 

2 I 0 I 0 

MM U A 
0 0 A L 
D D R 0 
I 0 T N 

C E 

Please refer to the 8x930Ax Evaluation Board User's Manual131 (see 
Section 3.3 for how to obtain manual) for detailed descriptions of the 
board. 

After setting up and powering up the evaluation board, it is ready to 
be used as a USB device. The LED that is connected to port pin pl.O will 
blink to indicate that the board is operational. At this point, connect the 
evaluation board to the USB host using a USB cable. 

This should activate the enumeration process, and on the host PC an 
"Update Device Driver Wizard - Unknown Device" screen will pop up, 
as shown in Figure 8-2. 

At this point, the host has performed the USB enumeration and, 
among other things, it has obtained the vendor and product 
identifications of the newly plugged-in device. However, the host cannot 
find a corresponding information (.inf) file that matches the product and 
vendor identifications of the device. When this happens, the host will 
ask for the location of the .inf file so that it can load the correct driver. 
Insert the enclosed diskette and direct the host to the location of the .inf 
file, which is in the floppy's root directory. 
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Figure 8-2. A "unknown device" screen on the host PC 

Note that this "Update Device Driver Wizard" process is only 
required when plugging in the device for the first time, since the host PC 
could not find the corresponding .inf file. For subsequent plug-in events, 
the host will load the device driver without the "Update Device Driver 
Wizard" process and interactions from users. This depicts the Plug and 
Play advantage of USB systems. They can recognize the newly plugged­
in device and load the appropriate device driver automatically. 

Once directed, the host PC loads the .inf file that matches the product 
and device identifications of the newly plugged-in device. Note that, for 
the purpose of this example, arbitrary product and device identifications 
are used. You are required to change these identifications in the device 
firmware and .inf file accordingly. 

Based on the information in the .inf file, the host PC can determine 
which driver to load and will then ask for the location of the driver, as 
shown in Figure 8-3. 

The driver, testdrv.sys, is located in the root directory of the enclosed 
disk, so choose the "Other Locations ... " button and direct the host to the 
correct drive. 

The host PC will then load the driver into its operating system. This 
completes the loading of the WDM driver for the newly-attached USB 
device. 
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Update Device Duver Wizard 

Figure 8-3. Loading process of WDM driver for the newly attached device 

Now activate the host application software, test_app.exe (located in 
the root directory of the floppy), to communicate with the USB device. 
An "Untitled - A Simple USB Program Example" user interface, as 
shown in Figure 8-4, should appear. 

Untitled· A Simple USO Program EKample ll!ll!J El 
.Gel DelCIPOIS . $el Command Get Command.\!:!.~ 

'"""""""'""""""'"""'""'"'"'"'""""""""""'"'""'""''" .. """""'"'"'"""'""" 

Figure 8-4. Test_app.exe application software user interface 

If the driver is loaded successfully, the "Get Descriptors", "Set 
Command", and "Get Command" menu items are highlighted (not 
"grayed"), as shown in Figure 8-4. You can activate these menu items to 
perform some simple USB transactions, as shown in Figure 8- 5. Various 
USB packets will be generated and can be seen if you insert a bus 
analyzer in the USB wires path, as shown in Figure 8-6. 
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Figure 8- 5. Activate the menu item to generate a USB transaction 

;:iSCATC USB Detechve - (DATA USB CATC Delault Voewl l!!l[!IEJ 

•M!oo1 P ott11t?J1!!PP~~f:'I 
-~ DATA • rme .... _000_03_0_01__,__o_x_c3__..___e_o_o_e_o_o _01_0_0_0_0_12_0_0 _ _.. 

9Sc«l!'JW 
Ox072F 

-~S1oo1 i~~~I 
•MoJ!mf~~!'l1%t'rnt·i"~f~'I 
-~Ml!+ I o!trnt£i"1'~~;:1 _,,_!Pl OxD2 I 12 01 00 01 04 01 00 09 

•·:·::··..,-···-·• ... _,"·-· 

Figure 8- 6. USB transactions as captured by a CATC bus analyzer 

The application software, WDM driver, and firmware in this example 
only perform some very simple and basic USB functions. In this 
example, only endpoint 0 is enabled and used to perform USB 
enumeration and various control functions. Nevertheless, it provides a 
simple USB example allowing you a good basic understanding of the 
operation of the USB host, WDM driver, and the USB device. 

To get other code examples for application software, WDM drivers, or 
device firmware performing various USB transfer types, you can contact 
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the Intel web-site at http:/ /www.intel.com/design/usb/swsup. USB 
code examples can also be found in the Microsoft USB DDK package. 

8.3 Deleting Driver and ID Information from the Host 

When you're done with the example, you might want to delete the 
product information and the device driver from the host PC. To do this, 
you'll need to delete the product information from the registry of the 
host PC. First, activate the registers editor, regedit.exe, located in your 
\windows directory. Using the regedit, locate the registry information of 
the device, which is in the \HKEY_LOCAL_MACHINE\Enum\USB 
directory, as shown in Figure 8-7. Delete this production information by 
selecting the product and vendor identification information, then press 
the "delete" key. 

E ·.\\!I. My Computer 
f:t CJ HKEY_CLASSES_ROOT 
It CJ HKEY_CURRENT_USER 
ECJ HKEY_LOCAL_MACHINE 

±{J Config 
20 Enum 
, '.fj CJ BIOS 

;j:: CJ ESDI 
::\::CJ FLOP 
fEW HTREE 
r:i;CJ ISAPNP 
a+CJ MF 
lB CJ Monitor 
:±:CJ PCI 
Lt: CJ Root 
f±: CJ SCSI 
:::;CJ USB 

CB CJ ROOT_HUB 
. ::tH,2j .::J • 

[My'COO!pUte1\HKEY:[oooJ..tACHINE\En~m\Usif\Vio _! 

Figure 8-7. Locating the product information in the registry 

To delete the corresponding driver example (testdrv.sys) or the .inf 
file (test.inf), use the Windows Explorer or MS-DOS commands. The 
driver is located in the \windows\system directory and the .inf file is 
stored in the \windows\inf\other directory (a "hidden" directory). 
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9. Conclusion 

We have discussed all the major steps and tasks required to develop USB 
devices. We have covered the synopsis of the USB specification (rev 1.0), 
development environment, tool requirements, a USB microcontroller and 
its firmware operating model, WDM driver, device class specification, 
and host application software. We have also investigated the 
interactions and communications between the host application software 
and the WDM driver of the USB device. 

Code examples of the host application software, WDM driver and 
device firmware are included on the enclosed diskette and in the 
Appendices for your reference. The code examples and steps to use the 
code examples are also discussed in Chapter 8 of the book. Although 
these codes are not production worthy, they give you a good insight into 
USB systems; from both the host side and the device side. These codes 
can be used as a reference, and can be further improved and modified to 
ensure their robustness and conformance to the USB protocol, device 
class, FCC, and other relevant specifications and regulations that are 
required for commercial devices. 

Once a developed prototype reaches a certain stage of maturity, you 
can participate in the USB PlugFest (sometimes called the USB 
Compatibility Workshop) to test the prototype. The USB PlugFest is 
organized by the USB-IF, generally on a bi-monthly basis, for developers 
to test their prototypes to ensure conformance to various USB hosts. 
Developers from host and device vendors can get together to test and 
debug their systems on a real time basis. For more information about the 
PlugFest, contact the USB-IF (http:/ /www.usb.org). 

It is the purpose of this book to provide you with all the information 
needed about USB systems and how to develop USB devices. With this 
guidance, it is hoped that you can start developing your own USB 
devices, make prototypes, and build production units. 

Get into the USB bus! 
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10. Glossary 

ACK Acknowledgment. Handshake packet indicating a 
positive acknowledgment. 

Apbuilder Software from Intel. It helps you to become 
familiar with the 8x930Ax and other architectures. 

API Application Programming Interface. A set of 
routines that you can make use of to request and 
carry out certain services performed by an 
operating system. 

Bandwidth The amount of data transmitted per unit of time, 
typically in units of bits per sec (bps). 

Big Endian A method of storing data that places the most 
significant byte of multiple byte values at lower 
storage addresses. 

Bit A binary unit of information used in computers. A 
bit has the choice of two possibilities, typically 
represented by a logical one (1) or zero (0). 

Bit Stuffing Insertion of a "O" bit into a data stream of "l" to 
cause an electrical transition on the data wires to 
allow the locking of PLL circuitry. 

bps Bit per second. It is used as a unit of measurement 
for data transmission rates. 

Bulk transfer One of four USB transfer types. It represents a non­
periodic, large bursty data transmission, typically 
used for a transfer that can use any available 
bandwidth and that can also be delayed until 
bandwidth is available. 

Bus enumeration A process of communication between a USB host and 
a USB device when the device is first plugged into the 
bus. It is used for identifying the USB devices. 

Byte A data element that is eight bits in size. 

Client Software resident on USB host that interacts with 
host software to arrange data transfer between a 
function and a host. The client is often the data 
provider or consumer of the transferred data. 
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Client/Server 
Model 

COM port 

Control transfer 

CRC 

CTI 

Default address 

Default pipe 

Device 

Device Object 

DLL 

An application or operating system model where 
the system is divided into processes (server), each 
of which provides a set of specialized services to 
other processes (clients). 

Communications port. An eight-bit asynchronous 
serial port typically used on personal computers. 

One of the four USB transfer types. It supports 
configuration, command, or status type communi­
cations between client and function. 

Cyclic redundancy check. A check performed on 
the transmitted data to see if errors have occurred 
in transmitting, reading, or writing the data. The 
CRC is typically stored or transmitted with the 
actual data and at the receiving end, the stored or 
transmitted CRC is compared to a calculated CRC 
to determine if errors have occurred. 

Computer Telephony Integration. 

An address defined by the USB Specification and 
used by a USB device when it is first powered or 
reset to communicate to the host. The default 
address is OOH. 

A message pipe created by the USB host system 
software to communicate with USB devices. 

A logical or physical entity that performs a USB 
function. It may be referred to as a single 
hardware component, a collection of hardware 
components, or a function that provides specified 
services, e.g. a fax modem device. 

A system object that represents a physical, logical, 
or virtual device and describes its characteristics. It 
is associated with a driver object. See Driver Object. 

Dynamic-Link Library. An application program­
ming interface (API) routine that user-mode 
applications can access. The code for the API 
routine is not included in the user's executable 
image. Instead, the operation system automatically 
"links" the executable image to point to DLL 
procedures at runtime. 
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Downstream 

Driver 

Driver Object 

DWORD 

Endpoint 

Endpoint 
Address 

Environment 
Subsystem 

EOP 

EPROM 

EEPROM 

(or E2PROM) 

Evaluation Kit 

File Handle 

Frame 

Glossary 

The direction of flow of communication from the 
host PC to its peripherals. 

When referring to hardware, it is an 1/0 pad that 
drives an external load. When referring to 
software, it is a program responsible for interfacing 
to a hardware device. 

A system object that represents a driver on the 
system and provides the address of the driver's 
entry points to the 1/0 manager. A driver object 
can be associated with multiple device objects. See 
device object. 

Double word. Data that is two words in size (four 
bytes or 32 bits). 

A uniquely identifiable portion of a USB device 
that is the source or sink of information in a 
communication flow between a host and a device. 

An address location specified in a USB token to a 
particular device. 

A protected subsystem (server) that provides an 
application programming interface (API) and 
environment - such as Win32, MS-DOS, OS/2 - on 
Windows NT. The subsystem captures API calls 
and implements them by calling Windows NT 
services. 

End of packet. 

Electrically (Erasable) Programmable Read Only 
Memory. A non-volatile memory storage 
technology. 

In this book, an evaluation kit for the Intel 8x930Ax 
microcontroller. It consists of a 8x930Ax, 
evaluation board, evaluation copy of assembler, 
compiler and debugger from a third part vendor, 
and Apbuilder software. 

A handle to a file object, which is used by 
application software to communicate to the object. 

The time frame from the start of SOF token to the 
start of SOF token of the subsequent token. This 
period has a nominal value of 1 ms, as defined by 
the USB Specification. 
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Glossary 

Full-duplex 

HAL 

Handshake 
packet 

Host 

Hub 

Interrupt transfer 

1/0 Manager 

IRP 

ISDN 

Isochronous 
transfer 

Data transmission occurring in both directions 
simultaneously. 

Hardware Abstraction Layer. A DLL that protects 
the NT executive from variations in different 
vendors' hardware platforms. This makes the 
operating system more portable. 

A packet that acknowledges or rejects a specified 
condition. See ACK and NACK. 

The host computer system where the USB host 
controller is installed. It includes the host 
hardware platform and the operating system in 
use. 

A USB device that provides additional connections 
to the USB bus. 

One of four USB transfer types. Its transfer 
characteristics are small data, non-periodic, low 
frequency, bounded latency, device initiated (but 
polled by host) communications typically used to 
notify the host of a device service need. 

One of the Windows NT executive components. It 
defines an orderly framework within which 1/0 
requests are accepted and delivered to file systems 
and device drivers. 

1/0 Request Packet. A data structure used to 
represent an I/0 request and to control its 
processing. It is created by the 1/0 manager and is 
passed to one or more drivers for processing. 
When the drivers finish performing the operation, 
the 1/0 manager completes the 1/0 and deletes the 
IRP. 

Integrated Services Digital Network. An inter­
nationally accepted standard for voice, data, and 
signaling using public switched telephone networks. 
All transmissions are digital from end-to-end. 

One of four USB transfer types. It is used to 
transmit a stream of data whose timing is implied 
by the delivery rate. Isochronous transfer provides 
periodic, continuous communication between host 
and device. 
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Kernel Mode 

kbps 

Little Endian 

Mbps 

Modem 

MSB 

Multitasking 

NACK 

NRZI 

NT Executive 

Object 

Object Manager 

Glossary 

The privileged processor mode where Windows 
NT system code runs. A thread running in kernel 
mode has access to system memory and to 
hardware. 

kilo bit per second, 1 kbps equals 1000 bps. 

Method of storing data that places the least 
significant byte of multiple byte values at lower 
storage address. 

Mega bits per second. 

Modulator/Demodulator. Component that 
converts signals between analog and digital. 
Typically used to send digital information from a 
computer over a telephone network which is 
usually analog. 

Most Significant Bit. 

A processor's execution of more than one thread by 
context switching. This provides the illusion that 
all threads are executing simultaneously. 

Negative acknowledgment. Handshake packet 
indicating a negative acknowledgment. 

Non Return to Zero Invert. A method of encoding 
serial data in which ones and zeroes are 
represented by opposite and alternating high and 
low voltages where there is no return to zero 
(reference) voltage between encoded bits. 
Eliminates the need for clock pulses. 

The section of the Windows NT operating system 
that runs in kernel mode to provide process 
structure, inter-process communication, memory 
management, object management, thread schedul­
ing, interrupt processing, 1/0 capabilities, 
networking, and object security. 

Host software or data structure representing a 
Universal Serial Bus entity. 

The components of the NT executive that creates, 
deletes, and names operting system resources, 
which are stored as objects. 
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Glossary 

OSI 

Packet 

Packet ID 

PCI 

Physical device 

Pipe 

PLL 

PnP 

Polling 

POTS 

Process 

Open System Interconnect reference model. A 
software model defined by the International 
Standards Organization (ISO) that standardizes 
levels of service and types of interaction for net­
worked computers and communication systems. 

A group of data for transmission. Packets typically 
contain three elements: control information (e.g., 
source, destination, and length), the data to be 
transferred, and error detection and correction bits. 

A field in a Universal Serial Bus packet that 
indicates the type of packet, and by inference the 
format of the packet and the type of error detection 
applied to the packet. 

Peripheral Component Interconnect. A 32- or 64-
bit, processor independent expansion bus used on 
personal computers. 

A device that has a physical implementation; e.g. 
speakers, telephones, and CD players. 

A logical abstraction representing the association 
between an endpoint on a device and software on 
the host. A pipe has several attributes; for example, 
a pipe may transfer data as streams (Stream Pipe) 
or messages (Message Pipe). 

Phase Locked Loop. A circuit that acts as a phase 
detector to keep an oscillator in phase with an 
incoming frequency. 

Plug and Play. A technology for configuring I/0 
devices to use non-conflicting resources in a host. 
Resources managed by Plug and Play include 1/0 
address ranges, memory address ranges, IRQs, and 
DMA channels. 

Asking multiple devices, one at a time, if they have 
any data to transmit. 

Plain Old Telephone Service. - Basic service supplied 
by standard single line analog telephones, telephone 
lines, and access to public switched networks. 

A logical division of labor in an operating system. 
For Windows NT, it consists of a virtual address 
space, an executable program, one or more threads 
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Protocol 

Request 

Root hub 

Root port 

SCSI 

SFR(s) 

SOF 

Stage 

Synchronization 
Type 

TDM 

Thread 

Glossary 

of execution, some portion of the user's resource 
quotas, and the system resources that the operating 
system has allocated to the process's threads. 

A specific set of rules, procedures, or conventions 
relating to format and timing of data transmission 
between two devices. 

A request made to a Universal Serial Bus device 
contained within the data portion of a SETUP packet. 

A Universal Serial Bus hub directly attached to the 
host controller. This hub is attached to the host; tier O. 

The upstream port on a hub. 

Small Computer Systems Interface. A local I/0 bus 
that allows peripherals to be attached to a host 
using generic system hardware and software. 

Special Function Registers. Registers used by 
microcontrollers, for our case the 8x930Ax, as 
control panels, and status indicators to its firmware. 

Start of Frame. The SOF is the first transaction in 
each frame. SOF allows endpoints to identify the 
start of frame and synchronize internal endpoint 
clocks to the host. 

One part of the sequence composing a control 
transfer; i.e., the setup stage, the data stage, and the 
status stage. 

Type A classification that characterizes an 
isochronous endpoint's capability to connect to 
other isochronous endpoints. 

Time Division Multiplexing. - A method of 
transmitting multiple signals (data, voice, and/or 
video) simultaneously over one communications 
medium by interleaving a piece of each signal one 
after another. 

An executable unit that belongs to one (and only 
one) process. It consists of a program counter, a 
user-mode stack, a kernel mode stack, and a set of 
register values. All threads in a process have equal 
access to the process's address space, object 
handles, and other resources. Threads are 
implemented as objects. 
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Glossary 

Thread 
Scheduling 

Time-out 

Token packet 

Transaction 

Transfer Type 

UART 

Universal Serial 
Bus Device 

Universal Serial 
Bus Interface 

Universal Serial 
Bus Software 

Upstream 

USB 

USBD 

User Mode 

The process of examining the queue of threads that 
are ready to execute and selecting one to run next; 
performed by NT executives. 

The detection of a lack of bus activity for some 
predetermined interval. 

A type of packet that identifies what transaction is 
to be performed on the bus. 

The delivery of service to an endpoint; consists of a 
token packet, optional data packet, and optional 
handshake packet. Specific packets are 
allowed/required based on the transaction type. 

Determines the characteristics of the data flow 
between a software client and its function. Four 
Transfer types are defined: control, interrupt, bulk, 
and isochronous. 

Universal Asynchronous Receiver and Transmitter. 
An on-chip industrial standard MCS 51 type 4-
mode, two wire serial port of the 8x930Ax 
microcontroller. 

Includes hubs and functions. See Device. 

The hardware interface between the Universal 
Serial Bus cable and a Universal Serial Bus device. 
This includes the protocol engine required for all 
Universal Serial Bus devices to be able to receive 
and send packets. 

The host-based software responsible for managing 
the interactions between the host and the attached 
Universal Serial Bus devices. 

The direction of data flow towards the host. 

Universal Serial Bus. 

Universal Serial Bus Driver. -- The host resident 
software entity responsible for providing common 
services to clients that are manipulating one or 
more functions on one or more Host Controllers. 

The non-privileged processor mode in which 
application code runs. A thread running in user 
mode can gain access to the system only by calling 
system services. 
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11. Appendices 

11.1 Firmware Code Example For Intel 8x930Ax 
USB Microcontroller 

Appendices 

;======================================================== 

; Usb_enum.ASM 
; Firmware for the 8x930Ax. Ax2, Ax3 and Ax4 to perfonn USB 
; enumeration. It is to be programmed into a 32 Kbyte EPROM 
; of the Evaluation kit to be used as a USB Test Device 

; rev 1.0 (3 Mar 97) 

'· ;======================================================== 

INCLUDE "8x930Ax.h" 

FIFO_SIZE equ 008h 
GET COMMAND equ 080h 
SETUP PHASE equ OOOh 
DATA PHASE equ OOlh 
ST A TVS _PHASE equ 002h 
EPO_MAX_PACKET_SIZE equ 08h 
NULL_DATA_PACKET equ OOOh 

org Off:7ff8H 
db OD6h ;congifuration bytes ; Binary, Mode-Paged Mode, etc 
db OEFh 

;; org 00:4000H ; ifuse PLC and RISM 
org Off:OOOOH 

ljmp main 

;; org 00:4043H 
org Off:0043H 

ljmp SOF _ISR 

;; org 00:404BH 
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org Off:004BH 
ljmp FUNCTION_ISR 

;; org 00:4080H 
org Off:0080H 
·-------------------------------------------------------­,--------------------------------------------------------
;Main 

main: 
mov SP, #OOh 
mov SPH, #Olh 
mov DPXL, #Offh 

Init Variables: 
mov RO, #OOh 
mov Beatl, RO 
mov Beatl + 1, RO 

mov SetupRxFlag, RO 
mov SetupTxFlag, RO 

; Set the stack to start @ 00:0500h 
; Set DPXL to point at the FLASH device 
; to access constants 

; zeroing counter 

; SetupSeq is set to 
; Setup_PHASE 

mov ControlBuftLocation, RO 
mov Contro!BuftLocation+ 1, RO 
mov Contro1BuftLocation+2, RO 

; zeroing pointer 

mov Contro!BuffBytesLeft, RO ; zeroing counter 

mov WRO, #0 
mov WR2, WRO 

; zeroing counter 

Init Usb: ; configure endpoint 0 (EPO) 
mov EPINDEX, #00 ; select EPO 
nop 
nop 
mov EPCON, #3Fh ; enables as control endpoint 

or! FIE, #03h 
setb IENI.1 

setb SOFIE 

; single packet mode, receive enabled 
; and transmit enabled 

; enable EPO TX & RX interrupts. 
; enable interrupts 

; enable SOF interrupt 
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Appendices 

setb IENI.O ; enable SOF JSR 

setb EA ; enable glabal interrupts 

; Pl is the LED indicator in eval kit mov pl, #OOH 
CLR LC ; increase the CPU speed from 3 MHz to 12 MHz 

ljmp Idle_loop 

·-------------------------------------------------------­, --------------------------------------------------------
; Idel_loop 
; device looping here awating interrupts 

Idle_loop: 
nop 
nop ; can implement user applications here ... 
nop 

LedBeat: 
mov WRO, Beatl 
inc WRO, #1 
mov Beatl, WRO 
cmp WRO, #7FFFh 
jl ClrBit 
setb Pl.O 
ljmp Idle_loop 

Cir Bit: 
cir Pl.O 
ljmp Idle_loop 

·-----~------------------------------------------------­,--------------------------------------------------------
; FUNCTION_ISR 
; device jumps here when a receive done or transmit done interrupt occurs 

FUNCTION ISR: 
push ACC 
push B 
push EPINDEX 

CheckinterruptSource: 
F EPO RX: 
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jnb FRXDO, F _EPO_TX 
mov EPINDEX,#00 
!Call SetupOutToken ; 930Ax has received a packet from host PC 

F EPO TX: 
jnb FTXDO, F _EPl_TX 
mov EPINDEX,#00 
!Call InReceived ; 930Ax has sent a packet to host PC 

F EPI TX: 

EXIT FUNCTION ISR: - -
pop EPINDEX 
pop B 
pop ACC 
reti 

·-------------------------------------------------------­,--------------------------------------------------------
; SOF _ISR at every !ms 
; do nothing here for our example 

SOF ISR: 

cir ASOF 
cpl pl.3 ; complement pl.3 as indication 

reti 

·-------------------------------------------------------­,------------------------~------------------------------

; SetupOutToken 
; check whether a Setup or an OUT token is received 

SetupOutToken: 

anl SBI, #EPO_RX_CLR 
ljmp ProcCommand 

ProcCommand: 
mov A, RXSTAT 
jnb ACC.6, CheckOutStatusPhase 
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Appendices 

mov A, TXFLG 
an! A, #OCOh 
jZ NoEPOError 

NoEPOError: 
!Call SetupReceived 

;; ! ! ! moved setb RXFFRC 
;; ! ! ! moved cir RXSETUP 

; Update receive FIFO state 

ljmp RetumProcessOutToken 

CheckOutStatusPhase: 
mov A, SetupRxFlag 
cjne A, #STATUS_PHASE, OutReceived ; the status phase of a 

;"GET" command? 

setb RXFFRC 
setb TXCLR 

; Update receive FIFO state 
; Flush the Transmit FIFOS in case 
; a null packet is still left. 

mov A, #SETUP _PHASE ; Update the flag 

mov SetupRxFlag, A 
mov SetupTxFlag, A 
ljmp RetumProcessOutToken 

,---------------------------------------------------------------
; Control Write Data Stage 

; If this is a control write command with a datastage then this 
; routine will be called on all data stages of the control write. 
; When all the data has been collected(Bytes received=wLength) 
; the actual routine is called. The size of data is limited to this 
; buffer length. 
; The code must then call SetUpContro!WriteStatusStage to allow 
; the status stage to continue. 

OutReceived: 
cjne A, #DATA_PHASE, RetumProcessOutToken 
; Are we processing a Control Write, i.e. Set Descriptor ... 
; Added to handle control writes with data stages. 
; When a control Write with a data stage is detected 
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; the data is placed in the buffer 'CntlWriteDataBuffer' 

push RO 
mov A, #CntlWriteDataBuffer ; Get location of buffer 

add A, CntlWriteDataPntr ; Add the offset 
mov RO, A 
; RO now contains the location to start storing the data. 

; Update the data stored in memory 
mov A, RXCNT ; Get number of bytes to move 
add A, CntlWriteDataPntr ; Add number received 
mov CntlWriteDataPntr, A ; update memory variable 

mov A, RXCNT 
JZ RdDone 

Read Data: 
mov @RO, RXDAT 
inc RO 
djnz ACC, ReadData 
pop RO 

RdDone: 
setb RXFFRC 

recei ved=w Length) 

; Ifno data in the buffer, then exit. 

; Get the data and store it. 

; Update receive FIFO state 

; Now check to see if this was the last 
; read by checking if (Bytes 

mov A, CntlWriteDataPntr 
cjne A, wLength+l, NeedMoreData ; If this is not equal to the 

ProcessControlWriteData: 

push DPX 

lcall Ch9Decode 

; expected, then ljmp around. 

; Processing the jump table will 
; corrupt DPX. Save it here 

; proceed to process it 

pop DPX ; Restore DPX 
ljmp RetumProcessOutToken 

N eedMoreData: 
CheckCommand2: 
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ReturnProcessOutT oken: 
Ret 

·======================================================== 
' 
; SetupReceived 
; device braches here when a setup token received 

Setup Received: 
mov A, RXCNTO 
cir CY 

; Get the no. of bytes 

subb 
JNZ 

A, #8 
Return Setup 

; 8 is length of all setup packets. 
; If less than 8 bytes recd. ; Return 

cir EDOVW 
mov COMMAND_ BUFFER, RXDATO ; bmRequestType 
mov COMMAND_BUFFER+l, RXDATO ; bRequest 
mov COMMAND _BUFFER+ 3, RXDATO ; wValue LSB 
mov COMMAND_BUFFER+2, RXDATO ; wValue MSB 
mov COMMAND_ BUFFER+5, RXDATO ; wlndex LSB 
mov COMMAND_BUFFER+4, RXDATO ; wlndex MSB 
mov COMMAND_BUFFER+7, RXDATO ; wLength LSB 
mov COMMAND_BUFFER+6, RXDATO ; wLength MSB 

push DPX ; Processing the jump table will 
; corrupt DPX. Save it here 

setb RXFFRC ;; ! ! ! moved here for OHCI systems 
cir RXSETUP ;; ! ! ! ditto 

ICall ProcessSetup 
pop DPX ; Restore DPX 

Return Setup: 
Ret 

·======================================================== 
' 
; Process Setup 
; decode the setup packet received 

Process Setup: 
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mov Contro!BuffBytesLeft, #OOh 
mov Contro!BuffBytesLeft + I, #OOh 
mov A, bmRequestType 
jb ACC.7, SetupGetCommand 

SetupSetCommand: 
mov SetupRxFlag, #DATA_PHASE ; Advance flag to next state 
mov SetupTxFlag, #STATUS_PHASE 

; Now check to see if this is a control write with a data stage. 
mov A, wLength 
orl A, wLength+ I 
jz Ch9Decode ; If this is a no data command then process it 

mov Cnt!WriteDataPntr, #0 ; Initilize the data pointer for future 
; control write 

; data stages. 
ret ; Ifwe are expecting data then don't 

; process the command yet. ret and wait 
; for the rest of the data to come in 

SetupGetCommand: 
mov SetupRxFlag, #STATUS_PHASE ; Advance flag to next state 
mov SetupTxFlag, #DAT A _PHASE 

·======================================================= 
' 
; Ch9Decode 
; to decode the bMRequestType according to chapter 9 of the USB spec 
; we decode the bmRequestType first 

Ch9Decode: 

mov A, bmRequestType ; Get the value. 

; check standards commands ?? 
jb ACC.6, OthersCommands 
jb ACC.5, OthersCommands 

; divide into set or get commands 
jb ACC.7, GetCommands 
ljmp SetCommands 
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GetCommands: 
ant ACC, #1 FH ; ignore bit 5,6,7 bit since they have been decoded 
cjne A, #OOH, next_cOl 
ljmp StandardGetDeviceCommand 

next cOl: 
cjne A, #OIH, next_c02 
ljmp StandardGetlnterfaceCommand 

next c02: 
cjne A, #02H, next_ c03 
ljmp StandardGetEndpointCommand 

next c03: 
cjne A, #03H, next_c04 
ljmp StandardGetOtherCommand 

next c04: 
ljmp OthersCommands 

SetCommands: 
an! ACC, #lFH ; ignore bit 5,6,7 bit since they have been decoded 
cjne A, #OOH, next_ cl l 
ljmp StandardSetDeviceCommand 

next cl l: 
cjne A, #OIH, next_cl2 
ljmp StandardSetlnterfaceCommand 

next cl2: 
cjne A, #02H, next_ c 13 
ljmp StandardSetEndpointCommand 

next cl3: 
cjne A, #03H, next_cl4 
ljmp StandardSetOtherCommand 

next cl4: 

OthersCommands: 
; not implemented yet 

ret 

115 



Firmware Code Example For Intel 8x930Ax USB Microcontroller 

;======================================================== 
; STANDARD COMMANDS 
; further decode the standards commands 

StandardGetDeviceCommand: 
mov A, bRequest 
cjne A, #GET_DESCRIPTOR, CheckGetConfiguration 

bDescriptorType mov A, 
cjne A, #DEVICE _DESCR, CheckConfigDescriptor 

; ---- GET DESCRIPTOR, DEVICE------­
mov ControlBuffLocation, #LOW 

HIGH16(BEGIN_DEVICE_DESCRIPTOR) 
mov ControlBuffLocation+ I, #HIGH 

LOWI 6(BEGIN _DEVICE_ DESCRIPTOR) 
mov ControlBuffLocation+2, #LOW 

LOWI 6(BEGIN _DEVICE_ DESCRIPTOR) 
mov A, #12h 
mov B, #OOh 
ljmp LoadBuffer 

CheckConfigDescriptor: 
cjne A, #CONFIG_DESCR, CheckStringDescriptor 

; -----GET DESCRIPTOR, CONFIGURATION----­
mov ControlBuffLocation, #LOW 

HIGHI 6(BEGIN _ CONFIG _DESCRIPTOR) 
mov ControlBuffLocation+ I, #HIGH 

LOW16(BEGIN_CONFIG_DESCRIPTOR) 
mov ControlBuffLocation+2, #LOW 

LOW16(BEGIN_CONFIG_DESCRIPTOR) 
mov A, #LOW (END_CONFIG_DESCRIPTOR­

BEGIN_ CONFIG _DESCRIPTOR) 
mov B, #HIGH (END_ CONFIG _DESCRIPTOR -

BEGIN_ CONFIG _DESCRIPTOR) 
ljmp LoadBuffer 

CheckStringDescriptor: 
cjne A, #STRING_DESCR, RetumBADSTDGetDeviceCommand 
; -------- GET DESCRIPTOR, CONFIGURATION -------
mov ControlBuffLocation, #LOW HIGH16(STRING_l) 
mov ControlBuffLocation+ I, #HIGH LOWI 6(STRING _ l) 
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mov ControlBuffLocation+2, #LOW LOW16(STRING_l) 

mov 
mov 
ljmp 

A, #LOW (STRING_2-STRING_l) 
B, #HIGH(STRING_2-STRING_l) 
LoadBuffer 

LoadBuffer: ; Compare to see which is shorter. 
; The amount asked for or the amount available. 

push ACC 
push B 
cir CY 
subb A, wLength+ I 
mov A, B 
subb A, wLength 
jc AskedFor _ IsLarger 

LengthsMatch: 
wLengthlsSmaller: 

pop B 
pop ACC 
mov B, wLength 
mov A, wLength+l 
ljmp Load It 

AskedFor _Is Larger: 
pop B 

; A=Actual-wLength=AskedFor 

; If Asked for is smaller, replace 
; actual with asked for. 

Appendices 

pop ACC 
Loadlt: ; From now on, wLength =bytes remaining. 

mov 
mov 
I Call 
ljmp 

ControlBuffBytesLeft, B 
ControlBuffBytesLeft+ I, A 
LoadControlTXFifo 
RetumSTDGetDeviceCommand 

CheckGetConfiguration: 
cjne A, #GET_ CONFIGURATION, CheckGetStatus 
;------------------------------------------------
;- GET CONFIGURATION 

ljmp RetumSTDGetDeviceCommand 
CheckGetStatus: 
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cjne A, #GET_ ST A TUS, RetumSTDGetDeviceCommand 
;------------------------------------------------
;- GET DEVICE ST A TUS 

ljmp RetumSTDGetDeviceCommand 

RetumBADSTDGetDeviceCommand: 
push EPINDEX 
mov EPINDEX, #01 
mov TXDAT, #12h 
mov TXCNT, #Olh 
pop EPINDEX 

orl EPCONO, #OCOh 

RetumSTDGetDeviceCommand: 
ret 

; Stall EPO 

·======================================================== 
' 
; Standard Get Endpoint Commands 

StandardGetEndpointCommand: 

bRequest mov A, 
cjne A, #GET_ ST A TUS, RetumBadSTDGetEPCommand 

;------------------------------------------------
;- GET ENDPOINT ST A TUS 

mov 
anl 
orl 

mov 

A, wlndex +I 
A, #OFh 
EPINDEX,A 

A, wlndex +I 

; Mask off all but the endpoint value 
; Point the Index register at the 

; Start by clearing out RO 
jb ACC.7, GetlnStallStatus 

GetOutStallStatus: 
mov A, EPCONO 
jnb ACC.6, NotStalled 
mov A, #01 ; Return Stalled 
ljmp Done WithCommand 

GetlnStallStatus: 
mov A, EPCONO 
jnb ACC.7, NotStalled 

118 



mov A, #01 

Done WithCommand: 
NotStalled: 

anl EPINDEX,#80h 
mov TXDA TO, A 
mov TXDA TO, #OOh 
mov TXCNTO, #02 

RetumBadSTDGetEPCommand: 
push EPINDEX 
mov EPINDEX, #01 
mov TXDAT, #13h 
mov TXCNT, #Olh 
pop EPINDEX 

orl EPCONO, #OCOh 
RetumSTDGetEPCommand: 

Ret 

Appendices 

; Point the index back to EPO 

; Stall EPO 

;======================================================== 
; for single packer control read status 

SetUpSinglePacketControlReadStatusStage: 

mov wLength, #00 
mov wLength+l, #00 
mov SetupRxFlag, #ST A TUS _PHASE ; Advance flag to next state 
mov SetupTxFlag, #DAT A _PHASE 
setb TXOE ; Enable data transmit 
Ret 

;======================================================== 
; Standard Set Endpoint Command: 

StandardSetEndpointCommand: 
push EPINDEX 
mov A, wlndex+ 1 ; Get the endpoint of the stall to clear 
anl A, #OFh 
orl EPINDEX,A 

; Find out if this is an EPO CLear Stall Command. 
; Setup the EPINDEX to point at correct index. 
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wValue+l mov A, 
cjne A, #ENDPOINT_ ST ALL, RetumBadSTDSetEPCommand 

mov A, bRequest 
cjne A, #CLEAR_ FEATURE, CheckSetEndpointFeature 

ClearEndpointFeature: 
;------------------------------------------------
;- CLEAR ENDPOINT ST ALL 

ClearEndpointStall: 
mov A, w Index+ I ; Get the endpoint of the stall to clear 
anl A, #OFh ; Find out if this is an EPO CLear Stall Command. 
JNZ ClearNonEPOStall 

anl EPCON, #03Fh ; For EPO Clear both TX & RX stall bits 
ljmp RetumSTDSetEPCommand 

ClearNonEPOStall: 
mov A, wlndex+ I 
JB ACC.7, ClearlnStall 

ClearOutStall: 

; Get the endpoint of the stall to clear 
; For Non EPO, examining the direction 
; bit as well. 

anl EPCONO, #CLEAR_OUT_STALL_MASK 
ljmp RetumSTDSetEPCommand 

ClearlnStall: 
anl EPCONO, #CLEAR_IN_STALL_MASK 
ljmp ReturnSTDSetEPCommand 

CheckSetEndpointFeature: 
cjne A, #SET _FEATURE, RetumBadSTDSetEPCommand 

SetEndpointFeature: 
,------------------------------------------------
;- SET ENDPOINT STALL 

SetEndpointStall: 
mov A, wlndex+ I ; Get the endpoint to stall 
JB ACC.7, SetlnStall 

SetOutStall: 
orl EPCONO, #SET_OUT_STALL_MASK 
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ljmp ReturnSTDSetEPCommand 
SetlnStall: 

orl EPCONO, #SET_IN_STALL_MASK 
ljmp ReturnSTDSetEPCommand 

ReturnBadSTDSetEPCommand: 
push EPINDEX 
mov EPINDEX, #01 
mov TXDAT, #14h 
mov TXCNT, #Olh 
pop EPINDEX 

orl EPCONO, #OCOh ;Stall EPO 
ReturnSTDSetEPCommand: 

pop EPINDEX 
ljmp SetUpControlWriteStatusStage 

Appendices 

·-------------------------------------------------------­,--------------------------------------------------------
; for standard set device commands 

StandardSetDeviceCommand: 

mov A, bRequest 
cjne A, #SET_ CONFIGURATION, CheckSetDeviceAddress 

SetDeviceConfiguration: 
;------------------------------------------------
;- SET DEVICE CONFIGURATION 

ljmp RetumSTDSetDevice 

CheckSetDeviceAddress: 
cjne A, #SET_ADDRESS, RetumBadSetDeviceCommand 

'------------------------------------------------
;- SET DEVICE CONFIGURATION 

; special case: Set Address should just return. The command will be 
; executed following the status stage 
ljmp RetumSTDSetDevice 

ReturnSTDSetDevice: 
ljmp SetUpControlWriteStatusStage 

ReturnBadSetDeviceCommand: 
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push EPINDEX 
mov EPINDEX, #0 I 
mov TXDAT, #20h 
mov TXCNT, #Olh 
pop EPINDEX 

orl EPCONO, #OCOh ; Stall Endpoint 
ret 

StandardSetlnterfaceCommand: 
StandardGetinterfaceCommand: 
StandardSetOtherCommand: 
StandardGetOtherCommand: 

ret 

·-------------------------------------------------------­,--------------------------------------------------------
; InReceived 
; device branches here when IN token received 

InReceived: 

anl FIS, #EPO TX CLR 
ljmp CheckinStatusPhase 

CheckinStatusPhase: 

; clear the interrupt bit 

mov A, 
cjne A, 

SetupTxFlag ; read state variable 
#STATUS_PHASE,SendDataBack ; Should this be the end to 

StatusPhaseDone: 
ICall CompleteSetCommand 
mov SetupTxFlag, #SETUP _PHASE 
mov SetupRxFlag, #SETUP _PHASE 

ljmp RetumProcessin 

SendDataBack: 

; a setup sequence 

; Set state var. to expect setup. 

cjne A, #DATA_PHASE, RetumProcessln 
!call LoadControlTXFifo 

RetumProcessln: 
Ret 
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·======================================================== 
' 
; CompleteSetCommand 

CompleteSetCommand: 
mov A, bRequest ; If this was not a Std. Set 

; command then return. 

cjne A, #SET_ ADDRESS, CheckNextCommand 
;------------------------------------------------
;- SET ADDRESS 

DoSetFuncAddress: 
mov FADDR, wValue+l 
ljmp ReturnCompleteSet 

CheckNextCommand: 
RetumCompleteSet: 

ret 

; Set to new address 

;======================================================== 
; SetUpControlWriteStatusStage 

SetUpControlWriteStatusStage: 
mov TXCNTO, #00 
setb TXOEO 

Ret 

; Setup Null Packet 
; Enable data transmit 

;======================================================== 
; LoadControlTXFifo 

LoadControlTXFifo: 
push RO 
push DPX 
mov DPXL, ControlBuftLocation ; Get location of data to send. 
mov DPH, ControlBuftLocation+ 1 
mov DPL, ControlBuftLocation+2 

mov A, ControlBufffiytesLeft ; First check to see if any data is 
; available 

orl A, ControlBufffiytesLeft+ 1 ; to send. 
jnz CntJDataA vail 
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mov RO, #0 
ljmp ControlArmTx 

CntlDataA vail 
mov RO, #0 
mov A, DPXL 
JZ DatalnRAM 

; ifthere is data do normal flow 
; if none, do null packet 

; Number of bytes in FIFO-Always <=16 

;======================================================== 
; Data is in ROM, use instructions to pull from ROM. 

DatalnROM: 
mov A, #OOh 

move A, @A+DPTR 

mov TXDA TO, A 
inc DPTR 

; Get Data to transmit 

inc RO ; Increment the number of bytes in FIFO 
djnz ControlBuffBytesLeft+ l, ROMCheckMaxPacket ; If not zero, 

; then continue. 

ROMCheckUpperl: 
mov A, ControlBuffBytesLeft ; If upper byte ofwLength is also 

; zero, buffer is empty. 
jz ControlTxUpd ; Are we done with the buffer 
dee A ; If it's not zero dee. the upper byte as well. 
mov ControlBuffBytesLeft, A ; And store it. 

ROMCheckMaxPacket: 
cjne RO, #EPO_MAX_PACKET_SIZE, DatalnROM ; Loop until 

; FIFO is Full 
ljmp ControlTxUpd ; Done with this FIFO. 

·======================================================== 
' 
; Data is in RAM, use instructions to pull from RAM. 

DatainRAM: 
movx A, @DPTR 
mov TXDA TO, A 
inc DPTR 
inc RO 

; Get Data to transmit 

; Increment the number of bytes in FIFO 
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djnz Contro!BufffiytesLeft+ 1, RAMCheckMaxPacket ; Ifnot zero, 
; then continue. 

RAMCheckUpperl: 
mov A, Contro!BufffiytesLeft ; If upper byte of 

; Contro!BufffiytesLeft is also zero, buffer is empty. 
jz ControlTxUpd ; Are we done with the buffer 
dee A ; If it's not zero dee. the upper byte as well. 
mov Contro!BufffiytesLeft, A ; And store it. 

RAMCheckMaxPacket: 
cjne RO, #EPO_MAX_PACKET_SIZE, DatainRAM ; Loop until 

; FIFO is Full 

ControlTxUpd 
mov Contro!BuftLocation+ 1, DPH ; Update read pointers. 
mov Contro!BuftLocation+2, DPL 

ControlArmTx: 
mov TXCNTO, RO 
setb TXOE 

ReturnLoadCntl: 
pop DPX 
pop RO 
Ret 

; Write count into TXCNT register 
; Enable data transmit 

·======================================================== 
' 
; DEVICE DESCRIPTOR 
; 8x930Ax is a Big Endian microcontroller. Words and DWords are stored with 
the 
; LSB in the numerically higher address. 
; FUNCTION DESCRIPTOR 

; ***Users are required to change the descriptor accordingly*** 

BEGIN DEVICE DESCRIPTOR: - -
gDevice_bLength: db 12h ;DEVICE_DESCRIPTOR_LENGTH 
gDevice_bDescriptorType: db DEVICE_DESCR 
gDevice_bcdUSB: dw OOOlh ; Version 1.00 compliant 
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;; gDevice_bDeviceClass: db OOh 
gDevice_bDeviceClass: db 04h ; for testing 

gDevice_bDeviceSubClass: db Olh 
gDevice_bDeviceProtocol: db OOh 
gDevice _ wMaxPacketSizeO: db 08h ;8 byte max for EPO 

gDevice _ widVendor: 
gDevice _ widProduct: 
;; gDevice _ widProduct: 

dw 8680h 
dw 4956h 

dw 8888h 

; Intel Vendor ID (8086) 
; product ID 

gDevice_bcdDevice: dw OOOlh ;device version 1.00 
gDevice _iManufacturer: db Oh ;These three fields are supposed 
gDevice_iProduct: db Oh ;to contain the index of strings 
gDevice_iSerialNumber: db Oh ;describing device. 
gDevice_bNumConfigurations: db I 

END _DEVICE_DESCRIPTOR: 

;!*--------------- Initialize global Con fig descriptor----------------* I 
BEGIN_CONFIG_DESCRIPTOR: 

gConfig_ bLength: db 09h 
gConfig_bDescriptorType: db CONFIG_DESCR 
gConfig_bTotalLength: db END_CONFIG_DESCRIPTOR-

BEGIN_ CONFIG _DESCRIPTOR 
gConfig_bCorrection: db 0 
gConfig_bNumlnterfaces: db I ; NUM_OF_INTERFACES; 
gConfig_bConfigurationValue: db 2 
gConfig_iConfiguration: db 0 
gConfig_bmAttributes: db 040h 
gConfig_MaxPower: db 025 ;50ma 

!*------------- Initialize global Interface descriptor---------------*/ 
BEGIN_INTERFACE_DESCRIPTOR: 

glnterface_bLength: db END_INTERFACE_DESCRIPTOR-
BEGIN_INTERFACE_DESCRIPTOR 

glnterface_bDescriptorType: db INTERFACE_DESCR 
glnterface _ blnterfaceNumber: db 0 
glnterface _ bAltemateSetting: db 0 
glnterface_bNumEndpoints: db Olh 
glnterface _ blnterfaceClass: db OOh 
glnterface_blnterfaceSubClass: db OOh 
glnterface_blnterfaceProtocol: db OOh 
glnterface_ilnterface: db 0 
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END INTERFACE DESCRIPTOR: - -

END_ CONFIG _DESCRIPTOR: 

STRING LOC TABLE: 
STRING_I: db LOW(STRING_2-STRING_l) 

db STRING DESCR 
db "USB Test Firmware" 

STRING 2: 

Appendices 

·======================================================== 
' 
; RAM MEMORY MAP 
;- Control variables need to be placed between 20h & 7th for the addressing 
mode 
;- IfRISM is running, RISM needs 20h-3fH so be careful running RISM. 

DEFINE OUR_DATA_SEG, SPACE=DATA 
SEGMENT OUR DAT A SEG - -

; Buffer and associated variables for Control Endpoint management 

SetupTxFlag: ds 1 
SetupRxFlag: ds 1 

COMMAND BUFFER: 
StandardDeviceRequest: 
bmRequestType: ds 
bRequest: ds 1 
wValue: 
wFeatureSelector: 
bDescriptorType: ds 
bDescriptorlndex: ds 
wTargetSelector: 
wlndex: ds 2 
wLength: ds 2 
CntlWriteDataBuffer: ds 8 

Cntl WriteDataPntr: ds 1 

ControlBuffLocation ds 3 
ControlBuffBytesLeft ds 2 

Beat I: ds 2 

END 

; Used to point into the CntlWriteDataBuffer. 
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Appendices 

11.2 A WDM Driver Code Example 

V======================================================== 
II 
II Testdrv.c 
II 
II rev 1.0 
II 
II USB device driver for USB Device Example 
II kernel mode driver 
II 
II 
II 
II 
II 

to be compiled with 
- NT 4.0 DDK (MSDN DDK Jan 97 release or later) 
- USB DDK (Aug 96 release or later) 

V======================================================== 

#define DRIVER 
II Include files needed for WDM driver support; from NT DDK 
#include "wdm.h" 
#include "stdarg.h" 
#include "stdio.h" 

II Include files needed for USB support; from USB DDK 
#include "usbdi.h" 
#include "usbdlib.h" 
#include "usb.h" 

#include "Testdrv.h" II headers specified to this driver 

V======================================================== 
NTSTATUS 
Driver Entry( 

I* 

IN PD RIVER_ OBJECT DriverObject, 
IN PUNICODE_STRING RegistryPath 
) 

Entry point for loading of the driver 
This is where the driver is called when the driver is being loaded 
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*I 

by the 1/0 system. 

DriverObject - pointer to the driver object 
RegistryPath - pointer to a unicode string representing the path 

to driver-specific key in the registry 
Return Value: 
ST A TUS _SUCCESS if successful, 
ST A TUS UNSUCCESSFUL otherwise 

NTST A TUS ntStatus = ST A TUS _SUCCESS; 
PDEVICE_ OBJECT deviceObject =NULL; 

DriverObject->MajorFunction[IRP _ MJ _CREA TE] = Test_ Create; 
DriverObject->MajorFunction[IRP _ MJ _CLOSE] = Test_ Create; 
DriverObject->DriverUnload = Test_ Unload; 

DriverObject->MajorFunction[IRP _ MJ _DEVICE_ CONTROL] = 
Test_ProcessIOCTL; 

DriverObject->MajorFunction[IRP _ MJ _WRITE] = Test_ Write; 
DriverObject->MajorFunction[IRP _ MJ _READ] = Test_ Read; 

DriverObject->MajorFunction[IRP _MJ_PNP _POWER]= Test_ Dispatch; 
DriverObject->DriverExtension->AddDevice = Test_PnPAddDevice; 

return ntStatus; 

~======================================================== 

NTSTATUS 
Test_ Dispatch( 

IN PDEVICE_OBJECT DeviceObject, 
IN PIRP lrp 
) 

/* 
Dispacthing the IRPs sent to the device. 

DeviceObject - pointer to a device object 
lrp - pointer to an 1/0 Request Packet 
Return Value: NTSTATUS 

*/ 
{ 
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PIO_STACK_LOCATION irpStack, nextStack; 
PDEVICE _EXTENSION deviceExtension; 
NTST A TUS ntStatus; 

Irp->IoStatus.Status = STATUS_SUCCESS; 
Irp->IoStatus.lnfonnation = O; 

II Get a pointer to the current location in the lrp. This is where 
II the function codes and parameters are located. 
irpStack = IoGetCurrentlrpStackLocation (Irp); 

II Get a pointer to the device extension 
deviceExtension = DeviceObject->DeviceExtension; 

switch (irpStack->MajorFunction) { 

case IRP MJ PNP POWER: - - -

Appendices 

II This IRP is for Plug and Play and Power Management messages for 
II your device. 

switch (irpStack->MinorFunction) { 
case IRP MN START DEVICE: - - -

II We pass the lrp down first 
nextStack = IoGetNextlrpStackLocation(Irp); 
ASSERT(nextStack !=NULL); 
RtlCopyMemory(nextStack, irpStack, 

sizeof(IO_STACK_LOCATION)); 

Irp); 

II This will be deviceExtension->StackDeviceObject in future 
II revisions of this driver 
ntStatus = IoCallDriver( deviceExtension-> Physica!DeviceObject, 

II begin our configuration actions on the device 
ntStatus = Test_ StartDevice(DeviceObject); 

break; llIRP_MN_START_DEVICE 

case IRP MN STOP DEVICE: - - -

Test_ Cleanup (DeviceObject); 
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ntStatus = Test_ StopDevice(DeviceObject); 

break; llIRP _MN_STOP _DEVICE 

case IRP MN REMOVE DEVICE: - - -

Test_ Cleanup (DeviceObject); 

ntStatus = Test_ RemoveDevice(DeviceObject); 

II Delete the link to the Stack Device Object, and delete the 
II Functional Device Object we created 
IoDetachDevice(deviceExtension->StackDeviceObject); 

IoDeleteDevice (DeviceObject); 

break; lllRP _MN_REMOVE_DEVICE 

case IRP MN SET POWER: - - -

switch (irpStack->Parameters.Power.Type) { 
case SystemPowerState: 
case DeviceSpecificPowerState: 

II TODO: Your device may need to handle these Ioctls. 
break; llSystemPowerState & DeviceSpecificPowerState 

case DevicePowerState: 
switch (irpStack->Parameters.Power.State.DeviceState) { 

case PowerDeviceD3: 
break; 

case PowerDeviceD2: 
break; 

case PowerDeviceD 1 : 
break; 

case PowerDeviceDO: 
break; 

} II switch on Power.State.DeviceState 

break; llDevicePowerState 

}II switch on Power.Type 
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} 

break; //IRP _MN_SET_POWER 

case IRP_MN_QUERY_POWER: 

II Look at what type of power query this is 

switch (irpStack->Parameters.Power. Type) { 
case SystemPowerState: 
case DeviceSpecificPowerState: 

Appendices 

II TODO: Your device may need to handle these Ioctls. 
break; //SystemPowerState & DeviceSpecificPowerState 

case DevicePowerState: 
switch (irpStack->Parameters.Power.State.DeviceState) { 

case PowerDeviceD2: 
break; 

case PowerDeviceD 1: 
break; 

case PowerDeviceD3: 
break; 

} //switch on Power.State.DeviceState 

break; //DevicePowerState 

}//switch on Power.Type 

break; //IRP_MN_QUERY_POWER 

case IRP_MN_QUERY_STOP_DEVICE: 
break; 

case IRP_MN_QUERY_REMOVE_DEVICE: 
break; 

case IRP MN CANCEL STOP DEVICE: - - - -
break; 

case IRP MN CANCEL REMOVE DEVICE: 
break; 

default: 
break; 

- - - -
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nextStack = IoGetNextirpStackLocation(Irp); 
ASSERT(nextStack !=NULL); 
Rt!CopyMemory(nextStack, irpStack, 

sizeof(IO _ST ACK_ LOCATION)); 

II All PNP _POWER messages get passed to the PhysicalDeviceObject 
II (which in future revisions of this driver will be the StackDeviceObject) 
11 we were given in PnPAddDevice. 

II This will be deviceExtension->StackDeviceObject in future revisions 
II of this driver 
ntStatus = 

IoCallDriver( deviceExtension->Physica!DeviceObject, Irp ); 

II !flower layer driver marked the lrp as pending then reflect that by 
II calling IoMarklrpPending. 
if(ntStatus == STATUS_PENDING) { 

loMarklrpPending(Irp ); 
} else{} II ifntStatus 

goto Test_ Dispatch_ Done; 

break; llIRP _MJ_PNP _POWER 

default: 

Irp-> IoStatus.Status = ST A TUS _INVALID _PARAMETER; 

} 

ntStatus = Irp->IoStatus.Status; 

IoCompleteRequest (lrp, 
IO_ NO_ INCREMENT 
); 

Test_ Dispatch_ Done: 
return ntStatus; 

} 

V======================================================== 
VOID Test_ Unload(IN PD RIVER_ OBJECT DriverObject) 
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I* 
Free all the allocated resources, etc. 
TODO: This is a placeholder for driver writer to add code on unload 

DriverObject - pointer to a driver object 

Return Value: None 
*I 
{ 
} 

Appendices 

V======================================================== 
NTSTATUS 
Test_ StartDevice( 

IN PDEVICE _OBJECT DeviceObject) 
I* 

Initializes a given instance of the Test Device on the USB. 

DeviceObject - pointer to the device object for this instance of a 
Test Device 

Return Value: NT status code 
*I 
{ 

PDEVICE _EXTENSION deviceExtension; 
NTST A TUS ntStatus; 
PUSB_DEVICE_DESCRIPTOR deviceDescriptor =NULL; 
PURB urb; 
ULONG siz; 

deviceExtension = DeviceObject->DeviceExtension; 
deviceExtension->NeedCleanup = TRUE; 

II Get some memory from then non paged pool (fixed, locked system 
II memory) for use by the USB Request Block (urb) for the specific USB 
II Request we will be performing below (a USB device request). 
urb = ExAllocatePool(NonPagedPool, 

sizeof(struct _ URB _CONTROL_ DESCRIPTOR_ REQUEST)); 

if(urb) { 

siz = sizeof(USB_DEVICE_DESCRIPTOR); 
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II Get some non paged memory for the device descriptor contents 
deviceDescriptor = ExAllocatePool(NonPagedPool, 

siz); 

if ( deviceDescriptor) { 

II Use a macro in the standard USB header files to build the URB 
U sbBuildGetDescriptorRequest( urb, 

(USHORT) sizeof (struct 
_ URB _CONTROL_ DESCRIPTOR_ REQUEST), 

USB _DEVICE_ DESCRIPTOR_ TYPE, 
0, 
0, 
device Descriptor, 
NULL, 
siz, 
NULL); 

II Get the device descriptor 
ntStatus = Test_ CallUSBD(DeviceObject, urb ); 

} else { 
ntStatus = STATUS_NO_MEMORY; 

} 

if(NT_SUCCESS(ntStatus)) { 
II Put a ptr to the device descriptor in the device extension for easy 
II access. We will free this memory when the 
II device is removed. See the "Test_RemoveDevice" code. 

deviceExtension->DeviceDescriptor = deviceDescriptor; 
deviceExtension->Stopped = FALSE; 

} else if ( deviceDescriptor) { 

} 

II If the bus transaction failed, then free up the memory created to hold 
II the device descriptor, since the device is probably non-functional 

ExFreePool( deviceDescriptor); 

ExFreePool(urb ); 

} else { 
ntStatus = STATUS_NO_MEMORY; 

} 
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II If the Get_ Descriptor call was successful, then configure the device. 
if(NT_SUCCESS(ntStatus)) { 
ntStatus = Test_ConfigureDevice(DeviceObject); 

} 

return ntStatus; 
} 

!!======================================================== 
NTSTATUS 
Test_ RemoveDevice( 

I* 

*I 
{ 

} 

IN PDEVICE _OBJECT DeviceObject 
) 

Removes a given instance of a Test Device device on the USB. 

DeviceObject - pointer to the device object for this instance of a Test Device 

Return Value: NT status 

PDEVICE _EXTENSION deviceExtension; 
NTSTATUS ntStatus = STATUS_SUCCESS; 

deviceExtension = DeviceObject->DeviceExtension; 

if (deviceExtension->DeviceDescriptor) { 
ExFreePool(deviceExtension->DeviceDescriptor); 

} 

II Free up any interface structures in our device extension 
if (deviceExtension->Interface !=NULL) { 

ExFreePool( device Extension-> Interface); 
} 

return ntStatus; 

!!===================================================--==== 
NTSTATUS 
Test_ StopDevice( 

IN PDEVICE_OBJECT DeviceObject 
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I* 

*I 
{ 

} 

) 

Stops a given instance of a test Device device on the USB. 

DeviceObject - pointer to the device object for this instance of a Test Device 

Return Value: NT status 

PDEVICE_EXTENSION deviceExtension; 
NTSTATUS ntStatus = STATUS_SUCCESS; 
PURB urb; 
ULONGsiz; 

deviceExtension = DeviceObject->DeviceExtension; 

II Send the select configuration urb with a NULL pointer for the configuration 
II handle, this closes the configuration and puts the device in the 
II 'unconfigured' state. 
siz = sizeof(struct _ URB _SELECT_ CONFIGURATION); 

urb = ExAIIocatePool(NonPagedPool, 
siz); 

if(urb) { 
NTSTATUS status; 

UsbBuildSelectConfigurationRequest(urb, 
(USHORT) siz, 
NULL); 

status =Test_ CaIIUSBD(DeviceObject, urb ); 

ExFreePool(urb ); 
} else { 

ntStatus = STATUS_NO_MEMORY; 

return ntStatus; 

V======================================================== 
NTSTATUS 
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Test_ PnPAddDevice( 

I* 

*I 

IN PDRIVER_OBJECT DriverObject, 
IN PDEVICE_OBJECT PhysicalDeviceObject 
) 

This routine is called to create a new instance of the device 

DriverObject - pointer to the driver object for this instance of Test 
PhysicalDeviceObject - pointer to a device object created by the bus 

Return Value: 
ST A TUS _SUCCESS if successful, 
ST A TUS UNSUCCESSFUL otherwise 

NTSTATUS ntStatus = ST A TUS _SUCCESS; 
deviceObject =NULL; 

device Extension; 
PDEVICE OBJECT 
PDEVICE EXTENSION 

II create our functional device object (FDO) 
ntStatus = 

Test_ CreateDeviceObject(DriverObject, &deviceObject, O); 

if (NT_ SUCCESS(ntStatus)) { 
deviceExtension = deviceObject->DeviceExtension; 

deviceObject->Flags &=-DO _DEVICE _INITIALIZING; 

JI Add more flags here if your driver supports other specific 
II behavior. For example, if your IRP _MJ_READ and IRP _MJ_ WRITE 
JI handlers support DIRECT_IO, you would set that flag here. 

deviceExtension->Physica!DeviceObject=PhysicalDeviceObject; 

II Attach to the StackDeviceObject. This is the device object that we 
II use to send lrps and Urbs down the USB software stack 

deviceExtension->StackDeviceObject = 
I oAttachDevice To Device Stack( deviceObject, Physical DeviceObject ); 

ASSERT (deviceExtension->StackDeviceObject !=NULL); 
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} 
return ntStatus; 

} 

a====================================================--=== 
NTSTATUS 
Test_ CreateDeviceObject( 

/* 

*/ 
{ 

IN PDRIVER_OBJECT DriverObject, 
IN PDEVICE_OBJECT *DeviceObject, 
LONG Instance 
) 

Creates a Functional DeviceObject 

DriverObject - pointer to the driver object for device 
DeviceObject - pointer to DeviceObject pointer to return 

created device object. 
Instance - instnace of the device create. 

Return Value: 
STATUS_SUCCESS if successful, 
ST A TUS UNSUCCESSFUL otherwise 

NTST A TUS ntStatus; 
WCHAR deviceLinkBuffer[] = L"\\DosDevices\\Test-0"; 
UNICODE_ STRING deviceLinkUnicodeString; 
WCHAR deviceNameBuffer[] = L"\\Device\\Test-0"; 
UNICODE_ STRING deviceNameUnicodeString; 
PDEVICE _EXTENSION deviceExtension; 

deviceLinkBuffer[I9] = (USHORT) ('O' +Instance); 
deviceNameBuffer[l5] = (USHORT) ('O' +Instance); 

RtllnitUnicodeString (&deviceNameUnicodeString, 
deviceNameBuffer); 

ntStatus = IoCreateDevice (DriverObject, 
sizeof (DEVICE_ EXTENSION), 
&deviceNameUnicodeString, 
FILE_DEVICE_UNKNOWN, 
0, 
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FALSE, 
DeviceObject); 

if(NT_SUCCESS(ntStatus)) { 
RtlinitUnicodeString (&deviceLinkUnicodeString, 

deviceLinkBuffer); 

ntStatus = IoCreateSymbolicLink (&deviceLinkUnicodeString, 
&deviceNameUnicodeString); 

II Initialize our device extension 
deviceExtension = (PDEVICE_EXTENSION) ((*DeviceObject)­

> DeviceExtension ); 

RtlCopyMemory( deviceExtension->DeviceLinkNameBuffer, 
deviceLinkBuffer, 
sizeof(deviceLinkBuffer)); 

deviceExtension->ConfigurationHandle =NULL; 
deviceExtension->DeviceDescriptor =NULL; 
deviceExtension->NeedCleanup =FALSE; 

II Initialize our interface 
deviceExtension->Interface =NULL; 

return ntStatus; 

Appendices 

V======================================================== 
VOID Test_Cleanup(PDEVICE_OBJECT DeviceObject) 
I* 

*I 
{ 

Cleans up certain elements of the device object. This is called when the 
device is being removed from the system 

DeviceObject - pointer to DeviceObject 

Return Value: None. 
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} 

PDEVICE _EXTENSION deviceExtension; 
UNICODE_ STRING deviceLinkUnicodeString; 

deviceExtension = DeviceObject->DeviceExtension; 

if ( deviceExtension->NeedCleanup) { 

} 

deviceExtension->NeedCleanup =FALSE; 

RtllnitUnicodeString ( &deviceLink UnicodeString, 
deviceExtension->DeviceLinkNameBuffer); 

IoDeleteSymbolicLink(&deviceLinkUnicodeString); 

~======================================================== 

NTSTATUS 
Test_ CallUSBD( 

/* 

*/ 

IN PDEVICE _OBJECT DeviceObject, 
IN PURB Urb 
) 

Passes a Usb Request Block (URB) to the USB class driver (USBD) 

Note that we create our own IRP here and use it to send the request to 
the USB software subsystem. This means that this routine is essentially 
independent of the IRP that caused this driver to be called in the first 
place. The IRP for this transfer is created, used, and then destroyed 
in this routine. 

DeviceObject - pointer to the device object for this instance of a Test Device 
Urb - pointer to Urb request block 

Return Value: 
ST A TUS _SUCCESS if successful, 
ST A TUS UNSUCCESSFUL otherwise 

NTST A TUS ntStatus, status= ST A TUS _SUCCESS; 
PDEVICE _EXTENSION deviceExtension; 
PIRP irp; 
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KEVENT event; 
IO_STATUS_BLOCK ioStatus; 
PIO_ STACK_ LOCATION nextStack; 

deviceExtension = DeviceObject->DeviceExtension; 

II issue a synchronous request (see notes above) 
KelnitializeEvent(&event, NotificationEvent, FALSE); 

irp = IoBuildDeviceloControlRequest( 
IOCTL_INTERNAL_USB_SUBMIT_URB, 
deviceExtension->PhysicalDeviceObject, 
NULL, 
0, 
NULL, 
0, 
TRUE, I* INTERNAL *I 
&event, 
&ioStatus); 

II Prepare for calling the USB driver stack 
nextStack = IoGetNextlrpStackLocation(irp); 
ASSERT(nextStack !=NULL); 

II Set up the URB ptr to pass to the USB driver stack 
nextStack->Parameters.Others.Argumentl = Urb; 

Appendices 

II Call the USB class driver to perform the operation. If the returned status 
II is PENDING, wait for the request to complete. 
ntStatus = IoCallDriver( deviceExtension->Physica!DeviceObject, 

irp); 

if (ntStatus == ST A TUS _PENDING) { 

status= KeWaitForSingleObject( 
&event, 

} else { 

Suspended, 
KernelMode, 
FALSE, 
NULL); 

ioStatus.Status = ntStatus; 
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} 

} 

II USBD maps the error code for us. USBD uses error codes in its URB 
II structure that are more insightful into USB behavior. To allow more insight 
II into the specific USB error that occurred, your driver may wish to examine 
II the URB's status code (Urb->UrbHeader.Status) as well. 
ntStatus = ioStatus.Status; 

return ntStatus; 

V======================================================== 
NTSTATUS 
Test_ ConfigureDevice(IN PDEVICE _OBJECT DeviceObject) 
I* 

Configures the USB device via USS-specific device requests and interaction 
with the USB software subsystem. 

DeviceObject - pointer to the device object for this instance of the Test 
Device 

Return Value: 
NT status code 

*I 
{ 

PDEVICE _EXTENSION deviceExtension; 
NTST A TUS ntStatus; 
PURB urb =NULL; 
ULONG siz; 
PUSB _CONFIGURATION_ DESCRIPTOR configuration Descriptor= 

NULL; 

deviceExtension = DeviceObject->DeviceExtension; 

II Get memory for the USB Request Block (urb ). 
urb = ExAllocatePool(NonPagedPool, 

sizeof(struct _URS_ CONTROL_ DESCRIPTOR_ REQUEST)); 

if (urb !=NULL) { 

II Set size of the data buffer. Note we add padding to cover hardware faults 
II that may cause the device to go past the end of the data buffer 

siz = sizeof(USB _CONFIGURATION_ DESCRIPTOR) + 16; 
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II Get the nonpaged pool memory for the data buffer 
configurationDescriptor = ExAllocatePool(NonPagedPool, 

siz); 

if ( configurationDescriptor !=NULL) { 

UsbBuildGetDescriptorRequest(urb, 
(USHORT) sizeof (struct 

_ URB _CONTROL_ DESCRIPTOR_ REQUEST), 

Appendices 

USB _CONFIGURATION_ DESCRIPTOR_ TYPE, 
0, 
0, 
configurationDescriptor, 
NULL, 
sizeof (USB _CONFIGURATION_ DESCRIPTOR),/* 

Get only the configuration descriptor*/ 
NULL); 

ntStatus = Test_ CallUSBD(DeviceObject, urb ); 

} else { 
ntStatus = STATUS_NO_MEMORY; 
goto Exit_ TestConfigureDevice; 

}//if-else 

II Free up the data buffer memory just used 
ExFreePool( configuration Descriptor); 
configurationDescriptor =NULL; 

II Determine how much data is in the entire configuration descriptor 
II and add extra room to protect against accidental overrun 
siz = configurationDescriptor->wTotalLength + 16; 

II Get nonpaged pool memory for the data buffer 
configurationDescriptor = ExAllocatePool(NonPagedPool, 

siz); 

II Now get the entire Configuration Descriptor 
if (configuration Descriptor ! = NULL) { 

U sbBui ldGetDescriptorRequest( urb, 

145 



A WDM Driver Code Example 

(USHORT) sizeof (struct 
_ URB _CONTROL_ DESCRIPTOR_ REQUEST), 

USB _CONFIGURATION_ DESCRIPTOR_ TYPE, 
0, 
0, 
configurationDescriptor, 
NULL, 
siz, //Get all the descriptor data 
NULL); 

ntStatus = Test_ CallUSBD(DeviceObject, urb ); 

if (NT_SUCCESS(ntStatus)) { 

} else { 
//Error in getting configuration descriptor 
goto Exit_ TestConfigureDevice; 

}//else 

} else { 
II Failed getting data buffer (configurationDescriptor) memory 
ntStatus = STATUS_NO_MEMORY; 
goto Exit_ TestConfigureDevice; 

}//if-else 

} else { 
II failed getting urb memory 
ntStatus = STATUS_NO_MEMORY; 
goto Exit_ TestConfigureDevice; 

}//if-else 

II We have the configuration descriptor for the configuration 
II we want. 
II Now we issue the SelectConfiguration command to get 
II the pipes associated with this configuration. 
if ( configurationDescriptor) { 

II Get our pipes 
ntStatus = Test_ Selectlnterfaces(DeviceObject, 

con figurationDescriptor, 

} //if 

NULL// Device not yet configured 
); 
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Exit_ TestConfigureDevice: 

} 

II Clean up and exit this routine 
if(urb !=NULL) { 

ExFreePool(urb); II Free urb memory 
}//if 

if ( configurationDescriptor ! = NULL) { 
ExFreePool(configurationDescriptor);// Free data buffer 

}//if 

return ntStatus; 

Appendices 

~======================================================== 

NTSTATUS 
Test_ Selectlnterfaces( 

!* 

IN PDEVICE _OBJECT DeviceObject, 
IN PUSB _CON FIGURA TI ON_ DESCRIPTOR ConfigurationDescriptor, 
IN PUSBD INTERFACE INFORMATION Interface - -
) 

Initializes a Test Device with multiple interfaces 

DeviceObject - pointer to the device object for this instance of the Test 
Device 

ConfigurationDescriptor - pointer to the USB configuration descriptor 
containing the interface and endpoint 

descriptors. 
Interface - pointer to a USBD Interface Information Object 

- If this is NULL, then this driver must choose its interface 
based on driver-specific 

criteria, and the driver must also CONFIGURE the device. 
- If it is NOT NULL, then the driver has already been given an 

interface and 
the device has already been configured by the parent of this 

device driver. 

*I 
{ 

Return Value: NT status 

PDEVICE _EXTENSION deviceExtension; 
NTST A TUS ntStatus; 
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PURB urb; 
ULONG siz, numberOflnterfaces, j; 
UCHAR numberOtPipes, alternateSetting, MyinterfaceNumber; 
PUSB _INTERFACE_ DESCRIPTOR interfaceDescriptor; 
PUSBD _INTERFACE_INFORMA TION interfaceObject; 

deviceExtension = DeviceObject->DeviceExtension; 
MyinterfaceNumber = SAMPLE_INTERFACE_NBR; 

if (Interface== NULL) { 

II This example driver only supports one interface. This can be extended 
II to be a dynamically allocated array by your driver. 
numberOflnterfaces = ConfigurationDescriptor->bNuminterfaces; 

numberOflnterfaces =I; 
numberOtPipes = O; II Initialize to zero 

II We use alternate interface setting 0 for all interfaces 
II This is a simplification and is due to change in future releases of this 
II driver. If your driver supports alternate settings, you will have to do 
II more work to switch between alternate settings. 
alternateSetting = O; 

II Call a USBD helper function that returns a ptr to a USB Interface 
II Descriptor given a USB Configuration Descriptor, an Inteface Number, 
II and an Alternate Setting for that Interface 
interfaceDescriptor = 

USBD _ParseConfigurationDescriptor(ConfigurationDescriptor, 
MyinterfaceNumber, //interface number (this is 

blnterfaceNumber from interface descr) 
alternateSetting); 

ASSERT(interfaceDescriptor !=NULL); 

II Add to the tally of pipes in this configuration 
numberOfPipes += interfaceDescriptor->bNumEndpoints; 

II Now that we have looked at the interface, we configure the device so that 
II the remainder of the USBD objects will come into existence (ie., pipes, 
II etc.) as a result of the configuration, 
II thus completing the configuration process for the USB device. 
II 
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II Allocate a URB big enough for this Select Configuration request 

siz= 
GET _SELECT_ CONFIGURATION_ REQUEST_ SIZE(numberOflnterfaces, 
numberOfl>ipes); 

urb = ExAllocatePool(NonPagedPool, 
siz); 

if(urb) { 
interfaceObject = (PUSBD _INTERFACE _INFORMATION) (&(urb­

>UrbSelectConfiguration. Interface)); 

II set up the input parameters in our interface request structure. 
interfaceObject->Length = 

GET_ USBD _INTERFACE_ SIZE(interfaceDescriptor­
>bNumEndpoints); 

interfaceObject->InterfaceNumber = interfaceDescriptor­
>blnterfaceNumber; 

interfaceObject-> AltemateSetting = interfaceDescriptor­
>bAltemateSetting; 

interfaceObject->NumberOfl>ipes = interfaceDescriptor­
>bNumEndpoints; 

II We set up a default max transfer size for the endpoints. Your driver will 
II need to change this to reflect the capabilities of your device's endpoints. 

for (j=O; j<interfaceDescriptor->bNumEndpoints; j++) { 
interfaceObject->PipesLi].MaximumTransferSize = 

USBD _DEFAULT_ MAXIMUM_ TRANSFER_ SIZE; 
} 

U sb BuildSe lectConfigurationRequest( urb, 
(USHORT) siz, 
ConfigurationDescriptor); 

ntStatus = Test_ CallUSBD(DeviceObject, urb ); 

if(NT_SUCCESS(ntStatus) && USBD_SUCCESS(urb­
>UrbSelectConfiguration.Status)) { 

II Save the configuration handle for this device 
deviceExtension->ConfigurationHandle = 
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urb->UrbSelectConfiguration.ConfigurationHandle; 

deviceExtension->Interface = ExAllocatePool(NonPagedPool, 
interfaceObject->Length); 

if ( deviceExtension->Interface) { 

RtlCopyMemory(deviceExtension->Interface, interfaceObject, 
interfaceObject->Length); 

} 

} 

II Dump the pipe info 
for G=O; j<interfaceObject->NumberOfPipes; j++) { 

PUSBD _PIPE _INFORMATION pipelnformation; 

pipe Information = &deviceExtension-> Interface-> Pipes[j]; 
} 

}//if selectconfiguration request was successful 

} else { 

ntStatus = STATUS_NO_MEMORY; 

}// ifurb alloc passed 

}//if Interface was not NULL 

return ntStatus; 

V======================================================== 
NTSTATUS 
Test_ Read( 

/* 

IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp 
) 

This function is called for a IRP MJ READ. 
TODO: Add functionality here for your device driver if it handles that IRP 

code. 

150 



DeviceObject - pointer to the device object for this instance of the Test 
device. 

*I 
{ 

} 

lrp - pointer to IRP 

Return Value: NT status 

NTST A TUS ntStatus = ST A TUS _SUCCESS; 
return (ntStatus); 

Appendices 

//======================================================== 
NTSTATUS 
Test_ Write( 

/* 

IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp 
) 

This function is called for a IRP MJ WRITE. 
TODO: Add functionality here for your device driver if it handles that IRP 

code. 

DeviceObject - pointer to the device object for this instance of the Test 
device. 

Irp - pointer to IRP 

Return Value: NT status 

*I 
{ 

} 

NTST A TUS ntStatus = ST A TUS _SUCCESS; 
return (ntStatus); 

V======================================================== 
NTSTATUS 
Test_ Create( 

IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp 
) 
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I* 
This is the Entry point for CreateFile calls from user mode apps (apps may 

open "\\.\Test-x\yyzz" 
where yy is the interface number and zz is the endpoint address). 

Here is where you would add code to create symbolic links between 
endpoints 

(i.e., pipes in USB software terminology) and User Mode file names. You 
are 

free to use any convention you wish to create these links, although the above 
convention offers a way to identify resources on a device by familiar file and 
directory structure nomenclature. 

DeviceObject - pointer to the device object for this instance of the Test 
device 

*I 

} 

Return Value: NT status 

NTST A TUS ntStatus; 

Irp->IoStatus.Status = STATUS_SUCCESS; 
Irp->IoStatus.lnformation = O; 

II Create all the symbolic links here 
ntStatus = Irp->IoStatus.Status; 

IoCompleteRequest (Irp, 
IO NO INCREMENT 
); 

return ntStatus; 

V======================================================== 
NTST A TUS Test_ Close( 

I* 

IN PDEVICE _OBJECT DeviceObject, 
IN PIRP Irp 
) 

Entry point for CloseHandle calls from user mode apps to close handles they 
have opened 
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DeviceObject - pointer to the device object for this instance of the Test device 
Irp - pointer to an irp 

Return Value: NT status 
*I 
{ 

NTSTATUS ntStatus = STATUS_SUCCESS; 

return ntStatus; 

} 

V======================================================== 
NTSTATUS 
Test_ ProcesslOCTL( 

I* 

IN PDEVICE_OBJECT DeviceObject, 
INPIRP lrp 
) 

This is where all the DeviceloControl codes are handled. You can expand 
and add more code 

*I 
{ 

here to handle IOCTL/IRP codes that are specific to your device driver. 

DeviceObject - pointer to the device object for this instance of the test device. 

Return Value: NT status 

PIO_STACK_LOCATION irpStack; 
PVOID ioBuffer; 
ULONG inputBufferLength; 
ULONG outputBufferLength; 
PDEVICE _EXTENSION deviceExtension; 
ULONG ioControlCode; 
NTSTATUS ntStatus; 
ULONG length; 
PUCHARpch; 

II Get a pointer to the current location in the lrp. This is where 
11 the function codes and parameters are located. 
irpStack = loGetCurrentlrpStackLocation (lrp); 
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lrp->loStatus.Status = ST A TUS _SUCCESS; 
lrp->IoStatus.Information = O; 

II Get a pointer to the device extension 
deviceExtension = DeviceObject->DeviceExtension; 

ioBuffer = Irp->Associatedirp.SystemBuffer; 
inputBufferLength = irpStack­

>Parameters.DeviceloControl.InputBufferLength; 
outputBufferLength = irpStack­

>Parameters.DeviceioControl.OutputBufferLength; 

ioControlCode = irpStack->Parameters.DeviceioControl.IoControlCode; 

II Handle loctls from User mode 
switch (ioControlCode) { 

case IRP _Test_GET_PIPE_INFO: 
II inputs - none 
II outputs - we copy the interface information structure that we have 
II stored in our device extension area to the output buffer which 
II will be reflected to the user mode application by the JOS. 
length= O; 
pch = (PUCHAR) ioBuffer; 

if ( deviceExtension-> Interface) { 
RtlCopyMemory(pch+length, 

(PU CHAR) deviceExtension-> Interface, 
deviceExtension-> Interface-> Length); 

length += deviceExtension->Interface->Length; 

Irp->IoStatus.Information = length; 
Irp->IoStatus.Status = STATUS_SUCCESS; 

break; 

case IRP _Test_ GET_ DEVICE _DESCRIPTOR: 
II inputs - pointer to a buffer in which to place descriptor data 
II outputs - we put the device descriptor data, if any is returned by the 
II device in the system buffer and then we set the length in the Information 
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II field in the Irp, which will then cause the system to copy the buffer back 
II to the user's buffer 

length = Test_ GetDeviceDescriptor (DeviceObject, ioBuffer); 

Irp->IoStatus.Information = length; 
lrp->IoStatus.Status = STATUS_ SUCCESS; 

break; 

case IRP Test GET CONFIGURATION DESCRIPTOR: - - - -

II inputs - pointer to a buffer in which to place descriptor data 
11 outputs - we put the configuration descriptor data, if any is returned by 
II the device in the system buffer and then we set the length in the 
II Information field in the Irp, which will then cause the system to copy the 
II buffer back to the user's buffer 

length = Test_ GetConfigDescriptor (DeviceObject, ioBuffer, 
outputBufferLength ); 

Irp->IoStatus.Information = length; 
Irp->IoStatus.Status =ST ATOS_ SUCCESS; 

break; 

default: 

Irp->IoStatus.Status = STATUS_INVALID_PARAMETER; 
}II switch on ioControlCode 

ntStatus = lrp->loStatus.Status; 

IoCompleteRequest (Irp, 
IO NO INCREMENT 
); 

return ntStatus; 

II======================================================== 
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ULONG 
Test_ GetDeviceDescriptor( 

IN PDEVICE_OBJECT DeviceObject, 
PVOID pvOutputBuffer 
) 

/* 
Gets a device descriptor from the given device object 

DeviceObject - pointer to the test device object 

Return Value: Number of valid bytes in data buffer 
*I 
{ 

PDEVICE EXTENSION deviceExtension =NULL; 
NTSTATUS ntStatus =STATUS_ SUCCESS; 
PURB urb =NULL; 
ULONG length = O; 

deviceExtension = DeviceObject->DeviceExtension; 

urb = ExAllocatePool(NonPagedPool, 
sizeof(struct _ URB _CONTROL_ DESCRIPTOR_ REQUEST)); 

if(urb) { 

if (pvOutputBuffer) { 

UsbBuildGetDescriptorRequest(urb, 
(USHORT) sizeof (struct 

_ URB _CONTROL_ DESCRIPTOR_ REQUEST), 
USB_DEVICE_DESCRIPTOR_TYPE, //descriptor type 
0, //index 
0, //language ID 
pvOutputBuffer, //transfer buffer 
NULL, //MDL 
sizeof(USB_DEVICE_DESCRIPTOR), //buffer length 
NULL); //link 

ntStatus = Test_ CallUSBD(DeviceObject, urb ); 

} else { 
ntStatus = STATUS_NO_MEMORY; 

} 
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II Get the length from the Urb 
length= urb->UrbContro!DescriptorRequest.TransferBufferLength; 

ExFreePool(urb ); 

} else { 
ntStatus = STATUS_NO_MEMORY; 

return length; 
} 

!!======================================================== 
!* not tested it yet 
NTST A TUS SetOne(IN PDEVICE _OBJECT pDeviceObject, 
PUSBTESTCTRLDESC pTestCtr!Desc) 

II perform a "set" setup packet 
II 
II Return Value: ntstatus 

{ 
NTST A TUS ntStatus; 
PURB pUrb; 

pTemp=ExAllocatePool(NonPagedPool, sizeof(USBDISPDESC)); 
pUrb=ExAllocatePool(NonPagedPool, sizeof(struct 

_ URB_CONTROL_ VENDOR_ OR_ CLASS_REQUEST)); 

if(pUrb) { 

RtlCopyMemory(pTemp, pTestCtr!Desc, sizeof(USBTESTDESC)); 

UsbBuildVendorRequest(pUrb, 
URB_FUNCTION_CLASS_DEVICE, //Command 
sizeof(struct 

_URB_CONTROL_ VENDOR_OR_CLASS_REQUEST), 
!(USBD _TRANSFER _DIRECTION _IN),// Direction Bit: OUT 
0, II Reserved Bits ! 
Ox04, I I Request (OxF 1) 
pTestCtr!Desc->usControlCode, II Value (OxFO) 
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} 

OxO, 
pTemp, 
NULL, 
Ox08, 

NULL); 

II Index (OxOO) 
II Transfer Buffer 
II Transfer Buffer MDL 

II Transfer buffer length: Size of display 
II descriptor. 

ntStatus=MakeUSBDCall(pDeviceObject, pUrb ); 

ExFreePool(pUrb ); 
} 

ExFreePool(pTemp ); 
return ntStatus; 

*I 

V======================================================== 
ULONG 
Test_ GetConfigDescriptor( 

IN PDEVICE_OBJECT DeviceObject, 
PVOID pvOutputBuffer, 
ULONG ulLength 
) 

I* 
Gets configuration descriptors from the given device object 

DeviceObject - pointer to the test device object 
pvOutputBuffer - pointer to the buffer where the data is to be placed 
ulLength - length of the buffer 

Return Value: Number of valid bytes in data buffer 
*I 
{ 

PDEVICE EXTENSION deviceExtension =NULL; 
NTSTATUS ntStatus =STATUS_ SUCCESS; 
PURB urb =NULL; 
ULONG length = O; 

deviceExtension = DeviceObject->DeviceExtension; 

urb = ExAllocatePool(NonPagedPool, 
sizeof(struct _ URB _CONTROL_ DESCRIPTOR_ REQUEST)); 
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if(urb) { 

if (pvOutputBuffer) { 

UsbBuildGetDescriptorRequest(urb, 
(USHORT) sizeof (struct 

_ URB _CONTROL_ DESCRIPTOR _REQUEST), 

Appendices 

USB _CONFIGURATION_ DESCRIPTOR_ TYPE, 
//descriptor type 

} 

0, 
0, 
pvOutputBuffer, 
NULL, 
ulLength, 
NULL); 

//index 
//language ID 

//transfer buffer 
//MDL 
//buffer length 
//link 

ntStatus = Test_CallUSBD(DeviceObject, urb); 

} else { 
ntStatus = STATUS_NO_MEMORY; 

} 

II Get the length from the Urb 
length = urb->UrbControlDescriptorRequest. TransferBufferLength; 

ExFreePool(urb ); 

} else { 
ntStatus = STATUS_NO_MEMORY; 

} 

return length; 

//======================================================== 
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11.3 An Application Software Code Example 

~======================================================== 

II 
II MainFrm.cpp: implementation of the CMainFrame class 
II 

#include "stdafx.h" 
#include "Test_ app.h" 
#include "MainFrm.h" 

#ifdef DEBUG 
#define new DEBUG NEW 
#undef THIS FILE 
static char THIS_FILE[] =_FILE_; 
#end if 

II======================================================== 
II CMainFrame 

IMPLEMENT_ DYNCREA TE(CMainFrame, CFrame Wnd) 

BEG IN_ MESSAGE_ MAP(CMainFrame, CFrame Wnd) 
II{ {AFX_MSG_MAP(CMainFrame) 
ON_ WM_ CREA TE() 

II} }AFX_MSG_MAP 
END_MESSAGE_MAP() 

extern CUsbappApp theApp; 

static UINT indicators[] = 
{ 

ID _SEP ARA TOR, II status line indicator 

}; 

ID_ INDICATOR_ CAPS, 
ID_INDICATOR_NUM, 
ID _INDICATOR_ SCRL, 
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V======================================================== 
II CMainFrame construction/destruction 
CMainFrame: :CMainFrame() 
{ 

II TODO: add member initialization code here 
} 

CMainFrame: :-CMainFrame() 
{} 

int CMainFrame::OnCreate(LPCREA TESTRUCT IpCreateStruct) 
{ 

CString Dev Name; 

CMenu * pcMenu, * pcSubMenu; 
int uDevCnt=O, uCnt=O, nTT=O; 

if (CFrame Wnd: :OnCreate(lpCreateStruct) == -1) 
return -1; 

if(!m_wndToolBar.Create(this) II 
!m_ wndToolBar.LoadToolBar(IDR_MAINFRAME)) 

{ 
TRACEO("Failed to create toolbar\n"); 
return -1 ; 11 fail to create 

} 

if (!m_ wndStatusBar.Create(this) II 

{ 

} 

! m _ wndStatusBar. Setindicators(indicators , 
sizeof(indicators)lsizeof(UINT))) 

TRACEO("Failed to create status bar\n"); 
return -1 ; 11 fail to create 

II TODO: Remove this if you don't want tool tips or a resizable toolbar 
m_ wndToolBar.SetBarStyle(m _ wndToolBar.GetBarStyle() I 

CBRS_TOOLTIPS I CBRS_FLYBY I 
CBRS_SIZE_DYNAMIC); 

II TODO: Delete these three lines if you don't want the toolbar to 
II be <lockable 
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m _ wndToolBar.EnableDocking(CBRS _ALIGN_ ANY); 
EnableDocking(CBRS _ALIGN _ANY); 
DockControlBar(&m _ wndToolBar); 

if ((pcMenu=GetMenu()) !=NULL) 
{ 
pcSubMenu=pcMenu->GetSubMenu(O); 

DevName.Format("\\\\.\\Test-0"); 

hDrvrHnd=CreateFile(DevName, 
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GENERIC_ WRITE I 
GENERIC_ READ, 

FILE_SHARE_READ, 
FILE_SHARE_WRITE I 

NULL, 
OPEN_ EXISTING, 
0, 
NULL); 

II enable the menu items if successful ... 
if(hDrvrHnd != INVALID_HANDLE_ VALUE) 

{ 
theApp.hDrvrHnd=hDrvrHnd; 
theA pp. OnlnitT est(); 
pcMenu->EnableMenultem(O, 

MF _ENABLEDIMF _BYPOSITION); 
pcMenu->EnableMenultem( 1, 

MF _ENABLEDIMF _BYPOSITION); 
pcMenu->EnableMenultem(2, 

MF _ENABLEDIMF _BYPOSITION); 
pcMenu->EnableMenultem(3, 

MF_ ENABLEDIMF _ BYPOSITION); 
pc Menu-> EnableMenultem( 4, 

MF _ENABLEDIMF _BYPOSITION); 
} 

DrawMenuBar(); 
return O; 
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V======================================================== 
BOOL CMainFrame::PreCreateWindow(CREATESTRUCT& cs) 
{ 

II TODO: Modify the Window class or styles here by modifying 
II the CREATESTRUCT cs 
return CFrame Wnd: :PreCreate Window( cs); 

V======================================================== 
II CMainFrame diagnostics 
#ifdef DEBUG 
void CMainFrame::AssertValid() const 
{ 

CFrame Wnd::AssertValid(); 

void CMainFrame::Dump(CDumpContext& de) const 
{ 

CFrameWnd::Dump(dc); 

#endif II DEBUG 

V======================================================== 
II CMainFrame message handlers 
void CMainFrame::OnDevdesc() 
{ 

II TODO: Add your command handler code here 

} 

void CMainFrame: :OnConfdesc() 
{ 

II TODO: Add your command handler code here 

void CMainFrame::OnAlldesc() 
{ 

II TODO: Add your command handler code here 
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void CMainFrame::OnStrdesc() 
{ 

II TODO: Add your command handler code here 

} 

void CMainFrame::Onlnfdesc() 
{ 

II TODO: Add your command handler code here 

} 

void CMainFrame::PostNcDestroy() 
{ 

II TODO: Add your specialized code here and/or call the base class 

CFrameWnd::PostNcDestroy(); 
} 
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V======================================================== 
II 
II test_ app.cpp: Implement the class behaviors for the application software 
II rev 1.0 
II 
V======================================================== 

#include "stdafx.h" 
#include "Test_app.h" 
#include "MainFrm.h" 
#include "T_appDoc.h" 
#include "T_appView.h" 

#include "main.h" 
#include "devioctl.h" 
#include "testdrv.h" 

#ifdef DEBUG 
#define new DEBUG NEW 
#undef THIS FILE 
static char THIS_FILE[] =_FILE_; 
#end if 

V======================================================== 
BEGIN_ MESSAGE_ MAP(CUsbappApp, CWinApp) 

II{ {AFX_MSG_MAP(CUsbappApp) 
ON_ COMMAND(ID _APP_ ABOUT, OnAppAbout) 

II added here as well for set and get 

ON_ COMMAND(ID _GE TD ES_ DEVICE, OnGetdesDevice) 

ON_ COMMAND(ID _SET_ ONE, OnSetOne) 
ON_ COMMAND(ID _SET_ TWO, OnSetTwo) 

ON_ COMMAND(ID _GET_ ONE, OnGetOne) 
ON_ COMMAND(ID _GET_ TWO, OnGetTwo) 

II} }AFX_MSG_MAP 

II Standard file based document commands 
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ON_COMMAND(ID_FILE_NEW, CWinApp::OnFileNew) 
ON_COMMAND(ID_FILE_OPEN, CWinApp::OnFileOpen) 
II Standard print setup command 
ON_ COMMAND(ID _FILE _pRINT _SETUP, 

CWinApp: :OnFilePrintSetup) 

END_MESSAGE_MAP() 

Appendices 

V======================================================== 
CU sbappApp: :CUsbappApp() 
{ 

II TODO: add construction code here, 
II Place all significant initialization in Initlnstance 

} 

V======================================================== 
CUsbappApp theApp; 

BOOL CUsbappApp: :Initlnstance() 
{ 

JI Standard initialization 
JI If you are not using these features and wish to reduce the size 
JI of your final executable, you should remove from the following 
II the specific initialization routines you do not need. 

#ifdef AFXDLL 
Enable3dControls(); II Call this when using MFC in a shared DLL 

#else 
Enable3dControlsStatic(); //Call this when linking to MFC statically 

#endif 

LoadStdProfileSettings(); // Load standard INI file options 
JI (including MRU) 

II Register the application's document templates. Document templates 
JI serve as the connection between documents, frame windows and views. 

CSingleDocTemplate* pDocTemplate; 
pDocTemplate =new CSingleDocTemplate( 

IDR _MAINFRAME, 
RUNTIME_ CLASS(CUsbappDoc ), 
RUNTIME_ CLASS(CMainFrame ), 

II main SDI frame window 
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} 

RUNTIME_ CLASS(CUsbappView)); 
AddDocTemplate(pDocTemplate); 

II Parse command line for standard shell commands, DDE, file open 
CCommandLinelnfo cmdlnfo; 
ParseCommandLine( cmdlnfo ); 

II Dispatch commands specified on the command line 
if(!ProcessShellCommand(cmdlnfo)) 

return FALSE; 

return TRUE; 

a======================================================== 
II CAboutDlg dialog used for App About 
class CAboutDlg : public CDialog 
{ 
public: 

CAboutDlg(); 

II Dialog Data 
II{ {AFX_DATA(CAboutDlg) 
enum { IDD = IDD_ABOUTBOX }; 
II} }AFX_DATA 

II Class Wizard generated virtual function overrides 
II{ {AFX_ VIRTUAL(CAboutDlg) 
protected: 
virtual void DoDataExchange(CDataExchange* pDX); 

II} }AFX_ VIRTUAL 

II Implementation 
protected: 

}; 

II{ {AFX_MSG(CAboutDlg) 
II No message handlers 

II} }AFX_MSG 
DECLARE_ MESSAGE_ MAP() 

II DDX/DDV support 

CAboutDlg::CAboutDlg() : CDialog(CAboutDlg::IDD) 
{ 
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} 

II{ {AFX_DATA_INIT(CAboutDlg) 
II} }AFX_DATA_INIT 

void CAboutDig::DoDataExchange(CDataExchange* pDX) 
{ 

} 

CDialog::DoDataExchange(pDX); 
II{ {AFX_DATA_MAP(CAboutDlg) 
II} }AFX_DATA_MAP 

BEGIN_MESSAGE _MAP(CAboutDlg, CDialog) 

11 { { AFX _MSG_ MAP(CAboutDlg) 
II No message handlers 

II} }AFX_MSG_MAP 
END_MESSAGE_MAP() 

II App command to run the dialog 
void CUsbappApp::OnAppAbout() 
{ 

CAboutDlg aboutDlg; 
aboutDlg.DoModal(); 
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V======================================================== 
II CUsbappApp commands 
int CUsbappApp::Exitlnstance() 
{ 

II TODO: Add your specialized code here and/or call the base class 
CloseHandle(hDrvrHnd); 

free(pTestDesc ); 
return CWinApp: :Exitlnstance(); 

V======================================================== 
void CUsbappApp: :OnGetdesDevice() 
{ 

PVOID pvBuffer = O; 
pvBuffer = malloc (sizeof (Usb _Device_ Descriptor) + 64); 

II Perform the Get-Descriptor IOCTL 
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DeviceloControl (hDrvrHnd, 
IRP _Test_ GET_ DEVICE_ DESCRIPTOR,· 
pvBuffer, 
sizeof (Usb _Device_ Descriptor), 
pvBuffer, 
sizeof (Usb _Device_ Descriptor), 
&dwStatus, 
NULL); 

free(pvBuffer); 
AfxMessageBox("completed 'Get Descriptors - Device' "); 

~======================================================== 

void CUsbappApp::OnGetOne() 
{ 

PVOID pvBuffer = O; 
pvBuffer = malloc (sizeof(Usb_Device_Descriptor) + 64); 

II Perform the Get-Descriptor IRP 
DeviceloControl (hDrvrHnd, 

IRP _Test_GET_CONFIGURATION_DESCRIPTOR, 
pvBuffer, 

sizeof (U sb _Device_ Descriptor), 
pvBuffer, 
sizeof (Usb _Device_ Descriptor), 
&dwStatus, 
NULL); 

free(pvBuffer); 
AfxMessageBox("completed 'Get Command - One' "); 

~======================================================== 

void CUsbappApp::OnGetTwo() 
{ 

PVOID pvBuffer = O; 
pvBuffer = malloc (sizeof(Usb_Device_Descriptor) + 64); 

II Perform the Get-Descriptor IRP 
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DeviceloControl (hDrvrHnd, 

IRP _Test_ GET_ CONFIGURATION_ DESCRIPTOR, 
pvBuffer, 

sizeof (Usb _Device_ Descriptor), 
pvBuffer, 
sizeof (Usb _Device_ Descriptor), 
&dwStatus, 
NULL); 

free(pvBuffer); 
AfxMessageBox("completed 'Get Command - Two' "); 

Appendices 

V=================~====================================== 

void CUsbappApp::OnSetOne() 
II not implemented yet 
{ 

AfxMessageBox("This function has not been implemented "); 

I* { 
PVOID pvBuffer = O; 
pvBuffer = malloc (sizeof(Usb_Device_Descriptor) + 64); 

II Perform the Get-Descriptor IRP 
DeviceloControl (hDrvrHnd, 

} *I 

IRP _TEST_ GETTWO, 
pvBuffer, 

sizeof (Usb _Device_ Descriptor), 
pvBuffer, 
sizeof (Usb _Device_ Descriptor), 
&dwStatus, 
NULL); 

free(pvBuffer); 
AfxMessageBox("completed 'Set Command - One' "); 

V======================================================== 
void CUsbappApp::OnSetTwo() 
II not implemented yet 
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{ 

} 
AfxMessageBox("This function has not been implemented "); 

V======================================================== 
BOOL CUsbappApp::InitApplication() 
{ 

II TODO: Add your specialized code here and/or call the base class 

return CWinApp::InitApplication(); 

V======================================================== 
void CUsbappApp::OnlnitTest() 
{ 

if(hDrvrHnd == INVALID_HANDLE_ VALUE) { 
MessageBox(NULL, "Failed to Locate USB Tset Devices", "Error", 

MB_OK); 

else { 
if(pTestDesc !=NULL) 

free(p TestDesc); 
{ 

} 

II pTestDesc=malloc(sizeof(USBTESTCTRLDESC)); 
II memset(pTestDesc, 0, sizeof(USBTESTCTRLDESC)); 
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